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COMPOSITIONAL CONSTRUCTION OF SAFETY CONTROLLERS FOR NETWORKS
OF CONTINUOUS-SPACE POMDPS
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ABSTRACT. In this paper, we propose a compositional framework for the synthesis of safety controllers for
networks of partially-observed discrete-time stochastic control systems (a.k.a. continuous-space POMDPs).
Given an estimator, we utilize a discretization-free approach to synthesize controllers ensuring safety spec-
ifications over finite-time horizons. The proposed framework is based on a notion of so-called local control
barrier functions computed for subsystems in two different ways. In the first scheme, no prior knowledge of
estimation accuracy is needed. The second framework utilizes a probability bound on the estimation accuracy
using a notion of so called stochastic simulation functions. In both proposed schemes, we drive sufficient
small-gain type conditions in order to compositionally construct control barrier functions for interconnected
POMDPs using local barrier functions computed for subsystems. Leveraging compositionality results, the
constructed control barrier functions enable us to compute lower bounds on the probabilities that the inter-
connected POMDPs avoid certain unsafe regions in finite-time horizons. We demonstrate the effectiveness of
our proposed approaches by applying them to an adaptive cruise control problem.

1. INTRODUCTION

Large-scale stochastic systems have received significant attentions in the past few years due to their broad
applications in modeling many engineering systems such as power grids, road traffic networks and industrial
control systems to name a few. Guaranteeing safety and reliability of such complex systems in a formal as well
as time- and cost-effective way has always been very challenging. In the past few years, formal verification and
synthesis of controllers against safety specifications have gained considerable attentions among both control
engineers and computer scientists. In this respect, abstraction-based techniques have been widely employed
for the formal synthesis of safety controllers [L¥96, [TNXJ17]. However, those approaches rely on
the state and input set discretization and consequently suffer severely from the curse of dimensionality:
computational complexity exponentially grows with the dimension of the system. In order to overcome this
difficulty, compositional techniques have been introduced in the past few years to construct finite abstractions

of interconnected systems based on abstractions of smaller subsystems [SAMIT, [LSZ19, [LSZ20a),
INZ20, [LSZ18, [LSAZ20)].

As another promising alternative, discretization-free approaches based on control barrier functions have been
introduced in the past decade [JSZ20, [NSZ20d, [ALZ20),[ALZ21].
Unfortunately, all above-mentioned literatures on both discretization and discretization-free techniques assume
that full state information is available for the sake of controller synthesis which is not the case in many
practical applications. Taking this limitation into account, the work in [Clal9] studies a controller synthesis
scheme for stochastic systems with incomplete information by assuming a priori knowledge of control barrier
functions. Given an estimator with a probabilistic guarantee on the accuracy of estimations, [JJZ20D] studies
the controller synthesis problem for partially-observed stochastic systems and proposes a lower bound for the
probability of satisfaction of safety specifications over finite-time horizons. A synthesis framework based on
control barrier functions for partially-observed jump diffusion systems enforcing complex properties expressed
by deterministic finite automata is recently proposed in [JJZ20a] in which a prior knowledge of the estimation
accuracy is not required anymore.
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The proposed techniques in the above-mentioned literature on partially observed systems assume that control
barrier functions have a certain parametric form, such as polynomial, and search for their corresponding
coefficients under certain assumptions. Although it may be easy to search for those functions for lower-
dimensional systems via existing tools, it is computationally very expensive (if not impossible) to compute
them for large-scale interconnected systems. Motivated by this challenge, we propose here a compositional
approach for the construction of control barrier functions for partially-observed discrete-time stochastic control
systems (a.k.a. POMDPs). To the best of our knowledge, this paper is the first to develop a compositional
controller synthesis scheme for networks of POMDPs based on barrier functions. By driving small-gain type
conditions, we compositionally construct a control barrier function for the interconnected POMDP based on
local barrier functions of subsystems. Accordingly, by leveraging the constructed barrier function and the
corresponding controller, we compute a lower bound on the probability that the interconnected POMDP
avoids an unsafe region over a finite-time horizon.

Particularly, we propose two distinct approaches for the construction of control barrier functions. In the first
one, local control barrier functions are defined over augmented systems consisting of subsystems and their
estimators. This formulation makes it possible to search for local control barrier functions, and as a result the
overall one, without requiring explicitly the accuracies of estimators in probability. In the second framework,
local control barrier functions are constructed using the estimators’ dynamics (without augmenting them with
the subsystems’ dynamics) in where we utilize a notion of so-called stochastic simulation functions to compute
a probabilistic bound on the estimation accuracy. We propose a sum-of-squares (SOS) optimization approach
to search for local control barrier functions in both approaches, and accordingly, to compute the corresponding
controllers. In order to illustrate the effectiveness of our proposed results, we apply both approaches to an
adaptive cruise control problem.

2. PRELIMINARIES AND PROBLEM DEFINITION

2.1. Preliminaries. A probability space in this work is presented by tuple (2, Fq,Pq), where €2 is a sample
space, Fq is a sigma-algebra on (), and Pg is a probability measure that assigns probabilities to events.
Random variables introduced here are measurable functions of the form X : (2, Fq) — (Sx, Fa) such that
any random variable X induces a probability measure on its space (Sx, Fq) as Prob{A} = Po{X 1(A)} for
any A € Fx. We directly present the probability measure on (Sx, Fx) without explicitly mentioning the
underlying probability space and the function X itself.

We call the topological space S as a Borel space if it is homeomorphic to a Borel subset of a Polish space.
Euclidean space R™, its Borel subsets endowed with a subspace topology, and hybrid spaces are examples of
Borel spaces. A Borel sigma-algebra is denoted by B(S), where any Borel space S is assumed to be endowed
with it. A map f:S — Y is measurable whenever it is Borel measurable.

2.2. Notation. The sets of nonnegative and positive integers are denoted by N := {0,1,2,...} and N>; :=
{1,2,3,...}, respectively. Moreover, symbols R, R~¢, and R>o denote, respectively, the sets of real, positive
and nonnegative real numbers. Given N vectors z; € R, n; € N>1, i € {1,..., N}, we use = [21;...;2N]
to denote the corresponding column vector of the dimension ), n;. We denote by | - || the infinity norm.
Given any a € R, |a|] denotes the absolute value of a. The identity function and composition of functions are
denoted by Zg and the symbol o, respectively. A function & : R>9 — R>g, is said to be a class K function if it
is continuous, strictly increasing, and x(0) = 0. A class K function x(-) is said to be a class Ko if k(1) — 00 as
r — oo. We denote the empty set by 0. Given functions f; : X; — Y;, for any i € {1,..., N}, their Cartesian

product vazl fi: vazl X — vazl Y; is defined as (Hf\[:l fi)(@, ..., xn) = [fi(z1);...; fv(zn))-

2.3. Partially-Observed Discrete-Time Stochastic Control Systems (a.k.a. Continuous-Space
POMDPs). In this paper, we consider partially-observed discrete-time stochastic control systems as for-
malized in the following definition.
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Definition 2.1. A partially-observed discrete-time stochastic control system (PO-dt-SCS) in this paper is
characterized by the tuple

E:(XuU7W§17f7Y'17Y727h17h27<2)7 (21)

where,

e X CR"™ is a Borel space as the state space of the system. The measurable space with B(X) being the
Borel sigma-algebra on the state space is denoted by (X,B(X));

e U CR™ is a Borel space as the external input space of the system;

o W CRP is a Borel space as the internal input space of the system;

e ¢, i € {1,2}, denote sequences of independent and identically distributed (i.i.d.) random variables
from a sample space 2 to the set V,,

G ={si(k): Q =V, keN},

f: X xUXxW xV, — X is a measurable function characterizing the state evolution of the system;
Y1 C RP is a Borel space as the internal output space of the system;

Ys C RY is a Borel space as the external output space of the system;

hi: X — Y1 is a measurable function that maps a state x € X to its internal output y1 = hq(x);

hy + X XV, — Ya is a measurable function that maps a state x(k) € X to its external output

ya(k) = ha(z(k),<a(k)).

An evolution of the state of PO-dt-SCS ¥ for a given initial state 2(0) € X and input sequences v(-) : N — U
and w(-) : N = W is described by

w(k+1) = f(z(k),v(k), w(k),<1(k))
Y Qyi(k) = ha(z(k)), (2.2)
ya2(k) = ha(z(k), c2(k)), k € N.

A PO-dt-SCS ¥ in (ZI)) can be equivalently represented as a partially-observed Markov decision process
(POMDP) [Kal97, Proposition 7.6]

E:(X7U7WT$7Y17E7h17h27<2)7 (23)

where the map T} : B(X) x X xU x W — [0, 1] is a conditional stochastic kernel that assigns to any z(k) € X,
v(k) € U, and w(k) € W, a probability measure Ty(- | z(k), v(k), w(k)) on the measurable space (X, B(X))
so that for any set A € B(X),

P(z(k+1) € A|z(k),v(k),w(k)) = / To(x(k 4+ 1) |2(k), v(k), w(k)).
A

For given inputs v(-), and w(-), the stochastic kernel T, captures the evolution of the state of ¥ and can be
uniquely determined by the pair (1, f) from 2II). Since two systems (21) and ([23]) are indeed equivalent, we
interchangeably employ terms PO-dt-SCS and POMDP in the remainder of the paper. We associate to U and
W sets U and W, respectively, to be collections of sequences {v(k) : @ — U, k € N} and {w(k) : @ — W, k € N},
in which v(k) and w(k) are independent of ¢;(I) for any k,l € N, [ > k and i € {1,2}. The random sequences
ZTavw : AXN = Xy, : Qx N =Yy, and ya,,, : Q X N = Y5 satisfying (Z2) are called respectively the
solution process, internal output and external output processes of ., respectively, under an external input v,
an internal input w, and an initial state a.

Since the main goal of this work is to study networks of systems, the tuple representing interconnected systems,
not containing internal inputs and outputs, is ¥ = (X, U, 1, f,Y, h,<2), where f : X x U x V,, — X, and

w(k+1) = f(x(k), v(k), a1 (k)),
. {y(’f) h(z(k),2(k)), keN. (2.4)
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For the sake of controller synthesis using barrier certificates explained later in detail, we raise the following
assumption on the existence of an estimator that estimates the state of the PO-dt-SCS in ([2.2)).

Assumption 1. Consider a PO-dt-SCSY = (X, U, W, 1, f,Y1,Ya, h1, ha,<2). States of ¥ in (Z2) can be esti-
mated by a proper estimator 3 which is characterized by the tuple ¥ = (X, U, W, f,Y1,Y2,h1) and represented
in the following form:

91(k) = ha((k)),

where v and y2 are external input and output signals of ¥ and W is the internal input signal coming from other

(2.5)

estimators. We explain later how w is being fed by the estimators of other neighbouring subsystems.

There exist numerous results in the relevant literature for the design of the estimator in (ZX) for different
classes of stochastic systems (cf. [LWL0O9, [SWL11l, WDZH13| [SSS09] ).

In the next section, we introduce notions of local control barrier functions (LCBF) and control barrier func-
tions (CBF) for respectively POMDPs (with both internal and external inputs) and interconnected POMDPs
(without internal inputs and outputs).

3. (LocaL) CONTROL BARRIER FUNCTIONS

First, we define (local) control barrier functions ((L)CBF) over an augmented system consisting of the sto-
chastic (sub)system’s and its estimator’s dynamics. This formulation enables one to search for (local) control
barrier functions with no prior knowledge of the estimation accuracy. Second, we formulate (local) control
barrier functions over the estimator’s dynamics (without augmenting them with the subsystem’s dynamics) by
utilizing a given probability bound on the estimation accuracy computed via a notion of so-called stochastic
simulation functions.

3.1. Notions of (L)CBF without considering the estimation accuracy. Here, we first define the aug-
mented process [x(k); &(k)], where z(k) and #(k) are the solution processes of subsystems ¥ in ([2.2) and their

estimators & in 23), respectively. The corresponding augmented stochastic subsystem S can be defined as:

s [z + D] _ [f(z(k),v(k), w(k),ci(k))
> [f(’H 1)] B [f(i(k),v(k),w(k),m(k)) : (3.1)

Now, the local control barrier function is defined for system ¥ in (I). This framework allows us to provide
one of our main results without any prior knowledge of the probabilistic distance between the actual states
and their estimations. We now formally define local control barrier functions constructed over the augmented
system ..

Definition 3.1. Consider a POMDP ¥ in 22), its estimator S in @3), and the resulting augmented
system S in BI). Let X., Xy C X represent some initial and unsafe regions, respectively. A function
B: X x X — Rxq is called a local control barrier function (LCBF) for 5 if there exist constants 1,5 € R
and A € Ry, such that

o V(z,%) € X x X,

o V(z,2) € X4 X X,

o V(z,2) € Xp x X,
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o Vi(k) € X, Vaw(k) e W, Ju(k) € U, such that Vx(k) € X, Yw(k) e W,

E[B(f(x(k),v(k)vw(k),cl(k))vf(i(k),v(k)vw(k),yz(k))) |x(k)vf(k),v(k)vw(k)vw(k)}

< max {wB(a(0). 0,1 |13 1)),
1

for some o € Koo, p € Koo U{0} and 0 < & < 1.

Definition 3.1l can also be stated for interconnected systems without internal inputs and outputs by eliminating
all the terms related to the internal input w, its estimation w, internal output hq(z), and its estimation hq (Z)
as defined below.

Definition 3.2. Consider an (interconnected) POMDP ¥ = (X, U, <1, f,Y, h, ), its estimator S also without
internal inputs and outputs, and the augmented system Y= [2; f]] Let X,, Xy C X, respectively, represent
ingtial and unsafe regions. A function B : X x X — R is called a control barrier function (CBF) for 5 if
there exist constants 1,7 € R>g and A € Ry such that v < X, and

o V(z,#) € X4 X X,
Bla.#) < 7. (3.6)

o V(z,2) € Xp x X,
B(x,2) = A, (3.7)

o and Vi(k) € X, Ju(k) € U, such that Vx(k) € X,

IE[B(f(:c(k),v(k),<1(k)),f(:%(k),u(k),y(k))) ‘x(k),fc(k),v(k)} < max {kB(x(k), &(k)), v}, (3.8)

for some 0 < k < 1.

Remark 3.3. Note that we need the condition v < A (i.e., XN Xy, = 0) in order to provide a meaningful
probability in Theorem[3.4) later. This requirement is only for the interconnected system and not for subsystems.
In particular, LCBFs are mainly utilized for the compositional construction of CBFs over interconnected
systems and are not directly employed for ensuring the probability of safety satisfaction. The above definition
associates a policy n : X — U to a CBF, where X here is the state set of the estimator s, Definition[3.2 gives
such a policy according to the existential quantifier over the input for any estimator’s state & € X.

The next theorem shows the usefulness of having a CBF to quantify an upper bound on the exit probability
(i.e., the probability that the solution process of the interconnected system reaches the unsafe region in a
finite-time horizon) of POMDP (without internal inputs and outputs).

Theorem 3.4. Let ¥ = (X,U, <1, f,Y, h,¢2) be a POMDP (without internal inputs and outputs) and S be
its corresponding estimator. Suppose B is a CBF according to Definition [3.2. Then, the probability that the
solution process of X starts from any initial states x(0) = a € X, and reaches X}, under the control policy n
within a time horizon [0,Ty] is formally upper bounded as

Pl 2o (k) € Xy for some k € [0, Ty) | a,v} <9, (3.9)
where,
1—(1-3)1—=5)", if A>2,
5= (3.10)
31— Rt ()1 - (1—)T), i A<

>le

The proof of Theorem [3.4] is provided in Appendix.
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Remark 3.5. Utilizing the augmented system 3 as in BI)) provides us with the results in Theorem [3.4] with
no need of knowing the estimation accuracy explicitly. This allows more flexibility in designing the estimator
and potentially results in tighter upper bounds.

In the next subsection, we formulate control barrier functions only over the estimators’ dynamics by utilizing
a probability bound on the estimation accuracy.

3.2. Notions of (L)CBF by considering the estimation accuracy. Given an estimator with a proba-
bilistic guarantee on the accuracy of the estimation, we propose an approach to construct a CBF defined only
over the states of the estimator . For a given time horizon Ty, we assume the probabilistic bound on the
accuracy of the estimator is given by [RGYU00):

Ve > 0,360 € (0,1], such that IP’[ sup || @qu (k) — £au (k)| < €] a,d,v} >1-0,
0<k<T,

for any a,a € X and any v € U. In order to quantify the distance (a.k.a. error) between a system’s state
and its estimation, we employ notions of so-called stochastic (pseudo)-simulation functions. To do so, we first
introduce stochastic pseudo-simulation functions (SPSF) for POMDPs with both internal and external inputs.
We then define stochastic simulation functions (SSF) for interconnected POMDPs without internal inputs and
outputs.

Definition 3.6. Consider a POMDP % in (Z2) and its corresponding estimator S in (Z5). A function
¢ X x X = Rxg is called a stochastic pseudo-simulation function (SPSF) from ¥ to X if

(i) Vo € X,V& € X,

e(llz —2[) < ¢(x,2),
(i1) Yi(k) € X,Vw(k) € W,3v(k) € U, such that Va(k) € X,Vw(k) € W,
EMU@@%M@M@@KH@)(() v(k), (k). y2(k))) | 2(k), 2(k), v(k), w(k), @ (k)
< max {fip(x(k), 2(k)), e(w(k) = w(k)]), e},

for some 0 < i <1, e € Ks, 0€ Ko U{0}, and ¢ € R>p.

Definition can also be stated for POMDPs without internal inputs and outputs by eliminating all the terms
related to the internal input w and its estimation w as defined below.

Definition 3.7. Consider an (interconnected) POMDP ¥ = (X,U,¢1, f,Y,h,c2) and its estimator T A
function ¢ : X x X — Rxq is called a stochastic simulation function (SSF) from ¥ to ¥ if

(i) Vx € X, Vi € X,
e(llz = 2[l) < @(,2),
(i1) Vi(k) € X,3v(k) € U, such that Va(k) € X,
E[(£ (k). 0 (k). 51 (K)), F(E(R),v(k),u(k) | (k). 2(8), o(8)] < ma {ub(a (k). 2(8), ).

for some 0 < p <1, e € Kq, and ¢ € R>g.

The next theorem shows how an SSF can be employed to obtain the probability bound on the estimation
accuracy.

Theorem 3.8. Consider a POMDP Y. in (Z4), its estimator S in (Z8) (without internal inputs and outputs),
and € > 0. Suppose ¢ is an SSF from ¥ to ¥. For any v € U, and for any random variables a and a as initial
states of ¥ and X, respectively, the following inequality holds:

P[ sup [lau(k) = dan(k)] = | a,a0] <0,
0<k<Ty
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where,
1-(1- By ey (o) > £,
. - (3.11)
() (1 — )T 4 (2 5) (1 — (1 — w)Te),
ife(e) < £

The proof of Theorem is provided in Appendix.

We now propose our second formulation of control barrier functions defined only over the estimators’ dynamics
as the following.

Definition 3.9. Consider a POMDP ¥ as in [2.2), its estimator S, and € > 0. Let Xo,X, C X denote
respectively initial and unsafe sets. Let us define Xy := {z € X |3z e Xy, ||&—z| <€} (ie., unsafe set for
2) A function B : X — Rsq is called a local control barrier function (LCBF) for ) if there exist constants
¥, 7 € Rsg and A € Rsg, such that

o Vx e X,
B(z) > a(|[hi ()], (3.12)

o Vx e X,,
B(z) < %, (3.13)

o Vz e X},
’ B(z) > A, (3.14)

o and Vi(k) € X, Vw(k) € W, Ju(k) € U, such that Yys(k) € Ya,

2

E[B(f(@(k), v(k), w(k), y2(k)) | #(k), 0(k), (k)] < max {kB((k), plll(k)]), 0} (3.15)
for some 0 <Rk <1, a € K, and p € Koo U {0}.
We now modify Definition and present it for the interconnected POMDPs as the following.

Definition 3.10. Consider an (interconnected) POMDP ¥ = (X,U, <1, f,Y, h,2), its estimator S without
internal inputs and outputs and € > 0. Let X4, Xy C X denote respectively initial and unsafe sets. Let us
define X :={& € X |3z € Xy, |12 — z|| < e€}. A function B : X — Rxq is called a control barrier function for
) if there exist constants ¥,y € R>g and A € Rsq such that v < A and

o Vz e X,,
B(z) <7,

o Vx € X{,
B(x) > A,

o and V&(k) € X, Ju(k) € U, such that Vy(k) € Y,
E[B(7(0), o(k), y(k) | #(R),0(k)] < mas (5B (E), 6},
for some 0 < k < 1.

One can employ Definition and provide a similar result as Theorem [3.4t
]P’[i:dv(k) € X for some k € [0,y | 4, v} <,
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where ¢ is computed as in (BI0). In the next Theorem, we provide an upper bound on the exit probability of
POMDP using the estimation accuracy.

Theorem 3.11. Let ¥ = (X,U,¢1, f,Y,h,s2) be a POMDP without internal inputs and outputs, S be its
corresponding estimator and € be a positive constant. Suppose B is a CBF for S as in Definition [310. Then,
the probability that the solution process of X starts from any initial state x(0) = a € X, and reaches X, under
control policy n within a time horizon [0, Ty is upper bounded as

P[azav(k) € Xy for somek € [0, Ty) ‘ a,v} <6+, (3.16)
where 0 and 0 are computed as in BI0) and BII), respectively.

The proof is similar to that of [JJZ20a, Theorem 3.3] and is omitted here due to lack of space.

Remark 3.12. Note that the first proposed approach does not require a prior knowledge of the estimation
accuracy, and accordingly, it gives the user more flexibility on the estimator design. Moreover, in the first
approach the computation of the exit probability can be done in one shot without utilizing SSFs and, hence, be
less conservative. However, the computational complexity in the first approach is more than the second one
since the control barrier function should be constructed over the augmented system.

In the next sections, we analyze networks of POMDP and discuss under which conditions one can construct
a CBF of an interconnected system based on LCBF of its subsystems.

4. INTERCONNECTED POMDP

We consider a collection of partially-observed stochastic control subsystems and their estimators as
3i = (X, Ui, Wi, 4y fis Y1, Yai, iy, hays 2,),

ii = (Xi7Uiuwiafiuylmnmhli)u i€ {17 '7N}7

where internal inputs and outputs are partitioned as

w; = [wﬂ; sy Wigi—1) s Wii41)5 - - -;wz‘NL (4.1)
Y1, = I:ylil; Yoy s Yy s yliN}? .
and their internal output spaces and functions are of the form
N
Yli = H leiju (4 2)
=L '

h’li (Il) = [hlil (xz)a SRR hli(i—l) (xl)v hli(i+1) (xl)’ s h’liN (xl)]
Furthermore, the internal input and output of the estimators are also partitioned similar to (1)) and (£2).
Outputs y1,; with 7 # j are internal outputs which are employed for the sake of interconnections. If there is

a connection from ¥; to ¥;, we assume that w;; is equal to y1,,. Otherwise, the connecting output function
is identically zero, i.e., h1,; = 0. The same interconnections hold for the estimators. If there is a connection

from f]j to ii, we assume that ;; is equal to §1,,. Otherwise, the connecting output function is identically
zero, i.e., hi,, = 0. Now we define interconnected partially-observed stochastic control systems.

Definition 4.1. Consider N € Nzl POMDP:s 21 = (X17 Ui, Wi,gli, fi7 }/11.,}/21., h1i7h2i7§2i), s {1, ceey N},
with the input-output configuration as in (EI)-@Z2). The interconnection of ¥;, for any i € {1,...N}, is
the interconnected POMDP ¥ = (X, U, 1, f,Y,h,<), denoted by Z(X1,...,XN), such that X := Hfil X,
U =TIt U a = [suisan], f=T0 fo Vo= T, Ve hoo= Ty b and @ = [s2,00+ 5520 ]
subjected to the following constraint:

Vi,jE{l,...,N},i#jZ Wii = Y1455 Ylingji'



COMPOSITIONAL CONSTRUCTION OF SAFETY CONTROLLERS FOR NETWORKS OF CONTINUOUS-SPACE POMDPS 9

In a similar way, we define the interconnection of estimators S as the following.

Definition 4.2. Consider N € N>; estimators s = (Xi,Ui,Wi,fi,Yli,Ygi,hli), 1 € {1,...,N}, with the
input-output configuration similar to [@I)-{2). The interconnection of X;, for any i € {1,...N}, is the
interconnected estimator ¥ = (X, U, f,Y), denoted by Z(X1,...,%XnN), such that X := Hivzl X;, U := Hfil U;,

fi= sz\il fi, and Y := Hfil Y;, subject to the following constraint:
Vi,jE{l,...,N},i#jl ’lf}ji:yAlij, Ylingji'

An example of the interconnection of two POMDPs ¥; and X is illustrated in Fig. [l

U1 :y21
—_—>] F——————
| W12 X Yiis |
I
! I
1(21,22) : %% :
! I
i w21 Yo Y1 :
U2 : | y22

FIGURE 1. Interconnection of two POMDPs ¥; and 5.

5. COMPOSITIONAL CONSTRUCTION OF CBF

In this section, we analyze networks of POMDP and provide a compositional approach to construct a CBF
of an interconnected POMDP based on LCBF of its subsystems. For i € {1,..., N}, consider the PO-dt-SCS

% in (@Z32), its corresponding estimator 3; in (ZF), and the augmented system ¥ in (3I). Assume there
exists a LCBF B; as defined in Definition [3.1] or with functions a; € Koo, pi € Koo U {0} and constants
i, i € R>0, 7 € Rso, and 0 < k; < 1. Now we raise the following small-gain assumption that is essential
for the compositionality results of this section.

Assumption 2. Assume that K functions k;; defined as
_ Rl(s)a Zf 1= ju
Rij(s) = - o
E {pxaj '(s)), i
satisfy
Riyiy © Rigig © "+ © RKi_yi, © Riiy < Za, (5.1)
for all sequences (i1,...,ir) € {1,...,N}" andr € {1,...,N}.
Remark 5.1. Note that the small-gain condition (.1 is a standard one in studying the stability of large-

scale interconnected systems via ISS Lyapunov functions [DRWO7, DRWI0|. This condition is automatically
satisfied if each Ry is less than identity (R;j < Zgq,Vi,j € {1,...,N}).

The small-gain condition (G.1]) implies the existence of K functions o; > 0 [Riif10, Theorem 5.5], satisfying
max {o; ' o Kjj00;} < Iy, i,j=1{1,...,N}. (5.2)
i

In the next theorem, we show that if Assumption [2 holds and max; o; Uis concave (in order to employ
Jensen’s inequality), then one can compute a CBF for the interconnected system > as in Definition B2 in a
compositional fashion.
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Theorem 5.2. Consider the interconnected POMDP ¥ = Z(%;,...,Xy) induced by N € N>q subsystems X;.
Suppose that for each 3; there exits an estimator S together with a corresponding LCBF B; as defined in
Definition [31] with initial and unsafe sets X,, and Xy,, respectively. If Assumption[d holds and max; 0;1 for
o; as in ([B2) is concave and

max{o7} (7)) < max{o7 (1)}, (53)

then function B(z, &) defined as
B(Iaj:) ‘= max {Uz_l(Bl(Ilv'iZ))}a (54)

is a CBF for the augmented system & =[S ; 3| with initial and unsafe sets X, = sz\il X, Xp = Hfil X, ,
respectively.

The proof of Theorem is provided in Appendix.

Similarly, we propose the next theorem to compute a CBF for an interconnected system ¥ as in Definition
BI0/in a compositional way based on LCBF's of subsystems.

Theorem 5.3. Consider an interconnected POMDP ¥ = Z(%,;,...,Xy) induced by N € N>y subsystems X;.
Suppose that for each ¥; there exits an estimator S together with a corresponding LCBF B; as defined in
Definition [3.9 with initial and unsafe sets X,, and Xy , respectively. If Assumption[2 holds and max; 0;1 for
o; as in [2) is concave and

maxc{o; (7)) < max{o; ' (A)), (5.5)

then function B(x) defined as
B(z) := max {o7 ' (Bi(zi)}, (5.6)

is a CBF for the estimator & = I(S;,...,5N) with initial and unsafe sets Xq = Hfil X,y Xf = Hﬁl X

respectively.
The proof of Theorem follows the same reasoning as that of Theorem and is omitted here due to lack
of space.

Finally, we provide an approach to compositionally construct an SSF for an interconnected POMDP 3 based
on SPSFs of its subsystems. Note that the constructed SSF is one of the main ingredients used in Theorem
BI1l First, we raise the following small-gain assumption.

Assumption 3. Assume that K functions p;; defined as

_ fi(s), if 1=],
fij(s) == . o
Y {Qi(gj '(s)), if i# J,
satisfy
iyis © fligis © *** © fliy_yi, © fiyiy < Za, (5.7)

for all sequences (i1,...,ir) € {1,...,N}" andr € {1,...,N}.

The small-gain condition (5.7]) implies the existence of Ko functions ¢; > 0 [Rif10, Theorem 5.5], satisfying

nge}x{glogijogj} < 1g, i,j={1,...,N}. (5.8)
In the next proposition, we show that if Assumption [8]holds and max; ¢; ! is concave, then we can composi-
tionally construct an SSF for an interconnected system based on SPSF's of its subsystems.

Proposition 5.4. Consider an interconnected POMDP ¥ = I(%;,...,Xn) induced by N € N> subsystems
3;. Suppose that for each ¥; there exits an estimator ¥; together with a corresponding SPSF ¢,;(x;, ;). If
Assumption[3 holds and max; ;" for ¢; as in (5.8) is concave, then the function ¢(z,3) defined as

d)(‘rv j) = m?X {C;l(d)z(x“ ‘%i))}v
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is an SSF from S = I(ii, o, 2N) to X =TI(%,,...,XnN), as defined in Definition [3.7, with
p(s) = H}%X{Cfl ofigjo¢i(s)}, i,j=A{1,...,N},

¢ = max ¢ (@).
K2

The proof of Proposition [5.4] follows the same reasoning as that of Theorem and is omitted here.

6. CoMPUTATION OF LCBF

In this subsection, we provide a systematic approach to search for LCBF's and the corresponding control policies
for subsystems. The proposed approach is based on the sum-of-squares (SOS) optimization problem [Par(03], in
which LCBF is restricted to be non-negative which can be written as a sum of squares of different polynomials.
To do so, we need to raise the following assumption.

Assumption 4. The POMDP ¥ = (X, U, W, <1, f,Y1,Ya, hi, ha, ) has a continuous state set X C R™ and
continuous external and internal input sets U C R™ and W € RP. Moreover, the transition map f : X X
UxW x Vg, = X is a polynomial function of its arguments. We also assume that the internal output map
h1: X = Y] and K functions o and p are polynomial.

Under Assumption[l one can reformulate conditions of Definition[3.Iland Definition B.9to an SOS optimization
problem in order to search for a polynomial LCBF B;(-,-) and B;(-), and their corresponding control policies.
In the following Lemmas, SOS formulations are provided.

Lemma 6.1. Suppose Assumption [] holds and sets X, Xp, X, W can be defined by vectors of polynomial
inequalities X, = {x € R™ | go(x) > 0}, X, = {z € R" | go(z) > 0}, X = {& € R" | g(z) > 0}, and
W = {w € R? | g,(w) > 0}, where the inequalities are defined element-wise. Suppose there exists a sum-
of-square polynomial B(x, %), constants 7,7 € Rso, A € Rsq, 0 < & < 1, functions o € Koo, p € Koo U {0},
polynomials l,,, (2,) corresponding to the j™ input in v(k) = (v1(k), v2(k), ..., vm(k)) € U CR™, and vectors
of sum-of-squares polynomials 1, (x), 1. (&) for z € {0,1,2,3}, and L, (w), L, (), of appropriate dimensions such
that the following expressions are sum-of-square polynomials:

T
s - o Bl [5] - (RE] [nE) o
— B(x,2) — [IT(z) iT(#)] [ggg] A, (6.2)
Bw.d) - (@) @) %)) +5 (63)
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where p is the dimension of the internal inputs w and w. Then B(x,&) satisfies conditions [B.2)-BI5) in
Definition [31] and v(k) = [lo, (&(k), W (k));...; L, (&(k)w(k))] is the corresponding safety controller, with
E=Tq— (Zg—m)o(Zy—Fk),
pZ(Id—i—Fg)O(Id—Fa)_l owfloW3oﬁ,
Y =(Tg+my")o(Ta— k) tomytomgo(ms —Ty) Lo (1),

where 1, T2, T3 being some arbitrarily chosen Koo functions so that (Zg —m) € Koo, and (75 — Zy) € Koo

The proof follows the same argument as in [JSZ20, Lemma 5.9], and is omitted here due to lack of space.

Remark 6.2. Inequalities (3.2) and [BF) consider infinity norms over [hi(x); hi(2)] and [w;w], respectively.
Since such norms cannot be expressed as polynomials, we convert infinity norms to Fuclidean ones and that
is the reason constant 2p appears as a denominator in (G.4).

We now state another lemma for the computation of LCBF as in Definition

Lemma 6.3. Suppose Assumption []] holds and sets Xq, X5, X, W,Y> can be defined by vectors of polynomial
inequalities Xo = {x € R" | go(x) > 0}, Xf ={z € R" | gi(x) > 0}, X = {z € R" | g(z) > 0}, W = {w € RP |
gw(w) > 0}, and Yo = {y2 € R? | g,(y2) > 0} where the inequalities are defined element-wise. Suppose there
exists a sum-of-square polynomial B(x), constants ”7,1/; € RZO,S\ € Ryp, 0 < k < 1, functions a € K, p €
Koo U{0}, polynomials L., (%,w) corresponding to the j*™ input in v(k) = (v1(k),v2(k), ..., vm(k)) € U CR™,
and vectors of sum-of-squares polynomials 1,(z) for z € {0,1,2}, Is(&), ln(®) and ly(y2) of appropriate
dimensions such that the following expressions are sum-of-square polynomials:

B(z) — 1T (2)9(x) — alhn (2)Ths (), 6.5
—B(z) — I (z)ga(x) + A,
B(z) — I3 (z)g;(x) + 7, 6.7
. T (k) -
“E [B(f(:%(k),v(k),w(k),yg(k))) | :v(k),v(k),u”)(k)} +RB(EK)) + A (’2 (k)) 44

=Y (k) = L, (@(k), (k) = 5 (@(k))g (2 (k) — 1 (b (k) gu (b (k) = 1) (y2(k))gy (y2(k)),  (6.8)
j=1
where p is the dimension of the internal input w. Then B(Z) satisfies conditions (B.12)-(B.I5) in Definition
and v(k) = [lo, (Z(k), 0 (k));...;ly,, (2(k),w(k))] is the corresponding safety controller, where R, p,1 can
be acquired based on k,p,v similar to LemmalG.]l
Remark 6.4. In order to compute the sum-of-square polynomials B(x,%) and B(x) fulfilling reformulated

conditions [©@I)-@4), and [GH)-GF), one can employ existing software tools such as SOSTOOLS [PPP02]
together with a semidefinite programming solver such as SeDulMi [Stu99].

7. CASE STUDY

In this section, we illustrate our proposed results by applying them to an adaptive cruise control (ACC) system
consisting of N vehicles in a platoon (see Fig. [2). This model is adapted from [SSGB17]. The evolution of
states can be described by the interconnected PO-dt-SCS

5. rv(k+1) = Az(k) + Bu(k) + 1 (k),
N y(k) = Cz(k) + k),
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FIGURE 2. Platoon model for N = 1000 vehicles.
where A is a block matrix with diagonal blocks A, and off-diagonal blocks Ajii—1) = Aw,i € {2,..., N}, where

1 -1 0 7
A=l Al ]

with 7 = 0.01 being the interconnection degree, and all other off-diagonal blocks being zero matrices of
appropriate dimensions. Moreover, B is a partitioned matrix with main diagonal blocks B = [0;1], and all
other off-diagonal blocks being zero matrices of appropriate dimensions. The matrix C is a partitioned matrix
with main diagonal blocks C' = [1;0]7 and all other off-diagonal blocks being zero matrices of appropriate
dimensions. Moreover, z(k) = [z1(k);...;zn(K)], v(k) = [v1(k);...;un(k)], s1(k) = [s1,(K);. .. ;15 ()], and
G2(k) = [s2,(k); ... ;62,5 (k)]. Let us consider each individual vehicle %; described as

zi(k+ 1) = Az;(k) + Bvu;i(k) + Apw;(k) + <1, (k),
Y0y, (k) = Crzi(k),
Y2, (k) = Coxi(k) + <2,,

where y1, (k) = y1,,,,, (k) = Crzi(k),i € {1,... N}, (with C1 = [0;1] and y1y,) = 0) and C2 = C. One can
readily verify that ¥ = Z(%;, ..., ¥y ), where w;(k) = [0;w;;—1)(k)],i € {1,..., N}, (with w1y = y1,_,), =
Ciz;—1,w1,0 = 0). The state of the i-th vehicle is defined as z; = [d;;v;], for i € {1,..., N}, where d; denotes
the relative distance between the vehicle ¢ and its proceeding vehicle i — 1 (the 0-th vehicle represents the
leader), v; is its velocity in the leader’s frame, and v; € [—1,1] is the bounded control input. The overall
control objective in ACC is for each vehicle to adjust its speed in order to maintain a safe distance from the
vehicle ahead [JE18]. For the system X;, we design a proper estimator of the following form

o Bk +1) = AZi(k) + Bui(k) + Awdi(k) + K(ys, (k) — Ca2:(k)),
U (k) = Cudii(k),

where K = [1.7; —0.72] is the estimator gain. We consider a network of N = 1000 vehicles where the regions
of interest for each vehicle are X € [0,3.5] x [-2,3], X, € [1,1.5] x [-0.4,0.4], and X}, € [0,0.5] x [-2, —1.5]U
[3,3.5] x[2.5, 3]. Now, for each vehicle we compute LCBFs while compositionally synthesizing safety controllers
for a bounded-time horizon. We construct LCBF's using the two methods introduced in Section [l and employ
the software SOSTOOLS to search for LCBFs as described in Section[8l According to Section [3.] we compute
the LCBF B;(z;,Z;) of an order 4 and its corresponding controller as the following:

v; = 0.06d; — 0.7%; + 0.029;_; — 0.07, (7.1)

for i € {1,...,N}. Moreover, the corresponding constants and functions in Definition Bl are quantified as
ai(s) =107%s,5s € R>q, % = 0.12,\; = 1,&; = 0.95, p;i(s) = 2x 10785, 5 € R>0,1); = 0.001. Now, we check the
small gain condition (&.I)) that is required for the compositionality result. By taking o;(s) = s,i € {1,..., N},
the condition (5.J), and as a result the condition (5.2]) are always satisfied without any restriction on the
number of vehicles. Hence, B(z,#) = max; B;(x;,4;) is a CBF for ¥ satisfying conditions in Definition
with v = 0.12, A = 1,k = 0.95,% = 0.001. By employing Theorem [B.4] one can guarantee that states of the
interconnected system staring from X, remain in the safe set X\ X, within the time horizon Ty = 10 with
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FIGURE 3. Closed-loop state (distance and velocity) and input trajectories of a representative
vehicle with different noise realizations in a network of 1000 vehicles under controller (7).

a probability of at least 87.12%. Closed-loop state and input trajectories of a representative vehicle with
different noise realizations are illustrated in Fig. [3l with only 10 trajectories.

We now construct the LCBF B;(#;) of an order 4 for the estimator, as described in Section B2} and compute
its corresponding controller as

v; = 0.09d; — ¥; + 0.03%;_, — 0.09, (7.2)
for i € {1,...,N}. The corresponding constants and functions in Definition are quantified as a;(s) =
107%s,5 € R>0, % = 0.12,\; = 1,&; = 0.95, p;(s) = 2x 10785, s € R>¢,1; = 0.001. Similar to the first method,
we check the small gain condition (51J) for the compositionality result. By taking o;(s) = s,i € {1,..., N}, the
condition (5IJ), and as a result the condition (52)) are both satisfied. Hence, B(#) = max; B;(#;) is a CBF for
3 satisfying conditions in Definition B.I0with v = 0.12, A = 1,k = 0.95, 1 = 0.001. By employing the result of
Theorem [B.4] one can guarantee that the states of the estimator staring from X, will not reach X within the
time horizon T; = 10 with a probability of at least 87.12%. Now, in order to compute the exit probability bound
for the interconnected system, we search for an SPSF of a quadratic form ¢, (z;,#;) = (v; — &) M (z; — 2),
where M is a positive-definite matrix. Since the dynamic of the system is linear, the conditions in Definition [3.6]
reduce to solving the following matrix inequality:

(1+2/7)(A— KCo)TM(A— KCy) < iM,
where K is the estimator gain, and 7 > 0. By using the tool YALMIP [Lof04], we compute M as

0.0257 0.0259]

M= [0.0259 0.0262

with 7 = 1. The functions and constants associated with this SPSF are computed by following the compo-
sitional construction method for linear systems introduced in [LSZ20d, Theorem 6.10] as £(s) = 0.3s%,s €
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FIGURE 4. Closed-loop state (distance and velocity) and input trajectories of a representative
vehicle with different noise realizations in a network of 1000 vehicles under controller (Z.2)).

R>o, it = 0.4, o(s) = 0.002s%, s € R>g,¢ = 107°. Hence, ¢(x, 1) = max; ¢;(z;,2;) is an SSF from  to ¥ satis-
fying the conditions in Definition 3.7 with £(s) = 0.3s%,s € R>q, u = 0.4,¢ = 1075, ¢ = 0.01. An upper bound
of 3.61% on the probability of the estimation accuracy is computed according to Theorem [3.§ within the time
horizon Ty = 10. Employing Theorem B.11] the probability that the solution process of the system starting
from the initial region X, and not reaching X, is at least 83.51%. Closed-loop state and input trajectories of
a representative vehicle with different noise realizations are illustrated in Fig. [l

8. CONCLUSIONS

In this paper, we proposed a compositional approach based on control barrier functions for the synthesis
of safety controllers for networks of POMDP by utilizing small-gain type reasoning. The proposed scheme
provides an upper bound on the probability that the interconnected system reaches an unsafe region in a
finite-time horizon. In this respect, we first quantified probability bounds without any prior information of
the estimation accuracy. This is achieved by constructing local barrier functions over an augmented system
composed of subsystems and their corresponding estimators. Alternatively, we formulated local barrier func-
tions based on only estimators’ dynamics and computed the exit probability by utilizing the probability bound
on the estimation accuracy computed via notions of stochastic simulation functions. We finally demonstrated
the effectiveness of our proposed results by applying them to an adaptive cruise control problem.
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9. APPENDIX

Proof. (Theorem B.4]) According to condition B71), X x X C {(z,%) € X x X | B(z,Z) > A}. Then we

have

Plzav (k) € Xy A Zau(k) € X for some k € [0,T4] | a,a,v]

<P[ sup B(zav(k),Zav(k)) > A | a,a,v] <6.
0<k<T,

(9.1)

The proposed bounds in (39) follow directly by applying [Kus65, Theorem 3, Chapter III] to the above
inequality and employing conditions (B8] and (B.6]), respectively. Inequality (@.1I) is obtained by utilizing the
result of [Kus67, Theorem 1]. Now we get

P[2av(k) € Xy A v (k) € X for some k € [0,Ty] | a,d,v]
< P[azav(k) € X, for some k € [0,T,] | a,v]
+ P[Z40(k) € X for some k € [0,Ty] | a,v]
— P[2av(k) € Xy V 240 (k) € X for some k € [0,T4] | a,a,v].

Since, the second and last terms trivially hold with probability 1, one has

]P’[:vav (k) € Xp A Zan(k) € X for some k € [0, Ty ‘ a, d,v]
< P[azav(k) € X, for some k € [0, Ty] ’ a,v}.

Now, since the right term of the conjunction (i.e., A) holds for all time, the inequality above becomes an
equality and one gets P[azav(k) € X for some k € [0, Ty) | a, v] < § which concludes the proof. O
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E[B(f(2(k), 0(k), <1(k), F(@ k), v(k), y(k) | 2(k), 2(k), v(k)
s {07 (B il ()i (k) w, (k). () ()0 () g, (RD))) | k). (). ) o) () |
07 (B[ Bil fi (i k), 0i () s () 1, (B)), fi (2 ()03 () () 2, () | (k). (k) o (k) o () o () ) |

07 (B | BiCfi (i ()i () s () 1, (). (2 0) 0 (0 i () 2, ()| (). () s () s () s () ) }

{
{
< (o a5 a0, ) o) )] 19061}
= e {o e B (06, 5000, putmae | | 50 19050}
= e {o o B (0. 1 0). im0 ) 1) 0}
< e {5 o 1)) g e | [ €200 ). 5}
< e { o amaoe (05, (), 4 0)). (el B oy (), 5 () ), )
= max {0 (max{(Fyy (Bu(as (1), &4(K))), i) | = max {7 (mas{iy 0 0, 0 07 (B, (ay (k). &, (k). ) }
< max (o (max(Ryy 0 0 0 07 (Bu(a(k), (k). i) |
{

o7 (max{Fiy 0 05 (B(a(K), #(k))), di}) } = max{(Bla(k), #(k))), b} (92)

Proof. (Theorem [3.8]) Since ¢ is a stochastic pseudo-simulation function from T to 3], one has

]P’{ sup || @aw (k) — Zau (k)| > € | a,d,v}

0<k<Ty

=P sup c(lzan(k) = Fau(R)) = e(€) |, 0]
0<k<Ty

<P sup d(was(k), 7a(k)) = £(e) [ 0,0, 0] <.
0<k<Ty

The equality holds due to the fact that € is a Ko function. The second inequality holds based on the first
condition of Definition B.7, and the last inequality follows from the result in [Kus65, Theorem 1]. |

Proof. (Theorem [5.2]) We first show that conditions (3.6) and (B.7) in Definition B2 hold. For any (z,%) €
X, x X,, with X, = Hfil Xa,, and from B3]), we have

B(z, &) = max {o; " (Bi(x;, &) } < max {07 (%)} =7,
and simply for any (x,2) € X, x X, with X = vazl Xp,, X = sz\il X; and from (34), we have

B(w, &) = max {o7 ' (B(xi, 2;)) } > max {o; ' (\)} = A,
satisfying conditions (33) and @) with v = max; {o; '(%)} and A = max; {o; '(\;)}. Moreover, A > v
according to ([.3]). Now we show that condition (B8] holds, as well. Let k(s) = Inaxm{oj_l oRij00;(s)}. It

follows from (B.2)) that k < Zy. Since max;o; ! is concave, one can readily acquire the chain of inequalities in

[O2) using Jensen’s inequality. Hence, B is a CBF for the augmented system Y= [%; i], which completes the
proof. O
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