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A New Chaotic Secure Communication System
Zhengguo Li, Kun Li, Changyun Wen, and Yeng Chai Soh

Abstract—This paper proposes a digital chaotic secure commu-
nication by introducing a concept of magnifying glass, which is
used to enlarge and observe minor parameter mismatch so as to
increase the sensitivity of the system. The encryption method is
based on a one-time pad encryption scheme, where the random key
sequence is replaced by a chaotic sequence generated via a Chua’s
circuit. In our system, we make use of an impulsive control strategy
to synchronize two identical chaotic systems embedded in the en-
crypter and the decrypter, respectively. The lengths of impulsive
intervals are piecewise constant and as a result, the security of the
system is further improved. Moreover, with the given parameters
of the chaotic system and the impulsive control law, an estimate of
the synchronization time is derived. The proposed cryptosystem is
shown to be very sensitive to parameter mismatch and hence the
security of the chaotic secure communication system is greatly en-
hanced.

Index Terms—Chua’s circuit, impulsive control strategy, piece-
wise-constant impulsive intervals, secure communication system.

I. INTRODUCTION

CHAOTIC circuits and their applications to secure com-
munications have received a great deal of attention since

Pecora and Carrol proposed a method to synchronize two iden-
tical chaotic systems [1], [22]. The main advantage of a chaotic
secure communication system over conventional cryptosystems
is that chaotic secure communication systems can often be real-
ized as very simple circuits on a part of a chip [16]. The chaotic
secure system can be used in applications that do not require a
high level of information security such as remote keyless entry
system, video phone, and wireless telephone [16].

Over the past decade, the chaos-based secure communica-
tions have updated their fourth generation [2]–[6], [8], [9], [18].
The continuous synchronization is adopted in the first three
generations while the impulsive synchronization is used in the
fourth generation. Less than 94 Hz of bandwidth is needed to
transmit the synchronization signal for a third-order chaotic
transmitter in the fourth generation while 30-kHz bandwidth
needed for transmitting the synchronization signals in the
other three generations [18]. Therefore, the efficiency of the
bandwidth usage is improved greatly in the fourth generation.
However, the attacks proposed in [10], [11] have shown that
most of these methods are not secure or have a low security.
It is thus desirable to improve the security of chaotic secure
communication.
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The primary aim of this paper is to increase the parameter sen-
sitivity of chaotic synchronization systems so that it enhances
the security level of the chaotic secure communication system.
Specifically, we propose a digital chaotic secure communica-
tion system by introducing a concept of magnifying glass, which
is used to enlarge and observe minor parameter mismatch to
improve the sensitivity of cryptosystem. The impulsive con-
trol strategy proposed in [7], [8] is adopted to synchronize two
identical chaotic systems embedded in the encoder and the de-
coder where the lengths of impulsive intervals are piecewise
constant. With these piecewise-constant impulsive intervals, it
will be very difficult for an intruder to find the synchronization
impulse. The security of chaotic secure communication systems
is further improved. To maintain the simplicity of the proposed
system, the signal is packetized into packets with fixed size.
The packet size is chosen to be the length of the first impulsive
interval. The length of other impulsive interval is determined
by the length of the first impulsive interval and the parameters
of the circuit. Moreover, with the given parameters of chaotic
system and the impulsive control law, we are able to give an es-
timate of the synchronization time required to synchronize the
encrypter and decrypter. Since our chaotic secure communica-
tion system is based on impulsive synchronization, our system
is less sensitive to channel noise than that based on continuous
synchronization [18].

The rest of this paper is organized as follows. The digital
chaotic secure communication system is proposed in Section II.
In Section III, the design of impulsive controller and an estima-
tion of the synchronization time are presented. Then, in Sec-
tion IV, some experimental results are given to illustrate the
effectiveness and efficiency of the proposed scheme. Finally,
some concluding remarks are given in Section V.

II. DIGITAL CHAOTIC SECURECOMMUNICATION SYSTEMS

In this section, we shall present a digital chaotic secure com-
munication system that uses a magnifying glass to enlarge the
effect of parameter mismatch and an impulsive control strategy
[7], [8], [21] for the synchronization of chaotic circuits.

The proposed scheme is essentially a one-time pad [15] with
the random signal replaced by a chaotic signal generated from
a Chua’s circuit. The system block diagram is shown in Fig. 1.
The secure system has two major parts: encrypter and decrypter.
The input of our system can be of all types of signals, which are
first compressed. An interesting example is given in [17].

The encrypter consists of a Chua’s circuit and a classical en-
cryption function . The decrypter is composed of an iden-
tical Chua’s circuit, an impulsive controller and a corresponding
decryption function . The function of impulsive controller is
to synchronize two Chua’s circuits embedded in the encrypter
and the decrypter. The key signal is a combination of all
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Fig. 1. System block diagram of the chaotic cryptosystem.

three state variables of the Chua’s circuit. The ciphertext is ob-
tained from an XOR operation on the plaintext and the key se-
quence bit by bit. The decryption is the same as the encryp-
tion, including the XOR operation of the transmitted scrambled
signal with the key signal . When the Chua’s circuits in the
decrypter and the encrypter are synchronized, the decrypter can
find the same key signal sequence as in the encrypter .

A. Encrypter

The dimensionless state equations of Chua’s circuit are given
as

(1)

where , and are constants, and is the
nonlinear characteristic of Chua’s diode in Chua’s circuit given
by

(2)

and where and are two negative constants. Since the sig-
nals are transmitted through a digital channel, the synchroniza-
tion pulses should be first quantized by a predefined quantizer

, which depends on the amplification factorused in (3).
Since chaos is very sensitivity to initial condition, the quantiza-
tion error should be less than certain values to ensure that the
encrypter and the decrypter can be synchronized [17].

To provide the desired key sequence, we introduce the con-
cept of a magnifying glass, which is composed of an amplifier
and an observer. They are given in details as follows.

The amplifier:

(3)

The observer

(4)

where is a large number which can be chosen to influence the
sensitivity of the system, is an arbitrary integer and is the
integer truncation of .

The scrambled signal is given by

(5)

where is the plaintext, is given in (4), is the
ciphertext, and denotesXOR operation.

B. Decrypter

Both Chua’s circuit and the impulsive controller in the de-
crypter are given by

(6)

and

(7)

where is a 3 3 matrix to be designed to satisfy certain
inequality, is a predefined quantizer, and are the times
immediately prior the times ; , satisfy

(8)
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Let and . and
satisfy that

(9)

In (9), is an arbitrary number. The parameteris usually
determined by the parameters of Chua’s circuit. An example is
given by . Matrix and are chosen to syn-
chronize the two chaotic systems (1) and (6) in the transmitter
and the receiver, respectively.

We let denote the linear system matrix of (1) and (6), i.e.

(10)

Then and are chosen according to the requirement of
impulsive control strategy to satisfy [8]

(11)

where , is the largest eigenvalue of and is
the largest eigenvalue of . It has been shown
from Theorem 3 in [8] that the chaotic systems proposed in the
encrypter and the decrypter are globally synchronized.

In the decrypter, the plaintext is recovered via

(12)

(13)

where is the recovered encrypted signal. is recov-
ered in the receiver circuit and should approximate.

It can be known from (12) and (13) that the original signal can
be recovered only when two identical chaotic circuits in both the
encrypter and the decrypter are synchronized. Similarly, an in-
truder can know the original message only when he knows the
parameters and the structure of the circuits and the synchroniza-
tion impulses.

Remark 1: Here, we have used the magnifying-glass to
transform the chaotic state variables which act as key sequence
beforeXOR with the plaintext. Assuming that there is a small
mismatch that results in perturbations

, then the signal getting through the amplifier has
. Since

the parameter is a large number, we can see that the signal
is enlarged many times, which implied that the parameters
mismatch can be enlarged. Thus even a minor mismatch in the
parameters will produce a large decryption error, resulting in
a decryption key sequence that is not the same as the encryp-
tion key signal. So, one cannot recover the plaintext signal.
The security of the chaotic communication system is thus
improved.

Before transmitting the ciphertext through a digital channel,
it is necessary to packetize the ciphertext. To simplify the opera-
tion, we use a packetization algorithm in which the packet length
is fixed. The length of the packets is the same as the length of

the first impulsive interval. Since the lengths of the impulsive
intervals are piecewise constant, it is difficult to find the syn-
chronization impulse. The security of the system can then be
improved.

III. SYNCHRONIZATION TIME ESTIMATION

In this section, we shall show that the time-varying impul-
sive intervals do not effect the synchronization of two identical
chaotic circuits embedded in the encrypter and the decrypter,
and we are able to estimate the time required for synchroniza-
tion.

From (1) and (6), we let
be the synchronization error and

. We then have

(14)
where .

Define the Lyapunov function as .
We then have

where is the quantization parameter and
.

Since is always bounded [9], is a finite number.
For simplicity, we denote

First of all, we have

It can be known from (8) and (11) that
. Thus
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So, for any , and for all , we have

It can be known from (4) that the error cannot
be observed if . Note that

. Therefore the error
cannot be observed if

(15)

The estimate of synchronization time needed is then given by

(16)

where and are pre-defined. The chaotic system in the
receiver will be synchronized with that in the transmitter after

.
Remark 2: From (16), we can see that the value ofwill in-

fluence the synchronization stable time of two identical chaotic
systems and the desired precision of the system. A largerwill
require longer synchronization time. On the other hand, the se-
curity of the system is higher with a larger. A tradeoff should
be obtained in practice.

IV. EXPERIMENTAL RESULTS

In this section, we provide some experimental results to il-
lustrate the performance of the proposed chaotic secure com-
munication system. Since the audio has been widely studied by
many researchers [2]–[4], [16], [17], we shall study text trans-
mission. To further improve the sensitivity of our system, arith-
metic coding is adopted to reduce the redundancy of the mes-
sages [13], [14], [26], [27].

The most significant portion of an arithmetic-coded message
belongs to the first symbols. During the rest of the encoding
process, each new symbol will further restrict the possible range
of the output number. While encoding, there are high and low
variables, which are both maintained by the decoder with a code
variable. During arithmetic decoding, the high and low vari-
ables should track exactly the same values as those during the
encoding process, and the code variable should reflect the bit
stream as it is read in from the input file. Once one symbol is
determined, the symbol is outputted and the current high and
low values are stored and will be used in the next step of the de-
coding process. The arithmetic-encoded output bits are interre-
lated. The code value of current symbol affects the correctness
of next decoded symbol. If the front symbol cannot be deter-
mined correctly, the subsequent symbols cannot be decoded, so
the beginning part of input is the most sensitive part in arith-
metic decoding. We shall fully adopt this property to design
our system. Since the propagation of the error needs a period

of time, the state of synchronization will remain for a period
of time, after which the errors become larger and they become
divergence. To improve the security, the encrypted plaintext is
the reverse of the arithmetic-coded message, the less sensitive
part of the plaintext is encrypted in the beginning of each im-
pulsive interval while the more sensitive part of the plaintext is
encrypted in the end of each interval. It is therefore difficult to
recover the original message from this decrypted result by arith-
metic decoding, even though there is still synchronization at the
beginning.

In order to make our encryption system can be widely used
in the computer, we use 256 characters ASCII code, which in-
cludes 128 standard ASCII codes and other 128 that are known
as extended ASCII. Thus, the ciphertext in the simulation has
not only the standard characters, but also some local symbols
and marks. When the ciphertext can be decrypted by correct key,
the message is exactly recovered as shown in Table I. Otherwise,
the recovered message are spread in the extend ASCII code.

In our study, we choose the parameters of Chua’s cir-
cuit as , , ,

, and
. Note that . We

choose the impulsive controller as , and matrix as

and . For any satisfying and ,
we choose . To synchronize the two chaotic systems (1)
and (6) in the transmitter and the receiver,has to satisfy (11),
i.e.

In our experiments, we choose the frame length as
and .

The initial condition is given by
and

, respectively. So the encrypter and
decrypter are initially not synchronized, and the initial error
is . We choose the magnifying
glass as and . The quantization step is

.
Numerical calculated the required synchronization time, we

have , and hence .
Therefore, the cryptosystem will be synchronized in a 0.035-
process by impulsive control. After the encrypter and decrypter
are synchronized, they will generate the same key sequences.
It is shown in Fig. 2 that the synchronization error approaches
zero very quickly, and it is less than what was estimated. This is
because the estimation of the synchronization time is a conser-
vative estimation.

The ciphertext that is transmitted through the public channel
is shown in Fig. 3. In Table I, we show one example frame of the
original message; the corresponding arithmetic-coded message,
which is the plaintext in encryption; the transmitted ciphertext;
the decrypted text; and the decompressed message, respectively.
We can see that the ciphertext is completely different from the
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Fig. 2. The time responses ofe = (e ; e ; e ).

Fig. 3. The transmitted ciphertextv .

TABLE I
SAMPLE OF SIMULATION RESULT

plaintext in transmission while the decrypted text is the exact
version of the plaintext, so we are able to recover the original
message by arithmetic decoding.

Clearly, in our system, if the numbers, and have small
mismatches, it will be impossible to recover the plaintext. These
are key design parameters in our scheme and are therefore as-
sumed to be known exactly. So, we do not consider the effect of
error in these two parameters in this paper.

Fig. 4. The error between plaintext and decrypted text with 1% mismatch in
�.

Fig. 5. The error between plaintext and decrypter text with 1% mismatch in�.

Fig. 6. The error between plaintext and decrypted text with 1% mismatch in
m .

We next study the effects of parameter mismatch in the de-
crypter Chua’s circuit. Fig. 4 shows the error between the plain-
text signal and the received text signal whenin the decrypter
has a 1% mismatch compared with that in the encrypter. Fig. 5
shows a frame of the error whenhas a 1% mismatch. Fig. 6
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shows a frame of the error when as a 1% mismatch. We can
see that the state of synchronization will remain for a period of
time, after which the errors become larger and they become di-
vergence. In view of the implementation of the system, where
the encrypted plaintext is the reverse of the arithmetic-coded
message, the sensitive part of the plaintext is encrypted in the
end of each impulsive interval. It is, therefore, difficult to re-
cover the original message from this decrypted result by arith-
metic decoding. Furthermore, one cannot recover the original
message by guessing one part of it. The differences in the re-
ceived plaintexts in the above three cases are illustrated below.

Original message is given as follows:

Increased security measures are attracting more Amer-
ican doctors to the Internet. The physicians are using the
network in a number of ways, including communicating
with colleagues and keeping up with current medical re-
search.

1) When there is no mismatch, the recovered message is
given as follows:

Increased security measures are attracting more Amer-
ican doctors to the Internet. The physicians are using the
network in a number of ways, including communicating
with colleagues and keeping up with current medical re-
search.
2) When has 1% mismatch, the recovered message is

given as follows:

3) When has 1% mismatch, the recovered message is given
as follows:

4) When has 1% mismatch, the recovered message is
given as follows:

When is chosen to be a larger value, the system is more
sensitive to the parameter mismatch, thus ensuring a more se-
cure communication. However, a longer synchronization time
will be required. Thus, in practice, a tradeoff is required when
we choose the value of .

V. CONCLUSION

We have presented a novel digital chaotic secure communi-
cation system by introducing a concept magnifying glass to en-
large observed errors due to parameter mismatch and an impul-
sive control strategy with piecewise-constant intervals to syn-
chronize chaotic circuits. The proposed system is a combination
of a conventional cryptographic scheme and a chaotic secure
communication scheme. Our secure communication system is
shown to be very sensitive to parameter mismatch.
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