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A New Chaotic Secure Communication System

Zhengguo Li, Kun Li, Changyun Wen, and Yeng Chai Soh

Abstract—This paper proposes a digital chaotic secure commu-  The primary aim of this paper is to increase the parameter sen-
nication by introducing a concept of magnifying glass, which is sitivity of chaotic synchronization systems so that it enhances
used to enlarge and observe minor parameter mismatch so as 10 yhe gecurity level of the chaotic secure communication system.

increase the sensitivity of the system. The encryption method is S ificall diaital chaoti .
based on a one-time pad encryption scheme, where the random key pecifically, we propose a digital chaotc secure communica-

sequence is replaced by a chaotic sequence generated via a Chua’@ijOn system by introducing a concep_t of magnifying g|a§5, which
circuit. In our system, we make use of an impulsive control strategy is used to enlarge and observe minor parameter mismatch to

to synchronize two identical chaotic systems embedded in the en-improve the sensitivity of cryptosystem. The impulsive con-
crypter and the decrypter, respectively. The lengths of impulsive trol strategy proposed in [7], [8] is adopted to synchronize two

intervals are piecewise constant and as a result, the security of the . . . -
system is further improved. Moreover, with the given parameters identical chaotic systems embedded in the encoder and the de-

of the chaotic system and the impulsive control law, an estimate of coder where the lengths of impulsive intervals are piecewise
the synchronization time is derived. The proposed cryptosystem is constant. With these piecewise-constant impulsive intervals, it

shown to be very sensitive to parameter mismatch and hence the will be very difficult for an intruder to find the synchronization
security of the chaotic secure communication system is greatly en- impulse. The security of chaotic secure communication systems
hanced. . . o S

is further improved. To maintain the simplicity of the proposed
system, the signal is packetized into packets with fixed size.
The packet size is chosen to be the length of the first impulsive
interval. The length of other impulsive interval is determined
|. INTRODUCTION by the length of the first impulsive interval and the parameters

C HAOTIC circuits and their applications to secure comgf the circuit. Moreover, with the given parameters of chaotic

Index Terms—Chua’s circuit, impulsive control strategy, piece-
wise-constant impulsive intervals, secure communication system.

munications have received a great deal of attention sin%%Stem and the |mpuI5|_ve (_:ontr_ol law, we are able to give an es-
H]ate of the synchronization time required to synchronize the
perypter and decrypter. Since our chaotic secure communica-
system is based on impulsive synchronization, our system
ess sensitive to channel noise than that based on continuous
nchronization [18].
ghe rest of this paper is organized as follows. The digital

aotic secure communication system is proposed in Section Il.

Pecora and Carrol proposed a method to synchronize two id

tical chaotic systems [1], [22]. The main advantage of a chaoff
secure communication system over conventional cryptosysteyr?
is that chaotic secure communication systems can often be r A
ized as very simple circuits on a part of a chip [16]. The chaot®?/
secure system can be used in applications that do not requir}

high level of information security such as remote keyless entf : : . i .
Section Ill, the design of impulsive controller and an estima-

system, video phone, and wireless telephone [16]. _ A .
y P P [16] Hen. of the synchronization time are presented. Then, in Sec-

Over the past decade, the chaos-based secure commu fea- . tal It . 1o illustrate th
tions have updated their fourth generation [2]-[6], [8], [9], [18].'°n » SOME experimental results are given o ilustrate the

The continuous synchronization is adopted in the first thr&;fectlveness _and efficiency of _the P“’F’OSE_’O' scheme. Finally,
generations while the impulsive synchronization is used in treme concluding remarks are given in Section V.

fourth generation. Less than 94 Hz of bandwidth is needed to

transmit the synchronization signal for a third-order chaotic Il. DIGITAL CHAOTIC SECURE COMMUNICATION SYSTEMS

transmitter in the fourth generation while 30-kHz bandwidth | this section, we shall present a digital chaotic secure com-
needed for transmitting the synchronization signals in thgynication system that uses a magnifying glass to enlarge the
other three generations [18]. Therefore, the efficiency of thgfect of parameter mismatch and an impulsive control strategy
bandwidth usage is improved gr(_eatly in the fourth generatiofy), [8], [21] for the synchronization of chaotic circuits.
However, the attacks proposed in [10], [11] have shown thatThe proposed scheme is essentially a one-time pad [15] with
most of these methods are not secure or have a low secuk§ random signal replaced by a chaotic signal generated from
communication. The secure system has two major parts: encrypter and decrypter.
The input of our system can be of all types of signals, which are
Paper approved by G.-S. Kuo, the Editor for Communications Architecture fitst compressed. An interesting example is given in [17].
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Fig. 1. System block diagram of the chaotic cryptosystem.

three state variables of the Chua’s circuit. The ciphertext is ob-The observer

tained from an XOR operation on the plaintext and the key se-

guence bit by bit. The decryption is the same as the encryp- k(t) = (|K'(t)] + ) mod(256) (4)
tion, including the XOR operation of the transmitted scrambled ) . )

signal with the key signal(¢). When the Chua'’s circuits in the WhereK is a large number which can be chosen to influence the
decrypter and the encrypter are synchronized, the decrypter 88RSitivity of the system) is an arbitrary integer anh | is the

find the same key signal sequerice) as in the encryptel(t).  inte€ger truncation oé.
The scrambled signaly is given by

A. Encrypter

The dimensionless state equations of Chua'’s circuit are given vr(t) = E(p(t) = p(t) © k(1) ()
as wherep(t) is the plaintext)(t) is given in (4),E(p(t)) is the
dx inh ion.
% — ko (22 — 1 — f(21)) ciphertext, andp denotes<or operation
dxy = (1 — w2 + 73) (1) B. Decrypter . . . .
dt Both Chua’s circuit and the impulsive controller in the de-
drs _ k(—Bas — yw3) crypter are given by
dt
whereq, 8 and+y are constantsy € [—1,1] and f(x) is the ( % =ka(zy — 21 — f(Z1))
nonlinear characteristic of Chua’s diode in Chua’s circuit given I
by %Zk‘(il—ig-f—%g)? t£1yn=1,2--- (6)
o dz3 ~ ~
f@) = maz - smo —ma) {le+ 1 =Je =1} @ =2 =K(=pF, —7)
and whereng andm; are two negative constants. Since the siga—ng~ -~ -~
nals are transmitted through a digital channel, the synchroniza fl(T") _ 1 (T"_) B Q (w1(m)) = 1 (T"_)
tion pulses should be first quantized by a predefined quantizef 32(7”) - (T"_) B Q (w2(7n)) — T2 (T"_) ’
Q('), which depends on the amplification factrused in (3). L73(7) 73 (7) Q (w3(7a)) = T3 (1,7)
Since chaos is very sensitivity to initial condition, the quantiza- =12, )

tion error should be less than certain values to ensure that the . . . . :

encrypter and the decrypter can be synchronized [17]. w ereB IS a. 3.>< 3 matn?( o be de§|gned o satisfy f:ertam
To provide the desired key sequence, we introduce the Célﬁ(_aqua!lty,()( ) sa pre'deflne'd quantizer, ang are t.he times

cept of a magnifying glass, which is composed of an amp”ﬁérpmedlately prior the times,,; {7}, 1 < n < co, satisfy

and an observer. They are given in details as follows.

- 0<m << <1, <T, <oy T, —00aASN — 00
The amplifier: 1572 n < Tntl » Tn

TL —T0=T3 — T2 = " =T2i41 — T2; =
K(t) = K (2z1(t) + 23(t) + 23(t))° B) m—Ti=Ta—Tyg=- =Ty Ty = (8)

=
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Let Ay = (79; — T2i—1) andAs = (79,41 — 72;). A1 andA,  the first impulsive interval. Since the lengths of the impulsive

satisfy that intervals are piecewise constant, it is difficult to find the syn-
) chronization impulse. The security of the system can then be
Ag = &1A (9) improved.
In (9), & is an arbitrary number. The parameteris usually lIl. SYNCHRONIZATION TIME ESTIMATION

determined by the parameters of Chua’s circuit. An example is ) . ) o
given by, = (Ja/|). Matrix B andA; are chosen to syn- In this section, we shall show that the time-varying impul-

chronize the two chaotic systems (1) and (6) in the transmitfy© Intervals do not effect the synchronization of two identical
and the receiver, respectively. chaotic circuits embedded in the encrypter and the decrypter,

We let A denote the linear system matrix of (1) and (6), i.e and we are able to estimate the time required for synchroniza-

tion
—ko ka 0 From (1) and (6)1 we IetT = (ez7ey7ez) = (.’171 — %1,
A= k —_k L (10) Ty — Z2,m3 — x3) be the synchronization error and
0 kB -k X = (#1,@2,#)T. We then have

ThenB andA; are chosen according to the requirement {féZAeﬂL‘IJ(X?)N(); t#Tn, n=1,2,-
impulsive control strategy to satisfy [8] e(rf)={I+B)e(ry)+B X(mn) —Q (X(7)), n=l, 2(14)
9 whereW (X, X) = [—af(z1) + af(#1),0,0]T.
————In({dy) (11) Define the Lyapunov functio (e) asV (e) = eTe = ||e]|?.
(1+ &) We then have

where¢ > 1, v is the largest eigenvalue 6ft + AT) andd; is V(@) < (v + 2|amol|) V(e)
the largest eigenvalue ¢f + B)” (I + B). It has been shown - )
from Theorem 3 in [8] that the chaotic systems proposed in they’ (¢ (7,7)) <diV (e(r,)) + ||B||2q_ + Q||B||di% le(r)]|
encrypter and the decrypter are globally synchronized. 4
In the decrypter, the plaintext is recovered via <dyV (e(mn)) + c1q

0 < v+ 2lamp| < —

B B B 1 whereg is the quantization parameter and = || B||%q/4 +
k(t) = ([K (x%(t) -I-l’%(t)-l—:vg(t))“J—l—/\) mod(256) (12) ||B||d1/2 sup(|le(r)])-

B(t) =E (p(t)) = vp(t) @ k(t) (13) Sin_ce||{z(_7n)|| is always bounded [9]; is a finite number.
For simplicity, we denote

whereE(p(t)) is the recovered encrypted signélt) is recov-
ered in the receiver circuit and should approximiate . A7) = (v +2|lamol) T

It can be known from (12) and (13) that the original signal can w =dicy (exp ((v + 2|amo|) (Ar + Az))
be recovered only when two identical chaotic circuits in both the +exp ((v + 2|amg|) max{Ai, Az }))
encrypter and the decrypter are synchronized. Similarly, an in-
truder can know the original message only when he knows theFirst of all, we have
parameters and the structure of the circuits and the synchroniza-
tion impulses. V (e(72n, to, €0))

Remark 1:Here, we have used the magnifying-glass to <y, (e (7315 t0, €0) ) exp (M(T2n) — A(T201))
transform the chaotic state variables which act as key sequence_ (drV (e . ) + e1q) (A(ran) — A( )
beforexor with the plaintext. Assuming that there is a small  — \*17 \6\72n—=1:10,€0)) 7 €14) €XP {A(T2n Ton—1

mismatch that results in perturbationsz;(t) = o;(1 = < (dy (d1V (e(2n—2, %0, €0)) + €19)
1,2,3), then tr;e signal getting through the amplifier has x exp (A(Tan—1) — MTan—2)) + c1q)
k(t) = (LK (XCi_i(zi(t) + 0:)*)"/?] + A)mod(256). Since % exp (A(T2n) — A(T2n—1))

the parameteK is a large number, we can see that the signal 2

is enlarged many times, which implied that the parameters =diexp (A(72n) = M(72n—2)) V (e(2n—2, o, €0))

mismatch can be enlarged. Thus even a minor mismatch in the T @1¢1 €xp (A(72n) = A(72n-1)) ¢

parameters will produce a large decryption error, resulting in =~ + dycy exp (A(72n) — AM(T2n—2)) ¢

a decryption key sequence that is not the same as the encryp-

tion key signal. So, one cannot recover the plaintext signal.lt can be known from (8) and (11) thaf exp(\(7e,) —

The security of the chaotic communication system is thug, 2)) < (1/£2). Thus

improved. ]
Before transmitting the ciphertext through a digital channel,

itis necessary to packetize the ciphertext. To simplify the opera-

tion, we use a packetization algorithm in which the packetlength V(eo) 2w

is fixed. The length of the packets is the same as the length of = g2 £ — 17

V (e(mam, to, e0)) < ;—2V (e(ran—2, o, ¢0)) + T




LI etal: ANEW CHAOTIC SECURE COMMUNICATION SYSTEM 1309

So, for anyrs,, < t < T2n4+1, and for alln > 1, we have of time, the state of synchronization will remain for a period
+ of time, after which the errors become larger and they become
V (et o, €0)) <V (e (1,0, €0)) exp (A(t) — A(720)) divergence. To improve the security, the encrypted plaintext is

< (d1V (e(72n; to, €0)) + c19) the reverse of the arithmetic-coded message, the less sensitive

x exp (AM(t) — A(72n)) part of the plaintext is encrypted in the beginning of each im-

diV(eo)  diE%w pulsive interval while the more sensitive part of the plaintext is

< ( 1£2n oy 521 —11 + clq> encrypted in the end of each interval. It is therefore difficult to
recover the original message from this decrypted result by arith-
~exp ((v + 2|amo|) max{A1, Ar})) metic decoding, even though there is still synchronization at the

It can be known from (4) that the error cannoP€dinning. _ _

be observed if |K||X| — K||)?||| < 1. Note that In order to make our encryption system can be widely used
x| - ||)?|||2 < V(e(t,to,e0)). Therefore the error in the computer, we use 256 characters ASCII code, which in-

cludes 128 standard ASCII codes and other 128 that are known

cannot be observed if i , ! ;
as extended ASCII. Thus, the ciphertext in the simulation has

n > logez (diV(eo) - ((K? exp (v + 2|amy)) not only the standard characters, but also some local symbols
4,625 -1 and marks. When the ciphertext can be decrypted by correct key,
x max{Ay, Ao})) ™" — c1q — 21—(1) (15) the message is exactly recovered as shown in Table I. Otherwise,

-1 the recovered message are spread in the extend ASCII code.

The estimate of synchronization time needed is then given byln our study, we choose the parameters of Chua’s cir-
cuitask = 1, « = 9.351 590 85, f = 14.790 313 805,

tsyn =1 (Toi1 + 1) (16) ~ = 0.016 072 965, mg = —1.138 411 196 and
, _ mp = —0.722 451 121. Note thatv = 14.407 0. We
whereT;_; andTy; are pre-defined. The chaotic system in thepose the impulsive controller s = 0.5, and matrixB as
receiver will be synchronized with that in the transmitter after

tayn. -1.05 0 0
Remark 2: From (16), we can see that the valugoiwill in- B = 0 -1 0
fluence the synchronization stable time of two identical chaotic 0 0 -1

systems and the desired precision of the system. A ldfgsil andd, — 0.0025. For anye satisfyingt > 1ando < [¢di| < 1,

require longer synchronization time. On the other hand, the se- = ) .
curity of the system is higher with a larg&tr. A tradeoff should we choosg = 300. To synchronize the two chaotic systems (1)

be obtained in practice. O ;’;\gd (6) in the transmitter and the receivii, has to satisfy (11),

2(1 21 1
IV. EXPERIMENTAL RESULTS Ay < — (In(§) +2In |6 +1]) =1.07x1072%s

=
In this section, we provide some experimental results to il- L5 (v + 2|ac])

lustrate the performance of the proposed chaotic secure cdm-our experiments, we choose the frame lengtlias; =
munication system. Since the audio has been widely studiedby 10~ 3s andT»; = 2 x 10~ 3s.
many researchers [2]-[4], [16], [17], we shall study text trans- The initial condition is given byz(0),22(0),z3(0)] =

mission. To further improve the sensitivity of our system, aritH—2.12; —0.05; 0.8] and [21(0),Z2(0),Z5(0)] =

metic coding is adopted to reduce the redundancy of the mgs9.2; —0.02; 0.1], respectively. So the encrypter and

sages [13], [14], [26], [27]. decrypter are initially not synchronized, and the initial error
The most significant portion of an arithmetic-coded messagee(0) = [—1.92; —0.03; 0.7]. We choose the magnifying

belongs to the first symbols. During the rest of the encodingiass ask = 1 x 102 and\ = 12. The quantization step is
process, each new symbol will further restrict the possible range= 5 x 1078,

of the output number. While encoding, there are high and low Numerical calculated the required synchronization time, we
variables, which are both maintained by the decoder with a caulaven > 5, and hence,,,, = n - (Ty;—1 + T»;) = 0.035 s.
variable. During arithmetic decoding, the high and low varitherefore, the cryptosystem will be synchronized in a 0.935-
ables should track exactly the same values as those during phecess by impulsive control. After the encrypter and decrypter
encoding process, and the code variable should reflect thed# synchronized, they will generate the same key sequences.
stream as it is read in from the input file. Once one symbol Isis shown in Fig. 2 that the synchronization error approaches
determined, the symbol is outputted and the current high arelro very quickly, and itis less than what was estimated. This is
low values are stored and will be used in the next step of the dcause the estimation of the synchronization time is a conser-
coding process. The arithmetic-encoded output bits are intervative estimation.

lated. The code value of current symbol affects the correctnesd he ciphertext that is transmitted through the public channel
of next decoded symbol. If the front symbol cannot be detds shown in Fig. 3. In Table I, we show one example frame of the
mined correctly, the subsequent symbols cannot be decodedpsginal message; the corresponding arithmetic-coded message,
the beginning part of input is the most sensitive part in arithwvhich is the plaintext in encryption; the transmitted ciphertext;
metic decoding. We shall fully adopt this property to desigthe decrypted text; and the decompressed message, respectively.
our system. Since the propagation of the error needs a peritid can see that the ciphertext is completely different from the
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9 P b Fig.5. The error between plaintext and decrypter text with 1% mismatgh in
TABLE | 10
SAMPLE OF SIMULATION RESULT
8
Message Chaotic Secure Communication System s
4
Plaintext =rkz ~{ ) .
(Compressed) | XR m " D\ES-11u¢”, fIEmjo 2
g o
Ciphertext YU£L2CG26¢i#3WC%oée| Y0 1BV P “
pX+[0 -2
-4
Recovered =)kz ~{ ) .
XR m DVES-1 ¢, fIEm;o -6
De- Chaotic Secure Communication System -
compressed %004 0.06 0.08 0.1 012 014 0.6 0.18 0.2

Time(seconds)

plaintext in transmission while the decrypted text is the exagt. 6.
version of the plaintext, so we are able to recover the origirap-
message by arithmetic decoding.

Clearly, in our system, if the numberk; and X have small ~ We next study the effects of parameter mismatch in the de-
mismatches, it will be impossible to recover the plaintext. Theseypter Chua'’s circuit. Fig. 4 shows the error between the plain-
are key design parameters in our scheme and are thereforeted-signal and the received text signal wheim the decrypter
sumed to be known exactly. So, we do not consider the effecttads a 1% mismatch compared with that in the encrypter. Fig. 5
error in these two parameters in this paper. shows a frame of the error wheéhhas a 1% mismatch. Fig. 6

The error between plaintext and decrypted text with 1% mismatch in
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shows a frame of the error whem, as a 1% mismatch. We can
see that the state of synchronization will remain for a period of
time, after which the errors become larger and they become di-,
vergence. In view of the implementation of the system, where
the encrypted plaintext is the reverse of the arithmetic—codeI
message, the sensitive part of the plaintext is encrypted in t?‘he

i L . o C
end of each impulsive interval. It is, therefore, difficult to re-
cover the original message from this decrypted result by aritﬂ-
metic decoding. Furthermore, one cannot recover the origir@ﬂ
message by guessing one part of it. The differences in the Te-
ceived plaintexts in the above three cases are illustrated below.

Original message is given as follows:

Increased security measures are attracting more Amer-  [1]
ican doctors to the Internet. The physicians are using the 2
network in a number of ways, including communicating
with colleagues and keeping up with current medical re-
search. .. (3]

1) When there is no mismatch, the recovered message is

given as follows: (4]
Increased security measures are attracting more Amer-
ican doctors to the Internet. The physicians are using the [5]
network in a number of ways, including communicating [6]
with colleagues and keeping up with current medical re-
search. ..
(71

2) Whena has 1% mismatch, the recovered message is
given as follows:
(8]
J&ZCYD 8W 65 /«DIE
d~f0-*¥0Z|cxaz

JOORCNU“AZ9m{ 6uZApUX—+=Uulix V=¥ [
10-
3) Whengs has 1% mismatch, the recovered message is giveHO]
as follows:
[11]
J&ZCYT W65 /«ODE
a~fDC, ;G [12]
Y08
0N\O , [13]
$C 4%iCeVCigO X E,, “Uy-sc B...#&J [14]
wUOMU\alasTOW CufO
[15]

4) Whenmg has 1% mismatch, the recovered message ifls]
given as follows:

oWdani?', Ogi\Nt7E*%KIul-D<d 0 G® “x A« goy V#Nif-ii-ANA“/
O »i~ ?4dig...0°A40Z—D0oxdxhA >3v *

W~iinO¢>0u®—

02)GWU®®IZ¥GI: dE+u¥§¥@, Op+yi/xé>c®a; 192140~
atc$§)K6ice

Dus§>, ED]§~uoa2qus¥D 0 Pteece_ii~ilCic?o»/foGAcTIZ OA¥%c™
Ué

ge-8;,, ~i4-

X %~x\d_Oii0J20A ¢ 00’ 34 5uG® g, IuC EO¢Na@N-a

—0

[17]

(18]
[19]

[20]

[21]

[22]
When K is chosen to be a larger value, the system is more
sensitive to the parameter mismatch, thus ensuring a more ses]
cure communication. However, a longer synchronization tim
. X : k : . 24]
will be required. Thus, in practice, a tradeoff is required whe
we choose the value df .

1311

V. CONCLUSION

We have presented a novel digital chaotic secure communi-
cation system by introducing a concept magnifying glass to en-
arge observed errors due to parameter mismatch and an impul-
ve control strategy with piecewise-constant intervals to syn-
ronize chaotic circuits. The proposed system is a combination
f a conventional cryptographic scheme and a chaotic secure
mmunication scheme. Our secure communication system is
own to be very sensitive to parameter mismatch.
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