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Abstract

In this paper, a link adaptation and untrusted relay asstgmnLAURA) framework for efficient and reliable
wireless cooperative communications with physical lay&usity is proposed. Using sharp channel codes in different
transmission modes, reliability for the destination ancusigy in the presence of untrusted relays (low probabitity
interception) are provided through rate and power allocatWithin this framework, several schemes are designed
for highly spectrally efficient link adaptation and relaylesgtion, which involve different levels of complexity and
channel state information requirement. Analytical andudation performance evaluation of the proposed LAURA
schemes are provided, which demonstrates the effectiverfebe presented designs. The results indicate that power
adaptation at the source plays a critical role in spectfaiefcy performance. Also, it is shown that relay selection
based on the signal to noise ratio of the source to relaysnettaprovides an interesting balance of performance and

complexity within the proposed LAURA framework.

Index Terms

Amplify-and-forward relaying, cooperative communicaise link adaptation, physical layer security, relay selec-

tion, untrusted relay.

I. INTRODUCTION

Diversity and link adaptation are two enabling techniguedacilitate high performance communications over

wireless fading channels. In cooperation for diversitg thlays are to assist a reliable data transmission from the

A preliminary report on this work has been presented at theElIEhternational Conference on Telecommunications, Cypkiay 2011[[1].
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source to the destination. One major challenge hinderiagthctical adoption of cooperative wireless communica-
tions is the security as the relaying nodes may in fact betaldavesdrop on the source destination communications.
In this paper, wireless link adaptation solutions are psglato facilitate both reliability and physical layer segur

for cooperative communications in presence of untrustéyse

The cooperation of the source with a relay node may include-eaiedservice levelrust, i.e., the relay node
indeed performs its expected function as a relay in the mitwdowever, this cooperation may not necessarily
include adata leveltrust, i.e., the relay may not be supposed to extract (dgaambful information from the source
destination communication. The information theoreticeasf this problem is investigated in|[2].|[3]. Specifically
an upper bound for the achievable secrecy rate in this gagipresented in_[2].

Link adaptation by rate and power control could highly imgrdhe performance of cooperative communica-
tions over time-varying channels. Inl[4], the capacity ofpiilve transmission over cooperative fading channel is
considered for amplify-and-forward relaying, where thdiféerent adaptive techniques are investigated! In [5§, th
performance of cooperative communications with relayaia and un-coded adaptive modulation is investigated.
An scheme for joint power and bandwidth allocation and red@lection in a user cooperative network is proposed
in [6], which considers optimizing a utility function of ustraffic demands in a slow but frequency selective fading
channel. In[[¥], single and multiple relay cooperation watmplify-and-forward (AF) relaying is considered. For
reduced complexity, suboptimal multiple relay selectichesnes are proposed and shown to achieve full diversity.
In [8], a cross-layer approach to optimize the spectraliefiicy of the relay channel employing adaptive modulation
and coding in conjunction with cooperative automatic répequest is proposed.

A practical code design approach to physical layer secbased on capacity achieving low density parity check
(LDPC) codes is introduced inl[9]. The setting is a wiretapaloy erasure channel involving a source, a destination
and an eavesdropper. In fact, constructive approachesripe(fect) physical layer security may be set up to ensure
a reliable source destination communication, while madirtg a high probability of error for the eavesdropper. To
this end, design of sharp punctured LDPC codes for which therlor rate (BER) curve falls sharply from high
BERs to very low BERs (steep waterfall region), is considere[10]. Yet, adaptive transmission may be exploited
to enhance the system performance over time-varying cteboth in terms of security and reliability [11].

In this paper, a framework for cooperative communicatibnsugh link adaptation with untrusted relay assignment

(LAURA) is proposed. The purpose is to utilize the coop@ratf arbitrary number of relays for reliable communi-



Fig. 1. Network topology;y and/ indicate the channel SNR and the distance.

cations, while ensuring they cannot decode useful infaondtom their relayed signal. Different LAURA schemes
are set up based on network CSI that is already necessaruéditygof service (QoS) provisioning over wireless
fading channels. The resource degrees of freedom, i.esrhiggion power, transmission rate, and cooperating relays
are exploited in an optimized manner to address the QoShil@ljaand security requirements of the cooperative
communication networks dealing with untrusted relays.cBjpally, several power adaptation and relay selection
strategies are proposed for LAURA that are designed for bjggctral efficiency communication based on discrete
rate adaptation with sharp channel codes and differentd@fecomplexity an d CSI requirements. Analytical and
simulation performance evaluation of the proposed LAURAesues are provided, which demonstrates the effec-
tiveness of the presented designs. The results indicateltha AURA design with source (only) power adaptation
and relay selection based on (only) source relay channdlpf@Side an interesting balance of performance and
complexity within the proposed LAURA framework.

The paper is organized as follows. Sectloh Il presents tlsesy model and describes the problem under
consideration. In Sectidn]ll, the link adaptation and yedalection problem is introduced and its exact solution is
presented. Sectidn ]V explores the scenarios where soudeedays transmit with constant power. In Secfidn V,
suboptimal relay selection strategies are investigatedti®[V] presents the simulation and theoretical resuits f

the proposed LAURA schemes. Sectlon]VII concludes the paper



Il. SYSTEM MODEL AND PROBLEM STATEMENT

A wireless communication system with one source node (S,dmstination node (D) and a set &k available
relay nodes{UR;|,i € Mgr = {1,2, ..., Nr}}, is considered (Fid.]1). There af&: cooperating relays, denoted by
the setMc, that are selected from the set of available rel&fgs. The cooperation protocol is AF. The rest of the
relays in the setMr- M are referred to as non-cooperating relays. The relays ateres trusted at the service
level and untrusted at the data level. Service level truidilsrfollowing the AF protocol as expected. This involves
for relays to feedback true CSl, remain inactive if not sedddor cooperation, and upon selection for cooperation,
adapting their power according to source schedule, andafatiwg the amplified version of received signal without
modification. Since the relays are data level untrustedsthece imposes security constraints on relays. This is to
prevent all relay nodes from extracting useful informatimom their received signal.

Total network security calls for an array of technologied ateps involving different layers of communications
protocol stack, and including hardware, process and phlysecurity. For instance, service level security could be
facilitated in part by hardware and physical security toidvrardware tampering. In this work, we focus on data
level security that can be provided by link adaptation atayrassignment in wireless AF relay networks. Needless
to say, this will serve as one (added) layer of security andeneral does not make other security mechanisms
evadable.

In the first phase of the transmission, the S node transngitaki to the D node and relays. The received signal

at the D node and at théR; node are respectively

Ysd = hsd® + wq 1)
Ysi = hsi T + ws;, (2)

where hsg, and hg; denote the Rayleigh fading coefficients between S and D noaled S andUR,; nodes,
respectively. The noise is denoted at iR, node asws; and at the D node agy. The Nc cooperating relays
amplify the received signal and transmit it to the D node ia $econd phase of cooperation. The received signal
at the D node from th&R,; node is

Yid = G hid ysi + W}, 3

whereG; is the UR,; node amplifier gain and,q andw} are Rayleigh fading coefficients frofdR; node to the

D node and noise at the D node, respectively.



The S-D, SUR; andUR;-D channels, forl < i < Ng, are independent Rayleigh fading channels with SNRs of
~sds Ysi @ndig, respectively. The SNRs are exponentially distributedhitrameters.-, % and=- and, probability
density functions offsa(vsa), fsi(7si) and fia(via), respectively. With full CSI assumption, the instantareSNRs
of the three channels are assumed known at the onset of eawh interval at the S node. Assuming maximum ratio
combining (MRC) of signals received from S node aNg cooperating relay nodes at the D node, the equivalent

SNR of AF relaying protocol at the D node [s [12]

S
Yeq = gs%d‘f' Z Vi 4)
i€EMc

where

S, S;

Vs T Yid
3. S; J
Zvsi + Fvid+ 1

Vi = )

whereSs and S = {S;|i € Mc} are transmission power of source and the set of transmigmiarers of relays,
respectively. HereS normalizes the transmission power to the case where no pasaptation is employed. For
the sake of tractability of theoretical performance anedys some cases, we may use an upper boung; @s
follows [4]-[5]

.S Si
Viu = mln(f’ki, ?7”)' (6)

This yields the following upper bound on the equivalent SNRha destinationyeq,u = %’st-‘r D ieme Vi

We use a set ofV transmission modes (TM) each corresponding to a combimatianodulation and coding.
These TMs provide transmission ratesityf, Rs, ..., Ry bits per symbol and we assunig, > R,,_;. The LAURA
schemes proposed in the sequel may be set up based on anysgiveincoding and modulation pairs, as for their
design we assume closed-form expressions for the perfaenaiTMs. Indeed, we can express the instantaneous

BER of TM n as an approximated function of received SNRthrough curve fitting by

0.5e Py

an
(1 + een(r=ba)) "

wherep,, ¢, an, bn, ¢, andk,, are the approximation fitting parameters for a given modhaand coding pair.

it v <
IBER, () =

if v >

The value ofyj; is determined by the intersection of the two parts of the exipration. The expression for the
second part is a modification of what is proposed_in [13], dredfirst part is devised here for better performance

modeling of TMs in the low SNR regime. The inverselBER,, (+) describing received SNR as a function of BER



is given by

0.5 a .
) <1D(E)/pn> if P, >IBER,(Y")

an 1/kn .
n E —

The objective is to maximize the spectral efficiency of thetesn while providing both security against eaves-

L (Fe) ()

+ by, if P, <IBER, (7).

Cn

dropping of data level untrusted relays and reliable comioations for the destination. These two requirements

are expressed as follows
Cl. BER; > BERy forl <i < Ng
C2. BERg < BER{, (8)

whereBER,; is the BER at thdJR; node andBERg is the BER at the D node applying MRC. Il (f:'E}ER{gt is a
target lower limit forBER; to ensure security against eavesdropping of relays,]ﬂifnﬂfgt is a target upper limit

for BER at the destination to ensure reliable communicatidme average spectral efficiency is expressed as

R
n= n; —- Pr(TM = n), 9)

wherePr(TM = n) = P, is the probability of selecting TM number for transmission. The factdr/2 multiplied

by R, is due to the half-duplex cooperative transmission. Theatgn [9) indicates that to compute the average

spectral efficiency of the system, we only need to derive gnession forP,.

I1l. LINK ADAPTATION AND UNTRUSTED RELAY ASSIGNMENT FORCOOPERATIVE COMMUNICATIONS

The general optimization problem for LAURA with power adatpin is expressed as follows

max max max R (20)
Mc ne{1,2,...,N} Ss,S

st.  Cl. BER; > BERyforl < j < Ng
C2. BERg < BER{

C3. Ss+ Y Si< S
i€ Mc

whereR is the transmission rate in a given frame in bits per symbelqurivalently the spectral efficiency. Note that
the solution to this problem provides the instantaneousftaee) power allocation scheme in the two transmission
phases. The constraifi3 in (I0) expresses a network sum power constraint, whereothkttansmission of source

and cooperating relays are limited. This is of course jestifjiven that the relays are service level trusted (Section



TABLE |
CSIAND POWER OPTIMIZATION REQUIREMENTS OF DIFFERENT PROPOSHEXTHEMES AAR, ACR AND ASRDENOTE ALL AVAILABLE
RELAYS, ALL COOPERATING RELAYS AND ALL Nc MEMBER SUBSETS OF RELAYSRESPECTIVELY

Scheme Relay Selection CSl requirements Power Optimization

LAURAL Optimal ~si (for AAR), 74 (for AAR), vsd Source & ASR

LAURA2 Based on SJR; CSI ~si (for AAR), v;q (for ACR), vsd Source & ACR
LAURA1-CPR Optimal ~si (for AAR), [yeq (for ASR)] or [ysq and-y;q (for AAR)] Source
LAURA2-CPR Based on SJR; CSI ~si (for AAR), [veq (for ACR)] or [ysq and~y;q (for ACR)] Source
LAURA3-CPR | Based on Average §R; SNR | ~s; (for AAR), [veq (for ACR)] or [ysq and~y;q (for ACR)] Source
LAURA1-CP Optimal vsi (for AAR), [veq (for ASR)] or [ysq and~y;q (for AAR)] N/A

[, and in line with many articles in literature, e.d., [1415], allows us to better understand the potential benéfit o
(additional) relays given a certain network power budget.we shall discuss in Remark 1, the case with separate
power constraints for the source and each of the relays imilply be a special case. An instance of the problem
with Nc = 1 is considered in[]1], where a single relay is selected forpeoation out of theVg available relays.

In the following, the exact solution to the problem](10) iegented and in the next section we explore some other
possible solutions. A list of the proposed LAURA schemes arslimmary of their characteristics are provided in

Table[l.

A. Exact Solution

The problem[{I0) can be solved exactly and the resultingisolwhich serves as an upper-bound on performance
is referred to as LAURAL in the sequel. In this case, the CS-&f, SUR,; andUR;-D are required at the S node
at the beginning of each transmission interval. The follayvproposition enables the proposed solution.

Proposition 1: While C2 is to be satisfied inf{10), maximizing,, is equivalent to maximizingeq.

Proof: Consider 75, as the optimizedyeq constrained toC2. Suppose thaty,, < 7& Now, if
n' = argmax,{IBER,(7s) < BER{’gt}, i.e., the maximum value of. given thatIBER,,(v¢,) is less than or

equal toBER{,, andn* = argmax, {IBER, (7}, < BER{}, thenR,- > R,y . n



Using Proposition 1, for a given sé¥lc and a given TMn, the following design subproblem is considered.

g .

r

si

C3. S+ ) Si< S,
i€Mc

where; = arg max; 75 and based of {7))" £ T

(BER,[gt). Settingi as such ensures security against eavesdropping
of any of the relays. As presented below, the solution to fh@blem provides optimized instantaneous power
allocation at the source and the set of cooperating relageruoonsideration. Next, we use the results within
Algorithm 1, which yields the optimum TM and choice of cooperating relayslc in presence of the constraint
C2 in (T0). In fact, Algorithm 1 identifies the largest T (rate) for which the set of cooperating relays leading
to maximumnyeq in subproblem[(11) satisfieS2 in (10).

It can be easily shown that, is a concave function ofSs, S). In other words, the next three conditions fag
hold [16, Appendix 1]:0%veq/057 < 0, 9%7eq/052 < 0 and (9%7eq/052)(0%*Veq/052) — [(0*Yeq/05:05:)]? < 0
for i € MRg. Thus, the KKT condition gives the optimal solution to pratol [11). In order to simplify the solution,

we first solve [(TIl) withou€1. The governing Lagrangian for this problem temporarilydgng C1 is

L= Yeq+ M1 (Ss + Z Si — Stot) . (12)
ieMc
The optimalSs and S; should satisfy
g—éﬁ’s =0 and gé =0 forie Mc. (13)
Then,
VSsz 2 | VsiVid
S;+ S
gg_ =2 5 =0 (14)
i (Bt Bret+1)
that yields
JF
S S2 Ss 12 g
S’i = % <S3 Sz’yld + 52 73171d> - g’yﬁ -1 ) (15)

whererv = y/—A; and[z|™ denotesmax(z,0). Also,

VSz%d S2 YsiVid Ss

as -y 5 SS 52 =0 (16)
s ieEMc ( Vs + 5 vid + 1)




Substitution of [Ib) inC3 of (1) and [(I6) gives a set of two equations. Numericallyisgl this set of equations
yields the optimalS; for : € Mc and alsoSs for (I1) considering onlyC3. Now we check whether the solution
satisfiesC1 in (). If the condition is satisfied, then the solution ig thptimal one, else according €@l we set

Ss = SS— in (I5). Next, using the result i6’3 of (17) yields the optimun$ by quantifying the new value af.
Using the presented solution 0 {11), as described, therifigo 1 formulates the LAURAL scheme or the exact
solution to design probleni (IL0). In this algorithm, we use tptimal power allocation for source and relays for
every Nc member subset of the available relays as possible coopgraties, and choose the best subset according
to the equivalent SNR it provides. Based on this, we find thrghdst possible transmission rate such that both

security and reliability constraints are satisfied.

Algorithm 1: Exact Solution for LAURA

1) Selectn = N.
2) If n = 0 then go to outage mode and exit.
3) Build the setMa comprised of allNc member subsets o¥g and index its members a%lc,
le {1,2,...,(NR+RC!)!NC! .
4) Forl=1to (NR+RC'),NC,
4-1) SetMc = Mg,
4-2) Solve [(11L) and obtai ) and Si(l), i€ Mc
4-3) CaIcuIateyéQ.

5) Select the set of cooperating relays lby= arg max; yéfq) and setyeq = 'yéf;).

6) If C2 in (@Q) is satisfied, seTM = n and exit; elsen = n — 1 and go to step.

B. Analytical Results foNe = 1

In case only one relay is to be selected for cooperation,Ng,= 1, closed form solutions for transmission
powers of source and relay can be obtained. This in turn alfmw an analytical performance evaluation in this
case. ForN¢ > 1, we resort to numerical results for performance evaluaitio8ectiorn[ V).

Considering the design subproblem[inl(11) /¢ = 1 and usingUR; node for cooperation, we hay® = Sit—Ss
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and [I6) yieldsS;,, , = —— V2t VOi e \here

24
i =ia(vsi + sa) + 73 (Ysd = Yid) — 2sVidVsi
0; = 2[vsi (Ysd —Vid +VidYsaStot) — ViStot(rsi +Vsd) —VidVsd
pi="sd + Vs (Vi + Ysa) Sipy + (27YidVsd + VidVsi ) Stot-

Then, the optimal transmission power of S node cooperatitly WR; node is

r
SgP - =min(SZ,, ;. Stt, sin ). (17)

S,n,1

Si
We next use this result in Algorithm 1. Noting the constrait in (I0) for No = 1, we consider the following
event, which describes the case when rdld; is selected and TM: satisfies both the reliability and the network

security constraints,

, , Ss Sryg SotSy g
A:I : ’Yéa) = [§75d+ Ss Stot—Ss

> 19, (18)
T Vsi + =g Yid +1

Se= gont

s,n,i

whereTd £ Fn(BEngt). For the presented transmission strategy in Algorithm &, éflent that TM numben

satisfies both security and reliability requirements isaled by A,, and its probability is

Nr NRr Ngr
Pr(A,) = Pr (U A@) =1-Pr <ﬂ (A;)C> =1-E . {Pr (ﬂ (A%)° e w) } :

=1 =1
Ngr .
=1-Eoyy {H 1= Pr (2 = Theans) | } , (19)
=1

whereE,, . denotes the expectation with respect to independent Vasiaky and ;. The last equality in[(19)
results from the independence 4f, and 4/, for i # j and givenysg and~g. The transmission mode is selected
when it is the TM with the largest rate (here equivalently ldrgest TM) that with optimal power allocation and
relay selection can provide both the security and religbdonstraints. The probability of selecting T may

then be computed as follows

N N
P, = Pr ( U An> —Pr< U An> =E{I(4,) - 1(4a,..)}, (20)

n=m-+1

wherel(-) is the indicator function that i§(F) = 1 if F is true andl(E) =0 if F is false, and

im (V84 Vg) = arg | _min (véa) >T9|8s= SS‘,’f,i) : (21)

In fact, usingUR, relay node with optimum power allocations describéﬁ,(yéa),'ysg) denotes the minimum TM

number from the sefm, ..., N} for which the reliability and security constraints in givezalizations of the fading
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channels are satisfied. Here, in order to facilitate theyaalwe introduce an approximation whose effectiveness
is shown in Sectiof VYI. We consider

fin (V88 - Vg) & m. (22)
Then, the probability of TMmn is
P, =Pr(A,) —Pr(4n41). (23)

It can be easily verified that in case there is no security tcaims, (23) holds without any approximation. Appendix
[Al presents the joint PDF of; and g that is required to comput®,, in (23) and hence the average spectral

efficiency. The authors also presented the above analy$l.in

IV. LAURA: CONSTANT POWER STRATEGIES

The exact solution foi_(10) or the LAURAL scheme is optimal anovides a benchmark for comparison to other
possible simpler schemes. In the following, two suboptip@alver allocation strategies with reduced complexity
are introduced. In Sectidn TVAA, a LAURA scheme with constaower source and relays is presented. In Section

IV-B] a LAURA scheme with adaptive power source transmissind constant power relays is presented.

A. Constant Power Transmission (LAURA1-CP)

A constant power solution td_(IL0) is obtained by considedngstant power transmission for the relays, i.e.,
Si(l) = S and constant power transmission for the source, Fge.+= S and removing step 4-2 in Algorithm 1.
In this case, the SNR of 8R; and~eq are required at the S node as CSI to enforce the security diadiliey
constraints, respectively. The equivalent SNR, is estimated at the destination and fed back to the S nodg, or
can be calculated by S node knowing CSI of S-DUR; and UR;-D.

The performance of LAURAL-CP is evaluated in Sectiod VI. Aaberated below, for the case with one
cooperating relay/c = 1), the theoretical performance analysis is possible. @emsi = arg max; yéfq) obtained
from step 5 of Algorithm 1. The event that relay satisfies the reliability constraint corresponds to theneteat

there is at least one relay that can satisfy this constreimt.LAURA1-CP with single cooperating relay, we have

NR NR )
An (Vs <4 0 (A8 > 18 (24)
=1 =1
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Then, the probability of selecting Thh is

N Ngr NRr ) NRr )
PCP—pr <Am "N A;) = Pr ({ (Vs <Thn A& > r;’n}m & < r?n+1>
=1 =1 =1

n=m-+1
NR NR
e ({ Mo <0 140 < Fi’nﬂ}ﬂ U > rs;)
i=1 i=1
NR NR
=Pr <ﬂ s < T, N~ <P?n+1> —Pr <ﬂ s < T, Ny < P?n> : (25)
i=1 =1

Since different relay channels are independent, gh@nyéa) is independent of/é'é) for i # j. Then
Nr ) Nr .
PP~ Em{ I[P (%i <T7, NA8) < rgmhsd) ~I]P: (7&- <I7, NA8 < Pg‘nhsd) } (26)
i=1 i=1

Using the upper bound for equivalent SNR [in (6), a closed fexpression for the TM probability is obtained as

follows
Jr
CP i B N 1™ DN I ™
Pm :E’st H 1l—e 7si—|e Vsi —e s |.e Yid
i=1
Jr
Ve RPN I () N I W
— H 1—6 Isi —| e Vsi —e s |.e Yid . (27)

i=1

Then, the average spectral efficiency is computed by subistitof (27) in [9). The authors also reported the above

analysis in[[1].

B. Constant Power Relay Transmission (LAURA1-CPR)

The LAURAL-CPR scheme involves adaptive power transmisdar the source and constant power relay
transmission. In this case, we sgt= S for i € Mc. The required CSI are 8R; andeq. For veq we need to
transmit from S node with the powek, and wait for the estimation ofeq at the destination or it can be calculated
by S node knowing CSI of S-D, 8R; and UR,;-D. A modification of the Algorithm 1 yields the solution for

constant power relay transmission, where, step 4-2 is ceglas follows

r
sets = § and S = min(Sier — NS, S%). (28)

St

This substitutes solving the power allocation problém| (dMth a simple power allocation that assumes power
constraint for source and each relay separately.
Remark 1:In LAURA problem described if{10), if we consider separate/gr constraints$ for source and each

of the relays the total power constraint will still g = (Nc+1)S, the optimized solution will be LAURA1-CPR.
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This is due to the fact that the cooperating relays will needransmit with their maximum allocated power to
ensure maximized reliable transmission rate, and the sawilt be transmitting with its optimized adaptive power

based on security and power constraints.

V. LAURA: RELAY SELECTION STRATEGIES

The solution presented for LAURA (problerin {10)) in Algonthl provides high performance but involves an
exhaustive search over aNc member subsets of1r. Specifically, it examines optimizet;lgfq) for the said relay
subsets, which of course only a single one is finally used ditition, the source requiregq for non-cooperating
relays as CSI as well. Suboptimal solutions may have somaraages in practice, as their CSI requirements and
complexity could be far less than the optimal one. In thigisagcwe propose two efficient relay selection strategies

for LAURA.

A. Relay Selection Based on Source Relay CSI (LAURA2)

An efficient solution with manageable CSI requirement magdiestructed by taking a suboptimal relay selection
approach that relies ofy;, i € Mg and~eq resulting fromMc. Hence, there is no need tR;-D CSI feedback
(¢ € Mg). To limit the complexity, we wish to avoid solving ({11) to tain veq (4) for all subsets ofMg. To
this end, the instantaneous source to relay SNR can be usta aslay selection criterion. Due to the security
constraint;y; is limited to % As a result, the subset of relays that provide a highmay also be identified by
selecting the relays with the highesgt's. Indeed, as we shall see in Sectiod VI, this suboptimal yetdefficient

relay selection strategy does not significantly degradeptréormance of the optimal solution. Algorithm 2, gives

this solution that is labeled as LAURAZ2.

B. Constant Power Relay Transmission with Relay Selectase® on Source Relay CSI (LAURA2-CPR)

The relay selection criterion according to SNR of sourceefays can also be applied to the LAURAL scheme
with adaptive power source and constant power relays @€&#-B). This will further reduce the computational
complexity and CSI requirements. A modification of the Aligfam 2 yields the solution with adaptive power source

and constant power relay transmission, where the step 4laced with the following

I‘r
SetS; = S and Ss = min(Siot — NcS, S—2).
’7/ ~

St



14

Algorithm 2: LAURA with Modified Relay Selection

1) Selectn = N.

2) If n =0 then go to outage mode and exit.

3) Sort the set of available relayst{r according to theiry in descending order and seledtc as the firstN¢
in the set.

4) Solve [11) and obtai®s and S; for i € Mc.

5) Calculateyegq.

6) If C2 in (I0) is satisfied, seTM = n and exit; elsex = n — 1 and go to stefe.

C. Constant Power Relay Transmission with Relay Selectase® on Source Relay Channel Statistics (LAURA3-

CPR)

The instantaneous relay selection criterion accordingN® 8f source to relays involves high speed (per frame)
switching of relays and hence a rather sizable network obwotrerhead. A relay selection criterion according to
the statistics of source to relay channels can help mitithaseproblem. This will further reduce the computational
complexity and CSI requirements since the selected releyfixed as long as the average SNRs of source to relays
remain unchanged. A modification of the Algorithm 2 yields ®olution for adaptive power source transmission

and constant power relay transmission in which the step 8ptaced as follows

Sort the set of available relaystr according to theifs; in descending order and selett¢ as the firstN¢ in the

set.

The selection of relays according to the average channdlittoms also makes the theoretical performance
analysis of the system possible. In the following, we préseperformance analysis of LAURA3-CPR. The event

A, in this case using the upper bound for equivalent SNR is aspik by
Pr(A,) = Pr (’qu,u >T5 | Ss = g&n(%{)) ; (29)

where S‘S,n(vsz) = min (St — NcS, SS—%). In order to calculate the probability of evedt,, we first derive the

moment generating function (MGF) k. givenyg andSs = Ss..(7g)- Since%ysd and{~; 4} are all independent
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of each other given, the desired MGF knowin@s = SSn(WSZ) is given by

M'qu,U"YsZ (S|$) Mss')’sdl')’sl |‘T H Yi u|’YSl ( |‘T)’ (30)

ieEMc

whereMsswh (s|lz) and M., |, (s|z) are respectively the MGF 0% 7sq and; 4 given~g and Ss = Ssn(7g)-
Using the definition of the MGF a8/x (s) = E (e=*¥), it can be easily shown that

1

Vsdh’m( |£C) - Ss n(x) )

M s, (31)
In order to calculate\l,, ,_(s|z) we first calculate cumulative distribution function (CDF) g, as follows

F.

S
ks (2) = Prlvia < 2hg = 7) = 1= Pr(Z0s 2 2hig = 9)Pr(yia 2 2), (32)

wherePr(vy;g > 2) = 7. Using the conditional PDF of._,_ (y|x) according to AppendikA, we have

Pr(%s’YSi > zlyg =) = / ) stilvs; (y|z)dy
Ssn(2)/S
- —e W Uz — oy—=x)|d
/W [C(w) 7t PUETN g 0l >] Y
_ B’L(I) G_ﬁ—e_%i Dl(I) . Sz
_[C@>< N >+C@»k“ ) (33)

wherel{((-) andd(-) are unit step and unit impulse functions, respectively, Bid:), C(z) and D;(z) are defined

in Appendix[A. Then,

—S8z
'Y1 u"Y |‘T - S/ Vi, ul'Y dz

_ Ss,n(l) S 1
—1— ‘T S (1 —e TS <Ss,n(r)%i+ﬁd +S)>

S 1
O(.r) = — +W+S

Ss,n(z)'}’si
Bi(x) —=  Di(x) s oS (1)
+ < C(x) e C(x) L+ 1—e ’ ' (34)

Finally,

M. (s|x
Pr(A,) =Pr(1eq>T9) =1 —E, {Pr(veq<T%) |vg =2} =1-E, {21 {M} } , (35)
S
Yeq rd
where £71 denotes inverse Laplace transform with respectydg, that is simply computed through symbolic
evaluation with MATLAB for everyMg and Mc. Then, the expectation with respect4g is computed through
numerical integration.

Following (20), the probability of TMm for LAURA3-CPR is expressed as

N N
PLAURAS-CPR _ py < U An> —Pr < U An> E{I(4:,)-1(44,...)}, (36)

n=m n=m-+1
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where

i (Veqw Vs) = argn min N} (Veq,u > Fg | Ss = gs,n(%%)) . (37)

my...,

In order to facilitate the analysis we consider an approtionadike the one in[(2R2) as
Tim (Yeq,u Vi) A M. (38)
And finally, the probability of TMm is
PLARAZCPR — Py (A,,) — Pr(Amya) (39)

Calculating the probability of TM based oh {39) andl(35), l#aa the computation of average spectral efficiency
according to[(D).

Remark 2:Since for Nc = Ny no relay selection is employed, the LAURA performance ipehdent of the
relay selection strategy. Hence, the presented perforenamaluation of LAURA3-CPR in[(39) (and(B5)) also

applies to LAURA1-CPR and LAURA2-CPR schemes.

VI. PERFORMANCEEVALUATION

In this section, the performance of the proposed LAURAL, B2 and LAURA3 schemes of different relay
selection strategies in conjunction with different powentrol mechanisms of adaptive power, CP and CPR
are evaluated. Both analytical and numerical results agsgmted and the effects of different parameters on the

performance are investigated.

A. Experiment Setup

Figurel illustrates the topology of the network under cdesition withNg available relays. We consider average
SNR of each channel proportional %b due to path loss, wheredenotes the distance between the two parties (
is set to4 in this paper). Without loss of generality we consider thetatice between S and D nodes normalized
to 1. Relays are all located on a line perpendicular to the lineneating S and D nodes each distan6edapart
as depicted in Figurgl 1. As shown in Fig. UR; node is fixed at the distandg; on the line connecting S and
D nodes. In all figuresBERy, and BEngt are set ta).1 and 107, respectively. The sum power constraiiy; is
set to(Ng + 1)S in all cases.

The TMs used with the proposed LAURA schemes could be in fagtset of possible channel coding and

modulation pairs. The suggestion is to use sharp channebkaodobtain sharp BER curves for TMs, which provide
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Fig. 2. BER curves for six transmission modes and their epoading rates

TABLE I
TRANSMISSIONMODES FORAMC SCHEME AND THEIR CORRESPONDINGFITTING PARAMETERS

Mode 1 2 3 4 5 6
modulation| BPSK | 4-QAM  |8-QAM | 8-QAM | 16-QAM 32-QAM
coding ratd 1/2 1/2 1/2 2/3 3/4 4/5
rate R, 1/2 1 3/2 2 3 4

Dn 2.97 1.17 0.80 0.65 0.46 0.38

qn 1.05 0.68 0.54 0.59 0.67 0.58
an 1.55 0.13 0.14 0.12 0.06 0.07
bn 0.62 1.43 3.48 6.19 10.37 24.09
cn 41.9 34.90 | 20.03| 3.52 5.13 221
kn 16.81 | 104.70 | 48.83 | 75.99 6.77 6.50

a low security gap and an acceptable reliability perforneaffior the design parameter ranges of interest). The set
of LDPC codes in DVB-S2 standard [17] offer this charactariSThese channel codes in conjunction with different

modulation schemes yield the BER curves depicted in[Big.H&2 TMs specifications and fitting parameters used

for numerical results are presented in Tdble IlI.

B. Numerical Results
Figure3 depicts the end to end average spectral efficiencpldRAL, LAURA1-CPR and LAURA1-CP schemes
illustrating the effect of type of power control. The honital axis indicategsg. It is observed that for LAURA1-CP,

increasing average SNR of S-D link beyond a specific valudsiéa a reduced average spectral efficiency. This is
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due to the limitation in number of TMs. If there is a TM that tabstill satisfy the security constraint in high SNRs,
then the declination occurs later at a higher average SNRD®fBannel. Comparing the performance of LAURAL
and LAURA1-CP highlights the advantage of source power tdimm that significantly reduces the outage events
for enforcing the security constraint.

The performance comparison of LAURAL and LAURA1-CPR suggésat for low to medium SNR regimes
relay power adaptation improves the performance of theesysthis is more significant with largé¥c’s. One sees
from the performance of LAURAL and LAURAL-CP that the lardgee number of cooperating relays, the better
the performance we achieve through cooperation. Howelreretis no significant advantage in using more than
four relays forNg = 5. This observation is in contrast to the understanding iditienal (non-secure) amplify and
forward relaying that the best relay selectiolic(= 1) achieves almost all of the spectral efficiency performance
gain [18].

Comparing LAURAL-CPR forN¢c = 4 and5 in low SNR regimes reveals that with constant power relays an
sum power constraint, increasing the number of cooperattays beyond a limit may decrease the performance.
The reason is that in this case, the available power to thed®-(and hence the SNRs of source to relays) becomes
limited.

Figure4 illustrates the effect of relay selection strasgin the average spectral efficiency performance of LAURA
schemes. The main observation is that the performance a@f sslection according to source-relay channel SNRs
coincides with that of optimal relay selection. This is @ntl both by performance comparison of LAURAL with
LAURAZ2 and LAURA1-CPR with LAURA2-CPR. It is also observeliat the performance of LAURA3-CPR with
relay selection according to average source-channel SNR®aches that of LAURA2-CPR utilizing instantaneous
channel SNRs only when the number of relays increaseécte- 5. Nevertheless, the relay selection according to
average channel statistics requires slower relay swigchin

Figure[® depicts and compares the simulation and approgiaratlytical results for certain LAURA schemes. As
discussed in RemaitK 2, fd¥c = Ng, since no relay selection is employed, the theoreticalutaiion of spectral
efficiency proposed fdr VAC applies to all the schemes withstant power relay transmission. The results verify
the accuracy of the proposed analytical performance etrahsa

Figure[®6 demonstrates the effect of relays positions on #réopnance of the proposed LAURA scheme. It is

evident that when the relays are positioned closer to thed2 oAURA provides a better average spectral efficiency
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performance. In fact, in this setting the security conatri satisfied more easily. Our experiments reveal that in an
amplify and forward cooperative communication systemh&a$NR ranges of interest for cooperation (low S-D SNR
regimes), when a sufficiently large number of availabley®lare utilized, provisioning the security constraint in

LAURA only imposes a negligible spectral efficiency perfamee penalty. In fact, for larger number of cooperating

relays, the performance penalty is small even for high SNfRwe, e.g., less thai% for Nc = Ngr = 5.

VII. CONCLUSIONS

In this paper, a link adaptation and untrusted relay assgrirframework for cooperative communications with
physical layer security is proposed. The design problematisig for highly spectrally efficient communications with
reliability for the destination and security in the presemd untrusted relays. The security constraint is imposed
by ensuring that the relays cannot decode useful informdtiom the signal they relay. The optimal solution to
the design optimization problem is presented while stiatefpr mitigating practical challenges are also proposed.
This involves several relay selection strategies and p@adaptation solutions. Performance of these approaches is
analyzed theoretically, in certain cases, and rigorousigugh simulations. The effect of different design strasg
and parameters, including relay selection, power contraloarrce and/or relays, relays positions, and number of
cooperating relays are investigated.

The future research of interest in this direction includaskling potential eavesdroppers in the network or
considering the malicious behavior of relays without a merlevel trust. Another orientation of research interest
is to design particular channel codes with low security gag ieliability performance within this framework and

in line with the works reported iri_[1.0].

APPENDIXA

In this section we derive the joint and conditional PDFgfand~s;. The joint cumulative distribution function

of these two variables is given by

Py g (z,y) = Pr(mja)('ysj <X ve < Y) = ﬁ (1 - 67%) [(1 - e_%i) Uy —x) + (1 - e_%i) Uz — y)] .

j=1
i
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Then, the joint probability density function of; ands; is

aQFVS;,Vsi (‘Tv y)

f'Ys%a'YS'L (‘T7y) = axay
NR NR
= ;67”? (1—8_”51) {;e mlxl(x—y)] +H (1—6 ”SJ) —le_T;5(y—:1:)
[ Vsl o Vsi i i
=1 J#i J=1
1 _ v
2B;(z) [?e i U (x — y)} + D;i(2)é(y — x), (40)
St
and the PDF ofyg is simply
Ng 1 ,
=N —e W —e ) 2
frs () = 2 ’75l€ ] H (1 e ) C(z). (41)
= J#l
The PDF ofyg; given~g is then
frens(T,y)  Bi(x) [ 1 _ ] D;(x)
s (yl) = —2 = —e slU(x— + oy —x). 42
f’YsJ’YSl (y| ) fVS; (.I') C(,T) Fsi ( y) C(SC) (y ) ( )

(1]

(2]

(3]

(4]

(5]

(6]

(7]

(8]
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Fig. 3. Average spectral efficiency of different transnosspower strategies with optimal relay selection fégg = 5 and ¢s; = 0.9. Solid,

dashed and dotted lines are for LAURAL, LAURA1-CPR and LAUR®P, respectively.
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Fig. 4. Average spectral efficiency of different relay stétet schemes fotNg = 5 and ¢s; = 0.9. Solid, dashed and dotted lines are for

LAURA1L, LAURA2-CPR and LAURA3-CPR, respectively. No lins used to connect the markers associated with LAURA2, byt ¢hesely

follow those of LAURAL. Note that the performance of LAURAZR and LAURA3-CPR fotN¢ = 5 coincide.
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Fig. 5. Comparison of analytical and simulation resultsdeerage spectral efficiency of different LAURA schemes Ags = 5, £s; = 0.9.

Solid and dashed lines depict the simulation and analytiesilts, respectively.
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Fig. 6. Average spectral efficiency of LAURAL scheme for @liéint relay placements.
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