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Abstract—In this paper, we investigate secure communications
in uplink transmissions, where there are a base station (BS)
with M receive antennas,K mobile users each with a single
antenna, and an eavesdropper withN receive antennas. The
closed-form expressions of the achievable ergodic secresym-
rates (ESSR) for arandom k users selection scheme in the high
and low SNR regimes are presented. It is shown that the scalin
behavior of ESSR with respect to the number of served users
k can be quite different under different system configuratiors,
determined by the numbers of the BS antennas and that of
the eavesdropper antennas. In order to achieve a multiuser
gain, two low-complexity user selection schemes are proped
under different assumptions on the eavesdropper’s channedtate
information (CSI). The closed-form expressions of the aclevable

IEEE, and Qinye Yin

|I. INTRODUCTION

IRELESS physical layer security has received con-

siderable attention recently, especially in multiple-
input multiple-output (MIMO) communication systemls| [1]-
[11]. The basic idea of secure MIMO transmissions is to
construct a better equivalent channel by utilizing the igpat
degrees of freedom provided by multiple antennas, such that
the quality of the main channel (from the transmitter to the
legitimate receiver) is better than that of the wiretap cfedn
(from the transmitter to the eavesdropper). Various signal
processing approaches have been developed to enhance the

ESSRs and the multiuser secrecy gains of the two schemes aresecurity, such as transmit precoding (TR) [2]-[8], andfiaitil

also presented in both low and high SNR regimes. We observe

that, as k increases, the multiuser secrecy gain increases, while

the ESSR may decrease. Therefore, whelN is much larger than
M, serving one user with the strongest channel (TDMA-like) isa
favourable secrecy scheme, where the ESSR scales wif2 log K.

Index Terms—Physical layer security, ergodic secrecy rate, user
selection, multiuser secrecy gain, extreme value theory.
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noise (AN) [6]-[11]. In all the above literature, it is showmat
the secrecy performance, in term of secrecy rate, or secrecy
outage probability, can be improved via TR or AN schemes.
In cellular systems, multiple antennas can be easily de-
ployed at the base station (BS). Thus in a downlink transmis-
sion, the BS can facilitate secure transmissions by usingiTR
AN. In contrast, the mobile users in most cases equip with a
single antenna due to the limitations of size and cost. Ttle la
of spatial degrees of freedom for mobile users makes it diffic
to guarantee security in uplink transmissions. Especialign
the eavesdropper has more antennas than the BS does, secure
transmission is very difficult to be guaranteed. Under such
a scenario, it is natural to exploit multiuser gain to improv
the security. In particular, when there are multiple useran
uplink transmissionmultiuser secrecy gain can be achieved by
serving users with better channels. However, few of exgstin
works have addressed the issues of user selection and seultiu
gain in secure communications, which motivates our studies
For a K-user uplink transmission without secrecy consid-
eration, the multiuser gain has been extensively studied. |
is known that the sum-rate scales likezlog K with user
selection/schedulind_[12]-[13]. However, this reso#n not
be generalized directly to secure communications, because
secrecy capacity is defined as the maximum rate difference
between the achievable transmission rates of the main ehann
and that of the wiretap channel. Hence, it is still not cleawh
many users should be scheduled concurrently and what the
exact scaling law of multiuser gain for secure transmisgon
Therefore, this paper considers an uplink transmissionrevhe
multiple users simultaneously send confidential messages t
a multi-antenna BS in the presence of a multi-antenna eaves-
dropper. More specifically, we analyze the secrecy sum-rate
of the uplink transmission and demonstrate the scaling laws
of the multiuser secrecy gains with respect to the number of
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served usersk, and the total number of userk,. ESSR with respect to (w.r.t.) the number of served users
k is quite different under different system configurations

A. Related works determined by the numbers of the BS antennas and the

eavesdropper antennas. When the eavesdropper has the

same number of antennas as the BS, the maximum ESSR
is achieved at = M and it scales with/log M in the

high SNR regime. In contrast, the ESSR always grows

with v kM in the low SNR regime.

t%) Low-complexity user selection schemes are proposed

for two scenarios i) only channel state information

(CSl) of the main channel (from users to the BS) is

available at the BS, referred to awmain CH, and ii)

both CSils of the main and wiretap channels are available

at the BS, referred to asll CS. Furthermore, closed-

form expressions of the achievable ESSRs and multiuser
secrecy gains of these two schemes are also presented in
both low and high SNR regimes. We show that multiuser
secrecy gain provided by user selection can improve the
secrecy performance significantly.

3) The impact of the number of antennas at eavesdropper
on the ESSR is eprorEdWe show that, when the
eavesdropper has a more capable receiver than the BS,
serving one user with the strongest channel (TDMA-
like) is a favourable secrecy scheme with a multiuser
secrecy gain scaling like/2log K. Furthermore, we
demonstrate that the ESSRs and multiuser secrecy gain
are deteriorated by channel estimation errors, especially
in the high SNR regime.

The essence of multiuser diversity was first introduced in
[14], where only the strongest user was served by the single
antenna BS in each time slot. This work was followed by
numerous user selection/scheduling schemes for variais sc
narios. In[15], a downlink model with multiple single-ante
users and a multiple-antenna BS was considered. The autho
analyzed the throughput of the greedy zero-forcing didper
(ZF-DP) algorithm and characterized the probability dignsi
function (PDF) of the ordered signal-to-noise ratios (SNRs
of the users. In[[12], the authors considered zero-forcing
beamforming (ZFBF) and proposed an algorithm to schedule
the strongest and almost orthogonal users for a similar mode
It has been shown that the ZFBF can achieve the same
asymptotic sum capacity as that of dirty paper coding. Simil
studies on the uplink transmissions were done_in [L6]-[1Y].
order to analyze multiuser diversity, extreme value thdwmy
been widely used to provide asymptotic results of throughpu
[12]-[13], [18].

The multiple users/antennas selection diversity alsosday
important role in improving theecurity. In [19], the authors
investigated the secrecy performance of multiuser sclveglul
on a MISO downlink wiretap channel in the presence of a
passive multiple-antenna eavesdropper.[In| [20], the asitho
developed a joint semidefinite programming (SDP) and suc-
cessive convex approximation (SCA) algorithm to find a fea-
sible subset where legitimate users can satisfy secreageu
requirements. Unlike the system models investigated i} [19
and [20], the authors in [21] considered the use of cooperatiC. Organization and notations

beamforming and user selection for relay network security. The remaining of this paper is organized as follows. In

In [22]-[24], the authors exploited the multiuser diveysib . . . .
) ; Section Il, we describe the system model. Section Il gives
increase the secrecy degrees of freedom or to improve secrec : L T ) .
. i ome mathematical preliminaries and Section VI provides
rate via jammer selection. As for MIMO systems, transmi .
) : . § closed-form expressions of the ESSR for the proposed ran-
antenna selection can also provide secrecy gains [25]-F2]

a secure transmission system assisted by multiple cod ra?om user selection scheme. Section V proposes two greedy
y y b e er selection schemes and derives the achievable ESSR of

relay nodes, the issue of relay selection was addressed, in : . .
[27]-[28]. However, none of the existing works has studiee t tjﬁse schemes. Section VI investigates the effect of channel

relationship between thergodic secrecy sum-rate (ESSR) and estimation errors on the secrecy performgnce. Elnally, we
. demonstrate and discuss numerical results in Section \dl an

the number of the users scheduled concurrently for multiuse . :
: L : . conclude our work in Section VIILI.
uplink transmissions, and neither the scaling law of secur

uplink transmissions nor the exact expression of the naétiu
secrecy gain has been presented yet.

e .

Notations: Upper case and lower case bold symbols denote
matrices and vectors, respectively. Supersc(ipﬁ denotes
conjugate transposition, and the notatipA$and tr(A) denote
the determinant and trace of matriX, respectively. The
expectation operator and variance operator are denoted by

In this paper, we investigate secure transmission in a mul(.) andV(.), respectively. The special functions used in this
tiuser uplink system, where there are a BS with receive paper are defined as follow$z}t = max(z,0), erf(z) =

antennas/K mobile users each with a single antenna, and an_ jr e~ dt is the error functionQ(z) = —L foo e~ 5 dt
eavesdropper withV receive antennas. Our goal is to chary™ ’° r—11 : . Var Ja ’
acterize the achievable ESSR of the system and to revealftd) = 2j=15 — 7 IS the digamma function, andy =
scaling behavior and multiuser secrecy gain via user setect 0.5772--- is the Eulers constant. The basdegarithm is
Compared with the above related works, our key contribstioe"0ted byog(.).

are summarized as follows:

1) Closed-form expressions of ESSR foramdom %k user lin existing works, a widely used assumption is that the nunifethe

. . . . eavesdropper antenna is less than that of the BS. When tlesdrapper
selection scheme in both the hlgh and low SNR F€JIM@Zs more antennas than the BS, it is a more challenging casseéore

are presented. We show that the scaling behavior wfnsmission, which has been seldom studied.

B. Main contributions



Il. SYSTEM MODEL Remark 1. A lower bound of [6) can be given as

In this work, we consider a wiretap uplink transmission in ,x  _ t t +
which a total of K users, each equipped with a single antenna,” *'°* {E [log ‘I +rH H’ ~log ’I +rG GH} - ()
transmit secrecy signals to a BS equipped withantennas, by applying Jensen’s inequality. In most casés$, (7) is math-
wiretapped by an eavesdropper with antennas. We assumeematically more convenient for analyzing than (6) since the
that both the BS and the eavesdropper are equipped with a (not-linear operatof-}* is taken after the expectation, and it
s0) large number of antenffas.e., M, N > 10. In addition, is widely adopted alternatively as the performance metri,,

we consider a homogenous scenario where all users to th§7]-[9], and [34]. However, when the eavesdropper hasanor
BS and the eavesdropper have the same average SNR. Enignnas than the BS, it holds thaf > 0 and R*, = 0.
scenario is widely adopted for multi-user networks, e.g., Hence, the expression ifil(7) can not characterize the actual
[12], [15] and [18]. Suppose that the served users all tréinsSrESSR in such a case. So far, a closed-form expressidd of (6)
independent Gaussian signals with equal average powen whes not been obtained yet.

k users are scheduled to transmit simultaneously, the reteiv

signals at the BS and at the eavesdropper can be respectively l. M ATHEMATICAL PRELIMINARIES

expressed as, . . ]
Before proceeding, we provide three lemmas that will be

y» = VPHs + ny, (1) used in the following analytical derivations.
y. = VPGs + n., @) Lemma 1: Let C(H) £ log|I+ pH'H|, where H €
CM>*k In the high SNR regimep — oc), the distribution
whereH € CM** represents the channel matrix between thsf the channel capacit¢’(H) is approximately given as
BS andk served usersG € CY** represents the channel
matrix between the eavesdropper andtserved users,/Ps C(H) ~ N (uanrk, o3rk) 5 (8)
is ak x 1 vector of symbols simultaneously transmitted b

. . Where v andea?, . are given as follows
the users (the average transmit power of each uséb) sy, Hn, M.k g

andn, are complex Gaussian noise vectors with covariance k
matricess?I andé21, respectively. Uncorrelated Rayleigh flat klogp + Zw(M —i+1), k<M,
fading channels are considered, and hence the entridsamid fiagh = i=1 )
G are independent and identically distributed (i.i.d.) céemp ’ M
Gaussian random variables with zero mean and unit variance. Mlogp + ZWk —i+1), k>M,
Without loss of generality, we assume that it hols= 62 = i=1
§%. For notation convenience, we lpt& L.

Given the above configurations, the achievable sum-rate at s i k
the BS and the eavesdropper can be formulated respectively : m + M k<M,
as [31, pp. 557],132] o= ;\fil i y (10)

CHG) =1log [T+ pG'G]. (4) =t

Proof: Whenk < M and M is sufficiently large, using

Thus when the BS servds users simultaneously in eachTheorem 3 given in[[37], we readily have that(H) is
time slot, an achievable secrecy sum-rate is giver( Dy [33] approximately a Gaus-siar’l random variable with mean and

ck = {Cf(H) _ Cf(G)}+ variance given by, respectively,

= {log|[I+ pH'H| —log |1+ pG'G|} . (5 k _
{log [T+ pH'H]| —log [T+ pG'G} ®) park = klogp+ 3 (M — i+ 1), (11)
The goal of this paper is to find a scaling law to demonstrate i=1
the relationship between the secrecy sum-rate and the nrumbe k-1 i a2 MZly
2

of the served userk as well as the number of the total users ok = E 5 tk|—— E = |- (12

. . . : L (M —k+1) 6 L g
K. To quantify the scaling law of the scenario described apove i=1 i=1

we assume that both the main channels and wiretap channelresorting to[[38, Eqn. 9.521], the following approximation
are ergodic block-fading [34]. We further assume a scenatolds when)M goes large,
with delay-tolerant traffic, and use ESSR as the performance M1
metric, which is defined a$ [35], [36] L Z 1 1 13)
6 2T M’
RF=E [{1og\1+pHTH\ —1og‘I+pGTG|}+]. (6) i=1
Substituting[(IB) into[(12) yields the first expressionif)(1
2Under this assumption, we can apply the Gaussian appragimat the Similarly, we can obtain the result for the case- M. =
mutual information, and present a closed-form expressiothe ESSR, which It is worth to point out thaC(H) is very well approximated
has not been obtained yet. It has been verified_in [29] andtf&d]even for a . .
small number of antennas, the mutual information can be amdroximated by a Gaussian random variable even for a small number of

by a Gaussian distribution. antennas\/ [29], [30].



Lemma 2: When Y(K) is the maximum of a sequence ofobviously obeysZ ~ N(uk,ak) Recalling to[(6), the ESSR
K i.i.d. random variables followingV'(11, o) distribution, as of randomk user selection can be calculated as
K — oo, it satisfies ) Rl _ | {71

lim P (Y({f) <axt+ bK) =, (14) /oo RS
0

K—o0 5 e 20% dz
where v 2moy;
o 3,
UK = ST=7c" (15) = Tk Ty g MR
2Tog K ot g (et \/_gk
log(4mlog K
bg =o+/2log K — ao2g(+\/i]{) + p. (16) The proof is completed. [ |
o8 Remark 2: Although Theorem 1 considers teuser uplink
The mean on(ff) approaches scenario, it can be applied directly to a point-to-point MOM

log(47 log K) — 24 wiretap channel withk tra_nsmit antennasy/ receive antennas
E {Y(If)} =0\/2logK — o +pu. (17) and an eavesdropper witN antennas.
2y2log K Using Theorem 1, the scaling law of ESSR w.r.t. the number
Proof: Please see Appendix A. B of the served userk can be investigated in more details. Note
Lemma 3: When Y(f) is the r-th largest of a sequence ofthat M < N implies that the eavesdropper has a more capable
K i.i.d. random variables followingV'(y, o%) distribution, as receiver than the BS, and vice versa. We will show that the

K — o0, its mean would approach scaling laws are different for the cases with a more capable
eavesdropper or a less capable eavesdropper. Therefere, th
IE[Y(f)] =o0v/2logK — log(d4mlog K) + 24/(r) + u. (18) relationship between the ESSR ahdor the casesV/ > N,
2v2log K M = N and M < N is explored in the following three
Proof: Please see Appendix B. B corollaries, respectively.
Corollary 1. For the casé// > N, R+ does not rely on
IV. ESSR SALING LAW UNDER p ask < N. While for k > N, it holds thatRX-"2" = y,.
RANDOM USERSELECTION Proof: When M > N, u; in (20) can be rewritten as
Let us now study the ESSR scaling law @indom user & . .
selection. In a random user selection scheme, the BS ragdoml 2im1 [w(M —i+ ) = Y(N =i+ 1), k<N,
selectsk users to serve in each time slot. Inkauser uplink L = Zle V(M —i+1) — vazl vk —i+1)
transmission without secrecy constraints, it is shown that +(k — N)logp, N<k<M,
sum capacity increases monotonically with[31, pp. 565]. M ,
Especiali)ly, ir)1/ the high SNR regime, ){he SL[Jm cg?)acity]only Limnn Wk =i+ 1)+ (M= N)logp, k> M.
grows logarithmically w.r.tk ask increases beyond/ [31, We see that whet < N, neitheryy, nor o3 is a function

pp. 565]. However, the secrecy sum-rate is the rate diftaerof p, henceRk-">" in (I3) does not rely om.
between the BS and the eavesdropper, thus the aforemeshtionenyhen & > N, it holds that—£:— — o0 asp — oo. For a

results can not be generalized directly to secrecy Commun'guffluent largex, error funct|onearf( ) can be approximated
tions. Since the system performance behaves dlfferenﬂyen

high and low SNR regimes, herein we consider the two spemaY erf(x) ~ \/_
regimes respectively in the following subsections. "3
RETan ~ L (1 + erf < ))
) . Var 2 V207,
A. High S\R Regime Mz V3 2
In the high SNR regimey(— oo), we provide a closed-form ~ \/Ok_e k o+ % < \/_Uk 2"%>
expression of ESSR in the following theorem. 2 THE
Theorem 1. For a givenk, the achievable ESSR of random = U. (22)
k user selection in the high SNR regime is approximated as )
The proof is completed. ]

_ R

Corollary 1 tells that whem/ > N > k, increasing the
o 5 (19)

transmit power will not improve the ESSR. Whén> N,
the ESSR is solely determined hy., which leads to two

\/_Uk

where . ) .
interesting observations:
Pk = Mk — N ks (20) 1) WhenN < k < M, the first two terms inu;, grow
OF = 0%+ N s (21) sub-linearly withk, thus s, can be rewritten agy, =

. ) _ klog p+o(k) — N log p, which implies the ESSR grows
WIth insk, fiN .k 00k, 8oy given in Lemma 1. linearly with log p ask increases.

) Proof: From the results glvin in Lemma 1, we have 2) However, ask > M, it holds thatu, < (M — N —
Cy(H) ~ N(NMkaUMk) and C¢(G) ~ N MNkaUNk) 1)log(k — N — 1) + (M — N)log p [39], thus i, will
in the high SNR regime. LeZ = CF(H) — C¥(G), which not grow faster thamog(k — N — 1) w.r.t. k. Therefore,



— : : : : : userk in the high SNR regime. We can see that the scaling
o Meoretca (Meoen 1 €. 09) 1 behavior depends heavily on the relationship between the
number of antennas at the BS and the eavesdropper.

To verify these analytical results, we perform Monte Carlo
experiments each with 10000 independent trials to obtan th
numerical results of {6) at a desired SNR= 30 dB. The
results are plotted in Fig. 1. It is shown that the theorética

M=20, N=21 | results are consistent with the numerical results even with

' MeN=20 ] moderate numbers of antennas at the eavesdropper and the
Seossoocose BS. When the BS has one more antenna than the eavesdropper
* T rdnumberotesenedusers ¢ (M = N + 1), R is well approximated by:, ask > N
and a significant improvement of ESSR happenk asN +1.
Fig. 1. ) Compgrisons amor_]g the theoretical, simulation, @pgtoximation In Contrast, add|ng one more antenna to the eavesdropper
results in the high SNR regime. (M = N — 1), the ESSR becomes much lower than those
of the casesM = N and M = N + 1. As Corollary 3 has
increasingk does not improve the ESSR as fast as th ateql, the ESSR _quu:kly converges _to Z€ro Whe!} M'.
of the caseN < k < M. e figure also validates that the maximum ESSR is achieved

. , . atk = M when the eavesdropper has an equal number of
We can see that the scaling behavior of the ESSR d'ﬁeéﬁtennas as the BSA = N).

significantly from the case without secrecy constraintseseh
two observations will be illustrated clearly later in Fig. 1
Corollary 2. For the case\l = N, the maximum ESSR is

M=21, N=20

Ergodic secrecy rates(nats/s/Hz)
E N oW s 0 o N o ©

B. Low S\NR Regime

achieved at: = M, which can be well approximated by In the low SNR regimef — 0), we have
k
. 1
RM-ran \/—(log(M— D+ +1). (23) CF =log [T+ pH'H| = > " log(1 + pA»i)
m i=1
Proof: Please see Appendix C. ] k )
Corollary 2 indicates that, if the eavesdropper has an equal =pY_ Xei+o(p?) = ptr(H'H), (25)

number of antennas as the BS, the maximum ESSR is achieved i=1
when the BS serves/ users simultaneously. It is shown thatvhere \,;, ¢ = 1,--- ,k, are thek non-zero eigenvalues

RMzan gcales withy/log M, while the sum-capacity growsof (H'H). Since the entries oH are complex Gaussian
linearly with M in conventional systems without secrecyariables, it holds thatr(H'H) ~ x32,,. [40, pp. 742].

constraints. Then after some manipulations, we can obtain a closed-form
Corollary 3. For the casé\/ < N, it holds that approximation of the ESSR in the low SNR regime. However,
2 it can not offer insights into the relationship between ti&SR
Rioran o Tk T30z (24) and the number of the served users. Therefore, we use the
° T V27 Gaussian approximation of the Chi-square to provide a more
Proof: From [20), we know thaj, < 0 as M < N. insightful expression. _
Meanwhile, whenz < 0, it holds thatl + erf(z) = 1 — Let Z = h;"h;, whereh; is thei-th column ofH. It holds
erf(jz) > 0. Therefore, the second term iE{19) is alway€ ~ X3y [40, pp. 742], and both the mean and variance of
negative, then we can obtain the result[inl (24). m Z are M. Using the central limit theorem, the CDF of the

Corollary 3 provides an upper bound for the ESSR. WheffiableZ can be approximated as
M < k < N, we havepunpt1 — pur = Yk +1) — ) t—M
k1~ M) andpn an — ok = logp + G(N — k). As A P (220 = Q( Vi, > (26)
can be seen, increasirigdoes not significantly improve the

sum-rate for the BS. This is because serving one more u§ne|rt has been proved in_[41] that the error resulting from

would not only increase the sum-rate at the BS but also brlnge approximation of(26) is bounded IE597:M/2' Supposing
interference to other users. In contrast, the sum-rateeaetii that M/ = 20, the error is about.06, which is fairly small.

at the eavesdropper has a great incremeitiasreases. Since Therefore the PDF o7 can be approximated by a normal
the secrecy rate is the rate difference between the rateeof €istribution /(M, M) even whenl is not very large. We
main channel and that of the wiretap chanrief;"#" would Present the following theorem to approximate the ESSR in
decrease ag& > M. Moreover, ;, scales with—logp as the low SNRregime.

k > M, ;2 becomes sufficiently large and hengg-"" would ~ Theorem 2: For a givenk, the ESSR of randont user
quickly converge to zero. Besides, we can find that the uppiglection in the low SNR regime can be approximated as

bound would converge to zero @6 is much greater than/, 3 TSN o
and thus a positive ESSR can not be achieved. Rhran o PRP 77 4 %p <1 + erf < i >) . (27)
Theorem 1 and the Corollaries 1-3 demonstrate the scaling V2m V26s

behaviors of the ESSR w.r.t. the number of random selectetierea;, = k(M — N) and 37 = k(M + N).



 —— security, we give a large scale analysis of the ESSR for nando
"~ Theoretel Theorem 2 user selection.

‘] Theorem 3: In a large scale system, for a fixédthe ESSR
of the random user selection is approximately given by

p=-25dB, M=N =10
F— .
.

g +

g 14+ Mp

0015 k_ran

g RS2 ~ ko . 29

g s,lar g 1+ Np ( )

g ool p=-30dB; M=N=10 1 . .

g ® Proof: Using the results of [37, Theorem 1] and Theorem

o0t p=-30d8,M=10,N=11 2, we can easily complete the proof. ]

eSSt Se SRR e SN Ne AN In a large scale multiple antenna system, as the number of
L mmberof o senved usere 0% antennas grows, the channel quickly “hardens”, in the sense

that the mutual information converges to its mean. The phe-
nomenon of channel hardening makes communications secure
only when the BS has more antennas than the eavesdropper,
which can be seen from Theorem 3.

Fig. 2. Comparisons between the theoretical and numerézllts in the
low SNR regime.

Proof: In the low SNR regime, ap — 0, we have

Cck ~ p{tr(HTH)—tr(GTG)}+. Let X = tr(H'H) and V. GREEDY USERSELECTION AND
Y = tr(GTG). It holds thatX ~ x3,,, andY ~ x2.,. As MULTIUSER SECRECY GAIN
we have discussed previously, a Chi-square random variablén Section IV, we consider a random user selection in secure
can be approximated by a Gaussian one. Thereflire; Y communications and show that the ESSR would decrease
is distributed according td/(ax, 37). Similar to the proof of significantly even when the eavesdropper has only one more
Theorem 1, we can readily obtain the result[in](27). = antenna than the BS. Obviously, the eavesdropper has much

Theorem 2 shows that the ESSR always increases withmore antennas than the BS is a challenging scenario for a
in the low SNR regime. The relationship between the ESSfcure transmission. Fortunately, in an uplink transmissi
and the number of the BS antennas as well as the numbemdth a large number of users, the BS can enhance security
the eavesdropper antennas for the cages N andM < N by selecting the best set of users to communicate with in
can be analyzed similarly as that in the high SNR regime. Agach time slot, resulting in the multiuser secrecy gain. In
interesting and insightful result for the special cdde= N order to highlight the secrecy improvement achieved by user
is presented in the following Corollary. selection, we focus on the cade> M in this section, i.e., the

Corollary 4. For a giverk, asM = N, the ESSR of random eavesdropper is a more capable receiver than the BS. As shown
k user selection in the low SNR regime is approximated agn Section Ill, ask > M, increasingk results in decrease of

ESSR whenN > M. Hence, the casé < M is of our
REan ) kM ' (28) interest.
s 0 Note that the user selection scheme is different for vari-

Different from Corollary 2, the ESSR always grows witPYS Csl assu_mptlons, Lexain C3 case orful CS case.
the number of served users. As= M, the ESSR scales with Typ_lcally the Instantaneous CSl of the eavesdropper IS not
M in the low SNR regime while scales withTog 37 in the available. Here,. we co_nS|der the full CSI case to investigat
high SNR regime. With this observation, we know that thg]e secrecy qaln obtaln_ed from the prior knowledge of the
increase of the BS antennas can offer more secrecy benefitgfi'r‘{eSdrOPpers CSl, which can be taken as a benchma_rk or
the low SNR regime. Besides, we should note that the Esépsecrecy performance upper bound to evaluate the multiuser

monotonically increases with in the low SNR regime as the ga_lrnhach|e_vedl by user Isele_ctmfn. inCS andfull CS
conventional systems without secrecy constraints. e optimal user selection famain andfu are

Fig. 2 depicts the results given in Theorem 2 and CorollaF?rIT;:IIa]te_d E t;e fo"%”ﬁér:gfepfﬁgvseg'of alk users. and

4.Th ical It 6 | btained b i
e numerical results dfl(6) are also obtained by perflt'ng"r1|&%l'i S — (51,59, 54} denote the set of selected/served

Monte Carlo experiments. We can see that the theoreti For themain CS th lecti bl .
results agree well with the behavior of numerical resultgmh SS€'S: FOr themain case, e USISI' f(e ection problem 15
formulated as follows: Giver € C***, select a set of

= —30 dB. Fig. 2 al ifies that the ESSR ith
ﬁ,‘ the low SNRigregi?nseo verities that the grows wit channelsH(S%) = [hs,, hs,, - -+, hs,] such that the sum-rate
' achieved at the BS is maximized, i.e.,

JF
k_o k k
C. Large Scale Analysis for Random User Selection Cteopt Z{ {Hg%x Cy (H(Sk))} - C (G(Sk))}
MIMO systems with very large antenna arrays at the BS, :{ {max log | T + pH(Sk)TH(Sk)”
so called massive MIMO systems, is one of the key technolo- Sk
gies to improve spectral-energy efficiency for future wies ~ log ‘Ik n pG(Sk)TG(Sk)‘ }+. (30)
communications. Recently, there has been a great deal of

interest in multiuser massive MIMO systems |[42]. In order For the full CS case, the user selection problem is for-
to demonstrate the potential of massive MIMO to enhanceulated as follows: Gived € CM*X and G € CN*K,



select a set of users with the Corresponding Chaﬂﬂe&c) — Algorlthm 1 Greedy user selection for theain CS case.

[hg,,hs,, - ,hg] and G(Sk) = [gs,,8s, " ,8s,] Such Step 1) Initialization:
that the secrecy sum-rate achieved is maximized, i.e., - Setl = 1.
n - Select a user such that = argmax |h;f.hj|.
o € ’
CFhont _ {n%%x Gy (H(51)) - C(G(Sw)] } et = s, j

- Increasd by 1.
- Select a uses; such thats; = argmax |hfAL hj].
jeu JEH—=17)

The problems given in[(30) and_(31) can be solved - SetS; = S;—1 Us;.
by exhaustive search. For a givén traverse all possible
k—tuples S, and select a set to maximiz&, (H(Sj)) or
CFX(H(Sy), G(Sk)). However, such an exhausted search ha
a prohibitive complexity, which is not practical for a large

{ Lk + pHL(Si)TH(S))|
= <{max log

+ Step 2) Whilel < k, select thelth user as follows:
31
T+ pG(S1)TG(SE) } 3D

Algorithm 2 Greedy user selection for tifall CS case.
Ziep 1) Initialization:

scale network. In the following, we present two greedy user ~ Set! = 1. Ihihy|
selection algorithms with low complexity, in the high anavlo - Select a user such thaf = ATBTEX Telal
SNR regimes, respectiveﬂz Furthermore, we provide com- - SetS; = s;.

prehensive ESSR analysis for both algorithms. To chariaeterstep 2) whilel < , select thdth user as follows:
the impact pf user selection on secrecy, we define the mattius _ Increase by 1.
secrecy gain as |hfA byl
- Select a useg; such thats; = arg magc J
JE

k_opt & k_opt k_opt - ‘gJT.BlJngj‘ .
AS =E Cb (H) — Ce (G) - SetS; =51 Us;.

—E[cfrn ) - c@)]. (32)

As can be seen, the multiuser secrecy gain is defined as ifnpolds thatH(Sp) = 0. Similar to [33), the instantaneous
ESSR difference between the optimal user selection and grerecy sum-rate for the full CSI case can be approximated as

random user selection. Therefore, it indicates the bermrefin f

multiuser gain for secure communications. COFk L ‘I + PH(Sk)TH(Sk)’
s — Y18
14 pG(S1)TG(S1)
A. High S\NR Regime t AL h
s 1—17"s
In the high SNR regime, the sum-rate achieved at the BS Zlog : : , (34)
can be calculated a5 [115] =1 gl Bi g,
CF (H(Sk)) where G(S)) = [gs, - ,glsl], and B-, = Iy —
=log |I), + pH(Sk)TH(S})| G(Si-1) (G(Si—)TG(S1-1)) " G(Si—1)t.
(a) Observing [(3B) and (34), we propose two low-complexity
= log [H(S,)TH(S))| + klog p + o(1/p) algorithms of user selection to maximizg, (H(S;)) and
%1og‘ (Sk—1) hgJTH(Sk-1) hg,]|+klogp CFX(H(Sy), G(Sk)) , which are given at the top of this page,
H Sk OVH(Sk—1) H(Sk_1)Thy, respectively. They are greedy-like algorithms where inheac
‘ H(S)_1) hi h,, + klogp selection step the current best user is selected.
®) : : i In the following, we provide a comprehensive analysis
= log {|H( Sk71) H(Sk—1)| |ul, Ap_ by, [} + klogp on the asymptotic ESSR of Algorithm 1 and Algorithm 2,

=log |H(Sk—1)"H(Sk—1)| +log |h! Aj_ h,, |+ klogp  which quantifies the multiuser secrecy gains, and reveals th
k achievable scaling laws of the two proposed algorithmshWit
:Zbg ‘hLAﬁthz’ + klog p, (33) the extreme value theory, we have the following theorem.
Theorem4:; Let M; @ M -1 -1, N; £ N—-1—-1 and
K, 2 K —1+1. For a givenk, asK — oo, the ESSR of the
proposed greedy algorithms for the two CSI cases in the high
SNR regime can be characterized by

where step(a) follows Eqn. (67) in [37], step(b) follows
Eqgn. (6.2.1) in[[43H(S;) = [hs,,--- ,h,,_,], andAj | =
Ly —H(Si—1) (H(Si—1)t H(S;—1)) ' H(S;—1)*. Obviously,

k +
Mk_gre l

S|t is to be pointed out that we consider homogeneous chaoenelitions in Rs N{ Z [\Ijl + UMlGK} } ’ (35)
this work. Although our proposed algorithms schedule thiénd set of users =1
to maximize secrecy sum-rate at each time slot, it is faietmh user, since all k +
users have the same distribution of SNR. The fairness farbgeéneous case Fk_gre 9 2
in which different users have different average SNR valuéle investigated R Z W+ /o + UNZGK ) (36)
in future study. =1



where ¥; = o(M;) — ¥(N;), Gt = 2logKl — 2

log(4mlog K;) P (1) o 71—_2 _ M, o

22108 K, SeeRr Oh = 5~ Limt  andofy = [ e i Thorem 4 [
71'_ _ N;—1 1 = —e— Numerical results of full CSI

6 =1 ,L'2 . % —&— Asymptotic analysis of full CSI in Theorem 4

Proof: Please see Appendix E. ] g2r T
. ; . g 4

Remark 3: As shown in Append_lx E for the main CSI _ £l Mene 20 pe
case, when the greedy user selection is adopted, the ergodic . pe
sum-rate achieved by the BS B[C;~""(H)] = klogp + g 10f R 4
Zl L (W(My) + oanGY). In contrast, the ergodic sum-rate < : oo oses

sl

achieved at the BS B[C}-*"(H)] = klogp+ Y1_, ¥(M)) 5t 4 e 8808 L
for the random user selection. On the other hand, it holds L2 3 45 6 ih s g 1?m1‘1 fzdl‘g 14 15 16 17 18 19 20
E[Ck-°P'(H)| = E[Ck-*"(H)] for main CSI case. Hence,
the multiuser secrecy gain for main CSI caseﬁiéf‘k—gre = Fig. 3. ESSR of the greedy user selection versus the numbizeaserved

Zle o Gh. Similarly, the multiuser secrecy gain for theusers in the high SNR regime.

full CSI case isAfk-ee = S°F /62 F 0%,Gl. We can

observe that the multiuser secrecy gains for the both cases d

pend on not only the number of total users and selectedterve Corollary 5. In the high SNR regime, fok = 1, the ESSRs

users but also the number of antennas at the BS and #idhe proposed greedy algorithms for the two CSI cases can

eavesdropper. It is shown in Lemma 1, wherx M < N, be given respectively by

both variancesr);; and on; are increasing functions of, n

while they are decreasing functions &f and/or N. That RM!-8" ~ {w(M) —(N) + 21ogK/]V[} , (37)

is, increasingM and/or N results in a decreasing multiuser i

secrecy gain, while serving more users simultaneously id: =" ~ {w(M) —(N) + /2log K (1/M + 1/N)}

each time slot can bring a larger multiuser secrecy gain to (38)

secure communications. Besides, we can note that the full

CSI achieves a larger multiuser secrecy gain than the main Proof: Resorting to Theorem 4 and [37, Lemma 1], we

CSI does. For the special cagé = N, RF*-°Pt would grow can easily complete the proof. n

V2 times as fast ag)Mk-°pt, Corollary 5 shows that, when only the strongest user is
Remark 4: Note that, in general, each user can have indivigerved in each time slot, the multiuser secrecy gains sdtte w

ual secrecy rate requirements. LRt denote the achievable \/log K for the both CSI cases. Besides, we further observe

secrecy rate for thé-th selected user. We assume that thimat the multiuser secrecy gains decrease as the number of

receiver architectures of the BS use a combination of minimuantennas at the BS and/or the eavesdropper increase.

mean square estimation (MMSE) and successive interference

cancellation (SIC). It is shown that the MMSE-SIC receiver

achieves the capacity of the fading MIMO chanriell[31, pf. Low S\R Regime

394]. From Algorithm 1, we can see that the individual segrec

rate of each selected user depends on the chosen orderihg,

thus the BS can use the reverse ordering of algorithm 1

detection. However, we generally do not know the behaV|or

of the eavesdropper, thus it is reasonable to consider a-wors

case scenario where the eavesdropper can cancel multiusers 5 = {[max cF(H ))} cHG (Sk))}

interferences. Then with Lemma E. is lower bounded by

As p — 0, with the same equation il (P5), the instantaneous
P% recy sum-rates with optimaluser selection for the main
SI case and full CSI case can be given by

"

{$(M) + oanGl —w(N)} p{ max XH )) } (39)
Fig. 3 shows the asymptotic results given in Theorem 4,

and the corresponding numerical results. We set the number Flgre _ { [ H(S,)) — }}

of total users ad{ = 400 and letp = 30 dB. It can be seen

that the asymptotic results are consistent with the nurakric

ones even for a moderate value gt { ) —Y(G (S’C))} } , (40)
ASN > M, since it holds thaty "' v, — % ¥, =

i ji1 5o the first terms in[(35) and:(B6) decreaswhere X (H(S;)) = tr(H(Sx)TH(Sk)) and Y(G(Sy)) =
as k increases. Although the multiuser secrecy gains (the(G(Sk)'G(Sk)).

second terms) are increasing functions withthe ESSRs may  According to Equations[{39) and_(40), the optimal user
decrease withk when N is much larger than\/. Therefore, selection in the low SNR regime is to maximi2&(H(Sy))

an interesting observation is that serving only one user may X (H(S;)) — Y(G(Sk)). The key idea behind this is to
be a favourable scheme when the eavesdropper is a meetectk users with the strongest channels, thus the optimal
capable receiver than the BS. In such a TDMA-like schemeser selection is equivalent to the greedy one in the low
the BS serves the strongest user in each time slot to maxim&d¥R regime. Le= denote the sequence with variables=
Cy(H, 1) or Cs(H, G, i). We have the following corollary. h}hi,z’ =1,---, K, then the instantaneous secrecy sum-rate



TABLE |
THE COMPARISON BETWEEN THE NUMERICAL AND THE ANALYTICAL 015
RESULTS OFE

. ‘0 Numerical Result of Main CSI
) A Asymptotic analysis of Main CSl in Theorem 5

- - —6— Numerical Result of Full CSI
| Degrees of freedon] Numerical | Analytical | Ref. [12, 17] | —A— Asymptotic analysis of Full CS! in Theorem 5

=K
=1

M =10 19.7119 18.0842 18.3498 E.}
M =20 33.0152 31.4328 33.6216 ?
M = 30 45.5815 44.0023 48.8934 >
M =40 57.6518 56.1684 64.1652 g
M =50 69.5151 68.0768 79.4370 é

given in [39) can be rewritten as

L
1 2 3

4 5 6 7
The number of the served users

k +
Céwk—grc ~p Z Efi) — tr(G*TG*) , (41) Fig. 4. ESSR of the greedy user selection versus the numbtrecserved
—1 users in the low SNR regime.
whereG. is the channel between theselected users and the
eavesdropper. Let denote the sequence with variables= 5o given by
hzhi—gggi,z‘ =1,---, K, then the instantaneous secrecy rate
given in [40) can be rewritten as RMEksre o ) { quk_gre _ N}Jr’ (44)
u " Fk_gre Fk_gre +
CSFk_gre ~p {Z\IJ(Ii)} ) (42) RS ~ kp{Rb — N} s (45)
r=1
. . . . whereRM<-5" — N/ /2N Tog K — leglirloe K) _ , /M
Since the entries oE are x3,, variables, conventionally, b SN Ty A

the Gumbel distribution can be used to approximate tHe(k + 1) —1) and R“#" = M + /2(M + N)log K —

i istri 1 K log(4m log K) /
asymptotic distribution oE(l) [44]. 1t holds 2\/2ifg K/(gMJrN) %O?IV( — (p(k+1)—1).
lim P (Eg) < ext+ dK) —e ', (43) Proof: Invoking >>F_, 4(r)/k = 1 (k+1)—1, along with
K—ro0 the results given in Lemmas 2 and 3, we can easily complete
wherecg = 1,dg = log K + (M — 1) loglog K —logI'(M). the proof. n

The above asymptotic distribution &%, has been widely ~Remark 5: Differing from the high SNR regime, the mul-
used in the existing work$ [12], [13]. However, for i.i.d. ich tiuser interference is negligible in the low SNR regime. Eten
square random variables, the convergence of its maximumtlg individual ergodic secrecy rate of tiheh selected users
the Gumbel distribution with parameterg anddx is quite equals to that of the case with an interference-free eawpsdr
slow [4E]. Specially, for a largel/, T(M) is an excessively Per in the low SNR regime, which can be approximated as
large number, i.e.'(20) = 1.2165 x 10'7, thus dx may Rl ~ p{Rlbwk—gm_N
not be positive for a moderate value &f. Therefore, we |n Fig. 4, we employ simulations to verify Theorem 5. We
cal_culate new normahzmg constantsbg) Iby approximating get K = 400 and letp = —30 dB. Again, it can be seen
Chi-square random variables as Gaussian ones. The reagaggthe asymptotic results can describe the behavioureof th
are: i) as shown in Theorem 2 and Fig. 2, a Chi-square rand@fimerical results well for the both CSI cases.
variable can be well approximated by a Gaussian dne [41]; ii) similar to Corollary 5, we present the following corollagy t

for i.i.d. Gaussian random variables, the convergence ®f tgharacterise the multiuser secrecy gain of TDMA-like schem
maximum to the Gumbel distribution using the normalizing, the Jow SNR regime.

constants given in[{15) and_{(16) behaves well even for acorollary 6. In the low SNR regime, fok = 1, the ESSRs

not so largek [46, pp. 302]. Note that we focus on theuf the proposed greedy algorithms for the two CSI cases can
expectation of the maximum, which helps to provide a closegg given respectively by

form expression for the ESSR. In order to verify the accuracy

of the analyt_ical expectation \_/vith Gaussian approximation RMigre p{M N4 hMlogK}jL, (46)
some numerical results are given in Table |, where we let

K = 100. It is shown that the analytical results of Gaussian ~ RFlswe o p{M N4+ W}f (47)
approximation are very close to the numerical results fbr al
the cases, while the analytical results givenlinl [12] &nd [13  Proof: Resorting to Theorem 5 and [37, Lemma 1], we
are not consistent with the numerical onesidsgets large. can easily obtain the results. ]
Therefore, the entries & and U are treated as Gaussian Unlike the high SNR case, the multiuser secrecy gains grow
random variables. Then with Lemma 3, we can present théth M and N for the low SNR case. We can also note
following theorem. that, asN increases, the achievable rate at the eavesdropper
Theorem 5: In the low SNR regime, for a giverk, the grows logarithmically withV in the high SNR regime, while
ESSRs of the greedy users selection in the low SNR regimet increases linearly withV in the low SNR regime.
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C. Large Scale Analysis for Greedy User Selection 3
—6— Secrecy rate based greedy selection

By using a very large antenna array, the achievable rate e o besed grosdy selesion
of each user in a multiuser MIMO system is equal to that
of a single-input multiple-output (SIMO) system, withoutya
inter-user interference_[42]. In the following, we use this
potential for user selection, and derive asymptotic resialt
the ESSR. The interesting operating regime is when Bdth
and N are enough large, and they are much larger thare.,

FullCSI

Ergodic secrecy rates(nats/s/Hz)
-
o

k < M andk < N. In a large scale multiple antenna system, osk
according to[[3l7, Theorem 1], the approximated distributio
of the mutual informationC}(H), can be given as o 2 3 . 5 s 7 8
The number of the served users
k
Cl?(H) ~N (k log (1 +pM), M) . (48) Fig. 5. The ESSR of greedy user selection versus the numbseletted

users in large scale systems.
Obviously, it holdC} (H) ~ N (log (1 + pM) , 7 ) ask =
1. As M grows large, the varianceAiSi and % converge to . . i
zero. We can conclude that, with largé, both C¥(H) and with a large number of antennas, the multiuser gain stitigsi
. ] ’ b

C}(H) would converge to their mean, and it hold$ (H) = a significant secrecy improvement to wireless communioatio
b ) =

kC}(H). This observation further verifies that the inter-user

interference vanishes in the large scale antenna systems. VI. EFFECT OFCHANNEL ESTIMATION ERRORS

Since the inter-user interference is negligible, the bama So far, we assume that the main CSlI or full CSl are perfectly
of user selection is same as that in the low SNR regimiegown at the BS. However, the BS can only obtain a noisy
where thek users with the strongest channels are selectedrsion of the CSls by channel estimation in practice. Is thi
to communication with. Note that this scheme, referred &ection, we investigate the impact of channel estimatiocorgr
as norm based greedy selection, only requires each useomothe performance of user selection in secure communica-
calculates the squared Frobenius norm of its wireless @dantion. Suppose that the BS uses the minimum mean square
and can be implemented in a distributed manner [47], érror (MMSE) estimator, thé-th user’s channel gain can be
is especially attractive in large scale systems. We give theodeled by
asymptotic results of the ESSR for large scale systems in the

following Theorem. h; = /1 - ¢h; + /¢h;, (51)
Theorem 6: In a large scale system, for a fixédthe ESSRS \yhere ,/T— ¢h; is the estimation of thé-th user's channel
of the greedy user selection are approximately given by  gain, \/¢h; is the estimation error, anglis the error variance
1+ oM k 1 (¢ € (0,1)). The channel vectoh; and h; follow with
RMisre ﬁz{klog + pN n Z A /M (\/W CN(0,I). Under channel estimation errors, a lower bound for
s,lar +p £

1 the achieved sum-rate at the BS|is|[48]
+
log(4mlog K) + 2t (r) Ak e (1 =8paip
_ 49 Cy(H) > Cy o =1log I+ ———H'H|, 52
2V2los K 5 (49) » (H) b,l g 1+¢p (52)

. N .
Pl are 14 pM 1 1 whereH = [hy,--- , hg]. It has been shown that the lower
R o %{klog 15 pN +)° VR (\/ 2log K pound is tight in [48]. Comparing (52) td1(3), we observe
r=1 N that the channel estimation errors result in a SNR loss facto
_1og(47r log K) + 21(r) (50) of at mostn £ ﬁ; Here, we consider the worst-case that
2v2log K : the eavesdropper as the per_fe(;t CSI. Therefore, the gecrec
sum-rate for an uplink transmission is lower bounded by

Proof: Resorting to Lemma 3 and [B7, Theorem 1], we i
il h Ak (1 - f)P aaea 1
can easily prove Theorem 6. [ | > dlog [T+ —2"H'H| — log ’1 + pG G] .
In Fig. 5, we depict the numerical and asymptotic results L+¢&p
of the proposed user selection scheme for large scale sys- (53)

tems. The numerical results of the secrecy rate based useNext, we consider the impact of channel estimation errors

selection scheme are also plotted. We set the parameterg@she performance of random user selection and greedy user
M = N = 100 and p = 10 dB. We can see that, theselection, respectively.

norm based greedy selection achieves a ESSR near to that

of the secrecy rate based scheme. This further confirms tt&at
the norm based user selection is a good choice in the large ] A ] )
scale system. As expected, the asymptotic results agrde wef"0m [29, Theorem 3], the variabtg;’ ,,, is also approxi-
on the numerical ones. We can also note that, although chani@tely a Gaussian variable with meBfCy’ ] and variance
hardening happens when the BS and the eavesdropper edt{itﬁ’{f,low]. The calculations OﬁE[ézlf,zow] and V[C*{f,low] are

Random User Selection



given in [29, Theorem 3]. Then with Theorem 1, we can obtain
the lower bound fork-"*" under channel estimation errors.
Although a closed-form expression of this lower bound for
all SNR regimes is not trivial, explicit results for the low
SNR case can be given. In the low SNR regime, it holds

— 1=£ o
n= i, = 1— & Therefore, we have

+ =0~ Random Sal
-0~ Greedy for main CSI A
—A~ Greedy for full CSI A

11

REran > | {{log ’I +(1- §)pﬂTﬁ’ —log [T+ pGTG\}q

~ ~2

Brp —3pr dkp< ( i >>
~-—e ¥+ — (1+4erf = ,

V2m 2 V2B

k((1=&§M—N),

(54)

where 4, = and 3 =

k((1—€)>M+N).
Let us consider a special caég = 0, it holds M = 1l_£

and k5 2 py/EEEN n contrast, wherd = N, it holds

RErn ~ p, /EN under perfect channel estimation.

B. Greedy User Selection

For greedy user selection, we only focus on the main
CSI case. Under channel estimation errors, the user smlecti

pArobI(Aam is toAseIect a set gf channel estimati(fijssk) =
[hy,,hy,, -, hy,] such thatCF

b,low

the procedure of (33), we have

k
Chiow =D log[1+ &bl Al by |, (89)

=1

where Aﬁl = I — pr:I(Slfl)(Ilfl + pr:I(Slfl)T

. -1,
H(Si-1) H(S;_1)". Therefore, the greedy user selectio

is maximized. Similar to

& i
y;
"‘ M =20, r\i):gs' S 4 -]
a7 -
&’ o® 1
A o

L " o A\ ]
A"A —X——X"‘-&A L*”A
Foioah g™ M=20,N=30 A
Ka® -0 d-o
IS I ¢ Ing L3S
IR RER]

24
©-0—6—-6—0—-06-—-0—6—0—6-8
78

Average secrecy rates(nats/s/Hz)
L N W A 0 o N o ©

°9—o
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The number of the served users

Fig. 6. Comparisons between the random and greedy usetiselét the
high SNR regime.

0.07

- =0~ Random: perfect CSI
0.061 o Random: imperfect CSI
—&— Greedy: perfect main CSI
—¥— Greedy: imperfect main CSI
—6— Greedy: full CSI

0.05F

0.04f

0.03

Ergodic secrecy rates(nats/s/Hz)

-
8 9 10

v v
- &

P4
2 3 4 5 6 7
The number of the served users

Fig. 7. Comparisons between the random and greedy usetigelét the
low SNR regime.

VII. SIMULATION RESULTS

In this section, we further investigate the secrecy perfor-
mance of the proposed schemes numerically. We perform

'Monte Carlo experiments each with 10000 independent trials

under channel estimation errors can also be implementéein {5 gptain the numerical results.

way as Algorithm 1. We do not present the explicit algorithm rig g dgemonstrates the secrecy gain achieved by the greedy
here due to space limitations. Similar to the random Usgger selection in Algorithms 1 and 2. As can be seen, the ESSR
selection, a closed-form lower bound of ESSR under chanpgline random user selection scheme almost converges to zero

estimation errors in the low SNR regime is given as

PMk_gre _ _ log(4ﬂ. 1Og K)

RS2 2 {kp ((1 §) <\/2M10gK 72\/W

2(1 — £)2 k *

M)~ N) - %Zwm} . (56)
r=1

for all the cases. In contrast, the greedy user selectioanseh
provides a much higher ESSR even when the eavesdropper has
five more antennas than the BS. This verifies that the secrecy
gain achieved from user selection is fairly prominent. Wal
note that as the number of eavesdropper antennas increases,
the optimal number of served users becomes small, which will
be further studied in Fig. 9.

Similar to the high SNR case, the greedy user selection also

For a meaningful comparison, let us consider the TDMAychieves a significant secrecy gain in the low SNR regime,

like scheme, where only one user is served in each time slghich is demonstrated in Fig. 7, whese= —30 dB, M = 10,
Through steps of mathematical manipulations, we furtheehay, _ 15, and¢ = 0.1. We can note that, when the greedy

RMLsre > {(1 — M~ N+ (1— 5)\/2M10gK}+
(57)

user selection is adopted, the ESSR grows Witéven if the
eavesdropper has five more antennas than the BS under perfect
CSI. As expected, channel estimation errors result in aelarg
ESSR loss. However, the greedy user selection under ingterfe

Comparing [(5l7) to[(46), we can observe that the TDMAESI still achieves secrecy multiuser gains.
like scheme under channel estimation errors not only aekiev Fig. 8 plots the ESSRs versus the number of total users for
a lower ESSR, but also has less benefit from user selectidifferent numbers of served users and antennas. The SNR is

than that under perfect channel estimation.

fixed to 30 dB for all curves. We can observe that all the
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SNR regimes have been derived. We have shown that when

: " ! " " " " ! . 'y .
|2 Faeer acoa ] the eavesdropper has the same number of antennas with the
35 A
Sl et MoN-40.k-40 | BS, the maximum ESSR scales witfilog M in the high
g 2 PR S SNR regime, while scales with/ in the low SNR regime.
g oo 1 To achieve the multiuser secrecy gain, we have proposed two
s . . A . . .
e o e e BT greedy user selection algorithms for main CSI and Full CSI,
=) A - N=AUR= . . .
815 e [P TR S respectively. The corresponding closed-form expressibtise
5 . Q
T S P ESSR have also been presented. We have revealed that the
Sh A ALA A g aodod multiuser secrecy gain not only depends on the number df tota
@@ - " o '
o users, but also depends on the number of served users, the BS
OO A mberofusers 1% and the eavesdropper antennas. Furthermore, the impdut of t

number of the eavesdropper antennas and channel estimation
Fig. 8. The ESSR of greedy user selection versus the numidetasfusers. errors on the ESSR performance have been explored.

APPENDIXA
PROOF OFLEMMA 2

When {Yx} is a sequence of iidN(u,o?) vari-
ables, % is distributed according to\V(0,1) for ¢ €

{1,2,--- ,K}.If Y(f) is the maximum of the sequen¢¥ k },

Ergodic secrecy rates(nats/s/Hz)

25 Py YK _ i . B
"o Fandom k= 1 ~W-" is therefore the maximum of the sequen{:&‘g—“}
- = = Greedy: Main CSI, k=1 s . .
“““ Greedy: Ful CSI, i1 which satisfies[[46, pp. 302]
—b— Greedy: Main CSI, k=M 4 =
—a&— Greedy: Full CSI, k=M

[

L L e L g T = DNgy

: -
20 22 24 26 28 30 32 34

a
3
6

34
IS
&

YK —H —t
lim P (L <ag't+ bK’> =e¢ ¢, (58)
o

The number of eavesdropper antennas K—o0
Fig. 9. The ESSR of the proposed greedy schemes versus theenwwh wWhereay’ = ﬁ and by’ = /2log K — _105(4/7;121%?)'
eavesdropper antennas. We further rewritten[(58) as
—t
lim P (Y < axct +bic) = e, (59)
K—oo

ESSRs increase akK increases, because a high multiuser
secrecy gain can be_ achieved. Let us compare the cafterecy = ﬁ, ar:de :a\/2logK—a%+
M =N =10,k =10 with the oneM = N =40,k = 10, we gjnce G(t) = e ¢ ' is the Gumbel distribution, ag
note that the multlusersecrecy gain de.creases fo_r Iang.an_d increases, the mean W;{) approaches

N. However, the multiuser secrecy gain grows withThis is

because ag gets largeH'H and G'G do not converge to (@)

E[YX] = b
a deterministic quantity and thus the tail probability bees [ (1)] K+ 0K log (47 log K) — 2
large. Therefore, a significant multiuser selection gaiistex —0\/2l0g K — o208 ) T2V L (60)
The simulations in the low SNR regime look similar as those 2v/2log K
in the high SNR case and thus are omitted. where step(a) follows from the result given in[46, pp. 298].

In Fig. 9, we investigate the impact of the number of thgye complete the proof.
eavesdropper antennas on secrecy performance, wHete
20 and K = 400. Since the random selection scheme offers no
multiuser secrecy gain, it can not provide a positive ESS#hev
when the eavesdropper equips two more antennas than the . . .
BS. Although serving up td/ users approaches the maximag/,\,/\{then {Yr}is a sequence of Li.dN (1, 0?) \?r!ables,
multiplexing gain, the secrecy performance of the greedy us o obeysN(0,1) for i & {1,2,--- K} If Yy Is the

K

selection scheme for both main CSI and full CSI deteriorategh largest order statistic of the sequenf¥ k1, @
quickly as the number of eavesdropper antennas gets larigetherefore ther-th largest order statistic of the sequence
Hence, we can conclude that only serving the strongest u GM} Let ZK 2 Y —H
in each time slot is a favorable scheme when there is a mare ° (r) 7

capable eavesdropper than the BS in the network.

APPENDIXB
PROOF OFLEMMA 3

, Which satisfies|[49]

s K I‘(S) r
E[(2) « ] =1y r(:))‘ (61)
_ _ _ The mean on{f) can be given by setting=0 ands =1
In this paper, we have investigated the problem of usgy &1), i.e.,
selection in a multiuser uplink communication system with @
a multiple antennas eavesdropper. Closed-form expression E [ZK} — —T(r) = —1(r), (62)
the ESSR for random user selection in the both low and high S I'(r)

VIIl. CONCLUSION



from which we directly obtain the mean anf) given by

E [Y(KJ = bx — axip(r). (63)

We complete the proof.

APPENDIXC
PROOF OFCOROLLARY 2

It holds ux, = 0 for the caseM = N, we can obtain the
following approximation from Theorem 1,
Ok
* Nz
Obviously, R* grows with o;,. Since the expressions of;,

are different for the casek < M andk > M, R* can be
rewritten as

R ~ (64)

k-1
1 7 k
- - <
7T< (M —k+1i)? M)’ k<M,
RF ~ =
M—1
1 1 M
- — 1, k>M
7T<’L—l (k M+Z) k)
Let o(k) = Zi:llm + % and ¢(k) =
Y =i + & Since it holds that
o(k+1) — ok
kNt Mkt 1
M) T A M k1 (M k2 M
>0,
(k+1)—<(k)
M-—1 ; . u
2| 1-M+i2 (k-M+i2| kk+1)
<0,

R is a monotonically increasing function &f ask < M,
whereas is a monotonically decreasing functionkads k >
M. The maximum ESSR is clearly achievedkat M, which
is

RM ~ \/% (p(M)+~v+1)

S \/%(bg(M—l)—i—v—i-l),

~

(65)

where stepu holds for a largeM [39]. By now, the proof is
completed.

APPENDIXD
PROOF OFTHEOREM 4

Let us first prove[(35). For themain CS case, the BS
selectsk users to maximize the sum-ratg (H(S, )) Let
X;; = hiA& h; and Y h{Bi h;. Since A}, is
a complex Wlshart distribution wnlM — [+ 1 degrees of

13

freedom, X;; obeysx2 M—111) [50]. Similarly, the variable
Yi; obeysx3 x_yi1y- From [(33), we have

k

max Cy, (H(Sy)) ~ lz; Lo max log X;;.  (66)
Based on Lemma 1, we know that the random

variable log X, can be approximated by a Gaussian
N (M —1+1),0%,_,,,). Note that the first user is selected
out of the K users, there might be mild dependence between
the channel of the selected user and that of the remaining use

A. For analytical tractability, we assume that the sequesce i

i.i.d., and thus Lemma 3 can be applied, which yields

| = 1
Enggl;%’flﬂlogXlg} V(M) + oGy (67)
/- log(4m log K;) (1) o2 =
thereGK = v2log Ky — 2\/210gKll T fAle i Mt =
oM L M =M —1+1,andK; = K — 1+ 1.

Accordingly, the ESSR for main CSI case can be given by
RMkzre W g finax OF (H(S))) — CF (G(Sk)} T

®)
% {E [maxCi (H(Sy)] - E[CE (G(S))] }+

Q

k +
{ > [w(M) — (V) + oan G } ,  (68)
=1

where N, N — 1+ 1 and the result in(b) is obtained
by applying Jensen’s inequality t@). As K in (b) goes to
infinity, we obtain the result given i _(B5).

Next we prove the result given ib_(36) by starting from the
secrecy sum-rate expression fatl CS given in [34)

b ‘phT Al hy,

Ok ~ Zlog (69)
I= ‘pgSz 1—18s;
From Algorithm 2, we know that the secrecy rate is max-
h' Al 1hy|

imized by choosing thg-th user with the large T ool
in each step. Therefore, the ESSR for the full CSI is g|ven by
i-18jl
k
>
~ {ZZ:]E L<j1<nl%xl+llog

. IhTAf 1hy I}
I}
|XlJ

Fk_gre
Cs £ {; 1<jthiyr 8
Let Zi; = log [ With Lemma 1, Z;; can be also
approximated as a Gaussian variable obeyMsz (M)
$(Ny), 03, +0%, ), whereo%, = =~ —S"N'"1 L Then based
on Lemma 2, we have
max

: _ / 52 2 l
ELSjSK—H—lZlel ’L/J(]\/[l) w(Nl) + [Vl + UNIGK'

After some manipulations, the result [n{36) is obtained.

g'B

| X,
[V

(70)

4In most works [[12], [[I8] and[18], they ignore the dependehetwveen
the channel of the selected users and that of the remain, wsasthus the
results therein are actually upper bounds for the exacugimput. Although
the authors in[[15] have considered such dependence, thé i®salso an
upper bound. In[[51], the authors have obtained a closad-xpression of
the exact Jomt PDF, which unfortunately are too intraactald analyze the
multiuser gain.
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