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Abstract—This paper proposes a secure downlink multi-user
transmission scheme enabled by a flexible unmanned aerial
vehicle base station (UAV-BS) and non-orthogonal multiple access
(NOMA). According to their heterogeneous service requirements,
multiple legitimate users are categorized as security-required
users (SUs) and quality of service (QoS)-required users (QUs),
while these QUs can potentially act as internal eavesdroppers
which are curious about the secrecy transmissions of SUs. In
such a context, our goal is to maximize the achievable minimum
secrecy rate among SUs through the joint optimization of user
scheduling, power allocation, and trajectory design, subject to
the QoS requirements of QUs and the mobility constraint of
UAV-BS. Due to the non-convexity of the problem, an efficient
iterative algorithm is firstly proposed, based on the alternative
optimization (AO) and successive convex approximation (SCA)
methods and along with a penalty-based algorithm to deal with
the introduced binary integer variables, to obtain a sub-optimal
solution. Then, we propose an SUs-oriented low-complexity
algorithm by taking advantage of the inherent characteristics
of the optimization problem, which can efficiently reduce the
computational complexity and can act as a reasonable initial
solution for the previous iterative algorithm to achieve better
performance. Finally, the superiority of our proposed scheme
compared with the conventional orthogonal multiple access
(OMA) one is validated by numerical simulation results.

Index Terms—Non-orthogonal multiple access, physical-layer
security, unmanned aerial vehicles.

I. INTRODUCTION

Due to their characteristics of flexible deployment and

controllable mobility, low acquisition and maintenance costs,

high maneuverability, and hovering ability, small-scale un-

manned aerial vehicles (UAVs) are promising to act as aerial

terminals to support a wide range of civil applications, such

as aerial photography, emergency search and rescue, resource

exploration and cargo transport. Recently, UAVs have also

been considered as aerial platforms in future communication

systems [1]–[3]. For instance, UAVs can provide temporary

connectivity services for emergency situations without tradi-

tional cellular infrastructure coverage due to natural disasters

or data traffic offloading in a hotspot area with densely dis-

tributed users. Especially under rural and suburban scenarios.

it is noted that aerial-to-ground (A2G) line-of-sight (LoS)

channels are likely to provide channel superiority compared

with terrestrial channels [4], which are significantly affected by

severe fading and shadowing effects. Moreover, new degrees

of freedom (DoFs) introduced by the trajectory design of

UAVs can be exploited to facilitate more efficient and reliable

transmissions.

Due to the scarcity of public spectrum resources and the

explosive growth in data traffic demand of users, one of the

significant goals of UAV-involved wireless communications is

to improve the spectral efficiency performance. To that end,

non-orthogonal multiple access (NOMA) technology [5] in

cellular networks are also promising in UAV communication

networks, where the targeted information-bearing signals of

multiple users are superimposed for transmission and the effi-

cient multiuser detection technique is exploited at the receiver

via successive interference cancellation (SIC). It is noted that

based on the positions of ground users, the mobility of UAVs

can be exploited to generate channel gain differences among

the targeted users in an opportunistic manner, which are useful

for NOMA transmissions. As a result, the performance of

power-domain NOMA can be effectively improved and there is

no need for UAV to be as close to marginal users as possible

for service. There have been several works combined with

power-domain NOMA and UAV communication networks. In

[6], the authors generally illustrated the modeling of NOMA-

aided UAV communication networks. In [7], NOMA technol-

ogy was exploited in cooperative uplink transmissions of the

static UAV aerial user. For downlink NOMA transmissions

between UAV base station (UAV-BS) and multiple ground

users, the outage performance was analyzed in [8], [9] with

static UAV-BS, while the joint trajectory design and resource

allocation of dynamic UAV-BS and the scheduling design of

users were optimized in [10]–[12].

Due to the openness of wireless environment and the

generally increasing security demand of users, wireless secure

communications are of utmost concern. In particular, since

A2G wiretap channels are potentially with better channel qual-

ities due to LoS conditions, and the movements of UAVs are

easily exposed to the surveillance of malicious eavesdroppers,

the confidentiality of UAV wireless communications is more

challenging to be well-protected. Traditionally, the high-level

encryption algorithms are exploited by using shared secret

keys, which are not suitable enough for UAV secure com-

munications due to the challenging key management and dis-

tribution, significant processing delay, and the vulnerability to

strong computation capability [13]. As a result, physical-layer

security (PLS) has been proposed as an important comple-

mentary technique for secure wireless communications [14],

[15], especially for 5G application scenarios [16], which is

key-less and thus promising for UAV secure communications

to overcome the aforementioned drawbacks. As summarized

in [13], there have recently been several researches on UAV-

involved secure communications according to different roles

of UAVs. Typically, by acting as aerial base stations, the

joint design of trajectory and transmit power of UAV-BS was

firstly proposed in [17] to maximize the average secrecy rate
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performance of the single-user aerial-to-ground transmission

link. Then, due to the practical limit on the perfect knowledge

of the locations of external eavesdroppers, the authors in [18]

investigated the robust design of trajectory and transmit power

of UAV-BS to maximize the worst-case secrecy rate. Extended

to the multiuser scenario, the authors in [19] considered the

joint design of trajectory and transmit power of UAV-BS,

as well as the user association policy, to ensure the secrecy

fairness among users.

Except for acting as aerial base stations to provide tem-

porary transmission services, UAVs can also be exploited

for mobile relaying or friendly jamming to achieve secure

cooperation for cellular communications. The secure design

of UAV-enabled mobile relaying was firstly investigated in

[20] in which the transmit power was optimized under the

given trajectory of the UAV-relay. Then, the authors in [21]

additionally considered the joint design of transmit power

and trajectory of UAV-relay to maximize the achievable se-

crecy rate performance. For the UAV-enabled friendly jam-

ming, the authors in [22] maximized the average secrecy

rate performance of the single-user cellular transmissions by

jointly designing the trajectory and jamming power of the

UAV-jammer. Additionally, to reflect the impact of imperfect

estimated locations of eavesdroppers in the practical scenarios

as [18], the robust design of jamming power and UAV-jammer

3D deployment was also proposed in [23].

Under the scenario where multiple UAVs are available, the

secrecy outage probability and ergodic secrecy capacity perfor-

mance were analyzed in [24] and [25] with multiple randomly-

located UAV-BSs by using stochastic geometry. However, due

to the controllable mobility characteristic of UAVs, it is not

reasonable to assume that the locations of UAVs are randomly

distributed. As a result, the authors in [26]–[29] investigated

the UAV-enabled hybrid secure communications where UAV-

enabled friendly jamming was exploited to assist the secure

A2G communications enabled by temporary UAV-BSs for

secrecy enhancement. It is noted that the inherent ideas to

jointly design the resource allocation and trajectory of dual

UAVs in the above references are quite similar, while different

optimization objectives were considered and different efficient

methods to solve the optimization problem were proposed.

Though there have been several researches on physical-

layer secure design for NOMA transmissions since the first

work [30], it is noted that the related security topic on

UAV-involved NOMA transmission schemes has not been

paid enough attention at this time. Recently, the secrecy

performance analysis and optimization of downlink NOMA

transmissions between UAV-BS and ground users were inves-

tigated in [31]–[34]. However, the secure approaches proposed

in [31]–[32] were designed based on the equipped highly-

directional multi-antenna in the considered mmWave network,

which is generally not practical for small-scale UAV-BS due

to its limited payload capacity. Moreover, the authors in [33]–

[34] investigated the precoding/beamforming and/or power al-

location design in static UAV-BS enabled scenarios, while the

inherent mobility of the UAV-BS and the resulted significant

DoFs are not exploited in all of the above researches to provide

better secrecy performance under multi-user scenarios.

Fig. 1. The considered UAV-enabled downlink multi-user network. Ground
users are categorized by their distinct service requirements. In addition, users
are paired for non-orthogonal transmissions.

Based on the above discussions, we investigate a downlink

secure UAV-BS-enabled NOMA network to serve multiple

ground users with distinguished service requirements [35],

where users are specifically categorized as security-required

users (SUs) and quality-of-service (QoS) required users (QUs).

In this scenario, it is noted that the data confidentiality of

SUs are significantly affected not only by external malicious

eavesdroppers as in [35], but also by QUs acting as inter-

nal potential eavesdroppers, which are “curious” about the

secrecy transmissions and can easily obtain the transmission

parameters and codebooks to demodulate and decode the

wiretapped symbols. However, the QoS requirements are still

regarded as their primary object, which is different from

external eavesdroppers. As a result, our goal is to maximize the

achievable secrecy performance of SUs, while simultaneously

satisfying the QoS requirements of QUs. With respect to this

scenario, the time-slotted non-orthogonal transmission scheme

is proposed where the flight period of UAV-BS is divided into

multiple time slots and a SU and a QU are formed into a

user pair in each time slot. This user-pairing strategy can not

only satisfy the service requirements of QUs, but also lead to

the improved security performance compared with traditional

orthogonal transmissions by introducing interference in the

superimposed signal against potential eavesdroppers. Further-

more, the reduced complexity of transmission design can be

achieved compared with general multi-user non-orthogonal

transmissions. In addition, the trajectory design of UAV-

BS is of great importance. By proper trajectory design, the

coverage area of UAV-BS can be enlarged to provide better

service. Moreover, the channel quality of different users can

be dynamically changed, which is helpful to enhance the

superiority of the main channel to wiretap channels, and thus

beneficial to improve the secrecy performance. It should be

pointed out that the trajectory design affected by internal

potential eavesdroppers in our work is more challenging than

those in [17]–[19], [26]–[29], since UAV-BS cannot be just

as far away from potential eavesdroppers as possible, and

thus needs to be carefully designed to achieve a trade-off

between satisfying QoS requirements and improving secrecy

performance. In addition, the user-scheduling strategy along

with power allocation are also jointly designed. Above all, the

main contributions of our paper can be summarized as follows:

1) Subject to the QoS requirements and the constraints on

UAV mobility, we jointly optimize the power allocation
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and trajectory of UAV-BS and the scheduling of ground

users to maximize the minimum achievable secrecy rate

among SUs, potentially eavesdropped by QUs.

2) For the formulated optimization problem, the penalty-

based iterative algorithm is exploited to handle the binary

integer scheduling-related variables and to deal with the

non-convexity of the corresponding constraints. Then, an

efficient iterative algorithm combined with alternative opti-

mization (AO) and successive convex approximation (SCA)

methods is proposed.

3) To reduce the computational complexity and obtain a

reasonable initial solution for the iterative algorithm, a SU-

oriented low-complexity solution is proposed based on the

higher priority of secrecy requirements of SUs, the effect

of different user pairing methods, and the typical hover-

and-fly characteristic of the optimal UAV-BS trajectory.

The rest of this paper is organized as follows: In Section

II, we present the system model and the problem formulation.

In Section III, the iterative algorithm is proposed. Then, we

focus on the low-complexity solution of the problem in Section

IV. Simulation results are presented in Section V before the

conclusion is drawn in Section VI.

II. SYSTEM MODEL AND PROBLEM FORMULATION

A. System Model

The considered UAV-enabled downlink multi-user network

is shown in Fig. 1. With their rapid development, small-scale

UAVs are promising to act as aerial platforms to provide

temporary wireless communications for the scenario where the

traditional cellular network architecture has not been estab-

lished or has been destroyed due to the natural disasters. In

future wireless communications, it has been widely recognized

that the service requirements of users will be more and more

distinguished due to different kinds of emerging applications.

According to the distinct service requirements of different

kinds of users, the ground users are categorized as K SUs with

high-level secrecy requirements and M QUs with only QoS

requirements. Here we make an assumption that the number

of SUs in our considered system is no more than that of

QUs, which is reasonable in the practical scenarios since it

is a general demand to satisfy the basic rate requirements of

mobile users and the physical-layer secrecy transmissions can

be regarded as their optional value-added services. Without

loss of generality, the k-th SU and m-th QU are located at

wk ∈ R
2×1 and vm ∈ R

2×1, respectively, in the horizontal

plane. Each node in the network is equipped with single

antenna. It should be pointed out that the above scenario

commonly exists in many practical applications. For example,

users with high secrecy priority (government officers, etc)

will buy the additional physical-layer security services from

operators while some others may not. Another typical example

is IoT applications such as the Internet of vehicles, where

some sensors require confidential data (e.g., states of vehicle

engines) while the data for some other sensors may have low

or no secrecy requirements (e.g., temperature).

B. Time-Slotted Non-Orthogonal Transmission

In this section, the time-slotted non-orthogonal transmission

scheme is introduced based on different requirements of users,

where the flight period of UAV-BS is divided into multiple

time slots and the power-domain NOMA transmission scheme

is adopted in each time slot to effectively improve the spectral

efficiency of the network and provide more opportunities

for simultaneous connectivity of ground users. Due to the

interference-limited characteristic of NOMA transmissions and

the limited computation capacity of transceivers, the user pair-

ing strategy is adopted in our proposed scheme. Specifically,

a SU and a QU are paired in each slot in our proposed

time-slotted NOMA transmission scheme. At this time, each

time slot can be exploited for the transmissions of both

SUs and QUs, in order to satisfy the requirements of QUs

and simultaneously improve the secrecy performance of SUs.

Moreover, the expected signal of the scheduled QU can be

exploited as the equivalent jamming signal in our proposed

user pairing scheme, which can reduce the eavesdropping

quality of the unpaired QUs and furthermore improve the

achievable secrecy performance of SUs.

To enlarge the coverage area for providing better service

quality, the mobility of UAV-BS should be fully exploited and

thus the trajectory design of UAV-BS is of great importance

in our proposed scheme. Due to the limited battery capacity,

the flight duration of UAV-BS is set as T , and the 3D position

of UAV-BS is represented as
{(

qT
t , H

)

∈ R
1×3
∣

∣ 0 6 t 6 T
}

,

where qt ∈ R
2×1 is the horizontal position of UAV-BS

at time instant t and H is the flight height of UAV-BS.

It is pointed out that H is set as the constant minimum

height to avoid collision with obstacles and enhance the A2G

channel quality in the meantime. To facilitate the trajectory

design, the flight duration of UAV-BS is discretized into N
time slots, where T = Nδt and δt represents the fixed

length of transmission time slot balancing the complexity and

approximation accuracy, in which the position of UAV-BS is

approximately assumed invariant. Then, the horizontal position

of UAV-BS at time slot n is denoted as q [n] ∈ R
2×1. Denote

the maximum speed of UAV-BS as Vmax, and the maximum

flight distance in each time slot is Dmax = Vmaxδt. Then, the

mobility constraints are expressed as follows:

‖q [n+ 1]− q [n]‖2 ≤ Dmax, n ∈ N ∪ {0} , (1)

where q [0] = qInitial and q [N + 1] = qFinal are the pre-

determined initial and final horizontal positions of UAV-BS,

respectively, and N , {n ∈ Z | 1 6 n 6 N}. For the user-

pairing strategy in each time slot, the scheduling constraints

are formulated as follows during the flight period:

ak [n] ∈ {0, 1} , bm [n] ∈ {0, 1} , ∀n ∈ N, (2)

∑K

k=1
ak [n] ≤ 1 ,

∑M

m=1
bm [n] ≤ 1, ∀n ∈ N, (3)

where ak [n] and bm [n] are scheduling-related binary indicator

variables. Specifically, ak [n] = 1 and bm [n] = 1 indicate that

the k-th SU and m-th QU are scheduled in the n-th time slot.
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C. Transmission and Eavesdropping Model

The transmitted superimposed signal in n-th time slot is

expressed as

s [n] =
√

α1 [n]Ptots1 [n] +
√

α2 [n]Ptots2 [n] , (4)

where Ptot is the transmit power of UAV-BS, s1 [n] and

s2 [n] are the expected signals of the scheduled SU and QU,

and α1 [n] and α2 [n] are the corresponding power allocation

coefficients that satisfy

α1 [n] + α2 [n] = 1, α1 [n] ≥ 0, α2 [n] ≥ 0, ∀n ∈ N. (5)

The A2G channels between UAV-BS and ground users are

assumed dominated by LoS conditions and thus follow the

free-space path loss model [26]–[29], which is also justified

by the 3GPP field measurements in 3GPP TR 36.777 for rural

and sub-urban scenarios with the requirement of a certain

minimum height of UAVs. Specifically, the channel power gain

from UAV-BS to the k-th SU and the m-th QU in the n-th

time slot are expressed as

hk [n] =
β0

‖q [n]−wk‖
2
+H2

, (6a)

gm [n] =
β0

‖q [n]− vm‖2 +H2
, (6b)

respectively, where β0 denotes the channel power gain at the

reference distance. Then, for the scheduled k-th SU in the n-th

time slot, the received signal is formulated as

yk [n] = hk [n]
(

√

α1 [n]Ptots1 [n]+
√

α2 [n]Ptots2 [n]
)

+ ε,

(7)

where ε∼CN
(

0, σ2
)

denotes the received noise with variance

σ2. Due to the higher priority of secrecy requirements of SUs,

the SIC process is adopted at the k-SU to firstly remove the

interference signal with the signal-to-interference-and-noise

ratio (SINR)

SINRk→m [n] =
hk [n]α2 [n] ρ

hk [n]α1 [n] ρ+ 1
, (8)

where ρ
∆
= Ptot

/

σ2 is the transmit signal-to-noise ratio (SNR).

After successful SIC process, the received SNR of the k-th SU

in the n-th time slot is denoted as

SNRk [n] = hk [n]α1 [n] ρ. (9)

Similarly, the received SINR of the expected signal of the m-

th QU and the resulted eavesdropping SNR with interference

cancellation in the n-th time slot are formulated as

SINRm [n] =
gm [n]α2 [n] ρ

gm [n]α1 [n] ρ+ 1
, (10a)

SNREve
m→k [n] = gm [n]α1 [n] ρ, (10b)

respectively. It should be pointed out that the scheduled SU

and the unscheduled QUs in our considered system have

different prior knowledge about the dynamically-adjusted pre-

coding and codeword set. Without the ability to obtain the

prior information in the transmission slot, the unscheduled

QU cannot remove the interference for successful SIC pro-

cess. Moreover, for the potential internal eavesdroppers, it is

reasonable to assume that the unscheduled QUs will not adopt

the complex signal processing technologies in advance, but

directly regard the expected signal of the secrecy transmission

of the scheduled SU as the target signal, and then decode

the target signal under the impact of the interference and

background noise. As a result, the eavesdropping SINR of

unscheduled QUs in the n-th time slot is expressed as

SINREve
m̃→k [n] =

gm̃ [n]α1 [n] ρ

gm̃ [n]α2 [n] ρ+ 1
, ∀m̃ 6= m. (11)

Then, the achievable secrecy rate of the k-th SU in the n-th

time slot is denoted as

R
(s)
k [n]

∆
= {log2 (1 + SNRk [n])−REve [n]}

+
, (12)

where {a}
+ ∆
=max (a, 0) and REve [n] denotes the maximum

eavesdropping rate in the n-th slot, which is provided at the

top of the next page.

D. Problem Formulation

We jointly design the optimal power allocation strategy, user

scheduling and UAV-BS trajectory to maximize the minimum

achievable secrecy rate among SUs as follows:

max
P,A,Q

min
k=1,2,...,K

1

N

N
∑

n=1

ak [n]R
(s)
k [n] (14a)

s.t.

N
∑

n=1

bm [n]R(QoS)
m [n] ≥ γm , m = 1, 2, ...,M (14b)

(1) , (2) , (3) and (5), (14c)

where P , {αi [n] ∈ R | i ∈ {1, 2} , ∀n} represents the set of

power allocation coefficients, A
∆
= {ak [n] , bm [n] | ∀k,m, n}

denotes the set of scheduling indicators during the flight

period, Q
∆
=
{

q [n] ∈ R
2×1
∣

∣n ∈ N
}

is the set of horizontal

positions of UAV-BS, R
(QoS)
m [n]

∆
= log2 (1 + SINRm [n])

denotes the rate of the scheduled m-th QU in the n-th time

slot, and γm is the minimum QoS requirement of the m-th

QU.

Due to the complex objective function and the non-convex

constraints (2) and (3) related to binary scheduling indicator

variables, the aforementioned problem is difficult to be di-

rectly solved. In the following sections, we firstly propose an

iteration-based algorithm with SCA methods in an alternative

manner. Then, a low-complexity algorithm is proposed by

exploiting the typical hover-and-fly characteristic of UAV-BS

and the distinct requirements of users.

III. ITERATION-BASED ALGORITHM

Due to the high complexity to jointly solve problem (14)

caused by the coupled optimization variables in the objec-

tive functions and constraints, we divide the optimization

variables into three parts, consisting of scheduling-related

indicators, power allocation coefficients, and two-dimensional

(2D) horizontal positions of UAV-BS during the time-slotted

flight period. Then, the non-convex objective function and

constraints can be approximately transformed, and the divided
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REve [n]
∆
= max
m=1,2,...,M

{

bm [n] log2
(

1+SNREve
m→k [n]

)

, (1−bm [n]) log2
(

1+SINREve
m→k [n]

)}

(13)

sub-problems can be solved in an alternative manner to obtain

a sub-optimal solution at this time.

A. User Scheduling Sub-Problem

Based on the given trajectory and power allocation strategy

during the flight period of UAV-BS, the related slack vari-

ables are introduced and the user scheduling sub-problem is

transformed as

max
A,Φ,Θ,Γ,τ

τ (15a)

s.t.
1

N

N
∑

n=1

φk [n] ≥ τ (15b)

ak [n] · θk [n] ≥ φk [n] , ∀k, n (15c)

log2 (1 + SNRk [n])−ςk [n] ≥ θk [n] , ∀k, n (15d)

bm [n] · log2
(

1 + SNREve
m→k [n]

)

≤ ςk [n] (15e)

(1−bm [n])·log2
(

1+SINREve
m→k [n]

)

≤ ςk [n] (15f)

N
∑

n=1

bm [n] · log2 (1 + SINRm [n]) ≥ γm (15g)

(2) and (3) (15h)

where Φ
∆
= {φk [n] ∈ R| ∀k, n}, Θ

∆
= {θk [n] ∈ R| ∀k, n},

and Γ
∆
= { ςk [n] ∈ R| k ∈ {1, 2, ...,K} , ∀n} are the intro-

duced slack variable sets. The difficulty of solving the above

transformed optimization problem lies in the non-convexity

of constraint (15c) and the existence of binary integer vari-

ables. Therefore, we firstly introduce continuous variables

Ã
∆
=
{

ãk [n] ∈ R, b̃m [n] ∈ R

∣

∣

∣
∀k,m, n

}

and relax the orig-

inal scheduling-related optimization variables into continuous

ones at the same time. In such a context, additional equality

constraints are introduced that

ak [n] (1− ãk [n]) = 0, ak [n] = ãk [n] (16)

bm [n]
(

1− b̃m [n]
)

= 0, bm [n] = b̃m [n] (17)

are satisfied for ∀k,m, n and thus the optimal relaxed contin-

uous variables are restricted to have the binary integer forms.

Then, the penalty terms with respect to the above equalities

are introduced into the objective function to reflect the impact

of constraint relaxation on the optimal solutions1. The resulted

1Though the binary variable relaxation method can be applied for user-
scheduling design as in [36], the penalty-based algorithm is more appropriate
in this paper without the reconstruction of binary integer scheduling variables,
due to the requirement of the fixed length of each transmission time slot.

optimization problem is formulated as follows:

max
A,Φ,Θ,Γ,Ã

τ−η
∑

k,n

(

(ak [n]−ãk [n])
2
+(ak [n] (1−ãk [n]))

2
)

−η
∑

m,n

(

(

bm [n]− b̃m [n]
)2

+
(

bm [n]
(

1− b̃m [n]
))2

)

(18a)

s.t. 0 ≤ ak [n] ≤ 1, 0 ≤ bm [n] ≤ 1, ∀k,m, n
(18b)

(15b)− (15g) and (3), (18c)

where η is denoted as the penalty coefficient, and constraints

(18b) is introduced to accelerate the rate of convergence. Based

on the above problem, an iteration-based algorithm is proposed

to update η through iterations. The values of penalty terms in

the objective function are finally under a predefined threshold

when the algorithm converges, which means that the optimal

solutions of the relaxed variables are satisfied to approximately

have the binary integer forms.

In each iteration, it is observed that the introduced variables

Ã only exist in the objective function of problem (18). As a

result, the optimization variables can be equivalently divided

into Ã and {A,Φ,Θ,Γ}, and the optimization problem can

be iteratively solved in an alternative manner. In the i-th inner

iteration, with the fixed A(i−1) obtained in the (i − 1)-th
iteration, the optimal Ã(i) can be derived via the first-order

derivative of the objective function as follows:

ã
(i)
k [n] = a

(i−1)
k [n]

(

1+a
(i−1)
k [n]

)

/

1 +
(

a
(i−1)
k [n]

)2

, (19)

b̃(i)m [n] = b(i−1)m [n]
(

1 + b(i−1)m [n]
)

/

1 +
(

b(i−1)m [n]
)2

. (20)

Based on the obtained Ã(i), we aim to solve problem (18) to

optimize the other variables. Due to the coupling of optimiza-

tion variables in constraint (15c), we exploit the first-order

Taylor approximation method and thus the constraint (15c) in

i-th inner iteration is transformed as

a
(i)
k [n] · θ

(i)
k [n] ≥ φ

(i)
k [n]

⇒

(

a
(i)
k [n]+θ

(i)
k [n]

)2

4
−

(

a
(i)
k [n]−θ

(i)
k [n]

)2

4
≥ φ

(i)
k [n]

(21)

⇒
(aok [n] + θok [n])

2

4
+

(aok [n] + θok [n]) (ak [n] + θk [n])

2

−

(

a
(i)
k [n]− θ

(i)
k [n]

)2

4
≥ φ

(i)
k [n] ,

where aok [n] = a
(i−1)
k [n] and θok [n] = θ

(i−1)
k [n] are obtained

in the (i−1)-th iteration, representing the fixed points of first-

order approximation. After substituting constraint (21), the

transformed sub-problem satisfies the requirements of convex

optimization, and thus can be efficiently solved. The proposed
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Algorithm 1 Penalty-Based Iterative Algorithm for User-

Scheduling Sub-Problem

1: Initialize: Fixed power allocation coefficients α and UAV-

BS trajectory Q;

2: Set: Outer iteration index as i = 0, inner iteration index

as j = 0, penalty coefficient η = 1, increasing factor

c = 2, maximum iteration step L = 20, and the threshold

ω = 10−3;

3: Repeat (Outer Loop): i = i+ 1;

4: Initialize:
{

A(0),Φ(0)
}

and Rold = 10−7;

5: Repeat (Inner Loop): j = j + 1;

6: Obtain the optimal Ã(j) by (19) and (20) with fixed

A(j−1);

7: Solve problem (18) and obtain the optimal A(j) and

objective function value R;

8: Until: (R−Rold)/Rold ≤ ω or j > L; Else:

Rold = R;

9: Calculate: κ representing the maximum value of the

penalty terms;

10: Until: κ ≤ ω or i > L; Else: η = cη;

penalty-based algorithm is summarized as Algorithm 1.

Remark 1: It is mentioned that the scheduled SU should

have a better channel condition than the paired QU in each

slot to ensure the perfect SIC process, which may be required

as an additional constraint for optimization. However, since

the scheduled QU has the ability to decode, reconstruct and

remove the interference signal for interception, if the channel

quality from UAV-BS to the scheduled QU is better than that

to the scheduled SU, the eavesdropping channel capacity is

superior to the main channel capacity, which will lead to the

zero achievable secrecy capacity. As a result, for the user-

scheduling design, it is obvious that the channel quality of the

scheduled QU will not be better than that of the scheduled

SU to maximize the achievable secrecy rate performance, and

thus the perfect SIC process can be reasonably satisfied.

B. Power Allocation Sub-Problem

Based on the given UAV-BS horizontal trajectory and user

scheduling policy, the slack variables are introduced and the

power allocation sub-problem is formulated as

max
P,u,τ

τ (22a)

s.t.
1

N

∑

n∈Ωk

(log2 (1+ρhk [n]α1 [n])−µ [n]) ≥ τ (22b)

log2
(

1 + ρgm∗[n] [n]α1 [n]
)

≤ µ [n] , (22c)

log2

(

1+
ρgm [n]α1 [n]

ρgm [n]α2 [n]+1

)

≤µ [n] , ∀m 6=m∗ [n]

(22d)

∑

n∈Ψm

log2

(

1+
ρgm [n]α2 [n]

ρgm [n]α1 [n]+1

)

≥γm, and (5)

(22e)

where u
∆
= {µ [n] ∈ R|n ∈ N} is the introduced slack

variable set, Ωk
∆
= {n ∈ N| ak [n] = 1} and Ψm

∆
=

{n ∈ N| bm [n] = 1} represent the collection of scheduled

time slots of the k-th SU and m-th QU, respectively, and

m∗ [n]
∆
= {m| bm [n] = 1} is defined as the index of the sched-

uled QU in the n-th time slot. By exploiting the constraint

α1 [n] +α2 [n] = 1, ∀n, the constraint (22d) is transformed as

log2 (1 + ρgm [n])− log2 (1 + ρgm [n]α2 [n]) ≤ µ [n] , (23)

which is observed to satisfy the requirements of convex op-

timization. Then, the first-order Taylor approximation method

can be exploited to approximately transform other non-convex

constraints as in the previous sub-section, which are omitted

in this sub-section due to the page limit. After substituting

the above approximated constraints into problem (22), the

transformed sub-problem satisfies the requirements of convex

optimization and thus can be efficiently solved.

C. Trajectory Design Sub-Problem

Based on the given user scheduling policy and the fixed

power allocation coefficients, the slack variables are intro-

duced and the trajectory design sub-problem is formulated as

max
Q,u,τ

τ (24a)

s.t.
1

N

∑

n∈Ωk

(

log2

(

1+
ρβ0α1 [n]

‖q [n]−wk‖
2
+H2

)

−µ [n]

)

≥τ

(24b)

log2

(

1 +
ρβ0α1 [n]

∥

∥q [n]− vm∗[n]

∥

∥

2
+H2

)

≤ µ [n] , (24c)

log2

(

1+
ρβ0

‖q [n]−vm‖2+H2

)

−log2

(

1+
ρβ0α2 [n]

‖q [n]−vm‖2+H2

)

≤ µ [n] , ∀m 6= m∗ [n]

(24d)

∑

n∈Ψm

(

log2

(

1+
ρβ0

‖q [n]−vm‖
2
+H2

))

−
∑

n∈Ψm

(

log2

(

1+
ρβ0α1 [n]

‖q [n]− vm‖
2
+H2

))

≥ γm (24e)

‖q [n+ 1]− q [n]‖2 ≤ Dmax, ∀n ∈ N ∪ {0} . (24f)

To solve problem (24), the slack variables, which denote the

lower bound of the squared-distance between UAV-BS and

QUs, are firstly introduced as

πm [n] ≤ ‖q [n]− vm‖2, ∀m,n. (25)

As a result, the corresponding term in constraint (24c) can be

approximately transformed as

log2

(

1+
ρβ0α1 [n]

∥

∥q [n]−vm∗[n]

∥

∥

2
+H2

)

≤ log2

(

1+
ρβ0α1 [n]

πm∗[n] [n]+H2

)

(26)

which is a convex function with respect to πm∗[n] [n], and thus

the non-convexity of constraint (24c) is handled. To deal with
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̟3 = O
(

√

2(K +M + (M + 1)N + 1) ((M + 3)N)
(

9KN2 + 9MN (N + 1) + 11N − 8
)

)

(28)

the non-convexity introduced by other constraints, the first-

order Taylor approximation method is exploited to transform

the non-convex term into its linear form as in the previous sub-

sections, which are omitted in this sub-section due to the page

limit. It should be pointed out that the introduced constraint

(25) with respect to the lower bound on the square of distance

is also non-convex, and thus should be transformed as

πm [n]≤‖qo [n]−vm‖2+2(qo [n]−vm)T (q [n]−qo [n])

≤ ‖q [n]− vm‖2. (27)

Based on the aforementioned linear approximations, the trans-

formed optimization sub-problem satisfies the requirements of

convex optimization and thus can be efficiently solved.

D. Overall Algorithm and Computational Complexity Analysis

According to the aforementioned solutions for each sub-

problem, the overall AO-based iterative algorithm is summa-

rized as Algorithm 2. In general, the overall algorithm can

converge to a stationary point, which is a sub-optimal solution

to problem (14). The detailed proof of the convergence can be

found in [17], and thus are left out in this work for the brevity.

Then, it is noted that problem (18) in each iteration of

Algorithm 1 is a linear programming (LP) and the complex-

ity of solving a LP is O
(

n2
LPmLP

)

, where mLP denotes

the number of constraints and nLP is the dimension of

optimization variables [37]. Specifically, we have mLP =
(4K + 2 (K + 1)M)N and nLP = (4K +M)N . Therefore,

the computational complexity of Algorithm 1 is denoted as

̟1 = O
(

η1η2 (4K + 2 (K + 1)M) (4K +M)
2
N3
)

, where

η1 and η2 represent the numbers of inner and outer iterations

of Algorithm 1, respectively. Since the power allocation sub-

problem is also a LP, the computational complexity can be sim-

ilarly represented as ̟2 = O
(

4(K +M + (M + 2)N)N2
)

.

As for the trajectory design sub-problem, since the trans-

formed constrains are all convex quadratic constraints, the

computational complexity is denoted at the top of the next

page, as in [38], [39]. Therefore, the overall computational

complexity of Algorithm 2 can be represented as ̟ =
O (η3 (̟1 +̟2 +̟3)), where η3 denotes the number of

iterations for Algorithm 2 to reach the convergence.

IV. LOW-COMPLEXITY SOLUTION

Though the alternation-based iterative algorithm to effec-

tively solve problem (14) is proposed in the previous section,

it is pointed out that there exist the following drawbacks:

1) Due to the iterative processing, especially in the double-

loop penalty-based Algorithm 1, the computational com-

plexity of Algorithm 2 is significantly high to obtain a

sub-optimal solution as analyzed in Section III-E.

2) For the initialization step, it is noted that a feasible so-

lution of problem (14) needs to be obtained in advance.

It should be demonstrated that the obtained sub-optimal

Algorithm 2 AO-Based Iterative Algorithm

1: Initialize: User scheduling indicators A(0), power alloca-

tion coefficients P(0) and UAV-BS trajectory Q(0);

2: Set: Iteration index as i = 0 and initial objective value

Rold = 10−7;

3: Set: The maximum iteration step L = 20 and the threshold

ω = 10−3;

4: Repeat: i = i+ 1;

5: Calculate: The optimal A(i) by Algorithm 1 with fixed

A(i−1), P(i−1), and Q(i−1);

6: Calculate: The optimal P(i) by solving problem (22)

with fixed A(i), P(i−1), and Q(i−1);

7: Calculate: The optimal Q(i) by solving problem (24)

with fixed A(i), P(i), and Q(i−1);

8: Obtain the current optimal value of the objective

function as R;

9: Until: (R−Rold)/Rold ≤ ω or i > L; Else: Rold = R;

solution through multiple iterations is highly related to the

initial solution, and thus we have to particularly choose a

reasonable initial solution for Algorithm 2, which requires

a systematic approach.

Based on the above analyses, we prefer to design a low-

complexity algorithm to solve problem (14) by exploiting

the hover-and-fly characteristic of the generally optimal UAV

trajectory, the distinct requirements and priorities of SUs and

QUs, and the effect of different user pairing policies in non-

orthogonal transmissions in this section. Similar to Section III,

the overall problem is decoupled into three aspects, consisting

of the user-scheduling design, the UAV-BS trajectory design,

and finally the power allocation design.

A. User-Scheduling Design

There exist the following two candidate schemes for our

user-pairing design:

1) The scheduled SU is paired with the worst-channel-quality

QU. Therefore, there exists a sufficient gap between the

channel quality of the scheduled SU and QU, which is

useful for NOMA to provide better quality compared with

traditional OMA. Moreover, only the worst-channel-quality

QU has the ability to remove the interference by SIC, and

thus the eavesdropping threat by QUs can be reduced.

2) The scheduled SU is paired with the best-channel-quality

QU. In this case, the best capacity region performance can

be achieved among all the possible choices of user pairing.

Due to the priority of security requirements of SUs and the

relatively low QoS requirements of QUs in our considered

scenario, we select the first user-pairing scheme to achieve

better secrecy performance. It is noted that due to the fact that

the trajectory design is mainly determined by the locations of

SUs, the worst-channel-quality QU can thus be equivalently
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approximated as the most distant QU away from the scheduled

SU, which can be mathematically expressed as

m̃ = arg min
m=1,2,...,M

dk→m if ak = 1. (29)

However, for ease of facilitation and to reflect the fairness

of service for each user during the flight period, based on

the assumption that there exist more QUs than SUs in our

investigated system, the maximal number of the possible user

pairs with each SU is firstly defined as L = ceil (M/K). Then

the distance set between each SU and each QU is defined as

{dk→m| ∀k = 1, 2, ...,K; ∀m = 1, 2, ...,M} , (30)

where dk→m representing the relative distance between the

k-th SU and the m-th QU is mathematically defined as

dk→m
∆
= ‖wk − vm‖2. (31)

According to the descending order of the distance set, from

the beginning of the maximum distance, if the number of the

user pairs that have been constructed with respect to a certain

SU is under the defined L, then the SU and QU related to

the considered distance are paired. On the other hand, if the

number of the user pairs that have been constructed with a

certain SU is equal to L, then this considered distance will be

left out and the procedure will be continued. To make it clear,

for a certain distance dk→m in the set with the descending

order, the above explanation can be expressed as
{

if numk<L : Construct a user pair with SUk and QUm

if numk=L : Continue with the descending order
(32)

where numk is defined as the number of the user pairs that

have been constructed with respect to the k-th SU. As a

result, multiple distant QUs can be potentially paired with the

same SU to construct multiple user pairs, so as to ensure the

connectivity of each QU during the flight period when there

exist more QUs than SUs. After determining the above specific

user pairing scheme, along the trajectory we can schedule the

nearest SU in each time slot, which can be mathematically

expressed as

k̃ = arg min
k=1,2,...,K

dUAV →k [n] , (33)

where dUAV →k [n] representing the relative distance between

UAV-BS and the k-th SU in the n-th transmission time slot is

mathematically defined as

dUAV →k [n]
∆
= ‖q [n]−wk‖2. (34)

Then, the paired QU is scheduled according to the user pairing

scheme. Moreover, if there exist multiple user pairs with

the scheduled SU, the specific scheduled QU in each slot is

randomly selected on the basis that each QU has the same

number of scheduled time slots.

B. UAV-BS trajectory Design

According to the specific user-pairing policy among SUs

and QUs, the UAV-BS trajectory design is investigated in

this section. It should be pointed out that for each user pair,

Fig. 2. The possible optimal hovering locations of UAV-BS for the typical
user pair.

there exists the corresponding optimal horizontal location to

provide the best secrecy performance. In such a context,

the inherent characteristic of our UAV-BS trajectory design

is to sequentially move to these optimal locations with the

maximum speed and then hover at the optimal locations for

better secrecy performance, which is the typical fly-hover-

fly protocol. It is noted that this protocol has been shown

as the optimal choice in previous researches. On this basis,

there are several remaining problems about the specific UAV-

BS trajectory design as follows, consisting of the optimal

location design for each user pair, the number of time slots for

hovering at each optimal location, and the ordering to reach

each optimal location.

For each user pair, the possible optimal hovering locations

of UAV-BS are highly related to the locations of the scheduled

users as shown in Fig. 2, where d denotes the distance between

the scheduled users, d1 and d2 represent the distances of the

scheduled SU and QU away from UAV-BS, respectively, and

x is the distance between the horizontal projection of UAV-BS

and the scheduled SU. Due to the priority of security require-

ments, it is promising to enhance the channel superiority of the

scheduled SU compared with the scheduled QU. Therefore, it

is clear that the hovering location in case (b) is worse than

that in case (c) due to the smaller d2 and larger d1. Moreover,

since d1 in case (d) equals to that in case (a) while d2 in case

(d) is smaller than that in case (a), the hovering location in

case (d) is also worse than that in case (a). Then for cases (a)

and (c), we define the following secrecy-rate related function

f (x)
∆
=

1

h2 + x2
−

1

h2 + (x+ d)
2 , (35)

and the first-order derivative with respect to x for x ≥ 0 is

derived at the top of the next page. It is observed from (36)

that the first-order derivative at x = 0 is positive, and thus the

hovering location in case (c) is worse than that in case (a).

Then, the optimal x∗ can be obtained at df (x)/dx = 0 by a

bisection search method.

After determining the optimal hovering locations, we aim to

design the number of time slots for hovering at each optimal

location. According to the limited flight period of UAV-BS,

there are two possible conditions for hovering. On one hand,

due to the limited maximum speed and the limited flight
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df (x)

dx
=

−6dx4 − 12d2x3 −
(

4h2d+ 8d3
)

x2 −
(

4h2d2 + 2d4
)

x+ 2h4d

(x4 + 2dx3 + (2h2 + d2)x2 + 2h2dx+ h4 + h2d2)2
. (36)

period of UAV-BS, there is no remaining hovering time at

each optimal location. On the other hand, the flight period

is enough to satisfy the mobility requirement, and thus the

remaining hovering time needs to be effectively allocated for

each hovering location. To this regard, due to the inherent

requirement of fairness in the objective function of problem

(14), the remaining time slots are evenly allocated to optimal

locations for hovering.

Remark 2: For the above designs of UAV-BS trajectory and

user-scheduling, which are also regarded as the initial feasible

solution for our proposed iterative algorithm in Section III, it

is noted that the UAV-BS trajectory is designed mainly based

on the locations of SUs, while the scheduled QU in each

transmission time slot is selected as the most distant user

from the scheduled SU. As a result, the scheduled SU will

have better channel quality than the scheduled QU in each

transmission slot, and thus the perfect SIC process can also

be reasonably satisfied.

Remark 3: If the determined optimal hovering locations

for different user pairs with the same SU are adjacent to

each other, it is a better choice in practice to select a typical

hovering location for all of these pairs to save the time for

movement and the energy consumption. Then, the remaining

time slots can be proportionally allocated to hovering loca-

tions, according to the number of related user pairs at each

hovering location.

As for the ordering design, the goal is to reduce the flying

time between optimal locations during the flight. With the

constant maximum speed, this problem is equivalent to the

classic travel salesman problem (TSP). As a result, the efficient

algorithm in [40] is exploited to solve this problem, which is

omitted in this paper due to the limit of pages.

C. Power Allocation Design

Based on the obtained user-scheduling and UAV-BS trajec-

tory, we investigate the transmit power allocation design in this

section. It is noted that after removing the QoS requirements in

the original optimization problem and exploit the relationship

α1 + α2 = 1, the power allocation problem in each time slot

can be expressed as

max
µ,α1

log2 (1 + ρhkα1)− µ (37a)

s.t. µ ≥ f1 (α1)
∆
= log2 (1 + ρgm∗α1) (37b)

µ ≥ log2

(

1 +
ρgmα1

ρgm (1− α1) + 1

)

, ∀m 6= m∗

(37c)

0 ≤ α1 ≤ 1, (37d)

which can be seen as a single-variable optimization problem

with respect to α1, while µ is the introduced slack variable for

brevity. Due to the fact that among the unscheduled QUs, the

one with the best channel quality will cause the most serious

eavesdropping threat to the confidential transmission, and thus

constraint (37c) is equivalently transformed as

µ ≥ f2 (α1)
∆
= log2

(

1 +
ρgm̃α1

ρgm̃ (1− α1) + 1

)

, (38)

where m̃
∆
= arg maxm 6=m∗gm. On this basis, it is observed

that the optimal µ is highly related to α1, and thus by

comparing constraints (37b) and (38), we have
{

C1 : f1 (α1)≥f2 (α1) , α1 ≤ 1−(gm̃−gm∗)/ρgm̃gm∗

C2 : f1 (α1)≤f2 (α1) , α1 ≥ 1−(gm̃−gm∗)/ρgm̃gm∗

(39)

Under the condition C1, which corresponds to the condition

that the scheduled QU causes the greatest eavesdropping threat

among QUs, the power allocation problem is reformulated as

max
α1

log2 (1 + ρhkα1)− log2 (1 + ρgm∗α1) (40a)

s.t. 0 ≤ α1 ≤ 1− {(gm̃ − gm∗)/ρgm̃gm∗}+, (40b)

where {·}
+

is introduced to cope with the scenario that the

scheduled QU has the best channel quality in the considered

time slot. Then, the optimal α∗
1 of problem (40) can be derived

in the following cases:

1) Case 1: The channel quality of the scheduled QU is better

than that of the scheduled SU. In such a context, the

objective function of problem (40) is monotonic decreasing

with respect to α1, and thus the optimal α∗
1 = 0, which

means that the total transmit power is exploited to satisfy

the QoS requirement of the scheduled QU in this time slot.

2) Case 2: The channel quality of the scheduled SU is better

than the channel quality of the scheduled QU, and the

scheduled QU has the best channel quality among QUs.

Under this condition, the objective function is monotonic

increasing with respect to α1 and constraint (40b) equals to

0 ≤ α1 ≤ 1. As a result, the optimal α∗
1 = 1, which means

that the total transmit power is exploited for confidential

transmissions of the scheduled SU.

3) Case 3: The channel quality of the scheduled SU is

better than the channel quality of the scheduled QU,

while the unscheduled QU with the greatest eavesdropping

threat has better channel quality than the scheduled QU.

Then, according to the monotonic increasing objective

function, the optimal α1 is selected as its upper-bound

(gm̃ − gm∗)/ρgm̃gm∗ . It is observed that the expected

signal of the scheduled QU is equivalently recognized

as the interference to reduce the eavesdropping ability

of the unscheduled QUs, and thus improve the secrecy

performance.

Under the condition C2, which corresponds to the condition

that the unscheduled QU with the best channel quality causes

the greatest eavesdropping threat among QUs, the power
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allocation problem is reformulated as

max
α1

log2 (1 + ρhkα1) + log2 (1 + ρgm̃ − ρgm̃α1) (41a)

s.t. 1− (gm̃ − gm∗)/ρgm̃gm∗ ≤ α1 ≤ 1, (41b)

where the constant term −log2 (1 + ρgm̃) is left out in the ob-

jective function. Moreover, after removing the non-decreasing

logarithmic function, it is observed that the objective function

is concave with respect to α1, and thus through the first-order

derivative the optimal point of α1 is derived as

α̃1 = (ρhk (1 + ρgm̃)− ρgm̃)
/

2ρ2hkgm̃, (42)

Then, the optimal α∗
1 of problem (41) can be derived in the

following cases:

1) Case 4: If α̃1 ≤ 1 − (gm̃ − gm∗)/ρgm̃gm∗ , the objective

function is monotonic decreasing with respect to α1 in

the range of (41b), and thus the optimal α∗
1 = 1 −

(gm̃ − gm∗)/ρgm̃gm∗ . It is pointed out that the eavesdrop-

ping rate of the scheduled QU exactly equals to that of

the unscheduled QU with the best channel quality, which

means that the goal of power allocation in this case is to

balance the eavesdropping threats among all QUs.

2) Case 5: If 1−(gm̃ − gm∗)/ρgm̃gm∗ ≤ α̃1 ≤ 1, the optimal

point α̃1 is feasible for problem (41), and thus the optimal

α∗
1 = α̃1.

3) Case 6: If α̃1 ≥ 1, the objective function is monotonic

increasing with respect to α1 in the range of (41b), and

thus the optimal α∗
1 = 1. A reasonable explanation for this

case is that the gap of channel gains between the scheduled

SU and the most threatening QU is particularly large, and

thus the additional interference is not efficient to improve

the secrecy performance compared with exploiting the total

transmit power for confidential transmissions.

The power allocation policy for each time slot is proposed

in the above cases by leaving out the QoS requirements. Given

this power allocation policy, the QoS requirements can be

simultaneously satisfied on one hand, while the QoS require-

ments may not be satisfied due to the limited power allocation

for the expected signals of QUs, which is actually a more

general case. For the latter, the separately designed power

allocation policy needs to be adjusted. Since the received SINR

of each QU is monotonically increasing with α2 according to

(10), the bisection search method can be exploited to meet the

QoS requirements, and simultaneously improve the secrecy

performance as much as possible.

D. Overall Algorithm

Based on the aforementioned design, the overall low-

complexity algorithm is summarized as Algorithm 3. It is

pointed out that through Algorithm 3, we are able to obtain

a feasible solution of problem (14), which is reasonable ac-

cording to our analyses and thus can be exploited as an initial

solution of Algorithm 2 for further iterative optimization.

Remark 4: (Computational Complexity Analysis) As for

Algorithm 3, the main computational complexities are resulted

from bisection methods to obtain the optimal hovering lo-

cations and adjust the power allocation to satisfy the QoS

Algorithm 3 Low-Complexity Algorithm

1: Set: The maximum scheduling number L = ceil (M/K);

2: Calculate: The distance between each SU and QU;

3: Determine the user pairing according to the descending

order of distances;

4: The number of paired QUs with each SU cannot exceed

L;

5: Calculate: The optimal hovering location for each user

pair according to (36) and bisection search method, the

total time slots for mobility of UAV-BS with the maximum

speed, and the remaining time slots for hovering NH ;

6: Repeat:

7: Move to the nearest optimal hovering location with the

maximum speed;

8: Hover with floor (NH/M) time slots;

9: Until: Return to the final location;

10: Calculate: The time-slotted UAV-BS trajectory Q and the

scheduling indicator A according to the user-scheduling

design in Section IV-A;

11: Calculate: The optimal power allocation α∗ of problem

(37) in each time slot according to Section IV-C.

12: If: The QoS requirements can be satisfied, α = α∗;

13: Else: Obtain the power allocation on the basis of α∗

through bisection search method;

14: Output: UAV-BS trajectory Q, user-scheduling indicator

A, and power allocation α;

requirements. Therefore, the overall computational complexity

of Algorithm 3 is represented as O (Mη4 +Nη5), where η4
and η5 denote the numbers of iterations for the dual bisection

search processes, respectively.

V. SIMULATION RESULTS

In this section, we numerically evaluate the obtained secrecy

performances by exploiting our proposed iterative algorithm

and low-complexity algorithm, respectively. In addition, a con-

ventional benchmark OMA scheme with similar optimization

process is introduced for performance comparison. Specifi-

cally, the limited flight period of UAV-BS is also divided

into multiple transmission time slots, while only a SU or QU

can be scheduled in each slot. Then, based on the similar

optimization process in Section III and IV, since the available

transmit power can be exploited for the scheduled user in each

time slot, the user-scheduling and UAV-BS trajectory for the

proposed benchmark OMA scheme will be jointly designed.

It is noted that to satisfy the service requirement of each QU

and to improve the achievable secrecy performance of each

SU, the initial design for the trajectory of UAV-BS is mainly

determined by the locations of both SUs and QUs, instead of

only the locations of SUs in the time-slotted NOMA scheme,

and the number of time slots for hovering to serve each QU

will be determined by their QoS requirements. In addition,

the user-scheduling scheme based on the minimum distance

principle is adopted. These transmission schemes are rec-

ognized as “Iterative-Optimized NOMA”, “Low-Complexity-
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Fig. 3. The convergence performance analysis for different iterative processes
with several randomly generated realizations.

Designed NOMA”, and “Iterative-Optimized OMA”, respec-

tively, in the following. The simulation parameters are set

as following without special instructions. Firstly, the three-

dimensional Cartesian coordinate system is constructed, in

order to mathematically describe our investigated scenario

for simulations. Then, the covered region of UAV-BS can

be regarded as a square area in the horizontal plane with

a side length of 100m, the center of which is the original

point of the constructed coordinate system. Without loss of

generality, the initial and final locations of UAV-BS are both

set as the original point of the horizontal plane, which aims to

provide better service of fairness for the covered area and to

periodically charge the UAV-BS. It is assumed that there are

K = 3 SUs and M = 3 QUs and the horizontal locations of

which are uniformly distributed in the covered region. As for

the parameters setting of UAV-BS, the constant flight height of

UAV-BS is set as H = 100m, the flight duration of UAV-BS

is set as T = 100s, the total transmit power of UAV-BS is

set as Ptot = 20dBm, and the maximum speed of UAV-BS is

set as Vmax = 20m/s. As for time discretization, the length

of each time slot is set as δt = 1s. As for the parameters

setting of legitimate users, the variance of the received noise
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Fig. 4. Average minimum achievable secrecy rates among SUs versus the
available transmit power at UAV-BS, where dash lines represent the obtained
performances of low-complexity algorithms and solid lines represent the
obtained performances after iterations.

is σ2 = −100dBm and the QoS requirement of each QU is

set as γm = 10bits/Hz during the flight period. As for other

constant parameters, the channel power gain at the reference

distance is β0 = −70dB, the maximum tolerable error and the

pre-determined maximum number of steps of both inner and

outer iteration processes are set as 10−3 and 20, respectively,

and the optimization problem is solved for 50 times with

randomly distributed user locations.

To evaluate the convergence performance of our proposed

algorithms, Fig. 3(a) depicts the obtained secrecy performance

of each step before convergence by exploiting Algorithm 2

to solve the optimization problem, while Fig. 3(b) depicts

the required numbers of iterations to converge for different

iterative processes, all with multiple random realizations. It is

observed that all of the realizations can converge to specific

values with finite numbers of iterations at least. In addition, it

is noticed that the required numbers of iterations to converge

with randomly generated user locations does not appear to be

much different from each other, which implies that the rate

for convergence of our proposed algorithm is stable.

In Fig. 4, we investigate the achievable secrecy rate perfor-

mance versus the total transmit power at UAV-BS. To manifest

the performance superiority of our proposed low-complexity

algorithm, some benchmarks with comparable complexity are

additionally provided: 1) The expected signals of the scheduled

SU and QU are allocated with equal power in each transmis-

sion time slot. 2) The nearest SU and the nearest QU with

respect to UAV-BS in each slot are scheduled. 3) The non-

specific UAV-BS trajectory with user locations is adopted,

where UAV-BS periodically moves along the sides of the

square area above the horizontal plane, determined by points

set {(50, 50) , (50,−50) , (−50,−50) , (−50, 50)}. The above

benchmarks are named as “Equal-Power Allocation”, “Near-

Near User-Pairing”, and “Simplified UAV-BS Trajectory”,

respectively. Then, the obtained secrecy performances after

iterations with different low-complexity benchmarks as initial

feasible solutions are also compared. It is observed that our

proposed NOMA transmission scheme after iterative optimiza-
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Fig. 5. The Scheduling indicators of SUs and QUs in each time slot
for both low-complexity-designed NOMA and iterative-optimized NOMA,
respectively.

tion process can achieve better secrecy performance compared

with the proposed benchmark schemes, which validates the

performance superiority of our proposed transmission scheme.

Then, it is observed that there is only a little performance

difference between our proposed NOMA transmission scheme

and “Equal-Power Allocation” for both low-complexity de-

sign and iterative optimization. This observation indicates

that if the QoS requirements can be satisfied, the impact

of power allocation for each transmission time slot on the

resulted secrecy performance is quite limited, especially for

high transmit SNR scenario. Moreover, it is observed that

compared with the OMA transmission scheme, the proposed

benchmarks with NOMA transmission can even lead to the

worse secrecy performance, which demonstrates the signifi-

cance of the user-scheduling and UAV-BS trajectory design for

NOMA transmission. Finally, it is noted that the performance

improvement will gradually decrease with the increase of

transmit power, since the achievable secrecy rate will be

determined by the ratio of the main channel to the most

threatening eavesdropping channel for extremely high transmit

SNR, which is independent of the transmit power.

Fig. 5 compares the scheduling of users in each time slot
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Fig. 6. Average minimum achievable secrecy rates among SUs versus the
QoS requirement of each QU and the flight period of UAV-BS, where dash
lines represent the obtained performances of low-complexity algorithms and
solid lines represent the obtained performances after iterations.

for low-Complexity-Designed NOMA and iterative-Optimized

NOMA for one random realization of user locations. It is

observed that the user-scheduling is nearly unchanged after it-

erative optimization, which demonstrates the rationality of our

proposed user-scheduling policy for low-complexity design.

Then, together with Fig. 4, we can further draw a conclusion

that the trajectory design of the iterative optimization has a

significant impact on the secrecy performance improvement

compared with the obtained secrecy performance by low-

complexity algorithm.

Then, to evaluate the impact of QoS requirements of QUs

and the flight period of UAV-BS on the obtained secrecy

performance, Fig. 6(a) and Fig. 6(b) are provided. It is noted

that due to the limit impact of power allocation on the

obtained secrecy performance, the “Equal-Power Allocation”

benchmark is omitted. From Fig. 6(a), it is observed that our

proposed NOMA transmission scheme can perform better than

other benchmark schemes even with the QoS requirements

becoming more stringent. Moreover, it is also observed that the

obtained secrecy performance of NOMA transmission scheme

with inappropriate user-scheduling design, such as the “Near-
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Fig. 7. Specific UAV-BS trajectories with different parameter settings for each transmission scheme.

Near User-Pairing” scheme, will lead to worse performance

compared with the OMA transmission scheme irrespective of

the QoS requirements. From Fig. 6(a), though only the limited

performance degradation is observed with the increase of QoS

requirements, it is reasonable to predict that the achievable

secrecy performance will be sharply degraded with higher QoS

requirements. This observation can be accounted for that to

satisfy the higher QoS requirements, the determined hovering

locations of UAV-BS may exist in the neighborhood of QUs,

and thus the channel quality of the scheduled SU is degraded,

even worse than the scheduled QU, which will significantly

deteriorate the secrecy performance.

From Fig. 6(b), the similar conclusions with Fig. 6(a) can

be drawn with respect to the achievable secrecy performances

between different schemes, which once more demonstrates the

significance of the user-scheduling and UAV-BS trajectory de-

sign for NOMA transmission. In addition, for the “Near-Near

User-Pairing” and “Simplified UAV-BS Trajectory” bench-

mark schemes, it is noted that there is nearly no improvement

of the obtained secrecy performance after iterations with

the increase of flight period, and thus the performance gap

between these schemes and our proposed NOMA transmission

scheme will be enlarged. Moreover, as the pace of secrecy

performance improvement gradually becomes slow with the

increase of flight period, we can predict that the obtained

achievable secrecy performances of different transmission

schemes will finally converge to some stationary values. This

is due to the fact that the achievable secrecy performance will

be mainly determined by UAV-BS hovering at specific optimal

locations at this time, which can be equivalently recognized

as multiple static UAV-BS transmission cases and thus the

average secrecy performance during the flight period will be

unchanged.

Fig. 7 depicts the specific UAV-BS trajectories for one

random sample of user locations with different parameter

settings for each transmission scheme to reflect the the impact

of system parameters on the UAV-BS trajectory design of

different transmission schemes. Firstly, it is observed from Fig.

7(a) that the obtained UAV-BS trajectory of low-Complexity-

Designed NOMA and iterative-Optimized NOMA have similar

characteristics, but this similarity still has a great impact

on secrecy performance as previously indicated in Fig. 5.

However, the designed trajectory of iterative-Optimized OMA

is obviously different, in which the total flight distance will
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be significantly increased. This is due to the fact that there is

no equivalent interference signal in each time slot for OMA

transmission scheme. At this time, the only way to reduce the

threat of potential eavesdroppers is to keep UAV-BS relatively

far away from them. In general, it is noted that the obtained

UAV-BS trajectories of all the transmission schemes have

the characteristics of hovering at some optimal positions and

reaching these optimal position in turn with the maximum

speed, from the initial position to the final position.

Compared with Fig. 7(a), it is observed from Fig. 7(b) that

as the available transmit power increases, the flight distance

of UAV-BS will be enlarged, and thus the hovering positions

are relatively further away from QUs. At this time, their

QoS requirements can still be satisfied while their potential

eavesdropping capability will be significantly degraded to

achieve better secrecy performance. Then, it is observed from

Fig. 7(c) that as the QoS requirements of QUs become more

stringent, UAV-BS will move closer to distant QUs to satisfy

their QoS requirements. To this regard, the channel quality

of the scheduled SU is highly degraded and can even be

worse than the channel quality of the scheduled QU, and

thus the achievable secrecy performance will be significantly

decreased. Finally, by comparing Fig. 7(a) and Fig. 7(d), it

is shown that the obtained UAV-BS trajectories for different

flight periods of UAV-BS are quite similar if the flight period is

enough for UAV-BS to move to the certain hovering locations.

At this time, the main difference for these two cases is the

number of time slots for hovering, which also significantly

affects the achievable secrecy performance.

VI. CONCLUSION

In this paper, we have investigated the secrecy performance

in a downlink UAV-BS-enabled multi-user NOMA transmis-

sion system with legitimate users categorized as security-

required and QoS-required users, while these QoS-required

users can potentially act as internal eavesdroppers overhearing

secrecy transmissions. Then, the optimization problem with

respect to user-scheduling, power allocation, and trajectory

design has been formulated. To achieve the trade-off be-

tween objective performance and computational complexity,

efficient iterative-based and low-complexity-based algorithms

have been proposed to solve the problem. It has been shown

that our proposed NOMA transmission schemes can have

sufficient superiority over the conventional OMA benchmark,

and the impact of some key system parameters, such as the

flight period and the available transmit power of UAV-BS, on

the objective performance and UAV-BS trajectory design has

been provided.
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