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Abstract—This work investigates the secrecy outage perfor-
mance of the uplink transmission of a radio-frequency (RF)-free-
space optical (FSO) hybrid cooperative satellite-aerial-terrestrial
network (SATN). Specifically, in the considered cooperative
SATN, a terrestrial source (S) transmits its information to a satel-
lite receiver (D) via the help of a cache-enabled aerial relay (R)
terminal with the most popular content caching scheme, while a
group of eavesdropping aerial terminals (Eves) trying to overhear
the transmitted confidential information. Moreover, RF and FSO
transmissions are employed over S-R and R-D links, respectively.
Considering the randomness of R, D, and Eves, and employing a
stochastic geometry framework, the secrecy outage performance
of the cooperative uplink transmission in the considered SATN is
investigated and a closed-form analytical expression for the end-
to-end secrecy outage probability is derived. Finally, Monte-Carlo
simulations are shown to verify the accuracy of our analysis.

Index Terms—RF-FSO system, satellite-aerial-terrestrial net-
work (SATN), secrecy outage probability (SOP), uplink trans-
mission, wireless caching.

I. INTRODUCTION

Satellite communication has attracted great attention due to
its inherent characteristics, e.g., high capability of seamless
connectivity and wide coverage [1]-[3]. More recently, it is
becoming an important enhancement of the six-generation
(6G) systems to support the exponentially increasing data
demand and variety of users across the world, since satellite
communication can be widely applied in mass broadcasting,
navigation, and disaster relief operations [4]—[7].

However, direct communication links between the satellite
and the terrestrial terminals may not always be available, due
to deep fading (e.g., the shadowing created by buildings and
mountains) [8]]. Thus, aerial relays, like unmanned aerial vehi-
cle (UAV) and high/low altitude platforms, have been regarded
as an alternative and promising solution to extend and improve
satellite-terrestrial communications. One of the advantages of
aerial relays is their flexibility for quick deployment. Thus
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they have been used to substitute for traditional on-ground
base stations, because of emergency or lack of terrestrial
infrastructure coverage [9]. The cooperative satellite-aerial-
terrestrial network (SATN), which can effectively mitigate
the impacts of deleterious masking effect in satellite links,
has attracted a significant amount of attention [8], [10]—[14].
Reference [10] derived the coverage probability of a dual-hop
cooperative satellite-UAV communication system. Reference
[L1] considered a cooperative satellite-aerial-terrestrial system
and derived the approximate analytical expressions for the
coverage probability over the relay-terrestrial-receiver link
and the end-to-end outage probability (OP) in both non-
interference and interference scenarios. The UAV trajectory
and in-flight transmit power were jointly optimized by using
a typical composite channel model including both large-
scale and small-scale fading [12]]. The energy efficiency of
the considered cooperative SATN with beamforming schemes
was analytically presented in [13], where a multi-antenna
UAV is employed as a relay to assist the satellite signal
delivery. To maximize the sum rate of cooperative SATN
with rate-splitting multiple access, [14] proposed an iterative
penalty function-based algorithm to support massive access
of Internet-of-Things devices and achieve the desired perfor-
mances of interference suppression, spectral efficiency, and
hardware complexity.

Furthermore, wireless caching [15] has emerged as an
effective paradigm where some contents are prefetched locally
by the network nodes in their installed storage during off-peak
hours. Generally, there are two fundamental caching schemes,
namely most popular content (MPC) caching and uniform
content (UC) caching [15]. While the UC caching achieves the
largest content diversity gain, the MPC caching achieves the
largest cooperative diversity gain [15]-[17]. The end-to-end
OP of a cooperative SATN was evaluated in [[16], considering
the fundamental MPC and UC caching schemes at UAV relays.
The OP and hit probability of the cache-enabled cooperative
SATN were derived in [[17], taking into account the uncertainty
of the number and location of the aerial node. Compared to
the UC scheme, the MPC scheme is widely used with a high
hit rate.

On the other hand, the information security is important in
wireless communication due to the open access in wireless
mediums. There are extensive works that have characterized
SOP and ergodic secrecy capacity (ESC) for passive eaves-
dropping case and active eavesdropping case [8]—[L1]], [L8&],
where passive eavesdropping is the most common in practice.
Moreover, free-space optical (FSO) links have been presented
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as an ideal alternative to the conventional radio frequency
(RF) links for secure satellite systems, because the laser beam
has high directionality for security [19]]. By utilizing relaying
technology, the hybrid RF-FSO systems combine both the
advantages of the RF and FSO communication technologies
[20]-[22]]. Dual-hop RF-FSO systems are designed to over-
come atmospheric turbulence and other factors limiting the
applications of FSO systems [20], [21] and performances of
RF-FSO systems in term of end-to-end OP, average symbol
error rate, and ergodic capacity (EC), have already been vastly
studied and analyzed [22]-[24]. The physical layer security
of the RF-FSO systems was investigated in [19]], [20]. [19]
analyzed secrecy outage performance of a mixed RF-FSO
transmission system with imperfect channel state informa-
tion (CSI), where an eavesdropper wiretaps the confidential
information by decoding the received signal. The secrecy
outage performance of a hybrid RF-FSO downlink system
was analyzed in [20] where energy harvesting technology was
considered over RF links.

Most of the authors of the aforementioned works fo-
cus on the downlink transmission performance of satellite-
terrestrial/SATN systems, while the uplink transmission per-
formance of cooperative SATN has not been extensively
studied. However, the study of the security of the uplink
transmission is also important and meaningful, due to the
following reasons.

Firstly, in real-time communication scenarios, satellites fun-
damentally play the role of a space relay/forwarder to connect
two or more remote terrestrial terminals, while in non real-
time communication scenarios, satellites usually collect data
reported and transmitted by the sensors at any time and for-
ward the collected data to data center using dedicated channel
[25]. This leads to a fact that the information security over the
uplink is equally important or more worthy of study. Secondly,
thinking of the inherent openness of wireless medium, the
three-dimensional coverage space of the uplink transmission is
much larger than that of the downlink transmission, resulting
from the cut of the floor plane or not. It means that, compared
with the downlink transmission, there is a larger distribution
space for the eavesdroppers in the uplink transmission scenar-
ios, resulting in a tougher challenge to shield the information
delivered over the uplink.

Motivated by these observations, we built an RF-FSO
hybrid cooperative SATN with multiple eavesdropping aerial
terminals (Eves) and one cache-enabled aerial relay (R), in
which RF and FSO transmissions are employed over terrestrial
source (S)-R and R-satellite receiver (D) links, respectively, to
exploit their inherent merits, e.g., the wide capability provided
by RF transmission and the highly directive nature of laser
beam offered by FSO techniques. Differing from conventional
studies on downlink transmissions, we investigate the outage
performance of the uplink transmission in the considered
SATN. Moreover, considering the randomness of the positions
of R, D, and Eves, modeled by using stochastic geometry,
the closed-form expression for the end-to end secrecy outage
probability (SOP) of the cooperative uplink transmission in the
considered SATN is obtained. In particular, the investigation of
the randomness of the satellite’s position has practical reason

and great significance. With the more and more intensive
distribution of satellites and under the condition of unknown
satellites’ trajectories and distributions, the connectable satel-
lites are assumed to be uniformly distributed in a part of the
spherical cone with known altitude range [8] or uniformly
distributed on a spherical doom with known altitude, which is
called as randomness of the satellite’s position. On one hand,
the study on the randomness of the satellite’s position can
offer the secrecy performance with unknown trajectories and
distributions of satellites. On the other hand, the randomness
analysis can give some hints with known satellite constellation.

The main contributions of this paper are summarized as
follows:

e We built an RF-FSO hybrid cooperative SATN with
multiple Eves and a cache-enabled R, and investigated
the outage performance of the uplink transmission in the
considered SATN.

o We derived a closed-form expression for the lower bound
of the end-to-end SOP over the cooperative uplink in
the considered SATN, considering the small scale fading
of two types of channels, the cache-enabled R, and the
randomness of the positions of R, D, and Eves.

o The impacts of the system factors, including the channel
fading parameters, the transmit power and the number
of antennas at R, etc, have been studied and discussed,
which can facilitate researchers to design systems con-
sidering both reliability and exiting constrains.

The rest of this paper is organized as follows. In Section II,
the considered hybrid RF-FSO cooperative SATN is described.
Section III and IV analyze the SOP of S-R link and the OP
of R-D link, respectively. In Sections V, the end-to-end SOP
of the RF-FSO cooperative SATN is analyzed. In Section VI,
numerical results are presented and discussed. Finally, Section
VII concludes the paper.

II. SYSTEM DESCRIPTIONS

A. System Model

Consider a hybrid RF-FSO cooperative SATN, which con-
sists of a terrestrial source (S), a cache-enabled aerial relay (R),
a satellite receiver (D), and a group of aerial eavesdroppers
(Ex,1 < k < K), as shown in Fig.[Il Specifically, the S-R and
the S-Eves links with RF transmission experience independent
and identical Nakagami-m fading, while the R-D link with
FSO transmission follows a unified Gamma-Gamma fading.
S transmits its information to D via the help of R with the
MPC caching scheme, while a group of Eves try to overhear
the transmitted confidential information.

Here, we assume that R is equipped with L > 2 an-
tennas and that maximum ratio combining (MRC) scheme
is employed to process the received signals to achieve the
maximum instantaneous signal-to-noise ratio (SNR), while
S and each Eve are all equipped with a single antenna
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Fig. 1: The uplink transmission of the RF-FSO hybrid coop-
erative SATN with a cache-enabled R and spatially random
eavesdroppers

for simplicit. Furthermore, the omnidirectional transmission
antenna is assumed to be employed at S.

B. Channel Model for RF/FSO Link

1) S-R RF Link
The fading amplitudes of links S — R;, S — Ej, which
describe the channel fading between S and the [-th antenna
of R, S and the k-th Eve, are denoted by h,, where ¢ =
{SR;, SE }.

Consequently, the channel power g, = |hq|2 are Gamma
distributed with probability density function (PDF) and cumu-
lative density function (CDF)

At
fgq () = #mq)x 1L exp (—A\gz) (1
and
7 (Mg, Ag)
Fy = —F——— 2
9q 1—\ (mq) ) ( )
respectively, where A\, = %‘:, mg and ), denote the fading

severity and the average channel power, respectively, I' (.) and
v (.,.) are the Euler Gamma function [27, Eq. (8.310.1)] and
the lower incomplete Gamma function [27, Eq. (8.350.1)],
respectively. For an integer m,, can be written as [27,
Eq. (8.352.1)]

mg—1 )\kxk
Fy, () =1 —exp(=Agz) >~ 3)
k=0 ’

'"When S is equipped with multiple antennas and the MRC scheme is
implemented at R, a best antenna can be chosen to transmit the information
bits to achieve the best SNR by using transmit antenna selection (TAS) scheme
[26]. Moreover, the considered eavesdropping scenario with multiple single-
antenna eavesdroppers is actually equivalent to the case of a multi-antenna
eavesdropper.

We also assume that the channels between S and each an-
tenna of R, channels between S and each Eve experience
independent Nakagam-m fading. For simplicity, let mr and
Qg respectively denote the fading severity and the average
channel power between S and each antenna of R, mg and Qg
respectively denote the fading severity and the average channel
power between S and each Eve.

Meanwhile, when the MRC scheme is implemented at R,
for a (1, L) MRC system with a single transmit antenna and
L receive antennas in Nakagam-m fading channels, the PDF
and CDF of the combined channel power hgg can be shown
as [28], [29]]

LmR
AR
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respectively, where Ag = G=.

2) R-D FSO Link
In this work, the FSO communication link between R and D
follows the Gamma-Gamma distribution, which accounts for
pointing errors and type of detection techniques [30], [31].
The PDF f,, (z) and CDF F,, () of the instantaneous SNR
at D yp are given as [20]

—1 3,0 1,241

fo (CL‘) = Az 1G1,3 |:B.”L'7| 52,0,,() :| (6)

and
. 1,K
Fyp (1) = 1G5 41 [parl 5.0 ] : ™
: 2 hab

resieztczlllf}z, where A(h:b)r m, B = o I =
mv p = W? Kl = A('f‘,§2+1), K2 =
EA (r,€%) ,A(r,a),A(r,b)], in which the parameters a and

b are used to represent the severity of fading/scintillation due
to the atmospheric turbulence conditions, r represents the
detection scheme used at D, i.e. = 1 for heterodyne detection
(HD) and r = 2 for intensity modulation with direct detection
(IM/DD), ¢ is the ratio of the equivalent beam radius to the
standard deviation of the pointing error displacement (jitter)
at the FSO receiver [21]], )p represents the average electri-
cal SNR of the FSO link, A (k,a) = ¢, %5 ... okl
h = f—il, and G [] is Meijer’s G-function, as defined by
[27, Eq. (9.301)].

C. Signal Model

Since the modulation schemes over RF and FSO links may
not be the same in most cases, here decode-and-forward (DF)
relaying scheme is considered at R [32].



In the first phase, at time ¢, S transmits its information bits
x5(t) (satisfying E {Hxs (t)2‘ } = 1) to R. Then, the received
signal at R and Ej, can be given as

yr (t) = hsr\/ Psdg" x5 (t) + nr ®)
ek (t) = hsg,\/ Psdg, =5 (t) + ng, )

where Ps is the transmit power at S, ng ~ CN(0, Ng) and
ng ~ CN (0, Ng) are the Gaussian noise at R and E, dg and
dgr denote the distance between S to R, S to the k-th E,
respectively, 171 > 0 denotes the path-loss factor.

Thus, the SNR at R and E; can be written as

and

Ps|hgr |
=2 10
R Nud? (10)
and
B Ngdl

respectively. If the yg is greater than a threshold yho1q (Yhold >
0) [33], R successfully decodes the signal xg, otherwise, R will
not be able to successfully decode the signal x.

Considering large-scale path-loss and symmetric fading
channels, the strongest Eve is the Eve nearest to S among all
K Eves. The shortest distance between S and Eves is denoted
by dg = min{dg1,dg2, - ,drk }. The SNR at the strongest
Eve, denoted as E*, is given by

Py |lhser ]

= TNedg

12)

where hgg- is the channel fading between S and the strongest
Eve.

In the second phase, R sends optical signal z,, which
is the correctly decoded signals from S and satisfies

E{’ @ (t)QH} — 1, to D through the FSO link, where the

pointing loss and scattering loss are not considered [34].
Meanwhile, after conducting optical-to-electrical conversion
with photo detector, the output electrical signal at D can be
expressed as

P
YD (t) = < E—Rﬁrlfsoxr (t) + np (t) 5 (13)
FS
where PR denotes the transmit power at R and ¢ denotes the

optical-to-electrical conversion coefficient, Lrg = (@

is the free space path loss, in which dp is the distance
between R and D, c¢ is the velocity of light and f. is
the carrier wavelength of transmitted signal from R, while
Er = % (Gt + Gr - AAtm - Alcnscs - Amar) [dB] with Gt,
Gy, Aatm, Alenses and Ap,,, being, respectively, transmitter
gain, receiver gain, atmospheric attenuation, lenses losses, and
system margin [34]]. Besides, It represents the channel fading
coefficient of the FSO link and np (¢) represents additive white
Gaussian noise (AWGN) with zero mean and variance aﬁ at

D. As a result, the instantaneous SNR of the FSO link can be
expressed as

_ PRGLIE, A

= 28 Prfso 202 14
’YD EFSO’(% Diltsos ( )
where
Prc2r?
Qp = L 15
D Lrso? (15)

is the average received SNR at D.

The secrecy performance of the considered cooperative
SATN is based on the SOP over the S-R link in the presence of
Eves, and the OP over the R-D link, all of which are important
and indispensable. Next we will analyze them in Sec. III and
Sec 1V, respectively.

III. SOP ANALYSIS FOR S-R LINK
A. Preliminaries

As depicted in Fig. 2, the coverage space of S is a
hemisphere with the center O and radius Rg, when the om-
nidirectional transmission antenna is assumed to be employed
at S. To address the randomness of the positions of Eves,
we put S at the origin O and it is assumed that all Eves are
uniformly distributed in the coverage space of S to eavesdrop
the information delivery between S and R. Therefore, the PDF
and CDF of the distance between S and Ej, can be written as
[L1]

2
o (@) = {R_ LURTER g
0, else
and
0, if z < Rg;
Fug, (@) ={ f7. i 0< 2 <Rs;, (17)
1, else
respectively.

Further, the CDF and the PDF of dg can also be written as
FdE (dE) = PI’ {min {dl,dg, e ,dK} S dE}
=1 —Pr{min{dl,dg,--- ,dK} > dE}
:1—Pr{d1 > dE}PI‘{dK > dE}

B3\
-1-(1-%) o
and
_ OFy, (dp) a3\ """ 3dg?

respectively, where 0 < dg < Rg.
By using Jacobian matrix method [33], the PDF of dj' is
derived from (I9) as

odm |~
fdgl (x) = de (xl/m) ‘d—E

E

(@) KN\3f(—1)/*" s
)
f=1 Thitg

(20)
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Fig. 2: The S-R link

where (a) follows a binomial expansion.

Further, to reflect the practical operation scenarios, we as-
sume that R operates in the coverage space of S with minimum
height H,;, above the ground plane where Hp,i, < Rs. As
shown in Fig. 2| R is assumed to be uniformly distributed in
the spherical cap S; with the radius reap = fnin
the base of the cap and height hcap, = Rg — Hmin . Then it
is easy to have the volume of the spherical cap S; as

VSI - 3HminR + H3

— % (2R3 Sa). @
In order to facilitate the following analysis, spherical coordi-
nates are adopted. Then, the coordinate of R can be presented
as (T‘R, HR,’le), where Hmin S TR S Rs, 0 S 6‘R S
arccos ng‘s‘“ and 0 < ¢ < 27.
Therefore, employing Lemma 4 of [36], the CDF of the

distance between S and R, dg = rRr, can be derived as

H. .
arccos( min )
z x 27

Fyp (7) = Vls ) / / / o? sin (0) dipdodd

_ 2m / /
=
0

cos 0

=)
T
3
=
=)

o? sin (0) dodf

arccos m”‘ )

2
B 31/7;1 / (z° — Hyyipsec® (0)) sin (6) df
0
s
= 2 - 3I{mln H3 . 22
3Vs, (22 2+ Hyin) (22)
So, the PDF of dr and d?{l can be obtained as
2T 9
de( ) V51 ( )
and
Tage (@) %(%AH . e
v " minZ " ,
I mVs,

respectively.

Proposition 1. The PDF of Z = d%
of next page shown in 23), where

is expressed on the top

Af = Al_’f + Azyf, (26)
K f+1 R3f+3
f anS1 RS 3.f+3
K\ 6 D)/ f HyinRY T2
(e,
f anS1 RS 3f +2
and
B _<K> 67 (—1)f+1f 3f+3
3,f f 771V51 Rgf min
/ 3f 1
— — 2
><<3f+3 5Gi+ T6) @

in which Ay y and Ay ¢ can be written as

K T :
A= 1) (2R3 — 3H,.i
v = () e (7 RS 3 +

mln)

(30)
and
K ™ f2 |: 2 3
Ao ¢ — 1 f+3
N AV
9 par+2 3f 173
- R Hmm + = R Hmm
3f+2 f
9 2 1 3f+3]
+le7——-———= ) H , 31
(srre-7rr7) 5] e
respectively.
Proof. See Appendix A. o

B. SOP Analysis for S-R Link

The secrecy capacity for S-R link in condition that R can
successfully decode the signal xg is defined as [37]

- 1Og2 (1 + ’YE) ) O} :
(32)

Cs(yr;ve) = max {log, (1 + r)

In this work, passive eavesdropping is assumed to reflect the
most common eavesdropping scenario for the eavesdropper
to achieve the best eavesdropping and to keep itself from
being uncovered [9]. In other words, S has no CSI of the
eavesdropping channel and SOP is investigated. Thus, the SOP
in the first phase is thus defined as the probability that the
secrecy capacity is below a certain threshold (Ctn) with R
decoding successfully [9]], which is given by

SOP; = Pr{log, (1 +7r) — logy (1 +vg) < Cin}
=Pr{vg <Me+A-1}
> Pr{vw < Mg},
where A = 2%, Here we assume that Yhold < AYg Wwhich

means that a secure transmission would includes the case of
successfully decoding at R.

(33)
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m

Theorem 1. The lower bound of SOP; for S-R link of the
considered RF-FSO cooperative SATN can be derived as (34)

shown on the top of next page, where ag = )\)\R%—E, the
Sunctions Hy (0,a,b,q,p) and Hs (a,b,q,p) are expressed as
Hl (Qv a, b7 qap)
PHT (g +1
=2 (g )+12F1 (1,q+1;q—p+1;L)
(k—p) (ob+a)? ob+a
T(g+1) ( >
— Fi(1,g+1; +1;
(k—p)b+ay o TP
(35)
and
Flg+1)
H. (l,b, ’
2 ( q p) ( (b + a)q+1
(1 1; 1, —— 36
X 2 1( ¢+ 15qg—p+ b+a), (36)
respectively, in which o Fy (-, -; ;) denotes the hypergeometric
function [27, Eq. (9.100)].
Proof. See Appendix B. |

Remark 1. A large L results in a small SOP over S-R link,
since more antennas bring a large diversity gain at R.

IV. OUTAGE ANALYSIS FOR R-D LINK

As FSO is employed over R-D link, we assume that the
information transmission from R to D will not be overheard
by the eavesdroppers due to the highly directive and narrow
nature of laser beam. Thus, in this section, we will investigate
the impact of the randomness of the satellite’s position on the
outage performance of the information transmissions over R-D
link.

As shown in Fig.[3 D is assumed to be uniformly distributed
on the spherical doom with the radius rp = Rearth + HpD,
where Reartnh and Hp are the radius of Earth and the orbit
height of D, respectively. The tracking mechanisms in [38]],
[39] enable that R can localize D in real-time, which can
provide high directionality with FSO transmission for R-D
link. In order to facilitate the following analysis, spherical

Fig. 3: The R-D link

coordinates are adopted, where the center of the earth is set
as the original. The relationship of ¥ p and the beamwidth of
R Wy with low earth orbit S is

sin \I/D> .

Then, the coordinate of D can be presented as (rp,0p, ¢¥p),
where 0 < 6p < ¥p ¥R and 0 < ¢p < 27. The coordinate
of R can be written as (Hg,0,0), where Hg = Rearth + AR,
in which hp is the height of R. So the range of Hp is Rearth +
HminSHRSRcarth + RS-

Therefore, the distance between R and D, dp, can be
presented as

Rearth + HD

5 (37)

YR ~ 2tan~! (

dp =/} + H3 — 2rpHg cosbp. (38)
Since m — Hgn = dp,min<dp <dD,max =
V/r3 + H2 —2rpHgr cos Up, we consider the case that
the path-loss factor is 2 to simplify the analysis in the

following.




Proposition 2. When D is uniformly distributed in the space
shown in Fig. 8l and the height of R is known, the PDF of d%,
can derived as

1

Jay (W) = 5 Hn T —cos U’ (39)
and the range of d% is (rp — Hg)? = A 1nin <A <AD oy =
r% + H}% — 2rpHR cos ¥p.

Proof. See Appendix C. |
The OP of the link between R and D is defined as
OP3 = Pr{yp < out}, (40)

where 7,4t is the threshold that enables D to effectively receive
the signals from R.

Theorem 2. When D is uniformly distributed in the space
shown in Fig. Bland the height of R is known, the OP for R-D
link of the considered RF-FSO cooperative SATN is obtained
as

— I
OPy =
2 2erpHR (1 — cos ¥p)
3r,2 17 27 Kl +1
x {Gr+273r+2 {EdzDvmax K> +1,0,1

3r,2 o 1,2, K1 +1
_Gr+2,37‘+2 |:6dD,min KQ + 17 O, 1 ) (41)
where
(47 fo0q)? (hab)"
€= W%ut. 42)
Proof. See Appendix D. |

Based on Theorem 2] and the randomness of the positions
of R in Fig. 2 and D in Fig. Bl the OP for R-D link of the
RF-FSO cooperative SATN is obtained.

Theorem 3. Considering the randomness of the positions of R
in Fig.Pland D in Fig.[3] the OP for R-D link of the RF-FSO
cooperative SATN is obtained as

I
2ETDHR (1 — COS \I/D)

3r,2 ]
X { GT+2,3T+2 |:€dD,max

OP,y =

1,2, K +1
Ky +1,0,1

3r,2 ) 1, 2, Ki+1
_Gr+2,3r+2 |:€dD,min Ky +1,0,1 , (43)
where HR, J2D7max, and J2D7min are the medians of HR,
dzD,max’ and dQD,min'
Proof. See Appendix E. O

Remark 2. The OP over R-D link approaches zero when the
transmit power at R goes infinity.

Corollary 1. The randomness of R have some effects on SOP
but have little effect on OPs, so SOP1 and OPs can be viewed
as independent variable.

Proof. See Appendix F. O

V. SOP ofF THE RF-FSO COOPERATIVE SATN
A. Content Popularity Model

In this section, we define the content popularity distribution
model. Note that content is delivered in form of files in this
paper. The file in caches of R depends on its popularity.
N indicates that collection of files with total files number
N = |N]. All files are arranged in the descending order of
popularity, where more popular files are ranked with smaller
indices. We assume that the probability of file requests follows
the Zipf’s law, as given by [40]

Pn = gzipn_au (44)

—1
where (i, = (ZN L ) is the normalization factor to

n=1 n«
have 25:1 pn = 1 and the parameter « is the skewness
parameter which controls the distribution tail.

With the limited storage capacity, R adopts the MPC
caching scheme. It means only the most popular M files are
stored at R, where M is the R’s storage normalized by the
size of each file.

B. SOP of the RF-FSO cooperative SATN

Based on the MPC caching scheme at R, and the above
analysis of SOP/OP in two phases of the considered system
in Theorem [l Theorem[3land Corollary[l] the lower bound of
the end-to-end SOP over the uplink of the RF-FSO cooperative
SATN is

SOP = gOP; + ¢ [1 — (1 — SOPY) (1 — OPy)] ,

where ¢ = 21];4:1 Pn. Sﬁl = Z,J:[:MH Pn=1—1¢, SOPIf and
OP; are available in and ({3), respectively.

(45)

Remark 3. The larger the storage capacity of R (the larger
the skewness parameter) is, the larger the value of ¢, the
stronger dependencies of OP over R-D link to SOP of the
considered SATN are achieved. On the contrary, the SOP of
the considered SATN is more dependent on the SOP over S-R
link.

Remark 4. When the requested file is cached at R, the end-
to-end SOP of the RF-FSO cooperative SATN is the OP over
the R-D link, which disregards the S-R link.

Remark 5. The adopted MPC caching scheme can bring the
improved secrecy outage performance with a higher skewness
parameter.

VI. NUMERICAL RESULTS AND DISCUSSION

In this section, Monte-Carlo simulation results will be
presented to study the performance of the considered system
and demonstrate the correctness of the analytical results. In the
following, we run 1 x 10% trials of Monte-Carlo simulations,
to model the randomness of the positions of the considered
Eves and UAV and channel gains over each link. Besides, the
transmit power at S is fixed [16], the caching memory M
is based on the storage of R and the size of the requested

file model [41], ¥p = {5 is related to the beamwidth and



the height of R [42] and the optical-to-electrical conversion
coefficient is set as ¢ = 0.5 [34]. The main parameters are set
as Hp = 550 km, Rg = 300 m, Rearth = 6371 km, £, = 81
dB,NR:1W,NE:1W,mR:2,QR:1.9,mE:2,
Qp = 0.5, Ps =10 dBW, and C};, = 0.01 bits/s.

Figs. 4-8 show the SOP versus Pr for different values
of a, b, r, M, ¢, L, a, Hp, K, and different caching
schemes. These figures show that the secrecy performance
improves with increasing Pg, as the SNR at the satellite is
improved. Moreover, the SOP becomes saturated when the
transmit power at R gets higher. That is, the SOP exhibits a
floor because the secrecy capacity will become a constant, as
reported in [43]. Here, we mainly discuss the influence of the
transmit power at R on the SOP, while the transmit power at
S is fixed. When the transmit power at R increases enough,
the OP of the R-D link approaches zero, and the SOP of the
considered SATN is the SOP of the S-R link, which is a fixed
value in presence of the predetermined simulation conditions.
Since the transmit power at R is constrained, the simulation
results can provide some hints to researchers to design systems
while considering both reliability and power consumption, and
a trade-off can be arrived to get relatively high reliability and
acceptable power consumption with exiting constrains.

% a =154, b = 14.67, Simulation
O a=5.76, b = 5.36, Simulation
O a = 3.62, b = 3.29, Simulation
Analysis

Secrecy Outage Probability

0 5 10 15 20 25 30
Pg [dBW]

Fig. 4: SOP versus Pr for Hp = 550 km, Rg = 300 m,
Huin = 80 m, ¥p = 5, Reartn = 6371 km, § = 1.1, £, =
81dB, M =10, a =1, N =105, Ny =1 W, Ng =1W,
K:3,L:8,mR:2,QR:1.9,mE:2,QE:O.5,

Ps = 10 dBW, and Cy;, = 0.01 bits/s.

Fig. @ represents the SOP for different values (a,b) and r.
One can also see that the SOP with the weakest turbulence
(a = 154,b = 14.67) is lower than that with strongest
turbulence (a = 3.62,b = 3.29). We know r represents the
detection scheme used at D, where » = 1 is for HD and
r = 2 is for IM/DD. By varying r and keeping (a,b) fixed
in Fig. @ the HD detection method can lead to better secrecy
performance than IM/DD method. The reason for this is that
the SNR obtained with the HD method is higher than that
of IM/DD. Fig. M implies that the weaker turbulence on FSO

link and the HD detection method used at D can enhance the
secure performance of the considered SATN.
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Fig. 5: SOP versus Pr for Hp = 550 km, Rg = 300 m,
Hyin = 80 m, ¥p = {5, Rearth = 6371 km, a = 15.47,
b=146,r=2, £, =81dB,a=1, N =105, N =1 W,
NE:1W,K:3,L:8,mR:2,QR:1.9,mE:2,
Qg = 0.5, Ps = 10 dBW, and C};,, = 0.01 bits/s.

In Fig. A the size of the caching memory shows a positive
influence on the SOP of the considered system, since a
large M means a large probability of omitting the terrestrial
terminal-relay link, which is consistent with Remark Bl The
MPC caching scheme achieves the largest cooperative diversity
gain with largest M which improve the secure performance.
Moreover, the SOP with lower ¢ is higher than that with larger
&, because a larger £ means high pointing accuracy over R-D
link. Simulation results can provide some hints to researchers
to upgrade SOP in terms of pointing accuracy and caching
memory of R with power consumption constraints.

The influence of the antenna number at R on the SOP
performance is depicted in Fig. [0l As expected, L exhibits
a positive effect. A large L results in a small SOP, meaning
better secrecy performance, since a large L can bring a large
diversity gain at R, as described in Remark Moreover,
the SOP with a lower ¢ is higher than that with a larger &,
because a larger £ means high pointing accuracy over R-D
link. Simulation results can offer some hints to researchers
to upgrade SOP in terms of pointing accuracy and caching
memory of R with power consumption constraints.

In Fig.[7] the SOP performance is studied for various Hpin
and «. It is obvious that a small H,,;, leads to a small
SOP. This observation comes from the fact that a small H,,;,
denotes a low path-loss average for the signal transmitted over
S-R link, while the path-loss average for the signal transmitted
over S-D link is fixed with the same coverage space. Moreover,
a high « leads to improved SOP. This is because a low «
means that more files have similar popularity and a high «
means that a few files have a very high popularity and a large
number of files have very low popularity. In other words, «
indicates a high or low degree of request concentration. This
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Fig. 6: SOP versus Pr for Hp = 550 km, Rg = 300 m,
Hupin = 80 m, ¥p = 75, Reartn = 6371 km, a = 15.47,
b=146,¢ =11, r=2, L, =81dB, M =10, a = 1,
N=10Ng =1W,Ng=1W,K =3, mg =2, Qr = 1.9,
mg = 2, Qg = 0.5, Ps = 10 dBW, and C;, = 0.01 bits/s.

implies that a large o and the adopted MPC caching scheme
can jointly bring improved secrecy outage performance, which
is illustrated in Remark [3] and [3

To provide a fair performance comparison in terms of
the secrecy performance of the considered SATN, Fig.
describes the SOP employing MPC caching, UC caching, and
no caching. Obviously, the MPC caching achieves the largest
cooperative diversity gain and is the best in terms of SOP
with the file request following the Zipf’s law. Moreover, Fig.
presents the secrecy outage performance for various K,
while Pgr increasing. Obviously, K shows a negative impact
on the secrecy outage performance, as a large K means that
Eves are distributed around terrestrial terminals more densely.
This explains that SOP degrades when the number of Eves
increases.

VII. CONCLUSIONS

In this paper, we have investigated the SOP of the uplink
transmission of an RF-FSO hybrid cooperative SATN in the
presence of a group of aerial Eves. In the considered coop-
erative SATN, S transmits its information to D via the help
of a cache-enabled R, while a group of Eves try to overhear
the transmitted confidential information. Considering the ran-
domness of the positions of R, D, and Eves, and employing
stochastic geometry, the secrecy outage performance of the
cooperative uplink transmission in the considered SATN has
been investigated and the closed-form analytical expression
for the end-to-end SOP has been derived. Numerical results
have demonstrated the accuracy of the derived expressions and
presented some trends of SOP by altering some system pa-
rameters of interest, which can facilitate researchers to design
systems considering both reliability and exiting constrains. For
example, the transmit power at R, the number of antennas at
R, the minimum height of R, the detection scheme used at
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Fig. 7: SOP versus Pr for Hp = 550 km, Rg = 300 m,
Up = 75, Rearth = 6371 km, a = 15.47, b = 14.6, £ = 1.1,
r=2 L, =81dB, M =10, a=1, N =105 Ng =1W,
NE:1W,K:3,L:8,mR:2,QR:1.9,mE:2,
Qg = 0.5, Ps = 10 dBW, and C};,, = 0.01 bits/s.
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Fig. 8: SOP versus Pr for Hp = 550 km, Rg = 300 m,
Hyin = 80 m, ¥p = {5, Reartn = 6371 km, a = 15.47,
b=146,¢£=11,r =2, L, =81 dB, M =100, a = 1,
N:104,NR:1W,NE:1W,L:8,mR:2,QR:1.9,
mg = 2, Qg = 0.5, Ps = 10 dBW, and C};, = 0.01 bits/s.

D, etc, while a trade-off can be arrived to get relatively high
reliability with exiting constrains. The ergodic secrecy capacity
of the considered SATN are expected to be investigated in
future work.



APPENDIX A

If 7 = <1, the CDF of Z is

d'rll
R'Wl
/ [ 2 (" o )
77 min (YU

m Vs,

ey
3f s

XZ( >(—1>f“—?,ym dudy.  (46)
f=1 f 771st

After some mathematical manipulations by using polyno-
mial integration, F7 (2) is expressed as (@7) shown on the top
of next page.

Using the differentiation, the PDF of Z is derived as

K
3f
fZ (Z) = Z (B1f2%_1 + BQ,f’Z%_l + Bgﬂfz_%_l) ,
f=1
(43)
where By ¢, Boy and Bs j are expressed in (27), (28), and
(29D, respectively.
mn1
Similarly, if Z = Z% > 1, the CDF of Z is
E
Fyz (2)

=1 (2) + F2(2), (49)

where
R R3/y

Py (2) = v (yu) ' —
[ ] v

RTll /z H”l /y

min

x ;1 <f) (1) m3—1%f§;f n dudy (50)
and

Rg'/z
R = [ ] e (F T = Ha )

Hnl /ZHTII /’lj

min min

()

After some mathematical manipulations, F (z) and F (z)
are obtained as (32) and (33) shown on the top of next page.
Using the differentiation, the PDF of Z is derived as

ZA,[E’ ,

1)1 3f s

Rgfym dudy (&3]

(54)

where

Af = A1 5+ As s (55)

in which Ay ; and Ay s are expressed in (30) and (BI),
respectively.
Thus, we can derive the PDF of Z as (23).
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APPENDIX B

According to (33), SOP; can be presented as

Ps|hgr | < )\Ps |hsg-||”

SOP; =P
! r{ Nepdl =" Ngdh

+)\—1}. (56)

We know A = 2% > 1 because Cyy, > 0. Thus, we have

Ps||hgr|? < )\Ps |hsg-|*
NRd?{l - J\/vEdrEll1

|hsg- ||” — S0P (57
W = - 67

SOP1 Z PI‘{

— Pr{||hSR|2 < Nrd A

Let X = ||hSE*

2 dit .
, Z = d%- SOP% can be obtained as
E

SOPL = Pr{|hSR||2 < &sz}
Ng

N
= Pr{||hSR||2 < —R/\XZ}
Ng

oo

= / /F”hSRI|2 (N sz) fx (z)dxfz (2)dz. (58)

HL
min

Rg

Substituting the CDF of ||hgg||>, SOPY is expressed as

LmR 1

SOPL =1- exp (—apzz)

X x zkfx( )d:vfz( )d= (59)

H™
where ag = A\\g Nz and pz = Rrglln.

Substituting the PDF of || hg- || and 2 7,1 , SOPL is obtained
as (60) shown on the top of next page.

Changing the range of integration, SOPIf is shown in (&)
on the top of next page, where

H(p,a,b,q,p) = //exp(—ax) xlexp (—bxrz) zPdxdz.

0 pz
(62)

Next, we will analyze the function H (o, a,b, g, p). When p >
0, using [27, Eq. (3.381.3)], H (0, a,b,q,p) is expressed as

oo oo

H(g,a,b,q,p) = /:17‘1 exp (—ax) /exp(—bxz) ZPdz | dx
0 z
1 [ q—p—1
= ppt1 T exp (—az) T (p+ 1,bpz.%‘) dzx.

0
(63)
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K
FZ(Z)ZQ—WZ<K) (—1)”13—f.[ ! (R — o m)——H3 (RY — H3l=)
V51 = f jo 9f+9 min 9f min min?
1 3f42 2 3f+2,— 3 1 3f 3f
— 577 5 Hmin R zm — H K min R - H 47
2(3f +2) ( min 1)+6f ( min’ ) “7)
K
2w K F+1 3f |:’I71 3f _3f :|<1 3 1 1 3 )
Fi(z) = -1 — Ry —z m -R ——HminR + -H (52)
1@ mvsl,._1<f>( "R 3 ( )| (5% 6
K
27 K F+1 3f _3f 1 3f+3 1 3f+2
Py (2) =— —1)f 2L — - ——R¥"H,,,
2() »@122<f>( : R m‘<3@f+3) 2(3f+2)°°
1 1 1 3/43 (1 ) 31 173
e — e BB (— — ) RYH 53
(2(3f+2) 07 " 3(3/ +3) ﬁf) win G 7 g7 ) s Hoe &9
)\mE Lmp—1 CLk 0
SOPLil_ E _0/ k4+mgp—1 _)\
L T (mg) kz kY exp (~Ap2)
-0 o
1
= + k+2 k—3L_1
X Z exp (—agxz) (Bl p2" T T By g T 4 By 2R )dz—l—ZAf exp (—aprz) 2" ™ “dz| dx

(60)

Then, using [27, Eq. (6.455.1)],
derived as

H (0,a,b,q,p) can be

0" (g + 1)
(k —p) (b +a)™™!

x o7 (1,q+1;q—p+1;

H (0,a,b,q,p) =
a
ob+a/’
(64)

When p < 0, using [44, Eq. (8.19.2)], H (0,a,b,q,p) is
obtained as

H(o,a,b,q,p) *gp"'l/:cqe —bz) E(_p (agx) dz.
0
(65)

Then, using [44, Eq. (8.19.25)],
as

H (g,a,b,q,p) is derived

" (g + 1)
(k —p) (b +a)*™

x o7 (1,q+1;q—p+1;

H (0,a,b,q,p) =
a
ob+a)’
(66)

which is as same as (64).
Thus, substituting (66) into (&1, SOPIf is derived as (34),
which yields Theorem

APPENDIX C

The area of the target space shown in Fig. Bl namely, the
area of the spherical doom with the radius rp, can be expressed
as

Ap = 27173 (1 — cos Up) . (67)

Thus, employing the method adopted in Appendix A of [45]],
and considering that D is uniformly distributed, the CDF of
fp can be given as

27 x
Fy, (x // —’I’D sin 0dOdyp
2
=27 E (1 —cosx)
l—cosx . .
_ ey HOSTsUD:
0, else
So, it is easy to have the PDF of 0p as
sinx
=\ 69
foo (@) 1 —cos¥p (69

To facilitate the following derivation, we denote w = d2D =
r% + Hf{ — 2rpHpg cosfp, and the relationship between 6p
and w is

5+ HE —

h(fp) = arccos -2 S pHn (70)
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1, Ag,a0,k+mp —1L,k+——1

Kk 3 3
Z—O{Bl_f {H <p,)\E,a0,k+mE—1,k+——1> —H<
k! ' m m

2 2
+ By ¢ [H(p,)\E,ao,k—i—mE—l,k—i———l) —H<1,)\E,ao,k+mE—1,k+——1)}

m m
3f 3f
+Bg)f H p,)\E,ao,k-i-mE—l,k—n—l—l +(Af—B37f)H 1,/\E,a0,k+mE—1,k—n—1—1 61)
Then, it is easy to write the PDF of d3) as -
fag, (w) = for (w) |1 (05)]
sin (arccos %) 1
- 1—cosV¥ 2
. 2TDHR\/1 — (L;ff};w)
1
= ) 71
ZTDHR (1 —COS\I/D) ( )
APPENDIX D
Combing (@) and (@Q), OP is expressed as
o 3r,1 1, Ky | o - 2
OPy = IG}") 4,41 [p%ud K20 | (72) Fig. 9: The impact of R’s height on SOP; and OP,
Substituting (13), OP,, is obtained as
- ] APPENDIX E
OP, — 1G5 (hab) 1, K,
2= 5413041 | Preace 2r Yout| K>, 0 When the height of R is unknown and D is uniformly
Lrsog . distributed in the space shown in Fig. Bl Hg, d%,min and
31 ) (47 fc)2 0(21 (hab)r 1, K, d%,max in (41 are variables. Considering the randomness of
=1G. Y1 3011 |dp Prc2C2L2r2r out| K0 |- the positions of R in Fig. @l and D in Fig. Bl the accurate
' (73) expression of OPy can be acquired by integration, which is

To 2fagilitate; the following analysis, we also denote € =
Urfe) oq(al)’ . Z = d% and the PDF of G = Ze is

Prc2(2L2r27

1
= 74
Jeaz, (9) 2erpHR (1 —cos¥p)’ 74
and the range of g is edf, ;, < g < edp ..
Thus, OP5 can be given as
€dQD,max
Y 31 1, Ky
OP2 = IGT+1,3T+1 |:g KQ,O :| fed?3 (g) dg
6dzD,min
EdzD,max
I 35,1 1, K,
- e | o | dg.
2erp HR (1 — cos Up) / rH13r4l {9 Ky,0 |
EdzD,n]in
(75)

Utilizing [27, Eq. (9.301)], the closed-form analytical ex-
pression of OP» is obtained as (@I).

too complex to get a closed-form expression. But the ranges
of Hg, dp 5, and df, .. are relatively very small compared
to the values of them. Thus, considering the randomness of the
positions of R in Fig.2 and D in Fig. Bl the approximation of
OP; can be obtained by substituting Hr, df, ., and d, ...
in their medians.

Fig. gives an explanation for the approximation of
OPs. Own to the randomness of R, the height of R
is in the range of Hy;, < hr < Rg, so Hg,
dp min and dp max in (@I) are not fixed. The range of
Hg, d? and d? are Rearth + Hmin < Hr <

D,min D,max
Rearn+Rs, (Hp = Rs)” <dp 1, < (Hp — Hunin)” and 13, +
(Rearth + RS)2 - 2'r‘D (Rearth + RS) COSs \I]D < d2D,max <
T]Qj + (Rcarth + ]{min)2 _2TD (Rcarth + Hmin) COSs \IJD, respec-
tively.

Generally, the height of the low Earth orbit satellite is on
the order of hundreds of kilometers and the height of the
geostationary Earth orbit satellite is more than thirty thousand
kilometers. Thus, compared to the height of the satellite, the
height of R and the coverage space of S are quite small.

Thus, the variation of d2D7mi]ﬂ can be omitted. Similarly, the



radius of the Earth is much longer than the height of R or
the coverage space of S, the variation of dQD)maX can also be
ignored. Therefore, it is reasonable to take the medians of HR,
D pmin and dp ., as their value to get the approximation of
OP5, while considering the randomness of the positions of R
in Fig. 2l and D in Fig. B

We give a sample with Hp = 550 km, Rg = 150 m,
Hypin = 80 m, Yp = %. The rate of change for Hgy,

B i and @3 are Ay = Dextfndominliel — g 00001,

max{ d? min [ —Min d21min
AN {Drﬁnin{}d%yming B min } = 0.00025, and Ay =

ax{ d2 —min{dZ
max{dh ma } {0} 0.000004, respectively. Thus, the

min{d2
approximation of OP5 is reasonable.

D,max

APPENDIX F

Based on the above analysis, SOP; and OP5 are not inde-
pendent because the randomness of R leads to the variation
of dg in @3), df, in (39 and the variation of Hg, df, .,

and df, ., in @I). When we adopt Hg, d? and df, 0.

D,min

in (@3), we get rid of the correlation of SOP; and OP5 with
sufficient reasons. This also implies that the randomness of R
has some effects on SOP; but has little effect on OPs5. Thus,
SOP; and OPj can be viewed as the independent variable for
simplification.
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