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Abstract

We consider the problem of cache-aided multi-user private information retrieval (MuPIR). In this
problem, N independent files are replicated across S > 2 non-colluding servers. There are K users,
each equipped with cache memory which can store M files. Each user wants to retrieve a file from the
servers, but the users don’t want any of the servers to get any information about their demand. The user
caches are filled with some arbitrary function of the files before the users decide their demands, known
as the placement phase. After deciding their demands, users cooperatively send queries to the servers to
retrieve their desired files privately. Upon receiving the queries, servers broadcast coded transmissions
which are a function of the queries they received and the files, known as the delivery phase. Conveying
queries to the servers incurs an upload cost for the users, and downloading the answers broadcasted by
the servers incurs a download cost. To implement cache-aided MuPIR schemes, each file has to be split
into F' packets. In this paper, we propose MuPIR schemes that utilize placement delivery arrays (PDAs)

to characterize placement and delivery. Proposed MuPIR schemes significantly reduce subpacketization
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levels while slightly increasing the download cost. The proposed scheme also substantially reduces the
upload cost for the users. For PDAs based on Ali-Niesen scheme for centralized coded caching, we
show that our scheme is order optimal in terms of download cost. We recover the optimal single-user
PIR scheme presented by Tian et al. in [“Capacity-Achieving Private Information Retrieval Codes With
Optimal Message Size and Upload Cost,” IEEE Trans. Inform. Theory, 2019] as a special case. Our
scheme also achieves optimal rate for single-user cache-aided PIR setup reported in [R. Tondon, “The
capacity of cache aided private information retrieval,” Annual Allerton Conference on Communication,

Control and Computing, 2017.]

"Part of the content of this manuscript has been communicated to IEEE Information Theory Workshop (ITW) 2023, to be
held in Saint-Malo, France from 23-28 April 2023 [17].
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I. INTRODUCTION

The problem of Private Information Retrieval (PIR), first described in [[1], seeks efficient ways
for a user to retrieve data from distributed the servers privately. A user wishes to retrieve one
file among a set of files stored across servers. But the servers should not know the identity of
the desired file. A PIR scheme that minimizes the download cost for the user is described in [2].
After that, the PIR problem is solved for various other settings, for instance [3], [4], [S].

Currently, PIR is being studied with another content delivery scenario called coded caching.
As described in [6], in coded caching, there are multiple users equipped with user cache and one
server storing some files. During off-peak hours, users fill their caches and then, during peak
network traffic hours, demand files from the server. The server will perform coded transmissions
such that a single transmission can benefit multiple users simultaneously. After receiving the
transmissions, users will be able to decode their demanded files with the help of content stored
in their cache. Recently, in [7]], a cache-aided PIR strategy is described where multiple users, each
having access to dedicated caches, want to recover files from non-colluding servers privately.
An order optimal strategy is described that combines coding benefits of PIR in [2] and coded
caching [6].

Notations: For integers m and n, [m : n| is set of integers N, {m < N < n}. N is the set of
all positive integers, N = {1,2,3,---}. [N] is same as [1 : N]. For a set S of size |S| and integer
N < |8], (3) denote set of all subsets of S of size N. For set {a,|n € [N]} and N C [N],
ayr denotes set {a,|n € N'}. Given a vector V = (Vj, V4, ..., Vy) and integers m, n such that
0<m<n<N,V(m:n)= (Vm,...V,). For integers M and N, (M), is M mod N.

A. Coded Caching

In a centralized coded caching system described in [6]], a server stores N independent files
{Who,...,Wn_1}, each of size L bits. There are K users, each equipped with a cache memory of
M L bits. The system works in two phases. In delivery phase, when the network is not congested,
the server fills the caches with the contents of the files. Then, in delivery phase, all users wish
to retrieve some files from the servers. User k wishes to retrieve file dj, € [0 : N —1]. Every user
conveys the index of their desired file to the server. After receiving the demands from the users,
the server broadcasts coded transmissions X of size R..L bits. The transmission X is a function
of the files stored at the server and users’ demand. After receiving the coded transmission X,

all the users should be able to retrieve their desired files with the help of their cache content.
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The quantity R?.. is defined as the rate of the coded caching system, and it measures the size of
the server’s transmissions.
In [6] a placement and delivery scheme was provided, known as the MAN scheme, for M =

tN/K for some ¢ € [0 : K] that achieves rate (as a function of M)

M 1
Ree(M) = K (1= %) —r |
( ) NJ/1 + K]\]/M ( )
For other memory points, lower convex envelope of points (tN /K, R..(tN/K )) X can be
tel0:
achieved using memory sharing. In this scheme, each file has to be divided into ( t) subfiles,

which is known as the subpacketization level. This high subpacketization level is a major
drawback of the MAN scheme.

Let R.(M) be the minimum achievable rate for a coded caching problem with K users, N
files and cache size of M. It is shown in [8]], that rate achieved by the MAN scheme is optimal

within a multiplicative factor of 4, i.e.

Ri.(M) > Bl M) (2)

- 4
It is also shown in [9] that for worst case demands, the rate R..(M) is optimal for the case
N > K, considering uncoded placement. Considering R’ ..(M) to be the optimal rate for a

ucc

coded caching problem with uncoded placement, we have

R..(M)=R;

ucc

(M). 3)

B. Placement Delivery Arrays

To characterize coded caching schemes, the concept of placement delivery array (PDA) was
introduced in [10]. PDAs can be used to describe the placement and the delivery phase using a

single array. A PDA is defined as follows:

Definition 1. For positive integers K, F,Z and S, an F x K array P = [psx], f € [F], k € [K],
composed of a specific symbol “x” and S non-negative integers 1,--- | S, is called a (K, F, Z, S)
placement delivery array (PDA) if it satisfies the following conditions:

Cl. The symbol “x" appears Z times in each column;
C2. Each integer occurs at least once in the array;
C3. For any two distinct entries py, ,, and Dg, ko Dy ki = Dfa ke = S IS an integer only if

a. fi1 # fa, k1 # ko, i.e., they lie in distinct rows and distinct columns; and
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b. Dt ke = Ppoky = % Le., the corresponding 2 X 2 sub-array formed by rows f, fo and

columns ky, ko must be of the following form

0]

A coded caching scheme characterized by a (K, F, Z, S) PDA has cache size M /N = Z/F and
achieves rate R.. = S/F and the subpacketization level is F'. For a given (K, F, Z, S) PDA P,
we define K, = {k € [K] : p;). = s, for some f € [F|}, i.e. K, is the set of indices of columns
of P that has the integer s. A (K, F, Z,S) PDA is called a g-regular PDA if || = g,Vs € [5]
for some g € N. Such PDAs are denoted by g-(K, F, Z, S).

In [10], two PDA constructions were presented. The placement and delivery schemes cor-
responding to these PDAs have a similar rate as the rate in the MAN scheme, but there is
a significant improvement in the subpacketization level. In [10, Theorem 4], for any given
gmeNT, ¢>2a(m+1)-(¢(m+1),¢™ ¢" ", g™ —¢™) PDA construction is provided. For
this PDA M /N = 1/q, and rate is R = ¢—1. In [10, Theorem 5], for any given ¢, m € N* ¢ > 2
a(¢g—1)(m+1)-(¢(m+1),(g—1)g™, (¢ — 1)*¢™ ', ¢™) PDA construction is provided with
M/N =1-(1/q), and rate is R = 1/(q — 1).

C. Private Information Retrieval

In Private Information Retrieval (PIR) there is one user and a set of NV independent files W =
{Wn}f:_o1 replicated across B non-colluding servers indexed by integers in the set [0 : B — 1].
A user wants to retrieve one out of N files, say file Wp, D € [0 : N — 1], but doesn’t want
the servers to know the identity of the file. In other words, the user wants to hide the index
D from the servers. In order to retrieve this desired file privately, the user generates B queries
{QP }szl and sends the query Q} to server b. After receiving their respective queries, servers
will construct answers which are a function of the query they got and the files they have. Server
b will construct answer A”(W) and send it to the user. After receiving answers from all the B
servers, the user should be able to decode the desired file. Privacy and correctness conditions
are formally stated as follows:

For privacy we need that

I(D;QP)=0,vbe {1,...,B},
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and for correctness

H(Wp|D,AP(W)...AB(W), QP ...Q%5) =0.

The rate of PIR is a parameter that describes the download cost for the user (or the transmission

cost for the servers), which is defined as

Ry = SatHAPOV))

H(Wp)
A rate optimal scheme is provided in [2] with optimal rate Ry, given by
. 1 1
Rppp=\1+g++557) “)

The retrieval scheme provided in [2] requires dividing each file into BY subfiles and incurs
an upload cost of BN log, ( e 1,) bits. Another capacity achieving PIR scheme is provided
in [11], which requires dividing each file into B — 1 subfiles and incurs upload cost of only
B(N —1)log, B bits. This upload cost and subpacketization level are shown to be optimal among

all capacity-achieving linear PIR codes in [11].

D. Cache-Aided Private Information Retrieval

For a single user cache-aided PIR setup, with [V files of size L bits each, and B non-colluding

servers, where a single user can store M L bits, the optimal rate was shown in [12] to be

M 1 1
RCaPIRZ(1—N><1+§+---+BN_1)- (%)

The above rate can be achieved by storing M /N fraction of every file in the cache of the user
and then querying the remaining <1 — —) fraction using the PIR scheme explained in [2].

For multiple cache-aided users, various PIR strategies were given in [7]]. For the cache-aided
MuPIR problem with N = 2 files, K = 2 users and B > 2 servers, a novel cache-aided

interference alignment (CIA) based achievable scheme was given that achieves the rate [7,

Theorem 1]:
B-1
2(1 = M), 0<M< S5
Ren(M) = q G520, Bpt <M <%y
2(B-1)

(1__)(1"' ) 2B—1 <M <2

This rate is optimal for B = 2,3 servers. Moreover the rate Rcja (M) is optimal when M €
0.5 v 5 )

’ 2B 2B—-1"7
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In [7, Theorem 2], an achievable scheme called the product design was proposed for general

N, K and B that achieves rate

. = = K —t 1 1
Rpp(M) = min {N — M, R(M)}, where R(M) = t—i——1<1 + 5 +F W)
and ¢ = % € [0 : K]. This rate was shown to be order optimal within a multiplicative
K

factor of 8. In this product design, the subpacketization level is BY (

(t+1)(,) BN logy(Z~5) bits.

. ) and the upload cost is

E. Our Contributions

In this paper, we use PDAs to construct PIR schemes for cache-aided MuPIR setups. For any
given (K, F, Z, S) PDA, we propose a PIR scheme for a cache-aided MuPIR setup with K users
each equipped with a cache of size ZNL/F bits, B > 2 non-colluding servers and N files. The
proposed scheme incurs low upload cost, and the subpacketization level is also small. The main

contributions of this paper are listed as follows:

« Theorem [I] states the rate, subpacketization level and upload cost incurred by our proposed
achievable scheme for any given PDA.

o The single user PIR scheme with optimal rate, subpacketization level and upload cost
provided in [[I1] is recovered as a special case of Theorem [Il

« The rate provided in Theorem [1] is equal to the optimal rate for the special case of cache-
aided single-user PIR setup described in [12].

o When the proposed scheme is specialized to the PDA corresponding to the MAN scheme,
the resulting MuPIR scheme is shown to be order optimal in Theorem [21

o The proposed scheme corresponding to the PDAs given in [[10] is compared to the MuPIR
scheme given in [7]. The rate in our scheme is higher, but there is a significant reduction

in the subpacketization level and the upload cost.

II. SYSTEM MODEL

There are B non-colluding servers and a set of N files W = {W;, W,,--- Wy} that are

replicated across all the servers. Every file is of L bits, i.e.

H(Wy) = L bits Vk € [K].
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Files: Wi, Wy, -, Wn H(W,) = L bits ¥n € [N]

(d1,dg, -, dg) =7

Servers:

Caches -
=7 ?

Wa, W, = Wy, =?

Fig. 1: Dedicated cache-aided multi user PIR system.

We consider cache-aided systems derived from PDAs. Consider a (K, F, Z, S) PDA as described

in Section [-Bl It corresponds to a cache-aided system with K users, each equipped with a

dedicated cache of size M L bits where % = % The caching system works in two phases.
Placement Phase: In this phase, servers fill the caches with the content of the files. Let Z

be the content stored in the cache of user k. Then
VA
H(Z,) <ML = FNL bits Vk € [K].

Note that in the placement phase, servers don’t know the future demands of the users, and the
placement is done without the knowledge of what the users are going to demand in the next
phase.

Private Delivery Phase: In the delivery phase, each user wishes to retrieve a file from the
servers. Let user & want the file Wy, ,Vk € [K]. We define d = (dy,ds, -+ ,dk) to be the
demand vector. Also, users don’t want any of the servers to get any information about the
demand vector. To achieve this, users cooperatively construct B queries, {Q§}, Vb € [B], one
for each server. Query Q¢ is sent to server b, and after getting this query, server b responds with
answer AJ(W, Q%) of size R,L bits, which is a function of the queries sent to the individual
server and the files stored across these servers. Ag(W, Q%) is broadcasted to all the users via

an error free link. After receiving the answers transmitted by the servers, each user should be
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able to decode its desired file using these answers and the cache contents respective user have

access to. Formally we can say that

For privacy: I(d;Qy, W) =0,Vb € [B]. (6)

For Correctness: H(de|Qle], AFB], 2, d) =0,k € [K]. @)

The following parameters characterize the performance of a cache-aided multi-user PIR:
Rate: This measures the average number of bits broadcasted by the servers to the users. We

define the rate to be -
R= Eﬂ{ 3 Rb} (8)
b=0
where R, L is the size of the answer AZ(W, Q%) broadcasted by server b. This quantity should
be minimized as the average size of broadcast performed by the servers is RL bits.
Subpacketization level: This is the number of subfiles a file has to be divided into during the
placement and delivery phase. The subpacketization level also has to be kept small.

Upload cost: This is the total number of bits users must send to the servers to convey the

queries. The upload cost is

U= HQ). ©)
be([B]

We also aim to keep the upload cost as low as possible.

III. MAIN RESULTS

In this section, we present the main results of this paper and compare the results with previous

results on cache-aided MuPIR.

Theorem 1. Given a (K, F, Z,S) PDA, there exist a cache-aided multi-user PIR scheme with B
non-colluding servers, N files, K users each equipped with a dedicated cache of size M/N =
Z | F with the following parameters

e Rate: min{N — M, R} where

S 1 1 1 1
ES

o Subpacketization level: (B — 1)F
e Upload Cost: BK(N — 1)log, B bits.
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Proof. Rate N — M can be achieved by storing same M /N fraction of each file in the cache
of every user. Then in the delivery phase, the remaining (1 — M /N) fraction of each file can
be transmitted to the users. An achievable scheme is provided in Section that privately

retrieves K files with rest of the above-mentioned parameters. U

Remark: For a g regular PDA, for which || = g,Vs € [S], the rate is given by

S 1 1 1

Remark: For the special case of only one user, i.e. K = 1, the PDA has only one column
containing Z “*”s and S distinct integers. Therefore,

S A M

For such a PDA, |ICs| = 1,Vs € [S]. In this case, the rate achieved is given by

S 1 11 1
R:F<1+§Z} (EJF?H'JFW))

s€ls

N I S
- F B BN-1

(- 2) (1o )

which is equal to the optimal rate of cache-aided single-user PIR setup described in [12]].

Remark: If X' =1 and M = 0 (i.e. single-user no cache setup), a trivial (1,1,0,1) PDA can
be used. With this PDA, our scheme achieves optimal subpacketization level and optimal upload

cost as described in [11] alongwith optimal PIR rate described in [2], [11].

A. Example: MuPIR based on a PDA

Here, we will demonstrate the results of Theorem [1| for the following PDA which is not a

regular PDA.

_>|< x % x % 1 2 4-
* x x 1 2 x % b
*x x x 4 5 7 8 %
P= (11)
1 2 3 % x x x 10
4 5 6 *x x 10 11 =«
_7 8 9 10 11 x * =% |
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10

This is a (8,6,3,11) PDA with

K1 = {1,4,6} K5 = {2,5,8} Ko = {3}

Ky = {2,5,7} Ks = {3} Kio = {4,6,8}
K5 = {3} K7 = {1,6} Ki = {5,7}
Ky = {1,4,8} Ks = {2,7}

and therefore,

[Ki| =3 K5 =3 Kol =1
[Ka| =3 (Kol =1 (Kol =3
Kyl = 1 G| = 2 K = 2.
[Ka| =3 [Ks| =2

For this PDA, we consider a MuPIR setup with K = 8 users, each equipped with a cache of size
M/N = 0.5, B =2 servers and N = 8 files. Then according to Theorem [I] the rate achieved
by the MuPIR scheme based on this PDA is given by

1 1+151+ +1 +31+ +1 +31+ +1 ~ 3.663
6 11 2 27x3 2 27x2 2 27 e

The subpacketization level is (B — 1)F = 6 subfiles (which is the same as the subpacketization

level of the coded caching setting without PIR constraints), and the upload cost is 112 bits.

B. Scheme based on MAN PDA

Consider the PDA based on the Maddah-Ali and Niesen scheme [6]. The PDA corresponding
to the MAN scheme is a (¢ + 1)-(K, ™). (55, (tfl)) PDA for t = KM/N € N. In TABLE
we compare the parameters of the MuPIR scheme using the MAN-PDA with the product design.
We can see that the rate achieved in our scheme is higher than the rate achieved by the product
design, but this results in a significant reduction in the upload cost in our proposed scheme.
Consider dedicated cache setup with B = 2 servers, K = 4 users and N = 4 files. In Figure
we plot the rate achieved by the product design in this setting and the rate achieved by the MAN

scheme based PDAs. We can see that the rate achieved by our scheme is higher than the rate
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[ll PI{ate for

7 —#— Product Design ]
] \ PDA based MuPIR

Rate

1 \\‘
: \

0.0 0.2 0.4 0.6 0.8 1.0

EIS

Fig. 2: Comparing rates for Product design and MAN-PDA based MuPIR strategy with B = 2

servers, N = 4 files and K = 4 users for various values of M/N.

achieved by the product design. Although the rate is higher, the subpacketization level for PDA

4

+;) for M € [4] whereas the subpacketization level is 16(,) for the

based scheme would be (
product design. The subpacketization level is 16 times higher in the product design as compared
to PDA based scheme. Also, in terms of upload cost, PDA based scheme is performing better
than the product design. In Figure 3| we plot the ratio of the upload cost of product design and
the PDA-based scheme. For M /N = 1 upload cost for all coded caching schemes is zero. For
other values, i.e. for M/N € |0, i, %, %] we can see that the upload cost in product design is
higher than the upload cost for the PDA based schemes.

Although the subpacketization level in our scheme is still very high (increasing as ( @)), we
can see that the subpacketization is only linear in B in our case, whereas in the product design the
subpacketization is proportional to BY. Also, for a fixed caching ratio M /N, the subpacketization

level in our scheme is independent of the number of files /N, whereas, in product design, the

December 27, 2022 DRAFT



12

110 /. \
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Fig. 3: Ratio of upload costs for the Product design and MAN-PDA based MuPIR strategy with

B = 2 servers, N = 4 files and K = 4 users for various values of M/N.

K

upload cost increases exponentially with N. The ( KM/N

) factor in our upload cost is due to the

fact that we used MAN-PDA to construct our scheme, which has subpacketization level ( K AI; / N).

Using PDAs with better subpacketization levels will improve the subpacketization in our case

also.
Parameter ‘ MAN-PDA scheme ‘ Product Design ‘
K- B3 1 1 1 K- KM 1 1
Rate B <1+§+?”'+B<KNM+1><N1> g\l E Tty
Subpacketization (B—1)(&u) BY (i)
N N ~
Upload cost BK(N —1)log, B bits BN(@(H)(% + 1) log, (%)

TABLE I: Comparing rate, subpacketization level and upload cost of MAN-PDA based scheme

to the product design.

Now we show the the rate achieved in our scheme with the MAN-PDA is order optimal in
terms of rate. Firstly, we define the optimal rate for a cache-aided MuPIR system with cache
size M to be R*(M). Recall that R..(M), defined in (I, is the rate achieved by the MAN
scheme for a coded caching setup, R}.(M) is the optimal rate for a coded caching problem, and
R*

* (M) is the optimal rate for a coded caching problem under uncoded placement constraint
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13

defined in (2) and (3) respectively.

Theorem 2. Given a PDA corresponding to the MAN scheme, the rate achieved in Theorem [I]
is order optimal within a multiplicative factor of 8 and order optimal within a multiplicative

factor of 2 considering N > K and uncoded placement, i.e.,

R(M) < 2R}

uce

(M)

R(M) <8R..(M).

Proof. The rate achieved in Theorem [I] corresponding to the MAN-PDA is R(M). The achievable
scheme provided in Section has uncoded placement. Therefore,

1 1 1
R(M) = Ree(M) (1 TpTE T B(KNM+1)(N_1)>
B
< ch B 1
< RelM)
) B
: M) ——
RUCC( )B_l

@ B
<AR. . (M)—=——-.
— CC( )B_]_

Now, as we have B > 2 = -2 < 2 and the R, (M) < R*(M) and R}

B-1 ucc(M) S R*(M)
because the optimal rate with PIR constraint cannot be less than the optimal rate without the

PIR constraint, we have

R(M) < 2R

ucc

(M) and

R(M) < 8R}.(M).

C. Schemes based on PDAs described in [10]

As described in Section the product design proposed in [7] for general N, K, B achieves

rate

K—t 1 1
RPD(M):H—1<1+E+"'+W)

with subpacketization level Fpp = BY (') and upload cost Upp = (t+1) (tfl) BN logQ(B%—li!”).

For comparison, consider a multi-user PIR scheme based on the PDA constructions given

in [10], and described in Section[-Bl For M /N = 1/q we have a (m+1)-(g(m+1),¢™, ¢™*, g™ —
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¢™) PDA and for M/N =1 — (1/q) we have a (¢ — 1)(m + 1)-(q(m + 1), (¢ — 1)¢™, (¢ —
1)%¢™~', ¢™) PDA. According to Theorem [ K = q(m+ 1) cache equipped users can privately

retrieve their desired files from B servers, with rate
1 1 1
me(&)z(q_l)(l—FE—F“'—Fm) (12)

1 1 1 1
Rpew (1 - 5) e <1 gt B<q_1><m+1>(zv_1)_1>~ (13)

In Table [lIl we present the rate, subpacketization level and upload cost for the MuPIR schemes

based on PDAs stated above and the product design.

‘ Parameter ‘ Rate ‘ Subpacketization ‘ Upload cost
PDA R =1 | M {1t (B-1D% (%) BK(N —1)log, B
DA M =11 | Ny 1 )| poqu( v YO BK(N — 1)log, B
N — q M + + B (N1 ( )N N—M ( ) log,
) K_ KM N, \BN
Product Design %11 (1 N ﬁ) BN(@) (tfl) (t+1)logy (Bﬁ%—,!ﬂ)

TABLE II: Comparing rate, subpacketization level and upload cost of MuPIR schemes based on
PDAs provided in [10] to the product design [7]].

We compare the rate achieved in our scheme using the above mentioned PDAs to the rate
achieved using product design for a setup with B = 10 servers, N = 18 files and ¢ = m = 3.
In such a setup we have K = 12 users. For % = % we have a (12,27,9,54) PDA and for

% = % we have a (12,54, 36,27) PDA (from [10]). For M = 0, when users don’t have access to
any cache, we consider the trivial (12,1,0, 12) PDA. When % = 1, users can store all the files
in their cache, and servers need not transmit anything. For this example, rates for the product
design and PDA-based schemes are plotted in Fig. 4l

The rate achieved using the PDA based scheme is higher that the rate achieved by product
design. But, as we will see, the PDA based scheme offer better performance in terms of upload
cost and subpacketization level, whereas the rate is only marginally worse in our case.

To compare these two systems, we will consider PDAs with ¢ = 3 and we will vary m. This
is equivalent to increasing the number of users K = g(m+ 1) in the problem. The caching ratio

M/N = 1/q remains constant, but the total system memory i.e. t = KM /N = m + 1 increases

with m. Again we will consider B = 10 servers and N = K = g(m + 1) files.
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14

[ ] Rate for
—— Product Design
12 A PDA based MuPIR

10 4

Rate

0.0 0.2 0.4 0.6 0.8 1.0

2z

Fig. 4: Comparing rates for Product design and PDA based MuPIR strategy with B = 10 servers,
N =18 files and K = 12 users for various values of M /N.

The rate is given in (I2), the subpacketization level is F,., = ¢™ and the upload cost is

Upew = BK(N — 1) log, B bits. Also note that t = % = % =m+ 1.

Consider the quantity

S 1 1 1 1
. f<1+§zse[51 (E +ﬁ"'+73nsw1>)>

Rpp —t 1 1

_EM/N+1 1- B~v (N=h=L
~ KMJN 1—-B-N

1

TR Again, if number of servers and/or number of files

As K — oo we can see that %}fg —

stored in the servers are large, the ratio I_B%N — 1. For ¢ = 3, B = 10 servers, N = 300 files

and % = é and varying number of users we compare the rates in Fig.
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Fig. 5: Comparing rates for Product design and PDA based MuPIR strategy for B = 10 servers

M/N =1/3, N =300 files and varying number of users

N

For comparing subpacketization in these two schemes, consider the term
KM _q
(B-1)1

Fnew o (B - 1>qm _
- K\ K
Fpp BN(t) BN(KM/N)
%, and therefore %—w — 0 as the number of
(KM /N)—1
% — 0 as K — oc.

For given M, N and K we can see that L pe ¢
(KM/N

servers, B, increases. Also, for a given caching ratio, M /N
Again consider the example with B = 10 servers, N = 18 files and ¢ = 3. Here we will
= . ig. [6]

vary the number of users by changing m. We will consider M/N = 1/q = 1/3. In Fig. [6l we
plot F,.., and Fpp against K. We can see that the subpacketization level is very high for the

product design proposed in [7] compared to the PDA-based strategy of Theorem [l

To compare the upload costs, consider the term

Unew K(N —1)log, B
Upp (B + 1)(K ) BN log, (55— el 1)
_ K N-1 log(B)
(R +D(gl) N loa(gn)

Here, for some fixed caching ratio, M /N, number of servers B and number of files N, we have
) therefore, Yzew —5 () as K increases. Also, for a fixed caching ratio M /N

K

Unew a yie
Upp EM 1) ( ks
G+ ( Nt
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Fig. 6: Comparing subpacketization level for Product design and PDA based MuPIR strategy for
B =10 servers, M /N = 1/3 and varying number of users considering N = K.

and number of users K consider
Upew (N —1)log(B)
x L
Upp N log(gn=1)
(N = 1) log(B)
N(log(BN) +--- +1log(BN-1 + 1))
_ (N —1)log(B)
NS BB (o0 (BN-1 4 p))

"(7\[ — 1) log(B) _ (N —1)log(B)
NS BB (og(BN-1))  N(BN — BN=1)(log(BN))
1
~ N(BN — BN-1y’

So, if either the number of files or the number of servers increases, we have ZI?IT;U — 0.

Consider a cache-aided multi-user setup with B = 2 servers, N = 18 files and ¢ = 3. Here
we will vary the number of users by changing m. We will consider M/N = 1/¢ = 1/3. In
Fig. [1l we plot U,.,, and Upp against K. We can see that the upload cost is very high for the
product design proposed in [7] compared to the PDA-based strategy of Theorem [l

D. Schemes based on other known PDAs

In this section, we summarize some other known PDAs and briefly discuss MuPIR results

based on those PDAs.
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Fig. 7: Comparing upload cost for Product design and PDA based MuPIR strategy for B = 10

servers, M /N = 1/3 and varying number of users considering N = K.

In [14] for any m,a,b, A € N with 0 < a,b < m,0 < A < min{a,b} ,a g — (K, F,Z,S)

PDA construction is provided, where
m m m a\ /m-—a
e=() = (0) 2= (0)- ()00,
g_ m min m—a—b+2)\ a+b—2A
“Narp—22) ™ A \a-x ) [
 ax a+b—2\ m—a—b+ 2\
9= a—x ) A ‘

In [15]], the following three PDA constructions are provided using combinatorial designs.

and

Construction 1 [[I5] Theorem 4]: If there exist a simple (v, k,2)-SBIBD then there exist a
k— (vk,v,v —k+1,v(k —1)) PDA.
Construction 2 [15| Theorem 5]: If there exist a t — (v, k, 1) design for any ¢ € [1,¢— 1], then

here exisa b — (KL, (7). (%) = (2. () ) oA

t—i)r \t—i t—i t—i
Construction 3 [15] Theorem 6]: If there exist a simple ¢ — (v, k, \) design and k < 2¢ then

there exist a M) ((”), M) AG) A, (kit)) PDA.

() (@) G)

In Table [II, we enumerate the results of MuPIR schemes based on the PDAs mentioned above

using the definition

1 1
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‘ PDA Description ‘ Rate ‘ Subpacketization ‘ Upload cost

m min m—a—bf2X ; atb—2X m m

((2): (8): (8) = () (0): ety - | Lokt Cema b Easl (o) (3) | BN~ 1)losa B
min { ("7Y), (“432) }) PDA where | Rprp(B, (N - 1)

m,a,b,A € N with 0 < a,b < | max{(*T272%), ("3 })

a—A
m,0 < XA < min{a, b} [14]

(vk,v,v—k+1,v(k—1)) PDA from | (k—1)Rpir(B,k(N — 1)) v(B—1) Bvk(N —1)log, B
a v, k, 2-SBIBD [15| Theorem 4]

(O (2. (2~ (-0 0)| S o (5,0V- 00

t—1 t—1i
PDA from a t — (v, k, 1)-design [15]

()B-1) | BOO (N _1)10g, B

t—i

Theorem 5]
NG IE ) ) v 0 T
((t)7 - %(H)) PDA | U0 Rern (B, v 1)) (-3 | BOO -8B

from ¢ — (v,k,\) design where
k < 2t [15, Theorem 6].

TABLE III: Some known PDAs and MuPIR results on schemes based on those PDAs.

IV. OUR ACHIEVABLE SCHEME

In this section, we describe an achievable scheme for cache-aided multi-user PIR setup, using
a (K, F,Z,S) PDA, thus proving Theorem [Il We first describe the achievable scheme using an

example.

A. Example

Consider a cache-aided MuPIR system with B = 3 servers, storing N = 6 files {Wy, ..., W;}.
We consider a cache-aided setup corresponding to the following PDA:
x % 1 x 2 3
x 1 % 2
1 x x 3 4 «
2 3 4 % x x

(14)

There are K = 6 cache-equipped users, each capable of storing three files in their cache.

Placement Phase: Each file is divided into four non-overlapping equal subfiles

Wo = {WO1> WO2> Wogv W(;l}> Wy = {Wllv lev W13> W14}7
Wy = {W217 W227 W237 W24}7 W3 = {W317 W327 W??’ W??}’
W4:{W417W427W1§7Wf}7 W5:{W517W527W537W54}'
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Then, subfile f of every file is placed in the cache of user k if Py; = x. The content stored in

the cache of the users is as follows:

Z ={W W2:nel0:5]}, Zo ={WI W2:ne[0:5]},
Zs={W2W?:ne[0:5]}, Zy={WW*:nel0:5]},
Zs={W2 W2t.necl0:5]}, Zs={W3 W2*.:necl0:5]}.

Private Delivery Phase: In this phase, every user independently and uniformly chooses a file

to retrieve from the servers. Let the demand of user £ be denoted by d,. We consider

dy =3, dy =1, ds =0,

i.e. the demand vector is d = (3,1,0,4,5,1). Now every user generates a uniformly random

vector of length N —1 =05 over [0: B — 1] =[0: 2]. User k generates V¥ = (V... V}), let

V'=(1,0,1,2,0), V?=(0,1,1,0,1),
V3 =(1,2,2,0,2), V*=1(0,0,1,2,2),
V® =(0,0,1,0,2), V& =1(0,1,0,1,0).

We also note the values of V" 2 < — D nefo4] V,f) ,Vk € [6].
' B

V=2 V=0,
V=9 vi=1,
V' =0, Ve =1,

Now, each user constructs three N = 6 length vectors for every server over [0 : B —1] = [0 : 2].

Specifically, consider user 1 wanting file 5. User 1 generates three vectors as follows:
Q)= (VO VLV (0471 VAV = (1,0,1,2,2,0)
Q= (v, vvE (1 +VI)B, V3 V) = (1,0,1,0,2,0),
Q)= (VO Vi V2 (2 +VI)B, V3 V1Y) = (1,0,1,1,2,0).
Note that only the 4" coordinate (which corresponds to file W5 considering 0-indexing) of these

three vectors are different, also taking the sum of each of the elements of Q} modulo B is equal
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Server 0

Server 1

Server 2

User 1
User 2
User 3
User 4
User 5
User 6

1,0,1,2,2,0)
©,0,1,1,0,1)
2,1,2,2,0,2)
0,0,1,2,1,2)
©0,0,1,0,2,0)
0,1,1,0,1,0)

1,0,1,0,2,0)
©0,1,1,1,0,1
©0,1,2,2,0,2)
0,0,1,2,2,2)
0,0,1,0,2,1
0,2,1,0,1,0)

1,0,1,1,2,0)
0,2,1,1,0,1
1,1,2,2,0,2)
©0,0,1,2,0,2)
0,0,1,0,2,2)
©,0,1,0,1,0)

TABLE IV: Queries sent by the users to the servers.

Server 0

Server 1

Server 2

(W(l),z + W11,1 + W21,2

+ Wso + Wio + Wss)
+ (Wgo+ W30+ W3,
+ Wi+ Wio+ Way)
+ (Wea + Wi + W3,
+ W3 o+ Wiy +We)

(Woo+ Wiy +Wap

+ Wso + Wig + Ws)
+(Wgo+ W31+ W3,
+ Wi+ Wio+W2y)
+ (Wea + Wi + W3,
+ W3 o+ Wiy + W)

(Wi 1+ Wi+ Wy

+ Wsa + Wig+ Ws)
+ (Weo+Wiz+ W3,
+ Wi+ Wio+W2h)
+ (We1+ Wio+ W3,y
+ W3S+ Wi, + W)

21

TABLE V: Answers broadcasted by the servers corresponding to s = 1

to b for any b € [0 : 2]. User 1 sends Q} to server b,Vb € [0 : B — 1]. Table [Vl contains all the
queries sent to the servers by the users.

After receiving their respective queries, the servers construct answers based on these queries,
the files and the PDA. Consider again the PDA P, every server construct a transmission for

every s € [S] = [4]. Servers divide each subfile into B — 1 = 2 sub-subfiles.

Wl =W!, W), Y(n, f) €[0:5] x [4].

We also define W/:O =0 for any n € [0: 5] and any f € [4]. Consider s = 1, note that P;; =1
only for (f, k) € {(1,3),(2,2),(3,1)}. Server b computes

5
f
2. 2 Wiy,
(£k)e{(1,3),(2,2),(3,1)} n=0

and broadcasts it to the users. We enumerate the broadcasts corresponding to s = 1 in Table [V]
Now we will demonstrate that users 1, 2 and 3 will retrieve subfiles 3, 2 and 1 of their desired

files, respectively. As user 3 has access to subfiles 2 and 3 of every file, it can cancel out the
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interference terms from these transmissions and be left with the terms Abs be0: B—1]

defined as:
W(1)2+W11+W22+W32+W40+W52 £ A017
Woo+ Wi+ Way+ Wiy + Wi+ Wi, £ A7 and
Wé,l + Wll,l + W21,2 + ng,z + W41,0 + W51,2 £ A;’ﬁ.

Recalling that W), = 0, the second term above is A} = Wiy + Wi, + Wiy + Wi, + Wi,

Therefore using this second term user 3 gets
Wé,z = Aé — A% 11 and
1,3 3,1
W(1),1 - A2,1 - A1,1-
Similarly, user 2 can cancel out the interference of subfiles 1 and subfile 3 and will remain with
Wi+ Wio+ Wiy + Wi+ Wi+ W2 & AZY,
Wao+ W3y +Way + W3 + Wi+ W2, £ A? and
2,2
Weo + Wi+ W5y + Wiy + Wi+ Wg, £ Ay
Again, as Wfo = 0, user 2 decodes its required subfiles as
Wfl = A22 A?)l and
Wi, = 437 — A7
User 1 removes the interference of subfiles 1 and subfile 2 and is left with
1,3
WL+ Woo+ W + Wi, + Wi, + W2, £ Ay,
Wey + Wio + Wi + Wi o+ Wi, + W2, £ A and
W+ Wio+ Wi + Wi+ Wi, + W2, £ Ay,
and decodes the desired subfiles as
W3, = Ay] — A} and
1,3 1,3
Wg,z = AO,l - Al,l-
Similarly, user & for any k € [6] can decode its desired file. Specifically, user k& decode subfile

f from the transmission corresponding to that s € [4] for which P, = s. Whereas, if Py, = *

then subfile f is stored in the cache of user k.
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Here, we see that every server is broadcasting a transmission of size equal to one sub-subfile
for every s € [S] = [4]. As every file is divided into F' = 4 subfiles and every subfile is divided
into B — 1 = 2 sub-subfiles, every server is transmitting L /8 bits for every s € [4]. Therefore,
the total number of bits transmitted is

> RyL =15L bits.

be[0:2]
Special cases: Consider a special case when V¥ = (0,0,0,0,0),Vk € {1,2,3}, which

can happen with a probability of 37!°. In that case, the queries sent to server 0 is Qf =

(0,0,0,0,0,0),Vk € {1,2,3}, and thus, the answer broadcasted by server 0, for s = 1 will be
(Woo + Wig+ Wi+ Wag+ Wig + W)
+(Wio+ W3 o+ W5+ Wio+ Wi+ W2y)
F(W5o+Wio+ W3y + W3 o+ Wi+ W) =0.

This happens because W,’:O = 0 for any n and f. As the answer computed by server 0 is already
determined by the queries, and is independent of the files, if V¥ = (0,0,0,0,0),Vk € {1,2,3}
then server 0 will not broadcast anything. Similarly, if V¥ = (0,0,0,0,0),Vk € {1,4,5}, then,
answers computed by server 0 for s = 2 is predetermined by the queries itself, therefore server
0 will not transmit anything for s = 2. Similarly, if V¥ = (0,0,0,0,0),Vk € {2,4,6} or
V# =1(0,0,0,0,0),Vk € {3,5,6}, then server 0 will not transmit for s = 3 or s = 4 respectively.

The average number of bits transmitted by server 0 over all possible queries is

E{RoL} =4x ((3‘15) 0+ (1-371). g)

— E{ROL} - 1_73_1%.

Transmissions from all other servers are dependent on the content of the files for all possible
queries, so every server transmits L /2 bits irrespective of the realization of the queries.

Rate in this example: The average number of bits broadcasted by the servers is

EinL - iE{RbL}
b=0 b=0

1—-37P
= L+ L
7 +
3—371
— R:72

which is equal to the rate provided in Theorem [Il
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Upload cost and Subpacketization Level: Every file is divided into F' = 4 subfiles, and every
subfile is divided into B — 1 = 2 sub-subfiles. Therefore the subpacketization level is 8. Every
user is constructing one query for every server. Therefore, there are BK = 18 queries in total.
Each query consists of 6 integers, out of which 5 integers are chosen uniformly from [0 : 2],
and the 6" integer is dependent on the first five (the modulo 3 sum of all six integers should

be equal to the server index). Therefore, the upload cost is 90 log, 3 bits.

B. General Description

Consider a (K, F, Z,S) PDA, P, and a cache-aided multi-user system with B non-colluding
servers each storing N files. There are K users, each equipped with a dedicated cache of size
M L bits where M/N = Z/F.

Placement Phase: During placement phase, each file is split into F' non-overlapping and
equal subfiles i.e.

W, = {W/: fe[F]},vn € [N].
Then, the cache of user k € [K] is filled with
Z, = {Wr{ : Pf’k = *,Vn c [N]}

Specifically, for user k consider the k-th column of P. In the k-th column, if row f have a
*, then place subfiles W/, Vn € [N] in the cache of user k. By Cl, we know that the symbol
“x” appears Z times in each column, so each user stores NZ subfiles. Since each subfile has
size L/F bits, the whole size of the cache is NZL/F = ML bits, which satisfies users’ cache
constraint.
Private Delivery Phase: In this phase, each user will decide on their desired files. Let, user
k wants to retrieve file indexed by dj. Then demand vector is d = (dy,) re(r]- Users don’t want
any of the servers to get any information about the demand vector. For that, users cooperatively
generate queries for each server. Every user selects a random N — 1 length vector independently
and uniformly from [0 : B —1]¥ ", User k chooses V¥ = {VF ... Vk .}, where VF € [0 :
B — 1]. After choosing these random vectors, each user generates B vectors of length N over
0:B—1].
Q; = <Vok>V1k7 Vo (b—

nel0:N—-2

> Vf) ,V/é_2> (15)
[ ] B

= (@b @+ Qa1 Qb Q) (16)
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where Q. € [0 : B — 1]. Note that

N-1
lef €92 {(QO7QI7---7QN—1> €[0:B— 1]N‘(Z%> :b},
B

i.e. the sum of the elements of QF is b mod B for all k € [K]. Then, to server b,Vb € [B] the

following query is sent:

Q, = {Qilk € [K]}. a7

After getting these queries, servers will generate answers based on the queries and the files they
are storing. As stated earlier, every file is divided into F subfiles, i.e. W,, = W/ Vn € [0: N—1],

now servers will divide each subfiles into B — 1 packets i.e.
Wl ={W/,:bel:B-1]},¥ne[0: N —1],Yf € [F].
Each packet is of size L/(B — 1)F bits. For every s € [S], server b computes

AL =W AW AW g VR EF] X (K] st Pry=s. (18)

"H,N—1
where we define W/;O = 0 for any n, f. Defining
Xy, = > Alh (19)
{(FR)EFIXK]:P s p=s}
server b, b € [B — 1] transmits

X, = (Xb,l, N .,vas) (20)

Note that if QF = 0,Vk € [K], then X, , = 0. Therefore if Q = 0,Vk € [K] then server 0

won’t transmit anything. Whereas if Q& # 0, for any k € [K] then server 0 transmits
Xo = (Xoa,. - Xos). 21)

Decoding: Consider user k' € [K] and a subfile index f' € [F]. If Py ;s = * then user &’
recover subfile WC{: . from the cache. But if P ;s = s for some s € [S] then the user decodes
the desired subfile from the transmissons as follows:

For some b € [0 : B — 1] consider

Xps = > At (22)
{(fR)E[FIX[K]:P f =5}

= Al F + > ALY (23)
L R)ElFIX (KIP fa=s ()
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Now, if Py j» = s and Py = s for some (f, k) € [F] x [K] then C2 guarantees that P, =

and therefore user £’ can access subfiles W/, Vn € [0: N — 1] from its cache. As
N-1
AgE=> W
n=0
user k' can construct A{;f from its cache. Therefore user £’ can recover A{:S’k, form X ;, as

A = X - > Al
{(FR)EFIXKTP f=s \{(F 1)}
= X = 2 > w nat,
{(SRELFIX K f=sP\{(F ')} n=0

Now, user £’ has A{;ls’k,, Vb € [0 : B — 1]. Defining

di—1
i
Wkéz Vk_l_ Z nd ) \v/(k>f)€[K]X[F]>
n=0 n=d;+1
. N-2
V2N VE o VEke K]
n=0

and recalling that Qf = (ka, vE, .. de 1 (b Vk) o ,V]’\“,_2> , we have
B

N-1
[k f
Abvs o Z Wn,Ql’f/n
n=0 ’
dy—1 N-2
_ f f f
Z Wn,V,’f' + Wd i ( _Vk/) + Z Wn,V,’f'
n=0 K B n=dy+1
—wf w
/ _'_ W !
a0y
As W,’:O = 0,Vn, f we have
)p»S
/ / f/ f/’k/ f/7k/
For some 0/ € [B — 1], user k' recovers packet W; ,, form A’ "_,  and A’ %,  as
K ®'+V" )y (V7 )ps
Afl7kl / i Afl k,/l
GV s (V)
:Wf, — k! — k! _l_ Wi/ - Wi/
der (U V7 )=V )
—_wf
=W, v

Hence, the user is able to recover all packets of the subfile Wj: -
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Rate: Except for user 0, all other users are transmitting F b1ts Therefore, R, = FB-D) B 0 ,Vb e
[B — 1]. Whereas the number of bits broadcasted by user 0 depends on the realizations of the
queries. Consider

XO,S = Z Ag:?

{(fR)E[FIX[K]:Pf p=s}

- Z Z nQk .

{(f,k)e[FIx[K]:Ps =s} n=0

If Qf, =0,¥n€[0: N—1] and Vk € K, which can happen with probability B~/*+I(=1) then
Xo,s = 0 and server 0 won’t broadcast Xy ;. But if Qf,, # 0 for some n € [0 : N — 1] and for
some k € K, then server 0 broadcasts X s of size ﬁ bits to the users. Let, [y ;L be the

size of the transmission X ;. Then

1 L
E{RO,SL} = (1 - BKS(N—1)> F(B — 1)

BIKsI(N-1) _ 1 L
BKI-1 F(B —1)
L1+4 B+ ...+ BkI(N=1)-1
- F BIKI(N-1)

Lf1 1 1
v\t e TEre

1/(1 1 1

Therefore, the average size of the broadcast performed by server 0 is

L 1 1 1

s€[S]

And the average number of bits broadcasted by every server is

L 11 1 (B—1)SL

s€[S]
L 1 1 1
HeE i i)
se
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Therefore the rate is given by

S 1 1 1 1
S

Proof of Privacy: Consider Qp, the query sent to server b. For any q € Q," and for any
a=(a...ax) €[0: N —1]" we show that

IP’{d — alQ, = q} _ P{d _ a}.
Let q = (q,...,q%) where q* € Q,. Consider
P{Qb —q|d = a}IP{d _ a}
fa-d
P{Qb — gld = a} _ P{Q’g = q*,Vk € [K]|d = a}

= P{Vk(O cap — 1) =q"(0:a, — 1),

, and

P{d =a|Q, = Q} =

VE(ay : N —2) = q(az +1: N —1),Vk € [K]}.
As all Vi, Vk € [K] are chosen independently we have
1
]P){Qb = q|d = a} = BEWN-1)

— P{d:a|Qb:q}:%:IP’{d:a}

which proves that a query sent to any server is independent of the demand vector, and therefore
none of the servers can get any information about the demand vector.

Subpacketization level and Upload cost: Every file is divided into F' subfiles, and every subfile
is further divided into B — 1 packets. So, the subpacketization level is F'(B — 1). Every user
is constructing one query for every server. Therefore there are BK queries in total. Each query
consists of IV integers out of which N — 1 integers are chosen uniformly from [0 : B — 1], and
the N'™" integer is dependent on the other N — 1. Therefore, the upload cost is BK (N —1) log, B
bits.

V. CONCLUSION

In this paper, we considered the problem of cache-aided multi-user private information re-
trieval. We considered dedicated cache setups where all users have a cache of equal size.

The MuPIR strategy we proposed utilizes placement delivery arrays to specify placements and
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private deliveries by the servers. The subpacketization level of MuPIR schemes depends on the
subpacketization level of the PDAs. Therefore, MuPIR schemes utilizing low subpacketization
PDAs also have low subpacketization level as well as lower upload costs compared to already
existing schemes e.g. [[7]. We also proved the order optimality of the MuPIR schemes that are
based on the PDAs corresponding to the MAN scheme. Then we analyzed MuPIR schemes based
on PDAs described in [[10]. The resulting MuPIR scheme has a marginally higher rate than the
rate achieved in product design of [7], but there is a significant improvement in subpacketization
level and upload cost.

Although order optimal results are provided for the special case of MAN-based PDA, exact
optimality results are open in terms of rate, subpacketization level and upload cost for cache-
aided MuPIR problem. Furthermore, this paper didn’t consider the case of multi-access caches,
which generalizes dedicated cache setups. In a multi-access cache setup, the subpacketization
level is lower than the dedicated cache setup for the same number of users. Still, more work is

needed to further reduce the subpacketization and the upload cost for multi-access setups.
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