This article has been accepted for publication in IEEE Transactions on Communications. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TCOMM.2023.3344140

Quantum MAC: Genuine Entanglement Access
Control via Many-Body Dicke States

Jessica Illiano, Marcello Caleffi*, Senior Member, IEEE, Michele Viscardi,
Angela Sara Cacciapuoti, Senior Member, IEEE

Abstract—Multipartite entanglement plays a crucial role for
the design of the Quantum Internet, due to its peculiarities with
no classical counterpart. Yet, for entanglement-based quantum
networks, a key open issue is constituted by the lack of an
effective entanglement access control (EAC) strategy for properly
handling and coordinating the quantum nodes in accessing the
entangled resource. In this paper, we design a quantum-genuine
entanglement access control (EAC) to solve the contention prob-
lem arising in accessing a multipartite entangled resource. The
proposed quantum-genuine EAC is able to: i) fairly select a subset
of nodes granted with the access to the contended resource;
ii) preserve the privacy and anonymity of the identities of the
selected nodes; iii) avoid to delegate the signaling arising with
entanglement access control to the classical network. We also
conduct a theoretical analysis of noise effects on the proposed
EAC. This theoretical analysis is able to catch the complex noise
effects on the EAC through meaningful parameters.

Index Terms—Quantum Internet; Entanglement; Multipartite
Entanglement; Entanglement Access Control; EAC.

I. INTRODUCTION

A fundamental role in the Quantum Internet [2[|-[5] is
played by multipartite entanglement [6]], [[7]], since it enables
computing and communication functionalities with no coun-
terpart in the classical world [3f], [8]-[13]], including (but not
limited to) advanced forms of privacy and anonymity [[14]], and
the so-called on-demand connectivity |3]].

Specifically, as a pivotal example for the on-demand con-
nectivity, let us consider three nodes, say nodes Ni, N, and N3
as in Figure [T} In EPR-based networks [15]-[17]], to establish
a directﬂ connectivity among any pair of the node set with
cardinality n, % (n — 1) EPR pairs must be properly shared by
the nodes, reserving n — 1 specialized qubits, aka communica-
tion qubits [4], [19]], in each node to this purpose. Specifically,
with reference to Figure[I] the EPRs must be distributed so that
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IThe term “direct connectivity” refers to the availability of an EPR pair
shared between two nodes — regardless of how this EPR has been distributed
to the nodes, i.e., through either direct quantum link or multi-hop quantum
path — without the need of any additional helper such as an intermediate
third node implementing entanglement swapping. Accordingly, the EPR pair
can be straightly exploited — as instance, for quantum teleportation — by
the two nodes without involving any additional node. As detailed in [3]],
such a direct connectivity is related to entangled states shared among remote
nodes. However, physical direct connectivity is envisioned as well in quantum
networks [18]].
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each node — say N — reserves two communication qubits, one
for each different EPR pairs shared with a different node — i.e,
Ny and N3, respectively. Accordingly, the identity of the nodes
that can exploit entanglement as a communication resource is
fixed a-priori, with no possibility of adapting to time-varying
communication needs. Differently, by considering multipartite-
entanglement networks [10], multipartite entangled states —
such as GHZ states [3]], [20] — enable the extraction of an
EPR pair between any pair of nodes at run-time, depending on
the instantaneous communication needs. This key feature en-
ables full connectivity among n nodes, without (unreasonably)
requiring a number of communication qubits at each node
scaling with O(n). This constitutes a very attractive feature,
since limiting the number of communication qubits decreases
the hardware complexity of the nodes and it helps in handling
the trade-off between communication and data qubits [4]. With
reference to the example of Figure [I} by distributing a 3-
qubit GHZ state through the network with one communication
qubit at each node, an EPR pair can be extracted at a run
time by any pair of nodes, with the identities of the entangled
nodes chosen at run-time. From a communication engineering
perspective, a key open issue in multipartite-entanglement
networks is constituted by the need of proper management
and coordination among the entangled nodes, since they all
share the same multipartite state. Specifically, to leverage the
multipartite entanglement advantages, there must be a tight
cooperation between the involved network nodes — nodes that
must be aware of each other identities — for being able to
exploit the quantum correlation provided by entanglement
[3]. Indeed, any processing of a single entangled qubit has
an instantaneous effect on the global entangled state, with
possible changes affecting the remaining entangled qubits as
well, regardless of the distances among the entangled nodes.
As pictorially represented in Fig. [2] these network nodes
also compete among each others to use the same shared
entanglement resource for a targeted application. Hence, when
it comes to the design of the network functionalities, proper
access to the multipartite entanglement resource is pivotal.
As a consequence, an entanglement access control (EAC)
functionality is mandatory [3]]. However, so far, EAC has been
poorly investigated, by implicitly delegating it to some forms
of classical signaling through classical Internet. This, in turn,
requires a functional classical-quantum interface between the
classical Internet and the Quantum Internet, which is still
an open issue [3]], [[13]. Thus, limiting classical signaling
represents both an attractive strategy accordingly to the current
state-of-the-art as well as a yet-to-be solved research problem.
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(a) EPR-based connectivity. A minimum of three EPR pairs must be
generated and distributed. Once distributed, each EPR establishes a virtual
quantum link between a fixed pair of nodes.

(b) On-demand connectivity. A direct connection between any pair of nodes
can be obtained by distributing a multipartite state through local operation
and classical communications (LOCC).

Fig. 1: A-priori vs on-demand connectivity.

In this paper we address this issue, by designing a
“quantum-genuine” EAC, which abstains from delegating the
solution of the entanglement contention to the classical net-
work, by relying on a singled out multipartite entangled state,
referred to as “contention-resolution state”. More into details,
the proposed EAC exploits the feature of the contention-
resolution state to solve the contention problem arising in
accessing a multipartite entangled resource, referred to in the
following as “contended resource”. By exploiting the fea-
tures of the designed contention-resolution state, the proposed
quantum-genuine EAC is able to: i) fairly select a subset of
nodes granted with the access to the contended resource; ii)
preserve the privacy and anonymity of the identities of the
selected nodes; iii) avoid to delegate the signaling arising with
entanglement access control to the classical network. As a
matter of fact, the contribution of this paper is not limited to
the EAC design. Indeed, we also conduct a theoretical analysis
about the quantum noise effects on the performance of the
proposed EAC. To this aim, we first recognize that a very
crucial noise source affecting the proposed EAC is consti-
tuted by the entanglement distribution process, unreliable in
providing the network nodes with the required entanglement
resources. Stemming from this, we develop a theoretical
framework able to capture noisy entanglement distribution
processes. Specifically, we prove that a noisy entanglement
distribution process can be modeled as a discrete Markov
chain, for which we also analytically derive closed-form
expressions of the transition probabilities. This is a key result,
since it provides a powerful analytical framework that can be
exploited beyond the scope of this manuscript for analyzing
entanglement-based networks. Then, by accounting for such an
analytical framework, we conduct a theoretical analysis of the
EAC contention-resolution capabilities in presence of quantum
noise. This theoretical analysis is able to catch the complex
noise effects on the EAC through meaningful parameters.

A. Related Works

In [21], the authors propose a scheme enabling the gen-
eration of distributed multipartite GHZ states over remote
network nodes through pre-shared EPR pairs. Similarly, in
[22]]-[24] the authors focus on the aforementioned GHZ state
distribution, by considering different network architectures,
ranging from centralized to quantum-repeater-based ones. In
the same research line discussed above, [25[]-[27] should also
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be categorized, but with reference to the wider class of graph
states. Additionally, several works focus on protocols for end-
to-end EPR distribution, i.e., the distribution of EPR pairs
through entanglement swapping and quantum repeaters [28]—
[30]. With reference to the performance analysis of quantum
communication systems, interesting insights are given in [31]],
[32]]. Specifically, the authors consider a star-network topology
with a central node — referred to as swifch — acting as a quan-
tum repeater. By assuming the availability of infinite coherence
time and infinite resources at the switch, the authors analyze
the expected capacity in terms of number of stored qubits by
exploiting statistical tools. In [33], the authors analyze the
entanglement access problem in the light of accessing to a
point-to-point EPR pair, with the aim to share end-to-end EPR
pairs between two remote nodes with a certain fidelity. Specif-
ically, the authors consider the so-called entanglement routing
problem, namely, the problem of obtaining end-to-end EPRs
between remote nodes by performing entanglement swapping
over a multi-hop path composed by point-to-point pre-shared
EPRs. To this aim, the authors analyze the probability that two
remote nodes are able to exploit (access) a set of point-to-point
EPRs.

Differently from all the aforementioned works and to the
best of authors’ knowledge, this manuscript is the first work
addressing the design of a quantum-genuine EAC, able to
distributively solve the entanglement contention arising among
the network nodes by accounting for the key requirements
detailed in Sec.

The rest of this manuscript is organized as follows. In
Sec. [II, we describe the system model and we collect some
definitions utilized through the paper. In Sec. [Tl we first
discuss the peculiarities of the EAC with respect to classical
medium access control (MAC), and then we formalize the
problem statement. In Sec. we design the proposed EAC.
In Sec. [V] we model and analyze the noise effects on the
proposed EAC. In Sec. [VI, we conduct a numerical analysis,
aimed at providing guidelines and insights on the complex
noise effects on the EAC through meaningful parameters.
Finally in Sec. we conclude the manuscript.

II. PRELIMINARIES
A. System Model

Multipartite entangled states constitute a key resource for
implementing quantum information tasks [34]]. When it comes
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Fig. 2: MAC vs EAC. Entanglement Access Control (EAC) is the quantum-equivalent problem of Medium Access Control
(MAC). Specifically, while classical-network nodes must coordinate via some MAC protocol to access to a shared channel,
quantum-network nodes must coordinate as well via some EAC protocol to access to a shared entangled resource.

to the generation of entangled states, it is very reasonable,
given the current maturity of quantum technologies, to assume
a specialized super-node responsible for the generation [24],
[32], [35]]. The rationale for this assumption is twofold. On
one hand, it accounts for the complex mechanisms and the
dedicated equipment underlying the entanglement generation.
On the other hand, it accounts for the mandatory requirement
of some sort of local interaction among the qubitsE] to be
entangled.

Accordingly, we consider a network in which a node,
denoted in the following as Ny and referred to as the or-
chestrator, is in charge of the generation and distribution of
the multiparty entangled state to be shared among the network
nodes. The remaining n nodes are denoted as {NV;}!" ;, and
they contend for the multipartite entangled resource, referred
to as “contended” resource. For this the following definition
arises.

Definition 1 (Contention set). The contention set N denotes
the identities of the n nodes:
N ={Ny,...,N,}. (1)
When it comes to the distribution of the multipartite state,
the orchestrator can, in principle, distribute each entangled
qubit (ebit) to one node. However, this approach is not
viable for all the classes of multipartite entanglement, which
are characterized by different persistence properties [3]. As
an example, adopting this approach for distributing GHZ-
like states, which are characterized by minimum persistence,
implies the need that all the photons encoding the ebits are
successfully distributed to the nodes in a single distribution
attempt [37]. Alternatively, multipartite entangled states can
be distributed through teleportation [21]], [24]], given a-prior
distribution of EPR pairs via heralded scheme [38]], [39]]. This
strategy is practically ubiquitous and, indeed, in [24] it has
also been proved that such a strategy provides more resilience
to noise and better protection against memory decoherence.

2With different entanglement classes characterized by different degrees of
required qubit interactions. As instance, within graph states [22], [36], the
required interactions are represented by the presence of edges in their graph
representation.
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Fig. 3: Simplistic representation of time-slotted sequence
defined in Sec for the EAC.

Stemming from this, in the following, we adopt this ap-
proach for the entanglement distribution, which confers also
generality to the analysis, being suitable for different classes of
multipartite entanglement. Furthermore, the adopted heralded
scheme allows the orchestrator to recognize which node —
if any — experienced an ebit loss. In such a case, further
distribution attempts can be performed to eventually distribute
the targeted state to all the considered nodes.

B. Definitions

Here, we introduce some overall parameters which allow
us to abstract from the particulars of the underlying quantum
technology hardware as well as from the specificity of the
considered multipartite state. This confers generality to the
design and analysis.

Definition 2 (Threshold Time). The threshold time T,
denotes the maximum coherence time of the system, i.e., the
time interval beyond which an entanglement resource would
be irreversibly degraded by quantum decoherence.

A multipartite state must be generated, distributed and utilized
within this time interval.

Definition 3 (Multipartite Generation Time). The multipar-
tite generation time 7, denotes the maximum time interval
needed by the orchestrator for generating the targeted multi-
partite state.

Definition 4 (Distribution Time). The distribution time 14
denotes the maximum time interval needed by the orchestrator
for one-attempt distribution of ebits to the considered nodes.

Remark. The distribution time depends on a multitude of fac-
tors, ranging from the characteristics of the (if present) matter-
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flying transducer [2] through the quantum carrier/channel
specificities to the individual link length. Nevertheless, we
abstract from all these particulars through the notion of dis-
tribution time. Specifically, in case of noise-free entanglement
distribution, 7; models the all-inclusive time for generating the
EPR pairs and distributing the corresponding ebits. Conversely,
in case of noisy entanglement distribution, 74 models likewise
the time-interval needed for the EPR generation but it includes
a single distribution attempt, as shown in Fig.

Definition 5 (Contention Time). The contention time T,
denotes the time interval needed for solving the entanglement
contention problem, i.e., for accessing and utilizing the con-
tended entangled state.

Definition 6 (Successful Distribution Probability). The dis-
tribution attempts performed over a noisy quantum channel
is modeled through a Bernoulli distribution with parameter p,
with p denoting the probability of successfully distributing an
ebit to one of the end-nodes.

From Def. [6| we consider, for the EPR distribution process,
the absorbing quantum channel modeﬂ [[7], [43]]-[45]]. This
channel model is characterized by two elementary events: i)
E= "successful transmission"”, and ii) the corresponding com-
plementary event E ="failed transmission", representing the
loss, i.e., the absorption, of the transmitted particle encoding
the ebit.

Remark. The adopted quantum channel model can be easily
extended to account for the fidelity of the distributed EPR
pairs. Indeed, ebits received with low fidelity impact on the
fidelity of the teleported state [7], [46] and hence on the
performance of the EAC protocol via the fidelity of either
the contention resolution state or the contended resource state.
Thus, whenever the fidelity of the distributed EPR pairs F' may
results below a certain fidelity threshold F3, the distribution
attempt can be considered as failed, as it does not meet the
requirements of the EAC protocol. In fact, this event prevents
the correct teleportation of the multipartite entangled state. In
this light, the events E= "successful transmission" and E =
"failed transmission" correspond to the events "ebit distributed
with fidelity F' > Fy," and "ebit distributed with fidelity
F < Fy,", respectively. Clearly, the value of Fy;, depends on
the particulars of the application exploiting the EAC protocol.
On the other hand, when the fidelity of the entanglement
distribution is above the given threshold, F' > F};, one may
still wish to perform entanglement purification to improve the
fidelity of the distributed EPRs and, hence, of the teleported
states. In such a case, each node would require more than one
ebit distribution, as we will analyze in Sec.

Definition 7 (Time Horizon). The time horizon M denotes
the maximum number of distribution attempts that can be

31t is worthwhile to mention that when it comes to free-space channels
the transmission conditions results as more complex and particularly adverse
[40]-[42]. Nevertheless, the model here proposed represents the worst-case
scenario, since the noise irreversibly corrupts the information carrier without
any possibility of further ebit recovery.
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performed within the threshold time interval 7:
M = |[ren — (79 + 7)] /7] 2

In @, we consider the worst case scenario, since we evaluate
M by assuming that each 74 includes the EPR generation time.
In the case of an orchestrator with unconstrained number of
communication qubits [[19]], this restriction can be removed
by generating the EPRs for different distribution attempts in
parallel.

Definition 8 (Connected set). The connected set S}, C N
denotes the set constituted by j < m nodes for which a
successful transmission of an ebit has been accomplished
within the m-th distribution attempt, with m € {1,2,..., M}.

As instance, S5 denotes the connected set at slot m = 2 in
which 3 nodes correctly received the ebits. In the ideal scenario
of noiseless EPR distribution, S}, = S” = N with probability
one for m = 1, namely, after a single distribution attempt
of duration 74. Conversely, in presence of noisy quantum
channels, it generally results S,{l CN , with 7 < n and there
exists a no-null probability of having S}, C N, with j # n at
the threshold time 74, as we will show in the next sections.
Furthermore, by accounting for the developed system model,
it results:

S, CS, withj <i,Yme{2,...,M}. 3)

III. EAC: ENTANGLEMENT ACCESS CONTROL

In this section, we first discuss the peculiarities of entangle-
ment access control (EAC) with respect to classical medium
access control (MAC), and then we formalize the problem
statement.

A. MAC vs EAC

An EAC protocol aims at solving the contention problem
arising when an entangled resource is shared among multiple
networks nodes. From this definition, the design of an EAC
protocol is reminiscent of the design of medium access control
(MAC) protocols in classical networks [47]]. Formally, the
overall goal of a MAC protocol is to determine the functional
X(-) univocally selecting the network node granted with the
access to a communication resource’t

x:N —{0,1}, st. AN, eN:x(N)=1 ¥

Conversely, the non-local scope and the global, dynamic
utility exhibited by entanglement complicate the problem, as
pointed out in [3]]. First, there must be a tight cooperation
between the network nodes — nodes that must be aware of each
other identities — storing the entangled qubits for being able
to exploit the quantum correlation provided by entanglement.
Furthermore, any processing of a single entangled qubit has
an instantaneous effect on the global entangled state, with
possible changes affecting the remaining entangled qubits as

“4Depending on the adopted access strategy, the communication resource
could be, as instance, a certain time-slot or a certain frequency band (in
deterministic access protocols), or perhaps the utilization of the channel in
random access strategies.
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well, regardless of the distances among the entangled nodes.
These network entities even compete among each others to use
the same entanglement resource. As instance with reference to
the teleportation protocol [48]], any node sharing entanglement
can act either as source or as destination, as long as it
coordinates with the other entangled nodes. Hence, when it
comes to the design of the network functionalities, access to
the entanglement resource is pivotal.

Furthermore, multipartite entanglement enriches the connec-
tivity features. Specifically, multipartite entangled states allow
dynamic selection — rather than fixed a-priory node selection,
during the entanglement generation and distribution process
stage — of the nodes granted with the right to utilize the
entanglement resource. And this dynamic selection can be
performed according to the communication needs [49], [50]
or according the specific application, spanning from comput-
ing [19], through to quantum secret sharing [51] to clock
synchronization [52]. In this light, by accounting for the no-
broadcasting theorem — which prevents from broadcasting an
unknown quantum state to two or more receivers — multipartite
entanglement seems reminiscent of multi-point channels, but
in the broad sense of allowing distributed computing and
communication tasks. From the above discussion, it follows
that the overall goal of the EAC protocol is to determine
the functional x(-) univocally selecting the subset of k < n
network nodes granted with the right to utilize the multiparty
entangled resource, for fulfilling a certain computing or com-
munication task. Formally:

x:NF = {0,1}
s.t. 3! k-tuple (N;,, Niy, ..., N;, ) € N*
X (Ni,, N; N;,) =1 )

23

The simplest problem the EAC can solve is the one with k = 2,
i.e., a couple of nodes in A/ x N.

B. Problem Statement

Accordingly, the EAC design is conducted by accounting
for these key requirements:

- The protocol must be able to distributively solve the
contention problem by univocally determining the subset
of k£ nodes (among n possible candidates) granted with
the access to — namely, the right to utilize — the entangled
contended resource.

- The protocol must support the anonymity of the selected
nodes, i.e., their identities are kept hidden to each others
as well as to the un-selected nodes. Conversely, this
information about the selected node identities is made
available at a trusted node — represented by the orchestra-
tor — to be eventually exploited for implementing further
network functionalities’]

SIndeed, controlling the access of network nodes to entanglement as re-
source may be a crucial functionality in many communication scenarios. And,
generally, controlling the access to a shared resource also entails retaining
information on the identities of the nodes accessing the resource. From this
perspective, it is reasonable to assume that this information is available at a
dedicated node, namely, the orchestrator, delegated for maintaining track of
the evolution of the resource accesses.
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- The protocol must abstain from delegating the contention
solution to the classical network, which, in turn, would
require a functional — but, still, a research open issue —
classical-quantum interface between the classical Internet
and the Quantum Internet.

We note that the joint requirements of distributed strategy,
anonymity and no classical signaling impose another con-
straint on the EAC with respect to classical MAC protocols:
the contention solution must be disclosed at each node as a
result of a local processing, as analyzed in Sec. [[V]

IV. QUANTUM-GENUINE EAC DESIGN

Here, we design a “quantum-genuine” EAC, which fulfils
the requirements in Sec. [[II-B] by relying on the features
of a singled-out multipartite entangled state, referred to as
“contention-resolution state”. By exploiting its features, we
deterministically solve the contention problem arising in ac-
cessing to an entangled resource, referred to as “contended”
resource in the following.

A. Multipartite Entanglement Resource for the Contention
Resolution

In this manuscript, we propose to solve the contention
problem described in Sec. by exploiting the features of
a particular class of multipartite entangled states, namely,
the Dicke states [53]—[55], which can be deterministically
generated at a node as proven in [55].

A n-qubit Dicke state, denoted as ‘Df), is an even super-
position of the n-qubit computational basis states [s) ¢ g 1y
with each state characterized by a Hamming distance dy ()
equal to k:

-] 2 W e

s€{0,1}:d g (s)=k

For designing the quantum-genuine EAC protocol granting
entanglement access to a subset of £ among n nodes, we
propose to exploit the n-qubit Dicke state |D%) and, in
particular, to set the value of k in (B) as the cardinality
of the subset of n network nodes granted with the right to
utilize the contended entangled resource. More into detail, we
consider the state |A,,¢), referred to as contention-resolution
state. This state is generated at the orchestrator by enriching a
|D§> state with ¢ ancillary qubits processed through a proper
encoder, described in Sec. Formally, we have:

|An+€>:|D17"' 7Dn7A0a"' 7A€—1>a (7)

with D; denoting the i-th qubit of the Dicke state and A; the
j-th ancillary qubit processed by the encoder.

Once the contention-resolution state |A,,;,) has been gen-
erated at the orchestrator, it is distributed among the nodes
within the contention set A through teleportation, as motivated
in Sec. Al Indeed, the orchestrator retains at its side the
ancillary qubits Ay, ..., Ay_1, while teleporting the i-th qubit
of the Dicke state |Dﬁ> to node NN;. As described in the
following, the rationale for retaining the ancilla qubits at the
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(a) Quantum circuit corresponding to a linear contention-resolution encoder
for n = 4 and k = 2. The linear encoder requires a number £ = n — 1 of
ancillary qubits.
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(b) Measurement outputs for the linear encoder represented in Fig. Each
ancilla measurement outcome is mapped to only one of the (Z) = 6 possible
node selection configurations.

Fig. 4: Linear contention-resolution encoder

orchestrator is to provide the orchestrator with the identities
of the nodes selected from the EAC, without the need of
exchanging classical signaling and, thus, by preserving their
anonymity. This is a key feature of the proposed quantum-
genuine EAC, since it allows the possibility to exploit such
an information later for requesting network functionalities, as
exemplified within Sec. Once the contention-resolution
state has been successfully distributed, the EAC protocol
works as follows. Each node N; € AN performs a local
measurement (in the computational basis) of the ¢-th qubit
of the contention-resolution state |A, 1) available at its side.
By denoting with d; € {0,1} the measurement outcome,
whenever d; = 0, node N; becomes aware it lost the con-
tention. Otherwise, whenever d; = 1, node N; is granted
access to the contended resource, i.e., it gains the right to
exploit the entanglement resource. By accounting for (6)), it
results that exactly k nodes of the contention set N observe
the measurement outcome 1, whereas the remaining n — k
nodes observe the outcome 0. Since each state — representing
one of the possible (}) subsets of k-selected nodes — in
the superposition (6) exhibits the same amplitude, each state
experiences the same probability of being observed. And this
probability is equal to 1/(7). Furthermore, the states in (6)
associated with a positive measurement outcome for a certain
node N; (i.e., d; = 1) differ each other for a permutation of
k —1 “1s” over n — 1 positions. And there exist (}_}) of
such possible permutations. As a consequence, each node in
N experiences the same probability of being granted with the
access to the contended resource equal to (7-1)/(}) = k/ nﬂ
From the above, due to the Dicke state features, the proposed
EAC allows a fair — namely, equiprobable — resolution of the
contention problem among n nodes, by distributively enabling
k nodes to access the contended state, singled out accordingly
to the considered communication/computing task. Clearly the
value of k£ depends on the specific network application and,
hence, on the size of the cluster to be determined.

0As an example, the Dicke state |Dﬁ> enables a fair selection of a subset of
2 out of 4 nodes with probability 1/6. And each individual node experiences
a probability of being granted with access to the contended resource equal to
1/2.
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B. Contention-Resolution Encoder

As aforementioned, our proposal exploits the contention-
resolution state |A,4,), generated at the orchestrator by
processing ¢ ancilla qubits with a suitable encoder.

The aim of such an encoder, referred to as contention-
resolution encoder, is to process the ancillary qubits, without
any alteration of the initial Dicke state |D§>, so that each
possible measurement outcome of the ancillas is one-to-one
mapped to only one of the (Z) possible configuration in (6),
which in turn represents a different subsets of k nodes among

n granted with the access to the contended resource.

To this aim, the contention-resolution encoder is designed
to enforce an orthogonality condition on the ancilla quantum
states. In this way, the orchestrator, by measuring the ancilla
qubits, is able to discriminate the node subset (among the (Z)
different subsets) determined by running the proposed genuine
EAC, without exchanging classical signaling nor publicly
revealing the node identities. It must be noted, though, that
there exist multiple choices to design the contention-resolution
encoder by satisfying the aforementioned requirements. In the
following, we discuss some of these choices by focusing on
two fundamental parameters, which play a key role in the
encoder complexity, namely, the number of ancillary qubits
and the number of multi-qubit gates [56]. Specifically, we
provide some insights and guidelines, by optimizing the design
with respect to one of the two aforementioned key parameters,
and by discussing the impact of this optimization on the second
parameter.

1) Linear Encoder: Stemming from the above, a possible
choice is constituted by the encoder represented in Fig. 4] and
referred to as linear encoder. This encoder requires a number
¢ of ancillary qubits equal to £ = n — 1, and each ancillary
qubit is elaborated by a CNOT gate controlled by a different
qubit of the Dicke state. Within the figure and without any
loss of generality, the controlled gate CNOT(D;11, A;) acting
on the i-th ancilla is controlled by the (i + 1)-th qubit of the
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(a) Quantum circuit corresponding to the binary contention-resolution
encoder for n = 6 and kK = 2. The encoder requires a number
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(b) Quantum circuit corresponding to the binary encoder for n = 4 and
k = 1. The encoder requires a number ¢ = [logyn] = 2 of ancillary
qubits as specified by ().

Fig. 5: Binary contention-resolution encoder.

Dicke state. The different conﬁgurationsﬂ that are obtained
through the ancilla measurement are reported in Fig. [4b] Each
of these ancilla configurations is associated to a different
subset of k& nodes granted with the access to the contended
resource. Indeed, it is easy to verify that the linear encoder
ensures the orthogonality condition on the ancillary qubits.
In fact, let us suppose, without any loss in generality, that
the qubit labeled as D, is the one not controlling any CNOT
operation (as represented in Fig. [). Furthermore, let us
consider two arbitrary states — say |s) and |s’) — in (6). The
overall action of the CNOTs within the linear encoder is
to map the controlling qubit configurations on the ancillary
qubits, so that whenever the control is measured as zero, the
ancilla is measured as zero as well, and vice-versa. Clearly,
if the n-th qubits of |s) and |s’) differ, then we have from ()
that the two hamming distances computed on the first n — 1
qubits differ as well. This along with the structure of Dicke
states in (6) imply that the first n — 1 qubit configurations
can be regarded as orthogonal states in a n — 1-qubit system.
And this orthogonality is directly mapped by the encoder into
the ancillary qubits.

Conversely, whenever the n-th qubits of |s) and |s') are
the same, the hamming distances computed on the first n — 1
qubits are the same. Yet, given that the Dicke state in (6)
is a superposition of different n-qubits computational basis
states, |s) and |s’) must differ in at least two of the first n — 1
qubits. This, once again, implies that the first n — 1 qubit
configurations can be regarded as orthogonal states in a n — 1-
qubit system. And this orthogonality is directly mapped into
the ancillary qubits. It is straightforward to recognize that the
information about the n-th qubit of the Dicke state | DX ) can
be directly recovered through a “parity” check over the n — 1

"In the following, we will widely use a sequential enumeration of binary
strings, assuming big-endian endianness.
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ancillary qubits. Specifically, by denoting with a; the outcome
of the measurement operation performed over the ¢-th ancillary
qubit, whenever Z?;OI a; = k, then the measurement outcome
d,, corresponding to the n-th qubit of the Dicke state is d,, =
0. Conversely, whenever Z?:_Ol a; = k —1, then d, = 1.
The linear encoder requires n — 1 ancillary qubits as well
n—1 CNOT operations and, hence, its complexity in terms of
gate count [[19]], [57]] scales linearly with the number of nodes
competing for the entanglement resource. Yet, it is possible to
conceive encoders with a smaller number of ancillary qubits, at
the price of an higher number of CNOT operations, as detailed
in the following.

2) Binary Encoder: Specifically, it is possible to minimize
the number of ancillary qubits by considering a different
choice for the encoder, referred to as binary encoder. This
encoder univocally maps the subscripts {i} of the (}) or-
thogonal states {|s;)} in (6) into binary-coded decimal words.
Thus, each |s;), through its subscript, has a univocal associ-
ated binary-coded decimal representation, and this implies a
number of ancillary qubits equal to [ = [log, (})].

As regards to the number of required CNOTs required by
the binary encoder, there exist different strategies depending
on the particular setting for n and k. One of these strategy
consists in applying a sequence of CNOTs accordingly to the
following rule. We map the arbitrary state in the superposition
(6) with subscript ¢ + 1 to the binary representation of 4

[logs (3)1-1

>

=0

i= b2’ 8)
The considered mapping requires controlled operations with
the qubits of the Dicke state acting as controls and the
ancillary qubits acting as targets. An example of such a
binary encoder for ’D§> is given in Fig. The considered
example for a binary encoder requires only 8 CNOTS. This is
achieved by wisely exploiting the presence of multiple qubits
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Fig. 6: Graphical representation of the EAC protocol.

in |1) state within each state of the superposition in (6), for
achieving univocal configurations through the ancillary qubits
measurements.

Remarkably, whenever k = 1 the Dicke state ’Dﬁ> reduces
to a W-state |W,,). In such a case, the aforementioned rule can
be specialized as follows. Specifically, we map the arbitrary
state in (6) where the ¢ + 1-th qubit is |1) to the binary
representation of i:

[logy i—1]

> b ©)

Jj=0

7;:

The considered mapping requires a CNOT(W;41,A4;) — with
the (¢ + 1)-th qubit of |W,,) acting as control and the j-th
ancillary qubit acting as target — for any bj- # 0 in (). Such
an encoder is represented in Fig. [5b] for a particular case,
namely, for n = 4 contending nodes. Accordingly, the number
of CNOT operations required by the proposed encoder is:

4
Y4
3 ()g = 027" = [logy ] 20571
J

J=1

(10)

(I0) is exactly the number of required CNOT operations when
n is power of 2. Conversely, whenever n is not power of 2, (I0)
overestimates the number of CNOT operations, due to the ceil-
function determining the number of ancillary qubits. Indeed,
the number of CNOTs in (I0) represents an upper bound of the
required number of gates whenever k > 1, regardless whether
n is a power of 2 or not, as shown with the exemplary encoder
represented in Fig. [5a

C. Genuine EAC: Example for k = 2

As representative example of the genuine EAC protocol,
we consider the task of fairly selecting & = 2 out of n
nodes for accessing to the contended entanglement resource, as
depicted in Fig. [6] This setting models, as instance, a scenario
where the nodes compete each other to extract, from a GHZ
state, an EPR pair at run-time to be subsequently used for
a certain communication/computing task. More into details,
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an n-qubit GHZ state [20] acts as contended resource. The
maximally connectedness property [7] of an ideal GHZ state
allows the extraction of an EPR pair that is: 1) deterministic;
i) invariant with respect to node identities, i.e., an EPR pair
can be extracted between any pair of nodes sharing the GHZ
state; iii) LOCC, i.e., the extraction relies on local operations
and classical communications. By adopting the proposed gen-
uine EAC, the contention resolution works as follows. Each
contending node locally holds one qubit of the n-qubits GHZ
state. The orchestrator generates and distributes the contention-
resolution state |A,,;,) obtained by exploiting the Dicke state
|D3L> as detailed above. Then, the competing nodes perform a
measurement on the qubits of |A,, ;) at their side, by obtaining
the corresponding measurement outcomes di,--- ,d,. Such
measurement results substitute the classical control signal-
ing, and they act as logical control for the operation to be
performed on the contended GHZ state. More into details,
whenever d; = 0 — i.e., whenever N; loses the contention —
N; performs a local measurement in the Hadamard basis on
the ¢-th qubit (namely, the qubit at its side) of the contended
resource |GHZ,), with measurement outcome denoted as
g; € {0,1}. This measurement guarantees N; “to safely leave”
the entangled state |GH Z,,), by preserving the entanglement
shared between the remaining nodes. Conversely, whenever
d; = 1, N; is granted access to the contended resource. As
already mentioned, according to (6), exactly n — k nodes will
lose the contention while the remaining £k = 2 nodes are
allowed to access the resource. The value of d; determines
the local unitary to be performed on the ¢-th GHZ qubit at the
i-th node for distributively extracting an EPR pair, as follows:

H ifd; =0

Uy, =
TN ifd =1

(1)

with I and H denoting the identity and the Hadamard unitary,
respectively. Let d denote the ordered vector of the contention
resolution measurement results, namely, d = [dy, - - - , d,,] with
the index ¢ denoting the é-th node identity. From (TT)), it results
that the overall unitary Uy acting on the n-GHZ state is given
by: Ua=U4, ®...0 Uy,

Let us assume, without loss of generality, the indexes ¢ and j
corresponding to the identities of the contention winner nodes.
By applying the operator Uy to the GHZ state, after some
algebraic manipulations, the output state is:

UalGHZ) =T )oY [p+[e)e Y
pe{0,1} 2 ¢'e{0,1}7 2
dp (1)) even dp(v") odd

(12)

In (I2), |®*) and |®~) denote the two Bell states resulting
from the actions of the two identities ¢ and j. Instead, the
(n — 2)-qubit states |¢)) and |¢)') denote the states resulting
from the processing induced by the (n—2) unitaries H. These
states are characterized by an even and odd number of qubits
in state |1), respectively.

It is worthwhile to note that, by adopting the proposed EAC,
the identities of the contention-winning nodes are not disclosed
to the other nodes. In fact, the protocol design provides each

[¢')
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Fig. 7: Markov chain for the distribution process of a multi-
partite entangled state. Remarkably, the problem setting only
admits transitions towards states with increasing m and ¢. That
is, it is only possible to advance forward the Markov chain,
as backward transitions are excluded by properly setting the
time horizon m within the coherence time.

node N; with only local knowledge about the contention-
resolution as a result of the measurement on the qubit of
|[Ante) at its side. Differently, full knowledge about the
contention-resolution is available at the orchestrator by simply
measuring the ancilla qubits. Furthermore, in this example, we
embraced the EAC with an additional characteristic. In fact,
by exploiting the contention-resolution qubit measurement at
each node, an EPR shared between the contention winning
nodes is deterministically and distributively generated, by
resorting to local operations only at the nodes. As a matter
of fact, the specific generated Bell state can be determined
by exploiting the properties of states |¢)) and [¢'). Specifi-
cally, the orchestrator, that is aware of the contention-winning
node identities by design, is able to resolve any ambiguity
between the two states by performing a parity check on the
measurement outcomes {gp }r; ; received by the nodeﬁ This
last observation constitutes an example of the exploitation of
the fully knowledge available at the orchestrator for a certain
network functionality, i.e., within the considered example for
resolving the ambiguity in the extracted EPR state.

V. QUANTUM-GENUINE EAC ANALYSIS

In this section, we analyze the effects of noisy entanglement
distribution on the proposed EAC. To this aim, in Sec. [V-A]
we preliminary asses that, in presence of noise, the entangle-
ment distribution process can be conveniently modeled with
a Markov chain, and we analytically derive the closed-form
expressions of both state and transition probabilities. This is a
key result since Markov chain provides a powerful analytical
framework that can be exploited beyond the scope of this

8Any knowledge, that may be guessed about the node identities by
observing the transmissions of {gy, }n-4,;, can be easily obfuscated through
dummy random values sent by the contention-winning nodes.
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manuscript. Then in Sec. and Sec. [V-C| stemming from
the aforementioned results, we analyze the noise impact on
the proposed EAC.

A. Markov Chain Model

As mentioned in Sec. [[I-A] the orchestrator locally generates
the Dicke state |D%) to be encoded into the contention-
resolution state |A,4¢) reported in (7). The orchestrator than
proceeds with the generation and distribution of the n EPR
pairs required for teleporting the qubits of the Dicke state
to the n contending nodes. The distribution process lasts at
most M time slots, where M has been defined in Def.
to account for the decoherence effect. Specifically, in the first
time slot denoted with m = 1, n heralded distribution attempts
of n EPR pairs are performed, one for each contending node
N;. By accounting for an heralded strategy, the orchestrator
is able to recognize which node eventually experienced an
ebit distribution failure on the quantum channel. Then, further
attempts are performed over the links having experienced
failure (if any) until the M-th time slot, which determines
the time horizon of the considered system model.

By accounting for the above, we model the entanglement
distribution in the distribution-attempt m € {1,...,M}
through the “system state” S7,, which represent the random
variable associated with the connected set S/, defined in
Def. [8] Accordingly, the r.v. SY is associated with an empty

m
connected set at time slot m.

Proposition 1 (Markov Condition). The sequence of random
variables S, S5, ..., S .S is a discrete-time Markov
chain, namely, it results:

P(S], | S,

with i,j € {0,1,...,
{2,..., M)

Proof: Please refer to Appendix [A] ]

S =P(S), | Sh_1),  (13)

N} such that j > i and m €

A representation of the discrete-time Markov chain mod-
eling the noisy entanglement distribution process is given in
Figure [/| where system states are represented as nodes and
allowed transitions are represented with arrows. Indeed, to
evaluate the transition probabilities {P(S7, | Si,_1)}m.ji}
and the state probabilities {P(S},)}{m, ;3. it is useful to
introduce the discrete-time stochastic vector X(m), defined
as:

X(m) = [Xy(m),- -

where the component subscripts ¢ = 1,...,n denote the
competing nodes identities. Specifically, X;(m) € X(m)
denotes the overall indicator variable for the m-distribution
attempts between the orchestrator and node N;. Accord-
ingly, X;(m) = 0 corresponds to the event "all the m-
distribution attempts for node N; failed", while X;(m) = 1
corresponds to the complementary event "at least one of
the m-distribution attempts succeeded". Clearly, a realization
x(m) = [x1(m),- -+, z,(m)] of X(m) has values in {0, 1}®".
By accounting for the above and for the hypotheses in Sec. [[I}
the following result is obtained.

yXn(m)], withm=1,--- M, (14)
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Proposition 2. The indicator random variable X;(m) for the
m-distribution attempts between the orchestrator and node N;
is characterized by the probability mass function:

P(X; = = 1
R =n ) =g =0
Proof: Please refer to Appendix [B] ]

By accounting for the result in Prop. [2] it is easy to verify
that the transition probabilities P (S, | St ;) are given by:

P(S3, | iy 1) =
P(S3, | [X(m — 1|2 = i) = (T"?

J—1

)(1 —q)’ " .
(16)

Indeed, given state S, _,, the probability of evolving into state
SJ — namely, the probability of succeeding in distributing
(j — ) ebits — is given by the probability of observing (j — )
successes of a binomial random variable with parameters n —1
and p = 1 — q. From (T6), it clearly results that the transition
probabilities are m-independent. Furthermore, P(S7, | S¢,_;)
is determined by the number ¢ of successful attempts achieved
up to the previous slot attempt m — 1. With the above in mind,
we can now derive the following result, which characterizes
the state probabilities {P(57,)}m. j1-

Corollary 1. The probability P(S},) of the system being in
the state SJ, at the m-th slot attempt follows the Binomial
distribution with parameters n and 1 — q"™:

P(S},) = (?) (1= g™) g n=9)

Proof: Please refer to Appendix [C] [ |

a7

B. Noisy Contention-Resolution State Distribution

Stemming from the analytical framework developed in the
previous subsection, now we evaluate the impact of the noisy
entanglement distribution on the proposed EAC. Specifically,
here we conduct a theoretical analysis to understand the noise
effects on the EAC when the distribution of the contention-
resolution state is noisy. Then, in Sec. we generalize this
analysis by introducing the noise also in the distribution of
the contended resource, i.e. the entanglement resource to be
exploited after the contention resolution. To this aim, let D =
[Dy1,: -+, D,] denote the random vector modeling the Dicke
state |DF) measurement outcomes, and let d, € {0,1}%",
with dp(dy,) = k and h € {1,...,(})}, denote an arbitrary
realization of D. The generic element d; of dj represents the
outcome corresponding to the measurement of the ¢-th qubit
of |DF), which can be clearly either 0 or 1. Stemming from
(@), it results:

P(D =dy) = P(D=d) =

()
k
with P(D; = d;) ={ "

(18)

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/

Let Kg, = {i : d; = 1} denote the identities of the k
nodes granted with the access to the contended resource. Each
realization d; corresponds to a different set of k selected
nodes.

Proposition 3. In presence of noisy contention-resolution dis-
tribution, the proposed EAC successfully solves the contention
with probability P, given by:

P, = (1—¢M)~. (19)

Proof: Please refer to Appendix [D] ]

Remark. Proposition [3| provides a compact closed-form ex-
pression capturing the complex behavior of the proposed EAC
in presence of noise. Indeed, it results that the capability of
the quantum-genuine EAC to successfully solve the contention
does not depend on the total number of nodes n. Conversely,
it depends only on the number k of nodes to grant with the
entanglement access as well as on the number M of possible
e-bit distribution attempts. This is remarkable, since random
MAC protocols typically exhibit a success probability which
decreases with the number n of nodes sharing the medium.

Remark. An additional observation comes from the result in
Proposition 3] Specifically, as observed in the previous remark,
P increases with M : indeed, it converges to 1 exponentially
faster as M increases. This allows a further insight. Specifi-
cally, as highlighted in Section[[I| we considered the worst case
scenario with a single communication qubit for each resource
(contenting or contention-resolution) at each node. Hence,
the ebit distribution attempts are sequentially performed, and
at most M distribution attempts can be performed within
the coherence time. Conversely, if we relax this worst-case
assumption by increasing the number of communication qubits
available at each network node, we can have multiple ebit
distribution attempts performed in parallel, and this would
directly map into higher P, as follows P, = (1 — ¢Mle)k
with /. denoting the communication qubits at each node.

)

Remark. Furthermore, by accounting for Proposition [3] and
the previous remarks, it is possible to extend the proposed EAC
and its analysis to the case of the entanglement distribution en-
riched with entanglement purification. Broadly, entanglement
purification strategies consist in obtaining a single entangled
state characterized by an higher fidelity from multiple imper-
fect entangled states [58]|. In the context of the EAC, in order
to perform entanglement puriﬁcatiorﬂ each end-node would
require more than one EPR pair for each multipartite entangled
state. Specifically, let n be the number of ebits required at
each node to perform entanglement purification and distill one
EPR with higher fidelity, set accordingly to the considered
application. Then, this scenario can be analyzed by considering

9Hereafter, we focus on the purification of the EPR pairs needed for
distributing the multipartite entangled states via teleportation. Clearly, a
purification process (at the orchestrator, before the distribution process) could
be required if the generation of the multipartite entangled state at orchestrator
is noisy. In this case, it should be noted that an entanglement purification
protocol for multipartite systems would be required [59]. Such a protocol
should be selected accordingly to the entangled state to be purified and to
the adopted technological implementation. However, the conducted analysis
in terms of EAC success probability and distribution process does not change.
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Fig. 9: State probability P(S7,), with j = n = 10, versus the
number m of distribution attempts for different values of q.

an equivalent system composed by nn end-nodes without
entanglement purification. Indeed, the probability P, does not
depend on the cardinality of the contention set. Differently, it
depends on k, namely, the cardinality of the subset of nodes
granted with the access to the resource, which is predetermined
and does not change with the adopted purification strategy. As
a consequence, in case of multiple distribution attempts, the
analysis developed above does not change. However, when
parallel distribution attempts are not allowed, the purification
strategy causes delays in the distribution process as it demands
for additional time-slots.
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C. Fully Noisy Distribution

In the previous subsection, we considered the performance
of the proposed EAC when the distribution of the contention-
resolution state is noisy. Such an analysis is here generalized
by considering as “noisy” also the distribution of the con-
tended resource. To this aim, we observe that in the context
of the EAC, the distribution of both the entangled resources
could take place sequentially or in batch. In other words,
the two resources may be distributed according to a time
division strategy or frequency division strategy [60], [61].
In both the cases, the analytical framework developed in the
previous sections continue to holds. In other words, each noisy
distribution process can be modeled through two independent
Markov chains, driven by different failure probabilities and
different time horizons M in Def. Accordingly, in the
following, we denote with g, the probability of observing
a failure in the distribution of the contention-resolution state
and with ¢. the probability of observing a failure in the
distribution of the contended resource. Thus, the following
result is obtained.

Proposition 4. In presence of noisy distribution for both the
resources, the proposed EAC successfully solves the contention
with probability Py given by:
Py=(1—qy — ¢ + a5 a")", (20)
where M represents the minimum time horizon characterizing

the two distribution processes.
Proof: Please refer to Appendix [E] |

VI. PERFORMANCE ANALYSIS

We first focus on the analysis of the Markovian model de-
scribing the noisy entanglement distribution. Then, we conduct
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a performance analysis of the EAC in presence of noise.

A. Entanglement Distribution Analysis

Considering the distribution process of the contention-
resolution resource. The probability of successfully distribute
n ebits, according to the Markov chain model depicted in
Fig. [7] is showed in Fig. [§] as a function of the failure
distribution probability ¢ 29 p — modeling the behavior
of the physical quantum channel utilized for the entanglement
distribution— and for different values of n. Specifically, each
plot in Fig. [§] depicts: i) with a continuous line, the proba-
bility P(S};) of observing n connected nodes after the M-
th distribution attempt, ii) with a dotted line, the probability
P(S7) = p™ of observing n connected nodes when a single
distribution attempt is performed. By considering these two
metrics, we are able to compare the M -attempts distribution
strategy with the one-shot (M = 1) distribution strategy.
As expected, in presence of noise, the distribution strategy
performed over M attempts outperforms the one-shot strategy.
This gain is assured also in presence of hostile quantum
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communication channels, i.e., for the highest values of ¢q. More
into details, it is possible to reach P(S};) = 1 even for ¢ > 0.
And, indeed, as shown in Fig. @ the higher is the value of M,
the wider is the range of ¢ values for which P(S%,) = 1.
Thus, the wider is the ¢ range tolerated by the distribution
process. This behavior continue to hold when the number of
nodes n to be connected increases, although for small values
of n the desired P(S};) = 1 is reached in wider ranges of
g. Stemming from this, it is evident that multiple-attempts
distribution strategies should be adopted in complex quantum
systems, characterized by large number n of nodes and hostile
quantum communication channels. To elaborate more on the
above considerations, we can observe that for any value of M,
each subplot in Fig. [§|shows a range of ¢-values corresponding
to a region of P(S7,) ~ 1 and a complementary range of ¢
characterized by appreciable variations of P(S7,). As instance
for M = 20, the probability of having n connected nodes
changes with n only in presence of hostile quantum commu-
nication channels, i.e., for ¢ € (0.6,1], although the curves
corresponding to different n exhibit higher slopes and they
are close to each others. Conversely, for ¢ < 0.6, the curves
corresponding to different numbers n of connected nodes are
indistinguishable. Thus, higher values M of attempts reduces
the g-range significantly impacting on the performances of the
entanglement distribution processes and, consequently, on the
proposed EAC. Differently, as the value of M decreases, the
probability P(S7,) of observing n connected nodes after M-
attempts exhibits a heterogeneous behaviour as the number of
nodes n to be connected varies, with a “shrinking” of the ¢-
range in which P(S%,) =~ 1. Stemming from this, the number
M of attempts determines the so called absorbing threshold
G(M), represented with a dotted vertical line in Fig. (8] i.e.,
the value of the probability ¢ such that:

P(Syr) >1—¢, Vq<q(M) @2y
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Fig. 12: EAC contention-resolution probability for noisy entanglement distribution towards n = 8 contending nodes, with
M = 3 for the uppermost figures and M = 10 for the lowermost figures.

for any considereﬂ value of n. In Fig. € is set equal
to 10~°. The above considerations can be further extended
by considering the probability P(S7,) of observing j = n
connected nodes as a function of the number m of distribution
attempts, as depicted in Fig. [0 for n = 10. As showed by
the line for ¢ = 0.4, P(S]}) ~ 1 after m = 13 attempts.
Clearly, a lower number of attempts is required to reach the
value P(S%) ~ 1 for ¢ < 0.4. Finally, in Fig. [I0] we report
the state probability P(S9,) as a function of the number j
of connected nodes, for different values of node number n
and different values of failure probability g. P(S7},) represents
the probability of observing j out of n connected nodes at
the M-th attempt, namely, the probability of observing the
system in one of the states belonging to the last row of the
Markov chain depicted in Fig.[7] According to Corollary [I] for
a given number of attempts (M = 3 in Fig. [I0) the connected
set probability follows a binomial distribution with parameters
n,1 — ¢™. It is worthwhile to note that the grainy curves are
due to undersampling, as a consequence of the small values of
j. From Fig. @, for a given ¢, it results that when the number
n of nodes increases P(S7,) decreases.

B. EAC Performance Analysis

We focus now on investigating the performance of the
proposed quantum-genuine EAC in presence of noise. To this

10The absorbing threshold depends on n as well, i.e., for n; > ng :
Gnq (M) < Gno (M). Hence, to provide a global parameter meaningful for
all the considered values of n, we considered in Fig. |§|the worst-case scenario,
with the threshold corresponding to the highest value of n. The dependence
on n appears to have weaker effects on the threshold than the one caused by
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aim, in Fig.[TT] we report the contention-resolution probability
Py derived in Prop. 3] as a function of the number k& < n of
nodes to be granted with access to the contending resource,
for different values of failure distribution probability g. The
number M of distribution attempts is set equal to M = 3. As
showed within the figure, and in agreement with equation (T9),
the contention-resolution probability decreases with the num-
ber k of nodes to be granted with access to the contended
resource, for a given value of ¢. The above analysis can be
generalized by accounting for the noise also in the distribution
of the contended entangled resource as derived in Prop. [
Specifically, in Fig. [I2] the contention-resolution probabil-
ity (20) is reported for different communication settings by
considering different ebit loss probabilities for the contended
resource and the contention-resolution one.

Accordingly to the analysis developed at the beginning of
this section, in order to emphasize the noise effects on the
proposed EAC, we consider a low number M of attempts.
More into details, in the uppermost figures of Fig. [12] P
is numerically evaluated for M = 3, when the contention
set is constituted by n = 8 nodes. As expected, the overall
performances are significantly lowered by the noisy distri-
bution of both the entangled resources. As instance, with
reference to Fig. [T1] the contention-resolution probability for
g = 0.3,g¢ = 0 and k = 2 reaches values close to one.
Differently, Fig. [I2] shows significantly lower values of the
contention-resolution probability. And indeed this P, decrease
is more significant for higher values of g.. The reason is
twofold. On one hand, high values of ¢., that is related to
the channel absorption experienced by the distribution of the
contended resource, prevents to reach an high number of
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nodes. On the other hand, the identities of the nodes granted
with the access to the resource also impact the contention-
resolution probability. Indeed, as showed in the uppermost
figures of Fig. [I2] even when both the resources experience
low absorption, say g = ¢. = 0.3, P; has maximum
value equal to 0.8 for k¥ = 2. As showed in Fig. higher
values of P, can be achieved with an higher number of
distribution attempt, i.e., higher values of M. Specifically, the
lowermost figures show the contention-resolution probability
for a system supporting M = 10 attempts for the distribution
of the entangled resources, towards n = 8 contending nodes.
We observe that the contention-resolution probability exhibits
quite the same behavior in presence of different channel
conditions, namely ¢.. = 0.5 and ¢ = 0.3. Thus, multiple-
distribution attempts can be an effective strategy to overcome
different noise severity levels. Indeed, for ¢. = ¢, = 0.7,
the contention-resolution probability shifts from a maximum
value about 0.1 when M = 3 to a maximum value in [0.75, 1)
when M = 10.

VII. CONCLUSIONS

We proposed a quantum-genuine EAC protocol which lever-
ages the features of the multipartite entangled Dicke states
to accomplish the access control of a contended entangled
resource. Such a protocol preserves the privacy and anonymity
of the identities of the selected nodes, and it avoids to delegate
the signaling arising with entanglement access control to the
classical network. Additionally, we conducted a theoretical
analysis of the EAC in presence of noise. Specifically, we
developed an analytical framework leveraging the features of
Markov chains to capture the behavior of the entanglement
distribution process in presence of noise. Stemming from
this, we derived closed-form expressions of the contention-
resolution probability in presence of noise. This theoretical
analysis is able to catch the complex noise effects on the
EAC through meaningful parameters. This, in turn, provides
crucial guidelines for the design of efficient network proto-
cols. Finally, a numerical analysis is conducted, which shows
that the noise effects are narrowed through multiple-attempt
distribution strategies.

APPENDIX A
PROOF OF PROPOSITION 1]

The proof easily follows by observing that the probability
of evolving to state S7 , starting from the state evolution
Sh ...,Si |, depends only on the current state S’ ;. In
fact, by accounting for the system model given in Sec. [
the heralded teleportation scheme allows the orchestrator to
recognize which node — if any — experienced an ebit loss. In
such a case, further distribution attempts can be performed to
eventually distribute the targeted state to the missing nodes.
Furthermore, by restricting the distribution attempts within the
time horizon M, namely, within a time interval where the
decoherence effects are negligible, the system state evolution
is restricted from “backward” transitions towards smaller con-
nected sets with j < ¢ . As a consequence, once in the state

i ., the orchestrator performs n — i new generation and

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/

distribution attempts trying to reach the missing contending
nodes.

APPENDIX B
PROOF OF PROPOSITION 2]

According to Def. [f] each distribution attempt is modeled
as a Bernoulli random variable with parameter p. Accordingly,

q S p denotes the probability of observing a failed
distribution attempt. Once node /N; experienced a distribu-
tion success, no further distribution attempts are performed.
Hence, X;(m) = 0 iff exactly m distribution attempts failed.
This event occurs with probability ¢"*. And, accordingly, the
corresponding complementary event has probability 1 — ¢™.
Equivalently, this can be expressed by stating that X;(m) has
a Bernoulli distribution with parameter 1 — ¢™, i.e., X;(m) ~
B(1,1 — ¢"™). The aforementioned probability mass function
holds regardless of the node identity ¢. As a consequence,
Xi1(m),--+, X, (m) are n ii.d Bernoulli random variables
with parameter 1 — ¢™.

APPENDIX C
PROOF OF COROLLARY [1]

The proof follows by accountiong for the results derived
in Prop. [2] Specifically, we observe that the indicator random
variable X;(m) takes value in {0,1}. Hence, || X(m) [|?*=
>, Xi(m). As a consequence, it results

P(S,) = P(| X(m) [P= j) = P(}_ Xi(m) = ). (22)
i=1
Being X1(m), -, X,(m) iid Bernoulli random variables

with parameter 1 —¢™, as proved in Prop 2} and by exploiting
the last equality in (22), the result follows. In fact, the sum
of n i.i.d. Bernoulli random variables with success probability
1—¢™ is distributed according to a binomial distribution with
parameters n and 1 — ¢".

APPENDIX D
PROOF OF PROPOSITION[3]

Having no less than k connected nodes, i.e., || X(M) ||>> k,
is a necessary condition for the success of the contention reso-
lution. However, such a condition is not a sufficient condition.
Specifically, given the set of identities g, corresponding to a
certain realization dj,, it must also hold that an e-bit has been
successfully distributed to the nodes with identities in Ky, . In
other words, the winning set must belong to the connected set
S, ie., Kq, € 84, or equivalently X;(M) = 1,Vi € Kq,.
Hence, it follows that the probability of successfully solving
the contention can be expressed as:

Py =P(X(M)D' =k) =
P(X(M)D" = k ||| X(M) |*= k)P(| X(M) |*= k) (23)

By exploiting the law of total probability, can be re-
written as:
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Py=) PX(M)dj, = k||| X(M) |*> k,D = dy)
h=1
P(D = d,) P(| X(M) |*> k) =
D ow
=33 PX(M)d, = k ||| X(M) = j,D = dy)
h=1j=k

P(| X(M) |’=j)P(D =d;) (24)

By accounting for the structure of the contention-resolution
state, it is easy to verify that:

P(X(M)dj, = k ||| X(M) |*=j.D = dy) =

n—=~k n
Vi>k (@5
Gz e

which does not depend on the particular D = dj. Thus, it
results that the conditioning on D = d;, in (24) does not act.
Consequently, (Z4) can be re-written as follows:

P, =% P(X(M)d" =k || X(M) ||*= j,D = d)
j=k

P(| X(M) [P=4). (26)

By accounting for the result in Corollary [T|and by substituting

(23) in (26), one obtains:

=Y (5 )ty -
j=k
n—=k
Mk n—k __M\h,M(n—k—h)
(A=g") > (7, " )a—d"" L@
h=0

with @27) equal to (1 — ¢™)* by applying the Binomial
Theorem.

APPENDIX E
PROOF OF PROPOSITION [4]

Let Y(m) denote the discrete-time stochastic vector asso-
ciated to the distribution process of the contended resource,
ie, Y(m) = [Yi(m),---,Y,(m)] with m = 1,--- M. It
is worthwhile to observe that threshold time in Def. 2] might
depend on the technology adopted for generating the multipar-
tite entangled state. Hence, in the general case of considering
heterogeneous systems, 7y could be different for the two
entangled resources. This, in turn, determines different values
for the time horizon in Def. [7l In ordeAr to evaluate the EAC
successful probability, we consider M = min{ M, M.}, with
M., denoting the time horizon of the contention-resolution
state distribution, and M, denoting the time horizon of the
contended resource distribution. With this in mind, the proofs
follows by reasoning similarly to Prop[3] by observing that the
success probability can be expressed as: P, = P(X(M)DT =
kE,Y(M)D' = k) = P(X(M)D" = k)P(Y(M)D" = k),
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being the distribution processes of the two entangled re-
sources statistically independent. By accounting for the result
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in Prop. [3] after some algebraic manipulations, the proof
follows.
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