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Abstract— Recently Lin et al. proposed a method of using
the underdetermined BSS (blind source separation) problento

realize image and speech encryption. In this paper, we give a

cryptanalysis of this BSS-based encryption and point out tht it
is not secure against known/chosen-plaintext attack and @sen-
ciphertext attack. In addition, there exist some other secrity
defects: low sensitivity to part of the key and the plaintext
a ciphertext-only differential attack, divide-and-conquer (DAC)
attack on part of the key. We also discuss the role of BSS in Lin
et al.’s efforts towards cryptographically secure ciphers

Index Terms—blind source separation (BSS), speech encryp-

tion, image encryption, cryptanalysis, known-plaintext dtack,
chosen-plaintext attack, chosen-ciphertext attack, di#frential
attack, divide-and-conquer (DAC) attack.

I. INTRODUCTION

developed [4]-[6]. Recent cryptanalysis work [16]-[30}sha
shown that some multimedia encryption schemes are insecure
against various cryptographical attacks.

Recently Lin et al. suggested employing blind source sepa-
ration (BSS) for the purpose of image and speech encryption
[31]-[37]. The basic idea is to mix multiple plaintexts (ouln
tiple segments of the same plaintext) with a number of secret
key signals, in the hope that an attacker has to solve a hard
mathematical problem — the underdetermined BSS problem. In
Sec. VII of [37], Lin et al. claimed that this BSS-based ciphe
“is immune from the attacks such as the ciphertext-onlycétta
the known-plaintext, and the chosen-plaintext attacks, ltmg
as the intractability of the underdetermined BSS problem is
guaranteed by the mixing matrix for encryption”.

This paper re-evaluates the security of the BSS-based en-

With the rapid development of multimedia and networkingryption scheme and points out that it is actually insecure
technologies, the security of multimedia data becomes mdt@ainst known/chosen-plaintext attack and chosen-digkter
and more important in many real applications. To fulfill sucBttack. In addition, some other security defects are alsado
an increasing demand, during past decades many encryptider the ciphertext-only attacking scenario, includimgfow
schemes have been proposed to protect multimedia d&@nsitivity to the mixing matrix (part of the secret key) and

including speech, images and videos [1]-[9].

the plaintext, and a differential attack that works well whe

According to the nature of protected data, multimedide matrix size is small. Based on the cryptanalytic findings
encryption schemes can be classified into two basic typd4e also discuss the role of BSS in Lin et al's efforts towards
analog and digital. Most early schemes were designed atyptographically secure ciphers.
encrypt analog data in various ways: element permutingasig The rest of this paper is organized as follows. In next sactio
masking, frequency shuffling, etc., all of which may be ea@rt We give a brief introduction to the BSS-based encryption

in time domain or transform domain or both. However, dugcheme. Section Ill is the main body of this paper and focuses
to the simplicity of the encryption procedures, almost afin the cryptanalysis of the BSS-based encryption scheme.
analog encryption schemes are not sufficiently secure sigaihhen, the role of BSS in cryptography is discussed in Sec. IV.

cryptographical attacks, especially those modern attaukb
as known/chosen-plaintext and chosen-ciphertext attfjks
[3], [10], [11]. As a comparison, in digital encryption sches,

one can employ any cryptographically strong cipher, such
as DES [12] or AES [13], to achieve a higher level of
security. Besides, to achieve a higher efficiency of endoypt
and some special demands of multimedia encryption (su
as format-compliance [14] and perceptual encryption [15
many specific multimedia encryption schemes have also beén
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Finally the last section concludes this paper.

II. BSS-BASED ENCRYPTION

Blind source separation is a technique that tries to recover

a set of unobserved sources or signals from observed méxture

@18]. Given N unobserved signals,,--- ,sy and a mixing
atrix A of size N x M, the BSS problem is to recover

-, sy from M observed signalgy, - - - ,x,s, where

(x1, - xa] = Alsi, - ysn]" 1)

When M > N, the blind source separation is possible when
A satisfies some requirements. However, wilén< N, this

is generally impossible (whateveX is), thus leading to the
underdetermined BSS problem.

In [31]-[37], Lin et al. introduced a number of secret key
signals to make the determination of the plaintext signals
become an underdetermined BSS problem in the case that
the key signals are unknown. GiveR input plain-signals
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s1(t),---,sp(t) and @ key signalski(t),---,kq(t), the In this case, the encryption scheme is actually independent
encryption procedure is described as folléws of the underdetermined BSS problem. In addition, as we
T shown later in Sec. 1lI-A.5, the key signals can be totally
x(t) =[ea(t), -, zp()] = Asi(t), @) circumvented in a ciphertext-only differential attack, the
where x(t) denote P cipher-signals, sy(t) = mixing matrix A must be kept as the secret key. Thus, in this
[s1(t),- - ,sp(t),k1(t), -+ ,ko(t)]T,andA isaPx (P+Q) paper we assume that the secret key consists of hotnd
mixing matrix whose elements are within jr-1,1]. Assume A.
that A = [A,, A;], where A, is a P x P matrix and A In [31]-[35], the BSS-based encryption scheme was mainly
is a P x Q matrix. Then, the encryption procedure can bdesigned to encrypP images simultaneously, wherg(t) is
represented in an equivalent form: the ¢t-th pixel in thei-th image. In [36], [37], the encryption
scheme was suggested to encrypt a single speech, each frame

x(t) = Ass(t) + Ark(t), ©) of which is divided into P segments and;(t) is the ¢-th
where s(t) = [s1(t), - ,sp(t)]T and k(t) = sample in thei-th segment. This encryption scheme can also
[k1(t), -+ ,ko(t)]T. Thus, as long asA; is an invertible be applied for a single image, by dividing it int8 blocks
matrix, one can decrypi(t) as follows: of the same size. To facilitate the following discussion, we

1 assume that the encryption scheme is used to encrypt a single
s(t) = A, (x(t) — Axk(t)). ) plaintext with P segments of equal size.
Different values ofQ) was used in Lin et al.’s paper@. = 1 In Sec. VIl of [37], Lin et al. claimed that the BSS-

in [31] and@ = P in [32]-[37]. When@ = P, Lin et al. based encryption scheme is secure against most modern cryp-
further setA; = B and A, = B, where > 10 for image tographical attacks, including the ciphertext-only dttaihe
encryption ands > 1 for speech encryption. In this case, th&nown-plaintext attack, and the chosen-plaintext atteok.
encryption procedure becomes next section we will show that this claim is problematic.

x(t) = B (s(t) + k(1)) , (®)

and the decryption procedure becomes

IIl. CRYPTANALYSIS

Before introducing the cryptanalytic results, let us sea ho
s(t) = B~ 'x(t) — Bk(t). (6) large the key space is. In Lin et al.'s papers, each elemeAt of

Observing Eg. (3), one can see that the encryption procedPﬁréxtﬂg]sg%gnst:&?;;bg Ihheegh?nst?:mpglItgitszﬁjg ;I&r;r;znt

contains two (slt)eps._ _ matrix A is R”(P+@)_ Furthermore, assuming that the bit size

« Step 1x*9(t) _(f?ss(t)’ of Iy is L, the size of the whole key space ’(P+@)2L,

» Step 2 x(t) =xV(t) + Axk(?). - _ When@Q = P and A = [B, 3B], the size of the whole key
The first step corresponds to a substitution (block) cipued, space isRF”2L. Later we will show that the real size of the
the second step corresponds to a additive stream ciphen Fr&by space is much smaller than this estimation, due to some
another point of view, the two steps are exchanged as followsgential security defects of the BSS-based encrypticnseh

o Step 1x( (1) =s(t) + A Agk(t); We will also point out that the encryption scheme under

o Step 2x(t) = AxD(t). study is not secure against known/chosen-plaintext atack
In any case, the BSS-based encryption scheme is alwaysh@sen-ciphertext attack.
product cipher composed by a simple block cipher and an
additive stream cipher. In next section, we will show that th

two sub-ciphers can be separately broken by known/choseAr'l-Clpherte)(t_Only Attack

plaintext attack and chosen-ciphertext attack. 1) Divide-and-Conquer (DAC) AttackRewriting Eq. (4) in
In the BSS-based encryption scheme, the key sign&ft¢ following form:

ki(t), -+ ,kg(t) are as long as the plain-signals and have to N = Axo(t 8

be generated by a pseudo-random number generator (PRNG) s(®) xi(t), ®

with a secret seedl), which serves as the secret key. In Liwherexy(t) = [z1(t),--- ,xp(t),ki(t), -, ko(t)]T and

et al.’s papers, it was not explicitly mentioned whether ot n N 4 1 1

the mixing matrix should be used as part of the secret key. A=AT LA = [A7 -AT A

However, if the attacker knowA, the product cipher degradesFrom the above equation, to recovert), one only needs to

to be a stream cipher. Considering(t) = A;'x(t) as the know k(t) and thei-th row of A. In other words, when the

equivalent cipher-signal, the encryption procedure b&Om Bss-pased encryption scheme is used to encB/ptdepen-
X*(t) = s(t) + ATTALK(?). @) dent plaintexts, thé-th plaintext can be exactly recovered with

the knowledge ofly and thei-th row of A. A similar result
1To achieve a clearer description of the BSS-based encrystiheme, in

this paper we use some notations different from those in Lial.s original 3The value ofR is determined by the finite precision under which the
papers. For example, in [37], theth key signal is denoted by,,; (t), while  cryptosystem is realized. For example, if the cryptosystenmplemented
in this paper we usé;(t) to emphasize the fact that it iskey signal. with n-bit fixed-point arithmetic,R = 27; if it is implemented with IEEE

2In Lin et al’s papers, it is said that the decryption procedwas floating-point arithmetic,R ~ 231 (single-precision) orR ~ 293 (double-
achieved via BSS. However, from the cryptographical poihtview, it is  precision) [39], where note that the sign bit of the floatpant number is
more convenient to denote the decryption procedure by Bq. (4 always negative.



can be obtained whe® segments of one single plaintext is
encrypted with the encryption scheme. This fact means th
P rows of A can be separately broken with a divide-and
conquer (DAC) attack. As a result, the size of the key space
reduced to bePR("+@)2L, WhenQ = P and A = [B, #B],

it becomesP RF 2L,

2) Low Sensitivity taA: From the cryptographical point of
view, given two distinct keys, even if their difference isth
minimal value under the current finite precision, the entioyp
and decryption results of a good cryptosystem should sti
be completely different. In other words, this cryptosysten
should have a very high sensitivity to the secret key [12
Unfortunately, the BSS-based encryption scheme does r
satisfy this security principle, because the involved matr
computation is not sufficiently sensitive to matrix misniatc ok L L
Given two matrices\; and A, of size M x N, if the maximal 0 0 0 0
difference of all elements is, then one can easily deduce
that each element ofA;s(¢t) — Ass(t)| is not greater than
N max(s(t))e. As a result, the matrixA can be approxi-
mately guessed under a relatively large finite precisiosill
maintaining an acceptable quality of the recovered platate
This immediately leads to a significant reduction of the size
the key space: fronPR("+@)2L to P[2/e](P+@)2L  where
|’2/5'|(P+Q) < R(P+Q),

The above low sensitivity can be easily verified with exper
iments described as follows:

« Step 1 for a randomly-generated kefA, 1), calculate  w
the ciphertextx(t) corresponding to a plaintex{t); =
» Step 2 with another mismatched keyA + <R, 1),
decryptx(t) to gets(t) — an estimated version af(t),
wheree € (0,1) andR is aP x (P+Q) random(1, —1)-
matrix.
For each value ot, the second step was repeated for 10l
times to get a mean value of the recovery error (measurt - ‘ ‘
in MAE — mean absolute errdr) Then, we can observe the 0 10
relationship between the recovery error and the value.of
Figure 1 shows the experimental results when the plaintextsLegend:x — P = Q =4; 0o — P =4 andA = [B, 3B]
are a digital image and a speech file, respectively. (B =2).
The experimental results confirms that a mismatched key b)
can approximately recover the plaintext. Considering that. 1. The experimental relationship between the recoesrgr and the

humans have a gOOd capability of resisting errors in imagl%“e ofe: a) the plaintext is a digital image “Lenna” (Fig. 3a); b) thlaintext
is a speech file “one.wav” that corresponds to the pronunoaiatf the English

and speech, even relatlvely Iarge err(_)r§ may nOtl b(_i' ablevJ&d “one” (from Merriam-Webster Online Dictionary, httfovww.m-w.com).
prevent a human attacker from recognizing the plain-image o

plain-speech. Thus, the value efmay be relatively large.
When P = 4, A = [B,5B] ande = 0.1, we give tWo 9 and A = [B,3B], we carried out a large number of
examples of such recognizable plaintexts with relativalgé experiments in the following steps:

errors in Figs. 2 and 3.

From the above experimental results, we can exhaustively'
search for an approximate version @& under the finite
precisione = 0.01 ~ 0.1. Such an approximate version of
A is then used to roughly reveal the plaintext. Considering
the searching complexity i (e~ (7+?)), such an exhaustive
search is feasible wheR, Q) is not very large. When P =

MAE

Legendix — P =Q =4; o — P =4 and A = [B, 5B]
(8 = 10).
a)

10°

10

Step 1 for a randomly-generated keiB, 1), calculate

the ciphertextx(t) corresponding to a plaintex{t);

o Step 2 randomly generate a matriR (each element
over the interval—1, 1]), and then decrypt(¢) with the
guessed keyR, 1) to gets(¢);

o Step 3 repeatStep 2for r rounds, output the recovered
plaintexts*(¢), every segment of which corresponds to
4When the plaintext is a digital image with 256 gray scalesfirsecalibrate the best recovery performance in all theounds;

each sub-image into the rang®, - - - , 255} and then calculate the recovery 4 Step 4 for thei-th segment Oﬁ*(t), find the correspond-

error of the whole image. . . o L 1
5In [31]-[37], small values are used in all examplg’:= 2 or 4 and ing matrix R, extract itsi-th row of its inverseR to

~—1 . . .
Q<P form the i-th row of B , the inverse of an estimation



o2f 1 Apparently, the above steps actually simulate the prockess o
0 a real ciphertext-only attack that tries to reveal the péaih
Bl 1 and to exhaustively guesB™' (under the assumption that
o5l ‘ ‘ | ‘ ‘ | Ip has been known). Note that MAE cannot be calculated to
0 01 02 03 04 05 evaluate the recovery performance in a real attack, in which
one does not know the plaintext. Fortunately, exploiting th
large information redundancy existing in natural imaged an
speech, one can turn to use some other measures to reflect
1 the recovery performance of each segments@f. In our
experiments, we use a measure called MANE (mean absolute
neighboring error), which is defined as follows for ti¢h
1 segment of(t)

1 [5:(t) — 8;(t — 1)| +|8:(t) — 8:(t + 1)]
2 Z 2 O

L L L L L t=2
0 0.1 0.2 0.3 0.4 0.5

whereT" denotes the segment length. In Figs. 4 and 5, one

Fig. 2. An example of human capability against large noises i . .
speech. From top to bottom: the original plain-speech ‘vae’, recovered plain-speech and two recovered plain-images are

the recovered speech, the recovery error (MAE=0.164103shown for demonstration. One can see that O(10,000)

For reader's sake, the recovered speech is posted online (g - ~ 0.01) is sufficient to get a good estimation of the
http://www.hooklee.com/Papers/Data/BSSE/MAE=0.164103.wav. ( ’ ) 9 9

plaintext.
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Fig. 3. An example of human capability against large noisesniages: a)
the original plain-image “Lenna”; b) the recovered imageA®447.6913).

of the original matrixB. _ ‘ ‘ ‘ ‘

. .. - . . 0.1 0.2 0.3 0.4 0.5
Assuming that the target finite precisionss> 0, the interval
[—1,1] is divided inton. = [2/e] sub-intervals. Without Fig. 4. A recovered speech in one 50,000-round experiment of
loss of generality, assuming thate is an integer, then eacheXhaUSt'Ve'y guessingA when P = 2 and A = [B,/B].

From top to bottom: the original plain-speech “one.wav”e thecov-
sub-interval is of equal size. Thus, if the element in thg.y speech (MANE of each segment: 0.0469, 0.0521), thev-eco

random matrixR has a uniform distribution over-1, 1], the ery error. For reader's sake, the recovered speech is pasmtéide at
probability that|7°i,j _ ai,j| < £ Ooccurs at least one time in  http://imww.hooklee.com/Papers/Data/BSSE/MANE=0.0469-0.0521.wav.
rounds of experiment ig(n.,r) = 1—(1—1/n.)", wherer; ;

anda; ; are the(i, j)-th elements ofR and A, respectively. ~ Note that for 2-D images the above 1-D MANE may be
One can easily deduce thatn.,r) is an increasing function generalized to include more neighboring pixels, thus adhge

with respect tor and a more accurate description of the recovery performance.
. . . In addition, multiple quality factors can be employed to
p(ne,ne) > lim p(ne,ne) = 1— lim (1—1/n)"  further increase the efficiency of evaluation of the recpver

performance.

3) Low Sensitivity tok(¢): Due to the same reason of
which leads to the result thain.,r) > 1 —e~! whenr > the low sensitivity toA, one can deduce that the BSS-based
n.. In other words, withr > n. experiments, it is a high- encryption scheme is also insensitive to the key sid{a).
probability event that we have at least ang “equal’ toa; ; Given two key signalk; (¢) andk(¢), if the maximal differ-
under the finite precision. To get an approximate estimationence of all elements is each element dfA ki (t) — Arka(t)]
of the i-th row of A, we can see that = O (n?) rounds of is not greater tha®) max(|A,|)e = Qe. Sincek(t) itself is
experiment are needed. not part of the secret key, but generated frignthis problem

= 1-—e1t~0.6321,
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Fig. 5. Two recovered plain-images in our experiments ofaestively 0 01 02 03 0.4 05
guessingB when P = 2 and A = [B,B]: a) r = 1,000 (MANE of os ‘ ‘ ‘ ‘
each segment: 39.7491, 14.9373);rby 10,000 (MANE of each segment: ’
16.3888, 15.1722).
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does not have much negative influence on the security of 1:Ib Differentials of two plain-speech files. From top tottom: the first
whole cryptosystem against ciphertext-only attacks. speech “one.wav”, the second speech “two.wav”, the difféak one-two, the

4) Low Sensitivity to Plaintext:Another cryptographical differential two-one. For readers’ sake, the two diffei@ntpeech files are
property required by a good cryptosystem is that the encryffeea Pine 4107 i Jooke conPapers e o vy an
tion is very sensitive to plaintext, i.e., the ciphertextswo
plaintexts with a slight difference should be much diffaren
[12]. However, this property does not hold for the BSS-base
encryption scheme. Given two key signalgt) andsz(t), if
the maximal difference of all elements s each element of
|Ass1(t) — Agsa(t)] is not greater thal® max(|As|)e = Pe.
When the same secret key is used to encrypt two clos
correlated plaintexts, such as a plaintext and its wateeahar
version, this security defect means that the exposure of o
plaintext leads to the revealment of both.

5) Differential Attack: Given two plaintextss(!)(¢) and
s(2(t), if they are encrypted with the same ke, 1), we

can get the following formula from Eq. (3): a)
Fig. 7. Differentials of two plain-images, “Lenna” and “camman”: a)
Ax(t) = AsAs(t), (10)  Lenna-cameraman:; b) cameraman-Lenna.

whereA, (t) = xM (1) —x@) (t) and Ag(t) = s (£) —sP) ().
Note that A k(t) disappears in the above equation. Thi
means that from the differential viewpoint onl, is the
secret key, i.e.]p is removed from the key. Considering the
low sensitivity of the encryption scheme t, under finite
precisione the key space becomés(P=~"), and one might
exhaustively search ; to recover the plaintext differential as 0.7123 —0.4272
follows: *710.1958  0.1295 }

As(t) = AT Ax(1). (11) : , , o : .
a plaintext differential obtained in our experiments iswho
From the obtained plaintext differential, one can get a whixgn Fig. 8. One can see that both plain-images, “Lenna” and
view of the two interested plaintexts, from which both pfain‘cameraman”, can still be roughly recognized from such
texts may be completely recognizable by humans. See Figsa theavily mixed differential. Another obtained plain-sgiee
and 7 for four plaintext differentials of two speech files angifferential for “one.wav” and “two.wav”, is shown in Fig., 9

fwo plaintexts by humans. More importantly, our experinsent
showed that humans can even be able to recognize the two
plalntexts even when the mismatch betwekn and A, is

not very small. WhenP = 2,

+ [0.5914 0.9527
+Aa = [0.5726 0.1437} - (13)

two images. - from which the two English words (“one” and “two”) are also
Denoting the guessed matrix y,, we have perceptible.
As(t) _ A;le(t) _ A;lA Ad(t). (12) In this differential attack, the quality evaluation fac@such

as MANE) used in Sec. lllI-A.2 is not suitable to automatigall
Apparently, if A, # A,, the obtained plaintext differential determine the best result in many plaintext differentials,
A4(t) will have an inter-segment mixture, which may make theause each segment of the obtained plaintext differergial i
recognition of the two plaintexts more difficult. Fortungte also a natural signal with abundant information redundancy
when P is relatively small, such an inter-segment mixturénstead, one has to output all obtained differentials, dretk
may not be too severe to prevent the recognition of thbem with naked eyes or ears to find a perceptually-optimal



Fig. 8.

One obtained plain-image differential whet, and A have a

relatively large mismatch as shown in Eq. (13).

b

Fig. 9.
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0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5

One obtained plain-speech differential whAn and A, have

whereAg(t) andAx (t) are P x P matrices, constructed row
by row from the P plaintext differentials and the correspond-
ing ciphertext differentials, respectively. Thefu,k(t) can be
further solved from any plaintext and its ciphertext:

Ark(t) = x(t) — As(t). (15)

Now, (A, Axk(t)) can be used to recover other plaintexts
encrypted by the same ke, 1y). Note thatA k(¢) has a
finite length determined by the maximal length of all known
plaintexts, so A, Ayk(t)) can only recover plaintexts under
this finite length.

WhenA = [B, 8B], the key signals can also be determined:

s(t) — B~ 'x(t)
—5
If the PRNG used is not cryptographically strong (such as
LFSR [12]), it may be possible to further derive the secret
seedly, thus completely breaking the BSS-based encryption

scheme.
Note thatn distinct plaintexts can generaf§) = n(n —

k(t) = (16)

a relatively large mismatch. For readers’ sake, this dffiéal speech is

1)/2 plaintext differentials. Solving the inequalit —
posted online at http://www.hooklee.com/Papers/Dat&B8vo-one-large- ) / P 9 d y(n

mismatch.wav.

Fig. 10. A visually-optimal result obtained in 100 plainage differentials:
a) the differential; b) the negative image of the differehti

result with the least inter-segment mixture. Figure 10 sho

such a result in 100 plain-image differentials when= 2 and

A follows Eq. (13). By checking each segment separately a
combine theP optimal segments together, one can further g%g

a better result with less inter-segment mixture.

While this differential attack works well foP = 2 as shown
above, it will become infeasible wheR is sufficiently large,
due to the following facts: 1) the inter-segment mixtureos t

severe; 2) the complexity of checking éll(¢ =) differentials
is beyond humans’ capability.

B. Known-Plaintext Attack

W

1)/2 > P, one can get the number of required plaintexts to
yield at leastP plaintext differentials:

n > {\/?1/4—{- 1/2} ~VP.

17)

C. Chosen-Plaintext/Ciphertext Attack

In chosen-plaintext attack, one can freely choose a number
of plaintexts and observe the corresponding ciphertextdew
in chosen-ciphertext attack, one can freely choose a number
of ciphertexts and observe the corresponding plaintextsnS
these attacks, one can chodBeplaintext differentials easily,
which means that the above differential known-plainteteck
still works in the same way.

IV. DISCUSSION

As we pointed out in last section, the BSS-based encryption
scheme is always insecure against plaintext attack. So the
secret key cannot be repeatedly used in any case. This means
Hbat the encryption scheme has to work like a common stream
her, by changing the secret key for each distinct plainte
wever, in this casek(t) (equivalently, the secret seég) is
enough to provide a high level of security, sircg) satisfies
the cryptographical properties in a perfectly secure ame-t
a-pad cipher (see Sec. V.B of [37]). Then, the mixing matrix
A becomes excessive.

Even when one wants to add a second defense to potential
attacks by applying the BSS mixing, the low sensitivity of
encryption/decryption to the mixing matrix (recall Sec. IlI-

A.2) makes this goal less useful. As a result, with the curren
encryption design, the BSS model does not play a key role

In this kind of attack, one can access to a number ¢f the security of the scheme. The real core of the encryption
plaintexts that are encrypted with the same key. Then, frag8heme is the embedded PRNG that is in charge of generating
Eqg. (10), with P plaintext differentials, one immediatelyhe key signals masking the plaintexts.

follows:

A, = Ax(t)(As(t) ™, (14)

repeatedly used key, some essential modifications have to
be made to reinforce the security against various attacks.



Following the cryptanalytic results given in last sectiove

(8]

suggest adopting two coutermeasures simultaneously€ly us
sufficiently largeP; 2) like the design of most modern block (9]

ciphers [12], iterate the BSS-based encryption for manpdsu [10]

to avoid the original scheme’s low sensitivity to the secret

key and plaintext. It is obvious that both countermeasurgd!

will significantly influence the encryption/decryption ggkof

the encryption scheme. It seems doubtful if such an enhanced

encryption scheme will have any advantages compared witl

other multiple-round block ciphers, especially AES [13&tth
can be optimized to run with a very high rate on PCs [40].

[13]

Finally, it deserve mentioning that the original BSS-based

encryption scheme can be used to realizssy decryption,

[14]

an interesting feature that may find useful in some real
application8. This feature means that an encryption scheme
can still (maybe roughly) recover the plaintext even whemeh [15]

are some errors in the ciphertexts. An typical use of thitufea

is that the ciphertext can be compressed with some logsy
algorithms to save the required storage in local computers
or the channel width for transmission. For the BSS-based
encryption scheme, the lossy decryption feature is ensufed
by low sensitivity of decryption to ciphertext, which is due

to the same reason of the low sensitivity of encryption t[qg]

plaintext (recall Sec. 11l-A.4). However, keep in mind thhe

lossy decryption feature is induced by the low sensitividy t
plaintext/ciphertext, so there is a tradeoff between taadre [1°]

and security.

V. CONCLUSION
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