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Abstract—Vehicular communication (VC) systems are being  Across projects and working groups, secure VC systems rely
developed primarily to enhance transportation safety and #i- on public key cryptography and digital signatures to protec

ciency. Vehicle-to-vehicle communication, in particulay frequent V2V and V2l message<ertification AuthoritiegCAs) man-
cooperative awareness messages or safety beacons, has been

considered over the past years as a main approach. Meanwhjle age credentials for Iegitir_nat_e parti_cipants_ (vehicl_esBS_(HJs).
the need to provide security and to safeguard users' privacy Pseudonymous authentication, with vehicles using shatH

is well understood, and security architectures for VC systms credentials and public-private key pairs, provides prixacof
have been proposed. Although technical approaches to seeWC  privacy along with security (authentication, integritydanon-
have several commonalities and a consensus has formed, ther repudiation as primary requirements). Security mechasism

are critical questions that have remained largely unanswesd: . . -
Are the proposed security and privacy schemes practical? Ga protect all traffic sent across the 802.11p data link [7], in-

the secured VC systems support the VC-enabled applications cluding the safety beacons each vehicle transmits, tyical
as effectively as unsecured VC would? How should security be every 100 to 300 ms.

designed so that its integration into a VC system has a limi®  Adding security for this high-rate communication would
effect on the system's performance? In this paper, we proviel o, high overhead, both in terms of communication and

answers to these questions, investigating the joint effedf a set ; ) . L
of system parameters and components. We consider the stabé- processing. Consider, for example, a vehicle receivingalig

the-art approach in secure VC, and we evaluate analyticalland ~ Signed safety beacons from a hundred vehicles within range;
through simulations the interdependencies among componén would need to validate a high percentage or almost all ofehos

and system characteristics. Overall, we identify key desigchoices within a short delay in the order of a hundred milliseconds [7
for the deployment of efficient, effective, and secure VC syems.  gyen jf VC is effective under such dense network conditions,
Index Terms—Security and Protection, Wireless communica- the additional security overhead could cause failure intmge
tion, Reliability, Availability, and Serviceability the delay and reliability requirements of safety applimasi.
This is especially so because the VC environment lacks
abundant resources (bandwidth, computational power).

The following question naturally follows: Can secure VC

Vehicular communication (VC) systems will comprise vesystems be practical? Given the current system constraakts
hicles and fixed road-side equipment (RSU) with wirelestesign approaches, could the addition of security and gyiva
transceivers, and sensing and processing units. Veldelednechanisms make VC systems ineffective? We address this
vehicle (V2V) and vehicle-to-infrastructure (V2I) commun problem in this paper, building on our previous work ( [8])[9
cation will enable a range of applications, with transpaota.  Based on broadly accepted approaches for secure and privacy
safety playing a predominant role. Almost all research amthhancing VC [1]-[4], we first outline how pseudonymous
development efforts converge to safety applications based authentication is possible without repeated interactioith
V2V communication, with vehicles frequentbeaconingheir the CAs. Then, we present a proposal for reducing the sgcurit
status (e.g., position, speed, direction), along with Wweys overhead without harming the effectiveness of the VC system
about potential dangers. and we investigate how variants of secure VC instantiations

Nonetheless, VC systems can be vulnerable to attacks affict the system performance. In particular, our main con-
jeopardize users’ privacy: An adversary could, for exampl&ibution is the first comprehensive evaluation of secure VC
inject beacons with false information, or collect vehitlesoperations: (i) We evaluate the communication reliabikyd
messages to track their locations and infer sensitive wustar. dthen (ii) we determine if and how VC nodes can sustain the
Industry, academia, and authorities have recently unaledst incurred processing load, providing an approximate aitallyt
that security and privacy protection are prerequisitestiier evaluation and closely matching simulation results. Havin
deployment of VC systems. Security architectures wereldevdetermined if VC nodes have sufficient processing powey, (ii
oped by the IEEE 1609.2 working group [1], the SeVeCome consider the overall system performance with respect to
project [2], [3], following the earlier NoW project [4] andbw  transportation safety and (iv) transportation efficieneyal-
the Car-to-Car Communication Consortium (C2C-CC) [5] angiating secure VC-enabled applications for a broad range of
the eSafety eSecurity WG activities [6]. system configurations. We find that appropriately designed

|. INTRODUCTION



security and privacy-enhancing VC systems can essentialythentication can become cumbersome to manage. Therefore
support a safety application as effectively as unsecured W& consider here a novel scheme, first presented in [8], [9],
systems can. Moreover, (v) we investigate revocation and pto alleviate this constraint, thanks to a more powerful but
pose a practical method for anonymous authentication seberalso more expensive anonymous authentication primitive. W
in VC, and (vi) we discuss additional technical issues arttescribe these security protocols in Sec. Il
demonstrate how our model can assess processing resourc®¢e considertransportation safety and efficiency applica-
needed for future systems. tionsas they are distinctive features of VC systems (compared
We discuss the problem at hand and outline our investigatitm other mobile computing systems) and two main driving
approach in Sec. Il and present the representative secdre fances for the VC systems deployment. Moreover, they are,
privacy-enhancing VC schemes we evaluate in Sec. lll. Tlapecially the safety ones, the most challenging among VC-
simulation setup, our analysis and experimental resullswio enabled applications; their stringent time constraints their
in Sec. IV-Sec.VIIl, along with the treatment of revocation critical nature can affect the well-being of the vehicle pas
Sec. IX and other technical issues and extensions for futwengers. We focus here on one safety applicatfonergency
instantiations in Sec. X. We discuss related work in Sec. XBraking Notification (EBN)and one efficiency application,

before we conclude. Decentralized Floating Car Data (DFCD)
In order that the appropriate processing power can be
Il. PROBLEM AND APPROACHOVERVIEW determined and provisioned, we provide a framework to

We want to determine whether the broadly accepted state®¥alyze the effect of a giveprocessing loadon the node
the art of secure VC is viable, especially considering hoalch Performance. Then, we consider a system for which proggssin
lenging VC environments are; because heavy-traffic scemariS N0t @ bottleneck (otherwise, the system would certainly
(thus, dense network topologies) - with tens, one hundred gf) and we evaluate the effectiveness of the applications
more vehicles (nodes) within range - can often occur. TifePnversely, given appropriate design choices (i.e., egeffi
traditional approach has been to analyze the protocol eeerh With sufficient power), our investigation reveals the effet
and the network performance. However, in VC systems tiggher parameters and their interdependencies.
objective is not to have a well-performing netwqrkr se but
to effectively support VC-specific applications. This is yh I1l. SECURE COMMUNICATION
we investigate the overall system performance, consigerin

five dimensions(i) communication technology, (ii) system re- Each nzqie (vehd|cle). r|1as a Iong(—jterm, %:c,”'q‘,‘e |('1Aentt1|ty and
sources, (iii) network configuration and environmentaldas, corresponding credentials managed bgetification Author-

: : o ity (CA); without loss of generality, we assume there is a single
(iv) security protocols, and (v) supported applications. ! ) . .
The technology commonly accepted for V2V and V21 co CA, even though in reality a CA hierarchy would be present

munication is the IEEE 802.11p [10], which is incorporated i 13]'_ Ir;steadh ofcxsin% their Iong-;tcerrr]n c:_edzntials_f,_ \émgl
the Dedicated Short Range Communication (DSRC)-Wirelegt:’y[aln rom the Aan useaset_o S ort-live cer_tl_le ALIbT
Access in a Vehicular Environment (WAVE) [11] and the Com'feys that do .not identity the vehlcle, .then, they d'g'ta".WF
munication Access for Land Mobiles (CALM) [12] standardg!€5S29€s with the corresponding private keys. .AS t his is the
Vehicles transmit periodisafety beacon®n one dedicated widely used approach qbseut_:ionymous authenticatigh]-
channel, at a system-selectable beaconing B&dwidth [5]. we refer 1o it as theBaseline Pseudonym (BRgheme,

one of the primary system resources, is determined by tﬂ@d_ define its operation in Sec. lll-A. We _consider only the
standards, and it is considered fixed for this investigafidre vehicles, as the privacy of RSUs or other infrastructuresdoe

second primary resourc@rocessing powercan be adapted. not need to be protected._ . o
Here, we take into consideration platforms that are cuiyent As the BP scheme requires numerous short-lived certificates

used in VC prototypes, but any system should have suffici¢tid keys per vehicle, the stronger the protection of privacy
processing power for its designated tasks. Thus, the syst@r‘r’?ought the higher the number of identities would be. For

designer can always increase the processing power at Iﬁ]ré]g-scale §ystem_s, this and the cost of perlodlcglly pre-
expense of increased cost. loading vehicles with temporary keys and credentials can

The use of specificcryptographic primitivesand other become a significant burden. To reduce the key management

protocol functionalitiesietermine the processing load for eacfOMPIexity and enhance the system usability and efficiency,
node (vehicle). Here we consider the basic pseudonymdfiS ProPOs€ that nqdes _self-generat.e, €., S?'f'c?‘r'"f?'”
authentication approach, which has gained broad acceptarf¥¥" PSeudonyms. With this method, first described in [8], [9]
It provides message authentication, integrity, non-réatigh veh|cles_do not need to be S|de-I|ne_d or to compromise their
and it makes it hard for two or more messages from tHiS€’'S Privacy if a“fresh” pseudonymis no longer available
same sender to be linkkdGiven the large number of tem- OVEr-Provisioning”in the supply of pseudonyms is necegsa

porary identities (pseudonyms) in the system, pseudonym&f‘d the cost Of obtaining new pseudonyms over an “out-of-
band” channel is avoided.

IMore precisely, it allows that messages produced by a nodg ev  This can be achieved with the use afionymous authenti-

protocol-selectable period of timer, be linked. But messagesui,m2  cation primitives, notanyGroup Signatures (GS/)/e describe
generated at times;, o respectively, such thaty > t¢; + 7, should not

be linkable. The shorter is the fewer the linkable messages are and thg1 Sec. lll-B. As GS is har_d to use for all .\/C.messages,
harder tracking a node becomes. because of the GS processing and communication overhead,



in Sec. IlI-C we propose outlybrid Pseudonym (HP3cheme of a legitimate group member. Note that no public key or

that allows vehicles to generate on-the-fly their pseudaynother credentials need to be attached to an anonymously

by combining the BP and GS approaches. HP alleviates thgthenticated message; the format is:

management overhead of the BP, but in principle it is more M2 :m, Seay (m)

costly than BP (due to HP's use of GS). To reduce the Y ’

cost of HP to equal roughly that of BP and to increase tiferoup signatures, introduced by Chaum [15], are revisited

robustness of any pseudonymous approach, we propose drsgtumerous works, e.g., [16]-[19], with formal definitions

of optimizations (Sec. lI-D). in [20], [21]. For the rest of the discussion, we assume
Concerning revocation (Sec. 1X and X), all the approachésd use the group signature scheme proposed in [22]. If the

make use oRevocation List§RL), generated by the CA andidentification of a signer is necessary, the CA can perform an

distributed to vehicles primarily via the infrastructug,[[13]. Openoperation [20], [21] and reveal the signer’s identity.

When a node validates a certificate, it checks whether the .

sender is revoked; if successful (i.e. the sender is nokemljp C. Hybrid Pseudonym (HP) Scheme

it proceeds with validating the message (signature(s)). The combination of the BP and GS schemes is the basic
element of our proposal [8], [9]. Each nolUleis equipped with
A. Baseline Pseudonym (BP) Scheme a group signing keysky and the group public ke P K¢ 4

(recall that the group is the total of vehicles registerethwi
the CA). Rather than generating group signatures to protect
messages, a node generates its own set of pseudofiyins

) o i Yo (according to the BP public key cryptosystem). As for the
CA provides a certificat€’ertc a (Ky ), which is simply a CA BP scheme (Sec. Ill-A), a pseudonym is a public key without

. ) . . ;
signature on the public kei(;, (unlike the common notion of identification information, andk, } is the set of correspond-

certificate, for example the X.509 certificate). The nodesuse . . o
the private keyki, for the pseudonyni, to digitally sign Ing private keys. For HP, the CA does not provide a certificate

messages. To enable message validation, the pseudonymonné{"’ instead, V" usesgsky to generate a group signature

2
the certificate of the signer are attached in each messagie. |CA’V() on each pseudonynky, instead. In other words,

Uk%/() denoting”’s signature under itsth pseudonym aneh it generates and “self-certifiesk’;, on-the-fly, by producing

the signed message payload, the message format is: Loav(Ky). Similarly to M1, V attachesXca.v (Ky) to
each message, and signs with the corresponkijng

M3 :m, oy (m), Ky, Xoav(Ky)

Upon receipt ofM1, a node, with the public key of the\yhen a node receives a messags, the group signature
C_A available_g va!idateﬂertCA(K@), and then verifies the Scav(Ki) is verified, usingGPKca. If successful, the
signature usingxy, . i i receiver infers that a legitimate system (group) membeegen
Each pseudonym is used at most for a periodrefer- 5104 pseudonynii,. We emphasize that, as per the properties
enced in the rest of the paper as thseudonym lifetime o roup signatures, the receiveriverifier of the certificzn-

and then discarded. We abstract away a number of possifigigentify 1V andcannotlink this certificate and pseudonym
implementation aspects, such as (i) the dynamic adaptafior any prior pseudonym used by. Once the legitimacy

the period of pseudonym usage, (ii) the number of pseudonygisihe pseudonym is established, the validationogf (m)
(K7, and the corresponding,, Certca(Ky,)) that are pre- iq jqentical to that forM1. To identify the message signer,
Ioadgd toV/, (iii) the frequency of pseudonym refills, and (',V)an Openon the Sc4.(Ki,) group signature is necessary;
policies for pseudonym change, such as factors re”de””gn@ssagen is bound t7oK€/ via o, (m), andKi, is bound to

pseudonym change unnecessary (e.g., a TCP connectior}/tgiaz ki), Fig. 1(a corﬁ ares the BP and HP
an access point), and interactions of pseudonym changhs wit cav(Ky)- Fig. 1(a) P )

the network stack [14]. All these are important yet largely, Optimizations for the BP and HP Schemes
orthogonal to this investigation. The CA maintains a mapnfro
the long-term identity ofi” to the { K,} set of pseudonyms
provided to a node. If presented with a messkife the CA
can perform the inverse mapping and identify the signer.

Each nodé€/ is equipped with a set gfseudonymthat are
certifiedpublic keyswithout any information that identifiek’.
More specifically, for the-th pseudonyni{, for nodeV, the

M1:m,op (m), Ki,, Certca(Ki)

We describe optimizations to reduce overhead (Optimiza-
tions 1 and 2) and enhance robustness (Optimization 3). We
employ the notation of the HP scheme, but the same consid-
erations hold for BP too. Fig. 1(b) summarizes Optimization
2 and 3.

B. Group Signature (GS) Scheme Optimization 1: On the sender’s sideLca, v (K7,) is

Each nodeV is equipped with a secregroup signing computed only once peK{,, because ¢ 4 v (Ki,) remains
key gsky, with the group members comprising all vehiclesunchanged throughout the pseudonym lifetimé&or the same
registered with the CA. Agroup public keyGPKc 4 allows reason, on the verifier's side th&- 4 v (K{,) is validated upon
for the validation (by any node) of amgroup signaturé-c 4 v the first reception and stored, even though the sender append
generated by a group member. Intuitively, a group signatuteto multiple (all) messages. For all subsequent reception
scheme allows any nod¥ to sign a message on behalf off ¢4 v (kY ) has already been seen, the verifier skips its
the groupwithout V’s identity being revealed to the signaturevalidation. This optimization is useful because in praetic>
verifier. Moreover, it is impossible to link any two signagsr ~v~', where~ is defined as th&eacon frequency
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(a) lllustration of the BP and HP schemes. (b) lllustration of Optimizations 2 and 3, with = 5 and

B = 2. OneLONG message is sent every 5, and repeated
2 times after a pseudonym renewal.

Fig. 1: lllustration of the BP and HP security schemes andteel optimizations.

R . . . Parameter Symbol Range Unit
Optimization 2: The Ser?der appends its Slgnatur_ Certificate Period « 1,5,10,15,30,50 | messages|
ki, (m) to all messages, but it appends the correspondingush Period 8 0to 10 messages
K%, Ycav(Ki) only once everyy messages. We term suchy Beacon Frequency gl 3.33and 10 | beacons
’ . . . | Pseudonym Lifetime T 60 S
messagesM1 andM3) asLONG. M4 is defined as follows: | nymper of Neighbors N 160, 240, 320 | vehicles
Packet Payload m 200 bytes
M4 :m, oy (m) Initial Vehicle Spacing s 20+1.5, 150, 200 m
v Average Vehicle Speed \Y 65 and 80 Km/h
We denoteM4 asSHORT anda as theCertificate Perioda € | Road Setup - 4.6,8 lanes
h is the total number of transmissions during Secunty Schemes . BP and HP -
[1,79], w erery ISt "NY Nominal Communic. Range  r 200 m
the pseudonym lifetime. To allow the user to choose the righ

K}, to verify an incomingSHORTmessage, all messages willTABLE I: System parameters and values assigned for the
carry a randomly generated 4-bykeyID field. This does not evaluation.

affect privacy as alBHORTmessages signed under the same

K7, can be trivially linked.

When a p.seludonym ch‘arfge occurs, the new triplet the system parameters; indicative values for these are sum-
oy (m), Ky, Yoav (Ky™) must be computed and transmarized in Table I. We study challenging or even extreme
mitted. V" will sign messages with the nek{/ corresponding transportation conditions, because the system has to memai
to K from then on. operational even under these conditions. We are interésted

Optimization 2 can affect the protocol robustness, if thgarameters that are not related to security (and of course in
message that carrieK%}“,ECAy(K@“) is not received. security protocol parameters) precisely because we want to
Then, nodes in range df must wait fora messages for the capture their importance for the secure VC system.
next pseudonym transmission, while being unable to vadidat We assume that only vehicles transmit, because RSUs
any message fromV. This can be dangerous if vehiclesvould always be less numerous (each serving an area with
are close to each other and/or are moving at high relatitens or hundreds of vehicles), and often completely absent;
speeds. Thus, we propose the following scheme to mitigateis, almost all of the safety-related data will be generate
this problem. by vehicles. Finally, we also assume that all beacons carry

Optimization 3: V repeats the transmission ofrelevant information for safety applications. We couple th
Kt Seoa v (K for 3 consecutive messages whaij ! ns-2simulator, which simulates V2V communication, with a
is issued, with3 denoted as th@ush Counter After the 35 custom module written in C, which simulates (i) the EBN
repetitions, with3 € [0, « — 1], the normal sequencellONG, and DFCD applications and its effect on vehicles movement
a — 1 SHORTSstarts again. and (ii) the security processing of messages. We choose such
a combination because we could not find another publicly
available simulation environment with security functititya
integrated and with nodes adjusting their behavior acogrdi

We analyze the system performance of secure VC along tieethe messages they receive.
dimensions presented in Sec. Il. Given the complexity of theFirst, we evaluate the cryptographic overhead, in terms of
problem, we employ simulation as a primary tool of analysisommunication and processing, and we choose representativ
and we provide analytical approximations. We evaluate tleeyptographic primitives, security levels, and a refeeeptat-
effectiveness of the EBN and the DFCD applications in farm (Sec. V) and then analyze the communication reliapilit
variety of setups, to gain insight into the role of each dfSec. VI). Based on these two elements, we study the effect

IV. EVALUATION OVERVIEW



Algorithm Security level | Sign | Verify | Signature | Public key | Private key
(bits) (ms) (ms) (bytes) (bytes) (bytes)
ECDSA-192 96 0.5 3 48 25 24
ECDSA-256 128 0.8 4.2 64 33 32
GS 128 53.7 | 49.3 225 800 64

TABLE II: Computation costs on a 1.5GHz Centrino processat eommunication overhead for different signing algorithm
Elliptic Curve Digital Signature Algorithm (ECDSA) usingffiérent standardized elliptic curves, and a represergatficient
Group Signature (GS) algorithm [22].

EPLONG Sig; éms) Verigyz(ms) Overhiﬂ (bytes) estimate the processing delay, we calculate the number-of 32
HP LONG 54.2 52.3 302 bit word scalar multiplications required for GS signing and
SHORT 0.5 3 52 verifying; we extract the relevant data from [26] and [27Han

TABLE Il Processing delay (in ms) and communicatiof® Penchmark the scalar multiplication operation.
overhead (in bytes) for different packet types. Table Il shows the costs for signature, verification and
overhead for the chosen algorithms. To obtain individual

processing delays for a given type of message, it suffices to

Packets per beacon periody ™" take the sum of the corresponding cryptographic primitive
B LONG 139 delays (M1, M3 and M4). Security levels ate= 96 f
HP LONG 19 elays (M1, an ). Security levels are= or
SHORT 33.3 Ok, (m), andt = 128 for Certca (K}, ), Xca,v(m) and thus

TABLE IV: Maximum number of verifiable packets per-! Ecav(Ki); we summarize results per message in Table Ill.

s, fory = 10. VI. COMMUNICATION RELIABILITY

The communication reliability is of central importance and
depends on the channel properties and load; the more loaded
of the processing overhead on individual nodes (Sec. Vihe channel is, the more likely it is for a packet collision to
and develop an approximate model. Assuming that nodes at@ur at the wireless medium, which depends on the number
provisioned with sufficient processing power, we perform gf transmittersN, the beacon frequency, and the packet size
system-wide analysis for the considered applications .(Sgmcluding the security overhead). We implement beacorts wi
V). Finally, we address revocation, which can be cosBg¢. information on vehicle position, speed, and direction,hwit
IX), and demonstrate how processing power provisioning cantimestamp, and safety warnings in a payload, of 200
be done for future secure VC systems (Sec. X). bytes. The physical layer models realistic radio propagati
[28], [29], with a nominal communication range & 200m
and a bandwidth of ®&1b/s[7], [30], [31].
We estimate, with the help of detailed simulations, the
We use EC-DSA as the basic signature algorithm [23], th&erage probability of successful reception at a receivivde
group signature algorithm proposed by [22], and securitglle at the center of a 200-meter radius disc that covers theeentir
of ¢ = 96 bits for message signatures ang 128 bits for CA  width of a multi-lane highway and is filled wit&V uniformly
certificates in BP and for group signatures used in GS and HBaced neighbors. We consider various settings, incrgtsin
High security might not be necessary for the short-livefl, number of lanes and decreasing the vehicle density, vatking
but it is required for the long-term keys and CA certificatessize of N' from 8 to 160; a subset of these settings (four-, six-

Overhead: The Ky, Certca(Ky,) is 89 bytes for and eight- lanes with average spacing of 20 meters) is used in
BP, and with 0;; (m) and KeylD the overhead is 141 Sec. VIII. This metric is independent of the distance betwee
bytes per message. For GS, the overheadiiss,v(m), the transmitter and the receiver. The reception probgixkt
thus 225 bytes per message. For HP, the overheadaisunction of the sender-receiver distance is presentediin o
oyi, (m), Ky, Sca,v(Ky), KeylD, in total 302 bytes per previous work [9], and it is omitted here for simplicity and
message. For thee — 1 SHORT messages, the overheadiue to lack of space. The results are shown in Fig. 2 with
is op: (m), KeylD, thus 52 bytes. The effective overhea®5% confidence intervals and are repeated 5 times, with each
reduction depends on the value @f(see Sec. VI). repetition lasting 6G of simulated time.

Computation: We make use of a Centrino machine We note that the 802.11p broadcast communication, a
with the clock speed set at 1.5 GHz, which is close to tHeSMA/CA protocol without acknowledgements, could be
CVIS (Cooperative Vehicle-Infrastructure System) vehielC, modeled and evaluated analytically, for example, in terms
a rather powerful platform (compared to generally avadabbf the probability of successful reception and throughput,
embedded processors) adopted for the development of futtolowing numerous works for similar CSMA/CA protocols
VANET applications [24]. We obtain an EC-DSA benchmarkinder various assumptions (on traffic conditions, presemce
on the platform through the OpenSSL standard test suite [28bsence or channel errors, packet sizes, impact of hidden
As for group signatures, a well-established implementatiderminals, etc). An effort to derive a precise analyticald®lo
of the chosen algorithm [22] is not yet available. Thus, tior VC is orthogonal to our investigation. What we need here

V. CRYPTOGRAPHICOVERHEAD
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Fig. 2: Reliability of message reception for secure VC (loedrng), as a function of the neighborhood si2é,

(bcg s) aH:Pl aipm aEfl aipw verification delay introduced by security? We consider one
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3.33 | 1671.66) 922.41 | 1135.53| 868.70 by transportation safety requirements.
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The BP and HP schemes use two general message types,
TABLE V: Offered load per transmitter, in bytes/s, for diffe according to the induced security communication overhead:
ent security schemes and settings. SHORT messages carrying a node signature, ar@NG
messages carrying a node signature and certificate. Ea@h nod
transmits oneLONG message everyr SHORT messages,
with 5 additional consecutivé ONG messages sent upon a
pseudonym change.

is an accurate evaluation of the communication reliabikty
a stepping stone for our security-related investigatibis; tan The processing load at some nofi, depends on the

be obtained via detailed simulations. number of packets it needs to verify. This consists primaril
With the fixed available bandwidth, specific for the com. P ' priny

o L oo of signature verifications for essentially all received duees,
munication technology, the communication reliability dagds . ) . )
. ; as they carry safety-related information. In a given sloi/#
on the offered load; Table V summarizes the load for each . : . ;
L . ) : as N neighbors in range, it should validat® N') messages
the scenarios in this paper. Fig. 2 shows the estimate of the " . . L .
. ) . - - er time unit. Due to Optimization 1z needs to validate
probability of receptionpP (i.e. the ratio of received message

. . £ certificate signature only the first time it receives d@nfr
over transmitted beacons), as a function of the number Oleh neighbor. In contrasti. generates only one signature
transmitters, NV, the beacon frequency;, and the protocol g ) R 9 y 9

L er time unit, and for HP specifically it generates one grou
parameterv. We observe that the communication performanc?e P yitg group

degrades fast withV when ~ is high (Fig. 2(a) for HP), Signature per pseudonym lifetime.

S . N nodesV;, i = 1,..., N, produce messages at an aggregate
whereas the degradation is much slowerMNsncreases for
. ) . rate \, and Vz processes them at a rate A\ depends on
lower v values. The effect of increasing, thus reducing

overhead is significant even whenis not very high (e.g., the number of neighborsy, the message generation rate,

~ — 3.33 beacons/s, Fig. 2(b) again for HP). Finally, as showl the type of generated messages, and the reliability of
by Fié 2(c) forvy — ’10 a;’ldoz — 10 the BP énd HP ’Schemescommunication across the wireless chanpedlepends on the

i : choice of security primitives (and their security leveldahe
perform almost identically. available on-board processing power. Thuss constant for
These results show thatturns out to be the most significant b gp - 1SS

. a given system configuration.
channel load factor. Choosing a smaller value<fatecreases We view the svstem operation as a queue: We are interested
the channel saturation and thus the processing overheaer(fe. Y P q )

messages are sent); but it also affects the transportatfetys n tr(;e |S¥|_Ste.31 Stt".’lb'“ty’ which dg;iendsgnfi, and ;he qlf[eqlng th
as we show in Sec. VIII. At the same time, the appropria{gO €l. To identify an appropriate model, we characterize

choice of BP and HP parameters can reduce security overhgfr;lr&/al process and demonstrate that it can be closely appro

(notably o, as it will become clear in Sec. VIII the neededma.lted by a Poisson process. Then, we prpvide_an analytical
[ values incur very limited overhead). The almost identicg>imate for the average arrival rafe,and validate it through

P for BP and HP also show the benefit from the proposi&“waﬁons' Finally, we appl){ queuing theory results, idey
optimizations, as both schemes have comparable overh Qgnswer the questions outlined above.
(with the advantages of HP).

A. Characterization of the Arrival Process

VII. PROCESSINGOVERHEAD We simulate the system and collect the message inter-hrriva

We want to answer the following questions: (i) How manyimes at somé/’z, for different setups. Then, we fit known
packets does a given nodé& have to verify per time unit, distributions to the empirically obtained data and perfam
in various VC settings? (i) What is the additional messagg’ test to assess the quality of the fitting (p-value=0.05). We
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Fig. 3: HP scheme: Comparison between analytical apprdiom#élabeled advi/D/1) and simulations: Arrival rate);, and
processing delayl’;, for SHORTmessages, as a function of the neighborhood Nize

find that the exponential distribution fits well the empiticabeacons/s; we average over 1000 randomly seeded simwlation
data; its memoryless property and the orderliness of packéy. 3(b) shows how many packeig; must process as a
reception (any node receives one packet at a time and no tiuaction of N, and that this relation is almost linear. As
or more arrivals occur simultaneously) suffice to approxenaTable IV shows, 333 signature verificatiorSBHORTpackets)
arrivals as a Poisson process. Fig. 3(a) shows the collecpst second is the maximum the node we consider here can
data and the fitted exponential distribution (superimpdbed handle: for\; > 333 msg/s, the node would be unable to keep
distribution with the A approximated by Eq. 2 below): theup and its queue of messages would grow fast. We observe
fit is indeed good. This is valid for the type of traffic undethat for~ = 10 (most frequent in the literature),; increases
consideration, i.e. safety beaconing, which is going toH=e tfast towards this threshold, and the message processiay, del
majority of the V2V traffic. If the type of traffic changes, thell’;, increases fast wittv (Fig. 3(c)).
arrival process would in principle change. Consider an example to illustrate this: with 80 transmittin
We assume one processorigt with deterministic service vehicles in range o¥/z, a = 10, 3 = 0, v = 10, and7 =
times. We consider bothONG and SHORT packets in the 60, and the resultanf” = 0.655 (Fig. 2(a)). We assume a
same single queue, with no priority policy and no preemptiorhighway scenario and a simple content-based optimization:
The queue is then a multi-class M/D/1, in this case with twi, processes a beacon if it comes from a neighbor moving in
classes. Thaverage waiting timelV;, is given by [32]: the same direction (stream of traffic). For simplicity, iettwo
ST A2 parts of the road are equally balanced, we considet 40
£i=170 7 (1) vehicles out of the 80 neighbors in range. From Eq. 2 we
2(1=p) obtain \; = 264.3 msgk and from the simulation of the same
whereW,;, \; andt; are the total time in queue, the arrivalscenario, the arrival rate would be 259.7 msg/s.
rate and the service time of thieth (out of r=2) classes
respectively,p = >"._, p; and p; = \;t;. The queue length
L;, can be derived from Eq. 1 and Little’s law [33].

Wi=t +

VIII. T RANSPORTATIONSAFETY AND EFFICIENCY

We investigate how security affects transportation saffety
two settings First, we considepairs of vehiclesone is in
a dangerous condition transmitting an EBN message and the
other is approaching, is previously unaware of the trarigmit
vehicle and must receive the EBN message. We analyze a
fundamental metriche ability to be notified early\e capture
this as the distance at which the receiver is first able to
validate the safety messages. The second setting we conside
is more involved: We study the occurrence of collisions aghion
ehicles in glatoon of one hundred vehiclesith and without
use of security; the latter serves clearly as a benchmark
e also investigate the impact of penetration rate of vdaicu

B. Estimation of\

An estimate for\;, the arrival rate forfSHORT messages
(derived in the Appendix) is:

A\ =NP(1-(1-P)K) )

with N the number of neighborsP the average reception
probability for messages (beacons), aRd = % We
focus on SHORT packets because they are the majority
the processing load, as explained above and in [9]. From
description of the BP and HP schemes (with Optimization

;hlgs:;n;:?ﬂ(;r\]/z aa::riit?;iri;z\é?tlon’ it appears thaiNG communiqation rate, to gain insight on how security gffec_:ts
In Fig. 3, we plot the analytica.l and simulation results fothe effecnvenes_s of VC systems, and the_ EBN _a_ppllcatlon
T . * "% an urban setting. In terms of transportation efficiencg, w
N ranging from 4 to 48 vehicles and = 10 or v = 3.33 investigate the performance of the DFCD application, ngtab
2We adopt this as a baseline approach; other policies andsystodels the delay needed to float the information and the distance
could be employed. covered from the location of the event generation.



Here we integrate the results obtained in the previotise time for the notification to reach 90% of the platoon, (ii)
sections; we assume that vehicles have sufficient proggsdine time for it to “cover” a distance of 1000 m from the origin
power and are able to verify the signatures on all incomiraf the vehicle first detecting the situation (event), ani {fie
packets. We average over 1000 randomly seeded simulatiomsximum distance the notification propagated.
and present results with 95% confidence intervals. Recall th  Two-Vehicle SetupWe consider one transmittér;, and
Table | summarizes parameter values. one receiveryy, at an initial distance off meters, withVy
always behind/; in the same lane and with a velocity fojk
higher than that o#;. Vx moves at a constant relative speed
Av with respect toV;, without any other vehicle in between.

We consider four-, six- and eight-lane scenarios, with vehfFor simplicity, we elects to be such that it is less than or
cles placed in two opposing two-, three- and four-lane flofvs equal to the nominal communication range at the beginning
traffic, respectively. This corresponds to a neighborhdodf of each simulation. We choose two setups, one with= 20
80, 120 and 160 vehicles respectively. Vehicles are 4-metéim/h ands = 150 m, and the other with\v = 35 Km/h and
long and are initially uniformly randomly placed along each = 200 m. We evaluate how the optimization parameters,
lane, with an average vehicle-to-vehicle distances ofieters. and 3, affect the distanceD, at which Vz receives the first
We focus on one lane of traffic within such a neighborhood Q{’{,ﬁ, Sca,v(Ki) from V;. In this setting, we wish to test the
N vehicles, which changes mildly because of mobility. In thability of the secure VC system to deliver safety informatio
two-vehicle setting, there is a small initial “gap” in onenéa  especially under challenging conditions; eldz, is very close
depending on the initial spacing of the pair of vehicles;,e.go V; when the latter changes to a new pseudonym (and private
when they are at 200 meters, there are initially 10 vehiclgey). Therefore, in order to evaluate the VC performance
less present, or in other words 70 (110 or 150) vehiclesone, we do not consider the rear red lightslf which,
instead of 80 (120 or 160). The vehicle velocities are itijtia would naturally warn the driver of &% in line of sight.
random with an average, unless stated otherwise; velocities  Vehicle Platoon SetupWe focus on a platoon of one
are adapted according the VC system functionality and, fiundred cars along a single lane moving with similar veloci-
the platoon setting, upon visual contact with the precedinigs, denoted a®; to Vi, with V; for the vehicle at the front
vehicle’s brake lights. Vehicles do not change lanes durirgdV; g, at the rear of the platoon. We utilize valuessof 20
the simulation, and they process messages originating fram velocities on the average = 80 Km/h We analyze how
vehicles in the same traffic flow (i.e., with the same headinghany collisions occur when the leading vehitig brakes for

We consider an Emergency Braking Notification (EBNan emergency and starts sending EBN messages. Once some
application, with one vehicle in an emergency situatiort th&;, with : > 1 receives the warning, it starts sending EBN
brakes and starts the transmission of EBN messages. Brakingssages itself. As proposed in [37]-[39], wHérreceives a
has two effects: (i) it turns on the vehicle’s rear red ligthtat warning from aV;; with j > 4, it stops transmitting warnings,
visually warn drivers within range of sight (which dependbecause it assumes that at least one vehicle beVinkas
on the simulated weather conditions), and (ii) it triggdrs t already been warned. In this setting, we consider rearigbd-I
transmission of EBN warning messages. Besides warningrnings. For the urban environment, we consider mult&lan
other vehicles, an EBN-warned vehicle warns its driver teettings and platoons of vehicles that move more slowly and
start braking shortly afterwards. We model driver reactioare closer to each other than in the highway settings (agerag
times as a result of VC-enabled and visual warnings, witlelocity of 45 Km/h and a vehicle distances of 10 m, on a
a random variable uniformly distributed between 0.75 arsd 1wet road). We choose pseudonym lifetime= 60 s. We
s. We model weather conditions by setting vehicle brakingpnsider the first 6Gs of the simulation time as a warm-
capabilities and visibility conditions; for example, on a&tw up period, during which no emergency conditions arise. This
road, braking is possible at a rate ofi/s? and a driver can approximates a realistic situation: When an emergencesris
see up to 30n. Our simulation conditions agree with related/ehicles have already validated (identified) some of their
transportation engineering work, e.g., [34], [35]. neighbors and can thus immediately accept their warnings.

We also consider a Decentralized Floating Car Data (DFCDhe simulation concludes when all vehicles in the platoon
application [36], concerned with how effectively data geneare immobile, with; not moving further after its emergency
ated by one vehicle can propagate to an area and a platdmaking.

We consider a highway scenario (platoon of 100 vehicles) wit First, we consider scenarios where all vehicles are eqdippe
average velocity of 110 Km/h and average spacing of 30 nwjth VC systems. Intuitively, full VC deployment can lead to
with the first (heading) vehicles in the platoon detecting laetter safety, but it also corresponds to more strenuoudicon
situation (e.g., traffic jam, road work, etc.) and then stgrt tions (processing and communication overhead). Nonetbele
broadcasting a related notification. Each receiving vehidll  VVC will be deployed gradually, over a period of several years
relay a notification with the same content as long as it reseivThus, we define thgenetration rate pr, as the fraction of

it from at least three distinct vehicles. We consider the DFCVC-enabled vehicles, and we analyze the system behavior as
running in parallel with the safety beaconing, and pigggkba a function ofpr. Equipped vehicles behave as described above,
DFCD notifications on beacons. With 100 randomly seed&chereas non-equipped vehicles rely only on visual mears (th
runs of 20 sec of simulated time (after the warm-up of 6f&d lights of the preceding vehicle) to detect emergendiés.
sec), we study the effect of security on three parametérs: dnalyze this scenario with 4 lanes of traffic,equal to 1 or

A. Simulation Setup
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Fig. 4: DistanceD, at the time of reception of the first certificate at the trajlivehicle,Vz, as a function ok, 5.

10,3 to 0,~ to 10 or 3.33 beacons/s, apd from 0.05to 1. and it is received at thg-th, wherei, j take values from
I1=1,2,...8,8+1,..,.06+1+a,..:

B. Two-Vehicle Simulation P; = P(j) H(l — P(k)) 3)
Impact of pseudonym change on safdtyFig. 5(a), the dis- kel

tanceD at whichVr receives the first certifica®ca,v(Ki)  The probabilities at each slof(k), differ, as they depend
decreases as the Certificate Periedncreases: If .ONG o the distance of the two nodes (and their neighborhood
message fronV; is missed,Vr has a chance to receive thenore generally). Using values for different distances il
next one only afterr additional beacons frori,. Nonetheless, experimentally (Sec. VI and [9]), we compare Eq. 3 to the
we observe that messages fréfncan be validated in all casesgjmylation results, fos = 30 m, Av = 20 Km/h o = 10,
before the distance becomes dangerously small. 8 lanes of traffic ancdy~* = 100 ms Fig. 4(c) showsD

Missing a new pseudonym could be dangeroukf (and  cajculated with the help of Eq. 3 and the experimental data.
in general any vehicle) is close 1§ at the time of pseudonym

change and has high positive relative speed (i.e., appesa

fast V). To capture such situations, we fix= 30 m and we _

vary Av = 10, 20 and 5&Km/h (Fig. 4(b)): The effect ofx 1) Fully deployed VC:Fig. 5(a) shows the percentage of

remains, but we also observe that with a higher, the drop Vvehicles, within a platoon of one hundred, which crash as a

in the reception distance with is faster. Overall, pseudonymfunction of a. As a reference, we simulate the VC system

switching can be risky if it happens when vehicles are clogd EBN application without security. In the absence of V2V

to (fast approach) each other. communications, 80%-100% of vehicles crash; for the same
Optimization 3, not used so far, can address this problefgenarios, safety messaging reduces the number of crashes t

as shown in Fig. 4(c), forv = 10 and with 3 varying from approximately 10% of all vehicles. Then overall, as expecte

0 to 10. Even a single “pushed” message £ 1) enables Security increases crashes compared to unsecured VCs: the

reception within roughly 2 meters after the pseudonym chandncreased network overheac_i and protocol restriction_s antwh _

regardless of speed and initial distance (clearly, the ahct@lert messages can be validated delay the reception of valid

reception distance depends on those parameters). Imgea§iBN messages.

redundancy, that is setting beyond 3, does not improve However, we observe that the secure VC protocol parame-

robustness any further. We observe in Fig. 4(c) that gven1  ters affect the safety application. We observe first a deerea

is near-optimal. in the average fraction of crashes, @sincreases, and then
Intuitively, this is because the probability of receiving & Slow increase as increases further. This is due to two

LONG message wheliz andV; are very close to each othercompeting factors: The increase@freduces the channel load

is relatively very high. If these two nodes are far apart, tid thus increases the per-packet reception probabilityhle

probability of successful reception is relatively low, ihere authentication delay for a receiver missing @NG packet

will be several opportunities (subsequent transmissidas) alSo increases; e.g., far = 50, the authentication delay is (at

VR to receive aLONG message frorn‘/t_ More precise'y, |eaSt) 5s. Opt|m|zat|0n 3 reduces the number of crashes with

let Z be a discrete random variable for the slot in whicReSpect to the non-optimized protocol, with the same vadue f

a LONG message is first received (during the lifetime of @s it adds negligible overhead but manages to reduce the

the pseudonym). IfE(Z) is the mean value, the averagéuthentication delay, as explained above. o

distance fromV; that the firstLONG is received byVz Fig. 5(b) shows the percentage of vehicles that collide in an

is D = E(Z)y 'Av. V; transmitsLONG packets for3 urban setting. Again, we observe that security has a limited

consecutive slots, and evek slots. The probability that _ _ _
For non-secured VC, the x-axis, the is not a parameter that affects its

a LONG p"’_‘(‘:ket i§ first rece_ived at somge slot is simply operation. This is why the corresponding curve is esséntiiat, with minor
the probability it is not received at any of the< j slots variability due to the randomly seeded simulation scesario

CE. Platoon Analysis
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o BP GS GSHI
effect on the non-secured EBN application performance. The - AR KE T R B R B

difference from the highway scenario is the way security | Revocation check cost| 1 us. 15R ms. | 30 ms.
parameters affect performance. This is a dense VC network, | Hash table construction 0.1R s. - 15K s.
but vehicles move with lower velocities and they are more L MemOY requirements | 1407 KB - 3841 KB
densely packed. The lower inter-vehicle distances lead TABLE VI: Indicative values for revocation check costs as a
higher reception probability, even though the channel iesafunction of R, for C,, = 15 ms, k=100,7=60 s.

relatively heavily loaded; thus; does not give a significant

advantage. Low inter-vehicle distances (high receptiabar

bility) result in an increase in vehicle collisions (crashenly .

for high « (higher authentication delay). This is analogous to Intuitively, the parame_t(_er yalues affect how the network
the highway observations: the difference is that low vehiclCan relay the DFCD notifications. If nodes do not have the
distances (lower driver reaction margins) counter baldoge Crédentials of the neighbors when they receive a notifinatio
velocities. especially as they need at least three distinct valid natiias,

2) Effect of secure VC penetration rate on safefig. they. W.i" be slow in relaying it..The effect off relates to
5(c) shows what happens in a scenario, with average vehimgt' with less frequent retransmlsspns of LONG packets |
spacing of 40m, speed of 65 Km/h, braking capability of guPoOn & psegdonym_ change would incur further de/[ﬁy_; !
m/s? and visual range of 76 (modeling dry road conditions remedies t_hls, keeping stable performance for all threeioset
and good weather). First, we observe a percentage of cras%\é%n for h!gha.
between 25-30% and none (lower than that for the earlier omparing the secured_to the unsecgred Ve system DFCD
more challenging scenarios). The curves for differgntalues performance, we see tang|b!e deter|0rat|0r_1 because ofiecu
are well separated, with more crashes 4o 3.33, which The same maximum area 15 Covefed (with an approx. 1.5%
indicates that this beacon frequency would not be suffictimntdeter'orat'on only), bqt with approxmately 42% higherajel .
warn drivers (although the reception reliability is highErg. to cover 1000 m l_aehmd the event (in the sense of the traffic
2(a)). Tuninga affects the number of crashes whenis in flow), and apprommat_ely_ 30% higher delay to cover 90% O.f
the range of 40-80 %; fon — 10 we observe an increasethe p!atoon node;. This is beca!use the scenario is chaligngi
variable from 15 to 40 % compared to the case with= 1. (multi-ane, .he.aV|Iy Iogded setting), exacer_pate.d by “?‘e‘*‘
Conversely, if VC has relatively lowpf < 0.4) or high pr > to have 3 distinct copies of the_ DFCD natification. With the
0.8) penetration, security optimizations have a limitegart. expected latency per hop varying per DFCD message type,

3) Effect of secure VC on efficiency applicatior&ig. 6 but typically in the order of 500 ms, we see that delays of

shows the communication performance for the DFCD appl}-'2 sec for 1000 m (approx. five hops in our setting) for the

cation, operating on top of, thus being constrained by, t@ecure VC system are satisfactory; so is the delay for the

0 ) .

more resource-intensive safety beacorfing/e observe that %A). platoon coverage (approx. 3km in our settlng),. and the
: maximum covered area (the total of the platoon vehicles).

security parameters affect the performance. More soaofor

which yields the best performance for all three metrics for
values close tax = 10. Increasingx reduces communication IX. REVOCATION
overhead, increases reliability, and reduces proces®Rysl  yere we discuss the revocation costs, based on the use of

For higha values (e.g., above 20), there is a mild deterioratiqfe, o cation Lists (RLs). This is a largely orthogonal prabte
performance due to the increase in authentication delay.

5We did not consider here propagation of the information bisles in

4We do not measure the effect the transportation efficiengyliGgion  the opposite traffic flow, or geocasting, techniques assumethce in order

has (e.g., on average trip times) as this would require aaglslystem to achieve expected areas of coverage in the order of 10 on Z8&pending
consideration. on the nominal communication range).
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Fig. 6: Decentralized Floating Car Data (DFCD); commun@aperformance.

this investigation and out of the scope of this paper; mogeovsize of one entry in the hash tableg p, composed by a serial
there are several unknown parameters and factors in termsnber and a revocation date, is 14 bytes [1]. Thus, for each
of the instantiation of a revocation solution. Nonetheléss revoked vehicle (i.e. long-term identity) with pseudonyms,
order to provide a complete picture, we consider the revacat at least 140 KB would be needed.

overhead for each of the security schemes considered. We ditfor GS and HP schemes, we extract relevant data from [22],
not consider revocation in Sec. VII, but we do this in Sec. ¥27]. Each entry inRLyp is arevocation tokerof 32 bytes

it suffices to add the revocation processing delay to the ofidote: for simplicity, we use interchangeably the sub3d@f

for validating LONG messages (the first-receivé®NG per for HP in terms of revocation.). Then, we consider two relate
node andr for BP and HP). revocation methods proposed in [22]: the first one, we term

The basic difference between BP and HP (and GS) schen@S-|, incurs processing costs proportional to the RL size; the
is that the former deals with short-term keys and the latidr w second oneGS-Il, has fixed costs independent of the RL size,
long-term ones. The number of vehicles that would be revokedt it might allow the linking of some Group Signatures [22].
is not currently known and it is hard to estimate, because itGS-I: The revocation tokens, eadty;s=32 bytes, are used
would depend on policy decisions, the size of the system directly for the revocation check process. The cost to yerif
each region, among other currently unknown aspects. Henee entry isC,, x |RLgs|, whereC,, is the cost of computing
we denote the number of revoked vehiclesrasThen, for the one bilinear map. Group signatures of not-revoked nodes
HP (and GS) scheme, the size of the revocation list would bannot be linked under any circumstances, but checking if a
|RLyp| = R. Whereas, foBP, |RLgp| = ¢x R, wherec is signer is revoked requires a traversal of the enfiley p (in
essentially the number of temporary keys each vehicle holother words, it is linear in the number of revoked vehicles).
at the time of its revocation. GS-1l: The basic difference fror®S-l is the calculation of

c can be a large number, in the order df* to 10%; but, the Group Signatures, which include some intended redipien
again, its actual value depends on factors out of the scafea random positive integer, now chosen by the signer to
of this paper: for example, the ability of vehicles to havbave a value less than a security paraméteAs it will be
frequent access to a trusted third party to obtain theirtshoexplained in further detail below, this construction alto®
term certificates, or the autonomy of vehicle policies mémdato pre-compute: revocation values and check the revocation
We can consider that corresponds approximately to thestatus of the signer through a simple look-up; if, howe¥er,
number of pseudonyms a vehicle obtains atpseudonym were low, the signer might be forced to re-usealues, and
refill”, and we can assume that pseudonyms are valid orithese group signatures from that signer could be linked.
between two consecutive refills. Then, a revoked node rgnnin As the safety beacons are broadcasted, we need to adapt the
BP would be unable to obtain a new set of pseudonyms [14theme to the VC context: We redefifido beS =< G, T >,
and RL g p would include only the pseudonyms granted at thehereG indicates a geographical area afich time interval.
last refill. Consider an example forwith 7=60 s, in one day a Essentially, in a given area and time, every recipient can
vehicleV would “consume” 1440 pseudonyms. Assuming thaderform the fast revocation status check. For practicaoes,
pseudonym refills take place once per month, then43200; G and7 can be coarsely defined, so that receiving nodes can
if the refills were made once per year, thes 518400. In the easily determine the appropriate values (e.g., with thp bél
rest of this paper, to provide illustrative examples, wauass their on-board clock, GPS receiver, or other localizaticrans
that on the average~ 10*. with the help of terrestrial infrastructure).

The cost to verify whether a pseudonym is revoked is the Upon reception of a newRLgg, a verifier Vi in S pre-
cost of a lookup into th&L. This can be achieved in constantomputes and stores the revocation values for each entry
time, e.g. by using a hash table. In this case, the congbructin the RLsg, at a cost of2C), per entry. The cost to build
of the data structure is proportional tBL g |, and it must be this data structure is the2C, x R x k. Upon receipt of a
performed every time a neR L p is received. The required ¢ 4,v (K1), the verifierVz performs a lookup into the table
memory is alsox |RLpp| x Epp bytes, whereEpp is the and if no match is not found (i.e. the signer is not revoked)
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(b) HP with revocation check (GS-lIl). (c) HP enhanced with time-limited GS.

Fig. 7: Processing delay in future secure VC systems, witltgssing acceleration, as a function of network size.

it validates the signature. The cost to verify if the sender Each legitimate node that monitors its neighborhood
is revoked is2C,, plus the lookup cost, which is negligi-and relies on its own sensor readings (e.g., infra-red or
ble compared taC,. The memory needed is approximatelyadar transceivers) could weed out such Sybil identities
|[RLgs| x k x Eggs bytes. Eggs is the result of one pairing (pseudonyms), as pointed out in [40], or it could detect othe
computed from the revocation token, and its size is 384 byté@sconsistencies, e.g., between the apparent density leshic

For a givenS =< G, T >, the value oft should be chosen (inflated by a Sybil node) and the average velocity (in princi
such that a single sender is not forced to use the satwice ple dropping with increased vehicle density). But there are
or more. Basically, it should be > [|T'|/7]. However, highk  proactive defenses to contain Sybil misbehavior. Firsg th
would increase the pre-computation costs, which also dipeimvocation of the GS primitive can be regulated by trusted
on how theRLss changes over time. Investigating trade-offsardware, e.g., the Hardware Security Module (HSM) of the
due to chosen values, e.g., |T|, is left as future work. In SeVeCom architecture [2]. A different approach is that of
order to provide a numeric example, we %100, which utilizing primitives that limit the number of GS generat&per
corresponds td7'|=1h 40min, and we summarize the resultsnit of time;.e.g, [41] can be set to allow each node to gerera
in Table VI, assuming’, = 15ms, k=100, 7=60s, and the one GS per pseudonym lifetime. If a Sybil node exceeds this,
basic operations on the hash table, such as memory copy angt such GS (and thus pseudonym) will be linkable by any
data lookup, to be Ls. receiving correct node.

Clearly, the BP scheme incurs the minimum computational-l—he addition of new features, e.g, a time-limited GS gen-
overhead but it has by far the longest RL. Moreover, the Gg;ation, will have additional resource requirements. Tikis

| method could be cumbersome to apply, especially for the yqre general concern. But it is natural to expect that on-
platform we considered here and for sizeable RLs. Then, th6,:q processing capabilities will also improve. For ex@np
cost of GS-Il is independent dk but it remains higher than {here are already secure VC boxes that achieve nearly a
that of BP. Nonetheless, GS-I and GS-II have the advantage foid increase (www.escrypt.com) in terms of procegsin

of much smaller RLs, and thus require lower memory anghanks to cryptographic hardware acceleration) compted
bandwidth for storage and transmission. our benchmark platform.

Finally, recall that for the GS scheme, the revocation statu Fig. 7 id ina delay f .
check must be performed for each message; whereas for _thlan 9. /, We consider processing defay for various process-
acceleration factors over our benchmark platform. Adac

HP scheme, the check is needed only once per previouglgd ing del hi ion b
unseen pseudonym. It is also important to note that tffe ecreases processing delay per cryptographic operation by

revocation of a node implies its anonymity is lost; then, an}/x' We demqn_strgte how r:)ur m?de_l of Sec. VII:I_ Ca'; y'ﬁld
entity that has a transcript of its past transmissions invargi esource growsul)(mng ?15 the SC?e |chease3. | 'g'ﬂ Sf ows
area, can use the corresponding revocation token andfyden%1at in order to keep the per-safety-beacon aelay fiat for a

which messages in the transcript were sent by the revolJ@Ege neighborhood (1,60 vehicles With!n range, yerificratio
node. from 80 ones),x = 2 is necessary. This is sufficient even

for real-time revocation (i.e., 30ms delay for each LONG for
X. DISCUSSION ANDFUTURE WORK the benchmark platform, and 15ms for= 2), or time-limited
The introduction of anonymous authentication, for infre®S scheme (e.g., for [41], we approximate that a time-lichite
quent operations, as in HP, offers the advantage of Simpgs-yerlflcat|on delay is apprquately 2.5 times than of the
administration (much lower number of credentials, ondtige- “Plain” GS). Note the progressive increase of the delayXiga
generation), but it increases processing cost. This isrsesfch and recall thatr_speeds up not only t.he_ relatively infrequent
GS-related operation (LONG packets for HP). AnonymouU€ONG processing but also the majority of the lower-cost
authentication brings forth another challenge: a misbisigay SHORT processing.
node could abuse its anonymity, generate and sign multipleFuture work will include additional characteristics of the
pseudonyms, and thus appear as multiple nodes, also kndvemsportation environment, e.g., traffic lights, changeates
as a Sybil node behavior. other safety applications (corner-collision avoidancder-
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native communication technologies, and any roles of infragvaluation of the overall performance is critical, espécia
tructure. Alternative security and privacy enhancing mecfor pervasive computing systems that are tightly coupled to
anisms is another future work direction, including alternaheir users. As security and privacy are paramount for those
tive cryptographic primitives and functionality and fueth systems, yet they incur significant overhead, designs dhmaul
implementations and benchmarking. A different but relatadlidated, to show that the secured systems can be effagive
issue: general privacy considerations, across the datdlihg envisioned and needed. We do this for a system as complex as
“ecosystem”, beyond the mostly location-privacy related-V VCs: This being the first work taking this approach, we aspire
centric considerations. to produce and see further results for a technology that ean b
very widely deployed in the near future.

XI. RELATED WORK

The use of pseudonyms was first envisioned in [42] and APPENDIX
more recent works considered their use in the context of VCs,We derive here the approximation far, the average arrival
e.g., [14], [43], [44]. More generally, several recent woHte rate forS HORT messages, i.e. Eq. 2 in Sec. VII. We consider
concerned with different aspects of security and privacy @f set ofN transmittersV; and one receivel’z, all running
vehicular networks: They either outline challenges [48B][ the protocol with the same configuration (i.e. &l use the
describe particular attacks [47], [48] or more generalckttasame beacon intervaj, the same pseudonym lifetime,
overviews [49], [50], propose mechanisms [40], [44], [51]and the same Certificate Peried and 3 = 0 as a minor
[1], and schemes for revocation [2], [13], [52]. [53], ane thsimplification due to the low effect off on overhead for
recent follow-up [54] that provides performance evaluatiothe values recommended by the findings in Sec. VIII). As
results, combine public and symmetric key cryptography Hlscussed in Sec. VIII and Sec. VI, each message is received
authenticate messages and is complementary to our work.with a different probability depending not only on the olkra

The idea of pseudonym self-generation for ubiquitous corsetup but also on the (fast changing) distance between sende
puting is proposed, independently of our work, in [55]. Mor@nd receiver; obtaining these values is far from trivial.
recently, [56] applied that crypto-system to VANET. These Here, we make a few simplifying assumptions: We consider
works do not consider all the system-level issues we considgme slot¢, and assume that aW transmitters send a beacon,
in this work, such as certificate distribution and applieati SFFORT or LONG during that slot. Recall that eadbtONG
robustness. Our findings and mechanisms also apply to thedacon entails a calculation equivalent t& HORT beacon
work, complementing and extending it. (due to the verification of the ECDSA signature), plus an

An alternate approach to reducing packet overhead aadditional overhead wheiz receives aLONG one with
computation efforts is presented in [57]: it proposes thatz@inew pseudonym (due to the GS verification). We assume
signer attaches its certificate to messages only when ittetehat each beacon is received with probabilityindependently
a change in its neighborhood, with such changes detected friom all other N — 1 beacons. (The probability of reception
beacons. In dense topologies, the results of [57], althoughfor example the average of the probabilities of recepéibn
obtained in less realistic conditions, are comparable ts.0u different distances for the given neighborhood, obtairredf

Two recent works propose to use bilinear pairings to providgec. VI).
privacy in VANET. The approach of [58] is similar to our GS  For some sending nodg;, its message will be verified
scheme, thus it would be cumbersome if not impossible g V7, with probability p x Prob{V;’s LONG was already
apply for safety beaconing. [59] employs a mix of traditibngeceived. This is determined by how many times the given
public-key cryptography and bilinear pairings; this bessme v, transmitted aLONG message (as we assume that the
resemblance to our HP scheme, but it is mainly limited by it&ception of LONG packets is also with probability?). By
strong reliance on the presence of RSUs, not envisioned tothe definition of the scheme (HP or BP), duringseconds, a
densely present in most, if not all, deployments. pseudonym lifetime}/; transmits| 7y /«| LONG packets.

A few other papers [30], [37]-[39] propose and analyze VC- The number ofLONG packets fromV; that Vz observed
based algorithms for transportation safety, and tranaport (ji.e. could potentially receive being in range) depends on
engineers studied how to reduce car collision chains [38].[ various factors beyond this model (e.g., mobility, indivéd
But the combined study of transportation safety applicatioyehicle trajectories, road shape, communication obstms).
enabled by VC and the effect of security overhead was nQére we make one final simplifying assumption: Edchis
considered. on the average “half-way through” its current thus, it has

on the average transmitted = % LONG beacons.
XIl. CONCLUSION Then, theProb{V;’s LONG was already receivadis es-

We have analyzed the effect of security on the VC Systeﬁgn?ially th_eP_rob{Ws LONG was received at least in one of
effectiveness, notably a safety and an efficiency apptioati K tries}; this is equal tol — Prob{Vi's LONG was received
We have provided a framework to analyze the performanfenone of K trie =1 — (1 — P)%. As all of the N nodes
of secure VC systems, along with schemes that reduce &ft out a packet, in each slot, on averagewill receive
c_omplexity and the _overhead qf security,_ we ppnsidered mul- A\ = NP(1— (1— P)X) (4)
tiple system operation dimensions and identified interdepe
dencies of various factors. We strongly believe that syat&m to process. This completes the derivation of Eq. 2.
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