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NETWORK infrastructure is undergoing a major shift
away from ossified hardware-based networks to pro-

grammable software-based networks. One compelling
example of this paradigm shift is the advent of Software-
Defined Networking (SDN). A traditional network mixes
control and traffic processing logic in single hardware
devices, making the network more complex and harder to
manage. SDN has addressed this issue by decoupling the
control plane in network devices from the data plane to sim-
plify production networks. On the other hand, enterprise
networks are populated with a large number of proprietary
and expensive hardware-based middleboxes, such as fire-
wall, IDS/IPS, and load balancing. Hardware-based mid-
dleboxes present significant drawbacks such as high costs,
management complexity, slow time to market, and unscal-
ability. Network Function Virtualization (NFV) was pro-
posed as another new network paradigm to address those
drawbacks by replacing hardware-based network functions
with virtualized software systems running on generic and
inexpensive commodity hardware. Given their benefits,
SDN and NFV have recently attracted significant attention
from both academia and industry.

SDN andNFV introduce significant granularity, visibility,
flexibility, and elasticity to networking, but at the same time
bring forth new security challenges. For example, decoupling
the data plane and the control plane in SDN essentially opens
a door to attackers for exploiting the vulnerabilities of SDN
controllers, APIs, applications, and protocols, and further
break their trust relations. Meanwhile, both SDN and NFV
could be leveraged to strengthen network defense. The aim
of this special issue is to encompass research advances in all
areas of security in emerging networking technologies. The
special issue intends to provide a venue for interested

researchers and practitioners to share their novel research
ideas and results.

In response to the call for papers, this special section has
collected 14 submissions and the following 4 papers were
included in this special section after rigorous peer review
and careful revision.

The first paper “Dynamic Packet Forwarding Verification in
SDN” by Qi Li, Xiaoyue Zou, Qun Huang, Jing Zheng, and
Patrick P.C. Lee proposes a robust and lightweight packet
forwarding verification mechanism that is able to detect
various sophisticated attacks against packet forwarding in
SDN. The proposed mechanism leverages dynamic packet
sampling to verify integrity of packets on networks to
detect various attacks violating packet integrity in SDN.
Extensive experiments have been done with real trace to
demonstrate that the proposed system can achieve more
than 97 percent verification accuracy, while only incurring
around 0.2 percent packet collection rate and less than 5
percent throughput degradation.

The second paper “SDN-based Privacy Preserving Cross
Domain Routing” by Qingjun Chen, Shouqian Shi, Xin Li,
Chen Qian, and Sheng Zhong presents a privacy-preserving
cross-domain routing optimization protocol in multi-domain
SDN environments. The proposed solution provides two fun-
damental routing functions, policy-compliant shortest path
computing and bandwidth allocation, to ensure strong pro-
tection for the private information of domains. Experimental
evaluation shows that the proposed system is efficient in
computation and communication costs based on real ISP net-
work topologies.

The third paper “Detecting and Mitigating Target Link-
Flooding Attacks Using SDN” by Juan Wang, Ru Wen, and
Jiangqi Li introduces a novel defense system for the link-
flooding attack (LFA), leveraging some key features, such
as programmability, network-wide view, and flow trace-
ability, of SDN. The proposed solution includes a target link
selection approach and a congestion monitoring mechanism
to effectively detect LFA, and a multiple traffic rerouting
method and a malicious traffic blocking approach to miti-
gate LFA. Experimental results show that the proposed
system can accurately detect and rapidly mitigate LFA, but
only imposes minimal communication overhead.

The fourth paper “Dependability Integration in Cloud-hosted
Telecommunication Services” by Wiem Abderrahim and Zied
Choukair proposes a Dependability Broker Architecture in
Telco Clouds (DBA-Telco), which is a broker architecture
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based on an SDN controller that operates on NFV environ-
ments, to guarantee dependability in telecommunication
services hosted in cloud environments according to the Ser-
vice Availability Level (SAL) fixed by European Telecommu-
nications Standards Institute (ETSI). Experimental results
demonstrate that that the proposed approach provides reli-
able and maintainable bottlenecks for the different SALs but
with the restriction on the arrival rate range.
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