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THE Internet coupled with recent advances in computing
and information technologies, such as IoT, mobile edge/

cloud computing, cyber-physical-social systems, and artificial
intelligence/machine learning/deep learning, have paved
theway for creating next-generation smart and intelligent sys-
tems and applications that can have transformative impact in
our society while accelerating rapid scientific discoveries and
innovations. Unprecedented cyber-social and cyber-physical
infrastructures and systems that span geographic boundaries
are possible because of the Internet and the growing number
of collaboration-enabling technologies. With newer technolo-
gies and paradigms getting increasingly embedded in the
computing platforms and networked information systems/
infrastructures that form the digital foundation for our per-
sonal, organizational, and social processes and activities, it is
increasingly becoming critical that the trust, privacy, and
security issues in such digital environments are holistically
addressed to ensure the safety and well-being of individuals
aswell as our society.

This joint special section of IEEE Transactions on Emerg-
ing Topics in Computing (TETC) and IEEE Transactions on
Dependable and Secure Computing (TDSC) focuses on the
security, privacy and trust of the emerging collaborative
computing and intelligent systems. It includes 11 high qual-
ity peer-reviewed papers (3 articles in TETC and 8 articles
in TDSC) on various emerging topics: cryptographic proto-
col, differential privacy, blockchain security, cloud security,
machine learning robustness, authorizations, mobile com-
puting, and deep learning for blockchain applications. The
11 papers in this joint special section are listed as below:

1) Towards the AlexNet Moment for Homomorphic
Encryption: HCNN, the First Homomorphic CNN
on Encrypted Data with GPUs (in TETC).

2) Bitcoin Transaction Forecasting with Deep Network
Representation Learning (in TETC).

3) SDLSC-TA: Subarea Division Learning Based Task
Allocation in SparseMobile Crowdsensing (in TETC).

4) Robust Deep Learning Ensemble against Deception
(in TDSC).

5) An Optimal Noise Mechanism for Cross-correlated
IoT Data Releasing (in TDSC).

6) Differentially Private k-Means Clustering with Con-
vergence Guarantee (in TDSC).

7) VMGuard: State-based Proactive Verification of Vir-
tual Network Isolation with Application to NFV (in
TDSC).

8) Quantify Co-Residency Risks in the Cloud through
Deep Learning (in TDSC).

9) Fee-Free Pooled Mining for Countering Pool-Hop-
ping Attack in Blockchain (in TDSC).

10) Sustainable Ensemble Learning Driving Intrusion
Detection Model (in TDSC).

11) Stochastic Workflow Authorizations with Queueing
Constraints (in TDSC).

In this special section, there is an increasing trend for
research focusing on security and privacy in deep learning, as
well as applying deep neural networks to emerging applica-
tions. Besides two papers (on privacy in deep learning and
deep learning for the blockchain applications) in TETC,
another paper entitled “Robust Deep Learning Ensemble against
Deception”, proposes XEnsemble, a diversity ensemble verifi-
cation methodology for enhancing the adversarial robustness
of DNNmodels against deception caused by either adversar-
ial examples or out-of-distribution inputs. It builds diverse
input denoising verifiers, develops a disagreement-diversity
ensemble learning methodology for guarding the output of
the prediction model against deception, and provides a suite
of algorithms to combine input verification and output verifi-
cation to protect theDNNpredictionmodels fromboth adver-
sarial examples and out of distribution inputs.

This special section also includes two papers on differen-
tial privacy. The first work, entitled “An Optimal Noise Mecha-
nism for Cross-correlated IoT Data Releasing” proposes a novel
Correlated noise mechanism for Cross-correlated Data Pri-
vacy (CCDP), which can be used to protect cross correlation
privacy within correlated datasets, such as trajectories from
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smartphones and smart meters data in smart grids. They per-
form rigorous mathematical analysis of the CCDP and prove
that it satisfies �-Pufferfish privacy, and also prove that the
CCDP can achieve the optimal data utility for a given privacy
budget �, which has been experimentally validated on three
types of datasets: computer-generated data, real-world trajec-
tory data, and smart meter data. The other work, entitled
“Differentially Private k-Means Clustering with Convergence
Guarantee” addresses the non-convengence problem of the
existing solutions for differentially private k-means cluster-
ing, by proposing a novel framework for injecting differential
privacy into the real centroids in the interactive setting. The
authors have also validated the superiority of the proposed
algorithms in clustering quality to the state-of-the-art results
through extensive experiments on six widely used real-world
datasets.

In cloud security, an accepted paper, entitled “VMGuard:
State-based Proactive Verification of Virtual Network Isolation with
Application to NFV” proposes VMGuard, a state-based proac-
tive approach for efficiently verifying large-scale virtual infra-
structures in cloud and Network Functions Virtualization
(NFV) against network isolation policies. They have imple-
mented VMGuard based on OpenStack, and evaluated it on
both real and synthetic data. The results demonstrate the per-
formance and efficiency, e.g., less than fivemilliseconds to per-
form incremental verification on a dataset with more than
25,000 VMs and less than two milliseconds with the proactive
module enabled. Another paper, entitled “Quantify Co-Resi-
dency Risks in the Cloud through Deep Learning” proposes a fine-
grained model to quantify the risk level caused by co-resi-
dency in the cloud through deep learning. Using a large scale
dataset collected from Microsoft Azure Platform, the authors
profile the behavior patterns of normal service subscribers
(tenants) using the proposed feature metrics, and cluster ten-
ants intomultiple categories. A classification component and a
quantification component are constructed to dynamically
quantify the co-residency risks for a specific virtualmachine.

To improve the blockchain security, one paper “Fee-Free
Pooled Mining for Countering Pool-Hopping Attack in Block-
chain” addresses the Pool-Hopping Attack for the Block-
chain. They apply the zero-determinant (ZD) theory to
design a novel pooled mining which offers an incentive
mechanism for motivating miners not to switch in pools
strategically by economic means without fee charged. The
proposed pooled mining has three unique features: (1) fee-
free: no fee is charged if the miner does not hop, (2) wide
applicability: it can be employed in both prepaid and post-
paid mechanisms, and (3) fairness.

Finally, two other papers design learning models to solve
security problems. The first paper “Sustainable Ensemble Learn-
ing Driving Intrusion Detection Model” proposes a model based
on sustainable ensemble learning to improve accuracy for
intrusion detection systems, by considering the accumulation
and reuse of historical knowledge, as well as the sensitivity of
the detection model to different types of attacks. They have
conducted experiments to validate the detection accuracy,
false alarm, stability and robustness by benchmarking with
the existing solutions. The second paper “Stochastic Workflow
Authorizations with Queueing Constraints” studies the authori-
zation model under the more realistic dynamic settings
to secure cloud-based workflow architecture, which can be

widely used in e-science, e-business, smart city, and others, to
automate business processes and improve their flexibility and
maintainability.

As guest editors,wewould like to thank all the authorswho
submitted their quality work to this joint special section, and
also would like to thank all the anonymous reviewers for their
valuable time and constructive comments. Finally, we would
like to thank the Editor-in-Chiefs of IEEE TETC (Dr. Paolo
Montuschi and Dr. Cecilia Metra) and Editor-in-Chief of IEEE
TDSC (Dr. Jaideep Vaidya), and all the staff of two journals for
their guidance and support.
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