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Abstract— The structure function is an often-used
mathematical representation of the investigated system in
reliability analysis. It is a binary function that models system state
according to states of its components. The size of the structure
function depends on the number of components and can be
enormous for systems with many components. Therefore, the
system reliability analysis based on the structure function needs
special methods to decrease this dimension and to measure the
system reliability. The concept of survival signature provides a
useful transformation of the structure function to simplify
reliability assessment for systems with many components of
specified types. The survival signature is a complete probabilistic
description of the system. The new methods and algorithms of
system reliability analysis based on this mathematical
representation should be developed. The Direct Partial Logic
Derivative is one of approaches that are effective in system
reliability evaluation based on the structure function. This
approach is used to determine different aspects of system failure
depending on system components breakdowns. The development
of this derivative for survival signature permits to obtain the new
method for the reliability analysis of system failure caused by
system component breakdown depending on components types.

Index Terms—direct partial logic derivative, logic differential
calculus, structure function, survival signature, system reliability

I. INTRODUCTION

he reliability analysis allows investigating and evaluating

specifics of the system behavior at the different phases of
its life cycle and can be used to find system’s weaknesses,
which can cause, in worst case, catastrophic effects. The
important step in this analysis is the mathematical
representation of system. There are different types of system
representations as structure function, Markov models, Bayesian
networks and other [1], [2]. The structure function is used for
the mathematical representation of system in this study because
an important advantage of this representation is the possibility
of application for systems of any structure complexity. The
structure function maps all of the possible combinations of
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states of system components to one of possible system states at
time t.

Let us consider a system of n components for which the i-th
componentisdenotedasx; (i = 1, ...,n)wherex; = 1 ifthis
component is in a working state and x; = 0 if not. The system
state is defined based on the components states and is
mathematically described by the structure function [3], [4]:

d)(xll '"lxn) = ¢(X): {0:1}n - {0,1}, (1)

where x = (x4, ..., x,) is a vector of the system components
states (state vector).

In this paper, the coherent systems are considered. In these
systems, any system component must be relevant and a failure
of any component cannot cause improvement of the system.
According to these conditions, the structure function is
monotonically non-decreasing [3], [5], [6]: ¢(1;, x) = ¢(0;, x)
for any component and ¢(1;,x) # ¢(0;,x) for some state
vectors (where ¢(1;,x) = ¢p(xq, oo, X1, 1, Xi34, .., X,) and
$(04,%) = (X1, ors Xi-1, 0, Xy 41, o, X))

One of the principal disadvantages of the structure function
is computational complexity of its analysis with is correlated
with the structure function size. It is defined as 2" [3], [4] and
grows exponentially with the number of components. There are
some approaches to solve this problem. One of them is
transformation of the structure function (1) to its survival
signature, which was introduced in [7]. The survival signature
is effective for the system consisting of several types of
components if number of these types is less than number of
components.

Let us consider a system that has K = 2 types of components
and n, represents the number of components of type k =
1,..,K where ¥X_ n, =n. We will also consider that the
failure time of components of the same type are independently
and identically distributed or exchangeable. It is possible to
group together the components of the same type, thanks to the
random ordering of the state vector’s components. This allows
us to use x = (x%,...,xX) as a state vector, where x* =
(xk, ..., x’,fk) represents the states of the components of type k.
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Survival signature ®(ly, ..., 1) is the probability that the
structure function has value 1, given that precisely [, ..., [y of
its components of types 1, ..., K are functioning and is defined
as follows [7]:

Oy, ) L) = [ﬁ (’;:)_1] " Z $(x), @)
k=1

XESYy,.lk

which %% x; = I, for k = 1,...,K, and x = (xy, ..., x,) is a
binary state vector defining states of the system components.

According to study in [8], the survival signature computed
from the structure function restricts the dimension of system
mathematical representation. The dimension of mathematical
representation based on survival signature is depended on K
instead n (K < n). However, application of this new
representation requires development of new methods and
algorithms for reliability analysis and evaluation. One of often
considered problem in reliability analysis is identification and
evaluation of the system critical states. Typically, the critical
system state is considered as a situation, in which a change of
state of one of system components result in the change of the
system state. This problem is well investigated for the system
represented by the structure function as part of importance
analysis [5]. Methods for identification of those states have
been developed based on different mathematical approaches
among which the Logic Differential Calculus will be
considered in this paper. This approach has been proposed in
[9] for Boolean algebra and in [10] for application in logic
design. The structure function (1) is a Boolean function. It
means that methods based on Boolean algebra can be used in
reliability analysis and evaluation of the considered system.

The central term of Logic Differential Calculus is logic
derivative. Direct Partial Logic Derivative (DPLD) was
proposed for the reliability analysis and evaluation in [11], [12].
This type of direct derivative is used to analyze how a specific
change of component state (from s to 35) affects the system
functionality (from j to j). The DPLD with respect to variable
xi is defined as follows [13]:

090G > J) _ {1, ¢(s,x) = jand (5, x) = J

dx;(s » §) (0, otherwise 3

where s,j € {0,1}, § and J are negations of values s and j
respectively.

Study [14] presented that there are 4 DPLDs (3) that are:
d¢(1 - 0)/0x;(1 - 0), 9¢(0 > 1)/0x;(0 = 1),
dp(1 - 0)/0x;(0 > 1), 9¢p(0->1)/dx;(1 > 0). For
monotonically non-decreasing functions two last are equal zero
and the other two are equal to each other and can be calculated
based on Boolean expression:

Ip(1->0) _ 9¢(0 - 1)

axi(l - O) - axi(o N 1) = ¢(0ux) A d)(li, x), (4)

where A denotes Boolean operation AND and ¢ (0;, x)
negation of function ¢(0;, x).

According to (4), state vectors are indicated as non-zero
elements of the derivative if the change of the i-th variable from
value 1 to value O results in the change of the structure function
value from 1 to 0. It means that the DPLD indicates the state
vectors for which the breakdown of the i-th component causes
the system failure. The derivative (4) in context of reliability
engineering allows investigating the influence of change of
component state on the system state and identifying the critical
system states [15], minimal cut/path sets [12], or to calculate
importance measures [11]. In this paper, we propose to
generalize the DPLD for the analysis of the survival signature
of the structure function to analyze the system critical states.

The paper is organized as follows: the state of the art of
paper's subject is considered in section Il. The hand calculated
example for the illustration of the proposed method is
introduced in section I1l. The key definitions and concepts as
system structure function, DPLDs, and survival signature for
this example are illustrated in this section too. Section IV
introduces three new types of logic derivatives for the analysis
of system critical states based on the system survival signature.
Section V focuses on specifics of the proposed approach using
two case studies that illustrate computational aspects of the new
DPLDs and their evaluation.

Il. THE PROBLEM STATE ANALYSIS

The development of the mathematical representation of the
system is an important step in the reliability analysis. There are
different types of the system mathematical representation. Each
of them has specific application in reliability analysis and its
usability depends on system type, goal of the analysis, or
application problems. For example, Markov models are useful
for analysis of dynamic properties of the system reliability [16],
[17]. Bayesian networks are recommended for the analysis of
system reliability based on uncertain initial data [2], [18]. The
Universal Generating Function is an effective mathematical
representation for calculation of system reliability, which
allows mapping relation between the working states of the
system or the components and the corresponding state
probabilities [19]. The structure function is used for the
mathematical representation of the system if the topology or
topological properties are well indicated [3], [7], [20]. It is
needed to point out that the structure function can be formed
simply for system with any structure complexity. However, at
the same time the structure function size dramatically increases
with increasing number of system components. This means that
the large size of real-life systems complicates the reliability
analysis based on the structure function. Therefore, the methods
for the size reduction or/fand methods for large size system
evaluation have been developed for the structure function.

One of often used approaches for the development of
methods for large dimensional system evaluation is Binary
Decision Diagram (BDD). A BDD was introduced in Boolean
algebra by Akers [21] for the analysis of dimensionally large
Boolean functions. Effective applications of this approach in
reliability analysis have been considered in many
investigations, such as calculation of system reliability and
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availability [11], [22], fault tree construction and analysis [15],
[23], or importance analysis [4], [24].

In addition to the methods based on BDDs, there are methods
that allow reducing the dimension/size of the structure function.
Such methods can be based on the decomposition of the
structure function [25], or they can be based on survival
signature approach that also reduces the dimension of the
structure function [26]. This approach is based on the concept
of survival signature introduced in [7]. The concept of the
survival signature is an improvement of the system signature
concept defined in [27]. In reliability analysis the survival
signature has been recognized as an important tool to quantify
the reliability of systems. This approach has been used for
reliability analysis of systems with different types of
components (which can have different life time distributions)
[28], [29], for system importance analysis [30]-[32], for
evaluation of phased mission systems [33]. The review of
survival signature based methods in studies [7], [26], [30]-[33]
shows that the development of methods for importance analysis
based on survival signature is relevant problem in system
reliability analysis.

The importance analysis [5] is an important part of reliability
analysis, which has been intensively studied and successfully
used in many industrial applications. This analysis is
implemented for different system types and conditions and
includes time-independent analysis [6], [34], dynamic
importance analysis [5], [32], [35], or non-coherent system
evaluation [3], [35]. The principal purpose of the importance
analysis is to qualify and quantify how change of component
state influences the system functioning state. This analysis is
carried out by evaluating the critical states of the system.
Therefore, the identification of the system critical states is a
necessary step in importance analysis [34].

There are different mathematical approaches used in the
development of methods for identification of critical system
states and in the evaluation of their importance for system
failure. One such effective approach used in time-independent
analysis is based on the Logic Differential Calculus. The Logic
Differential Calculus was introduced by Akers [9] and
Talantsev [10] in Boolean algebra. This approach found its
application also in reliability analysis as is shown in studies [4],
[12], [20].

In general, the Logic Differential Calculus has been proposed
for analysis of dynamic properties of logic functions by logic
derivatives. The DPLD (4) is one type of derivatives in Logic
Differential Calculus. The DPLD allows investigating the
influence of change of variable value on the function value [9-
10]. If the system components states are interpreted as values of
the structure function variables and the system state as a value
of the structure function, then the DPLD permits analyzing
influence of changes of the components states on change of the
system state. This derivative has been used in topological
analysis of system reliability [36], in finding system minimal
cut/path sets [12], in identification of critical system states [34],
or in importance analysis [4], [37]. All of these methods based
on the DPLD have been developed for the structure function
(1). In this paper, we propose the new DPLD based method for

reliability evaluation of the system defined by the survival
signature. In particular, we consider the method for
identification of the critical system states. This method
combines the advantages of (a) survival signature in decreasing
the dimensionality of the system representation and (b)
efficiency of the system analysis based on the DPLD.

One more advantage of the proposed method is a possibility
to quantify influence of a specific type of system components
on the system operation from topological point of view. Similar
evaluation based on the structure function of system (1) with
the use of derivative (3) requires additional effort and
transformation. DPLDs (3) for such analysis based on structure
function (1) must be calculated for every of system component
of the indicated type and transformed to define the
quantification of the components type. The proposed method
focuses on the analysis of influence of a components type and
doesn't need additional transformation in this analysis, which is
important in the system maintenance.

I1l. HAND CALCULATION EXAMPLE

Let us consider a simple example of the storage system with
three components (n = 3) to illustrate the concept of the
structure function, the analysis of the system based on logic
derivatives, and system representation based on the survival
signature. This system has two main modules, in which the
same data is stored. In the first module, two Hard Drive Disks
(HDDs) HDD 1 of type 1 and HDD 2 of type 2 are organized in
Redundant Array of Independent Disks (RAID) 0. In RAID 0,
the capacity of the unit is equal to the sum of capacities of the
used drives, which implies no redundancy of data. Therefore,
failure of one drive means that the entire RAID 0 is lost. In the
second module, the single HDD of type 1 marked as HDD 3 is
used to store data. At least one module must be in working state
to write and read data successfully.

The reliability block diagram of this system is in Fig. 1, and
its mathematical representation by structure function is:

D (x1,%2,%3) = (X1 AXp) V X3, )

where the operator A is the Boolean operation AND, operator v
is the Boolean operation OR and state of each HDD is
represented by the corresponding Boolean variable x;, for i =
1,2,3.

Fig. 1. Reliability block diagram of the storage system.

Let us consider the application of the DPLD (4) to find
critical states of data storage system (Fig. 1). From the structure
function (5) it is possible to compute the DPLDs to indicate the
critical states of this system. The DPLDs calculation according
to (5) allows us to obtain the symbolic form of every DPLD:

2p(1 - 0)

mz (O/\XZ VX3)/\(1/\X2VX3) =Xy /\X_3;
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0¢(1—>0)_# 1 B _
m—(xl/\ Vx3) Ay A1V x3) =x; AX3;
0¢(1—>0)_—0 R
m—(xl/\xzv )/\(xl/\xzv )—x1Vx2.

These DPLDs can be expressed by truth tables shown in Table
. It is possible to see from Table I, that HDD 1 or HDD 2 have
influence on the system performance only in one situation, in
which HDD 2 or HDD 1 are working and HDD 3 is failed, i.e.,
state vectors (x; x, x3) = (* 10) for ¢(1 = 0)/3x,(1 = 0)
and (x; x, x3) = (1% 0) for ¢(1 - 0)/dx,(1 — 0) for these
situations have non-zero values in Table I. The derivative
¢(1 - 0)/0x5(1 — 0) has only one zero value for state vector
(x1 x5 x3) = (11 *). Therefore, the failure of HDD 3 does not
influence the system performance if HDD 1 and HDD 2 are in
working state. In other cases, the failure of HDD 3 leads to the
system failure.

TABLE |
DPLDs FOR DATA STORAGE SYSTEM

dp(1-0)| dp(1->0)| dp(1—-0)
| X | X | X)) G a0l T 5 0)| o 0)
0(0]|O 0 - - -
001 1 - 1
oj1|0 0 0
01111 1 - 0 1
110]0 0 0
11011 1 0 1
11110 1 1 -
11111 1 0 0

DPLDs in Table I allow us to obtain the system critical states.
However, they tell us almost nothing about the importance of
individual types of the components. Furthermore, these DPLDs
are calculated based on structure function, which has large size
if the system consists of a large number of components.

The considered storage system consists of 3 components of
2 types: 2 HDDs, namely HDD 1 and HDD 3, have same type
that will be marked as type 1, and HDD 2 has type 2. Therefore,
this system can be presented by the survival signature (2). We
will compute the survival signature for the data storage system
with structure function (5) for each I, € {0,1,2} and [, € {0,1}.
For example, in case of [; = 1 and [, = 0, there are two state
vectors (1,0,0) and (0,0,1) that represent the situation with
exactly one working component of type 1 and zero working
components of type 2. In these cases, the system is in working
state only for one state vector (0,0,1), therefore, ®(1,0) = 0.5.
Computed values of survival signature for storage system can
be seen in Table II.

TABLE Il
SURVIVAL SIGNATURE OF THE DATA STORAGE SYSTEM
Number [, of working Number [, of working

components of type 1 components of type 2 o, 1)
0 0 0
0
0.5

1
1
1

NN R ko
==l

IV. NEw DPLDSs FOR SURVIVAL SIGNATURE

The DPLD for Boolean function with respect to variable x;
according to (3) allows us to indicate state vector (x, ..., x;,) of
the function for which the specified change of the variable x;
results in the specified change of the function. In terms of
reliability analysis, this derivative allows indicating critical
states of system that agree with state vectors of components at
which the breakdown of the i-th component causes the failure
of the system. We suppose that the approach of logic derivatives
can also be developed for the system represented by survival
signature (2). In this chapter, possible interpretations of the
DPLD for analysis of system by the survival signature are
introduced. These derivatives can be used for analysis of the
critical system states based on its mathematical representation
by survival signature. The considered derivatives are focused
on the case of the component breakdown and system
degradation for coherent systems.

As the first step, the conception of the critical system state
for the survival signature should be considered and defined.
Since the survival signature determines the dependency of the
state of the system on the number of functioning elements of a
certain type, the critical state for the survival signature can be
defined as such state for which the failure of one of components
of the certain type leads to a change in the state of the system
as a whole. In other words, the fact (possibility) of the system
state change should be fixed if it is caused by a component of a
certain type fails, provided that other components of other types
remain unchanged. This change can be identified by comparing
two values of the survival signature which one is the system
states under the condition of a working components of certain
type k and other is the system state for (a —1) working
components of type k (one component of the type k is failed)
and the unchanged states of components of other types.

Firstly, the critical system states for the fixed number of
components of type k are considered. Let the number of
working components of the system for type k be equal to a. It
is necessary to determine under what conditions failure of one
component of this type will lead to failure or degradation of the
system. In this case, the numbers of working components of
other types are considered as conditions for the critical system
states. We propose to identify these states based on the first
DPLD for survival signature.

The first DPLD for survival signature with respect to the
variable [, the value of which changes from a to (a — 1),
permits to determine the values of survival signature and the
corresponding values of the variables for which the specified
change of the variable value causes a change in the value of
survival signature:

0P(ly, ..., ) L

ol (ar—a; — 1) ©)

_ {1,d>(l1, ey Qs ey L) > Oy, oy ap — 1,00, 1)

|0, otherwise

where a; € {1, ...,n,} is @ number of working components of
type k € {1, ...,K}.
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Fig. 2. Flow diagram for the first DPLD for survival signature (Table I1).

This derivative in terms of the critical system states allows
defining the system states for which the change of the failure of
one of a working components of type k € {1, ..., K} results in
the system degradation or failure. These states correspond to the
non-zero values of the DPLD (6).

Let us illustrate the use of the first DPLD for survival
signature (Table 1) in the analysis of the storage system from
section 111 (Fig. 1). For this example, three DPLDs exist. There
are two derivatives for the components of the first type, i.e.,
(02, 1,) L/al,(2—1)) and (0D (l4,1,) L/l (1-0)). The
derivative for type 2 of components allows analyzing failure of
one component (d®(ly,1,) 1/d1,(1-0)) and its influence to
the system state. Calculation of these derivatives is illustrated
by the flow diagram in Fig. 2.

According to the first DPLD for the considered system, we
can conclude that the value of DPLD a®(ly,1,) /01, (2—>1)
has value 1 in situation, where only two components of type 1
are working because (®(2,0) = 1) > (®(1,0) = 0.5) and has
value 0 in situation when all system components are working,
because (®(2,1) = 1) » (®(1,1) = 1). Values of all DPLDs
can be seen in Table I1I. It is possible to see that the most crucial
change is change of type 1 from one working component to zero
because it will always result in decrease of the system
signature’s value. On the other hand, the change of type 2 from
one working component to zero is the least crucial change
because it is significant only in one of the three possible
situations.

TABLE Il
THE FIRST DPLDS OF THE DATA STORAGE SYSTEM
Typel | Type?2 0Py, L) L 0Ly, L) | ad(l,l) !
D1y, 1)

(L) (L) l,(2>1) | aL,(1-0) | 3l,(1-0)
0 0 0 - - -
0 1 0 - - 0
1 0 0.5 - 1 -
1 1 1 - 1 1
2 0 1 1 - -
2 1 1 0 - 0

Thus, the first DPLD (6) for the survival signature allows the
determination of critical system states for a specified type of
component and for an exactly specified number of working
components of this type. But in some tasks, critical states of the
system should be defined as situations in which the failure of
one of the components of a certain type causes degradation or
failure of the system, regardless of the number of operating
components of this type. Such critical system states can be
identified using the following DPLD type for the survival
signature.

e bl ()

_ 00) © —
_ 01) 0 %—» 0
-1 (10) 05 —
-1 (11) l{@-» 1

1
— 20) 1 —
_ 21 1 %—» 0

The second DPLD for survival signature with respect to
the variable [, permits determining the values of survival
signature and the corresponding values of the variables for
which any decrease of specified variable by value one causes a
change in the value of the survival signature:

oD(ly, .., I !

ol 1 )

_ {1,61)(11, wir by s lg) > (g, o b — 1,00, 1)

~ 10, otherwise

forall b, =1, ..., ny.

Derivative (7) is similar to derivative (6). The difference of
these derivatives is number of working components which are
analyzed. The derivative (6) allows analyzing exactly defined
number of working components. The derivative (7) analyses all
possible numbers of working components and provides
evaluation of system failure if one working component
breakdowns, or one of two working components breakdowns
and so on until breakdown of one of all possible working
components of fixed type. Therefore, the DPLD (7) can be
considered as the union of all possible DPLDs (6) for different
values of parameter ay:

0(ly, o l) L | 9P, L) L
ol L a J ol (ax—a, — 1)

()

ag

The second DPLD for survival signature allows indicating
the critical system states for which the failure of one component
of specified type results in the system degradation or failure
regardless of the number of working components of this type.
This derivative can be calculated according to definition (7) or
by unification of the all possible DPLDs (6) for fixed type of
components according to (8).

Let’s us to continue the analysis of the storage system in
Fig.1. There are just two DPLDs of the second type (7) for
survival signature of the data storage system (Fig. 1). These
DPLDs, namely a®(ly,1,) /a1, L and ad(ly,1,) 1/al, | are
shown in Table 1V, and their calculation is illustrated by flow
diagram in Fig. 3. The calculation of these derivatives is similar
to the calculation of the first DPLD for survival signature (6),
which can be seen from the comparison of the flow diagrams in
Fig. 2 of the first DPLDs and flow diagrams in Fig. 3 of the
second DPLDs for survival signature.

It is possible to see that the most critical type is type 1
because the value of the second DPLD for survival signature is
0 only in one situation out of four, while in case of type 2, there
is only one situation out of three, in which the system
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signature’s value will degrade with failure of a component of
such a type.

TABLE IV
THE SECOND DPLDS OF THE DATA STORAGE SYSTEM
Type 1 Type 2 oL, 1) 0Pl 1)L (L, 1)L
(L) (L) v al, L al, |
0 0 0 - -
0 1 0 - 0
1 0 0.5 1 -
1 1 1 1 1
2 0 1 1 -
2 1 1 0 0
Wl o0l ER L o)
00y o — 00 o0 _
(01) o0 — (01 o0 %0
(10) 05 (D1 (10) 05 _
an 1 ‘e 1 a1y 1 l:@_.l
(z0) 1 (B»1 20 1 _
21 1 (D0 21 1 % 0

Fig. 3. Flow diagram for the second DPLD for survival signature (Table II).

The first (6) and second (8) DPLDs for survival signature are
useful to analyze influence of failure of one component of
specified type on a change of system states and can be used in
qualitative analysis of the system. However, these derivatives
do not quantify the indicated critical system states. The
quantitative assessment of the critical system states can be
performed if not only the values of the survival signature are
compared but also the differences are calculated. In this case,
the value of the derivative is calculated not just as a comparison
but as the difference in the probability of the system functioning
under the condition of the functioning of some components of
the analyzed type of system and the probability of the system
functioning if one of them fails.

The third DPLD for survival signature with respect to the
variable [, permits determining the quantitative assessment of
values of survival signature and the corresponding values of the
variables for which any decrease by value one of specified
variable causes a change in the value of survival signature:

o0d(ly, .., 1) U

— {é q)(ll, ey bk’ ey lK) > q)(ll, ey bk - 1, ey lK)
0, otherwise
for all b, =1,..,n, and where &= ®(l,...,by, ..., 1lg) —

Dy, by — 1, .0, 1g).

The third DPLD for survival signature allows defining the
critical system states which correspond to the non-zero values
of the derivative. Unlike other DPLDs for survival signature,
the non-zero values of the derivative (9) quantify the level of
corresponding system state for the system failure: the larger this
value, the more likely the effect of component failure of the
considered type on the system. As can be seen from the flow
diagram in Fig. 4, the computation of the derivative (9) is
similar to the computation of the second derivative for survival
signature (8).

The third DPLDs, d®(ly, 1) U/dl, Land ad(ly, L) U/0l, 1
for the survival signature (Table 11) of data storage system (Fig.
1) are presented in Table V. These derivatives are calculated for
all values of the survival signature.

TABLE V
THE THIRD DPLDS OF THE DATA STORAGE SYSTEM
Typel | Type?2 oL, L,) 0d(l,1) 4 ad(l,, 1) U
(%) (%) al, L al, |

0 0 0 - _

0 1 0 - 0

1 0 0.5 0.5 -

1 1 1 1 05

2 0 1 0.5

2 1 1 0 0

For example, for the survival signature values [, = 1,1, = 0,
the DPLD 0®(ly,1;) U/0l;, I has value (®(1,0) =0.5) —
(®(0,0) = 0) = 0.5 and, for values [; = 0,1, = 1, the DPLD
ao(ly, 1) 4/al, L is 0, because ((0,1) =0) » ($(0,0) =
0). From Table V, it is possible to see, that the most crucial type
is type 1 as it was in case of second DPLD. However, from the
third DPLD we can clearly see, that the most critical situation
is when one component of type 1 fails for [, =1,1, =1
because the system will surely fail (value of the DPLD
ao(ly,1,) U/al; Lis 1) while other non-zero values of the third
DPLD for type 1 has value 0.5.

There is another possibility to calculate the third DPLD. It
can be calculated based on DPLDs (3) of the structure function
by the transformation of the DPLDs (3) calculated for the
components of the corresponding type according to rules of
survival signature:

0D(ly, ..., 1) U 1 6¢(1»0))
— 3. L o D\ 10
ol () x;k (6xi(1—)0) (10)
where @ (M) is transformation of each DPLD 22429
0x;(1-0) 0x;(1-0)

based on the rules of the survival signature (2) and N, is a set

of all components of type k.

Let us suppose that the calculation of the DPLD is denoted as
transformation B and the forming of the survival signature is
denoted as the transformation 8. Then the calculation of the third

DPLD according to

©@ s

represented as

0Py, ..., ) U/, L = D(8(¢(x))). The calculation of the

third DPLD according

(10) is represented as

0Py, ..., lg) U/, L = 3(D(¢(x))). Therefore, calculation of
this derivative is possible according to (9) and (10).

Wb oul) R L oy l) T
(00) 0 — 00) 0 —
01) 0 — 1) 0 %_,o
(10) 05 (0.5 (10) 0.5 —
11 1 {e 1 11 1 1@_.0.5
20 1 0.5 20) 1 —
QD 1 D0 21 1 % 0

Fig. 4. Flow diagram for the third DPLD for survival signature (Table I1).
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The comparison of the results for all DPLDs for survival
signature shows that all of these derivatives identify similar
critical situation for the considered system, but each of the
proposed derivatives has a specific purpose. The first DPLD for
survival signature identifies the critical states for the system
failure depending on the breakdown of one component of
specified type for exact number of working components of this
type. The second DPLD for survival signature allows us to find
the critical system states for every component type and does not
depend on the number of working components of this type. This
DPLD identifies the critical situation without its quantification.
The third DPLD for survival signature has a similar context as
the second DPLD but indicates the probability of the critical
system state depending on the failure of one of the components
of this type.

It is needed to point out that the DPLDs for survival signature
(6) — (10) will identify system critical states depending only on
the component type, but they do not allow us to find which
component has such influence. This information can be found
by using the DPLD for structure function (3), which allows
finding critical system states depending on specific component.
For example, the failure of one of the components of type 1
(components 1 and 3) of data storage system in Fig. 1 leads to
the system failure in all cases except situation when all
components are initially functional according to DPLDs for the
survival signature. According to the third DPLD (10), the
system failure will occur with the probability 1 when one
component of type 1 and the component of type 2 are working,
and one component of type 1 fails. But we cannot identify
which of two component of type 1 has greater impact. The
analysis of this system based on the DPLDs
¢(1 - 0)/0dx3(1 - 0) and ¢p(1 - 0)/dx,(1 — 0) for the
structure function (Table I) reveals that there are three critical
states for the component 3 and one critical state for the
component 1. Therefore, the component with the greater
influence is component 3.

V. EVALUATION OF DPLDS FOR SURVIVAL SIGNATURE

A. Case Study |

In this section, the usage of Logic Differential Calculus for
survival signature on series system with bridge topology from
studies [7], [26] is demonstrated (Fig.5). This system is
composed of six components and their states are represented by
Boolean variables x;, x,, x5, x4, x5, x¢. There are two different
types of system components. Components represented by
variables x;, x,, x3 have one type (type 1) and x,, xs, x, have
another type (type 2). This is shown by label in the top right
corners of the blocks and by different colors in reliability block
diagram in Fig. 5 (green — type 1, blue — type 2). The structure
function of this system has the following form:

D (x) = x1(X2X3 V XX4X6 V X5X6 V X5X4X3). (11

Type 1

Type 2
Xs

Fig. 5. Reliability block diagram of the system with bridge topology.

The survival signature for this system was computed
according to (2) and its values can be seen on the left side in
each DPLD table for this system (for example, Table VI).

The derivatives (6) allow us to indicate system states for
which the breakdown of one of components of fixed type results
in the system failure for indicated numbers of working
components of each type. Since we have three components
from both types, we have to consider three derivatives for type
1 and three for type 2 (Table VI).

TABLE VI
THE FIRST DPLDS OF THE ANALYZED SYSTEM REPRESENTED BY (11)
Typel| Type?2 oL, 1L) 0Dy, 1) L | 0d(l, L) L | 00y, ) L od(l, L) L | 0Dy, 1) L | oo, L) L
L) 1) V2091,3-2) | alL,(2—-1) | aL,(1-0) | 81,(3—2) | 3l,(2—1) | dl,(1—0)
0 0 0 -
0 1 0 - 0
0 2 0 - 0 -
0 3 0 - 0 -
1 0 0 0 -
1 1 0 0 - 0
1 2 0.111 1 - 1 -
1 3 0.333 - 1 1 -
2 0 0 0 -
2 1 0 0 - 0
2 2 0.444 1 - 1 R
2 3 0.667 - 1 1 -
3 0 1 1 -
3 1 1 1 - 0
3 2 1 1 - 0 -
3 3 1 1 0 -
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It is needed to point out that these derivatives indicate the
possibility of the system failure (the system can fail) because
the system can be in failed state before the specified component
breakdown. The value 1 for the derivatives of this type means
the system failure is possible, but it is not required. There is not
influence of failure of one component from indicated number
of working components of specified type if derivative value is
0. For example, the derivative 0®(l,, ;) 1/l (3—>2) has all
values non-zero, which means a failure of one of three
components of type 1 can result in a failure of the system
regardless of the number of working components of type 2. The
failure of one of two working components of this type (the
derivative d®(ly,1,) 1/81;(2—1)) can result in the system
failure if there are two or three working components of type 2.
The similar influence on the system failure has breakdown of
one working component of type 1 (the derivative
0d(ly,1,) 1/0l,(1-0)). On the other hand, all values of
derivative d®(ly,1;) 1/0l,(1—>0) are equal to zero, which
indicates that a failure of only one working component of type
2 has no influence on the system. However, this does not
exclude the fact that the system has already failed earlier.

The second DPLD for survival signature (8) is generalization
of the first DPLD (6) and allows us to define conditions under
which the breakdown of one of components of specified type
causes the system failure. There are two derivatives for this
system (Table VI1I), which can be calculated according to (7) or
as the union of derivatives from Table VI for every variable
according to (8).

- the breakdown of one component out of three working
components of type 1 can cause the system failure
regardless of the number of working components of type 2.

The non-zero values of the derivative a®(ly,1,) 1/dl, 1
reveals the system failure possibility if:

- there is one working component of type 1 and one of two or
three working components of type 2 fails;

- there are two working components of type 1 and one of two
or three working components of type 2 fails.

The third DPLD for survival signature allows us to quantify
the system failure depending on the breakdown of one of
components of the specified type (Table VIII).

TABLE VII
THE SECOND DPLDS OF THE ANALYZED SYSTEM REPRESENTED BY (11)
Type 1 Type 2 oL, 1) 0D (1, 1) 1 0D (1, 1) !
(L) @) al, L al, L

0 0 0

0 1 0

0 2 0

0 3 0

1 0 0 0

1 1 0 0 0

1 2 0.111 1 1

1 3 0.333 1

2 0 0 0

2 1 0 0 0

2 2 0.444 1

2 3 0.667 1

3 0 1 1

3 1 1 1

3 2 1 1

3 3 1 1

According to the non-zero values of d®(l,,1,) /01, 1, we
may consider next scenarios of the system failure:
- the breakdown of one component out of one or two working
components of type 1 can cause the system failure if two or
three components of type 2 are working;

TABLE VIII
THE THIRD DPLDS OF THE ANALYZED SYSTEM REPRESENTED BY (11)
Typel | Type2 ol L) ad(l,,1l,) 1 b (1,1l 1
) () al L al, |
0 0 0
0 1 0
0 2 0
0 3 0
1 0 0 0
1 1 0 0 0
1 2 0.111 0.111 0.111
1 3 0.333 0.333 0.222
2 0 0 0
2 1 0 0 0
2 2 0.444 0.333 0.444
2 3 0.667 0.333 0.222
3 0 1 1
3 1 1 1
3 2 1 0.556
3 3 1 0.333

The derivative d®(l,, ;) U/dl; | has 8 non-zero values. The
maximum value of two of them is 1. From those values it is
possible to see, that the most critical failure of component of
type 1 is when there are 3 working components of type 1 and
one or none working component of type 2. In this situation, if
any component of type 1 fails, then the system will surely fail.
The derivative 0®(l;,1,) U/01, | has 4 non-zero values, which
are generally less than non-zero values of the derivative for the
type 1. Therefore, the components of the type 1 should be
evaluated in more details based on the DPLD for the structure
function (4). The derivatives d¢(1 — 0)/dx,(1 - 0),
dp(1 - 0)/9x,(1 - 0) and dp(1 - 0)/dx3(1 — 0) allows
us to find exact vector states for which the failure of the first,
second or third component results in the system failure.

The third DPLD for survival signature can be presented as a
color matrix where the rows agree with the number of working
components of investigated type, columns with the number of
working components of other types, and color saturation in cells
depends on the value of the derivative. Such matrices for the
considered system with bridge topology are shown in Fig. 2.
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Based on the previous, we can conclude the following
interpretation of the third DPLD for survival signature:
this derivative shows proportion of the system states among
of all possible states of fixed numbers of functioning
components of every type for which the breakdown of one
specified component causes the system failure;

this derivative indicate the probability of the system failure
caused by breakdown of one component of fixed type for
system states for which specify numbers of functioning
components of each type.

Number of working components of type 2
0 1 2 3
Number of working | 1 | 0 0 0.111 0.333
components of 210 0 0.333 0.333
type 1 3|1 1 [o556 0333
Number of working components of type 1
0 1 2 3
Number of working | 1 | 0 0 0 0
components of 2o 0.111 0.444 0
type 2 3]0 0.222 0.222 0

Fig. 2. Color matrices of the third DPLDs for the system in Fig. 2.

B. Case Study Il

Next, we analyse the hydro power plant that is presented in
[31]. We will be focusing on the inside mechanism of the hydro
power plant, which can be seen in a form of reliability block
diagram in Fig. 6. Firstly, the water comes from the reservoir
through the gate (component x, of type 1) that controls the flow
of the water to the two butterfly valves (components x, and x,
of type 2). Then the water flows to the two turbines
(components x; and x, of type 3) in which the kinetic energy
of the water flow is used to move the turbine and to produce
alternating current in the two generators (components x, and xg
of type 4). Finally, there are three circuit breakers that protects
the hydro power plant system (components xs, xo and x,;, of
type 5) and two transformers (components x;; and x;, of type
6) used to obtain a higher voltage for the output electricity. The
structure function representing this system has following form:

D (x) = x1 (XX3%4X5 V X6X7X5X0) X109 (X11 V X12)- (12)

™ The 1st type
The 3rd type
® The 5th type

™ The 2nd type
The 4th type
u The 6th type

Fig. 7. The critical system states of the hydro power plant (Fig. 4).

9

Type2
X2

Typ
X3

e 3 Type 4

1 Xe
X

Type §
X

ﬂ{ Type §
Xo

Fig. 6. Reliability block diagram for the hydro power plant.
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The survival signature for this system is computed according
to (2). The critical system states according to the third DPLD
for this system are shown in form of diagram in Fig. 7. From
the third DPLD in Fig. 7 we can recognize that the most
important type is type 1, which is understandable because this
type has only one component and it is the first component in
series topology. Next, let us consider the derivative
0P (1, 1y, 15,1, 15, 1) U/als L for type 5. This type is quite
interesting because, according to the reliability block diagram
in Fig. 6, the functionality of component x,, of type 5 is crucial
for the system functionality. This can be seen in situations,
when only two components of type 5 are functioning and the
system is functioning. In these situations, if one component of
type 5 fails, then the system will surely fail.

Type 4

Type 2
Xs 8

Type Trpes
X7 | i

C. Evaluation

The complexity of the approach proposed in this work
depends on two main calculations, namely the calculation of the
survival signature, if the analysis is based on a structural
function and it is necessary to obtain a survival signature, and
the calculation of the derivatives. As for the first part, in the
article [8] the authors described the complexity of the survival
signature calculation directly from the structural function, while
the calculation according to (2) is suitable for systems with a
size of about 20 components, then the complexity of
calculations begins to increase rapidly. The article also states
that an improved method of calculating survival signature using
binary decision diagrams has been developed. The authors also
present other approaches to calculating survival signature that
do not require knowledge of the whole structural function, and
these approaches are applicable to the efficient calculation of
survival signature for large systems.

The important advantages of DPLDs for survival signature is
possibility to decrease the dimensional of the structure function
(1) of investigated system that determines the computational
complexity of the DPLD calculation. For example, the number
of values of the structure function for 10 variables are 1,024.
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At the same time, for example, number of values of survival
signature forK = 2andn, = 7,n, = 3is32;forK = 3 and
n=2,n,=3,n;3=5is72;forK = 5andn, =n, =n; =
n, = ns = 2 is 243. According to the study in [8], increase in
the number of components types results in the increase in the
dimension of survival signature for the same number of system
components. This fact allows stating that the decrease in the
dimension of the structure function by its transformation to the
survival signature results in the decrease in the computational
complexity of the critical system states for every type of the
system components. However, the increase in the number of
components types brings the dimension of the survival
signature to the dimension of the structure function. To prove
this, we conduct experiments studying the computational
complexity of the approach for various randomly generated
structure functions. The functions represent systems of n
components (n is changed from 15 to 20). The number of
generated structure functions is 100. For each of these structure
functions, the number of components type K is changed from 1
to n (if K = n, the survival signature agrees with the structure
function (1)). According to this analysis, we can see that the
time for the survival signature computation exponentially
depends on the number of system components n (Fig. 8). This
is confirmed in [8] and corresponds to recommendation to use
survival signature for the system with number of components
less than 20.

400

350 n=20

Time, ms

300
250
200
n=19
150

100 n=18

50 n=17
21=16
5

0 n=1
1 2 3 4 5 6 7 8 9 10 11 12 13 14 13 16 17 18 19 20
Number of the system components types, K

Fig. 8. The analysis of the time for the survival signature calculation depending
on the number of the system components and the number of types of the
components.

The comparison of the times for the calculation of the DPLD
(3) for the structure function and the third DPLD (9) for the
survival signature is shown in the diagram in Fig. 9. In this
investigation the set of one hundred random generated structure

5000
4500
4000
3500
3000
2500
2000
1500
1000

500

e The DPLD (3) time calcnlation

function. According to this diagram, the survival signature is
efficient in terms of computational time for the analysis of
system with the lesser number of components types. At the
same time, we can see that the number of components types K
does not influences the time for the calculation and analysis of
the system based on DPLD (3) where the system is represented
by the structure function.

As for the calculation of the presented DPLDs, if the survival
signature is known, then, for the third DPLD, it is necessary to
calculate the difference in the value of the survival signature for
each change in the value of the number of functional elements
of a given type. The second DPLD can be obtained from the
already calculated third DPLD so that if its value is 0, the
second DPLD will also have a value of 0, if its value is greater
than 0, then the second DPLD will have value 1. The first DPLD
can then be calculated from the second DPLD since the value
of the second DPLD is retained for the first DPLD if the number
of functional elements has a given value, otherwise it is
undefined. The second and first DPLDs can also be calculated
without knowledge of other DPLDs only on the basis of
survival signature. The change compared to the computation of
the third DPLD is that for the second DPLD the difference is
replaced by a value of comparison of survival signature values.
As for the first DPLD, the difference is replaced by a value of
comparison of survival signature values, in which the survival
signature has a value of the number of functional elements of
the type equal to the required values specified in the first DPLD.
Times needed for all these types of calculations are shown in
Fig. 10 for the systems of eighteen system components (n=18).
The shown tendencies of calculation time for different DPLDs
in Fig.10 are similar for other number of system components.
The time for the derivatives calculation increases depending on
the number of system components increasing.

All investigations have been implemented on a computer
with Intel Core 17 330 CPU, 16GB of RAM, and Windows 10
operating system.

The implemented analysis of the computational complexity
of the proposed DPLDs for the survival signature shows that
they are efficient if the system consists of lesser number of
components types. Approximately, this number can be
evaluated as half of number of system components (K < n/2).

e The third DPLD (9) time calculation

0
1357911131513 57911131516135791113151713 5791113151718 13579 1113 1517181913579 11131517 181920

Number of
/ components types

v

15 16 17 18

Number of system
CDIHPOHCHIS

19 20

Fig. 9. The analysis of the time for the calculation of DPLD (3) and the third DPLD (9).
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1000 The third DPLD (9) time calculation

The third DPLD (10) time calculation

900 The second DPLD calculation (7)
The second DPLD calculation based on the third DPLD
800 The first DPLD calculation (6)
e The first DPLD calculation based on the third DPLD
700 === The first DPLD calculation based on the second DPLD

Times, ms
n o
2 3
S =
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200

100

1 2 3 4 5 6 7 8 9

100 11 12 13 14 15 16 17 18

Number of componet types, K

Fig. 10. The analysis of the time needed for calculation of different types of
DPLDs based on the structure function survival signature for n=18.

VI. DISCUSSION

In this paper, three new types of DPLD for survival signature
are introduced. They can be used to analyze the influence of
failure of specified type of components on the system failure.
The first and second DPLDs for survival signature determine
the fact of such influence. The first DPLD for survival signature
analyses the effect of failure of one component of specified type
and number of working components of this type on the system
failure. State vectors of survival signature are determined for
which the breakdown of one component can affect the system
failure. Important condition for this derivative is number of
working components of investigated type. According to this
derivative, we can choose the type of components and indicate
number of working components and find scenarios for which
the breakdown of one component influences the system failure.
The second DPLD for survival signature is generalization of the
first DPLD and allows us to investigate the influence of one
component failure of specified type regardless of number of
working components of this type. However, this derivative does
not rate the probability of the system failure depending on the
breakdown of one component. It only indicates that it is
possible. The third DPLD for survival signature of structure
function allows computing the probability of the system failure
depending on the breakdown of one component of a given type.

The considered application of DPLDs for the analysis of
survival signature of structure function can be used in
qualitative and quantitative topological analysis. In qualitative
analysis the DPLD of survival signature can be used to find
scenarios of the system failure depending on the breakdown of
one of components of a fixed type. These scenarios are used in
the development of maintenance strategy of a complex system
[2], [29], [41], [42]. In this paper, we consider only the
influence of one component type. Unlike the analysis of system
based on structure function by DPLD, the analysis based on

survival signature allows examining the influence of a specified
type of system components rather than one component. The
influence of the specified type is considered in case of system
failure depending on failure of one component of this type. In
further research, we will develop the DPLDs that will take into
account the breakdown of several components not only of one
type but also of different types of components. In quantitative
analysis, the DPLD of survival signature can be used in the
importance analysis for the calculation of importance measures
[30], [39].

The future study, in particular, will be focused on the
development of the Importance analysis for the system
represented by the survival signature that will be based on the.
The Importance analysis of the survival signature can be based
on the results of DPLD investigation, which were published in
[36-37]. Another way of the investigation of survival signature
can be the adaptation of mathematical approach of the multi-
state system for its representation and analysis. In particular, the
multi-valued decision diagram can be used for survival
signature representation and analysis [40].
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