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Enhancing Medical Smartphone Networks via
Blockchain-Based Trust Management Against
Insider Attacks

Weizhi Meng

Abstract—Internet of Things (IoT) has gradually become one
of the most important platforms across different disciplines, by
enabling dedicated physical objects to communicate with other
Internet-enabled things. With this trend, more devices in medical
environments are capable of connecting with each other, named
Internet of Medical Things (IoMT). It aims for improving effi-
ciency and reducing communication delay, e.g., monitoring the
status of patients and notifying abnormal events. However, due
to the distributed nature, insider attacks are still one of the ma-
jor threats to such IoT environment. How to improve the trust
management in loMT remains a challenge. Motivated by the pop-
ularity of blockchain technology, in this paper, our general goal
is to investigate the performance of blockchain-based trust man-
agement. In particular, we focus on a particular type of IoMT,
named medical smartphone networks (MSNs), because of the wide
adoption of smartphones in the medical domain. Then, we apply
blockchains for enhancing the effectiveness of Bayesian inference-
based trust management to detect malicious nodes in MSNs. In
the evaluation, we explore the performance of our approach in
two different healthcare environments, and experimental results
demonstrate that blockchain technology can help improve the de-
tection efficiency of detecting malicious nodes with reasonable
workload.

Index Terms—Bayesian inference, blockchain technology,
insider attack, Internet of Things (IoT), intrusion detection,
medical smartphone network (MSN), trust management.

I. INTRODUCTION

NTERNET of Things (IoT) is the connection of physical
devices to the Internet via embedded equipment to sense,
exchange, and interact with each other. It can make a big im-
pact on people’s daily lives, i.e., building a smart-home environ-
ment by connecting refrigerators and coffee makers. The IDC
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IoT decision-maker survey indicated that up to 65% respondents
were deploying [oT solutions, or have a plan to implement based
on the feedback from almost 5000 respondents across 25 coun-
tries [21]. According to the Deloitte report, a large number of
companies will invest around 310 billion USD on IoT by 2020,
across different disciplines such as manufacturing, energy, and
transportation industries [9]. In addition to these, IoT has also
been gradually adopted in the healthcare industry. The Internet
of Medical Things (IoMT) is helping transform the healthcare
industry in a more intelligent era, i.e., allowing real-time inter-
vention, and machine-to-machine communication [1], [39]. It
can monitor the patients’ status, forward the data to healthcare
providers, and notify important events.

With the convenience and capability of mobile devices, smart-
phones have become one common device in various healthcare
organizations such as hospitals to help reduce communication
cost and delay. Many studies reported that the rapid growth of
mobile health market is due to the emergence of smartphone ap-
plication [22], and smartphones are a good information-transfer
station for personalized medical data acquisition [17]. For ex-
ample, smartphone can play an important role in monitoring and
sharing the electrocardiogram (ECG) data with an IoT environ-
ment to help the diagnosis of certain heart diseases [53]. As a
result, these devices construct a special network, called medi-
cal smartphone network (MSN) [30]. It can be regarded as one
special type of IoMT, where various Internet-enabled medical
smartphones connect with each other and facilitate the opera-
tions of healthcare professionals.

In practice, the IoT ecosystem has a very complicated ar-
chitecture, which results in an interdependent system. It allows
different components to exchange information with each other,
including real-time data collection, physical connection, data
analysis, end-to-end application control, etc. [1]. The IoMT and
MSN can provide many benefits to the healthcare industry, but
they are also faced with the same technological vulnerabilities
as the traditional networked techniques, i.e., subject to more
stringent scrutiny [46]. A report from the Atlantic Council and
Intel Security [19] identified that the number of reported in-
formation security breaches in the healthcare industry has in-
creased 60% from 2013 to 2014, which is mostly two times
than the number in other fields. This indicates that how to pro-
tect the patient’s privacy and sensitive data still remains a big
concern and challenge.

0018-9391 © 2019 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.


https://orcid.org/0000-0003-4384-5786
https://orcid.org/0000-0003-3745-5669
mailto:weme@dtu.dk
mailto:wenjuan.li@my.city.edu.hk
mailto:lqzhu@ct.mo

This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

A. Motivation

As the healthcare data are mostly sensitive such as pa-
tients’ record and diagnosis, many hackers consider healthcare
information to be especially valuable for financial purposes. As
an example, there was a serious data breach in Singapore, in
which up to 1.5 million healthcare patients’ personal data in-
cluding their Prime Minister were comprised [41]. Therefore,
the IoMT and MSN could have become a major target by cyber-
attackers. More specifically, due to the distributed nature, in-
sider attacks are one of the major threats to loMT and MSN. For
instance, if an attacker successfully compromises a networked
device, many other attacks or exploits could be committed via
this device. Hence, the design of appropriate trust mechanisms
in the IToMT and MSN is very necessary and important.

B. Contributions

Traditionally, healthcare organizations may deploy one cen-
tral server to handle most tasks such as performing trust manage-
ment. This can facilitate many operations, but the server itself
may be vulnerable to overloaded traffic or events as a single point
of failure. With the recent popularity and adoption of blockchain
technology, it is found that it can provide a platform for mutually
unknown parties to communicate without the need of a trusted
third party [6], [32]. In this paper, we focus on insider attacks, and
attempt to design a blockchain-based trust management scheme
to help defend MSNs against insider attacks. Our contributions
in this paper can be summarized as follows.

1) In this paper, we first introduce the background of MSN
and then design a blockchain-based trust management
scheme based on Bayesian inference to help enhance the
accuracy of detecting malicious insider nodes. Our ap-
proach allows different MSN nodes to check the events in
the blockchain and to build a verified chain of malicious
events.

2) In the evaluation, we conducted two experiments to
evaluate the performance of blockchain-based trust man-
agement in collaboration with two different healthcare or-
ganizations. Our experimental results demonstrate that our
approach by integrating blockchains can help enhance the
detection performance as compared with the original and
other similar approaches, with reasonable workload.

It is worth emphasizing that we limit our discussion on how to
defense against insider attacks in this paper, while the intrusion
detection systems (IDSs) improvement is out of the scope. In
addition, our proposed approach was tested in the healthcare in-
dustry, butithas a potential to be deployed in other domains. This
paper attempts to complement the existing literature and stimu-
late more research in building trust management with blockchain
technology.

The rest of this paper is organized as follows. In Section II,
we introduce the background of MSNs and review relevant
research studies on defeating insider attacks. Section III de-
scribes how to use Bayesian inference to evaluate trustwor-
thiness of a node and our blockchain-based trust management
scheme. Section IV presents our evaluation environments and
settings, and analyzes the results. Section V discusses some
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limitations and open challenges in this field. Finally, Section VI
concludes this paper.

II. BACKGROUND AND RELATED WORK

In this section, we introduce the MSN architecture and related
work on defeating insider attacks including various intrusion
detection mechanisms and trust management schemes.

A. MSN Background

Currently, information and communications technology has
been gradually adopted in the healthcare industry, making the
communication easier between patients and healthcare profes-
sionals. Smartphone is one of the most important devices that
has been implemented in various healthcare organizations, help-
ing reduce cost, manage data access, and control outcomes.
It also provides many easy-to-use applications for patients to
record data and notify healthcare professionals about the status
in a timely manner. For example, top pharmaceutical companies
have developed 63% more applications in 2014 over 2013 [8].
In [17], Guo introduced a smartphone-powered electrochem-
ical biosensing dongle, allowing healthcare professionals to
access patients’ biomedical record and provide precise and per-
sonalized treatment. Yang et al. [53] presented an IoMT that
used smartphones to collect patients’ ECG data in real time and
send to the corresponding healthcare organizations for timely
checking.

These Internet-enabled mobile phones thus construct an
emerging network platform, called MSN [30], [31], which can
be treated as one particular type of [oMT. Fig. 1 depicts the high-
level architecture of MSNs. According to the connection scope,
MSNs can be classified into local MSNs and wide MSNs. The
former mainly refer to smartphones within a healthcare organi-
zation, while the latter further contain the smartphones outside
the organization, i.e., the devices used by patients in their living
places. For the wide MSNSs, patients’ devices can communicate
with local MSNs via the Internet. Similar to a traditional net-
work, each device in the MSN can be treated as a (network)
node.

In particular, MSNs are expected to provide many bene-
fits to both patients and healthcare providers (e.g., healthcare
professionals) [1].

1) Handling emergency situations for patients in a timely

manner.

2) Reducing financial cost and communication delay for

patients.

3) Optimizing resource and infrastructure management for

healthcare providers.

4) Reducing response time for healthcare providers in case

of any unexpected situations.

However, due to the sensitive information exchanged within
such MSNs, they may become a major target by cyber-criminals.
For example, an attacker can pretend to be a patient and then try
to compromise a mobile device in MSNs. Then, the intruder can
launch other attacks via the infected device (or MSN node), e.g.,
spoofing attack, scanning, and spreading malware. As a result,
it is very important to develop proper security mechanisms to
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Fig. 1. High-level architecture of MSNs.

defend against insider attacks, i.e., identifying malicious nodes.
On the basis of the observations in [30] and [34] (i.e., a survey
with a total of 12 healthcare organizations), it was found that the
mechanism is expected to be dynamic and centralized, enabling
full-time monitoring and management.

B. Related Work

In practice, IDS is one most commonly deployed mechanism
for protecting different kinds of networks, including healthcare
networks. An IDS can be categorized as rule-based IDS and
anomaly based IDS. In particular, a rule-based IDS detects po-
tential attacks by comparing the existing events with its stored
signatures [38]. An anomaly based IDS figures out a malicious
event by discovering a deviation between the current profile and
the predefined normal profile [14]. An alarm will be generated
if any potential threats are found.

1) Collaborative Intrusion Detection and Trust Manage-
ment: To improve the detection capability of a single IDS, col-
laborative intrusion detection has been widely deployed in many
practical environments [47], [58]. Although it is known that in-
sider attacks (internal attacks) are one big concern for collabo-
rative systems. In this case, trust management is necessary for
securing such kinds of networks against insider attacks. The
term of frust borrowed from social science, which is used to
help measure and predict the reputation of objects [15]. For in-
stance, Probst and Kasera [37] proposed a type of distributed
trust among sensor nodes to identify malfunctioning, malicious
sensor nodes, and minimize their impact on applications. By
analyzing the behavior of sensor nodes, their approach could
compute statistical trust values and decide a confidence interval
around the trust reputation.

Li et al. [23] identified that most distributed IDSs were heav-
ily depended on either centralized fusion or distributed fusion,
making the communication mechanisms unscalable. To miti-
gate this issue, they proposed a distributed detector with the
emerging decentralized location and routing infrastructure. As
they assumed that all peers are trusted, their approach was

vulnerable to insider attacks, i.e., betrayal attacks where some
nodes may suddenly become malicious. Then, Fung et al. [11]
described a host-based IDS collaboration framework that allows
each IDS node to send challenges and evaluate the trustworthi-
ness of others based on its own experience. They also employed
a forgetting factor, which could highlight the impact of the re-
cently obtained experience. To further improve the detection
performance, Li ef al. [24] identified that not all IDSs have the
same level of sensitivity in detecting any kinds of intrusions,
and the detection accuracy should rely on their own signatures
and deployed machine learning algorithms. They thus proposed
anotion of intrusion sensitivity and investigated its performance
in computing trust values of different IDS nodes. They then de-
signed an intrusion sensitivity-based trust management model
to enhance the robustness of CIDSs [25], and applied a machine
learning-based approach to help allocate this value in an auto-
matic way [26]. More relevant studies on trust-based IDS are
available such as [12], [27], [29], [33], [35], and [43].

2) Trust Management in Wireless Sensor Networks (WSNs):
Trust management with different theories has also been stud-
ied to protect WSNs against various internal attacks [7]. Guo
et al. [18] showed how to compute reputation based on grey
theory and fuzzy sets. Their approach considered the relation
among neighbor nodes and added weights to the important ones.
Bao et al. [2] presented a hierarchical trust management frame-
work to enhance the performance of IDSs in clustered WSNs.
Their approach integrated two trust levels to help identify insider
attacks: namely, quality-of-service trust and social trust. Their
results indicated that a lower false positive rate of 5% could be
achieved as compared with traditional anomaly detection.

Wang et al. [48] introduced a trust management approach for
ad hoc networks (WANET) by defining two trust concepts: ev-
idence chain and trust fluctuation. Probst and Kasera [37] pro-
posed an approach by using statistical trust and a confidence
interval to describe the trustworthiness of a WSN node. Shaikh
et al. [42] introduced a group-based trust management scheme
that could work for two types of network topology: intragroup
topology and intergroup topology. The former is a distributed
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scheme, whereas the latter is a centralized scheme. Chen ez al. [5]
focused on the use of watchdog and designed an event-based
trust management scheme. Their approach could monitor the
behavior across various events and compute the trust ratings for
WSN nodes.

Zhang et al. [57] introduced a trust management approach
that could build trust reputation in a dynamic way for WSNs.
They particularly considered direct trust and indirect trust for a
group of nodes, and used a varying function to help adaptively
assign more weight to the most recently obtained trust values.
Zahariadis et al. [56] designed an ambient trust sensor routing
(ATSR) protocol to handle network dimensions by adopting a
similar trust model with direct and indirect trust computations.
Sun and Li [45] introduced a routing protocol by combining
multiple attributes to evaluate the reputation of MSN nodes,
e.g., energy, data, communication, and recommendation. Their
method particularly depends on a sliding time window to help
discover the attack frequency and malicious events. Some other
related work/surveys on trust management in WSNs can be
referred in [13], [16], and [55].

III. OUR PROPOSED APPROACH

In this section, we introduce the background of blockchains
and show how to design a blockchain-based trust management
based on Bayesian inference.

A. Background on Blockchains

Due to the popularity of Bitcoin application, blockchain tech-
nology has attracted much attention from both academia and
industry. The initial goal of blockchains is to make payments
between entities without a trust relationship and build a temper-
resistant blockchain. A typical blockchain contains a list of
records (called blocks) that will be chronologically ordered by
discrete time stamps [51]. One block is connected with the front
block using a cryptographic hash, where the first one is called
genesis block. Different blockchain implementations may result
in distinct block contents. A block usually has a payload, a times-
tamp, and a special class of hash functions calculated by all the
previous blocks. A blockchain is often managed or controlled by
a distributed network, which can offer a transparent and trace-
able data storage, i.e., protecting data integrity. In particular, the
linked data in any block cannot be modified maliciously without
the approval from the majority of participants [32].

Generally, there are three types of blockchains: namely,
permissionless or called public blockchain, and permissioned
blockchains [51]. The former allows any entity to join the chain
as either a writer or a reader during the consensus process. Some
examples for such kind of blockchains include Bitcoin [36],
Zerocash [4], and Ethereum [50]. On the other hand, the latter
limits the number of entities that can participate in the chain. Al-
though such kind of blockchains can still be distributed amongst
different locations, a private permissioned blockchain is often
controlled by a single entity or a centralized entity. A consor-
tium blockchain allows the consensus decisions to be made by
a predefined group, in which each participating entity needs to
register before they can join the network. In practice, restrictions
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would be posed on the writer role for both private permissioned
and public blockchains during the consensus process. Differ-
ently, private permissioned blockchains do not allow any par-
ticipant to read, but public permissioned blockchains allow any
participant to have a read access. Hyperledger [20] is an example
of permissioned blockchains.

To establish a distributed consensus protocol for validating
and updating blocks, there are some major approaches in a net-
work [32], [51].

1) Proof of Work (PoW). For such kind of scheme, a block
can be accepted by a network node if the participant can
prove that a predefined amount of computational resources
(known as “work”) have been spent. The Bitcoin network
has already implemented a hash function of SHA-256 [36].

2) Proof of Stake. This method achieves consensus by re-
questing users to stake an amount of their tokens for having
a chance of being selected to validate blocks of transac-
tions and get rewarded. The more a user stakes, the better
their chance of being selected.

3) Proofof Elapsed Time. This method is a bit similar to PoW
by replacing the demand for a mining intensive process
with a randomized timer system. The efficiency can be
reached by running this fair lottery system.

B. Bayesian Inference

Bayesian inference is a way to help formally apply prior
knowledge for calculating statistical probabilities [44]. It is very
helpful especially when there is not enough information but a
need to predict the occurrence probability of related events. The
Bayes’ theorem has been studied in computing networks, which
assumes that a packet to be malicious in a common network has
a probability of 1/2. This implies that malicious event could be
found in different ways, either in a single packet or in a series
of packets.

To derive the trust computation equation, assuming that a node
sends a total of IV packets, in which & of them are found to be
normal. According to relevant studies [15], [44], it is reasonably
assumed that the distribution of observing n(IN') = kis governed
by a Binomial distribution. This distribution describes that a
group of independent n observations with the same occurrence
probability of p. Then, we have the following equation:

P(n(N) =klp) = () p"(1 = p)" " (1)

The ultimate goal of applying Bayesian inference is to
predict the probability of P(Vxi1 = 1|n(N) = k), judging
whether the (IV + 1)th packet is normal or not. On the basis
of the Bayesian theorem, we can have the following probability
distribution:

P(Vysr = 1,n(N) = k)

P(Vni1 = 1n(N P(n(N) = k)

)=k) =

@)

where P(n; : normal) = p represents the probability of the ith
packet, V; indicates that the 7 th packet is normal, and n(N) rep-
resents the number of normal packets. For the above equation,
we can apply the marginal probability distribution, which indi-
cates that the probability of one random variable without being
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affected by any other random variables. We then can have the
following two equations:

P(n(N) = k) = / P(n(N) = kip)f(p) - dp 3)

0
P(Viys1 = Ln(N) = k) = / P(n(N) = k|p) f(p)p - dp.
“4)

As there is no prior information about p, it is reasonably as-
sumed that p is determined by a uniform prior distribution of
f(p) = 1,p € [0, 1]. On the basis of the above equations, from
(1) to (4), we can have the following target equation:

Jo P(n(N) = Klp) f(p)p - dp
Jo P(n(N) = Elp)f(p) - dp
k+1

N+2°

In terms of (5), MSN nodes’ reputation can be evaluated by
recording the number of normal packets k£ and the total number
of packets IN. Given a proper trust threshold, we can label MSN
nodes to be either malicious or normal. It is worth noting that
more robust trust computation for a node can be achieved by
observing the network after a period of time, instead of judging
by only several malicious packets. This is because some false
positives may degrade the detection accuracy.

P(VN+1 = 1|7’L(N) = k) =

(&)

C. Blockchain-Based Trust Management

How to protect connected medical devices from being com-
promised has received much attention. A report from SANS
institute [40] figures out that up to 94% of different health-
care organizations including their medical devices and infras-
tructure have ever been hacked by cyber-criminals. There is a
great need to integrate medical devices with the protection of
security mechanisms [49]. For example, if one device in MSNs
is infected, then attackers can exploit other devices via the com-
promised one. Due to the distributed nature, insider attacks are
a big challenge for [oMT and MSN.

As mentioned earlier, trust-based IDS is one essential and im-
portant security mechanism to help defeat insider attacks. Meng
et al. [31] designed a trust-based IDS based on Euclidean dis-
tance and behavioral profiling. Then, they introduced how to
use Bayesian inference to detect untruthful nodes in MSNs [30].
These approaches mainly adopt a central server to help manage
the process of trust computation and make a decision. However,
in practice, such central server may become a single point of
failure as most IT personnel in the healthcare organizations are
not security expert, and the deployed software may have a lag in
updating and patching [49]. As a result, it is hard to ensure that
the central server is trusted from the view of security.

With the popularity and application of blockchain technol-
ogy, more research started investigating the integration of IDS
and blockchains. This is because blockchain technology can
enable unknown (or even untrusted) parties to exchange data
with each other in a verifiable manner without the need of a
trusted intermediary [28], [52]. Motivated by this observation,

Other MSN Nodes

Central Server

Traffic

MSN Node Blacklist
Generate
IDS & Update

Traffic Monitor Computation

Communication ImniEEEEN"SY  Communication

Blacklist

‘ Data Exchange

Fig.2. Typical intrusion detection mechanism with interaction details between
central server and MSN nodes (smartphones).

in this paper, our purpose is to design a blockchain-based trust
management scheme for defending healthcare organizations
against insider attacks.

1) Application of IDS Into MSN: Fig. 2 describes the typical
IDS mechanism with the detailed interaction between various
MSN nodes and one central server [30]. More specifically, a
lightweight version of IDS would be installed on the phones
to help monitor network status, record traffic, and enforce se-
curity policies. It often has three components: traffic monitor,
communication component, and a blacklist.

1) Traffic monitor: This component is used to help check
traffic, record data, and send information to its communi-
cation component.

2) Communication component: This component is respon-
sible for connecting and forwarding required data to the
central server, which plays an important role during the
whole interaction. It also helps update its blacklist based
on the information from the server side.

3) Blacklist: This component contains a list of blocked MSN
nodes (smartphones), which is decided by the trust values
calculated by the server. On the basis of the feedback from
healthcare managers, the list is expected to be dynamic in
order to reduce the impact of false positives [30].

By contrast, the central server handles the process of trust
computation and the detection of malicious nodes. It usually
contains three major components: trust computation, communi-
cation component, and a blacklist.

1) Trust computation: This component mainly helps calcu-
late trust values of MSN nodes based on the received data,
identify malicious nodes, and decide the blacklist.

2) Communication component: This component is similar to
the one on the phone side, which handles the connection
between various nodes and the server. It helps gather the
required data from nodes to facilitate the process of trust
computation, and forward the updated blacklist to the cor-
responding MSN nodes.



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

6 IEEE TRANSACTIONS ON ENGINEERING MANAGEMENT
’a‘ ----------------------------------------------- ':
/ MSN Layer
J MSN : Y
| o
1
: - :
| o :
| o0 ¥ B
N \------ > 1
' :
1 )
: ,A /, Blac“'%ﬁstics :
1 ! ,/ 1
1 ! ’ 1
I rrmemim i | , 1
: T =*>  Phone Traffic ! ] 7 :
. [
: | —> Statistics Upload - Q’ H
I | ! 1
! ——>  Blackiist Update | /
. - Central Server e
II """"""""""""""""""""""""""" \I Chain Layer
1 1
' :
e e ;
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3) Blacklist: This list contains the most updated black-
listed nodes. In particular, some security policies can
be deployed here to ensure the list to be dynamic and
accurate.

2) Blockchain-Based Trust Management: The above archi-
tecture with one central server is demanded by the health-
care manager, but may become a single point of failure. As
blockchains can enable different nodes to communicate in a
distributed manner without the need of a central authority,
we design a trust management scheme by integrating with
blockchains. Fig. 3 shows the blockchain-based trust manage-
ment scheme, which separates the MSN into two major layers:
MSN layer and chain layer.

1) MSN layer: This layer allows the typical interaction be-

tween MSN nodes and the central server (as shown in
Fig. 2). It can maintain the existing framework and reduce
implementation cost in a healthcare organization. In fact,
there are some other ways to implement the blockchain-
based trust management, but may need to change the ex-
isting architecture.
Chain layer: This layer constructs a consortium blockchain
that allows each node to upload features of unwanted or
malicious packets. As each node can access the chain to
check the features of malicious packets, they can quickly
update their own blacklist and obtain more information
by sending messages to the target node directly. In the
original architecture, it is not easy to update the list in a
fast way.

This blockchain-based trust management scheme can provide
two benefits: 1) it can help quickly upload the blacklist across
MSN nodes by checking the blockchains; and 2) it allows some
more powerful nodes to communicate with potentially abnor-
mal nodes and explore more information on their traffic status.
According to (5), a malicious node could be detected quickly by
decreasing the value of k.

3) Detection Threshold: Let t, 41, denote the trust value for
a node, then it can be computed based on (5). To highlight the
recent untruthful event, we apply a forgetting factor A € [0, 1]

2)

to gradually reduce the impact of historical data. Then, let ¢
denote the time interval, the trustworthiness of MSN nodes can
be measured according to the following equation:

Yikat+1
SINAL +2
Similar to previous work [30], [34], one MSN node could be
blocked for the sake of one malicious packet, whereas it may re-
sult in a high false positive, i.e., caused by accidents, or careless
operations. Thus, we adopt a dynamic blacklist generation to de-
grade the influence of error rates. Given a threshold of T' € [a, 1],
we can make a decision accordingly: 1) the blocked node can be

removed from the blacklist if its ¢,1ue € 1'; and 2) otherwise,
this node should stay in the blacklist.

tvalue -

(6)

IV. EVALUATION

In the evaluation, similar to [30], we mainly investigate the
performance of our proposed trust management through collab-
orating with two healthcare organizations (in South China). For
the sake of privacy concerns and control, our approach was im-
plemented in these two medical environments, named ME] and
ME?2, with the help of corresponding IT administrators and man-
agers. More specifically, there are 18 and 23 phone nodes in ME]
and ME2, respectively. A mobile Snort version was deployed,
which is an open-source rule-based IDS. A central server with
Intel Core 2, Quad CPU 2.66 GHz, handled the collection of
statistical data and relevant information from each MSN node.
It is worth noting that both organizations added a set of their own
rules for controlling traffic (135 for ME] and 253 for ME2). The
consortium blockchain was deployed in a mid-end computer
with Intel Core 16, CPU 2.5 GHz with 50 GB storage.

A. Normal Condition

In this experiment, we explore the network traffic under the
normal condition. Fig. 4 depicts the average trust values of MSN
nodes for each healthcare environment. On the basis of the im-
pact analysis of forgetting factor in [30], we set A = 0.8 in this
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paper. Itis observed that after a time period, the trust values could
become stable, i.e., very close to one, after the central server
completed the collection of data. In practice, it is very difficult to
achieve one according to (5) and (6), due to the communication
delay and different security requirements. In addition, it is found
that the average reputation in ME was a bit higher than that in
ME?2. This is because ME2 employed more self-rules to control
traffic, resulting in a more security-sensitive environment.

B. Adversarial Condition

In this experiment, our purpose is to evaluate the performance
of our blockchain-based trust management scheme under the
adversarial condition. To launch internal attacks, we randomly
selected three nodes and five nodes to send malicious packets
to other nodes in MEI and ME?2, respectively. In particular, the
malicious traffic was sent by our developed program based on
the wireless IDS testing tool, which has the capability of send-
ing various forms of manipulated packets, e.g., airjack beacon
packet (WVE-2005-0018).! We also set the forgetting factor as
A =0.28.

1) Comparison and Results: In this paper, we consider two
related trust management schemes in the evaluation: Duma
et al. [10] and Fung et al. [11]. The former detected malicious
insider nodes using a trust-aware engine and an intelligent trust
management. The latter designed a challenge-based trust model
to identify malicious nodes by evaluating the satisfaction level
between the expected answers and the received feedback. In the
experiment, both of them deployed in the same architecture with
a central server.

The insider attack was launched when the network and the
trust values become stable in both healthcare environments. To
reduce the impact of unexpected factors, the experiment was
run by six times. The average trust values of malicious nodes
are shown in Figs. 5 and 6. The major observations are discussed
as follows.

1) Itis observed that after launching the attack, the trust val-

ues of malicious nodes started decreasing under all trust

![Online]. Available:
tion-system-testing-tool/.
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management schemes. The trust model of Fung ez al. could
decrease the reputation faster than the trust model of Duma
et al., for the sake of forgetting factor that highlights the
recent node’ behavior.

The original trust management scheme of Bayesian in-
ference could reduce the reputation level faster than both
Fung et al.’s and Duma et al.’s trust model. This is be-
cause the trust model of Bayesian inference computes the
trust values based on the packet’s status, which is more
sensitive to the status of (malicious) traffic. In contrast,
the trust model of Fung et al. may suffer from delay, as
it has to receive the feedback from target nodes and then
perform the evaluation.

By comparing our proposed blockchain-based trust model
with the original scheme, it is found that our approach
could further improve the detection speed, i.e., in both
healthcare environments, our approach could decrease the
trust value below the threshold of 0.8, one day faster than
the original scheme. The main reason is that with the
blockchain, our approach allows MSN nodes to update
their blacklist more quickly than the original scheme, and
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Fig.7. CPU workload under different conditions for nodes and server in ME/
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nearby nodes can communicate with the suspicious nodes
more often to obtain more traffic information.

Overall, our experimental results demonstrate that our pro-
posed blockchain-based trust management scheme can achieve
better detection performance as compared with the original
scheme as well as two similar trust models. In addition, the
trend of malicious nodes’ reputation is similar in both health-
care environments, validating the scalability of our approach.
The IT administrators from the participating organizations also
confirmed our observations.

C. CPU Workload

It is reasonable that some workload would be added for both
phone side and server side, due to the implementation of trust-
based mechanisms. 1) The workload on the central server is
mainly caused by interaction such as the collection of packet
status, the communication between nodes and the server, and the
update of blacklist. 2) The workload on the phone side is primar-
ily caused by interaction such as the communication with MSN
nodes, trust computation, blacklist generation and update, secu-
rity policy enforcement, the retrieval of blockchains, and so on.

Fig. 7 depicts the CPU workload under different conditions
for nodes and the server in two healthcare environments (ME1
and ME2) in our experiments, including the maximum, mini-
mum, and average CPU workload. We have the following main
observations.

1) Itis easily found that as compared with the normal condi-
tion, the CPU workload was much higher in the adversarial
condition. For instance, the average CPU of the central
server in ME] is 17.3% in the normal condition, while
it could increase to 29.8% under attacks. This is because
malicious traffic would cause more interaction between
different MSN nodes and between nodes and the server.

2) It is identified that the workload in the server was much
higher than that on the phone side, i.e., the CPU workload
is 17.3% and 6.4% for the server and phone nodes in ME 1,
respectively. This is because the server has to undertake
many tasks such as data collection, trust computation and
evaluation, blacklist generation, and update.
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3) It is observed that our approach could increase the CPU
workload a little bit higher than that in the original scheme,
i.e., the average CPU workload is 7.3% and 6.4% (node in
ME]I - normal condition), and 17.8% and 17.3% (server
in MEI - normal condition) between our approach and
the original scheme, respectively. The increased rate was
found to be small, i.e., less than 3%.

The results on the original scheme is similar to [30]. It is
worth noting that the reported CPU workload contains all in-
teraction between nodes and the server (not just caused by our
approach), i.e., including the basic workload required to main-
tain connection and communication with other nodes. As the
workload difference is quite small between the original scheme
and our approach, we consider that our approach is practical in a
real-world application. The IT managers from the participating
healthcare organizations also confirmed this observation.

V. FURTHER DISCUSSION

This paper is an early study to investigate how to apply
blockchain technology for enhancing trust management in the
healthcare industry. The current results demonstrate the positive
impact by combining blockchains and trust management, while
there are still many challenges in this field.

1) Blockchain Limitations: As an emerging technology,
blockchains are still under development, which suffer
from many inherent limitations. For example, blockchain
implementation may require a high computation power for
mining process [54]. As transactions have to be connected
with known parties, there is a concern on data privacy. In
addition, depending on the network scope, blockchains
may also cause much delay for the sake of updating the
corresponding blocks. There is a need to investigate these
issues in our future work.

2) Lack of IT Experts: As more medical devices are inter
or intraconnected, healthcare organizations need more IT
experts in handling IT tasks and proving security protec-
tion. However, it is not easy for healthcare organizations
to recruit I'T experts in practice, making security still a big
concern. This requires an effort from healthcare industry,
while it is also an interesting topic for security researchers
to develop more intelligent security mechanisms without
much human interference.

3) Legacy System and Late Update: In most cases, healthcare
organizations use the legacy OS and software, which could
be three to five years old. These systems leave many vul-
nerabilities such as misconfiguration to cyber-attackers. In
addition, healthcare systems have a late update and patch,
making the whole medical environment vulnerable to up-
dated attacks. To address this problem, one solution is to
recruit IT experts. There is also a need for security re-
searchers to develop appropriate security policies for the
healthcare industry.

4) Centralized Trust Management: The use of central server
is likely to be a major target by cyber-criminals. If at-
tackers compromise the server, then the whole medical
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environment could be paralyzed. A distributed architec-
ture can help reduce such risk, whereas the centralized
management is a distinct requirement by healthcare in-
dustry [30]. This is because most healthcare professionals
are not familiar with IT operations. It is a challenge to de-
velop more usable security software as well as investigate
how to design appropriate distributed trust management
for healthcare organizations.

5) External Attacks: In this paper, we mainly examine the
performance of our approach against insider attacks. It is
also an important topic to study the impact of external
attacks such as DoS attacks on the proposed trust man-
agement scheme. DoS is a very powerful attack that can
deliver excessive packets of messages to a network com-
ponent such as the central server.

6) Workload Increment: Under our settings, the caused work-
load was considered to be reasonable for a practical im-
plementation. In practice, the MSN scale is not very big,
whereas our two environments only adopted 18 and 23
nodes. It is still an interesting topic to investigate whether
the workload will be further increased with more nodes
involved.

7) IDS Performance: In this paper, how to improve the per-
formance of an IDS is out of scope. Our blockchain-based
trust management scheme is built on the existing IDS ca-
pability. In practice, healthcare organizations may have
different security policies and particular rules in judging
an event. It is an interesting topic to improve and tune an
IDS for the healthcare industry.

VI. CONCLUSION

In the era of IoT, more healthcare organizations started adopt-
ing [oMT with either inter or intraconnected medical devices to
help reduce cost and facilitate the communication between pa-
tients and healthcare professionals. However, medical devices
are a common target by cyber-attackers, where if one device
is compromised, hackers can threaten other healthcare sections
within the network. In particular, insider attacks are one ma-
jor threat to IoMT. To mitigate this problem, in this paper, we
focused on MSNs and designed a blockchain-based trust man-
agement scheme to identify malicious nodes more efficiently.
Our approach can help quickly update the blacklist across nodes
by checking the blockchains, and allow nodes to obtain more
information on traffic status from the suspicious nodes. In the
evaluation, we investigated the performance of our approach in
two healthcare environments. The results demonstrated that our
approach can identify malicious nodes faster than the original
scheme and similar approaches (i.e., one day faster than the orig-
inal scheme). In addition, the workload was found to be similar
to the original scheme, making our approach acceptable and
practical in real-world applications.

Our future work could include investigating how to improve
the blockchain-based trust management by exploring the aspects
of latency and computational power. In addition, it is an inter-
esting topic to study how to design appropriate distributed trust
management for healthcare organizations.
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