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Guest Editoral:
Cyber-Attacks, Strategic Cyber-Foresight,
and Security

I. INTRODUCTION

EPORTS of cyber-attacks against individuals, organiza-
Rtions, and businesses are on the rise. Attackers usually
have a deliberate and malicious intent and may involve the
criminals taking advantage of flaws in software code, using tricks
to get around antivirus tools, and or exploiting unsuspecting
users into divulging sensitive information [10], [11]. Often
launched by isolated amateurs, or criminals that belong to often
well-structured organizations, with money, motivation, and an
agenda, such attacks are frequently designed to temporarily or
indefinitely disrupt services of a host connected to the internet
or simply grind institutional systems to a halt [4], [8].

Popular among social engineering, malwares employed in
such attacks are what has come to be known as a distributed
denial-of-service attack, which affect the infrastructure of web-
sites, computer servers, and other network resources resulting
in the compromise of critical personal or institutional data [14],
[17]. Across the globe, these attacks are growing in sophisti-
cation, and they tend to have serious economic and security
consequences for their targets. The chaos they precipitate can
be life-threatening, and their cost can be considerable to target
organizations or nations [5], [16]. Such features also affect the
dynamics of collaboration among firms, thus posing negative
effects on innovation dynamics [15].

While modern computer security technologies may be helpful
in protecting users and walling off critical infrastructures from
cybercriminals [6], strategic cyber-foresight is what is required
to keep a step ahead of these criminals [19]. Strategic cyber-
foresight is an institution’s ability to identify, analyze, and
defend from or counter against potential cyber-attacks within
the contingency of organizing. For some critics, cyber-attacks
have become a moving target, and technology and engineer-
ing management is struggling to catch-up with this growing
threat [7], [21]. In particular, available systems employed in
vulnerability assessment, analyzing, disrupting, and counter-
ing against stealthy deception attacks have been found to be
inadequate.

II. APPROACHES TO CYBER-FORESIGHT AND SECURITY

Organizations continue to speed up innovation activities to
renew themselves and remain competitive [A10], with many
deeply integrated along multiple value chains, including data
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sharing [A3]. In this regard, it is more than single company
that need to be prepared for protection against cyberattacks,
but entire value chains [A12]. Especially for small companies,
such professional preparedness is a challenge due to resources
constraints [3], a critical aspect associated with the capacity of
triggering entrepreneurial events [12].

Among the most frequently referenced challenges to innova-
tion management is the quest for a seamless integrated innova-
tion process for many years already [9]. This involved reshaping
companies’ organizational and business models under the um-
brella of digital transformation [A7]. This “seamless paradigm”
arises from the transparency that results from companies’ digi-
talization efforts, ultimately impacting the visibility of informa-
tion flows in an organization. In these organizations, weaknesses
become more obvious and transparent to management, thus
requiring a revised digital mindset across the organization. At
the same time, the risk of outsiders taking the chance to attack
the virtual infrastructure purposefully increases, as well as the
risks of organizations members leaking valuable information to
outsiders [A5].

Thus, organizations are faced with developing cyber strate-
gies that are well in line with business strategies, adjusting
business processes to the respective threats of cyber-attacks,
and enhancing organizational culture toward resilience [A7].
Organizational performance is at least partially determined by
the trust between employees (people) and their trust in the orga-
nization relating to people, technology and routines (processes)
[A9]. Trust is a very human feature that is driven by many
determinants, such as experiences, sharing of attitudes with
others, and level of communication openness. The latter requires
taking into account different elements and forms of trust that are
defined by Rodgers et al. [A9] as follows:

1) rational-based trust,

2) rule-based trust,

3) category-based trust,

4) third-party-based trust,

5) role-based trust,

6) knowledge-based trust.

Obviously, these forms (or combination thereof) are impor-
tant features of the overall organizational work climate that
influences individuals’ professional performance. In turn, it also
shapes the dynamics of organizational knowledge production
and sharing, along with sustainable innovativeness and compet-
itiveness. In other words, trust forms a part of an organizations’
intellectual assets—although it is hardly quantifiable. Managing

0018-9391 © 2022 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.



IEEE TRANSACTIONS ON ENGINEERING MANAGEMENT, VOL. 69, NO. 6, DECEMBER 2022

trust in this context is essential when it comes to making deci-
sions regarding the organizations’ strategic and operational de-
velopment. Such decisions are frequently based on information
and data collected, processed, and prepared by the organizations’
employees. Of course, firm management is usually under rea-
sonable time pressure when it comes to decision-making. Thus,
there is a certain level of trust in the information base (and as
such in the employees preparing the information). The security-
by-design principle is a software development approach that in
the first instance aims at making software solutions as secure as
possible by taking into account all potential threats on software
solutions [A2]. This, however, requires an organizational setup
and culture that enhances employees thinking “out of the box”
or, in other words, thinking the unthinkable. Secure solutions
require developers accepting the trial-and-error approach from
the beginning of the development work. There is hardly another
way to prepare a full picture of potential security threats well in
advance.

Another challenge comes from fakes in all thinkable shapes.
Detecting fake appears doable in the meantime but fighting
fake and responding to fakes is a more challenging task for
organizations [A4]. At the one hand, it is costly because
it often involves legal action. More importantly, it requires
robust evidence, which are costly and time-consuming to
gather.

III. CONCLUDING REMARKS

In a narrow understanding, cybersecurity covers protection
of data, information, networks, and computer applications [13].
Risks increase with the rise of interconnectedness among or-
ganizations within and across countries and continents, which
is manifest in economic and political terms. This intercon-
nectedness also implies that an attack on a single organization
inherits the threat of a broader impact on other organizations and
countries on broader scale [A1]. Managing cybersecurity needs
to account for incident governance command, incident sharing,
escalations, and reporting and incident management [A8]. These
aspects are crucial elements for cybersecurity management but
require fine-tuning according to the organizations’ requirements.
In order to respond to cybercrime, sole focus on technological
defenses fall short in addressing the true extent of the challenges
involved in this scene. The technology dimension needs to be
extended by the human factor [A11]. Cybersecurity is not only
protecting the technological assets but also monitoring the envi-
ronment at different levels for people who might impose a threat
to the organization for one reason or another [A5], [A13]. Such
threat might emerge from technological solutions associated
with user capabilities [2]. Furthermore, it is an issue of staff
entrusted with these tasks” motivation and attitudes beyond the
pure technological and engineering skills [18], [20]. Eventually,
this leads to a security attitude that comes in different forms
and shapes in organizations [A11]. It appears that, from the
technology perspective, there is a certain maturity level reached.
Yet, there remains a lack in profound management approaches
of cybersecurity [3].
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In this respect, “cyber-resiliency” is a special challenge to
overcome for organizations since it includes the external rela-
tions by means of suppliers, distributors, stakeholders, and other
partners. The challenge lies in designing cyber strategies that set
standards and protocols but are not too restrictive in that they
neglect the personal trust and relations with partners but are not
too lax in technical terms and standards. In that respect, it is an
important task for organizations to take stock of internal data
and information, assess them against their importance for the
organization, and prioritize and assign access rights accordingly
(including rights to upload, change, download, and similar).
Like in any case of change management, effective initiatives to
support new processes are required in order to generate effective
and sustainable impacts.

The tremendous development of the virtual world caused a
similar increasing speed in the development and implementa-
tion of technology infrastructure policy [1]. These were mainly
initiated by changes in the environment (event driven), focus
events (process driven). To meet these demands, policymakers
improved understanding of the environment and widespread
awareness of political institutions and organizations (represen-
tative connection) and consensus conflicts within the political
establishment (conflict expansion mechanism) [A6]. Accord-
ingly, over the last decade, there appeared to be a shift in
policy responses by governments to cybersecurity challenges.
During the twentieth century, governments were rather passive
in formulating policies. This has changed considerably during
the last two decades towards a proactive policy approach with
a more or less holistic focus instead of the previously narrow
bounded focus [A6].

We, therefore, for this Special Section invited papers from
researchers and practitioners that have the potential to extend our
understanding on cyber-attacks, and ways of organizing that can
help firms and nation-states to proactively protect themselves
from cyber-attacks. We received a broad array of submissions,
ranging from conceptual, review, and empirical (quantitative
and qualitative) papers, which testifies the growing interest
in cyberattacks and security research and the richness of the
research and scholarship exploring the phenomenon in prac-
tice. Contributing to existing research on strategic cybersecurity
and foresight, this Special Section adopts diverse theoretical
prisms and methodological approaches, united by their quest
to deepen our understanding on the relevance, potentialities and
limits of cyber-attacks, strategic cyber-foresight, and security on
organizing.

Taken together, the papers contained in this Special Section
provide some searing insight into the salient theoretical and
empirical foundations underlying cyber-attacks, strategic cyber-
foresight, and security. They also indicate the current state of
the literature and provide some fruitful directions for future
research.
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APPENDIX:
RELATED WORK

Developing technologies have enabled us to gain further
insight into the future threats through technology intelligence
mining [A14].
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