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Abstract reducing the SER of a design, they are technology depen-

dent, i.e. they rely on information available only during or
Rewiring has been used extensively for optimizing theafter mapping of a circuit to a target technology. In contrast,

area, the power consumption, the delay, and the testabil-in this work we are interested in investigating technology-
ity of a circuit. In this work, we demonstrate how rewiring independent methods, i.e. logic-level methods that select,
can also be used for reducing the Soft Error Rate (SER).among the many possible gate-level implementations of a
We employ an ATPG-based rewiring method to generatecircuit, the one that minimizes its SER. While such logic-
functionally-equivalent yet structurally-different implemen- level methods cannot benefit from the detailed information
tations of a logic circuit based on simple transformation available at the physical level, and, thus, may not be able to
rules. This rewiring capability, along with an off-the-shelf provide comparable levels of SER reduction, they offer two
method for assessing the SER of a circuit, enable the integraunique advantages. First, they enable design modifications
tion of the SER in a unified search algorithm that iteratively for SER reduction that are equally effective independent of
evolves the design in order to satisfy a given set of objec-the technology to which the circuit will be mapped. Second,
tives. Experimental results on ISCAS’'89 and ITC'99 bench-they provide the ability to consider SER as a design objective
mark circuits verify that rewiring can indeed be successfully much earlier in the design cycle. Moreover, the mechanisms
used to reduce the SER of a circuit and, thus, it facilitates through which soft errors can be averted at the logic level
a design-space exploration framework for trading off area, are typically orthogonal to those at the physical level; hence,
power consumption, delay, testability, and SER. logic-level SER reduction methods do not intend to substi-

tute their physical-level counterparts but, rather, to provide

a better starting point Yet the literature lacks solutions for
1 Introduction reducing the SER of a circuit at the logic level.

In this paper, we propose a systematic logic-level SER

reduction method through the use @wiring. Rewiring

Soft errors are emerging as a serious reliability threat to . . .
the operation of logic circuits. When high-energy neutrons meth.OdS have been extenswely used for transfo_rm.ln.g alogic
or alpha particles strike a sensitive region in asemiconductorCIrCUIt to meet QeS|gn constraints S.L'Ch as minimizing area
device, they generate a Single Event Transient (SET) which.[8’ 9, 10], reducing power consumption [11], satisfying tim-

may alter the state of the system, resulting in a soft error."N9 requirements [12, 13], and improving testability [14].

s erein, we also demonstrate how rewiring can be used to
Whereas soft errors have traditionally been of much greateijr:inimize the soft error rate of a desian gThus we advo
concern in memories, smaller feature sizes, lower voltage an. '

levels, higher operating frequencies, and reduced logic deptr}cn"’lct)(ra1 tfrrlg:nr:\y\/v(;rrllggfocragxb?o;zedtr?s :?ae dg?ggeésfg: t?(fetsvggnm-
are projected to cause a dramatic increase in soft error fail- P 9 P

ure rate in core combinational logic in sub-100nm technolo- area, power consumption, delay, testability, and SER. We

gies [1]. Thus, designers are faced with the challenging taskStart’ in Section 2, by describing an ATPG-based rewiring

of implementing appropriate reliability mechanisms to shield method which we use to generate_fun_ct!onally-equw_alent
electronic circuits against soft errors. yet structurally-different gate-level circuit implementations

To this end. various methods have been proposed in th through a set of simple transformation rules. We then illus-
literature [2, 3 ’4 5, 6, 7] to reduce the Soft Errr)or FI)?ate (SER)%rate using simple examples, in Section 3, how these trans-
o formation rules may reduce the soft error rate of a circuit.

of a circuit and, thus, improve its reliability. The idea behind Then, in Section 4, we propose an algorithm which evolves

most of these methods revolves around developing solutions . . ; . - )
; ST . a design through iterative selection of rewiring operations,
at the physical level, wherein individual transistor character- .

istics are perturbed to reduce the sensitivity of logic gatesm order to optimize a cost function reflecting both the soft

to SETs. While these methods are particularly effective in error raFe and .the rest of the design parameters of a CII’C.UIt.
Finally, in Section 5, we evaluate the proposed method using

*The author is supported through a scholarship from Kuwait University. ISCAS’89 and ITC’99 benchmarks.
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2 ATPG-based Rewiring Circuit Correct Incorrect

Error

The underlying principle of rewiring is the exploration of Missing gﬂ; a D
the space of functionally-equivalent but structurally-different  input Wire b
implementations of a circuit, in order to optimize a given cost £ oo
function. Typically, rewiring methods [8, 9, 10, 11, 12, 13,
14, 15, 16, 17] target a wire that violates some constraint(s), |ncorrect a a D
called thetarget wirg and delete it from the implementation.  Input Wire b b [
Subsequently, they apply the transformations necessary for c.__ c
correcting the functionality of the design.

For the purpose of the work described in this paper, we g a a
use as a starting point the ATPG-based rewiring method de- Replacement b D b D

scribed in [18]. This method first introduces a design error
based on a subset of the common design error models pro-

posed in [19]. In particular, this rewiring tool supports the Extra a a
following design error models, which are illustrated in Fig. 1:  input wire b
,,,,,,,,, _

1. Missing Input Wire : This is the design error that is
commonly performed by most rewiring tools. The error

o ’ i Figure 1. Supported Design Error Models
is introduced by removing the target wire.

2. Incorrect Input Wire : The target wire is replaced by o The gate driven by the target wire is a 2-input gate. In

another wire that has similar logic values (i.e. a wire this case, théissing Input Wireerror model cannot be
that, with a probability of 0.75 or higher, obtains the applied since the circuit will also have two design errors,
same value as the target wire). i.e. Missing Input WireandGate Replacement

3. Gate Replacement The type of the gate driven by the

target wire is changed depending on the probability of Finally, the corrections are verified using ATPG. Verifi-

the logic values of the target wire. If the probability of a cation is necessary since the DEDC algorithm ensures the
Logic O (Logic 1 )on the target wire is higher than validity of a correction using a subset of the complete input

0.75, the gate is changed N)AND ((N)OR). This vector space and, therefore, the corrections returned are only
error model is novel to the work described herein. valid for this particular subset of vectors [21]. Details regard-

ing the implementation of the ATPG-based verification step
. Extra Input Wire : A wire with similar logic valuesto  are beyond the scope of this paper and can be found in [18].

the target wire is added to a gate driven by the target

wire. This error model is also novel to this work. 3 Impact of Rewiring on SER

After the design error is introduced, the rewiring tool at-
tempts to correct the design using a simulation-b&esign The SER of a combinational circuit is proportional to
Error Diagnosis and Correction (DEDCalgorithm, which  three factors [1, 22]: i) the rate of occurrence of an SET at a
returns a list of corrections that rectify the design. The cor- gate Rspr), i) the probability of an SET reaching an out-
rections returned by the rewiring tool can only correct a de- pyt hased on the current inputs to the circift.(,.), and iii)
sign by performing a single correcting operation. Therefore, the probability that an SET is latched in a storage element

DEDC will fail to find corrections if: (Piater). Among these factors, rewiring primarily impacts

Psens. The probability of an SET reaching an outpH..,, s,

is measured by performing fault-simulation of the circuit for
that SET and computing the percentage of times that the out-
put responses were erroneous. Since rewiring changes the
sensitization paths through which SETs may propagate to the
e The gate driven by the target wire is an inverter or a outputs, thePs., of any given SET may either increase or
buffer. In this case, the error modékate Replacement decrease, depending on the activation likelihood of its new
andExtra Input Wirecannot be applied. In both cases, sensitization paths. Thus, in order to assess the effectiveness
additional information is required to complete the error of a rewiring operation, its impact on th&,.,,; of all SETs in
injection. For example, changing a buffer tdN&ND  the circuit should be taken into account [22, 23]. Throughout
gate requires an additional input wire to be specified. this work, computation of the SER is performed using SERA
Hence, the circuit will have two design errors. [23], which takes into account all the aforementioned factors.

e The target wire is a stem. In this case, the error models
Missing Input Wire Gate Replacemenand Extra In-

put Wireare not applicable since the design error will
introduce multiple errors at the branches of the stem.
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1) Design Error Model: Missing Input Wire. The SER Reduces by 1.65%.
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2) Design Error Model: Incorrect Input Wire. The SER Reduces by 3.13%.
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4) Design Error Model: Extra Input Wire. The SER Reduces by 1.65%.

Figure 2. Examples of Rewiring Operations that Reduce the SER Using the 4 Design Error Models ((a) Target of
Error, (b) Circuit After Error, and (c) Circuit After DEDC).

In the following, we provide simple examples to demon- the corrected circuit in Fig. 2.1.c, reduces by 1.65% over the

strate that each of the four error models supported by theinitial circuit in Fig. 2.1.a.
rewiring tool may result in corrections that reduce the SER.

3.2

Incorrect Input Wire Error Model

3.1 Missing Input Wire Error Model
In the incorrect input wireerror model, the target wire

In themissing input wireerror model, the target wire isre- is replaced by another wire in the circuit and the DEDC al-
moved from the circuit and the DEDC algorithm rectifies the gorithm rectifies the design using a single correcting opera-
design using a single correcting operation. Thg, of any tion. Thus, the arbitrary impact on th&,,,; of the wires in
wire may either increase or decrease in the corrected circuithe corrected circuit may result in an overall reduction of the
and, thus, the aggregate impact might be favorable, reducingER. For example, in the circuit shown in Fig. 2.2.a, rewiring
the SER of the circuit. For example, in the circuit shown in substitutes7, — G5 with ¢ — G5, resulting in the circuit
Fig. 2.1.a, rewiring delete§'3s — G5, which results in the  shown in Fig. 2.2.b. DEDC identifies — G5 as a possible
incorrect implementation in Fig. 2.1.b. During the DEDC correction and adds it to the circuit, as shown in Fig. 2.2.c.
stage,a — Gj is identified as a possible correction and is The SER of the corrected circuit in Fig. 2.2.c, reduces by
added to the circuit, as illustrated in Fig. 2.1.c. The SER of 3.13% over the SER of the initial circuit in Fig. 2.2.a.

Paper 29.3 INTERNATIONAL TEST CONFERENCE

1-4244-0292-1/06/$20.00) |IEEE 2006



Primary Primary Primary Primary

Inputs Outputs Inputs Outputs
X1 g1

Outputs Inputs Outputs

Downstream
Logic

Downstream
Logic

g3 g3
b) Modified Circuit b) Modified Circuit
X3 X3 X3 X3 X3 X3 X3 X3 X3 X3 X3
XIXaN 0 1 XX\ 0 1 XN 0 1 XX\ 0 1 XX\ 0 1 X%\ 0 1 XN 0 1 X%\ 0 1 XX\ 0 1 XX\ 0 1 XX\ 1
00[TTT] o00[T]T] ©00[0TT] o00[TTT] o00[I]T] 0001 00170 00]0 00 [ I]1 00070 0011
ol[T]o] o1[o]1] o1[0]o] or[T|t] o1[0fo] o1[0]0 01[0]0 011 0101 0111 01[0]1
10[0]o] 1o[ofo] to[1f1] 1o[o]o] 10[0]o] 10[0]0 10[0]0 10 [0 10[0]0 1011 10[0]0
1 fofo] 11folo] 11[af1] 11fofo] 11[oTo] 11[0]0 11[o]o 11 [1]o 11 [o]1 11 [1]o 11[o]o
g g g g4 gs f g g g g4 f
¢) Definition of the Input (g;-g;), Output (f) and Internal Signals (g4-gs) ¢) Definition of the Input (g;-g;) and Output (f) Signals
Figure 3. Example lllustrating the Intuition Behind Figure 4. Example lllustrating the Intuition Behind
the Gate Replacement Error Model. the Extra Input Wire Error Model.

3.3 Gate Replacement Error Model
ORgate. When the error is introduced by changing the gate

The gate replacemengrror model, which was added to tyPe to anANDgate, and after correcting the design error in
the rewiring tool implementation of [18] for the purpose of the modified circuit of Fig. 3 the probability of &) — 1
this work, changes the type of the gate driven by the targetSET 0ng: propagating to the output of teNDgate reduces,
wire. This, in turn, reduces thB,.,,, of one of the two pos-  While the probability of & — 0 SET propagating to the out-
sible SETs (i.e0 — 1 and1 — 0) that can affect the target PUt increases. Yet, it is possible that the aggregate impact
wire for the following reason. If the target wire has a high Will be favorable, reducing the SER of the circuit. For exam-
probability of obtaining a non-controlling value of the gate PI€, consider the circuit shown in Fig. 2.3.a, whereinAD
that it drives, then an SET that flips the target wire to the 9ate€Gy is replaced by a®Rgate, resulting in the incorrect
controlling value of the gate has a high probability of propa- Circuit of Fig. 2.3.b. Then, the DEDC algorithm corrects the
gating to its output. Consequent,.., will be high forthat ~ design by replacing — G5 with b — G, as shown in Fig.
particular SET. By introducing an error that changes the type2-3.C and the SER of the corrected circuit reduces by 3.13%
of the gate, the target wire will now have a high probability Over the SER of the initial circuit.
of obtaining a controlling value of this gate. Therefore, the )
same SET will now flip the target wire to the non-controlling 3-4 Extra Input Wire Error Model
value of the gate and, hence, has a low probability of propa-

gating to its output. By extensio®,.,,s will now be reduced The extra input wireerror model adds a similar wire to
for this particular SET. the gate driven by the target wire. This, in turn, reduces the

The intuition behind the gate replacement error model is Fsens Of 0ne of the two possible SETs on the target wire for
illustrated using the example in Fig. 3, which shows part of a the following reason. If the target wire has a high probability
logic circuit. Let f be the output function of this sub-circuit Of obtaining a controlling value of the gate, an SET that flips
andg;, g» andgs be the input functions, expressed in terms the target wire to the opposite (non-controlling) value will
of the primary inputs:1, z» andzs, as illustrated in the Kar- ~ Propagate to the output of the gate, unless another input of the
naugh maps of Fig. 3.c, and assume ta the target wire ~ 9ate also has a controlling value. Thus, by adding a similar
for rewiring. Sincegs has a high probability of obtaining a wire as an extra input to the gate, we increase the probability
logic value of0 (a non-controlling value of th®Rgate that it that such a controlling value will exist and, by extension, the
drives), a0 — 1 SET ongs» has a high probability of propa- Probability that the SET will be masked.

gating to the output of Fh@Rgate- Con\_/ersely’ A— 0SET 1The output of the circuit in the example is not affected by the change in
on g has a low probability of propagating to the output of the the gate type and, thus, no correction is necessary.

Paper 29.3 INTERNATIONAL TEST CONFERENCE 4
1-4244-0292-1/06/$20.00) |IEEE 2006



The intuition behind the extra input wire error model is
illustrated using the example in Fig. 4. Lt be the target WireCount =0
wire for rewiring and lety; - g4 be defined as illustrated in WireList = SortWires(Psens)
Fig. 4.c. The functionality of), is similar to g5 (identical ¢:
for 75% of the possible input combinations) and is added as [Compute the Cost Function (CFa)

an input to theORgate in the modified circuit in Fig. 4.b. ¥
Sincegs has a high probability of obtaining a logic value of CFest = CFoa
1 (a controlling value of th©Rgate that it drives), @ — 0 Designpes = Designog

SET ong, has a high probability of propagating to the out-
put of theORgate. Wherny, is added in the modified circuit,
however, the probability of & — 0 SET propagating to the Apply rewiring for wire TargetWire
output of theORgate is reduced singg will have a control- and generate K; corrections
ling value of theORgate with high probability. While the v

addition ofg, introduces a new location where SETs might | 0

appear, thé@ — 0 SET ong, will often be masked at the out-
put of theORgate agjy, will also have the controlling value
of the gate with high probability. On the other hand), & 1
SET ong,4 might propagate to the output of tRgate with
high probability. Yet, it is possible that the overall effect will Construct Design;; using
be a reduction in the SER of the circuit. For example, con- | L29etre 'a+"d correcton
sider the target wiré7y — G in the circuit of Fig. 2.4.a. I E—
Wire a — G5, which is similar toG, — G5 since it obtains ’ 2
the same value in 75% of the input combinations, is added
in the implementation of Fig. 2.4.b. The DEDC algorithm
corrects the circuit by deleting, — G5, as shown in Fig. £
2.4.c, thus reducing the SER by 1.65%.

| TargetWire = WireList[WireCount] |

-

Designoig = Designyest
WireList = SortWires(Psens)

WireCount >
Total # of Wires,

. o . CFm = CF,
4 Rewiring-Based Optimization Algorithm Desigres = Devian; YT —
Wirerunt =0 |
As demonstrated in the previous section, rewiring oper- f+|+ End

ations may, indeed, reduce the SER of a circuit. Further-

more, rewiring operations have previously also been shown Figure 5. Flowchart of the Proposed Algorithm
to significantly improve area, power consumption, delay, and

testability [9, 10, 11, 12, 13]. Based on these observations,

in this section we devise an algorithm that iteratively selects
effective rewiring operations and evolves the circuit imple-
mentation in order to optimize a cost function reflecting a
given set of design objectives.

The selection of an optimal set of rewiring operations is
NP-complete and, thus, computationally infeasible. In the
proposed algorithm, we follow a simple greedy heuristic,
wherein, at each step, rewiring is attempted for the wire with 5 Experimental Results
the highestP,.,,s in the circuit that has not been tried so far.

In order to identify the most susceptible wire, we employ In this section, we evaluate experimentally the SER re-
fault simulation of random patterns and compute g, duction and associated overheads for the proposed rewiring-
for each wire by taking the ratio of the number of times that based design space exploration method. First, in section 5.1,
faults on the wire are sensitized to an output over the numbemwe describe the setup of the experiments. Next, in section
of simulated input patterns. Then, the list of wires is sorted 5.2, we discuss four cost functions that we used to drive the
(SortWires()) in decreasing order of theiP;.,s and the optimization algorithm in our experiments. Then, in section
firstwire in the listis selected as a target wité( getWire). 5.3, we present, analyze, and compare the results for these
Once the target wire is selected, we perform rewiring using cost functions. Finally, in section 5.4, we discuss the short-
the four design error models of Fig. 1 and the DEDC algo- comings of existing SER estimation tools, eluding to the fact
rithm generates a list df; corrections to fix the design. For that the effectiveness and scalability of rewiring-based SER
each candidate correctigh we construct the corrected cir- reduction will drastically improve as these tools mature.

cuit (Design; ;), evaluate the cost functio@#; ;), and keep
the design Designy.s;) that has the best improvement to the
cost function C Fj.4;) over the previous desigiesignq).

The process is iteratively repeated until all the wires have
been tried without improvement to the cost function. The
algorithm is summarized in Fig. 5.

Paper 29.3 INTERNATIONAL TEST CONFERENCE 5
1-4244-0292-1/06/$20.00) |IEEE 2006



5.1 Experimental Setup Finally, the functionJointOptimization enables the
joint optimization of all the design parameters, with the abil-

We experiment with a set of ISCAS’89 and ITC'99 bench- ity to prioritize the various optimization objectives using

mark circuits. The SER is computed using SERA [23], which different weights for the corresponding design parameters.

accounts for the rewiring effect dls g1, Psens and Pazcn, Thus, it enables the designer to optimize the overhead of the

and reports the SER for each output of the circuit. The areadesign based on the target application of the product. The

overhead is computed based on transistor counts of the origiJointOptimization cost function is defined as:

nal and final circuits. Power and delay overhead computation

is performed using SIS [24]. The internal BDD-based power

simulator in SIS is used to compute the power overhead as-JointOptimization = max{wl-improv(SER) (4)

suming a zero-delay model. The circuit is, then, mapped to

the standardib2.genlib library, and the delay of the most

critical path is used for computing the delay overhead. Fi- (

nally, ATALANTA [25] is used to perform Automatic Test + w4 - improv(Power)

Pattern Generation (ATPG) and compute any loss in fault + wb - improv(Testability)}

coverage during production testing.

+ w2 - improv(Area)
+ w3 - improv(Delay)

=5
5.2 Optimization Cost Functions where0 < w; < 1 andz w; = 1. The weights were set in
=1
Rewiring has already been shown to be effective in opti- these experiments @, = 0.5, wy = w3 = wy = 0.1, and
mizing area, power, delay and testability [9, 10, 11, 12, 13]. ws = 0.2, giving higher priority to the SER reduction and the
Therefore, we mainly focus on cost functions that reduce thelMProvement in testability of a circuit implementation over
SER while varying the constraints placed on the other desigrin® reduction in area, delay and power consumption. While
parameters. Thus, the first cost function we consider aimg/V€ Only present results using the above four cost functions,
at minimizing the soft error rate, regardless of the impact of 2Ny other cost function can be used to drive the search algo-
rewiring on the other design parameters such as area, delayr!thm reflecting the const_ralnts placed by the designer on the
power and testability. Letmprov(z) be a function that re-  Overhead of the final design.
turns the ratio between parameteof the initial circuit over
the same parameter of the circuit after the rewiring opera-5.3 Analysis and Comparison
tion. Then, the first cost function, callédnlySER, can be

expressed as: The results are presented in Table 1 for thelySER
and SERandTest cost functions, and in Table 2 for the
OnlySER = max{improv(SER)} 1) SERandAll and JointOptimization cost functions, re-

) ) spectively. Under the first major heading, we provide details

The second cost function, calleflERandT'est, aims  apoyt the circuits that were used: name, number of primary
at reducing the SER of the circuit as long as no addi- jnpyts, number of primary outputs, and gate count. Under
tional untestable faults are introduced in the circuit after the the next two major columns, we report the percentile SER

rewiring operation. Hence, th&F RandT'est cost function  reqyctior?, area overhead, power overhead, delay overhead,

can be represented as: and fault coverage loss for tii&lyS ER andSE RandT est
cost functions § F Rand All and JointOptimization cost
SERandTest = max{improv(SER)}, 2) functions) in Table 1 (Table 2), respectively. The key points
Subject to: improv(Testability) > 0 revealed by these results are summarized below:
The third cost function, called £ RandAll, reduces the e The results foOnlySER indicate that rewiring can re-

SER as long as all the design parameters of the modified cir-  duce substantially the SER of the circuit. For example,
cuit after the rewiring operation are better than or equal to the SER ofb01, b06 ands510 is reduced by more than

the design pa'rame'ters of the initial circuit. TH& RandAll 25%. However, when the search is driven by the sole
cost function is defined as: objective of reducing SER, the impact of rewiring on
SERandAll = max{improv(SER)} ©) other design parameters such as area, power, delay, and
Subiect to - . A >0 ’ testability can be significant. For example, the delay of
ubject Lo improv(Area) > b06 ands510 increases by more thait%.
improv(Delay) > 0
. 2We note that the computation of SER reduction takes into account all
zmprov(Power) =0 possible SET locations, including the ones in the additional area incurred by
improv(Testability) > 0 the rewiring method, if any.
Paper 29.3 INTERNATIONAL TEST CONFERENCE 6

1-4244-0292-1/06/$20.00) |IEEE 2006



Original Circuit OnlySER SERandTest
Name | PI | PO | Gates| SER Area Delay Power | F.C.Loss| SER Area Delay Power | F.C. Loss
b01 7 7 51 26.62% | 18.29% | 4.92% | -5.92% 4.35% 17.74% | 7.32% | -21.78% | -3.27% 0.00%
b02 5 5 27 5.63% | 9.30% | 29.53% | -6.52% 3.57% 1.66% | 6.98% 0.00% | -2.69% 0.00%
bO3 | 34| 34 | 153 | 0.19% | 0.40% | 3.02% 0.05% 0.00% 0.19% | 0.40% 3.02% 0.05% 0.00%
bo6 | 11 | 15 55 26.79% | 22.35% | 50.60% | -11.93% | 9.77% 19.84% | 10.59% | -16.77% | -28.70% | 0.00%
bo8 | 30| 25 | 171 9.94% | 20.21% | 62.99% | 10.94% | 10.25% | 2.01% | 0.34% 3.61% | -7.68% 0.00%
b09 | 29| 29 | 160 | 11.47% | 2.59% | 14.86% | -1.63% 2.8% 10.76% | -1.48% | -2.24% | -8.89% 0.00%
b10 | 28 | 23 | 180 | 21.42% | 11.24% | 48.01% | 5.07% 7.13% 11.44% | 5.92% | 22.23% | -1.67% 0.00%
s298 | 17 | 20 | 119 | 20.41% | -3.69% | 16.13% | 6.78% 11.81% | 14.91% | -10.39% | -10.99% | -24.31% | 0.00%
s382 | 24| 27 | 158 | 19.53% | 8.52% | 3.60% | -9.42% 7.71% 14.77% | 0.00% | -12.89% | -17.06% | 0.00%
s344 | 24 | 26 | 160 7.14% | 2.60% | 10.62% | 29.51% 6.02% 3.12% | 1.86% | -0.98% | 0.10% 0.00%
s349 | 26 | 26 | 161 7.17% | 6.96% | -0.51% | 5.07% 7.21% 5.81% | 0.00% 2.02% 5.36% 0.00%
s526 | 24 | 27 | 173 | 11.71% | 1.57% | -18.49% | -18.07% | 3.10% 8.22% | -3.52% | 0.74% | -22.29% | 0.00%
s444 | 24 | 27 | 181 | 14.52% | 1.99% | -9.85% | -10.18% | 6.29% 12.91% | -0.28% | -0.13% | -11.79% | 0.00%
s510 | 25| 13 | 211 | 25.39% | 12.74% | 48.01% | 5.07% 7.13% 15.03% | 2.80% | 18.20% | 1.42% 0.00%
Table 1. Experimental Results on ISCAS89 & ITC99 Benchmark Circuits ( OnlySER and SE RandTest)
Original Circuit SERandAll JointOptimization
Name | Pl | PO | Gates| SER Area Delay Power | F.C.Loss| SER Area Delay Power | F.C. Loss
b0l 7 7 51 15.65% | 0.00% | -18.85% | -6.72% 0.00% 9.93% | 1.22% | -4.40% | -7.22% 0.00%
b02 5 5 27 0.00% | 0.00% | 0.00% 0.00% 0.00% 1.44% | 0.00% | -9.17% | -12.63% | 0.00%
bO3 | 34| 34 | 153 | 0.17% | 0.00% | -2.53% | -1.32% 0.00% 3.84% | 0.79% | 1.81% | -0.08% 0.00%
bo6 | 11| 15 55 15.15% | -1.18% | -7.93% | -13.40% | 0.00% 9.90% | 0.00% | -7.49% | -12.35% | 0.00%
b08 | 30| 25 | 171 3.76% | 0.00% | -4.46% | -9.33% 0.00% 2.68% | 1.03% | -25.25% | -11.84% | 0.92%
b09 | 29| 29 | 160 6.46% | -0.74% | -30.51% | -2.16% 0.00% 11.28% | 6.54% | -26.43% | -12.94% | 0.94%
b10 | 28 | 23 | 180 | 11.32% | -0.59% | -7.11% | -3.09% 0.00% 7.88% | 3.25% | -8.48% | 1.38% 0.84%
s298 | 17 | 20 | 119 | 12.15% | -5.77% | -18.27% | -26.36% | 0.00% 7.17% | -6.15% | -30.17% | -19.87% | 0.96%
s382 | 24 | 27 | 158 | 17.05% | -0.63% | -4.03% | -12.24% | 0.00% 11.45% | -0.32% | -3.31% | -9.73% 0.00%
s344 | 24 | 26 | 160 1.07% | 0.00% | -7.84% | -1.65% 0.00% 1.49% | 1.49% | -0.65% | 2.64% 0.29%
s349 | 26 | 26 | 161 3.12% | 0.00% | -2.53% | -1.64% 0.00% 2.79% | 1.47% | 0.00% | -6.69% 0.87%
s526 | 24 | 27 | 173 6.35% | -1.86% | -4.02% | -14.59% | 0.00% 5.52% | 2.86% | -13.97% | -7.65% 0.00%
s444 | 24 | 27 | 181 7.62% | -4.68% | -7.48% | -10.18% | 0.00% 9.05% | 1.65% | -6.84% | -2.68% 0.40%
s510 | 25 | 13 | 211 8.98% | -0.70% | -4.60% | -3.71% 0.00% 10.37% | 4.21% | -25.72% | -00.89% | 2.18%

Table 2. Experimental Results on ISCAS89 & ITC99 Benchmark Circuits (

SERandAll and JointOptimization)

e By monitoring the impact on other design parameters
during the search algorithm, we can moderate its ef-
fect. The results folSE RandTest indicate that when
no fault coverage loss is allowed during rewiring, the
SER of the circuit can still be significantly reduced. For
example, this is the case f606 and s298. While this
reduction is smaller than in th@nlySE R case, the im-

pact on the remaining design parameters, i.e. area, de-

lay, and power, is also less severe.

e Even when the search algorithm is constrained to only
allow rewiring operations that do not cause a negative
impact toany of the design parameters, the SER of the
circuit is still reduced, as indicated by the results for
the SERandAll cost function. As expected, however,
the additional constraints placed on the search algorithm
diminish the attained SER reduction. Nevertheless, this
reduction is overhead-free and, as such, highly desir-
able. Moreover, this constrained design-space explo-
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ration often results in significant reduction in one or
more of these design parameters. For example, the de-
lay of 609 is reduced by more tha20%, and the area
overhead ob06 is reduced byl 0%.

e When design parameters are used as an inherent part of

the cost function, rather than constraints, logic rewiring
enables a more efficient exploration of the design space
of the circuit under optimization. This is demonstrated
through the results fot/ointOptimization, where
SER is given the highest weight during the search, testa-
bility is given the next highest weight, and area, power,
and delay are given the smallest weight. As a result,
the final rewired circuit exhibits high SER reduction and
minimal loss in fault coverage, while moderate impact
-either positive or negative- is effected on area, power,
and delay. For example, the SER of circdit®, s382
ands510 is reduced by more that0% while the over-
head of other design parameters is also reduced.
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5.4 Discussion
35
B . o @ 2-Input Gates
The above results demonstrate that rewiring can indeec| 30 1 W 2-Input and 3-Input Gates

be used to reduce the SER of a logic circuit and to facilitate | ©? 55 _
a common optimization framework for logic-level design- £

. . . ST < 20 A
space exploration. While the attained SER reduction is sig- | .9
nificant, we would like to point out that it is a very conserva- | S 15 -
tive and pessimistic indication of what rewiring can achieve. | g 1¢
The underlying reason for this has to do with limitations re- | &<
lated to SERA, the SER assessment tool that we used in ou | = 5
experiments. To the best of our knowledge, SERA is the only 0 ,
public-domain SER estimation tool, which is the reason for b01 b06 $382 s444

using it. SERA supports a geneficl8um CMOS library

composed of standard gates that have a maximuthreg

inputs. Therefore, in order to assess the SER of a circuit Figure 6. Comparison Between the SER Reduction

that utilizes gates with more than three inputs, we need to Achieved by Rewiring Using 2-input Gates Only v.s.

split these gates into an equivalent structure that only uses Using 2-Input and 3-Input Gates.

gates with a maximum of three inputs. Such decompoasition,

however, has a very negative effect. First, the number of lo-ON two distinct tools, a rewiring tool and an SER estimation

cations where SETs may occur in the circuit increases. Seciool. In its present form, the algorithm employs the ATPG-

ond, a gate with: inputs has, in general, a lower probability based method described in [18] for rewiring and SERA [23]

of masking SETs on its inputs than the same type of gate withfor SER estimation. The accuracy of the SER reduction re-

n inputs, wherer > k. Thus, gate decomposition increases sults depends on the approximation and estimation methods

the P,.,., and, by extension, the SER of a circuit. of the underlying SER estimation tool. In terms of scalabil-
To make things even worse, the limited number of gate ity, ATPG-based rewiring_has beer_l shpwn to require less than

inputs results in fewer rewiring opportunities. This happens & Sécond to perform rewiring for circuits with more thaki

because the number of inputs to a gate after rewiring cannofaes [18], so scalability is not a concern. SERA, on the other

exceed three, therefore preventing a large number of potentia'i‘a”dv requires a significant amount of time for larger circuits,
corrections from being considered. Overall, the potential of Nénce the lack of results for such benchmarks. However, de-

rewiring in reducingPs..., is precluded by the input width of velopment of_ SER estimation tools has been a very active re-
the available gates. Hence, the results reported herein refle®@rch area in recent years [3, 4, 5, 6]. As these tools mature
very conservatively the SER reduction that rewiring would @nd become more efficient, methods employing them, such
achieve on the benchmark circuits, should a library of gates2S the rewiring-based SER reduction described in this paper,
with more than three inputs be supported by SERA. will also be positively affected.

Our conjecture is that the SER reduction achieved by
rewiring on a logic circuit constructed out of gates with up 6 Conclusion
to n inputs is higher than the SER reduction of rewiring on
a logic circuit constructed out of gates with upianputs, In addition to the various design parameters that rewiring
wherek < n. To support this claim, we plot in Fig. 6 the has been shown to improve in the past, this work demon-
SER reduction obtained when the library is restricted to 2- strated that rewiring can also be used to reduce the SER of
input gates only, along with the SER reduction when the li- a circuit. Thus, rewiring provides an excellent basis for con-
brary is restricted to all of the supported gates in the library structing a unified optimization framework for exploring the
of SERA (i.e. both 2-input and 3-input gates), for several trade-offs between area, power consumption, delay, testa-
benchmark circuits. As can be seen from the figure, thebility, and SER. To this end, we described an ATPG-based
SER reduction obtained using 2-input gates only is, on av-rewiring method that generates functionally-equivalent yet
erage,56.46% of the SER reduction obtained using 2-input structurally-different implementations of a logic circuit us-
and 3-input gates. This result corroborates the conjecture thaing a set of simple transformation rules. We demonstrated
rewiring-based SER reduction is expected to increase if thehow these transformations result in circuit implementations
supported library contains wider gates. with reduced SER and we presented a search algorithm that

As afinal note, we would like to comment on the accuracy iteratively evolves a design in order to satisfy a given set of
and scalability of our method to address the concerns of thedesign objectives. Experimental results on ISCAS’'89 and
observant reader who may have noticed that results for thdTC’99 benchmark circuits verify that SER reduction can be
larger of the ISCAS’'89 and ITC'99 benchmarks are not in- seamlessly and effectively integrated in the list of objectives
cluded in the experiments. The optimization algorithm relies supported by rewiring-based design-space exploration.

Paper 29.3 INTERNATIONAL TEST CONFERENCE 8
1-4244-0292-1/06/$20.00) |IEEE 2006



References

(1]

(2]

(3]

(5]

(6]

(7]

(8]

9]

P. Shivakumar, M. Kistler, S. W. Keckler, D. Burger, and
L. Alvisi, “Modeling the effect of technology trends on the
soft error rate of combinational logic,” imternational Con-
ference on Dependable Systems and Netw@0@2, pp. 389—
398.

M. Okabe, M. Tatsuki, Y. Arima, T. Hirao, and Y. Kuramitsu,
“Design for reducing alpha-particle-induced soft errors in
ECL logic circuitry,” IEEE Journal of Solid-State Circuits
vol. 24, no. 5, pp. 1397-1403, 1989.

Y. S. Dhillon, A. U. Diril, A. Chatterjee, and A. D. Singh,
“Sizing CMOS circuits for increased transient error toler-
ance.,” inlEEE International On-Line Testing Symposium
2004, pp. 11-16.

H. Deogun, D. Sylvester, and D. Blaauw, “Gate-level mit-
igation techniques for neutron-induced soft error rate,” in
ACM/IEEE International Symposium on Quality Electronic
Design 2005, pp. 175-180.

S. Krishnamohan and N. R. Mahapatra, “Combining error
masking and error detection plus recovery to combat soft er-
rors in static CMOS circuits,” international Conference on
Dependable Systems and Netwo&@05, pp. 40-49.

Q. Zhou and K. Mohanram, “Cost-effective radiation harden-
ing technique for logic circuits,” IREEE/ACM International
Conference on Computer-Aided Desi@004, pp. 100-106.

S. Mitra, M. Zhang, T.M. Mak, N. Seifert, V. Zia, and K.S.
Kim, “Logic soft errors: A major barrier to robust platform
design,” ininternational Test Conferenc2005, pp. 687—698.
S. C. Chang, K. T. Cheng, N. S. Woo, and M. Marek-
Sadowska, “Postlayout logic restructuring using alternative
wires,” IEEE Transactions on Computer-Aided Design of In-
tegrated Circuits and Systemmeol. 16, no. 6, pp. 587-596,
1997.

L. A. Entrena and K. T. Cheng, “Combinational and sequen-
tial logic optimization by redundancy addition and removal,”
IEEE Transactions on Computer-Aided Design of Integrated
Circuits and Systemsol. 14, no. 7, pp. 909-916, 1995.

1-4244-0292-1/06/$20.00) |IEEE 2006

(13]

(14]

(15]

(16]

(17]

(18]

(19]

(20]

[21]

(22]

G. Stenz, B. M. Riess, B. Rohfleisch, and F. M. Johannes,
“Performance optimization by interacting netlist transforma-
tions and placement/EEE Transactions on Computer-Aided
Design of Integrated Circuits and Systemal. 19, no. 3, pp.
350-358, 2000.

M. Chatterjee, D. Pradhan, and W. Kunz, “LOT: Logic op-
timization with testability - new transformations using recur-
sive learning,” InlEEE/ACM International Conference on
Computer-Aided Desigri995, pp. 115-118.

S. Yamashita, H. Sawada, and A. Nagoya, “SPFD: A new
method to express functional flexibility|EEE Transactions

on Computer-Aided Design of Integrated Circuits and Sys-
tems vol. 19, no. 8, pp. 840-849, 2000.

S. P. Khatri, S. Sinha, R. K. Brayton, and A. Sangiovanni-
Vincentelli, “SPFD-based wire removal in standard-cell and
network-of-PLA circuits,” IEEE Transactions on Computer-
Aided Design of Integrated Circuits and Systerdd. 23, no.

7, pp. 1020-1030, 2004.

J. Cong, J. Y. Lin, and W. Long, “A new enhanced SPFD
rewiring algorithm,” inlEEE/ACM International Conference
on Computer-Aided Desig2002, pp. 672—678.

A. Veneris and M. Abadir, “Design Rewiring Using ATPG,”
IEEE Transactions on Computer-Aided Design of Integrated
Circuits and Systemsol. 21, no. 12, pp. 1469-1479, 2002.
M. S. Abadir, J. Ferguson, and T. E. Kirkland, “Logic
Verification via Test Generation,,”IEEE Transactions on
Computer-Aided Design of Integrated Circuits and Systems
vol. 7, no. 1, pp. 138-148, 1988.

C. W. Chang and M. Marek-Sadowska, “Single-pass redun-
dancy addition and removal,” ItEEE/ACM International
Conference on Computer-Aided Desig@001, pp. 606—609.

A. Veneris and I. N. Hajj, “Design Error Diagnosis and Cor-
rection Via Test Vector Simulation,1EEE Transactions on
Computer-Aided Design of Integrated Circuits and Systems
vol. 18, no. 12, pp. 1803-1816, 1999.

K. Mohanram and N. A. Touba, “Cost-effective approach for
reducing soft error failure rate in logic circuits,” Interna-
tional Test Confereng003, pp. 893—901.

[10] W. Kunz, D. Stoffel, and P. R. Menon, “Logic optimization [23] M. Zhang and N. R. Shanbhag, "A soft error rate analysis
and equivalence checking by implication analysiSlEEE (SERA) methodology,” iHEEE/ACM International Confer-
Transactions on Computer-Aided Design of Integrated Cir- ence on Computer-Aided Desid?004, pp. 111-118.
cuits and Systemsol. 16, no. 3, pp. 266—281, 1997. [24] E. M. Sgntowch et al.,, “SIS: a system for sequential circuit

[11] B. Rohfleisch, A. Kolbl, and B Wurth, “Reducing power dis- synthesis,” ERL MEMO. No. UCB/ERL M92/41, EECS UC
sipation after technology mapping by structural analysis,” in Berkeley CA 94720, 1992. o
Design Automation Conferenck996, pp. 789—794. [25] H. K. 'Lee. and D S Ha, “Atglanta: an efficient ATPG for

[12] Y. M. Jiang, A. Krstic, K. T. Cheng, and M. Marek-Sadowska, combinational circuits,” Technical Report, 93-12, Department
“Postlayout logic restructuring for performance optimiza- of Electrl.cal Englneerlng, Virginia Polytechnic Institute and
tion,” in Design Automation Conferenck997, pp. 662—665. State University, 1993.

Paper 29.3 INTERNATIONAL TEST CONFERENCE 9



