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The Internet-of-Things (IoT) has gained significant attention
over the past decade. It “allows people and things to be Any-
time, Anyplace, with Anything and Anyone, ideally using
Any path/ network and Any service”. The IoT promises to
create a world where everyday objects (also called things)
around us are connected to the Internet and communicate
with each other with minimum human intervention. The
number of things connected to the Internet exceeded the
number of people on Earth in 2008. The sensory data these
objects produce have significant value to many different par-
ties from supply chain management to healthcare services to
many more.
Today, the Internet of Things (IoT) is advanced enough that

combining different IoT solutions can capture large amounts
of data, covering numerous aspects of our lives, including
behaviors, habits, preferences, life patterns, resource con-
sumption, and so on. Over the last decade, we have seen a
large number of these IoT solutions appear on the market.
Typically, each of these IoT solutions are designed to perform
a single or minimal number of tasks. For example, a smart
sprinkler may only be activated if the soil moisture level goes
below a certain level in the garden. Smart plugs allow users to
control electronic appliances (including legacy appliances)
remotely or create automated schedules. Undoubtedly, such
automation not only brings convenience to their owners but
also reduces resource wastage.
Sensing as a Service1 model envisions to offer sensor data to

interested consumers on demand. It will provide sensing capa-
bilities as a service similar to other utility-based models such as
infrastructure-as-a-service (IaaS), platform-as-a-service (PaaS),
and software-as-a- service (SaaS). Sensing-as-a-service model
is also expected to be built on top of an IoT infrastructure and
creates novel business and financial opportunities to increase
the sustainability of IoT.
Sensing as a Service is business model which support data

exchange between data owners and data consumers. When
there are many data owners and potential data consumers, it
creates and open data market. In this market, data may not be

freely available for everyone to access, but only the meta data
would be available. The interested data consumers will need
to evaluate the available meta data schemes and negotiate
with the relevant data consumers in order to get access to their
data. Sensing as a service model utilize the data primarily gen-
erated by IoT products. Data collected by different IoT prod-
ucts has a significant value when they are aggregated and
processed in large scale (e.g., Data collected from 10,000
households where each house has ten different IoT products).
Sensing as a Service model allows interested parties to buy
data from an open market. Sensing as a Service model needs
to be supported by wide range of sensing, storage, data analy-
sis, and communication technologies. Majority of these sensor
data will come from the internet connected smart objects.
This special section address some of the above fundamen-

tal issues and applications of sensor data computing as a ser-
vice in Internet of Things domain. This special section
contains three papers chosen after an extensive review pro-
cess from 12 submitted manuscripts.
The first paper, “A Two-layer Dimension Reduction and

Two-tier Classification Model for Anomaly-Based Intrusion
Detection in IoT Backbone Networks” by Hamed Haddad
Pajouh, Reza Javidan, Raouf Khaymi, Ali Dehghantanha,
and Kim-Kwang Raymond Choo have presented a novel
model for intrusion detection based on two-layer dimension
reduction and two-tier classification module, designed to
detect malicious activities such as User to Root (U2R) and
Remote to Local (R2L) attacks. Industrial Internet of Things
(IIoT) has different security requirements, and one of which
is studied by the authors of “Certificateless Searchable Public
Key Encryption Scheme for Industrial Internet of Things”.
Specifically, they studied the problem of searchable encryp-
tion and explained the need for an efficient scheme for IIoT
applications, before presenting their SCF-MCLPEKS (secure
channel free certificateless searchable public key encryption
with multiple keywords scheme). A security scheme needs to
be proved mathematically or using some formal methods,
and similarly the authors proved the security of SCF-
MCLPEKS in a widely accepted security model. The authors
also evaluated the performance of their proposed scheme.1https://leanpub.com/sensingasaservice
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The next work “Sender-Receiver Role-based Energy-
aware Scheduling for Internet of Underwater Things” by
Ming Xu and Ling Liu, has focused on the problem of pro-
viding a scheduling service to support the transmission of
sensory data of these smart underwater objects with high
computation-utilization and high energy-efficiency. They
have designed and implemented a sender-receiver role-based
scheduling protocol for Energy-Aware scheduling with
Spatial-Temporal reuse, called EAST. Their work shows that
EAST outperforms existing representative MAC protocols in
terms of network throughput, successful delivery ratio and
energy consumption.
The final paper “Utility Based Data Computing Scheme to

Provide Sensing Service in Internet of Things” by Yilong
Hui, Zhou Su, and Song Guo by Yilong Hui et al. studied
the scheme to provide sensing service in IoTs with a utility-
based data computing which can help vehicles collect mobile
data in the urban area. In particular, by introducing roadside
buffers to obtain sensor data, a bargaining game model is
developed with incentives where the optimal price can be
determined to provide sensing service for IoTs.
Finally, we would like to express our thanks to the authors of

all submitted papers and the referees for their outstanding review
in a timely manner. This special section would not have been
possible without the support of Prof. Fabrizio Lombardi, the for-
mer IEEE TETC Editor-in-Chief who stood behind our effort on
this special section on Sensor Data Computing as a Service in
Internet of Things. We would also like to thank Ms. Alexandra
Titta of IEEE TETC for her help throughout this project.
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