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Guest Editorial: Computational Intelligence for
Human-in-the-Loop Cyber Physical Systems

R ECENT advances in computational intelligence, real-time
computing and control, have given momentum to Human-

in-the-Loop Cyber Physical Systems (HitLCPS) to enable game-
changing communication and collaboration paradigms that op-
erate in connection with humans’ natural behaviour patterns.
Despite the ongoing advancement of computational intelligence
techniques for analyzing the interactions between the cogni-
tive and cyber domains, there are growing concerns regarding
the security, privacy, and safety of humans when they interact
with smart cyber physical environments (IoT ecosystems). The
large-scale integration of heterogeneous IoT devices to manage
and control a wide variety of sensors and settings will hugely
increase the attack surface and the scope for misconfigurations.
These could lead to unsafe or conflicting behaviour of various
devices and subsystems, which in turn, can place the human in
unsafe and hazardous situations, both mentally and physically.
It is still unclear how to design optimized collaborative systems
between people and machines in a scalable manner, how to
design triggers for pro-active engagement and disengagement,
and how to handle the consequences of implied actions. For
example, when the system misbehaves as a result of erroneous
data, it is important to have real-time rules that can guarantee a
fail-safe state for the HitLCPS. The verification of operations in
a large HitLCPS can be very complex due to the evolving nature
of human-in-the-loop networks both in terms of physical aspects
and the operational environment. Therefore, understanding the
semantics of HitLCPS and the context of control behaviour
is critical to detect or entirely avoid incorrect configurations
and build a proactive resilience and a reactive defence against
evolving threats.

This special section of the IEEE Transactions on Emerging
Topics in Computational Intelligence (TETCI) aims to capture
the most recent advances of computational intelligence for
HitLCPS from both theoretical and empirical perspectives. We
received a total of nineteen papers from different research groups
and a variety of perspectives for this special section. After a
thorough evaluation of the papers by reviewers, the editorial
board chose two high-quality research articles which cover a
range of topics from the special section theme, as specified in
the call. These papers, as will be explained in more detail in the
following, are representative solutions that attempt to present
novel applications of computational intelligence for HitLCPS
and collectively reflect the advances, challenges, and directions
for current and future research.

Digital Object Identifier 10.1109/TETCI.2021.3139998

This special section opens with the paper entitled Human-in-
the-Loop-Aided Privacy-Preserving Scheme for Smart Health-
care by Zhou et al., which addresses the individuals’ privacy
concerns when medical data is being used for training and
testing of predictive data mining models. The proposed method
obfuscates the personal medical data by employing a combina-
toric block design with special structural properties, so that the
perturbed health indicators would be distinct from one another.
In addition, the proposed Human-in-the-Loop machine learning
model uses a randomized selection of health indicators for
making medical diagnosis and this helps in reinforcing personal
privacy. The authors compare various prediction models using an
Euclidean distance of representative vectors and identify models
that provide better privacy by revealing a smaller similarity.
The authors also improve the accuracy of the predictions by
optimising the data-sets used in smart healthcare. The perfor-
mance analysis and case studies indicate the effectiveness of the
proposed method.

Despite the recent research efforts in the protection of personal
data in shared HitLCPS environments, the focus of privacy-
preserving methods is mainly to handle single threshold prob-
lems for data sanitization. However, using a single threshold to
verify the importance of attributes and applying a fixed threshold
to different lengths of patterns may not be practical approaches
for real applications where longer patterns could be identified in
a database with a higher probability. Particularly, if a sensitive
itemset has a larger size, it could be identified with a higher
probability due to a higher specificity. To this end, a new concept
of multiple support thresholds has been proposed by Wu et al.
in the paper entitled Security and Privacy in Shared HitLCPS
using a GA-based Multiple-Threshold Sanitization Model. The
proposed technique is a modified version of a compact genetic
algorithm that assigns a stricter threshold for each itemset. Fur-
thermore, the algorithm design is based on a genetic-algorithm
based model which minimizes three side effects, that is, the
failure to hide a given sensitive pattern, inserting artificial
knowledge into knowledge discovery in databases, and hiding
non-sensitive patterns that occur with a high frequency. The
experimental results show that the proposed method maintains
a higher level of privacy protection compared to the traditional
greedy privacy-preserving data mining approaches.

As guest editors, we would like to convey our heartiest grati-
tude to all the authors who submitted their contributions and to
the highly qualified anonymous reviewers for dedicating their
efforts in completing timely and constructive reviews. We would
also like to thank Prof. Yew-Soon Ong, the Editor-in-Chief (EiC)
of the IEEE TETCI, for giving us the opportunity to organize
this special section and for all the encouragement, help, and
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support given throughout the process. We hope that this SI will
serve as good reference for researches, scientists, engineers, and
academics in the field of computational intelligence.
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