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Abstract—Due to the broadcast nature of the wireless medium,
wireless networks are especially vulnerable to Sybil attacks,
where a malicious node illegitimately claims a large number of
identities and thus depletes system resources. We propose an
enhanced physical-layer authentication scheme to detect Sybil
attacks, exploiting the spatial variability of radio channels in
environments with rich scattering, as is typical in indoor and
urban environments. We build a hypothesis test to detect Sybil
clients for both wideband and narrowband wireless systems,
such as WiFi and WiMax systems. Based on the existing channel
estimation mechanisms, our method can be easily implemented
with low overhead, either independently or combined with other
physical-layer security methods, e.g., spoofing attack detection.
The performance of our Sybil detector is verified, via both a prop-
agation modeling software and field measurements using a vector
network analyzer, for typical indoor environments. Our evaluation
examines numerous combinations of system parameters, including
bandwidth, signal power, number of channel estimates, number of
total clients, number of Sybil clients, and number of access points.
For instance, both the false alarm rate and the miss rate of Sybil
attacks are usually below 0.01, with three tones, pilot power of
10 mW, and a system bandwidth of 20 MHz.

Index Terms—Authentication, radio propagation, Sybil attacks,
wireless networks.

I. INTRODUCTION

W IRELESS networks mostly lack the ability to reliably
identify clients, and fail to sufficiently protect manage-

ment frames and control messages. For example, IEEE 802.11
(WiFi) systems do not provide reliable “mutual” authentication
between access points (APs) and clients, even when equipped
with security standards such as 802.11i [1]. One serious con-
sequence is that such networks are vulnerable to various iden-
tity-based attacks, such as Sybil attacks [2].

Sybil attacks were first introduced in the context of
peer-to-peer networks [3] as a form of resource depletion
attack, and then analyzed in the context of wireless networks
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[2], [4]. In Sybil attacks, a malicious node claims a large
number of client identities, either by impersonating other legal
nodes or claiming false identities. For instance, a Sybil node
may send a high rate of association request messages to an
AP, using random medium access control (MAC) values to
emulate a large number of clients. The result is that legal
clients are denied access once the Sybil node has consumed
an AP’s association slots or channel slots. As a special kind of
denial-of-service attack, Sybil attacks seriously endanger the
availability of network services for wireless systems [4].

In order to address these problems, we propose a cross-layer
approach to detect Sybil attacks in wireless networks, exploiting
the spatial variability of the wireless channel. As illustrated in
[5], the channel response decorrelates rapidly in space, in typical
wireless scenarios with rich scatterers. Hence, two clients with
similar channel responses are very likely to be in the same loca-
tion (and thus from the same Sybil node). Based on this obser-
vation, we propose an authentication scheme, which utilizes the
channel measurement mechanisms naturally existing in most
wireless systems. Our scheme can be easily implemented in a
wide range of wireless systems, such as IEEE 802.11, 802.15
(wireless PAN), and 802.16 (WiMax), and can be naturally in-
tegrated with a physical-layer spoofing detector with minimal
extra overhead. In spoofing attacks, a malicious device claims
to be a specific client or AP other than itself [1], [6]–[8].

Assuming stationary terminals and time-invariant channels,
we suppose a Sybil node may use different policies in building
the challenge frames. We analyze the detection performance
of Sybil attacks, including the miss rate and false alarm rate
for a given test threshold, as well as the corresponding receiver
operating characteristic (ROC), for various combinations of
system bandwidth, frequency sample size, pilot power, number
of channel estimates, number of total clients, number of Sybil
clients, and number of APs.

We begin by presenting our Sybil attack model in Section II.
In Section III, we describe the channel-based Sybil detection
strategy with one witnessing AP, and then discuss the case of
multiple monitoring APs in Section IV. We discuss implemen-
tation in Section V. We then present simulation results and ex-
perimental results in Sections VI and VII, respectively. A brief
overview of some related work is given in Section VIII. Finally,
we provide a short conclusion, in Section IX.

II. SYBIL ATTACK MODEL

We present a generalized Sybil attack model in Fig. 1, where
the serving AP (AP 1) receives service requests from clients,
during a specified period of time. A Sybil node attempts to claim

identities, in hopes of consuming the AP’s resources.

1556-6013/$26.00 © 2009 IEEE



XIAO et al.: CHANNEL-BASED DETECTION OF SYBIL ATTACKS IN WIRELESS NETWORKS 493

Fig. 1. Sybil attack model with AP 1 receiving messages from� clients, where
the first� clients are actually in the same terminal (i.e., Sybil node), while the
remaining��� clients are legal users in distinct terminals. Sometimes, more
than one (i.e., � � �) AP cooperates to track channels from these clients.

The remaining clients are legal users at distinct termi-
nals.

For convenience of notation, we will refer to the first
clients as being from the Sybil node. If the AP does not catch
enough Sybil clients, it is likely that some of the legal clients will
fail to access network services, especially when is large. The
special cases with and , respectively, indicate
no Sybil and no legal client.

Some wireless networks deploy more than one AP (i.e.,
) in the area to improve the quality of service and to increase

the number of clients allowed. Without loss of generality, we
assume each AP can receive some of the service requests and is
able to track the channel from some of the clients.

III. SINGLE-AP SYBIL DETECTION

A. Channel Measurements

We propose a channel-based Sybil detection technique that
relies on existing channel estimation mechanisms in wireless
systems. We first consider a single AP that utilizes pilots or
preamble sequences to estimate channel frequency responses.
Denote the true channel response at frequency as ,

, where is the number of active clients. The
AP obtains and stores the noisy version , which is noisy
due to three types of channel estimation errors: 1) the receiver
thermal noise, which is modeled as white Gaussian noise; 2) the
phase measurement rotation, due to the phase drifting of the re-
ceiver local oscillator between one measurement and another;
3) the scaling error of the amplitude measurement, which re-
sults from the deliberate change of the transmission power by
an attacking Sybil node.

By sampling at tones, ,
the AP obtains an -dimension channel (row) vector

(1)

where the elements of arbitrary vector
are samples from . More specifically,

; is the frequency sample size; is the
center frequency of the measurement; and is the system
bandwidth. All elements of are independent identically
distributed (i.i.d.) complex Gaussian noise samples ;

represents the phase measurement rotation; and

denotes the scaling error in the amplitude measurement, if
.

B. Baseline Case: Two Clients

To gain insight, we first study the Sybil detection problem
with clients. Since channel responses decorrelate rapidly
in space, two clients with similar channel vectors are very likely
to be at the same location (and thus from the Sybil node).

We can build a simple hypothesis test: In the null hypothesis
there is no Sybil node, i.e., two clients come from distinct

terminals; while the alternative hypothesis represents the
presence of Sybil attacks, i.e., these two clients are actually the
same terminal. So, we have

(2)

(3)

The test statistic is chosen according to an a priori assumption
regarding the power control strategy of the Sybil nodes. There
are two natural strategies.

1) Sybil Nodes With Constant Power: When Sybil nodes use
the correct pattern for pilot transmission and keep their power
levels fixed for different identities, the scaling error of the
channel amplitude measurement can be ignored, i.e., .
Hence, we claim Sybil clients, if their channel responses are
similar. The pair-wise test statistic is chosen as

(4)

where

(5)

This test statistic is approximately a generalized likelihood ratio
test (GLRT), as shown in Appendix I. The minimization over the
phase is introduced to overcome phase measurement rotation.
This step is necessary as otherwise we may fail to catch the Sybil
node, since its channel vectors change with phase rotation.

2) Sybil Nodes With Adaptive Power: In order to increase
the chance of fooling an AP and avoid detection, a clever Sybil
node may change the power of its pilots as it attempts to claim
different identities. As a result, the Sybil node will cause the
scaling error to vary across the different claimed identities,
thus resulting in different channel vectors for different claimed
identities. In this case, the AP should compare the relative shape
of channel response sequences, i.e., it checks whether the scaled
channel vectors of the clients can be matched up. Thus, as shown
in Appendix II, an approximate likelihood ratio test statistic be-
comes

(6)

where

(7)

Note that is a complex number: its phase counteracts the
phase measurement rotation (otherwise, we may fail to catch
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the Sybil nodes); while its magnitude counteracts the change of
the scaling error (this helps detect Sybil nodes that vary their
power).

In both cases, we define the rejection region of the null hy-
pothesis as those cases where falls below some threshold

. Given an environment and the locations of the terminals, we
can study the performance of the detector, averaged over the
channel measurement errors. More specifically, for a given test
threshold ( ) and true channel vectors ( and ), the false
alarm rate (or Type I error) and the miss rate (or Type II error)
in the Sybil detection are defined, respectively, by

(8)

(9)

The probabilities are taken over all realizations of channel mea-
surement error.

Theorem 1: In a Sybil detection scenario with two clients,
given the miss rate , the false alarm rate is

(10)

where is the cumulative distribution function (CDF) of
the random variable , is the inverse function of ,

denotes the Chi-square random variable with degrees
of freedom, is the noncentral Chi-square random variable
with a noncentrality parameter and degrees of freedom
[9], and

(11)

when the Sybil node is known to employ constant power, or

(12)

when the Sybil node is known to possibly adapt its power, with
.

Proof: See Appendix III.

C. Generalized Case: Multiple Clients

For a generalized case with active clients, we represent the
decision result of the Sybil detection with a decision indicator

, which is given by

(13)

If the AP claims the th client to be Sybil, we have ;
otherwise, .

The authentication decision for one client may depend on the
channel vectors of all clients. The goal is to detect as many
Sybil clients as possible, while reducing the false alarm rate, i.e.,
the probability of claiming a legal client as a Sybil client. In our
problem model, where the first clients come from the same
Sybil terminal, i.e., , , an ideal error-free
decision is

(14)

Given a ( ) system with specified channel realizations,
the false alarm rate and the miss rate , are given, respectively,
by

(15)

(16)

where is the average over all realizations of channel mea-
surement error.

We note that the detection with multiple clients is no longer
a simple hypothesis test, and thus the performance criteria are
slightly different from those in Section III-B. More specifically,

in (8) and in (9), correspond to in (15) and
in (16), respectively.

A heuristic solution would be to claim that two clients are
Sybil, if their channel responses are similar. Thus the detection
rule can be written as

otherwise.
(17)

The test statistic is chosen according to the a priori knowledge
of the power strategy of the Sybil nodes

(18)

where , and . It is
actually based on (4) and (6).

For convenience of discussion, in the remainder of the paper,
we suppose the APs do not know the power strategy that the
Sybil nodes employ.

Theorem 2: Assume an AP receives requests from clients,
where of them actually come from the same Sybil node.
Given the test threshold , the proposed Sybil detector has the
false alarm rate and miss rate given by, respectively,

(19)

(20)

where .
Proof: See Appendix IV.

As a special case, if there is no Sybil client, the false alarm
rate is given by

(21)
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As another special case, if all clients are Sybil, the miss rate can
be written as

(22)

These cases illustrate in a simple way how the miss rate de-
creases with , while the false alarm rate rises with it.

IV. MULTIPLE-AP SYBIL DETECTION

It is common practice that wireless networks are deployed
with multiple APs (i.e., ). If additional APs are avail-
able, they may cooperate to improve detection performance. For
simplicity, we assume that no AP is outside the coverage area
of the clients, i.e., we assume all channel response vectors are
nonzero, and denote the estimated channel response between
the th client and the th AP as , where and

.
Suppose the APs cooperate in the Sybil detection process,

using (17) to make a decision. The APs can either be asyn-
chronous or synchronous in configuration: If the APs are con-
nected together and served by the same receiver oscillator, they
may be synchronized to have the same (but unknown) phase
measurement drifting. Otherwise, if using different oscillators,
their phase rotations are assumed to be independent. With the
size of the estimated channel samples rising from to ,
we now build the tests according to each system configuration.

A. Synchronous APs

The channel frequency responses from synchronous APs
have the same phase drifting and magnitude scaling factor.
Hence, we can ignore which AP the channel vector comes
from, and combine them into an extended channel (row) vector,

. It is clear that it is the same as the
case with a single AP, only with the dimension of the channel
vectors changing from to . Thus, we choose a test
statistic that is similar to (6)

(23)

(24)

B. Asynchronous APs

Since the channel vectors have independent and unknown
phase shifts among asynchronous APs, we choose the pair-wise
test statistic as the sum of the metrics (6) from the APs, i.e.,

(25)

(26)

Theorem 3: Assume APs work together to detect a Sybil
node that claims clients, with the existence of legal
clients. Given test threshold , the false alarm rate
and the miss rate are given by (27) and (28), re-
spectively, shown at the bottom of the page, where

(29)

, when the APs are synchronous;
otherwise, when using asynchronous APs

(30)

where and are given by (24) and (26), respectively.
Proof: See Appendix V.

V. IMPLEMENTATION ISSUES

A. Frame Structure

In most wireless systems, each data/control message con-
tains pilots/preambles, payload, and a cyclic redundancy check
(CRC) field. The accuracy of the pilots or preamble-based
channel estimation significantly influences the quality of the
channel decoding. If there is too much decoding error, the
message will fail the CRC parity check and the frame will be
discarded.

If a Sybil alters its pilot transmission scheme, it can make
the channel estimates of its corresponding claimed clients dif-
ferent. Thus the Sybil node has an increased chance to fool the
monitoring APs. The modification of pilot patterns, however,
is very likely to be noticed by the receiver. The reason is that

(27)

(28)
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Fig. 2. Implementation of Sybil detector in OFDM systems. Each frame with
� frequency subbands consists of one pilot and several data symbols in each
subband.

it seriously degrades the channel decoding and thus leads to a
CRC check failure with high probability. Hence, the Sybil node
cannot send patterns that differ greatly from what is specified for
normal communication. Thus, a clever Sybil node should keep
the shape of the pilots the same and strive to fool an AP verifier
by just changing the amount of power it uses to transmit pilots.

B. Wideband Systems

The underlying assumption of the proposed authentication
scheme is that the system bandwidth is greater than the coher-
ence bandwidth in current wireless systems and environments.
We now examine practical issues for two types of wideband sys-
tems.

1) Orthogonal Frequency-Division-Multiplexing (OFDM)-
Based Systems: The proposed Sybil detection scheme can be
conveniently implemented in OFDM-based systems, like IEEE
802.11 (WiFi), 802.15 (wireless PAN), and 802.16 (WiMax)
[10], [11]. As shown in Fig. 2, the Sybil detector utilizes
the existing pilot-based channel estimation on frequency
subbands.

The number of pilot symbols can in fact be less than the
number of subbands with the remainder of the subbands
used for data. For concreteness, however, we assume initially
that all subbands on the first symbol are used for pilots. In our
numerical examples later, we relax this assumption. Simulation
results will show that the detector only needs to consider channel
estimation on subbands, where the tone spacing

is chosen to be greater than the coherence bandwidth of
the channel. Moreover, as discussed in Section V-A, the CRC
parity check result is utilized to catch Sybil nodes who change
the pilot transmission patterns.

2) Single-Carrier-Based Systems: The proposed scheme can
also be implemented in the wideband single carrier systems,
e.g., code-division multiple access cellular systems. Each frame
consists of training symbols for channel estimation. The
training sequence can be thought of as an impulse sequence
convolved with , the pulse shape with a nominal width of

. Note that is large compared to the correlation band-
width in wideband systems by definition. After going through

the channel, with frequency-selective response , the re-
ceiver samples the -pulse sequence and performs a discrete
Fourier transform (DFT) on it.

In order to constrain the two-sided spectrum within the band-
width , is typically chosen to be a root Nyquist pulse;
specifically, we assume a such that its matched filter re-
sponse is a cosine rolloff pulse whose Fourier transform has
a half-amplitude width of (the symbol rate) and a cosine
rolloff factor . In this case, , , and are related by

[12]. The choice of is typically between 0.1 and
0.3, as a compromise between robustness of design and spectral
efficiency. In any such case, the bulk of the transmission pulse

spans a time interval of about second.
We use an -symbol training sequence of ,

and every second we sample the received version out of the
matched filter. In this way, we obtain the channel impulse re-
sponse sequence, whose DFT corresponds to the channel fre-
quency response at a discrete set of frequencies (with aliasing,
of course, the extent of which depends on the rolloff factor ).

C. Narrowband Systems

Although the proposed authentication scheme is based on
multipath propagation and hence actually applicable to wide-
band systems, it can as well be implemented in a narrowband
system, where the system bandwidth is less than the coherence
bandwidth [13]. In this case, all the channel samples within the
system bandwidth are highly correlated, and thus we set .

If Sybil nodes use constant pilot power, our scheme can work
with a single AP, and its performance degrades compared to
the wideband system. On the other hand, under unknown power
control strategy, the cooperation among multiple synchronized
APs is required for the narrowband system to overcome the
magnitude changes (23).

D. Integration With Spoofing Detection

We can integrate the proposed Sybil detection scheme with a
spoofing detector with small additional overhead. When a client
initiates a service request, the APs first start the Sybil detec-
tions. Once a client is verified to be non-Sybil, the APs con-
tinue to track its channel response and initiate the channel-based
spoofing detection that also utilizes the existing channel mea-
surement mechanism [14].

More specifically, without any change to the system struc-
ture above, the APs perform channel estimation and compare
the channel vectors with the reference vectors, reusing the test
statistic of (4). The service request is rejected on suspicion of
spoofing, when the test statistic lying above some threshold

. If a client has a similar channel response in consecutive
time, APs update their reference channel vectors; otherwise, a
spoofing attack alarm is reported.

The integrated channel-based detection can efficiently catch
mobile Sybil attackers. If a Sybil node moves rapidly so as
to yield a different channel response, it may be caught by
the spoofing detector, since it has difficulty in generating the
channel response of the corresponding client in the previous
handshake process.
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Fig. 3. System topology assumed in the simulations. Three APs are located at
������ ���� ���� m, �		��� ���� ���� m, and ������ ���� ���� m, respectively, in
a 
�� m� 
� m� � m office building. All clients, including both legal clients
and Sybil, are located on dense grids at a height of 2 m. There are a total of 405
grid points.

Fig. 4. Average false alarm rate of Sybil detection in wideband systems � for
a given miss rate � � ���
 with two clients, one AP, � � �� MHz, and
� � ����MHz. The curves with notation “fixed” correspond to the cases where
the receiver knows that the Sybil node uses constant power.

VI. SIMULATION AND NUMERICAL RESULTS

A. Simulation Model

We conducted simulations to validate the efficacy of our
strategy. Our simulation was carried out with a 3-D propagation
prediction software package developed by Bell Laboratories,
called the wireless system engineering (WiSE) tool [15]. The
program uses ray-tracing to model typical channel responses
for both indoor and outdoor environments, as well as the spatial
variability of these responses. One input to WiSE is the 3-D
plan of a specific building, including walls, floors, ceilings,
and their material properties. With this information, WiSE can
predict the rays at any receiver from any transmitter, including
their amplitudes, phases, and delays. From this, it is straightfor-
ward to construct the transmitter–receiver frequency response
over any specified interval.

We have done this for a typical office building, for which a top
view of the first floor is shown in Fig. 3. This floor of the building
is 120 m long, 14 m wide, and 4 m high. For our experiments, we
placed the APs in the hallway (the filled-in circles) at a height of
3 m, including AP 1 (the serving AP), AP 2, and AP 3, located

at m, m, and m,
respectively.

For the positions of clients, we considered a m m area,
(outlined with a dashed line), and placed the clients randomly on
a uniform grid of points with 1.5-m separations (with 405 grid
points), at a height of 2 m. We randomly chose one position as
the Sybil adversary who attempted to claim identities, and
randomly selected another points as legal clients. We
then used WiSE to generate the corresponding channel impulse
responses.

The hypothesis test was performed, and the performance in-
cluding and was evaluated for the scenario. We repeated the
experiment 10 000 times, and computed the average false alarm
rate and miss rate over the whole area, for each of several se-
lected combinations of system parameters.

The noise variance is defined as the receiver noise power
per tone divided by the signal power per tone , where

is the total power over tones in milliwatts. Noting that
, where is the thermal noise density in milliwatts

per hertz, is the receiver noise figure, and is the measure-
ment noise bandwidth per tone in hertz, we can write

(31)

B. Simulation Results

In the simulations, we calculated the average false alarm rate
for Sybil attacks given a miss rate of with center
frequency GHz, , MHz,

, bandwidth MHz and
mW, if not specified otherwise. The per tone signal-to-noise

ratio (SNR) ranges from 1.7 to 80 dB, with a median value of
35 dB, for mW and .

Fig. 4 shows the effectiveness of the proposed Sybil detector
in a wideband system, with clients and one AP. For
example, both the average false alarm and miss rate are as small
as 0.01, when the power is mW, tones, and

MHz. The performance improves with higher power,
since the channel measurement error decreases with increasing

[see (31)]. The use of more frequency samples has a two-fold
impact: it increases the channel resolution, while reducing the
power per tone. Thus our scheme does not require too many
frequency samples, and is a good choice. It is also
shown that if a Sybil node varies the power of pilots, it has a
larger false alarm rate, i.e., it has a greater chance to hurt the
system performance.

Proceeding further, Fig. 5 shows that our Sybil detector works
in a narrowband system kHz , and its performance
improves as we increase the number of APs. In other words, less
pilot power is required for systems with more APs. For instance,
systems with a single and two APs, require 100- and 1-mW pilot
power, respectively, in order to make and . In
addition, our scheme requires at least two APs, in order to work
properly in narrowband systems, unless we know in advance
that Sybil nodes use constant pilot power.

Next, we find in Fig. 6 that the false alarm rate decreases
with the system bandwidth in wideband systems, and remains



498 IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 4, NO. 3, SEPTEMBER 2009

Fig. 5. Average false alarm rate� for a given miss rate of � � ����, in narrow-
band systems, with two clients, � � ��� kHz, � � �, and � � ���� MHz.
The � APs are synchronous to each other. The curves with notation “fixed” cor-
respond to the cases where the receiver knows that the Sybil node uses constant
power.

Fig. 6. Impact of system bandwidth on Sybil detection, with two clients, two
APs, � � ����MHz, and � � ����. We set� � � when� � � MHz,� �

� for� � �MHz, and� � �, otherwise. The curves with notations “syn” and
“asyn” correspond to synchronous APs and asynchronous APs, respectively.

within an acceptable range in narrowband systems with two
synchronous APs. As predicted, the synchronous system has a
lower false alarm rate than the asynchronous system, and only
synchronous multiple-AP systems work well in the narrowband
regime.

Finally, Fig. 7 presents the performance with multiple clients
(four legal clients), including the ROC curves. As indicated in
(19) and (20), the miss rate decreases with the threshold , while
the false alarm rate rises. Moreover, for a given test threshold
and number of legitimate clients, the false alarm rate slightly
increases with (number of Sybil clients), while the miss rate
dramatically decreases. As shown in the ROC curves, the de-
tection performance improves as the Sybil node claims more
clients. In other words, the more harmful a Sybil node is to a net-
work, the more likely it is to be caught by the proposed system.

Fig. 7. Performance of Sybil detection in the (� , � ) systems, where there is
one AP, four legal clients, and� (� � ��) Sybil clients. We assume� � �

tones, � � �� MHz, 	 � �� mW, and � � ���� MHz.

VII. EXPERIMENTAL VERIFICATION

We verified the proposed scheme via field measurements in a
different office building, for which a top view is shown in Fig. 8.
The experimental settings were similar to those in Section VI,
except that the client grids were in a m m area
with 0.91-m separations (with 89 grid points). Both the AP and
clients were at a height of 1.5 m.

We randomly chose points as clients and mea-
sured the corresponding channel responses. The measurement
system was comprised of an Agilent E5071B vector network an-
alyzer (VNA), HG2458RD-RSP Rubber Duck vertically polar-
ized omni-directional antennas, and low-loss, double-shielded,
60-ft cables, with a maximum loss of 6 dB at 6 GHz.

We used the same thermal noise model as in Section VI, and
set , MHz and W. The corresponding
per tone SNR in the channel estimation ranged from 12.9 to
43.7 dB, with a median value of 28 dB. The value of was
smaller than 0.1 mW, since the average distance between trans-
mitter and receiver was much less than that in Fig. 3.
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Fig. 8. System topology assumed in the verifications. The serving AP is located
at one corner in a large room. All clients, including both legal clients and Sybil,
are located on a rectangular grid of size ���� m � ����� m, with a spacing of
0.91 m (89 grid points). Both AP and clients are at a height of 1.5 m.

Fig. 9. Performance of Sybil detection with one AP, in the (� , � ) systems
shown in Fig. 8, where there is one AP, 4 legal clients, and� (� � ��) Sybil
clients. We assume � � �,� � �� MHz, � � � �W, and � � ����MHz.

Fig. 9 presents the performance metrics as a function of test
threshold , given four legitimate clients. The figure verifies the
performance of our Sybil detector; it shows that both the false
alarm rate and the miss rate are below 0.01 for the test threshold

. The results agree with the trend observed in Fig. 7.

VIII. RELATED WORK

A traditional approach to address network attacks is se-
cret-key-based authentication and encryption. Several pairwise
key management schemes have been proposed for wireless
sensor networks, based on probabilistic key sharing for au-
thentication [16]–[19]. Their performance was improved by
exploiting the location information of sensor nodes [20]. The
use of pairwise keys to prevent Sybil attacks was briefly dis-
cussed in [21]. These key management schemes, however,
usually incur a large system overhead associated with key
management, which is not desirable. In contrast, after an initial
association, our method does not require key management as
it exploits the inherent properties of the channel (and not keys)
to discriminate between entities.

In order to reduce the system overhead, the use of physical
layer information has been proposed to enhance security in
wireless networks. One group of work is based on the received
signal strength (RSS) [2], [22], [23]. This work proposes to uti-
lize large-scale channel fading and has three main limitations:
1) the monitor network has to be densely deployed, since each
client must be measured by multiple landmarks; 2) the mon-
itoring network may fail to discriminate terminals with small
spatial separation, and may have performance degradation in
rich-scattering environments; 3) the RSS information may be
eavesdropped and spoofed in some circumstances [24].

To address these problems, the spatial variability of multipath
propagation has been utilized in enhancing wireless security.
A scheme based on channel frequency response was first pro-
posed in [25]. An authentication method to detect spoofing at-
tacks using hypothesis testing was defined and further explored
in [14] and [26]–[28]. Meanwhile, Patwari and Kasera propose
the use of the channel impulse response to discriminate between
the terminal locations in [24].

IX. CONCLUSION

We have proposed a channel-based authentication technique
to detect Sybil attacks in wireless networks, utilizing the unique-
ness of channel responses in rich-scattering environments. By
exploiting channel estimation, which is already performed in
most wireless systems, we can build a hypothesis test that can
detect Sybil attacks. Our Sybil detector involves a test statistic
that is chosen based on the number of claimed identities, the
number of APs, whether the APs are synchronized, as well as the
attack strategy used by Sybil nodes. The technique takes into ac-
count measurement errors in channel estimation, including the
receiver thermal noise, phase rotation of the receiver oscillator,
and the variation of pilot power of Sybil clients. Our Sybil de-
tector can be conveniently implemented in most existing wire-
less systems with low overhead, and can be naturally integrated
with other physical layer security methods, such as spoofing de-
tection, with minimal changes.

We derived the closed-form expression of the average miss
detection rate and false alarm rate of the Sybil detection. We ver-
ified the efficacy of our scheme using the channel data generated
from both propagation modeling software and field measure-
ments via a VNA. Our scheme achieves high detection accuracy
with a single AP in typical indoor environments. For instance,
both the false alarm rate and the miss rate are below 0.01, when
we use three tones, 10-mW pilot power, and a system bandwidth
20 MHz. Such a configuration is comparable to what is used in
current WLAN deployments. It also works well in narrowband
systems when there are multiple APs that are synchronized. The
performance improves as we increase the number of APs, signal
power, and system bandwidth. In addition, using ROC curves,
we show that a Sybil node is more likely to be caught if it claims
more identities, indicating that the Sybil nodes that hurt the net-
work performance more seriously are more likely to be caught.

The spatial variability of wireless channels, which serves as
the basis of our detection scheme, is most prevalent in envi-
ronments with many scatterers and reflectors. As a result, our
scheme achieves better performance if the terminals are inside
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buildings or in crowded urban areas, and if the system band-
width is greater than the coherence bandwidth of the channel.
For narrowband systems, however, channel-based authentica-
tion has to rely on the limited spatial information associated with
channel path loss, and thus the performance degrades in this
case. We have shown, however, that employing multiple APs
can overcome this limitation, and make channel-based authen-
tication viable for narrowband systems.

APPENDIX I
DERIVATION OF (4)

When is true, and come from different transmit-
ters. We assume the elements of to be Gaussian random vari-
ables, i.e., , where is an identity
matrix, and is the channel variance as the transmitter roams
within the coverage area of the AP. From (1) and (2), it is clear
that given

(32)

On the other hand, when is true, from (1) and (3), we have

(33)

Note that is usually unknown, and thus we build
a GLRT

(34)

which can be further simplified to

(35)

(36)

(37)

Since , we choose to ap-
proximate the GLRT.

APPENDIX II
DERIVATION OF (6)

In the adaptive power case, we have ,
where , , given . Similar to
Appendix I, the GLRT in this case is given by

(38)

(39)

For convenience of analysis, we choose
, since .

APPENDIX III
PROOF OF THEOREM 1

First, we consider the case that the Sybil node uses constant
signal power, i.e., . When is true, we have

, (3). From (1) and (5), and the assumption that
, which is reasonable for the high-SNR conditions

where the system must operate, we can obtain

(40)

The elements in the -dimensional vectors, and ,
are i.i.d. complex Gaussian random variables . Thus

, . From
(1), (4), and (40), the test statistic under can be written as

(41)

which is a Chi-square random variable with degrees of
freedom [9].

Similarly, when is true, we usually have . From
(1) and (4), the test statistic under can be written as

(42)

where , which is a noncentral
Chi-square variable with a noncentrality parameter and
degrees of freedom.

Given a test threshold , the false alarm rate and the miss
rate , respectively, are given by

(43)

(44)

where is the CDF of the random variable . From (43)
and (44), the false alarm rate for a given miss rate can be written
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as

(45)

where is the inverse function of .
Next, we assume that the Sybil node may change its trans-

mission power, i.e., holds in most cases, and denote
, . When is true, from (1), (3), (7),

we can assume that when the SNR is high,
. Thus we have

(46)

From (6) and (46), we have

(47)

Otherwise, when is true, can be written as

(48)

where

(49)

The rest of the proof is the same as the case with constant
power.

APPENDIX IV
PROOF OF THEOREM 2

Given a test threshold , the false alarm rate averaged over all
channel estimation noise can be written as

(50)

where

(51)

Similarly, we get the miss rate for a given

(52)

APPENDIX V
PROOF OF THEOREM 3

It is clear that the synchronous-AP case is the same as the
single-AP case, only with the dimension of the channel vec-
tors changing from to . Thus we only discuss the asyn-
chronous case here. It is easy to show that, when two clients
come from different terminals, i.e., their true channel responses
are different, the pair-wise test statistic is a noncentral Chi-
square variable with a noncentrality parameter , i.e.,

(53)

where

(54)

Otherwise, when two clients come from the same Sybil node,
the test statistic is a Chi-square random variable with
degrees of freedom, i.e.,

(55)
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Similar to the proof of Theorem 2, the false alarm rate and
the miss rate , respectively, are given by

(56)

(57)

where

(58)

and .
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