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Multiple-Access Relay Wiretap Channel

Bin Dai and Zheng Ma

Abstract

In this paper, we investigate the effects of an additional trusted relay node on the secrecy of multiple-access
wiretap channel (MAC-WT) by considering the model of multiple-access relay wiretap channel (MARC-WT). More
specifically, first, we investigate the discrete memoryless MARC-WT. Three inner bounds (with respect to decode-
forward (DF), noise-forward (NF) and compress-forward (CF) strategies) on the secrecy capacity region are provided.
Second, we investigate the degraded discrete memoryless MARC-WT, and present an outer bound on the secrecy
capacity region of this degraded model. Finally, we investigate the Gaussian MARC-WT, and find that the NF and
CF strategies help to enhance Tekin-Yener’s achievable secrecy rate region of Gaussian MAC-WT. Moreover, we
find that if the channel from the transmitters to the relay is less noisy than the channels from the transmitters to the
legitimate receiver and the wiretapper, the achievable secrecy rate region of the DF strategy is even larger than the

corresponding regions of the NF and CF strategies.

Index Terms

Multiple-access wiretap channel, relay channel, secrecy capacity region.

I. INTRODUCTION

Equivocation was first introduced into channel coding by Wyner in his study of wiretap channel [1f]. It is a
kind of discrete memoryless degraded broadcast channels. The objective is to transmit messages to the legitimate
receiver, while keeping the wiretapper as ignorant of the messages as possible. Based on Wyners work, Leung-Yan-
Cheong and Hellman studied the Gaussian wiretap channel (GWC) [2], and showed that its secrecy capacity was
the difference between the main channel capacity and the overall wiretap channel capacity (the cascade of main
channel and wiretap channel).

After the publication of Wyner’s work, Csiszdr and Korner [3]] investigated a more general situation: the broadcast
channels with confidential messages (BCC). In this model, a common message and a confidential message were
sent through a general broadcast channel. The common message was assumed to be decoded correctly by the
legitimate receiver and the wiretapper, while the confidential message was only allowed to be obtained by the
legitimate receiver. This model is also a generalization of [4], where no confidentiality condition is imposed. The

capacity-equivocation region and the secrecy capacity region of BCC [3] were totally determined, and the results
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were also a generalization of those in [1]]. Furthermore, the capacity-equivocation region of Gaussian BCC was
determined in [22].
By using the approach of [1] and [3]], the information-theoretic security for other multi-user communication

systems has been widely studied, see the followings.

o For the broadcast channel, Liu et al. S]] studied the broadcast channel with two confidential messages (no
common message), and provided an inner bound on the secrecy capacity region. Furthermore, Xu et al. [6]]
studied the broadcast channel with two confidential messages and one common message, and provided inner
and outer bounds on the capacity-equivocation region.

o For the multiple-access channel (MAC), the security problems are split into two directions.

— The first is that two users wish to transmit their corresponding messages to a destination, and meanwhile,
they also receive the channel output. Each user treats the other user as a wiretapper, and wishes to
keep its confidential message as secret as possible from the wiretapper. This model is usually called the
MAC with confidential messages, and it was studied by Liang and Poor [7]. An inner bound on the
capacity-equivocation region is provided for the model with two confidential messages, and the capacity-
equivocation region is still not known. Furthermore, for the model of MAC with one confidential message
[7], both inner and outer bounds on capacity-equivocation region are derived. Moreover, for the degraded
MAC with one confidential message, the capacity-equivocation region is totally determined.

— The second is that an additional wiretapper has access to the MAC output via a wiretap channel, and
therefore, how to keep the confidential messages of the two users as secret as possible from the additional
wiretapper is the main concern of the system designer. This model is usually called the multiple-access
wiretap channel (MAC-WT). The Gaussian MAC-WT was investigated in [8], [9)]. An inner bound on the
capacity-equivocation region is provided for the Gaussian MAC-WT. Other related works on MAC-WT
can be found in [10], [111], [12], (131, [14], [15], [16].

o For the interference channel, Liu et al. [5] studied the interference channel with two confidential messages,
and provided inner and outer bounds on the secrecy capacity region. In addition, Liang et al. [17] studied
the cognitive interference channel with one common message and one confidential message, and the capacity-
equivocation region was totally determined for this model.

o For the relay channel, Lai and Gamal [18] studied the relay-eavesdropper channel, where a source wishes to
send messages to a destination while leveraging the help of a trusted relay node to hide those messages from
the eavesdropper. Three inner bounds (with respect to decode-forward, noise-forward and compress-forward
strategies) and one outer bound on the capacity-equivocation region were provided in [18]]. Furthermore,
Tang et. al. [27] introduced the noise-forward strategy of [18] into the wireless communication networks, and
found that with the help of an independent interferer, the security of the wireless communication networks
is enhanced. In addition, Oohama [19] studied the relay channel with confidential messages, where a relay

helps the transmission of messages from one sender to one receiver. The relay is considered not only as a



sender that helps the message transmission but also as a wiretapper who can obtain some knowledge about
the transmitted messages. Measuring the uncertainty of the relay by equivocation, the inner and outer bounds

on the capacity-equivocation region were provided in [[19].

Recently, Ekrem and Ulukus [20] investigated the effects of user cooperation on the secrecy of broadcast channels
by considering a cooperative relay broadcast channel. They showed that user cooperation can increase the achievable
secrecy rate region of [3].

In this paper, we study the multiple-access relay wiretap channel (MARC-WT), see Figure [T} This model
generalizes the MAC-WT by considering an additional trusted relay node. The motivation of this work is to
investigate the effects of the trusted relay node on the secrecy of MAC-WT, and whether the achievable secrecy

rate region of [9] can be enhanced by using an additional relay node.
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Fig. 1: The multiple-access relay wiretap channel

First, we provide three inner bounds on the secrecy capacity region (achievable secrecy rate regions) of the
discrete memoryless model of Figure E} The decode-forward (DF), noise-forward (NF) and compress-forward (CF)
relay strategies are used in the construction of the inner bounds. Second, we investigate the degraded discrete
memoryless MARC-WT, and present an outer bound on the secrecy capacity region of this degraded case. Finally,
the Gaussian model of Figure|l|is investigated, and we find that with the help of this additional trusted relay node,
Tekin-Yeners achievable secrecy rate region of the Gaussian MAC-WT [9]] is enhanced.

In this paper, random variables, sample values and alphabets are denoted by capital letters, lower case letters
and calligraphic letters, respectively. A similar convention is applied to the random vectors and their sample values.
For example, U denotes a random N-vector (Ui, ...,Uy), and u” = (uy,...,uy) is a specific vector value in U™V
that is the Nth Cartesian power of U. U}¥ denotes a random N — i + 1-vector (U;, ..., Uy), and ul¥ = (u;, ..., upn)
is a specific vector value in U. Let Py (v) denote the probability mass function Pr{V = v}. Throughout the
paper, the logarithmic function is to the base 2.

The organization of this paper is as follows. Section [lI| provides the achievable secrecy rate regions of the discrete
memoryless model of Figure [I] The Gaussian model of Figure [I] is investigated in Section Final conclusions

are provided in Section



II. DISCRETE MEMORYLESS MULTIPLE-ACCESS RELAY WIRETAP CHANNEL
A. Inner bounds on the secrecy capacity region of the discrete memoryless MARC-WT

The discrete memoryless model of Figure |1|is a five-terminal discrete channel consisting of finite sets X7, Ao,
X, Y, Vr, Z and a transition probability distribution Py y. z|x, x,.x, (¥, Yr, 2|71, 22, ;). X{¥, X3 and X}V are
the channel inputs from the transmitters and the relay respectively, while YV, YN, Z are the channel outputs
at the legitimate receiver, the relay and the wiretapper, respectively. The channel is discrete memoryless, i.e., the
channel outputs (y;, Y, z;) at time ¢ only depend on the channel inputs (z1;,z2,,%,,;) at time .

Definition 1: (Channel encoders) The confidential messages W, and W5 take values in W;, W, respectively.
W1 and Wy are independent and uniformly distributed over their ranges. The channel encoders fg; and fgo are
stochastic encoders that map the messages w; and wy into the codewords ¥ € X} and 23 € X}V, respectively.

log [[Wh || log [[Ws || :
N and ===, respectively.

The transmission rates of the confidential messages W7 and Wy are
Definition 2: (Relay encoder) The relay encoder ¢; is also a stochastic encoder that maps the signals (ym, Yr 2, oees Yri—1)
received before time ¢ to the channel input z,. ;.
Definition 3: (Decoder) The decoder for the legitimate receiver is a mapping fp : YV — Wi x W,, with
input Y~ and outputs Wi, Wy. Let P. be the error probability of the legitimate receiver, and it is defined as
Pr{(Wy, W) # (W, Ws)}.

The equivocation rate at the wiretapper is defined as

1
A= NH(Wl,W2|ZN). 2.1)

A rate pair (Ry, Ro) (where Ry, Ry > 0) is called achievable with perfect secrecy if, for any ¢ > 0 (where € is

an arbitrary small positive real number), there exists a sequence of codes (2VF1 2NB2 ) such that

log || W1 || log || Wa ||
N LN »
A>Ri+Ry—¢, P.<e (22)

Note that the above secrecy requirement on the full message set also ensures the secrecy of individual message,
v H (W1, W2|ZN) > Ry + Ry — € implies that 1 H(W;|Z") > Ry —e for t = 1,2, and the proof is as follows.
Proof: Since

1

1 1
0>Ri+Ry—e— —H(Wl,WQ\ZN) NH(Wl) + NH(WQ) ¥ H(Wy, Wy|ZN) -
1 1 1
= NH(Wl) + NH(WQ) - —H(W1|ZN) NH(W2|W1,ZN) —€
1 1 1
S 4 1 1 Ny _ * Ny _
z NH(W1)+NH(W2) NH(W1|Z ) NH(W2|Z )
_ 1 N 1 Ny
= N (Wl,Z )+ NI(WQ,Z ) €, (23)
and I(Wy;2V) > %I(WQ,ZN) > 0, it is easy to see that - I(Wy;ZV) < e, +1(W2; ZN) < €, which
implies that + H(W;|Z") > R, — ¢ for t = 1,2. The proof is completed. ]



The secrecy capacity region R? is a set composed of all achievable secrecy rate pairs (R, Ry). Three inner
bounds (with respect to DF, NF and CF strategies) on R¢ are provided in the following Theorem

Our first step is to characterize the inner bound on the secrecy capacity region R¢ by using Cover-El Gamal’s
Decode and Forward (DF) Strategy [23]]. In the DF Strategy, the relay node will first decode the confidential
messages, and then re-encode them to cooperate with the transmitters. The superposition coding and random binning
techniques will be combined with the classical DF strategy [23] to characterize the DF inner bound of the discrete
memoryless MARC-WT. The following Theorem |1| shows the DF inner bound on R<.

Theorem 1: (Inner bound 1: DF strategy) A single-letter characterization of the region R¥ (R C R?) is as

follows,
RY = {(Ry,Ry) : R1, Ry >0,
Ry <min{l(X1; Y| X,, X2, V1, Vo), I(X1, X,; Y| X2, Vo) } — I[(X1; 2),
Ry <min{I(X2; Y, |X,, X1, V1, V2), I(X2, X;; Y[ X1, V1) } — I(X2; Z),
Ri+ Ry < min{l(X1, Xo; Y, |X;, V1, Va), [(Xy, X2, X3 V) } = 1(X1, X25 2)},

for some distribution

PyvzvvaXraXl,XQ,Vl,Vz (y7 ZyYry Ty, T1,T2,V1, UQ) =
Py zv,1x,,x1,XsYs 2, Yr|Tr, T1, T2) Px, vy vy (20|01, v2) Px, v (21 [01) Py v (22 ]02) Py (1) Py, (v2).

Proof:
The achievable coding scheme is a combination of [26]], [21] and [9], and the details about the proof are provided
in Appendix [A] [ |
Remark 1: There are some notes on Theorem (1} see the following.

o If we let Z = const (which implies that there is no wiretapper), the region R reduces to the following

achievable region R™*"¢, where

R™¥¢ = {(Ry,R2) : R1,Re >0,

Ri <min{l(Xy1; Y, |X;, X2, V1, Vo), [(X1, Xi; Y[ X2, V2) },

Ry < min{l(Xo; Y, | Xy, X1, V1, V2), [(Xo, X Y| X1, V1),

Ry + Ry < min{I (X1, X2; Ve | X0, V1, V2), I(X1, Xo, X33 V) 2.4
Here note that the achievable region R™“"¢ is exactly the same as the achievable DF region (DF inner bound

on the capacity region) of the discrete memoryless multiple-access relay channel [26]], [21].

o If welet Y, =Y and V; =V, = X, = const (which implies that there is no relay), the region R4 reduces



to the region R™a~%! where
RMaW = f{(Ry, Ry) : Ry, Ry >0,
Ry < I(X1;Y[Xe) — 1(X1; 2),
Ry < I(X2; Y| X1) = I(X2; Z),
Ry + Ry < I(X1,X9;Y) — I(X1, X2 Z)}. (2.5)

Also note that the region R™~%! is exactly the same as the achievable secrecy rate region of discrete
memoryless multiple-access wiretap channel [9].

The second step is to characterize the inner bound on the secrecy capacity region R¢ by using the noise and
forward (NF) strategy. In the NF Strategy, the relay node does not attempt to decode the messages but sends
sequences that are independent of the transmitters’ messages, and these sequences aid in confusing the wiretapper.

More specifically, for a given input distribution of the relay, if the corresponding mutual information with the
legitimate receiver’s output is not less than that with the wiretapper’s output, we allow the legitimate receiver to
decode the sequence of the relay, and the wiretapper can not decode it. Therefore, in this case, the sequence of the
relay can be viewed as a noise signal to confuse the wiretapper.

On the other hand, if the corresponding mutual information with the legitimate receiver’s output is not more than
that with the wiretapper’s output, we allow both the receivers to decode the sequence of the relay. In this case, the
sequence of the relay does not make any contribution to the security of the discrete memoryless MARC-WT.

The following Theorem [2| shows the NF inner bound on R<.

Theorem 2: (Inner bound 2: NF strategy) A single-letter characterization of the region R%? (R4 C R?) is as
follows,

R% = convex closure of (L' L_JﬁZ)7
where £! is given by
(Ri,R2) : Ry, Ry >0,
£l U Ry <I(X;Y|Xo,X,) - I(X1,X,;2) + Ry, 7
oo | B2 SIX2iYIX0X,) — (X5, X3 2) + R,
[ ) 2 10X 2) Ri+ Ry < I(X1, X2;Y|X,) — (X1, Xo, X3 Z) + R,
R, denotes
Ry = min{I(X,;Y), [(X,; Z|X1), [(X;5 Z| X2) },
and £? is given by
(Ri,R2) : Ry, Ry >0,
£ U Ry <I(Xy;Y|Xo, X)) — I[(X1;7]1X,), 7
N Ry < I(X9; Y| X1, X)) — I(Xsy; Z|X,),
(D 210 Ry 4+ Ry < I(X4, X3 Y|X,) — (X1, X3 Z)X,).



here the joint probability Py z v, x, x,.x,(Y: 2, Yr, Tr, T1, T2, u) satisfies

Py.zy, x,.x1,%:(Ys 2, Yr, Tr, 21, %2) = Py, z v, x, x1,% (¥ 2, Yr|Tr, 21, ©2) Px, (2,) Px, (21) Px, (72).

Proof:

The achievable coding scheme is a combination of [18, Theorem 3] and [9], and the details about the proof are
provided in Appendix [B] [ |

Remark 2: There are some notes on Theorem [2] see the following.

« Since the two regions £ and £? are not necessarily contained by one another, by using time-sharing arguments,
it is easy to find a new achievable region which is the convex-closure of the union of the two regions.

o The region L' is characterized under the condition that for a given input distribution of the relay, the
corresponding mutual information with the legitimate receiver’s output is not less than that with the wire-
tapper’s output (I(X,;Y) > I(X,; Z)). Then, in this case, the legitimate receiver is allowed to decode the
sequence of the relay, and the wiretapper is not allowed to decode it. The rate of the sequence is defined as
R, = min{I(X;Y), [(X,; Z|X1),I(X,; Z|X2)}, and the sequence is viewed as pure noise for the wiretapper.

« The region £2 is characterized under the condition that for a given input distribution of the relay, the corre-
sponding mutual information with the legitimate receiver’s output is not more than that with the wiretapper’s
output (I(X,;Y) < I(X,; Z)). Then, in this case, both the legitimate receiver and the wiretapper are allowed
to decode the sequence of the relay. The rate of the sequence is defined as R, = I(X,;Y), and the sequence
does not make any contribution to the security of the discrete memoryless MARC-WT.

The third step is to characterize the inner bound on the secrecy capacity region R¢ by using a combination
of Cover- El Gamals compress and forward (CF) strategy [23] and the NF strategy provided in Theorem [2] i.e.,
in addition to the independent codewords, the relay also sends a quantized version of its noisy observations to
the legitimate receiver. This noisy version of the relay’s observations helps the legitimate receiver in decoding the
transmitters’ messages, while the independent codewords help in confusing the wiretapper. The following Theorem
B3l shows the CF inner bound on R

Theorem 3: (Inner bound 3: CF strategy) A single-letter characterization of the region R% (R* C R?) is as

follows,
R4 = convex closure of (£3 U LY,
where £3 is given by
(Ri,R2) : Ry, Ry >0,
Ry < I(Xy; Y, Y, |Xo, Xp) = I(X1, X3 Z) + R,

. ) Ry < I(Xo; Y, YV, | X1, X,) — (X2, X,; Z) + R,
Y, Z,Yr Yy, Xr,X1,X2 ! R
Ry = BT 2 103 Yol Xr) Ry + Ry < I(X1, Xo; Y, Y, |X,) — [(X1, X2, X,; Z) + R*.

L3 = U

I X3 Y) 2 I(Xp; Z)

R = min{I(X,; Z|X1), [(X,; Z|X2), I(X,;Y)}, R* is the rate of pure noise generated by the relay to confuse

the wiretapper, R, — R* is the part of the rate allocated to send the compressed signal Y, to help the legitimate



receiver, and £* is given by

(R1,R2) : R1, R > 0,
Rl S I(XIQK?AXQ,XT) - I(Xl; Z|XT)’
) Ry < I(X9;Y, Y, | X1, X,) — [(Xo; Z|X,),
Y, Z,Yr, Y, Xpr,X1,Xo ) ~
I(Xp3Y) > I(¥rs Yol Xr) Ry + Ry < I(Xy, X0, Y, Y, |X,) — [(X1, Xo; Z|X,.).

£t = U

P CI(Xp;Z) > I(Xp; Y)

The joint probability Py , v v « . x, (s 2, Yrs Uy T, T1, T2) satisfies

Py,z,yr,)”/r,X,ﬂ,xl,X2 (Y, 2, Yrs Yr» Ty, 1, T2)
Py v x. @rlYr, ) Py 2.y, 1%, %0, X0 (U 2, Yp |20, 1, 2) Px, (20) Px, (21) Px, (22).

Proof:
The achievable coding scheme is a combination of [18, Theorem 4] and [9], and the details about the proof are
provided in Appendix [ |

Remark 3: There are some notes on Theorem [3] see the following.

« Since the two regions £3 and £* are not necessarily contained by one another, by using time-sharing arguments,
it is easy to find a new achievable region which is the convex-closure of the union of the two regions.

e The region £? is characterized under the condition that for a given input distribution of the relay, the
corresponding mutual information with the legitimate receiver’s output is not less than that with the wiretapper’s
output ([(X,;Y) > I(X,; Z)). Then, in this case, the legitimate receiver is allowed to decode the sequence
of the relay, and the wiretapper is not allowed to decode it. Here note that if R* = R}, this scheme is exactly
the same as the NF scheme.

o The region £* is characterized under the condition that for a given input distribution of the relay, the corre-
sponding mutual information with the legitimate receiver’s output is not more than that with the wiretapper’s
output (I(X,;Y) < I(X,; Z)). Then, in this case, both the legitimate receiver and the wiretapper are allowed
to decode the sequence of the relay. However, the relay can still help to enhance the security of the discrete

memoryless MARC-WT by sending the compressed signal Y, to the legitimate receiver.

B. Outer bound on the secrecy capacity region of the degraded discrete memoryless MARC-WT

Compared with the discrete memoryless MARC-WT (see Figure [I)), the degraded case implies the existence of a
Markov chain (X1, X2, X,,Y;) = Y — Z. The secrecy capacity region R of the degraded discrete memoryless
MARC-WT is a set composed of all achievable secrecy rate pairs (R;, R2). An outer bound on R is provided

in the following Theorem []



Theorem 4: (Outer bound) A single-letter characterization of the region R (R4 C R?°) is as follows,
R4 = {(Ry,Ry) : R, Ry > 0,
Ry < I(X1, X, Y[ X0, U) — I(X1; Z|U)
Ry < I(Xo, X, Y[ X1, U) — I(Xa; Z|U)

Rl + R2 S I(leXQ;XT’aY|U) - I(XlﬂX27Z|U)}

for some distribution

PZ,Y,Yrer,leXQ,U(Zay7y7“7x7”7:Elvaa U) =
Pry 2lY) Pyy, x,,x2.%, U YrlT1, 22, ) Pu X, X5, x, (U, T1, T2, 7).

Proof:
The details about the proof are provided in Appendix [ ]
Remark 4: The outer bound on the secrecy capacity region of the degraded discrete memoryless MARC-WT
is generally loose, but it is still useful for the analysis of the outer bound on the secrecy capacity region of the
Gaussian MARC-WT, and this is because the scalar Gaussian MARC-WT is always degraded. The capacity results

on the Gaussian MARC-WT will be given in the next section.

III. GAUSSIAN MULTIPLE-ACCESS RELAY WIRETAP CHANNEL

In this section, we investigate the Gaussian multiple-access relay wiretap channel (GMARC-WT). The signal

received at each node is given by

Y, =X1+Xo+ 2,

Y =X +Xo+ X, + 71,

Z=X1+Xo+ X, + 2>, 3.1
where Z. ~ N(0,N,.), Z; ~ N(0,N1), Zy ~ N (0, N3), and they are independent. The Gaussian noise vectors
ZN, ZN and Z{¥ are composed of i.i.d. components with probability distributions Z, ~ N(0, N,.), Z; ~ N(0, Ny)
and Zy ~ N'(0, Na), respectively. The average power constraints of X{, X and XN are + 3" | E[X?,] < Py,
LS N B[X3,) < Prand £ YN E[X2,] < P,, respectively.

The remainder of this section is organized as follows. Subsection [[[I-A] shows the achievable secrecy rate regions

of GMARC-WT, and the numerical examples and discussions are given in Subsection [[II-B
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A. Capacity results on GMARC-WT

Theorem 5: The DF inner bound on the secrecy capacity region of the GMARC-WT is given by

(Ri,R2) : Ry, Ry > 0,
Ry < min{} log(1 + %), 3 log(1 + 255%)} — 5 log AEfEfh, 42

. Pa+(1—7) P, :
o<yt | Re < min{llog(l+ £2), Jlog(1+ ZE 0Py} Log PPt Ped Ny

Ry + Ry < min{3 log(1 + HNLTB), 1log(1+ 7P1+ﬁ21+PT)} — 3 log 7P1+§fi§;+N2.
Proof:
First, let X, = V; + Vs, where Vi ~ N(0,~vP,) and Vo ~ N (0, (1 — ~)P,.).
Let X; = ,/%Vl + X10, where 0 < o < 1 and X19 ~ N(0,aPy).

Analogously, let Xo = 8:5;;)21/2 + X0, where 0 < 8 <1 and X909 ~ N (0, BP2).

Here note that V;, V5, X9 and X are independent random variables.

The region R9! is obtained by substituting the above definitions into Theorem E], and maximizing « and S (the

maximum of R9' is achieved when o = 3 = 1). Thus, the proof of Theorem [5|is completed.

Theorem 6: The NF inner bound on the secrecy capacity region of the GMARC-WT is given by

R9% = convex closure of (G! U G?),

where G is given by
(R1, R2) : Ry, Ry >0,
Ry < $log(1+ %) — 3 log(1+ 7}1;211[1\3,;) + R,

gl = U )
Nien, | Re < 3log(1+ %) — log(1+ 11;1211}\37:) + R,,

Ry + Ry < glog(1+ £5%) = log(1 4+ 20l + Ry
R, = min{% log(1 + ﬁ), 1log(1+ ﬁ), 1log(1+ ﬁ)}, and G2 is given by

(R17R2) R, Ry >0,
Rl S %log(l + %) — %log(l + P2i1N2),
W | B < bloa(1 + £2) — Hlow(1 + 520,

Ry + Ry < Llog(1+ LJEPQ) — %1og(1 + LJQPQ ).

Proof:

Here note that N; < N implies I(X,;Y) > I(X,; Z). The region G is obtained by substituting X1 ~ A(0, P;),
X5 ~ N(0,P,) and X, ~ N(0, P,) into the region £! of Theorem [2| and using the fact that X;, X5 and X,. are
independent random variables.

Analogously, Ny > N, implies I(X,;Y) < I(X,; Z). The region G is obtained by substituting X; ~ N(0, Py),
Xy ~N(0, P,) and X, ~ N(0, P.) into the region £? of Theorem [2| and using the fact that X, X and X, are

independent random variables. Thus, the proof of Theorem [f] is completed.
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Theorem 7: The CF inner bound on the secrecy capacity region of the GMARC-WT is given by
R93 = convex closure of (g3 U g4),

where G2 is given by

(R17R2) : R17R2 2 07

1 P (Q+N1+N,) 1 P +P, *
Ry < 5log(1+ =R o) — 2log(l + 53) + 17,

P N1+N,. r *
N1<N, R2 < %log(l+%)—%log(l+ glzj_—ﬁz)—FR s

Ri+ Ry < %1Og(1 + (P1+P2)(Q+N1+N7-)) _ %log(l + %z;rpr) + R*.

A

Ni(N.+Q)
Q satisfies
1 P, +P,+ N, 1 P, 1 P, 1 P,
—log(l+ ————) < min{=log(l+ =—— ), = log(l1+ ————), = log(1 + ————)},
5 logl( 0 ) = Qlosl+ 5o p 7w 218+ 5oy, 2 o8+ 5y,
and R* satisfies
1 P, 1 P, 1 P,
0<R* < min{=log(l+ ——F——), =log(l+ ————), =log(l + ———
< < {5 log( R+&+M)2g( %+M)2g( H+M»
1 Pi+ P, + N,
T log(l 4 i T2
5 log(L + 0 ),

and G* is given by

(R1,R2) : R1, Re > 0,
1 P (Q+Ni1+N,) 1 P

Ry < 5log(l+ —“mrgy) — 3 los(l + 575 ),
Py(Q+N1+N, .

NN, | Rz < glog(l+ %) — 5 log(1+ 57%;):

Ry + Ry < Llog(1+ (Pﬁﬁi)((lf}gjfg)ﬂvr)) — log(1+ HNLZP“’).

2
here (Q satisfies () > (PrtPo) (P14 Do) (Ne £ N1 )+ Ne Ny

r

Proof:

Here note that N; < N implies I(X,;Y) > I(X,; Z). The region G is obtained by substituting X; ~ A(0, P}),
Xy ~ N(0,P), X, ~N(0,P,), Y, =Y, + Zg" and Zg ~ N(0,Q) into the region £3 of Theorem and using
the fact that X;, X» and X, are independent random variables.

Analogously, N1 > N implies I(X,;Y) < I(X,; Z). The region G* is obtained by substituting X; ~ A(0, P}),
Xy ~ N(0,P), X, ~N(0,P,), Y, =Y, + Zg and Zg ~ N(0,Q) into the region £* of Theorem and using
the fact that X;, Xo and X, are independent random variables. Thus, the proof of Theorem [/|is completed.

|
By using Theorem [4] we provide an outer bound on the secrecy capacity region of the GMARC-WT under the

condition that Ny > N, see the followings.

Here note that Y, = Y, + Z ¢ is from the similar argument for the CF strategy of the Gaussian relay channel 28 pp. 402-403].
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Theorem 8: For the case that N > Ny, an outer bound R9°%! on the secrecy capacity region of the GMARC-WT
is given by

(R, R2): R1 > 0,R2 >0,
Pr(a+Ba—aBa)+B2 P 1 C+y(Pi+Po+Prt Na—C)
RIout — U R (1 + - Ny ) : 1) T2 lo (N2+Pr(10¢+521*0151)j51132 )’
Py (a+B1—aB1)+B1 P: C4~(Pi+Ps+P,+No—C
0<a,B1,B82,7<1 Ry %bg(l + (ath J\Zﬁl) = *) — %1 g(N2+’Y1E(’ry-(1a+5zfaf32)jﬁzP)1 );

1 CH+y(Pi+ P+ P+ Ni—C)y 1 C+~(P1+P2+ P+ Na—C)
Ry + Ry < } log(CH PP Prii2C)y _ 1 jog(Oa(PrtPat BN O

IN

1
5 log

IN

where C satisfies
C = max{Ny+ P.(a+ 1 —ap1)+ 1 P2, No+ Pr(a+ B2 — affz) + B2 P }.

Proof:
See Appendix [E]
|

Theorem 9: Finally, remember that [9] provides an achievable secrecy rate region R of the Gaussian multiple-
access wiretap channel (GMAC-WT), and it is given by
(R1, R2) : Ry, Ry > 0,
Ry < §log(1+ 1) — $log(1+ 555
Ry < Llog(1+ %) — Llog(1+ NQPjpl)
R+ Ry < 3log(1 + B552) — glog(1 + 2.52)

RGi —

Proof:

The proof is in [9]], and it is omitted here.

B. Numerical Examples and Discussions

Letting P, =5, P, =6, P, =20, Ny =2, Ny = 14 and @ = 200, the following Figure [2] 3] f] and [5] show the
inner and outer bounds on the secrecy capacity region of the GMARC-WT for different values of N,..

Compared with the achievable secrecy rate region R“? of GMAC-WT, it is easy to see that the NF region (R9%)
and the CF region (R93) enhance the region R“" (no relay). The CF region is always smaller than the NF region,
and when @) — oo, the CF region tends to the NF region. For the DF region (R9'), we find that when N,. is much
larger than Ny, R4 is even smaller than RE" (see Figure . When N, is close to Ny (still larger than Ny), RIL
is larger than RE?, but it is still smaller than the NF and CF regions (see Figure . When N, is smaller than /Ny,
as we can see in Figure 4| and [5| the DF region R9! is larger than the NF and CF regions.

Figure 2] 3] @] and [5] also show that there exists a gap between the inner and outer bounds, and the gap is reduced

as NN, decreases.
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—No relay
—&—Quter bound
——DF strstegy
NF strstegy
CF strstegy

——No relay
——Quter bound
—— DF strstegy
NF strstegy
CF strstegy

Fig. 3: The bounds on the secrecy capacity region of GMARC-WT for N, = 2.3

IV. CONCLUSION

In this paper, first, we provide three inner bounds on the secrecy capacity region (achievable secrecy rate regions)
of the discrete memoryless model of Figure The decode-forward (DF), noise-forward (NF), and compress-forward
(CF) relay strategies are used in the construction of these inner bounds. Second, we investigate the degraded discrete

memoryless MARC-WT, and present an outer bound on the secrecy capacity region of this degraded case. Finally,
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No relay

—&— Outer bound
— DF strstegy H
NF strstegy
CF strstegy

——No relay
——Quter bound
—— DF strstegy
NF strstegy
CF strstegy

Fig. 5: The bounds on the secrecy capacity region of GMARC-WT for N, =0

we study the Gaussian MARC-WT, and find that the NF and CF strategies help to enhance Tekin-Yener’s achievable
secrecy rate region of Gaussian MAC-WT. Moreover, we find that if the channel from the transmitters to the relay
is less noisy than the channels from the transmitters to the legitimate receiver and the wiretapper, the achievable

secrecy rate region of the DF strategy is even larger than the corresponding regions of the NF and CF strategies.
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APPENDIX A

PROOF OF THEOREM

In order to prove Theorem [I| we need to show that any pair (R;, Ry) € R% is achievable, i.e., for any
€ > 0, there exists a sequence of codes (2VF1 2NEz N) such that % = Ry, % = Ry, P, < € and
%H(V[/l7 Wo|ZN) > Ry + Ry — €. The details are as follows.

The coding scheme combines the decode-and-forward (DF) strategy of MARC [21]], random binning, superposition
coding, and block Markov coding techniques, see the followings.

Fix the joint probability mass function Py, z v, |x, x,.x, (¥ 2, Yr|Zr, T1, Z2) Px, vy v, (T V1, v2)

P, \vy (1|01) Px, v, (22|v2) Py (01) Py, (v2). For a given (Ry, R) € R%, define the messages W1 and W5 taking

values in the alphabets VW, and W, respectively, where
Wi ={1,2,...2N 0 W, = {1,2,..., 2V,

Relay Code-books Construction:

For a given R} > 0, generate at random 2N (F1+51) i d. sequences v{¥ according to Py~ (vf') = TTY, Py, (v1.).
Index them as v{ (a1, b1), where a; € {1,2,...,2V%1} and b; € {1,2,...,2V%1}. For convenience, define s; =
(a1,b1), where s1 € {1,2, ..., 2N(FatR)Y

Analogously, for a given R5 > 0, generate at random 2N (#2+52) i j.d. sequences v}’ according to Py (vd') =
Hf\; Py, (v2;). Index them as v} (az, ba), where as € {1,2,...,2V%2} and by € {1,2,...,2V72}. For convenience,
define sy = (ag,by), where so € {1,2, ..., 2N(FatH2)}

N
r

Hf\il Px, V1. Ve, (rilv1i,v2.:). Index them as x (51, 82), where s; € {1,2, ..., oN(FE1+RY and s € {1,2, ..., 2N (F24R2) Y

Generate at random 2V(FrtRITR24H2) i d. sequences z,\ according to Py yx v (N [off, v) =

Transmitters’ Code-books Construction:

« For a given v} (s1), generate at random

(1,2,..,2VB1} 5 € {1,2,..., 2VE+BD ) according to [Y, Px, v, (21,4]01,4)-

oN(F1+R1) i j.d. sequences =2 (wy, wt|s1) (wy € {1,2,..., 2N} vt €
« Analogously, for a given v (sy), generate at random 2V(2+R2) jid. sequences xd (wo,w}|ss) (wo €
(1,2, 2V} s € {1,2,..., 2V ) 5y € {1,2,..., 2NV 2R according to []Iv, Py, vy (22,i[v2,0).
Encoding: We exploit the block Markov coding scheme, because, as argued in [23], the loss induced by this
scheme is negligible as the number of blocks n — oo. For block ¢ (1 < ¢ < n), encoding proceeds as follows.
First, for convenience, the messages w1, wi, w2, w;, s1 and sy transmitted in the ¢-th block are denoted by w ;,

* * :
Wy 45 W24, W45 S1,5 and sy ;, respectively.
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o (Channel encoders)
1) The message wi; (1 < i < n — 1) is randomly chosen from the set {1,2, ...,2NRT}. The transmitter 1
(encoder 1) sends 7' (w11, w} ;[1,1) at the first block, &' (w1 i, w} ;Jwi;—1,w;,; ;) (note that here s, =
(w1,i—1,wi ;_;)) fromblock 2 < i < n—1,and =} (1, 1wy n_1,w}, ;) atblock n (s1,n, = (W1 p_1,wi,, 1))
2) The message w3 ; (1 < ¢ < n — 1) is randomly chosen from the set {1,2,..., 2NR5}. The transmitter 2
(encoder 2) sends x5 (w21, w3 ;|1,1) at the first block, x5 (wai, w} ;|wa i1, w5 ; 1) (2 = (w1, w5, 1))
from block 2 <i <n—1, and 2 (1, 1|wa—1, w5, ;) at block n (s2.n = (W2,p—1, w5, 1))

o (Relay encoder)
The relay sends (v (1,1),v4(1,1),2Y(1,1,1,1)) at the first block, and
(01 (81,4), v3' (82,6), 2 (81,1, 82,4)) from block 2 < i < n, where 81 ; = (1,;—1, @} ; ;) and 85 = (W,i—1, D5, ;).

Decoding: Decoding proceeds as follows.

1) (At the relay) At the end of block i (1 < ¢ < n), the relay already has an estimation of the s; ; and so ; (denoted
by 51, and 33 ;, respectively), and will declare that it receives W ;, ﬁ)ii, W ; and w;z if this is the only quadruple
such that (@ (1,4, W} ;]81,4), 2 (o5, W5 ;32,1), 2 (51,4, 82,0), v1(81,1), v2(82,4), y7 (i) are jointly typical. Here
note that y,V (i) indicates the output sequence y,V in block 4, 8141 = (i1, @} ;) and 8341 = (2,:, 03 ;). The
indexes 51 ;41 and 33 ;41 will be used in the ¢ + 1-th block.

Based on the AEP, the error probability Pr{(81 41, 82,i+1) # (S1,i+1, S2.i+1)} goes to O if

Ry + R} < I(X1; Y| X, V1, Va, X2), (A1)
Ry + Ry < I(X9; Y, | X, V1, Va, Xy), (A2)
R+ R} + Ry + R < I(X1, X2, Y, | X, V1, V). (A3)

2) (At the legitimate receiver) The legitimate receiver decodes from the last block, i.e., block n. At the end of
block i + 1, the legitimate receiver already has an estimation of the w1 ;11, W7 ;41, W2,+1 and W3, ,, and will
declare that it receives 31 ;41 and 8g 4 if this is the only pair such that (' (@111, ;4 1151,i41), 25 (2,141,
W3 44 182,0401), 2 (31,041, 52,41), v1(81,i41), v2(82,i41), ¥ (i 4 1)) are jointly typical. Here note that y™ (i + 1)
indicates the output sequence y'¥ in block i + 1, 31 ;11 = (W14, w{z) and 39,41 = (11)21,11)’2"2)

Based on the AEP, the error probability Pr{ (81 +1,32,i+1) # (S1,i+1,S2,i+1)} goes to 0 if

Ri+ R: < I(Vi, X, X0; Y [V, Xo) @ I(X,, X1 Y| X0, Vi), (Ad)
Ro+ RS < I(Va, X, Xo3 YVi, X1) L I(X,, Xo3 Y] X1, W), (AS)
Ri+ R+ Ry + Ry < I(Vi, Vo, X, X1, X, V) C I(X,, X1, X3 V), (A6)

where (a) is from the Markov chain V] — (X, X1, X5, V5) — Y, (b) is from the Markov chain Vo — (X, X1, X5, V1) —
Y, and (c) is from the Markov chain (V3,V32) — (X,, X7, X2) = Y.

By using (AI), (A2), (A3), (Ad), (A3) and (AG), it is easy to check that P, < e. It remains to show that

A > Ry 4+ Rs — ¢, see the followings.
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Equivocation Analysis:
Similar to the equivocation analysis of [18 proof of Theorem 2], for simplicity, we only focus on the equivocation

of one block, see the followings.

1 1

FHWLWe|ZY) = S (H(Wy Wa, Z7Y) — H(ZY))
= %(H(Wl, Wo, ZN XY, XJ) — H(XY, XYWy, Wa, ZN) — H(Z))
W NN XD + H) + HE) — B XY, W, 2Y) — H(ZY))
= SO+ HO) 1Y, X5 2Y) — B XYW, 2Y), (A7)

where (a) follows from (Wy,Ws) — (X{, X)) — ZN, HW|XN) = 0, HW,|XY) = 0, and X} is
independent of XJ'.
Consider the first term of (A7), the code-book generation of - shows that the total number of 2 is 2V (F1+£1)

Thus, using the same approach as that in [[7, Lemma 3], we have

1
NH(XfV) > R+ R — e N, (A8)

where €1 v — 0 as N — oo.

Analogously, the second term of (A7) is bounded by
1
NH(XéV) > Ro+ R; — €2 N, (A9)

where e ;v — 0 as N — oo.
For the third term of (A7), since the channel is memoryless, and X7V, X2, X are i.i.d. generated, we get
1
NI(X:{V,XQ’;ZN) =I(X1,X9; Z). (A10)
Now, we consider the last term of . Given W7 and Ws, the wiretapper does joint decoding at each block.
At the end of block 1, the wiretapper tries to find a unique pair (@7 1,3 ;) such that
(2 (w11, 1|1,1), 23 (we,1, w5 1]1,1), 2N (1)) are jointly typical. At the end of block i (2 < i < n — 1), the
wiretapper already has an estimation of the @} ;_; and w3, _,, and thus he also get 51 ; = (w11, W] ;_;) and 32; =
(wa,i—1, W5 ;). Then he tries to find a unique pair (@} ;, w3 ;) such that (z] (wy,i, @} ;51,:), 28 (wai, W5 ;|52,:), 2V ()

are jointly typical. Based on the AEP, the error probability Pr{(@7 ;, w3 ;) # (wi ;w3 ;)} goes to 0 if

R} < I(Xy; Z]X2), (A1D)
R; < I(X2; Z|Xy), (A12)
R+ R, <I1(X1,X5; 7). (A13)
Then based on Fanos inequality, we have
i111()({V,X§V|W1, Wo, ZN) < es v, (A14)

N
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where €3 ;v — 0 as N — oo.
Substituting (A8), (A9), (AT0) and (AT4) into (A7), we have

1
NH(W17W2|ZN) >Ri+Ri+Ry+R; —I(X1,X2;Z) —e1,n — €N — €3N (A15)

It is easy to see that if we let

Ry + R = 1(X1, X2; Z), (A16)

and choose sufficiently large N such that e; y + €2 v + €3 v < €, A = LH(Wy, W2|ZV) > Ry + Ry — € is

guaranteed.

Based on (A1), (A2), (A3), (Ad), (AS), (A6), (A11), (A12) and (A16)), the achievable region R4 is obtained.

The proof of Theorem [I] is completed.

APPENDIX B
PROOF OF THEOREM[2]
For Theorem [2} we only need to prove that the corner points of £! and £? are achievable, see the followings.

e (Case ) If I(X,;Y) > I(X,; Z), we allow the legitimate receiver to decode z2, and the wiretapper can not
g 7 pp

decode it. For case 1, it is sufficient to show that the pair (R;, R2) € £! with the condition

Ry = I(Xy;Y| X0, X,) = I(X1, X3 Z) + Ry, Ro = I(Xa3Y|X,) — (X3 2| X1, X,) (A7)
is achievable. The achievability proof of the other corner point (Ry = I(X1;Y|X,) — I(X1; Z| X2, X,), Ry =
I(X2;Y|X1,X,) — I(X2, Xr; Z) + R,) follows by symmetry.

o (Case 2) If I(X,;Y) < I(X,;Z), we allow both the receivers to decode z”. For case 2, it is sufficient to

show that the pair (R;, Ry) € £? with the condition
Ry =1(X1;Y| X5, X,) — I[(X1; Z]|X,), Ro=1(X2;Y|X,)—1(X2;7|X1,X,) (A18)
is achievable. The achievability proof of the other corner point (R = I(X1;Y|X,) — I(X1; Z| X2, X,), Ry =
I(X5; Y| X1, X,) — I(X3; Z] X)) follows by symmetry.
Fix the joint probability mass function Py 2y, |x, x,,x, (¥, %, Yr|Tr, 21, 22) Px, (2,) Px, (21) Px, (72). Define the
messages W1, Ws taking values in the alphabets Wy, W, respectively, where

Wi ={1,2,...2N0 oW, = {1,2, ..., 2NV B2

Code-book Construction for the Two Cases:
o Code-book construction for case 1:
— First, generate at random 2V (ir—¢) (where ¢ is a small positive number) i.i.d. sequences at the relay

node each drawn according to Pxx (zV) = [[\, Px, (2,), index them as z (a), a € [1, 2N(RT_6/)],
where

R, = min{I(X,; Z|X1), [(X,; Z|X2), I(X,; Y)}. (A19)
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Here note that

R, > I(X,: Z). (A20)

— Second, generate 2V (X23Y1Xr)=¢) i d. codewords x2 according to P, (x2), and divide them into 27V

bins. Each bin contains 2V (X2:Y[Xr)—€ —R2) ¢odewords, where

’

I(X2;Y|X,) — € — Ry = I(X9; Z| X1, X)) —€ . (A21)

ON(I(X1;Y | X2, X,)—€ )

— Third, generate i.i.d. codewords z{ according to Px,(z1), and divide them into

’
2NE1 pips. Each bin contains 2V (XY X2, X )~ —F1) codewords.

e Code-book Construction for case 2:

— Generate at random 2V (Br—¢)

[T, Px, (2,:), index them as zN (a), a € [1, oN(R:=<)] where

i.i.d. sequences at the relay node each drawn according to Pxx (xl) =

R, = I(X;;Y) < I(X,: Z). (A22)

(I(Xa2; 9N Ry

— Second, generate 2V YIXr)=¢) iid. codewords 22 according to Px, (x3), and divide them into

N (I(X2:Y|X,)—

’
bins. Each bin contains ¢ —R2) codewords, where

I(X2;Y|X,) — € — Ry = I(X2; 2| X1, X,) — € . (A23)

(I(X1;Y X2, X)) —

— Third, generate oN ¢) iid. codewords x{v according to Px,(z1), and divide them into

2NE1 pips. Each bin contains 2N(I(X1?Y|X2’XT)*5/*R1) codewords, where
I(X1;Y|X0, X,) —€ — Ry = I[(X1; Z|X,) —€ . (A24)

Encoding for both cases:

The relay uniformly picks a codeword = (a) from [1, 2N(RT_€,)], and sends x1¥ (a).

For a given confidential message w9, randomly choose a codeword z3’ in bin w; to transmit. Similarly, for a
given confidential message w;, randomly choose a codeword 2 in bin w; to transmit.

Decoding for both cases:

N

N(a) such that (x¥(a),y") are jointly typical. If there exists a unique

For a given yV, try to find a sequence x
sequence with the index a, put out the corresponding a, else declare a decoding error. Based on the AEP and (A19)
(or (A22)), the probability Pr{a = a} goes to 1.

N N

After decoding a, the legitimate receiver tries to find a sequence x2 () such that (2 (), 2 (a),y

e M)

are
jointly typical. If there exists a unique sequence with the index w9, put out the corresponding wo, else declare a
decoding error. Based on the AEP and the construction of x2Y for both cases, the probability Pr{iws = wy} goes
to 1.

Finally, after decoding & and 0o, the legitimate receiver tries to find a sequence ¥ (1) such that
(N (1), 2 (g), 2N (@), y") are jointly typical. If there exists a unique sequence with the index 11, put out the

corresponding 10, else declare a decoding error. Based on the AEP and the construction of z{¥ for both cases, the

probability Pr{w; = wy} goes to 1.
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P, < € is easy to be checked by using the above encoding-decoding schemes. Now, it remains to prove A >
Ry + Rs — € for both cases, see the followings.
Equivocation Analysis:

Proof of A > R; + Ry — ¢ for case 1:

1
A = —H zN
N (W1, Wo|Z™)
1
= N(H(W1|ZN)+H(W2|W1,ZN)). (A25)

The first term in (A23) is bounded as follows.

CHWZY) = L (HW,ZY) — H(ZY)
= W, 2N, XY XY - BN, XN, 2Y) - H(ZY))
@S HENXY XN+ HO) + B~ HO, XN W, 2Y) — H(ZY))
= SHGN) + HX) - 10, XN 2Y) — B, XN, 2Y)), (A26)

where (a) follows from Wy — (X, XN) — ZN, H(W;|X{) = 0 and the fact that X}V is independent of X}V.
Consider the first term in (A26), the code-book generation of 2} shows that the total number of x is

ON(I(X13Y | X2, X,) =€), Thus, using the same approach as that in [7, Lemma 3], we have

1 ,
NH(X{V) >I(X;Y X2, X,) —€ —e1n, (A27)

where €; ;v —+ 0 as N — oo.

For the second term in (A26)), the code-book generation of ¥ guarantees that
1 /
NH(Xﬁv) >R, —¢ — e, (A28)

where e ;v — 0 as N — oo.

For the third term in (A26)), since the channel is memoryless, and X3V, XV, X are i.i.d. generated, we get

1
NI(XfV, XN ZN) = I(X1, X, Z). (A29)

Now, we consider the last term of (A26). Given w;, the wiretapper can do joint decoding. Specifically, given 2™V
and wq,

1
FHXT, XN W, 2Y) <6 v (A30)

(e3,n — 0 as N — 00) is guaranteed if R, < I(X,;Z|X1) and R, > I(X,; Z), and this is from the properties of
AEP (similar argument is used in the proof of [18, Theorem 3]). By checking (AT9) and (A20), (A30) is obtained.

Substituting (A27), (A28), (A29) and (A30) into (A26), we have

1 /
NH(W”ZN) Z I(Xl,Y‘X27X7) —|— R,- — I(Xl,X7-; Z) — 26 — 61,N — 627]\[ — 63,N. (A31)




21

The second term in (A23) is bounded as follows.

1 1
NH(W2|W1,ZN) > —HWyWy, ZzN XN XN)

N
QL gz, xV XN
- N ( 2| )1 r)
1
= N(H(W27ZNaXfV7X7{V) _H(ZN7X]fV>X7J‘V))
1
= HW, 2% X0 XY X = H(XG W, 28, X7, X7Y) = H(ZY, X1, X))
1
@ SHENXY XY XN+ HXN) + HXY) + H(X)
—H(X3'|Wa, 2%, X7, XY) = H(ZV| X, X)) = H(XY) = H(XY))
1
= G HX) = 135 2V XY, XY) = H(XS'[Ws, 27, X7, X)T)), (A32)

where (1) is from the Markov chain W; — (ZN, XN XN) — Wa, and (2) is from the Markov chain Wy —
(XN, XN XNY — ZN, HW,|X3) =0, and the fact that X{¥, X2 and XV are independent.
Consider the first term in (A32), the code-book generation of z2 shows that the total number of z is

2N(I(X2?Y‘XT)*6/). Thus, using the same approach as that in [7, Lemma 3], we have

1 ,
NH(XQ’) >I(X2;Y|X,) —€ —ean, (A33)

where €4 ;v — 0 as N — oo.

For the second term in 1i since the channel is memoryless, and X {V s Xé\' s X,J.V are i.i.d. generated, we get
1
I ZN X, XY = 1(X0; 21X, Xy). (A34)

Now, we consider the last term of (A32). Given Z¥, X}V, X~ and W, the total number of possible codewords
of 1Y is ON((X2:Y|X)=€ ~Fa), By using the Fano’s inequality and || we have

1
FHOE W, 2%, X7, XY) < es v, (A35)

where €5 ;v — 0 as N — oo.

Substituting (A33), (A34) and (A33) into (A32), we have

1 /
NH(W2|W1,ZN) Z I(XQ,Y‘XT) — I(X27Z|X1,Xr) — € — 64,N — 657]\]. (A36)

Substituting dA31|) and (]A36|) into dAZSb, and choosing ¢ and sufficiently large N such that 3¢ + €1,N T+ €2 N+

esN+ean+en <€ A>Ry+ Ry—eforcase 1 is proved.
Proof of A > R; + Ry — ¢ for case 2:

— 1 N
A = H(W,Wa|ZT)

= (HZY) + HOW|W, 2Y)). (A37)
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The first term in (A37) is bounded as follows.

1 1
—HWyzNYy > —HW,|zZzN, xN
N ( 1| ) el N ( 1| ) 1‘)

1

1
= N(H(WI’ZN7X:{V7X7{V) _H(X1N|W17ZNaXrN) _H(ZNan‘v))

o 1
© ~HEYXT XY + B + HXY) = H(X{ W, 25, XY

—H(ZV|XY) - H(X]))
1

= S EEDY) -1 2V XY = HX W, 25, X)), (A38)

where (a) follows from Wy — (X, XN) — ZN, H(W|X{) = 0 and the fact that X}V is independent of XV.
Consider the first term in (A38), the code-book generation of xY shows that the total number of x is
ON(I(X13Y | X2, X,) =€), Thus, using the same approach as that in [7, Lemma 3], we have

1 ,
NH(XlN) >I(X1;Y X2, X)) —€ —ern, (A39)

where €; y —+ 0 as N — oo.
For the second term in (A38)), since the channel is memoryless, and XV, XV, X are i.i.d. generated, we get

1
NI ZVXY) = 1(X05 21X, (A40)

Now, we consider the last term of (A38). Given ZV, XV and W, the total number of possible codewords of
oV is ONU(X13Y |X3, Xr) =€ =) By using the Fano’s inequality and lb we have

1

NH(XlN|W1,ZN,XrN) <en, (A41)

where e y — 0 as N — oo.

Substituting (A39), (A40) and (A4T) into (A38), we have

1 /
NH(W1|ZN) Z I(Xl;Y|X27Xr) - I(Xl; Z|XT) —€ —€1,N —€2N- (A42)

The second term in is bounded the same as that for case 1, and thus, we have

1 !
NH(WQ‘Wl, ZN) > I(X0: Y| X,) — [(X2: Z| X1, X,) — € — €3,N — €4,N, (A43)

where €3 n, €4,y — 0 as N — oo. The proof is omitted here.

Substituting (A42) and (A43) into (A37), and choosing ¢ and sufficiently large N such that 2¢ + €, x4 €2 n +

esn +ean <€ A> Ry + Ry — € for case 2 is proved.

The proof of Theorem 2] is completed.
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APPENDIX C
PROOF OF THEOREM 3]
For Theorem [3} we only need to prove that the corner points of £2 and L£* are achievable, see the followings.

o (Case 1) If I(X,;Y) > I(X,;Z), we allow the legitimate receiver to decode x’¥, and the wiretapper can not

decode it. For case 1, it is sufficient to show that the pair (R1, Ry) € £ with the condition
Ry = I(X1;Y,Y,| X5, X,) = I(X1, X, Z) + R*, Ry =I(X9;Y,Y,|X,) = [(X2; ZX1,X,)  (A44)

is achievable. The achievability proof of the other corner point (R, = I(X1;Y,Y,|X,)—I(X1; Z| X2, X,), Ry =
I(Xy;Y,Y,| X1, X,) — (X2, X,; Z) + R*) follows by symmetry. Here note that R* satisfies

min{l(X,; Z|X1),[(X,; Z|X2),[(X,;Y)} — R* > I(Y,; YT|X,,). (A45)

o (Case 2) If I(Y,;Y,|X,) < I(X,;Y) < I(X,; Z), we allow both the receivers to decode z. For case 2, it

is sufficient to show that the pair (R1, Ry) € £* with the condition
R, = I(X1; Y, YT|X27X’I“) - I(Xl; Z|Xr)7 Ry = I(Xz; Y, Y;"‘XT) - I(X2; Z|X1, X'r‘) (A46)

is achievable. The achievability proof of the other corner point (Ry = I(X1;Y, Y| X, )—I(X1; Z| X2, X,.), Ry =
(XY, Y, | X1, X,) — I(Xy; Z|X,)) follows by symmetry.
Fix the joint probability mass function P‘YT\YT X, (Urlyr> 2r) Py, 7. v, X, X1, X2 (Us 2, Yr [T, 21, 22) Px, (2,) Px, (1) Px, (22).

Define the messages W7, Wy taking values in the alphabets W, Ws, respectively, where
Wi ={1,2,....2N0 oW, = {1,2, ..., 2NV B2}

Code-book Construction for the Two Cases:
e Code-book construction for case 1:

— First, generate at random 2V (Fri—¢) (¢ is a small positive number) i.i.d. sequences =2 at the relay node

each drawn according to Py (zY) = [[\| Px, (), index them as =¥ (a), a € [1, 2N(R7'1_6/)], where

Ry =min{l(X,; Z|X1),[(X,; Z|X2), 1(X,;Y)}. (A47)

Here note that

Ry > I(X,; 2). (A48)

For each Y (a) (a € [1, 2N(Rv*-1_5/)]), generate at random N (R =€ —R") jjd. gy according to Py |y (3, [27) =
Iy, Py |, (Gril2r,:)- Label these ;" as g, (m, a), m € [1, 2N(Ri1_5/_3*)], a€l, 2N(R;1_€’)]. Equally

divide 2V (Ryy =€) sequences of =2 into 2%V (Rjy— —R") bins, hence there are 2V sequences of o at

each bin.

2N(I(X2;

- Second, generate Y¥rlXr)=€) iid. codewords x2 according to Py,(z2), and divide them into

~ !
2NE2 bins. Each bin contains 2V ((X2:Y.Yr[Xr)—e —R2) oodewords, where

I(X2;Y, Y, |X,) — € — Ry = I(X9; Z| X1, X,) — €. (A49)
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— Third, generate 2V((X13YYr| X2, Xp)—e +R"=F0) jj d. codewords ¥ according to Py, (1), and divide
them into 2V bins. Each bin contains 2N (/(X1:V:Yr| X2, Xp)—e +R" =Ry —F1) codewords. Here note that

from (A43) and (A47), we know that R* < RY,, and thus, we have

’

(XY, Y| X0, X,) —€ + R* — R, < I(X1;Y, Y, X0, X,) — € . (A50)

In addition, by using R; = I(X1;Y, Y}\XQ,XT) —I(X1,X,; Z) + R*, the codewords z{ in each bin is
upper bounded by

I(X1;Y,Y,|X5,X,)—€¢ +R* — R, — Ry
= I(X1;Y,Y,|Xs,X,) —€ + R* — R
—(I(X1; Y, V;| X2, X,) = I(X1, X, Z) + R¥)
= I(X,X,;Z)— Ry —¢
< (X, X Z)—I(X;12) — €
= I(X1;Z|X,)—¢€, (A51)

where (a) is from (A48).

e Code-book Construction for case 2:

— First, generate at random 2N (ir2=¢) iid. sequences zV at the relay node each drawn according to

Pxn (z)) =TI, Px, (2), index them as =¥ (a), a € [1, 2N(R;2_€,)], where

R, =1(X;Y) < (X3 Z). (A52)

For each z¥ (a) (a € [1, 2N(R:2’€/)}), generate at random ON(R:—<) jjd, § according to Py xn (GN|zN) =
Hf;il PY’TIXT (Gri|ri). Label these g as g (a), a € [1, 2N(R:2*6/)].
2N(I(X2;

— Second, generate Y¥rlXr)=€) jid. codewords x2 according to Py, (z2), and divide them into

9NER: bins. Each bin contains 2N ((X2:¥.¥;|X,)—¢' ~Ra) codewords, where
I(X2;Y, V| X)) — € — Ry = I(X9; Z| X1, X,) —€ . (A53)

— Third, generate 2NV /(XY Yo [X2.Xr) =€) jj d. codewords z1 according to Py, (z1), and divide them into

oNR: N (I(X13Y, Y| X2, X )

!
bins. Each bin contains —¢ —R1) codewords, where

I(X1;Y, Y| X0, X,) —€ — Ry = I(X1; Z|X,) —€ . (A54)

Encoding:

Encoding involves the mapping of message indices to channel inputs, which are facilitated by the sequences
generated above. We exploit the block Markov coding scheme, as argued in [23], the loss induced by this scheme
is negligible as the number of blocks n — co. For block ¢ (1 <4 < n), encoding proceeds as follows.

First, for convenience, the messages w; and wo transmitted in the ¢-th block are denoted by wi ; and wo;,

respectively. ¥ (i) and 72 (i) are the y2 and 72 for the i-th block, respectively.
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« Encoding for case 1:
At the end of block i (2 < i < n), assume that (22 (a;), yN (i), 92 (m;, a;)) are jointly typical, then we choose
a;+1 uniformly from bin m;, and the relay sends xiv (a;+1) at block 7 + 1. In the first block, the relay sends
For a given confidential message w,, randomly choose a codeword x3 in bin w, to transmit. Similarly, for a
given confidential message w1, randomly choose a codeword x%¥ in bin w; to transmit.

o Encoding for case 2:
In block ¢ (1 <4 < n), the relay randomly choose an index a; from [1, QN(R:YE/)], and sends z2 (a;) and
9 (as)-
For a given confidential message ws, randomly choose a codeword x2' in bin ws to transmit. Similarly, for a
given confidential message w;, randomly choose a codeword z{ in bin w; to transmit.

Decoding:

o Decoding for case 1:
(At the relay) At the end of block i, the relay already has a;, it then decides m; by choosing m; such that

(@ (a;), yN (i), 9N (ms, a;)) are jointly typical. There exists such m;, if
n - B2 1YY |X), (ASS)

and N is sufficiently large. Choose a;y; uniformly from bin m,.
(At the legitimate receiver) The legitimate receiver does backward decoding. The decoding process starts at
the last block n, the legitimate receiver decodes a,, by choosing unique @, such that (z(a,),y"™ (n)) are
jointly typical. Since R}, satisfies , the probability Pr{a, = a,} goes to 1 for sufficiently large N.
Next, the legitimate receiver moves to the block n—1. Now it already has a,,, hence we also have 1m,,_1 = f(a,)
(here f is a deterministic function, which means that 7,1 can be determined by da,,). It first declares that
dn_1 is received, if G,_; is the unique one such that (Y (d,_1),y™(n — 1)) are joint typical. If
is satisfied, a,,—; = a,—1 with high probability. After knowing &,_;, the destination gets an estimation of
wa,,—1 by picking the unique 1,1 such that (Y (W n_1), 9 (Mp_1,8n—1),y™ (n — 1), 2N (a,_1)) are
jointly typical. We will have s, 1 = wa ,,_1 with high probability, if the codewords of 2 is upper bounded
by 2NI(X2:Y'YrlX0) and N is sufficiently large.
After decoding w3 ,,—1, the legitimate receiver tries to find a quintuple such that
(2 (w1 1), 2 (W2.n-1), 9N (Mn—1, dn-1),y"N (n—1), 2N (G,,—1)) are jointly typical. Based on the AEP, the
probability Pr{t ,_1 = wy,_1} goes to 1 if the codewords of 22 is upper bounded by 2V/(X1:¥:¥:|X2.X,)
and N is sufficiently large.
The decoding scheme of the legitimate receiver in block ¢ (1 < ¢ < n — 2) is similar to that in block n — 1,
and we omit it here.
o Decoding for case 2:

(At the relay) The relay does not need to decode any codeword.
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(At the legitimate receiver) In block ¢ (1 < ¢ < n), the legitimate receiver decodes a; by choosing unique da;

such that (22 (a;),y™ (i)) are jointly typical. Since R}, satisfies , the probability Pr{a; = a;} goes to

1 for sufficiently large .

Now since the legitimate receiver has @;, he also knows 7Y (d;). Then he gets an estimation of wo; by picking

the unique s ; such that (z2 (W), 9N (a:), y™ (i), N (a;)) are jointly typical. We will have s ; = wo ; with

high probability, if the codewords of 22 is upper bounded by 2V!(X2:Y:¥+1X:) and N is sufficiently large.

After decoding s ;, the legitimate receiver tries to find a quintuple such that

(@ (W1,4), 25 (wa,), 9 (a;), yN (i), zN (a;)) are jointly typical. Based on the AEP, the probability Pr{u; ; =

wy;} goes to 1 if the codewords of 22V is upper bounded by 2V/(X1:Y:¥+X2.X:) and N is sufficiently large.
P, < € is easy to be checked by using the above encoding-decoding schemes. Now, it remains to prove A >

R1 4+ Rs — € for both cases, see the followings.

Equivocation Analysis:

Proof of A > Ry + Ry — ¢ for case 1:

1
A = —H zN
N (W1, Wa|ZT)

= %(H(WAZN) + H(Wa Wy, 27)). (AS6)

The first term in is bounded as follows.

SHONIZY) = (2% - H(ZY)
= S EWL 2N XY XY) - BN, XN, 2Y) - H(ZY))
@SN XN+ HO) + B - HO, XN W, 2Y) - H(ZY))
= SECN) +HXY) - 16, XN 2Y) - BN, XN, 2V)), (As7)

where (a) follows from Wy — (X, XN) — ZN, H(W;|X{) = 0 and the fact that X}V is independent of X}V.
Consider the first term in (A57), the code-book generation of 2} shows that the total number of 2V is upper
bounded by (AS5T). Thus, using the same approach as that in [7, Lemma 3], we have

1 N /
FHXT) 2 I(X5 V.Y | Xo, Xp) + BT = Ry — € — e, (A58)

where €1 v — 0 as N — oo.

For the second term in 1} the code-book generation of xf,v and [7, Lemma 3] guarantee that

T

1 ,
NH(XTN) >R —€ —en, (A59)

where e ;v —+ 0 as N — oo.
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For the third term in (A57), since the channel is memoryless, and X{¥, X2, X are i.i.d. generated, we get

1
NI(X{V, XN ZNY = 1(X1, X,; Z). (A60)
Now, we consider the last term of (AS57). Given w;, the wiretapper can do joint decoding. Specifically, given 2™V

and wq,

1
FHXT, XX W, 2Y) <6 v (A61)

(e3 v — 0 as N — o0) is guaranteed if R, < I(X,;Z|X1) and I(X3;Y, ?T|X2,XT) — ¢ + R — Rf — Ry <
I(X;;Z|X,), and this is from the properties of AEP (similar argument is used in the proof of [18, Theorem 3]).
By checking (A47) and (A351), (A6I) is obtained.
Substituting (A38), (A39), (A60) and (A6I) into (A57), we have
i
N
The second term in (A36) is bounded as follows.

H(W1|ZN> Z ]()(1,5/7 }Afrng,Xr) + R* — I(Xl,XT; Z) - 26/ —€1,N —€2 N — €3 N- (A62)

1 1
NH(W2|W1,ZN) > NH(W2|W1,ZN,XfV,X7fV)

—~
—

1

= (HO, 2% XY XN - H(ZY, XY X))
= W, 2% XY XN XN - B W, 28, XY XN~ HZY, XY X))
D SEHENIXY XY, XN+ HON) + HO) + HX)
H(XY W, 2%, X XN) — H(ZNIXY XN~ HO) — HXY)
= ) — 1 2V XN, XY - B W, 2V, X X)), (A63)

where (1) is from the Markov chain W; — (ZN ,XIN ,X,I.V ) — W, and (2) is from the Markov chain Wy —
(XN XN XNY — ZN, HW,| X)) =0, and the fact that X{¥, X2 and X7 are independent.

Consider the first term in (A63), using the same approach as that in [7, Lemma 3], we have

1 N ’
NH(XéV ) > I(X9; Y, Y| X)) —€ — ean, (A64)

where €4 ;v — 0 as N — oo.

For the second term in (A63)), since the channel is memoryless, and X3¥, X3, XN are i.i.d. generated, we get

1
NI(XéV; ZNIXN XNY = 1(Xq; 2| X1, X)), (A65)

Now, we consider the last term of (A63). Given ZV, X {V s X,J_V and W, the total number of possible codewords

of x is 2N(I(X2;Y’?T‘XT)*ELR2). By using the Fano’s inequality and 1i we have

1
NH(XQ\WQ,Z%X{V,XH) < es.N- (A66)
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Substituting (A64), (A63) and (A66) into (A63), we have

1 N ,
NH(WQWVI’ ZNY > I(Xo; Y, Y, | X)) — (X2, Z|1X1, X)) —€ —ean — €5, (A67)

Substituting (A62) and (A67) into (A56), and choosing ¢ and sufficiently large N such that 3¢ + €1,N +e2 N+

es N +ean+esnv <€, A> Ry + Ry — e for case 1 is proved.

Proof of A > R; + Ry — ¢ for case 2:

1
A = —H zN
N (W1, Wa|ZT)

= %(H(WAZN) + H(Wa| Wy, 27)). (AGS)

The first term in (A68) is bounded as follows.

1 1
—HWzNYy > —HW,|zZV xN
FHMZY) = GHZY, X))

= S (HW, 2V, XN~ H(ZY, X))

1
= N<H<W1’ZN’X{V7X7{V) _H(X1N|W17ZNaX£V> _H(ZN5X7J'V))

1
@SN IXN XN+ B + HXY) - HXY W3, 25, x0)

—H(ZY|XY) = H(X.))
1
= FHED) - IXY Z2VXY) - HX WA, 28, X)), (A69)
where (a) follows from Wy — (X, XN) — ZN, H(W|X{) = 0 and the fact that X}V is independent of XV.
Consider the first term in , the code-book generation of x) shows that the total number of z¥' is
ON(I(X13Y, Y| X2, X ) =€) Thus, using the same approach as that in 7, Lemma 3], we have

1 A ’
FHED) 2 I(X5 V.Y |Xp, X)) = € — e, (A70)

where €; ;v — 0 as N — oo.

For the second term in (A69), since the channel is memoryless, and X7V, X3, X are i.i.d. generated, we get

1
I 2V XY = 1(X; Z1X,). (A71)

Now, we consider the last term of (A69). Given ZV, XN and W, the total number of possible codewords of
oV is 2N(I(X19Y’ﬁ'|x2’x")*€/’Rl). By using the Fano’s inequality and l| we have

1
FHXY W, ZY X)) < e, (A72)

where e ;v — 0 as N — oo.

Substituting (A70), (A71) and (A72) into (A69), we have

1 N /
NH(W1|ZN) 2 I(Xl;KYT|X2,XT) - I(Xl,Z|XT) —€ —€1,N —€2N- (A73)
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The second term in (A68) is bounded the same as that for case 1, and thus, we have

1 N /
lim fH(WQlWl,ZN) Z I(XQ,KYT|XT) - I(XQ; Zle,XT) — € — €3N — €4 N-. (A74)
N—oo N » ,

The proof is omitted here.

Substituting (A73) and (A74) into (A68), and choosing € and sufficiently large N such that 2¢ + ¢,y + €2 v +

es N +eany <€, A> Ry + Ry — e for case 2 is proved.

The proof of Theorem [3]is completed.

APPENDIX D

PROOF OF THEOREM [4]

In this section, we prove Theorem@ all the achievable secrecy pairs (R1, Rz) of the degraded discrete memoryless

MARC-WT are contained in the set R94°. We will prove the inequalities of Theorem E| in the remainder of this

section.

(Proof of Ry < I(X1,X,;Y|Xs,U) — I(Xy1; Z|U)):

R1—€

@1

H(W;) —e NH(W1|ZN)

(HW,|ZN) = HW, | ZN , Wa, YN XYY 4+ 6(P,))

(HW1|Z"N) = HWi|ZY, YN, X37) + 6(P.))

TWi YN, X ZN) + 6(P.))

(HYN, X3'1Z2Y) = HYN, X357 | 2%, Wi, XTY) + 6(P.))

(HYN, X3'|1Z2Y) = HY™, X3' |27, X7) + 6(P.))

TN, X35 XY ZN) + 6(Fe))

(H(X1'12Y) = HX{ |2 YN, X5") = HXT) + H(XT'|X3") + 6(P.))
XY NXT) = 1(XY Z2Y) + 6(P))

XY, XYV XS - 1(XY 2Y) + 6(Pe))

e L] L] K e e e R e e

N
. . . P
Z(H(mw—l,x;v) — HYi| X1 4, Xoi, Xpi) — H(ZJ|Z7Y + H(Z)|Z7H X)) + 5(N6)
=1
1 al 1—1 N 1—1 1—1 1—1 7—1 N 5(P€)
~ 2 HEY T X 2 = H(Yi| X, Xo g, Xei, 271) = H(Z| 271 + H(Zi| 271 X)) + =5
=1
S(Pe)

(H(Y;| X2, Zifl) — H(Yi| X145, Xo4, X0, Ziil) - H(Zi|Zi71) + H(Zi|Zi717X1,i)) +

2=
e

@
I
-

N

(H(Y}| Xa,, 271 T =) — H(Y| X1,0, X2, Xoi, 2074 T =4) — H(Zi| 271, T =14)

==
e

@
Il
—
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; (P,
+H(Z;| 27 Xa 5, =14)) + (N )
- _ _ _ 0(P.

D Y| Xar0. 27700 HYX0, 0, Xaus, Xy 2270 0) = H(Z\Z77 )+ H(Z01270, Xy, )+ 2)

o(P.

O 100, XY 1%, 0) — 100 210 + 2, (A75)
where (1) is from the fact that the secrecy requirement on the full message set also ensures the secrecy of individual
message (see (2.3)), (2) is from the Fanos inequality, (3) is from H(W,|X2') = 0, (4) is from H(W|X{]) =0, (5)
and (6) are from the fact that the wiretap channel is degraded, which implies the Markov chain X{¥ — (X, YY) —

ZN, and from the fact that X{¥ is independent of X2, (7) is from the Markov chains Y; — (Y~1 XJ¥) — Zi~1
and Y, — (X1, X2, Xri) — Z'~1 (these Markov chains are also from the fact that the wiretap channel is
degraded), (8) is from .J is a random variable (uniformly distributed over {1,2,...,N}), and it is independent
of X{V, Xév, Xﬂv, YN and ZVN, (9) is from J is uniformly distributed over {1,2,..., N}, and (10) is from the
definitions that X; £ X175, Xo £ Xo.7, Xy £ Xr5 Y 2Y;,Z2 Zyand U 2 (Z771, ).
By using P. < € and letting ¢ — 0, Ry < I(X1, X;; Y| X2, U) — I(Xy; Z|U) is proved.
(Proof of Ry < I(X5, X,;Y|X1,U) — I(X2; Z|U)):
The proof is analogous to the proof of Ry < I(X;,X,;Y|X5,U) — I(X;; Z|U), and it is omitted here.
Proof of Ry + Ry < I(X1, X2, X,;Y|U) — I(X1, Xs; Z|U):
1 1 N
Ri+Ry—¢ < A:NH(Wl,WﬂZ )
2 1 N N N
< WL WR|ZY) 4 8(P) — HWy, Waly ™Y, 2Y))
1
< N(H(YN|ZN) — HY M| ZN Wy, Wo, X, X3) + 0(P.))
1
Y S EHENZY) - B2 XY XY + 6(P)
1
= UGN X YY) - 1Y, X8 2%) 4 6(R)
1
< IO XL XYY - 1Y, X35 Z2) 4 6( )
N
1 ; - - , (P,
G S HEY) - HYIX X X 27— H(Z|Z) 4 H(Z0X 0 X, 27)) + 20
i=1
® 1 ¢ i—1 i—1 i—1 i—1 6(Fe)
= ¥ D (HM|Z'™Y) = H(Y| X4, Xo, X3, 27 1) = H(Z4| Z71) + H(Zi| X1, Xo,0, Z2771)) + N

s
Il
_

(H(Yi|Z71 T =) = H(Yi| X1, Xo,4, X5, 271, T =d)

=
==
e

Il
—

Z ()

~H(Z)|Z"7Y T = i)+ H(Zi| X145, X204, 27 T =) + N

= H(Y;|Z77',J) - HY;|X1,5,X2.5, X0, 2771, J)
5(P.)

—H(Z| 2778 0) + H(Zy| X0, X0, 2770 ) + =
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5(¢)

< I(Xq, X9, X3 Y|U) — I(Xy, Xo; Z|U) + —=,

N

where (1) is from (2.2), (2) is from the Fanos inequality, (3) is from (Wi, Ws) — (XN, XY, ZN) — YN, 4)

is from Y; — (X14, X2, Xri) — 2071, (5) is from V; — Y=l — Z=1 (6) is from J is a random variable

(uniformly distributed over {17 2, ..., N}), and it is independent of X{V, Xév, Xﬂv, YV and ZV, (7) is from J is

uniformly distributed over {1,2,..., N}, and (8) is from the definitions that X; £ X5, Xo £ X5, X, £ X7,
Y2Y;,Z2 Z;and U £ (Z771,J), and the fact that P, < e.
Letting € — 0, Ry + Ro < I(X1, X2, X Y|U) — I(X4, X2; Z|U) is proved.

The proof of Theorem [] is completed.

APPENDIX E

PROOF OF THEOREM [§]

(A76)

Since N3 > Ny, the GMARC-WT reduces to a kind of degraded MARC-WT with the Markov chain (X7, X, X, Y,.) —

Y — Z, and thus the outer bound R9°“! can be obtained from Theorem [4} The details are as follows.

From (A73)), we know that

N
1 i1 i1
R, < ~ ig_l(h(Yi|X27i7Z ) — h(Y3| X1, X0, Xri, Z°77)

, , 6(P,
—h(Z,»|Zl_1) + h(Zi|Z1_1,X17i)) + (N ) (A7T7)
Analogously,
1 & . . _
Ry < Z;(h(mxl,h 27 = h(Yil Xy, Xo g, X, 2071) = W(Zi| 2°7)
- (P,
+h(Zi| Z7Y, X)) + (Fe), (A78)
From (A76), we have
1 & . . _
Ri+ Ry < =3 (MYi|Z'7h) = h(Yil X3 Xa 5, Xoi 271) = h(Z,|2°7Y)
=1
- (P,
+h(Zi| X1, X204, Z'71)) + %) (A79)

It remains to bound the conditional entropies in (A77), (A73) and (A79), see the followings.

First note that

N

1 .

N g h(Zi| X1,0, X2, 27 1)
i=1

IN

IN

1 N
D MZil X1, X

=1

1 N
N O M2+ Xe)
i=1

N
11 )
N ii - 5 log 27T€(E[XT’7;] + NQ)



N
1 1
< glog 27T€(N ;E[Xfi] + Na)

1
< 3 log 2me(P, 4+ Na),

where (1) is from Z; = Xy ; + Xo; + X,.; + Z5;, and (2) is from Jensen’s inequality.
On the other hand,

2=
.MZ

s
Il
-

h(Zi| X1, X204, 271 > h(Zi| X1,y X2y Xoiy Z771)

2=
-
5
2|~
o

=

WM Zi| X1, X265 Xri)

>l

1
= Y (%)
i=1

=

=

= ¥ Z log 2meNy = 3 log 2meNs,
where (a) is from the Markov chain Z¢~! — (X17i,X27i,Xr7i) — Z;.

Combining (A80) and (A81), we establish that there exists some « € [0,1] such that

— Z W(Zi| X1 4y Xo4, Z071) = log ore(aP, + Ny).
=1
Second, since

v
=l

N N

1 : -

Nzh(zﬂleZFl) E (Zil X1, X2, 2"71)
i=1 i—1

log 2we(aP, + N3),

DN =

and

=
M=

h(Zi| X1, 271 < h(Zi| X1,:)

=
\MZ

q
Il
—
-
Il
—

WZsi + Xoi + Xr i)

IN
|-
M-

i=1
11 ) )
< N ; 3 log 2me(E[X; ;] + E[X5,] + No)
1 L N
< §log27re(N; Z: [X3.]+ N2)

1
5 log 27T6(PT + P2 + ]\[2)7

we establish that there exists some (; € [0, 1] such that

th (Zi| X140, 271 = log27re(aP + Ny + B1(P, + Py + Ny — aP, — Ny))

i=1

1
= 5 10g 27T€(N2 + PT(O[ + ,61 - 06,81) + B1P2).
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(A80)

(A81)

(A82)

(A83)

(A84)

(A85)



Third, analogously, there exists some (2 € [0, 1] such that

NZh (Zi| X4, 2'71) = 10g27re(N2+P( + Bo — afy) + BoPr).

=1

Fourth, since

h(Zi| X1, 2"71)

=z~
1=

N
Z Z|zz1 Z

= log 2me(Ny + P(a+ 1 — afy) + B1Pa),

=1

—_

1 N ) 1 N .
N MANZTY = 5 Y X, 2
=1 i=1
1
= 510g271’€(N2+P(a+ﬁ2_aﬂ2)+ﬁ2pl)
and
1 & : 1 &
N 2 MZIZTY < 5D h(Z)
=1 =1

[
2|~
-

<
Il
—

WZoi+ X1, + Xo i+ X0 4)

IN
2=
'MZ
DN | =

I
—

log 27re(E[X,2,72-] + E[Xfl] + E[X22z] + N2)

N N N

1 1 ) 1 ) 1 5
< log2me( D BIXZ ]+ =Y BIXT ]+ Y BIX3] +No)

i=1 i=1 i=1

1
< 510g27‘l’6(P7-—|—]31—|—P)2—|—]V2)7
there exists some v € [0, 1] such that
—ZhZ|Zl h 10g27re(C+’y(P +P +P,+Ny,—C)),

where C' is given by

C = max{Na+ P.(a+ 1 —af)+ B1P2, No+ P.(a+ B2 — affa) + f2P1 }.

Fifth, by using the entropy power inequality, we have
92h(Zi|X1,:,2° 7)) 92h(YitZy 4] X1,:,27 )
22h(Y,-,|X1)1;,Z""1) 4 22h(Z;,i|X1,aﬂ7ZPl)

B 92m(vilX1 02" 7Y) | 92h(Z).
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(A86)

(A87)

(A88)

(A89)

(A90)

(A91)

(A92)

where (1) is from the definition that Zé,i = Zy,; — Z1,4, (2) is from the entropy power inequality, and (3) is from

Zé,i is independent of X ; and Zi-1
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Substituting h(Zél) = 1log2me(N; — Np) and li into |i and using Jensen’s inequality, we have

N
1 . 1
¥ > (Yl X1, 27" < 5 log2me(Py(ar+ B1 — ap) + B Py + Ny). (A93)
=1
Analogously, we have
1 . 1
& D2 hYil X2, Z271) < S log2me(Pr(at B2 — af) + B2 P14+ Na), (A94)
=1
and
1 , 1
¥ > hyi|zi T < 5 log one(C 4 y(P. + P, + P, + N, — C)). (A95)
i=1
Finally, note that
WYl X1, Xoi, Xy 271 = W(Z1il X, X, Xriy 271
1
Y w21 = 5 log2meN, (A96)

where (1) is from Z; ; is independent of X, ;, X5 ;, X, ; and A
Substituting (AS2), (A83), (AS6), (A90), (A93), (A94), (A93) and (A96) into (A77), (ATS) and (A79), using the

fact that P, < € and letting ¢ — 0, Theorem [§] is proved.
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