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Abstract—Reconfigurable intelligent surface (RIS)-aided wire-
less communications have drawn significant attention recently.
We study the physical layer security of the downlink RIS-aided
transmission framework for randomly located users in the pres-
ence of a multi-antenna eavesdropper. To show the advantages
of RIS-aided networks, we consider two practical scenarios:
Communication with and without RIS. In both cases, we apply
the stochastic geometry theory to derive exact probability density
function (PDF) and cumulative distribution function (CDF) of
the received signal-to-interference-plus-noise ratio. Furthermore,
the obtained PDF and CDF are exploited to evaluate important
security performance of wireless communication including the
secrecy outage probability, the probability of nonzero secrecy
capacity, and the average secrecy rate. Monte-Carlo simulations
are subsequently conducted to validate the accuracy of our
analytical results. Compared with traditional MIMO systems,
the RIS-aided system offers better performance in terms of
physical layer security. In particular, the security performance
is improved significantly by increasing the number of reflecting
elements equipped in a RIS. However, adopting RIS equipped
with a small number of reflecting elements cannot improve the
system performance when the path loss of NLoS is small.

Index Terms—Fisher-Snedecor F-distribution, multiple-input
multiple-output, reconfigurable intelligent surface, stochastic ge-
ometry.

I. INTRODUCTION

Recently, reconfigurable intelligent surface (RIS) has been
proposed as a promising technique as it can achieve high
spectral-/energy-efficiency through adaptively controlling the
wireless signal propagation environment [[1]]. Specifically, RIS
is a planar array which comprises a large number of nearly
passive reflecting elements. By equipping the RIS with a con-
troller, each element of the RIS can independently introduce a
phase shift on the reflected signal. Besides, a RIS can be easily
coated on existing infrastructures such as walls of buildings,
facilitating low-cost and low-complexity implementation. By
smartly adjusting the phase shifts induced by all the reflecting
elements, the RIS can bring various potential advantages to
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the system such as enriching the channel by deliberately
introducing more multi-paths, increasing the coverage area,
or beamforming, while consuming very low amount of energy
due to the passive nature of its elements [2]]. Recently, RIS has
been introduced into many wireless communication systems.
For instance, the authors in [3]] studied a RIS-aided single-user
multiple-input single-output (MISO) system and optimized the
introduced phase shifts to maximize the total received signal
power at the users. In [4], various designs were proposed
for both the transmit power allocation at a base station (BS)
and the phases introduced by the RIS elements to maximize
the energy and the spectral efficiency of a RIS-aided multi-
user MISO system. Besides, the authors of [S] considered a
downlink (DL) multiuser communication system where the
signal-to-interference-plus noise ratio (SINR) was maximized
for given phase shifts introduced by a RIS.

In practice, communication security is always a funda-
mental problem in wireless networks due to its broadcast
nature. Besides traditional encryption methods adopted in
the application layer, physical layer security (PLS) [6]—[SI]
serves as an alternative for providing secure communication in
fast access fifth-generation (5G) networks. Furthermore, PLS
can achieve high-quality safety performance without requiring
actual key distribution, which is a perfect match with the
requirements of 5G. To fully exploit the advantages of 5G,
multi-antenna technology has become a powerful tool for
enhancing the PLS in wireless fading networks, e.g. [9]-
[15]. In particular, with the degrees of freedom provided by
multiple antennas, a transmitter can steer its beamforming
direction to exploit the maximum directivity gain to reduce
the potential of signal leakage to eavesdroppers. However,
there are only a few works considering the PLS in the
emerging RIS-based communication systems, despite its great
importance for modern wireless systems. For example, a
RIS-aided secure communication system was investigated in
[L6], [17] but their communication systems only consist of
a transmitter, one legitimate receiver, single eavesdropper,
and a RIS with limited practical applications. Furthermore,
authors in [18]] studied a DL MISO broadcast system where a
BS transmits independent data streams to multiple legitimate
receivers securely in the existence of multiple eavesdroppers.
In order to conceive a practical RIS framework, user positions
have to be taken into account using stochastic geometry for
analyzing the system performance. In fact, stochastic geometry
is an efficient mathematical tool for capturing the topological
randomness of networks [19]], [20]. However, there are only a
few works studying the impact of user-locations on the security
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performance.

Motivated by the aforementioned reasons, in this paper, we
study the security performance of a RIS-aided DL multiple-
input multiple-output (MIMO) system for randomly located
roaming multi-antenna users in the presence of a multi-antenna
eavesdropper. Moreover, we aim to answer a fundamental
question “How much improvement can RIS bring to physi-
cal layer security in wireless communications?”. The main
contributions of this paper are summarized as follows:

o To show the advantages of exploiting RIS to enhance
the PLS in wireless communications, we consider two
practical scenarios: RIS is adopted and its absence. For
each case, we derive the exact closed-form expressions of
SINR and its PDF and CDF, respectively. Furthermore,
considering a general set-up when the direct links be-
tween the BS and the RIS-aided users exist, we obtain
the CDF and outage probability (OP) expressions.

o Exploiting the tools from stochastic geometry, we propose
a novel PLS analysis framework of RIS-aided communi-
cation systems. Novel expressions are derived to charac-
terize the PLS performance, namely the secrecy outage
probability (SOP), the probability of nonzero secrecy
capacity (PNSC), and the average secrecy rate (ASR).
The derived results can provide insights, i.e., the security
performance is improved significantly by increasing the
number of reflecting elements.

o We derive highly accurate and simplified closed-form
approximations of the CDF expressions of SINR for both
scenarios. Furthermore, we present an asymptotic OP
analysis in the high-SNR regime. The derived results
show that adopting RIS equipped with a small number
of reflecting elements cannot improve the system perfor-
mance if the path loss of NLoS is small.

The remainder of the paper is organized as follows. In
Section [l we introduce the system model of the RIS-aided
DL MIMO communication system and derive the exact closed-
form of PDF and CDF expressions of SINR for users and the
eavesdropper. Section [l formulates the security performance
analysis in two scenarios and present the corresponding exact
expressions of the performance. In Section [Vl we derive the
approximations to the statistics of SINR in two scenarios,
and analyze the OP in high-SINR regime. Section [V] presents
the CDF and OP of scenario 2 when the direct links exist
between BS and RIS-aided users. Section [VI shows the
simulation results and the accuracy of the obtained expressions
is validated via Monte-Carlo simulations. Finally, Section [VII]
concludes this paper.

Mathematical notations: A list of mathematical symbols and
functions most frequently used in this paper is available in
Table [

II. SYSTEM MODEL AND PRELIMINARIES
A. System Description

Let us consider the DL MIMO-RIS system and assume that
a BS equipped with M transmit antennas (TAs) communicates
with N users each of which is equipped with K receive
antennas (RAs). a RIS is installed between the BS and

TABLE I
MATHEMATICAL SYMBOLS AND FUNCTIONS

v A subscript which denotes different links.
v =ui, - ,UN, U, ur denotes the signal is
sent by the BS, and destinations are N users,
the eavesdropper, and the RIS, respectively.
UV=UR—Ui, -+ ,UR — UN,UR — U denotes
the signal is reflected by the RIS, and the des-
tinations are /N users and the eavesdropper,
respectively.

o A subscript which denotes different kinds of
path loss. ¢ = L denotes the LoS links, o =
NL denotes the NLoS links.

K A subscript which denotes different antennas.
E[] The mathematical expectation.

T The radius of the disc.

HY Conjugate transpose.

HT Transpose.

Crxy The space of = x y complex-valued matrices.

|- 1le The Frobenius norm.

J j=v-1

{Ai}iLzl {Al}le denotes A1, A, -+, Ap.
() Gamma function [21, eq. (8.310/1)]

B(,") Beta function [21], Eq. (8.384.1)]
oF1(, ;) | Hypergeometric function Eq. (9.111)]
Ghd () Meijer’s G-function eq. (9.301)]
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Fig. 1. Two practical scenarios: Communication without (left hand side) and
with RIS (right hand side).

the users for assisting end-to-end communication. By jointly
optimizing the transmit precoding at the BS and the reflect
phase shifts at the RIS according to the wireless channel
conditions, the reflected signals can be added constructively
at the desired receiver to enhance the received signal power,
which can potentially yield a secure transmission [22]]. In
addition, a malicious eavesdropper who is equipped with K
RAs aims to eavesdrop the information of the desired user. We
assume that the number of reflecting elements on the RIS is L.
The RIS is equipped with a controller to coordinate between
the BS and the RIS for both channel acquisition and data
transmission [3]]. As such, the signal received from the BS
can be manipulated by the RIS via adjusting the phase shifts
and amplitude coefficients of the RIS elements.

On the other hand, various practical approaches have been



proposed in the literature for the channel estimation of RIS-
aided links [23]-[25]. Thus, we can assume that the global
channel state information (CSI) of users is perfectly known for
joint design of beamforming [26]. The CSI of the eavesdropper
is typically unavailable as the eavesdropper is passive to hide
its existence. Therefore, the passive eavesdropping scenario is
considered [27]]. To quantify the performance of such a RIS-
aided communication system, we adopt SOP, PNSC, and ASR
as performance metrics of interested.

In particularly, we assume that the users are located on a
disc with a radius r according to homogeneous Poisson point
processes (HPPP) [28] with density A and the eavesdropper
will try to choose a position that is close to the legitimate
user.

In practice, the direct transmission link between the BS and
the users may be blocked by trees or buildings. Such assump-
tion is applicable for 5G and mmWave communication systems
that are known to suffer from high path and penetration losses
resulting in signal blockages. In order to unveil the benefits in
adopting the RIS, we consider the following two practice of
communication scenarios:

o As shown in Fig. [l (a), for the first scenario, RIS is not
adopted for enhancing the PLS and the quality of wireless
communication. Specifically, both LoS and NLoS links
exist in our system. Without loss of generality, we focus
our attention on user n. We use d, ., to denote the
distance between the BS and user n (n = 1,---, N).
According to Table [l we have v = u,, o0 = L for LoS
links and v = u,,, 0 = NL for NLoS links.

« For the second scenario, a RIS is deployed to leverage the
LoS components with respect to both the BS and the users
to assist their end-to-end communication of Fig. [ (b).
Thus, the NLoS users in scenario 1 now can communicate
with BS through two LoS links with the help of RIS.
Moreover, the locations of the BS and the RIS are fixed,
hence we assume that the distance between the BS and
the RIS is known and denoted by d,, 1. In addition,
the distance between the RIS and user n is denoted by
duR—un,,L-

B. Blockage Model

A blockage model was proposed in [29], which can be re-
garded as an accurate approximation of the statistical blockage
model [30] and incorporates the LoS ball model proposed in
[31] as a special case. In the considered system model, we
adopt the blockage model to divide the users process in the
spherical region around the BS into two independent HPPPs:
LoS users process and NLoS users process. In particular, we
define gr,(r) as the probability that a link of length r is LoS.
Each access link of separation 7 is assumed to be LoS with
probability B if » < r; and O otherwise:

( ) o Bl, if r S T1
ir) = 0, otherwise

where 0 < B; < 1. The parameter B; can be interpreted as
the average LoS area in a circular ball with a radius of r;
around the BS.

; ey

C. User Model

Let us assume that the users are located according to a HPPP
within the disc shown as Fig.[Il The PDF of the user locations
have been derived as [32, eq. (30)]. As a result, the CDF of
the user locations is given by

r? 3

R e R

where rg is the minimum distance which is used to avoid
encountering a singularity [33]]. Thus, the probability of the
distance between the user and the BS is less than r; can be
expressed as

if ro<r<R, (2

. g
By £Pr(r<r)=Fgr(r1)= 210 2 —13) 3)
0 0

D. Path Loss Model

For the first communication scenario without a RIS, dif-
ferent path loss equations are applied to model the LoS and
NLoS links as [29], [31]

d, 1. if BS — user n link is LoS link.

Lid)= {duf"f%, if BS — user n link is NLoS link,

where o and aw are the LoS and NLoS path loss exponents,
respectively. Typical values of o and aeo are defined in [34}
Table 1], while a1 < ag hold in general.

For the second communication scenario with the assistance
by the RIS, recently, the free-space path loss models of RIS-
aided wireless communications are developed for different
situations in [35, Proposition 1]. Authors in [35] proposed
that the free-space path loss of RIS-aided communications is
proportional to (dy, 1.dy R_un;L)Q in the far field case. Thus,
we obtain

L(dup 1y dup—u, 1) =Cr,Cr,d, 2 d,> 5)

uRr,L"uRr —un,L?

where C'r,, and C7,, denote the path loss intercepts of BS-RIS
and RIS-user links, respectively.

E. Small-Scale Fading

To unify the system performance with different channel
environment, generalized fading distributions have been pro-
posed that include the most common fading distributions as
special cases [8], [36], [37]. It has been shown recently that
the Fisher-Snedecor F composite fading model can provide
a more comprehensive modeling and characterization of the
simultaneous occurrence of multipath fading and shadowing,
which is generally more accurate than most other general-
ized fading models [38]. Furthermore, the Fisher-Snedecor F
model is more general and includes several fading distributions
as special cases, while being more mathematically tractable.
For example, authors in [32] conceived a RIS-aided MIMO
framework using Nakagami-m distribution. Note that Fisher-
Snedecor F distribution includes the case of Nakagami-m
distribution for ms; — oo as one of its subsequent special
cases, such as Rayleigh (m = 1) and one-sided Gaussian



(m = 1/2). Motivated by this, the Fisher-Snedecor F dis-
tribution has been adopted to analyze the RIS-aided systems,
i.e., RIS-aided Internet-of-Things networks [39].

To conceive a practical RIS framework, we assume that
the small-scale fading of each link follows Fisher-Snedecor
F fading distributions [39]. The channel correlation between
RIS elements may exist because the electrical size of RIS’s
reflecting elements is between \/8 and A/4 in principle, where
A is a wavelength of the signal [40]. However, it is hard to
model the correlation in RIS because a tractable model for
capturing such unique characteristics has not been reported in
the literature yet. Therefore, we consider a scenario where the
correlation is weak enough to be ignored, i.e., the electrical
size of RIS’s reflecting elements is larger than \/4 because the
frequency of signals is high [41], [42]]. Thus, we can assume
that the small scale fading components are independent of each
other.

For the first communication scenario, in order to charac-
terize the LoS and NLoS links between the BS and users
(eavesdropper), the small-scale fading matrices are defined as

v,0 v,0
q11 qy m
QU,O’ = ) (6)
v,0 v,0
A1 " 4y Mm

where Q, » (0 = L,NL) is a K x M matrix. Letting v = uy,
we obtain the small-scale fading matrix between the BS and
user n. Using [43] Eq. (5)], the PDF of the elements of (6)
can be expressed as

2m™((mgs — 1) Q)" x?m =1

Jx() = B (m,mg)(mr2 + (my — 1) Q)™

@)

where ) = E [rﬂ is the mean power, m and mg are physical
parameters which represent the fading severity and shadowing
parameters, respectively.

For the second case, the small-scale fading matrices for the
LoS links between the BS and users (eavesdropper) are same
as the first case. In addition, in order to model the LoS links
between the BS and the RIS, the small-scale fading matrix is
defined as

ur,L ur,L
a1 g
Quar=| :+ + =+ |, ®)
ur,L ur,L
qL,l e qL,M

where Q1. is a L x M matrix.
In order to model the LoS links between the RIS and users
(eavesdropper), the small-scale fading matrices are defined as

v,L v,L
qu - quL
QML = ) (9)
v,L v,L
Ak 1 di 1

where Q, 1, is a K x L matrix. Letting v = ur — u,, we get
the small-scale fading matrix between the RIS and user n.

F. Directional Beamforming

Highly directional beamforming antenna arrays are de-
ployed at the BS to compensate the significant path-loss in the

considered system. For mathematical tractability and similar
to [29], [30], the antenna pattern of users can be approximated
by a sectored antenna model in [44] which is given by

Goe, if 0] <0,
gm(e):{ wr i [0

gu,s, Otherwise,

where 6, distributed in [0, 27], is the angle between the BS
and the user, 6. denotes the beamwidth of the main lobe,
for each TA, G, and g, . are respectively the array gains
of main and sidelobes. In practice, the BS can adjust their
antennas according to the CSI. In the following, we denote
the boresight direction of the antennas as 0°. For simplifying
the performance analysis, different antennas of the authorized
users and the malicious eavesdropper are assumed to have
same array gains. Thus, without loss of generality, we assume
that gv,n = gv, Gv,n = Gv and Gu,k = Gu-

(K;:la"' aK)a (10)

G. SINR Analysis

Let us consider a composite channel model of large-scale
and small-scale fading. It is assumed that the distance d,, ¢,
v = uy, - ,uN,Ue, and ¢ = L,NL are independent but
not identically distributed (i.n.i.d.) and the large-scale fading
is represented by the path loss. In the DL transmission, the
complex baseband transmitted signal at the BS can be then

expressed as
N
T = E Pu,, Sy,
n=1

where s,, (n =1,---,N) are i.i.d. random variables (RVs)
with zero mean and unit variance, denoting the information-
bearing symbols of users, and p,, € CM*! is the correspond-
ing beamforming vector. The transmit power consumed at the
BS can be expressed as

N
2
P=>"|pu.l"
n=1

For the first communication scenario, e.g., Fig.[Il (a), there are
both LoS and NLoS links. The signal received by user n or
the eavesdropper from the BS can be expressed as

Y

12)

GUL (dv,a)vav,apvsv

N
+1/GoL (dvo) Y VoQuoPisi +vuNo,  (13)

i#£v

Multi—user interference

Yv,o =

where v = w,, U, 0 = L,NL, v,,, € C'*X is the detection
vector of user n, and Ny € CE*1 denotes the additive white
Gaussian noise, which is modeled as a realization of a zero-
mean complex circularly symmetric Gaussian variable with

H 2
variance oiyy;.

For the second communication scenario, e.g., Fig. I (b),
there are LoS and RIS-aided links. For LoS links, the signal
received by the user or the eavesdropper can be obtained by
letting o = L in (I3). For RIS-aided links, the signal can be



expressed as

y%j{IS = \/GUL (duR,Lv duR*v,L)VUQuRfv.,L@QuR,vaSv

N
+VUNO +\/GUL(duR.,La duRw,L)ZVUQuRw,Lq)QuR,LpiSiv
i#v

Multi—user interference

(14)

where v = wn,u, ® = diag[Bio1, fod,  , Bror] is
a diagonal matrix accounting for the effective phase shift
introduced by all the elements of the RIS [], 8, € (0,1]
represents the amplitude reflection coefficient, ¢y = exp (j6y),
n=1,---,L, 6y € [0,27), denotes the phase shift.

In the literature, numerous methods have been proposed
to obtain the effective phase shift introduced by all the
elements of the RIS, e.g., [3], [32]], [46]-[48]. To mitigate
the interference at the ny, user and perform well both in
RIS and non-RIS scenarios, we adopt the design of passive
beamforming process and the downlink user-detection vectors
proposed in [32]]. The passive beamforming matrix at RIS can
be obtained as [32, eq. (13)]

H'X
ﬂmax ’

where [,.x is obtained by finding the maximum amplitude
coefficient, X is the signal sent by BS, and H can be
formulated from Qup—u, . LPQur,L, * ) Qua—un LPQug,L
as eq. (9)].

The detection vector of the ny;, user can be written as
eq. (19)]

- (15)

Vun = Tun Xun ) (16)

where T, is derived by the left singular vectors of H. With
the aid of the classic maximal ratio combining technique, x,,,
can be expressed as

TH h,,
]T

Un

Xy (17)

where h,,, is the wu,, column of the effective channel
matrix Qup—u, L.PQug.1.. Thus, the SINRs involved in both
scenarios can be obtained.

For the first case, the received SINR at user n and the
eavesdropper are denoted as SINR,, ,,, and it can be expressed

~ 2 7(1
gv hv o P (dv cr) gpun
SINR, , = , 18
1 maxQ2oN ( )
where p,, denotes the transmit power of the BS for user,

'We assume that the phase shifts can be continuously varied in [0, 27) to
characterize the fundamental performance of RIS. Although using the RIS
with discrete phase shifts causes performance loss [43], our results serve as
performance upper bounds for the considered system which are still useful
for characterizing the fundamental performance of the RIS-aided system.

2To facilitate effective eavesdropping, the eavesdropper should try to close
to BS because the SINR of the eavesdropper increases as d,,» decreases.

Q £ K — M — 1 is the effective antenna gain, and

v,0 v,0
a1,1 4, M
h,, = (19)
v,0 v,0
qQ)l .« . qQ7M

is a Q X M matrix which denotes the channel gain of user
n. In addition, we can see that the eavesdropper’s SINR is
affected by the random directivity gain G, (6).

For the second case, the SINR of LoS path can be obtained
by letting 0 = L in (I8). For the RIS-aided path, with the
help of the design of passive beamforming process [32], the
SINR with the optimal phase shift design of RIS’s reflector
array can be derived as eq. (29)]

N 2 _
G,Cr,CL, ||hy RISH (dug,Ldv.1) *pu,,
SINR,, = ,
RIS maxQ2UN
(20)
where v = ur — Uy, Ur — Ue, and
(a) - (ar5") (aF) - (arm)
ﬁu,RIS = : :
v,L ur,L v,L uRr,L
(a55) - (am) - (a6%) - (ax)
(21)

is a @ x L matrix.

With the help of (I8) and 20), we derive the exact PDF
and CDF expressions for each scenario’s SINR in terms
of multivariate Fox’s H-function eq. (A-1)], which are
summarized in the following Theorems.

Theorem 1. For the first communication scenario, let Z,, , =
SINR, &, the CDF of Z,, » is expressed as

1
z) = H m(ﬂcnma — Hepr, o), (22)

where Hcpr,n (b = 0,2) is derived as (23) at the
top of the next page, A {mg}l 1 =

vpun

PZ.. Q207
v,0 M Q M v,0 M Q
{{mqﬁ’n nil} , {mslz}?:1 = {{qu,’n nzl}q:1, and
Q
{Qe}l 1 _{{Q n= 1} =1
Proof: Please refer to Appendix [Al [ |

Theorem 2. For the first communication scenario, the PDF
of the SINR for the user n and eavesdropper can be given by
QM 1
I2,,(2)= || =——+—(HprDF, 2
B ( ) gr(mSZ)F(mz)( 1
where Hppr, 1 (h=0,2) is derived as 23)) at the top of the
next page.
Proof: Following similar procedures as in Appendix
we can derive the PDF of Z,, , by calculating

— Hppr,,0), (24)

fet) = [ afxanfolads 26)
where fx(-) is given as eq. (23)] and fp(-) has been
derived as (A=4). ]
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"yl(ms 71)
H A 2rj oL 25512 S (1_53 Lo 1) P ) (Tmmey, D55 (1L 1), (=g, 1) 23
CDFy1,h = (r2 — ,,_2) a 1,2:2,1;++ 32,1 : 2 23)
i-rda Aper mon 01, 1) (=250, 1) 5 g, D55 (mar, 1)
*/QM(msQMfl)
Alz'rg‘ml
"yl(mslfl)
2r7 T Ay (=251, 1) : (L,1), (A—msy, D5 (1,1), (1—misgpy, 1)
H A h H0,112, 1,2 ol 9 . ) 9 S19 ) ) ) 9 SQM» 25
PP (g =gy a et Aperfmon (L1 1) (1= 2314, 1) = (ma, 1) 505 (mar, 1) @
YoM (msQM 71)
2 2
Th 0,1:1,2;+ ;1,2 (0;17 y )( 1), {(1 Ms 1)} 3 {(1 ms 71)}-
Hcpr,,n = Hibon! A ot A Ji=1 ’ vty =1 ). (28)
: (rs —713) LR 271< _% ) {(mi, )}z 15 imiqr, )}3:1
4 . e . — 2 [ — 2
Hppr, h 2 %H?,’;;;:f;‘-f;l A (_11 1, 71)'(17 1) ) {(1 msi:171).}i:1 72 a.(17 1) s {(1 msi’gL71)}i:1 . 30)
(T2 TO) (1717 71) (_2717"'71)'{(m7~7171)}i:1 7"'a{(m1’QL71)}i:1

Then, we focus on the derivation for the performance metric
in the second scenario.

Theorem 3. For the second communication scenario, let
Zyris = SINRy ris, the CDF of Z, ris can be expressed
as

QL
H Hcpr,,2 — Hepr,,o

=1 fll I (ms,,) T (miy)

where Hepr,,n (B =0,2) is derived as 28) at the top of the
T

FZU RIS( ) = ) 27

2 2
AzZ”’zml 1MmM2.1 AzZszl,QLmQ’QL

next page, A = | 5 T, 3
I1 (=17 I1 (ms g =1)70r
G001, Oy (du gy 1) "Pun L nM ¢
Ap = SRR Gl ’{ml’E}inl:{{mg’}{}"zl}q:f
L M@ L
{mlvse}iQ:I = {{msfj)’f; n:l}qzl’ {QLZ}iQ:I =
Q
oM L _ L
{ Qi }nfl}q i {ma,i2y = s n=1’
{mas Y, = {madn i} and {Qo 0}l = {Quat}l
Proof: Please refer to Appendix Bl [ ]

Theorem 4. For the second communication scenario, the PDF
of Z, ris can be deduced as

L
ﬁ (HppFy,2 — Hppry 0)

fZU,RIS (2) = 2
=1 TIT (mg,,) T (mae)
=1

; (29)

where Hppr, n (h=0,2) is derived as 3Q) at the top of the
next page.
Proof: Following similar procedures as in Appendix

we can express the PDF of Z,, ris with the help of 26). ®

Remark 1. By comparing Theorem [l and Theorem [3 or
Theorem 2] and Theorem we can see that, caused by the
characteristics of Fisher-Snedecor F distribution, the CDF
and PDF of the SINR for the RIS-aided path are very similar
to that of the LoS or NLoS path. This insight is very useful
because we only need to further investigate Theorem || and
Theorem[2for performance analysis of the first communication
scenario. In other words, we can get the results for the
RIS-aided scenario through simple parameter transformation.
Specifically, we can let mg — my gma g, Mg, — Mg, M, 4,
I (mg) = T (mye) T (may), T (ms,) = T (mg, ) T (m52’,_7),
(me) — (m10); (m2e), (ma,) = (my, )i (ma,,) QM —
QL and o, = NL, where A — B means replacing A with
B, and the results for the RIS-aided scenario will follow.

III. SECURITY PERFORMANCE ANALYSIS

The secrecy rate over fading wiretap channels [S1] is defined
as the difference between the main channel rate and the
wiretap channel rate as

_ Cun-,d - 027 Zun,o > Zuﬁ.,a-
Os (Zun.,a’v Zueyo) - { 0, Otherwise,

1 Zun o
_ log, (+Z7) v Lup.o > Lo
0, otherwise,

€19

which means that a positive secrecy rate can be assured if and
only if the received SINR at user n has a superior quality than
that at the eavesdropper.
In the considered RIS-aided system, we assume that the
location of users are random and define
Pa £ [PLos, PxLos] (32)
and
Pp=

[PrrosPra,PriosPrg,PrnrosPra,PranosPrgl,  (33)



where PrLOS 2 BiBs, Prnpes = 1 — BBy, Prg 2 L,
Pr, 21— 180, Pros represents the probability that the path
is LoS in two scenarios, Pn1,,g denotes the probability that
the path is NLoS in the first scenario or RIS-aided in the
second scenario, Pg is the probability that the eavesdropper’s
directivity gain is the same as the user’s, and P, represents
the probability that the eavesdropper’s directional gain is g, .
Besides, we assume that the eavesdropper has the same path

loss as user n because they are close to each other.

A. Outage Probability Characterization

The OP is defined as the probability that the instantaneous
SINR is less than Zi,, where Zi;, is the determined SNR
threshold. In the first communication scenario, the OP can
be directly calculated as

OP = Pa[Fz, (Zn) Fru o (Z)] ", (34)

which can be evaluated directly with the help of @22)).

Remark 2. In the second communication scenario, the OP
can be obtained by replacing Fz, . (Zw) in B4) with
Fz, ws(Zm). We can observe that OP decreases when the
channel condition of user n is improved. Moreover, a RIS
equipped with more elements will also make the OP lower.

B. SOP Characterization

The secrecy outage probability (SOP), is defined as the
probability that the instantaneous secrecy capacity falls below
a target secrecy rate threshold. In the first communication
scenario, the SOP can be written as

Pr(Zu L < R.Z,, LG+R5—1)
L<RZupg+Rs—1)
WNL < RsZy NLg + R — 1)
NL < RoZy, NLg + Rs — 1)

= Pg[SOP; ¢, SOP, 4, SOPs ¢, S0P, &]",

SOP =Pg E
( U ,N

(33)

where R; is the target secrecy rate, Ry = 2t [57], Lo LG
denotes that the eavesdropper’s directional gain is G, and
Zu, L,g denotes that the eavesdropper’s directional gain is
Gu.- With the help of (33) and Theorems we derive the
following propositions.

Proposition 1. Let SOP, x = 2Pr(Zy, o <R, Zny, ox+Rs—1)
denotes the element of the matrix in ([E]) where X = G, g. We
can express SOP; x as

SOP, x = S22 — 82,0 — So,2 + So,0, (36)

p = 0,2 and ¢ = 0,2) is de-
B1) at the top of the next Qpage, Hsop 2=
Ayzrimagm 41

Ar1zrSma
(71(m:;1)’ o ’72QM+1(m52QM+1*1)76 » Hs, and Hs,
are respectively given as (38) and B9) at the top of this page,
and e is a positive number close to zero (e.g., e = 107).
Proof: Please refer to Appendix[Q [ ]

where S,
rived as

Remark 3. In the second communication scenario, the SOP
of the RIS-aided path can be obtained with the help of Remark
From @B6), we can see that the SOP will decrease when the

fading parameter m,,, and ms, increase because of better
communication conditions. In addition, we can see that @,
M, and L will affect the dimension of the multivariate Fox’s
H-function, so Q, M and L have a greater impact on the
SOP than the channel parameters. Thus, it is obvious that
communication system designers can increase L of RIS for
lower SOP.

C. PNSC Characterization
Another fundamental performance metric of the PLS is the

probability of non-zero secrecy capacity (PNSC) which can
be defined as

(ZupL > Zu.L,G)
Pr (Zun,L > Zue,L,g)

(Zu, NL > Zu, NL,G)
Pr(Zy, .Nu > Zu. NL,g)

=Pg[PNZ ¢, PNZ 4, PNZyc,PNZs0)".

PNSC =Psp

(40)

Thus, we exploit and Theorems[1l4] to arrive the following
proportions.

Proposition 2. Let PNSC,x = Pr(Zu,.o > RsZu, o)
denotes the element of the matrix in and we can express
PNSC, x as

PNSCyx = P22 — P20 —Po2+ Poo,

where Ppq, (p = 0,2 and ¢ = 0,2) can be writ-
ten as {@2) ar the top of theT next page, Hpysc =

( Alzrz‘ml o
e (m5171)7 ’ 8’72QM(ms2 vl
pressed as and at the top of the next page, respec-
tively.

Proof: Please refer to Appendix (Dl [ ]

(41)

@
Alqu maQmM

, Hp, and Hp, are ex-

Remark 4. For the second communication scenario, the PNSC
of the RIS-aided path can be easily obtained according to
Remark [[1 From @1), we can see that PNSC will increase
when user n has good communication conditions or when the
eavesdropper is in a bad communication environment. Besides,
we can observe that PNSC is also more susceptible to @,
M, and L, because these parameters directly determine the
dimension of the multivariate Fox’s H-function. In general,
system designers can improve PNSC by increasing the size of
the RIS.

D. ASR Characterization

The ASR describes the difference between the rate of the
main channel and wiretap channel over instantaneous SINR
can be expressed as

[CS ( Un, Ly ue7L;G)]
Cs( Uy, L u L )]
ASR P [ ny ) eyl g
B ECs (Zu, L Zuo NL,G)]
[Os ( Un,NL> ZuC,NL,g)]

= Pg[ASC) ¢, ASCy 4, ASCy ¢, ASCy )" (45)

We derive the following proposition using and Theorems
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Spqg = ——————= X Hyuonllhhon | H. R, LI oA e2Qae> =)o : (37
T o, (13 — )t RO i Hs, : (ma,1)5--- 5 (maqu, 1);(0,1)
R 2 2

HSl_ 1__717 71707"'7070 ) __;07"'70717"'7170 ) 27_17"'7_1 5 0717"'71 . (38)

A N e N [ R S N——— N——
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HSzé(0517"'71707"'7070> (__71771707707())7(170770717717())7(_1__ O 707 5" 7170> (39)
N—— N~ — A N e N\ — N—— N~ — H/—/H/—/
QM QM QM QM QM QM QM QM
AAirprytes 0,3:1,2 12( Hs, : (1,1),(1 —me, 1)+ (1,1), (1—=m 1) >
7) — H H 1 ) ) S19 ) ) ) I S2QM . 42
T e, (13 —r2)? PRl pase Hs, : (m1,1);- -+ ; (magar, 1) “2)
2 2
HP1: 1__;17"'71707"'70 5 __707 70717 71 5 0717 71 (43)
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QM QM QM QM 2QM
HP2 £ (0717 71707 O) <__717 71707 70> 5 (1707 0717 71>7(_1 2707 0717 71> (44)
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Proposition 3. We assume that ASR, x=E[Cs(Zy.,, .0:Zu.0.x)
is the element of the matrix in {@3) and we can expressed
ASR, x as
2
ASR,x = Z (A2.2,; — A2,0,; — Ao2,i +A0,0,)
i—1

— (A223 —A20,3 —Ao2,3+Aoos), (46)

where A,q,;, (p = 0,2, ¢ = 0,2, and i = 1,2)
can be derived as @) at the top of the neth page,

A Alzr ma Alz’l"aﬂ’L2QM+1
Hasr = '3 . e, Ha,
Vl(msl_l) V2@ +1(Morgrr1 —1)
Hy,, and Apqs (p = 0,2 and ¢ = 0,2) are re-

spectively given as @8), @9) and GQ) at the top of the

)’e)T’

TYQM+1(mSQM+171

A1zr;‘m1

next page, Hasc, = (

A1 ZT‘? mQmM+1
Y1 (mslfl) B

Ha,, = |-2;0,--,0,0] ; 11 ,1,0]:10,1,---,1,0],
H/—’ ~——

M QM
and H,, , can be expressed as (ﬁ)
Proof: Please refer to Appendix[El [ |

Remark 5. For second communication scenario, the ASR of
the RIS-aided path can also be obtained according to Remark
[l From @6), as expected, better channel conditions will result
in a higher ASR. In addition, we can also observe that the
ASR can be improved by assuring larger RIS because the
multivariate Fox’s H-function in ASR is also more easily
affected by QQ, M, and L as SOP and PNSC.

IV. ASYMPTOTIC ANALYSIS
In the SINR expression (I8) of scenario 1, we observe
that ’fle is the sum of Fisher-Snedecor F RVs. An
F

accurate closed-form approximation to the distribution of sum
of Fisher-Snedecor F RVs using single Fisher-Snedecor F
distribution has been given in [33, Theorem 3]. Thus, eq. (I8)
can be expressed as

SINRUJ/ ~ Al (dv,g)iag}—h

where A; is defined after (22), Fy ~ F (mz,, msr,, 77, ) is a
single Fisher-Snedecor & RV which is adopted to approximate

the parameters of ’ h

(52)

~

2
h, || , where mz ,m
F

sr,, and yr, can be obtained from

v,0

2
p with the help of [S3| eq. (14)].

In the SINR expression (20) of scenario 2, HhU RIS H is the
sum of product of two Fisher-Snedecor F RVs. With tﬁe help
of [8, eq. (18)] and [8l eq. (10)], we can exploit a single Fisher-
Snedecor F RV to approximate the product of two Flsher-
Snedecor F RVs. Therefore, the distribution of ’ URISH
can also be approximated by a single Fisher-Snedecor
distribution. Following the similar parameters transformation
method as in (32), eq. @0) can be approximated as

SINR,, ris' &~ Aod, 1,2 Fa,

(53)

where Fo ~ F (mzr,, msr,,7r,) is a single Fisher-Snedecor
F RV, and A, is defined after 27).

Theorem 5. For the first communication scenario, let Z,, 51 =
SINR,, », the CDF of Z,, o+ can be expressed as

m]:l

29770 T (G — Gh2)
5

FZ )
v Qg (ry — T(Q)) L'(mz )T (mszx,)

- (2) = (54)
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J2 q 031,251,210 (r A2 - (L), s194) 3 sy ), sQMmy+) ) 50
Ares = g, (F ) e anon (fase Hagy t (ma, 1) 5 (maar, 1): (1,1) e
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QM QM QM
where G, (h = 0,2) is derived as approximated as
9 T
Gl B = 7’2G3’0 M 1’ 1+ 0¢_02 . (55) OP = PA |:FZun,L’ (Zth)7 FZun,NL’ (Zth):| ) (57)
" o reome 2y | O msE o
h Ea 7 where
Proof: Please refer to Appendix [H ] on MF (2eemEy | Haomr, mr =11 7
: pp ” A To mr, 1 th

Zun,o" - 2_ .2 _1\™MF
Remark 6. For the second communication scenario, let (2+agmz) a3 —15) Blnsr,, mzr) (msr, —1) (58)

ZU,RIS/ = SINRU,RIS’: the CDF of ZU,RIS/ can be obtained and o' = L. NL.

through simple parameter transformation in (34). Specifically, ’ _

we can let Ay — Ay, 0y — 2, MF, — ME,, MeF, — Msr,, Proof: Please refer to Appendix [Gl [ |

NF = YFer Gi,0 = Gay0, and G5 — Ga .

Thus, with the help of the approximated CDF of SINR,, .
and SINR, rrs’, we can re-derive the performance metrics,
ie., OP, SOP, PNSC, and ASR, to simplify the involved
calculations. Note that the multivariate Fox’s H-functions in
the CDF expressions of SINR, , and SINR, gris can be
expressed in the form of a multi-fold Mellin-Barnes type
contour integration where the order of integration increases
with the number of elements in the RIS. Besides, the Meijer G-
functions in the CDF expressions of SINR,, , and SINR,, ris
can be written as a one-fold Mellin-Barnes integration. There-
fore, the re-derivations of OP, SOP, PNSC, and ASR follow
similar methods as Section III A-D, but the results are simpler.
In the following, we focus on OP and study the asymptotic
behavior in the high-SINR regime, i.e., when vr, — oo, to
gain more insights.

For the first communication scenario, the OP can be ex-
pressed as

OP =Pa[Fz, . (Zw), Fry, o (Zw)]',  (56)

which can be evaluated with the aid of the CDF of Z,, ;. To
obtain more engineering insights from (36), the asymptotic
behavior in the high-SINR regime is analyzed.

Proposition 4. In the high-SINR regime, the OP can be

Furthermore, at high-SINRs, the OP can be written as O P
ﬁ;]Gd, where G4 denotes the diversity order. From (37), we
can observe that G4 = myr,.

As for the second communication scenario, the OP and
corresponding asymptotic expression can be obtained through
parameter transformation in Remark

V. RIS-AIDED SYSTEM WITH DIRECT LINKS

) ‘ Eavesdropper

User

<--- NLoS link
<— LoS link

Fig. 2. RIS communication system with the direct links.

For the second communication scenario, we assume that
there is no direct links between the BS and the users when
the BS beams toward the RIS. This assumption is reasonable
when the signals have high frequency which are easily blocked
by obstructions [34].
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(61)

However, as shown in Fig. 2] a more general SINR expres-
sion with direct channels considered can be given as

2 ~ 2

+ Hhv,RISH ) :
F F
Note that deriving the exact statistical characteristics of
SINR, rp are challenging, if not impossible, for calculating
the performance metrics. Thus, with the help of (32) and
(33), we can obtain the high-quality approximated CDF of
SINR,, rD.

SINR, rp = Aad,2 (HEW (59)

Theorem 6. For the second communication scenario with
direct links, let Z,, rp = SINR,, rp, the CDF of Z,, rp can
be expressed as

F (z)—ﬁ< s )mﬂ (3 —r3) G
2o U\ (mer, = 1)77,) T (mer)T (mz,)’

(60)

where G is derived as (61), shown at the top of the next page,

and Gy e e (-) denotes the Bivariate Meijer’s G-

Sunction [53)].

Proof: Please refer to Appendix [l [ ]
Therefore, the OP of the second scenario with direct linTks
can be expressed as OP = P [Fz, , (Zwn), Fz, np (Zin)]

VI. NUMERICAL RESULTS

In this section, analytical results are presented to illustrate
the advantages of applying the RIS to enhance the security
of the DL MIMO communication system. We assume that
the noise variances o at user n and the eavesdropper are
identical and o = 0 dB. The transmit power p,,, is defined
in dB with respect to the noise variance. The array gains of

main and sidelobes are set to G, = 30 dB and g, = —10
dB. For the small scale fading, we set m,, = 5, m,, = 3,
ms, = 5, Ms, = 3, Yu, = Yu. = —10 dB. The path

loss exponent is set to a; = 2. Moreover, in the considered
simulation scenario, we assume that ro = 400, r; = 300,
0 =1, Bmax = 1, dyp,r. = 30 and B; = 0.3. The numerical
results are verified via Monte-Carlo simulations by averaging
the obtain performance over 10° realizations.

Figure [3] depicts the OP performance versus transmit power
Du, With K =4, M =2, Zy, = 0 dB. As it can be observed,
the OP decreases as transmit power and L increase, which
means that the introduction of a RIS can provide a higher
quality of communication for the considered MIMO wireless
communication system. Moreover, when ay = 2.5, we can
observe that RIS cannot improve the system performance when
the number of reflecting elements is small. This is because
the OP is dominated by the path loss. When the signal is

0

=

10t
2 10?
Qo
[
Qo
<
o 0%
()
[=)]
] Without RIS, as = 2.5
I3 10 | —— Without RIS, az = 3

..... RIS-aided: L = 16
—mmemeen RIS-aided: L = 40
—————————— ‘With Direct Links

5 ]
10 *  Monte-Carlo Simulation
O  Single F Approxiamtion "«3@\\
P High-SINR approximation N
10° . . . .
10 12 14 16 18 20 22 24 26 28 30

Pu, (dB)

Fig. 3. Outage probability versus the transmit power for user n.
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%= Without RIS, av, =3

—p— RIS-aided
#  Monte-Carlo Simulation

I I I I
0 10 20 30 40 50 60 70 80
L

Fig. 4. Outage probability versus the number of reflecting elements equipped
in RIS.

propagates to the user via the direct links, the signal prop-
agation distance is shorter. Furthermore, while considering
the direct links exists between BS and RIS-aided users, we
can observe the OP is slightly lower than while assuming no
direct links exist. In addition, analytical results perfectly match
the approximate ones and Monte-Carlo simulations well. In
addition, the asymptotic expressions match well the exact ones
at high-SINR values thus proving their validity and versatility.

Figure M illustrates the OP performance versus the number
of reflecting elements equipped in RIS, with K =4, M = 2,
Zy, = 0 dB, and py,, = 25 dB. In Fig. @l we can observe
that the OP decreases as L increases. This is because the
increases of RIS’s elements offer more degrees of freedom
for efficient beamforming and interference management which
can significantly improve the system performance. However,
when the path loss of NLoS is small, applying a RIS equipped
with a small number of elements, i.e., less than 25, cannot
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Fig. 6. Probability of non-zero secrecy capacity versus transmit power for
user n.

offer a lower OP than the traditional MIMO system. This
is because the signal propagation distance in the direct link
between the BS and user is shorter then the end-to-end link
when RIS is used. In contrast, we can observe that when the
path loss of NLoS is large, i.e., when ay = 3, the performance
gain brought by RIS is significant. Furthermore, when L is
sufficiently large such that the reflected signal power by the
RIS dominates the total received power at user n, we can
observe that there is a diminishing return in the slope of OP
due to channel hardening [S6]. Thus, to achieve a low OP
at the user, there exists an trade-off between the number of
reflecting elements in RIS and the transmit power of the BS.

Figureldepicts the SOP performance versus transmit power
Du,, under different 6, with Ry =1, K =4, M =2, and ap =
3. For a certain setting of the parameters, the SOP decreases
as the transmit power of the BS increases. Besides, it can
be easily observed that the SOP increases as 6. decreases.
This is because a large value of 6. offers the eavesdroppers a
higher possibility in exploiting the larger array gains. Again,
it is evident that the analytical results match the Monte-Carlo
simulations well.

Figure 6] shows the analytical and simulated PNSC versus
transmit power p,,, under different 6, with R, = 1, K = 4,
M = 2, and as = 3. As it can be observed, the PNSC
decreases as 6. increases because the eavesdropper is more
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Fig. 7. Average security rate versus transmit power for user n.

likely to receive signals. Moreover, similar to the results in
Fig. Bl the use of RIS can enhance the security of the system.
Furthermore, if the transmit signal power is not high or the
number of reflecting elements on the RIS is not large, the
performance gain brought by RIS is rather then limited, as
the signal propagation distance in the direct link between the
BS and user is shorter then the end-to-end link when the
RIS is used. However, with the increase of transmit power,
the communication scenario with RIS enjoys a better security
performance.

Figure [ illustrates the ASR as a function of the transmit
power p,, for different settings of L with K =4, M = 2,
and as = 3. As expected, there is a perfect match between our
analytical and simulated results. Like SOP and PNSC, when
the transmit power is not large, there is only a small difference
for the ASR between communication with RIS and without
RIS. This is also because adopting RIS increases the signal
propagation distance. In contrast, when the power is moderate
to high, RIS is very useful for enhancing the security of the
physical layer, and as analyzed in Remark [3 the larger the
L is, the more obvious the performance gain is. Furthermore,
we can observe that there is a diminishing return in the ASR
gain due to increasing L. This is because when L is large, the
security performance of the system is mainly limited by other
factors, such as the channel quality and the path loss.

VII. CONCLUSION

We proposed a new RIS-aided secure communication sys-
tem and presented the exact of expressions for CDF and PDF
of the SINR for both cases of the RIS is used or not used.
Our analytical framework showed the analytical performance
expressions of RIS-aided communication subsume the coun-
terpart case without exploiting RIS which can be obtained
by some simple parameter transformation of the former case.
Secrecy metrics, including the SOP, PNSC, and ASR, were
all derived with closed-form expressions in terms of the
multivariate Fox’s H-function. Numerical results confirmed
that RIS can bring significant performance gains and enhance
the PLS of the considered system, especially when the number
of reflecting elements is sufficiently large and the path loss of
NLoS links is severe.



APPENDIX A
PROOF OF THEOREMI]

Based on the result derived in (I8) and exploiting the fact
that the elements of Q, , are in.i.d., the effective channel
gain vector of user n (eavesdropper) can be transformed into

—~ QM
‘ hU,U = Z Z ‘qaﬁ 2

g=1n=1
Note that the elements of Q, , obey the Fisher-Snedecor

(A-1)

F distribution with fading parameters m,*”, m};” and
QY. For the sake of presentation, we define {g/}2" =
()L},
N Jn=1 g=1
Letting v, = :yg|qg|2/Qg, where 7, = E[€)], we have
f’y('}/f): me™t - ((msz — 1),—}/E)ms£ FYlm[71 . (A-2)

B (méu mse) (m[W + (msz - 1) W@)mﬁ_mw

QM
Thus, let X = > 7y, the CDF of X is obtained with the
(=1
help of [50, eq. (23)] and [49, eq (A.1)] as

FX(x):j_][\ijs[ (me) /L/L / (m)

I (¢e)

QM

g

rmy

Ce
X F(m5@+<z)< )> d¢; - dCQM (A-3)

Let D = (du,, o)™,
PDF of D as
2

eNCETr

Let us define Y = X/D, because X and D are statistically
independent, the CDF of Y can be formulated as

/7@ (msg - 1
hence, using [32, eq. (30)], we derive the
d——l

if g7 <d<rye. (A-4)

7‘;"
Fy(y)=P{X<yD} :/a Fx(xy)fp(x)da. (A-5)
L
Then, by replacing (A=3) and (A-4) into (A-3) and exchanging
the order of integration according to Fubini’s theorem, we get
9 QM

(r3 —18) ao - 11 F(mst)lf( )(271U)QM

oo s T

QM

Ce
3 m _ yme
X élzlll—‘(mé Ce) D(Ce) I (s, +Co) (’_}/e ( 1))

ms, —

Fy (y) =

1+ZC¢>

ry %ﬁ‘{ Gt Z -1
X/ xt=t dz d¢1dCs - - - dCgom - (A-6)
rg”

Ia
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I4 can easily be deduced. Letting Z = A;Y, we obtain 22).
The proof is now complete.

APPENDIX B
PROOF OF THEOREM 3]

Based on the result derived in (20) and exploiting the fact
that the elements of Q3 and Q, 1, are i.n.i.d., the effective
channel gain vector of user n (eavesdropper) can be trans-
formed into

URL
qnm

s 5 08) s P33 s
q=1n=1 qg=1n=1
(B-1)
Note that qé’;}; ~ ]—"( qmmgﬁvgaq):g;) and g7 L

F (m“mL m“R’L,Q“RvL) are i.n.i.d. Fisher-Snedecor F RVs.

n,m >’

Q
Again, we define that {(H}l 1= {{(qé’};) (QZ%L) }Lfl}
) n= =1
in order to make our proof process more concise. Thus, usqlng
2
[57. eq. (18)] and letting N = 2 and 7, = ¢ 1% the
MGEF of ~; can be expressed as Y

1, 1—mys, ,, l—mS”)

2,3 mi,¢ma,e
3,2 (mﬁ,tz_l)(mb‘z,e_l)ww mie, M2

I'(my)T (mSu) I'(mo,)T (mm)

M, (ve) =
(B-2)

QL
Letting X = > |v¢|, we can derive the PDF of X as
=1

Ix(x) = L7 {Mx(s);a} =
where £71{-} denotes the inverse Laplace transform. The
MGF of the X can be expressed with the aid of (B-2) and
[21] eq. (8.4.3.1)]

1 xrs
ﬁj/ﬁMX(S)e ds, (B-3)

(o) = 5 /L H M () e7ds
_ L / QL (2mj) %"
275 Je 1 I'(mie)T (mSu) T (ma,)T (mm)
—Ce
my ema.g
x /L . /ﬁ 2 ( (o2 —1) (m1my, 1) ws>
x " d¢ -+ - d(qrds, (B-4)
where

T (<€) =r (_Q) r (m51,tz - CZ) r (m52,z - CZ)

X T (mae+ o) T (maye + () (B-5)



Note that the order of integration can be interchangeable
according to Fubini’s theorem, we can re-write (B=4)) as

QL 1 1\
ix) =115 (m1.) T (msy ) T (ma0) T (s, ,) <%)

=1
—Ce
my,.em2¢

X[ ol T () — -

~/£QL Ly (m51,e _1) (msz,z - 1) e

1 S

x — [ 5= e dsde - déop. (B-6)

27T_7 C

IBl

Letting xs = —t and using [21} eq. (8.315.1)], we can derive

I, as
—1- %Ctz
Ig, =x ( ZC@)

Substituting (B=7) into (B=f), we obtain the PDF of X, which
can be written as Fox s H function. The CDF of X can be

(B-7)

expressed as Fx (z fo fr (r) dr. Thus, we can rewrite the
CDF of X as
T (2mj) "

g LS e e E s o e

—Ce
/ / mi eMma g
Lo YL T < XL: > (ms1,z - 1) (msz,l - 1) Ve
QL !
Too1= G
~ ro = drdé ---dCor, (B-8)
0
Ig,
where Ip, can be solved as
z %C 1 %C
In, :/ roEt - — e &Y B9
’ et

Substituting (B=9) into (B=8) and using [21] eq. (8.331.1)],
equation (B=8) can be expressed as

T (2m) "

Fx (@) :zl;ll T (mie) T (ms, ) T (m2,e) T (ms,,)

—Ce
/ / T eM2 0
Lqr v L1 mSl o ) (m82,e - 1) Ve
N S C7) R T T (B-10)

"(-5)

In order to avoid complex trigonometric operations, we
assume that d,, » and d,, 1, are i.n.i.d. RVs. To verify that this
assumption will only cause small errors for our considered
system, we perform Monte-Carlo simulation for the location
of user n with rg = 1. In the simulation, we generate the
location of user n for 10® times according to 32 eq. (30)].
Fig. [8 shows that when the distance from the RIS to the BS,
defined as rr1s, and the range of the system model, 72, change,
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Fig. 8. The difference between the expected distance from the user to the
BS and the expected distance from the user to the RIS.

the difference between the mean distance from user n to the
BS and to the RIS is very small. For example, the maximum
is less than 5 meters. Thus, let Y = X/D, hence, we can
derive the CDF of Y using (A-3)

T (2mj) %"

2
LR ol U s i i T v iy

-
y / _ / T () Tmy M '
LoL Ly T <1 _ E CE) (msl 2 1) (mﬁz,z - 1) Ve
=1
21 %,
<[t E g dco (B-11)
ro®

Igg

Ip, can be solved easily. Let « = 2 and Z = A,Y, we obtain
@7) and complete the proof.

APPENDIX C
PROOF OF PROPOSITION[]

SOP, x can be expressed as

SOP, x = / Fz. J(RZ+ Ry —1)fz, . (Z)dZ.
0

(C-1)
Substituting (22) and @24) into (C-I), we obtain
QM QM -1
mu s F My,
SOPUX—H H es 12 ( ,42)

l1=102=1 (mu7l!5f1)]"—‘(mun7él)

o0
>%(IUTun,CJ:)Fl,z
0

£ 850 —820— 802+ So0-

—Hy, .cor,0)Hu, por,2—Hu, . PDF, 0047
(C-2)

Substituting (23) and (23) into S, , and changing the order of
integration, the Integral part in S, ; can be expressed as

QM QM
> > Cunoty 2 Cue.ty

I = / (RsZ + Ry — 1)41= 700 Az, (C-3)
0



p— RS
Lett = R

Z, I can be written as

QM
QZM Cunsey Ry — 1 1+ 1522::1 Cue, Lo

Il :(Rs — 1)21:1 ( RS )
QM QM

s 22 Cun.ty 22 Cucty

X / )= e A, (c4)
0
I

let £L{p(t)} = P(x). Using the property of Laplace transform,
we have £ i f(f p(z)dz} = @. According to the final value

theorem, it follows that

. ! P(e)
tlggo (/0 p(z)dz> =e——= P(e).
Using (C3) and [49] eq. (2.9.6)], we can solve I as

(C-5)

QM QM oM
E Cun,fl E Cue’£2
L=Lq(t+1)n= e =T (14 Cuot
22:1
QM QM QM
(143 G 243 G ).
fgzl flzl fgzl
(C-6)
where W(-) is the tricomi confluent hypergeometric
function [21, eq. (9.210.2)]. Using [58, eq.
(07.33.07.0003.01)], (C6) and (C4) and Iletting
{2 = {{Gnn oY G )2 s}, we can

derive S 2 as (36) to complete the proof.

APPENDIX D
PROOF OF PROPOSITION 2]

PNSC,x is defined as
PNSC, 5 = / Fz, ,(2)fz, ,(Z)dZ. (D-1)
0

Substituting 22) and @4) into (D-1), we obtain that

QM QM 1
PNSC,x =
* H (mun7521)]‘—‘ (mun7él)g£[1]‘—‘ (mue75e2)r(mue,fz)

=1
oo

></ (Hu,.cpr 2 — Hu, cDF 0)
0

X (Hy, . ppr,,2 — Hu, DR 0)dZ

2P 5 — Pao — Po2 + Po.o- (D-2)

By changing the order of integration, we can express the
integral part of P, 4 as

dz

QM QM
o E Cun,fl"' Z Cuc,fz"_l

Iy = / z455 11 , (D3
0

which can be solved using the final value theorem as [53, eq.
(34)]. Thus, (41} is obtained, which completes the proof.
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APPENDIX E
PROOF OF PROPOSITION 3]

ASCy, 5 can be expressed as

2 2
ASC, :Z Lo _IU,)\,3:Z(A2,2,i_A2,O,i_AO,2,i+AO,O,i)
i=1 i=1

— (A2,2;3 — A2,03 — Ao2,3+ Ao0,3) (E-1)

where

Toxn= fO: logy 1+ 2)fz,, . (Z)Fz, . (2)dZ,
Tyn2= ]y logy (1 + 2)fz,. , (2) Fa,, , (2)dZ,
Torz=J, logo(1+2)fz,. ,(Z)dZ

(E-2)
and
QM 1 QM 1
ASRyri=
* gjll_zllr (mun 1511) F(mun ,41) él;[l r (muc 7522) F(muc ,42)

X / logy (1+ Z) (Hu,.cDF,2 — Hu,.cDF10)
0

X (Hu,,ppF 2 — Hu, PDF, 0)dZ
EAs0; — A20,i — Ao2,i + Ao (E-3)

Substituting @2) and @4) into (E-2), we can express the
integral part of Z, x; (1 =1,2) as
QM QM
>0 Cuntr+ 22 Cue,ts
t5=1

Iy :/ logy (Z +1) 29~ dz, (E-4)
0

which has been solved using the final value theorem as [53|
eq. (49)]. Thus, I3 can be written as

QM QM
I(1-s)T? <— > Cuntr + 20 Cue,@)

1 41=1 lo=1

:eln2/s QM
r{1-

oM
Z Cun7él - Z Cue,@)

1,
l1=1 lo=1

QM QM
x T (1 ) Cuntr + Y gue,b) e*ds. (E-5)

l1=1 la=1

With the help of (E-2), we obtain Z, x; (¢ = 1,2). Similarly,
following the same methodology, one can easily derive Z; x 3.
The proof is now completed.

APPENDIX F
PROOF OF THEOREM [3]

The CDF of F; is given as [39, eq. 12]

m]‘-1m]:1 71‘/—-'1711]:1

B (mz,,msz,) (msr, — 1)

Fr, (]:1):

mrF; —:;:n]:l
1

—mgr F
XQFl m]:lam]:l +ms]‘—17m.7:1+1.7—1i’m,_7:1 .
(mel - 1)7}'1
(F-1)



A sF — 1
ngg 1(msr )

Al (ms}‘l — 1)

15

“T(—8)T (myr, — )T (al —s)d

L1+ 2 1 /
—m 2 | T 5=
TheME 2V, 7o Oymsr o7 215 Je

Qo —_—m
TR MrE, Z’}/]_—l

71 Pa-sr(1+2 -s) e

Let us define Y = F7/D, the CDF of Y can be formulated
as

Fr ()= P{F <y} = [ Fr(Fu)fo(Fiim.

(F-2)
Substituting (E-I) and (A=4) into (E-2) and using eq.
(9.113)], we obtain

PP P
i Qo (T‘% - 7‘8) B (m]:l ) m8-7:1) (mel - 1)m}_1
TL(mg +1) 1

r (m]:l ) r (mf1 + ms]:1) 7T_.7

A\

y / T (mp, + )T (mr, +mer +1) [ MEYTA
L r (m-7:1 +1+ t) (mel - 1)

r;"
x / Fitmatas 14 F dt, (F-3)

Qo
0

IFl

where the integration path of £ goes from ¢ — inf j to t 4
infj and ¢ € R. Ip, can be solved easily. With the help of
eq. (9.301)], eq. (9.31.5)], eq. (9.113)], eq.
(8.384.1)] and [21] eq. (8.331.1)], Fy (y) can be expressed by
the Meijer’s G-function. Let Z, ,» = A;Y, we obtain (34)
that complete the proof.

APPENDIX G
PROOF OF PROPOSITION [4]

With the help of [21] eq. (9.301)], eq. (53) can be expressed
as (G-1)), shown at the top of the next page. When vz, — oo,

(msflfl)

we have — o0o. The Mellin-Barnes integral

over £ can be calculated approximately by evaluating the
residue at —mx according to [49, Theorem 1.7]. Thus, we
obtain

30 Ai(mgr, — 1) 1,1+ 0%2
2 =

0 TROME, Zﬁ]_-lmfl 0, ms 71, o,

mrF

D) [ mny |

1 _m
m (& +mn) 15 (e =1
(G-2)

Substituting (G-2) into (34), after some algebraic manipula-
tions, we obtain (37) and complete the proof.

APPENDIX H
PROOF OF THEOREM [@]

With the help of (32) and (33) , the CDF of Z, gp can be
regarded as the CDF of sum of two Fisher / RVs. Letting

X = F1 + Fo, using eq. (12)] and [49], we can derive
the CDF of X as (H-I), shown at the top of the next page.

Let Y = X/D, hence, we can derive the CDF of Y with the
help of (AZ3). Using Z = A5Y, we can obtain the CDF of Z
in terms of Bivariate Meijer’s G-function as (60) to complete
the proof.
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