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Abstract—In this paper, we employ a hypergame framework
to analyze the single-leader-multiple-followers (SLMF) Stack-
elberg security game with two typical misinformed situations:
misperception and deception. We provide a stability criterion
with the help of hyper Nash equilibrium (HNE) to investigate
both strategic stability and cognitive stability of equilibria in
SLMF games with misinformation. In fact, we find mild stable
conditions such that the equilibria with misperception and
deception can become HNE. Moreover, we discuss the robustness
of the equilibria to reveal whether players have the ability to keep
their profits under the influence of some misinformation.

Index Terms—Stackelberg Security Game, Hypergame, Mis-
perception, Deception, Cognition, Stability.

I. INTRODUCTION

ECURITY games describe the situation between defend-
S ers and attackers, with applications in many fields such
as cyber-physical system (CPS), infrastructure protection, and
counterterrorism problems [1]-[5]. The Stackelberg security
game is one of the significant categories to characterize
practical conflict [1]-[3]. As a fundamental model in [1], the
leader is a defender to prevent invading, while the follower is
an attacker to implement malicious behaviors after observing
the leader’s action. In addition, security models with multiple
followers are also important since followers can not be usually
treated as a monolithic party, considering that they may have
different preferences, capabilities, and operational strategies
[4].

Misinformation occurs in lots of security games [6]-[9],
which may lead to players’ different observations. Specifically,
misperception and deception are two typical misinformed situ-
ations [10]. On the one hand, misperception is usually caused
by external disturbances, bounded rationality, or accidental
errors [11]-[13]. For instance, limited attention of players
in the Internet of Things (IoT) increases cyber risks of the
community [12]. Accordingly, the equilibrium of Stackelberg
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security games with misperception can be described by the
misperception strong Stackelberg equilibrium (MSSE) [9],
where no player can change others’ observations. On the
other hand, deception usually results from belief manipulation,
concealment, or camouflages [14]-[16]. For instance, in CPS,
the network administrator might change the system’s TCP/IP
stack and obfuscate the services running on the port, while the
hacker is probing the system [6]. Accordingly, the equilibrium
of Stackelberg security games with deception can be defined
as the deception strong Stackelberg equilibrium (DSSE) [17],
and the hoaxer can manipulate others’ observations, which is
different from the situation with misperception.

In fact, both DSSE and MSSE reflect players’ strategic
stability, that is, each player has no will to change its own
strategy unilaterally. However, due to misinformation, players’
cognitive stability [18], [19] is crucial for whether players trust
their observations of the game. Actually, players’ suspicions
of their cognitions may ruin the balance or even lead to the
collapse of the model. For example, players may realize the
biased misperception and intend to explore the truth [12],
[20], or the hoaxer does not prefer the current deception
along with unsatisfactory benefits [21], [22]. The most existent
works have not paid enough attention to cognitive stability
of equilibrium analysis in security games, including players
changing their communication neighbors [23], keeping their
current cooperators [24], or maintaining power systems [25].

Fortunately, hypergames provide an effective tool to analyze
both strategic and cognitive stability of games with misin-
formation. Roughly speaking, hypergames describe complex
situations when players have different understandings by de-
composing a game into multiple subjective games [26]. Hyper
Nash equilibrium (HNE) [27] is a core concept in hypergames,
which represents the best response in each player’s subjective
game. Once achieving a HNE, each player not only rejects
changing its strategy unilaterally, but also trusts its observation
of the game since others’ strategies are consistent with its own
cognition. Such analogous discussions on cognitive stability
with HNE have been applied in various circumstances, in-
cluding resource allocation, military conflicts, and economics
[22], [26].

Therefore, the motivation of this paper is to employ a
hypergame framework and HNE to investigate the strategic
stability and cognitive stability of MSSE and DSSE in SLMF
Stackelberg security games with misinformation.

Related Works: Security games with misinformation have
been widely investigated. Misperception is one of the typical
situations with imperfect observations among players, such
as in the infrastructure protection with disturbed invaders



[1], [28], [29], and in CPS with small random fluctuations
[11], [30]. Deception is another typical situation where some
players mislead others’ observations. In online negotiations,
participants aim to interfere others’ beliefs [8], [31], while in
cyber deception games, the network administrator obfuscates
the services running on the port to deceive hackers [6], [8], [9].
Additionally, in signaling games, a defender sends deceptive
signals to a receiver [31], [32].

Different properties of equilibria appear in security games.
As we know, the Nash equilibrium (NE) is one of the well-
known concepts, and [23], [24] analyzed the conditions when
players prefer to keep their current cooperators by NE in
wireless security problems. With the Stackelberg equilibrium
(SE), [17], [33], [34] analyzed counterterrorism problems with
imitative criminals or different attack types in the single-
leader-single-follower (SLSF) security game, while [25] used
the cost-based SE for the optimal allocation of players’ in-
vestment resources in power systems. Moreover, robustness
in equilibria with misinformation was also widely discussed
in security games. [35] considered the sensor networks’ ro-
bustness capacity for resisting interference signals in Denial-
of-Service (DoS) attack problems, while [14] analyzed the
defender’s robustness against the attacker’s manipulation in
CPS.

Besides strategic stability of equilibria, cognitive stability
has also attracted extensive attention. [19] utilized cognitive
stability to describe whether each player trusts its own cogni-
tion in financial markets without awareness. [21], [22] showed
that the misinformation might ruin the balance among players’
cognitions of the game, and players’ preference changes with
the deception in economics and psychology with deception.
Also, [18], [27] revealed a relationship between HNE and
cognitive stability in human interactive situations.
Contributions: The main contributions are as follows:

e We provide a novel second-level hypergame model for
SLMF Stackelberg security games with misperception
and deception, and present a stability evaluation criterion
by HNE. Moreover, compared with the current stability
analysis in security games [23]-[25], the stability crite-
rion based on HNE reflects that players not only avoid
changing their strategies unilaterally, but also tend to
believe their own cognitions of the game.

+ We show two different stable conditions such that MSSE
and DSSE can become HNE. In such stable conditions,
a HNE as an evaluation criterion covers the stable states
when players do not realize the inherent misperception
[27] or the hoaxer has no will to change its manipulation
under deception [22]. Furthermore, we show the broad
applicability of the obtained stable conditions by verify-
ing them in typical circumstances [1], [28], [29].

o With the help of HNE, we also investigate the robustness
of MSSE and DSSE to reveal players’ capacities to
keep their profits. We give lower bounds of MSSE and
DSSE to describe whether players can safely ignore the
misperception and easily implement deception in different
misinformed situations, respectively.

The rest of this paper is organized as follows: Section II

introduces the SLMF Stackelberg security game with misper-

ception and deception, and also describes a second-level Stack-
elberg hypergame model. Section III provides equilibrium
analysis with a stability evaluation criterion. Then Section
IV gives sufficient conditions such that MSSE and DSSE are
HNE, while Section V analyzes the robustness of the derived
equilibria. Additionally, Section VI gives numerical simula-
tions to illustrate our results. Finally, Section VII summarizes
this paper. A summary of important notations is provided in
Table L.

TABLE 1
IMPORTANT NOTATIONS
Notations | Description
n Number of followers.
l The leader.
P Set of followers.
9] Strategy set of the leader.
Qf Strategy set of followers.
U Utility function of the leader.
Uy Set of followers’ utility functions.
g SLMF Stackelberg security game.
0o True value of a parameter in G.
4 Misinformation of 6.
S} Set of all possible 6.
o* Optimal deception of 6’ by the leader.
H! First-level hypergame.
H2(0") Second-level hypergame with misperception 6’.
H2(©) Second-level hypergame with deception in ©.
BR; Best response of the ith follower.
1, Row vector with all elements of one.
In n X n identity matrix.
int(-) Interior of the set.
x(+) Indicative function.
[l -1 Euclidean norm.

II. SECURITY GAME AND HYPERGAME

In this section, we formulate two kinds of SLMF Stackel-
berg security games with misperception and deception, respec-
tively, and we provide a second-level Stackelberg hypergame
for SLMF games with misinformation.

A. SLMF Stackelberg Security Game

In the Stackelberg security game model [1], the leader
is a defender, and the follower is an attacker to attack K
targets. The attacker chooses to attack a certain target, while
the defender tries to prevent attacks by covering targets
with resources from a feasible set. In practice, there may
be multiple followers with different preferences, capabilities,
and strategies. For instance, there are multiple layers [2]
and edge caching devices [4] in wireless networks. Also,
governments may be confronted with numerous attackers in
counterterrorism problems [5].

Define the SLMF Stackelberg security game by G = {{l}U
P, x Qf,{U} U Uy}, where [ is the leader and P =
{1,...,n} is the set of followers. £2; C R¥ is the strategy set
of the leader and 2y = )y x - - x Q,,, where {; C RX is the



strategy set of the ith follower. Also, U; : ; x 2y — R is
the leader’s utility function and U; = {Uy,...,U,}, where
U; : Q;x€Q; — Ris the utility function of the ith follower. The
leader’s utility is influenced by all players actions, while each
follower’s utility only relies on its own action and the leader’s
action. On this basis, each player aims at maximizing its own
utility function. Denote the target set as T = {t1,...,tx},
which each follower (attacker) aims at attacking but the leader
(defender) tries to protect. Then the SLMF game model G
can be presented concisely in Fig. 1. Suppose that the leader

has a resource R; € R to assign on each target, i.e., 2 on

K
target k with > x* = R;. Then the leader’s strategy is x =
k=1
L. .., o%]T and its strategy set is denoted by
K
O =A{z|Y a* =R,2a">0Vvk=1...,K}. (1)

Similarly, the th follower has a resource R; € R with the

K
strategy v; = [y}, ...,yX]T, where Y y* = R;. Then the
k=1
strategy set is denoted by
K
Qi ={yil Y uF =Ri,yf 20,Vk=1...,K},Vie P. (2)
k=1

,y51T be the strategy profile of all

Moreover, let y = [y{, ...

followers.

Remark 1 Many attack-defense mechanisms can be modeled
by the SLMF Stackelberg security game G. For example, in
CPS [36], the invasion type is the DoS attack, while the
intrusion detection system (IDS), as a defender, monitors the
network with a probability distribution. In counterterrorism
problems [29], terrorists select different attacking options,
like assassination, armed assault, or hijacking, while the
government, as a defender, allocates budgets on cities to
defend against terrorists.

Defender Py
Attackers oo

Fig. 1. SLMF Stackelberg security game model.

As discussed in [1], let Uf(¢)) be the leader’s utility when
the leader allocates per unit of resource to target ¢; with per
unit attacking resource. U} () is the leader’s utility when the
leader does not allocate per unit of resources to target ¢; with
per unit attacking resource. Given a strategy profile (z,y), the
leader’s utility function is

S 3) Ml

k=1 i=1

(2*Uf (te) + (R — 2*)U (t)) - 3)

where Z y¥ reflects the influence of all followers on target

k. Slmllarly, the ith follower’s utility consists of Uf(¢;) and
U(t). Given the strategy profile (x,y), the ith follower’s
utility function is

Zyz

If the followers cannot observe the actions of the leader
and all players make decisions simultaneously, then we can
consider the Nash Equilibrium (NE) [1], [37].

(z,9;) kUc (tg) + (R — Z‘k)Uiu(tk)) . @

Definition 1 A strategy profile (x
the SLMF game G if

*,y*) is said to be a NE of

x* € argmax Uj(x, y*),
e

y; € argmax U, (x
Yi€Q;

*,yi),Vi cP.

On the other hand, when the leader implements an allocation,
followers determine their strategies after observing the leader’s
strategy. Denote the ith follower’s best response to the leader’s
strategy x by
BR;(z) = argmax U;(z,y;),Vi € P,
Yi €

and BR(z) = BRj(z) X -+ x BR,(z). Without loss of
generality, followers can break ties optimally for the leader

if there are multiple best responses. In this case, we introduce
the Strong Stackelberg Equilibrium (SSE) [38].

Definition 2 A strategy profile (x*,y*) is said to be a SSE of

the SLMF game G if
(x*,y") €

argmax  Uj(z,y).

z€€,yeBR(x)
Remark 2 According to [17], the SSE in the SLSF security
game can be reducible to {x*,k*}, where the leader’s SSE
strategy is x* and the follower attacks target ti~. However,
multiple followers may attack different targets, and their SSE
strategies can not be reduced to a single target. Additionally, in
the SLMF game, each follower’s strategy set is a subset of R¥,
and is more complex than a subset of R in [2]. Although our
model has similar utility functions as [2914 we focus on that

each follower has its own resource, i.e., Y. y¥ = R;, instead
k=1
n K
of that all followers allocate a total resource > . y¥ = R.
i=1 k=1

Then we discuss SLMF games with misinformation, when
players have different cognitions. Specifically, misperception
and deception are two typical misinformed situations.

B. Misperception and Deception

We first consider misperception for a situation when there
are imperfect or prejudiced observations/understandings of the
game among players. It is caused by passive factors with
players’ biased cognitions. For example, in communication
channels such as sensor systems, external disturbances may
cause imperfect observations [11], while players with bounded



rationality may have prejudiced observations in the IoT [12].
Moreover, in the computer and information security, accidental
errors from small random fluctuations also bring players
imprecise observations [30].

Consider that the followers have prejudiced observations of
the security game G, while the leader realizes the situation.
To describe different observations, we consider a parameter
0o € R™ in the SLMF game G, and followers’ prejudiced
observations of @y are 0’ € R™, where 6y and ¢ only
affect followers’ utility functions. Then the SLMF game with
misperception can be denoted by Gas (6o, 0') = {{{}UP, Y x
Qs {Ui} U Uy, {60,0'}}. Specifically, Uy = {Uy,...,U,},
where U; : ; X Q; x {6p,0'} — R is the utility function of
the ith follower. Here we rewrite the security model without
misperception as G = Gy (6o, 6p).

In addition, given the strategy profile (x,y), the leader’s
actual utility function is U;(x,y), which is the same as (3).
Also the ith follower’s actual utility function is U;(x, y;, 6p),
which is exactly (4). However, known to the leader, the ¢th
follower believes that its own utility function is as follow:

(R — 2")U (0, t1)).

Z vi (
5)

Correspondingly, the ith follower’s best response to the

leader strategy x under the prejudiced observation &’ is
BR;(z,0") = argmax U;(x,y;,0'),Vi € P,
Y €Q

and BR(z, 6’) = BRy(x,0")x- - -xBR,,(x,6"). Similar to SSE,
the leader implements an allocation, and afterward, followers
determine their strategies after observing the leader’s strategy.
Therefore, following the security game with misperception
[9], the equilibrium with misperception can be denoted by
the Misperception Strong Stackelberg Equilibrium (MSSE).

k:Uc 9/ tk)

I y’Lv

Definition 3 A strategy profile (x
of the SLMF game with misperception Gy (6o,

(x*,y") €

*,y*) is said to be a MSSE
o) if

argmax  Uj(z,y).

z€Q;,yeBR(z,0")

Next, we address deception for another situation when some
players mislead others’ cognitions with selfish or malevo-
lent motivation. Unlike misperception, deception is caused
by active factors among players with players’ manipulated
cognitions. For instance, each player is explicitly interested in
convincing the others to hold some particular beliefs such as
in authentication protocols and online negotiations [14], [31].
Moreover, the leader may tend to deceive followers like a
network administrator (leader) and a hacker (follower) in CPS
[6], while the network administrator might change a system’s
TCP/IP stack and obfuscate the services running on the port
(81, [9].

In this situation, the leader can manipulate the followers’
observation, while followers are not aware. Set §; € R™ as
the true value of the parameter in G. Take © C R™ as the
deceptive set, while the leader manipulates followers’ obser-
vations of the parameter as ¢’ € © to maximize its own utility
function. Denote the SLMF Stackelberg security game with

deception by Gp(©) = {{I{}UP,Q xQ; xO,{U;}UUy, 6, }.
Specifically, Uy = {Ul, ..., Up}.where U; : ;xQ;x0 — R
is the utility function of the tth follower. Here we rewrite the
security model without deception as G = Gp({6o}).

Given the strategy profile (z,y,8’), players’ actual utility
functions are U, (z,y) and U;(x, y;,60), Vi € P. Since follow-
ers’ observations are manipulated as ¢’, the ith follower regard
its own utility function as U;(z, y;, 6’), which is generated by
(5) and the domain of U; contains © instead of {6y,6'}.

Therefore, the leader manipulates followers’ observations
of the parameter as #* € ©O to maximize its own utility
function at first. Then, similar to SSE and MSSE, the leader
provides its own strategy, and afterward, each follower acts
according to the observation #* and the leader’s strategy. Thus,
based on the SLSF security game with deception [6], [17], the
equilibrium with deception can be defined as the Deception
Strong Stackelberg Equilibrium (DSSE).

Definition 4 A strategy profile (x*,y*,0*) is said to be a
DSSE of the SLMF game with deception Gp(©) if

(z*,y") € argmax  Uj(z,y),
z€Q;,yEBR(z,0*)
where 6* € argmax max Ui(z,y) is the optimal

0coO x€Q,yEBR(x,0)
deception of the leader.

Different from MSSE, DSSE describes a decision with play-
ers’ manipulated cognitions, and the leader can manipulate
followers’ observations of the parameter 6y. The following
assumptions have been widely employed in security games
with deception [1], [6], [17], [32], [33], [36], [39]-[42].

Assumption 1 © is compact and convex, while int(©) is
nonempty and 6y € ©.

Assumption 2 For 1 € Pk =
US(0',tr,) are differentiable in §' € ©.

K, Ulc(tk) > Ulu(tk).

Assumption 4 For ' € ©,ic P,k=1...,K, Uf(0',tx) <
Ur(o',ty).

Assumption 5 There exists k, such that for i € P,l # k,
Uic(eoﬂtk) 2 Uiu(a(),tl)'

Assumptions 1 and 2 guarantee the existence of a DSSE
of Gp(©) [6], [39], which are also adopted in real-world
security problems such as unmanned aerial vehicles (UAVs)
security games [40], [41] and moving target defense (MTD)
problems [32]. Furthermore, Assumption 3 indicates that, for
the leader, the unit utility for defending a target is larger than
that without defending. Assumption 4 indicates that, for each
follower, the unit utility for attacking a target is larger than that
without attacking. They are consistent with the fact that the
leader tends to resist attacks and followers tend to implement
invasions [1], [17], [33]. Moreover, Assumption 5 refers to
the situation when there exists a most attractive target for
followers [36], [42], which describes a relationship among
different targets, different from Assumption 4.

LK, U@, t,) and

Assumption 3 For k=1,...

Remark 3 In many practical situations, the leader has direct
access to others’ cognition. For example, in CPS, a network



administrator can obfuscate the services running on the port,
while the administrator knows all the information of the
services [8], [9]. In UAVs security problems, the defender
may show wrong targets’ locations to UAVs, where both
true and wrong locations are detected by the defender [40].
Additionally, in an industrial control system, Stuxnet, as a
leader, can directly obtain the access to the system and feed
fake data to disguise malicious actions [14].

C. Hypergame

The hypergame theory describes different cognitions among
players for the strategic interactions in situations with misin-
formation. It covers misperception or deception, where players
may have biased misperception or can manipulate others’
observations. The main idea of the hypergame is to decompose
complex situations with misinformation into multiple subjec-
tive games. According to [26], each player in a hypergame
may

e have a misled or false understanding of other players’

preferences or utility functions;

« have an incorrect comprehension of other players’ strat-

egy sets;

« be not aware of every one of all players;

« have any combination of the above.

In fact, the hypergame theory has been applied in various
circumstances, such as CPS and economic behaviors [14],
[18], [22]. Benefiting from the subjective games decomposed
by hypergames, the relationship among players’ strategies,
incorporation of opponents’ cognitions, and fears of being out-
guessed are further explored in situations with misinformation.

Remark 4 Standard Stackelberg games describe players’ dif-
ferent acting sequences, where the leader implements strategy
first and followers act after observing the leader’s actions.
Hypergames focus on players’ different cognitions with multi-
ple subjective games. Players play different subjective games
and may also know others’ cognition. Actually, standard
Stackelberg games may be regarded as a special hypergame,
where followers know the leader’s game and follow its action,
and the leader also knows this fact. Since the hypergame is
good at describing complex situations with misinformation, it
helps us analyze both the strategic and cognitive stability of
equilibria with misperception and deception.

There are different levels for describing different cognitive
environments [43]. For instance, the first-level hypergame de-
scribes the situation when players are playing different games,
but no one realizes the fact. Correspondingly, the second-
level hypergame occurs when at least one player is aware that
different games are played. Then we aim at employing the
second-level Stackelberg hypergame to analyze SLMF games
with misperception and deception and providing a criterion for
evaluating the stability of the equilibrium with misinformation.

As we know, both misperception and deception can cause
observation errors of the parameter 6, in the game. Take
© C R™ as the cognitive set of all followers’ possible
observations and 6y € R™ as the true value of the parameter in
G. Denote the game under the observation 6’ € © by G(0') =

{{l} UP,Q x Qy, {Ul}UUf,Q’} with Uy = {Uy,..., Uy},
where U; : € x ©; x © — R is the utility function of
the ith follower. In addition, given the strategy profile (x,y),
players’ actual utility functions are U;(z,y) and U;(z, y;, 0o),
Vi € P. However, in all players’ views, the ith follower’s
utility function is U;(z,y;,6’). Here we rewrite the SLMF
game model without any observation error in Section II as
g - g(eo)

Consider the first-level hypergame to describe a complex
situation in the SLMF game G when there are observed
differences among players, but no one is aware. Concretely,
suppose that all followers’ observations of the parameter are
0’ € ©, while the leader’s observation is 6y. For the leader,
denote G; = G(0y) as the game of the leader’s self-cognition.
For i € P, denote G; = G(#') as the game of the ith
follower’s self-cognition. Then the situation can be defined as
H = {G(6)), (g(a/))iep}, which is a first-level hypergame
as shown in Fig. 2.

First-level hypergame 7

2
Leader Follower1l . e Follower n
G(0o) || G(O) qey
\ J\ y \ >,

Fig. 2. First-level hypergame 7.

Moreover, we employ the second-level hypergame to de-
scribe different misinformed situations when all followers do
not realize the observed differences and the leader is aware of
the fact. On the one hand, in the leader’s view, for i € P,
denote G;; as the ith follower’s game under the leader’s
perception. Thus, G;; = G(6) since the leader knows the ith
follower’s observation is §’. Also, denote G;; as the leader’s
game under its own perception. Then G;; = G(6)p) since the
leader’s own observation is 6y. Thus, H; = {Gu, (Gi)icp}
is a novel first-level hypergame perceived by the leader. On
the other hand, in the view of the ith follower, denote Gj;
as the leader’s game and G;; as its own game under the ith
follower’s perception. Thus, G;; = G(0') and G;; = G(¢')
since the ith follower is not conscious with 6’ # 6. Thus,
H! = {Gii,Gi;} is another first-level hypergame perceived
by the ith follower. Notice that, for all i € P, ’H} and
H} are different since the leader notices the cognitive set
© but followers do not. Therefore, the different first-level
hypergames perceived by all players form a Stackelberg hyper-
game H?(©) = {H}, (H})icp}, which is also a second-level
hypergame as shown in Fig. 3.

Clearly, H*(O) can describe SLMF games with both de-
ception and misperception. For instance, regarding © as the
deceptive set, we can rewrite the SLMF game with deception
in Section II as Gp(O©) = H?(O). Especially, let © = {0'},
and then the SLMF game with misperception in Section II can
be written as Gy (6o, 0') = H2(6").

In all players’ views, the leader chooses a strategy with
the utility function U;(x,y), while the ith follower makes a



Second-level hypergame?#>(©)

First-level hypergame H; First-level hypergame 'H% First-level llypergame'?'l?l1

Leader Follower n

Follower 1

ollower n|

Fig. 3. Second-level hypergame #?(0).

decision with the utility function U;(x, y;,6"), which leads to
a concept called Hyper Nash Equilibrium (HNE) [27].

Definition 5 A strategy profile (z*,y*) is said to be a HNE
of H%(©) with any fixed 0' € © if
" € argmax Uj(z,y"),
e,
y! € argmax U;(y;, z*,0'),Vi € P.
Yi €Q;

In fact, HNE is such a strategy profile that is the best
response strategy in everyone’s subjective game. Each player
does not change its strategy unilaterally if all the players play
HNE strategies. It is the same as NE if there is no cognitive
difference. In addition, at HNE, each player can not realize that
its cognition is different from others, since others’ strategies
are consistent with its own anticipation. Then all players have
no incentive to update their observations of the parameter 6.
Hence, the HNE in our hypergame is a desired equilibrium
with cognitive stability, which was similarly described in
[18], [19]. Compared with previous discussions on equilibrium
stability in security games [23]-[25], HNE helps analyze both
the strategic stability and cognitive stability of SLMF games
with misinformation, and provides a unified framework for
misperception and deception.

Remark 5 The signaling game is a leader-follower game
with deception, where the leader sends deceptive signals to
followers [31], [32]. It usually focuses on whether players
can achieve the equilibrium with deception, which is actually
a learning process to update cognition for followers. Different
from the signaling game, the hypergame concerns the cognitive
stability of games with misinformation [18], [19]. In the cases
of misperception or deception, the cognitive stability plays an
important role since it shows the conditions that each player
trusts its own current cognition. Otherwise, the player’s antic-
ipation may not be consistent with others’ strategies, and thus,
the player may be suspicious about its cognition. For instance,
the hoaxer may not believe in the current deception along
with benefits, while the victim (follower) may be aware of the
biased cognition if the opponents’ best response strategies are
“impractical”. Thus, we adopt the hypergame to analyze the
cognitive stability of the SLMF game with misinformation.

III. EQUILIBRIUM ANALYSIS

In this section, we analyze the equilibria of the proposed
formulations in security games.

With complete information, the following lemma verifies
the existence of NE and SSE in the SLMF game G.

Lemma 1 There exists a NE and a SSE of G.

Proof: Recalling (1) and (2), for i € P, €); and €2; are compact
and convex. U;(-,y) and U;(x,-) are linear for fixed y € Qy
and = x € Q, respectively. By Theorem 2.1 in [44], there
exists a NE of G. Also, based on [1], since BR(x) is compact
and U; and U; is continuous, there exists a SSE of G. O

With misperception, the following lemma shows the exis-
tence of a MSSE of #2(#’), whose proof can be given by
replacing U, (z,y;) with U;(z,y;,0’) in Lemma 1.

Lemma 2 For any 0’ € R™, there exists a MSSE of H*(0").

Moreover, with deception, the next lemma shows the exis-
tence of a DSSE in H?(0).

Lemma 3 Under Assumptions 1 and 2, there exists a DSSE
of 7-[2(9).

Proof: Denote (x(6'), argmax  Uj(x,y) for

y(0)) =
z€Q;,yeBR(x,0")
any ¢ € ©. Take L(¢') = Ui(x(¢'),y(¢")) and L* =
sup L(0'). Then there exists a sequence {f;}32; such that
0'cO
L(#;) > L* — <. Since O is compact, there exists a con-
vergent subsequence {0;,.}0°_,, where hrnocﬁ = 6" ¢

O. Thus, L* > Uy(w(6;,),9(0;,)) > L* — == By the
continuity of U,  lim Ul( (9,.),9(0;,.)) = L*. Also,
there is a convergent subsequence {(2(05,,,), ( qu))}q 1
where lgno( (05,.,), (05,,,) = (@, y"). Then Ul(z*,y*) =
max ! max

Ui(z,y). By L 17.30 in [45],
0’€0 2, yEBR(z,0") z(CC y) y Lemma in [45], y

BR(z*,0*). Then (x*,y*,0*) is a DSSE of H?(O). O

The following example indicates that Assumptions 1 and 2
are fundamental in Lemma 3, since there may be no existence
of DSSE without Assumptions 1 and 2.

Example 1 Consider a SLSF game with Rf = Ry = 1,
K =2 and © = (0,1). Take U7 (t1) = 1, Uf(#',t1) =6’ —1,
U{‘(G/,tl) = 0/, and Ulu(tl) = Ulc(tz) = Ulu(tz) =
Ug(0',t2) = U (0',t2) = 0. Then for any 0' € ©, players
take v = [0',1 — 0|7 and y; = [1,0]%. Then, the leader’s
profit is Uj(xz,y1) = 0. Since © is not closed, there is no
DSSE.

Furthermore, the following theorem shows the existence of
a HNE in H%(©).

Theorem 1 Under Assumptions 1 and 2, there exists a HNE

of H2(O).

Proof: For any fixed ¢/ € O, in the leader’s view,
the ith follower acts with U;(z,y;,60"). For any x €
U and y € $Qf, denote F(z,y) = {(z,9)|z €

argmax U;(2',y),y € BR(z,0’)}. Take (z;,y;) as a cover-

z' e

gent sequence, where lim (z;, (y);) = (z*,y*). There exists
j—o0o

(%j,9;) € F(z;,(y);). Since ; x € is compact, there

exists a convergent subsequence {(Z;,.,(9);,.)} e, where



lim (&;,.,(9);,.) = (2*,9"). By the continuity of U,

m—0o0

Ui(z*y ):n}gréo Ui(5,,,(y)j,.) = lim max U (a’

m—oo x’/ €y

According to Lemma 17.30 in [45],

U (2*,y*) = max hm Ul( ,(9);,.) = max Uy (2

,(y)").

e m z'eQ
Thus, z* € argmax U;(z’, (y)*). Similarly, g* € BR(z*,0").
z'€Qy
Then (%*,9*) € F(z*,y*). According to Theorem A.14
in [44], there exists (2/,4y’) such that (z',y’') € F(2',y’).
Then (2’,y’) is the best response strategy for everyone in

the leader’s view. Also, in the ith follower’s view, z* €

argmax U, (z,y*), and y; € BR;(2/,0"). Thus, (z/,y’) is a
e
HNE of H?(©). O

The following example indicates that misinformation may
lead to some players’ suspicions on the observation of the
game, since others’ strategies do not match their cognitions.

Example 2 Consider a SLMF game with n = K = 2,
R, = R, = R, =1 06 = {0,1}, and 0y = 0. Take
Uf(ty) = 2, Ut(ta) = 3, U3(0',t1) = Us(¢,t2) = 0,
and Ulc(tl) = Ulc(tg) = U;(&’,tl) = U§(9’,t2) = 1
Denote UL(0',t1) = Up(¢,t1) = 0 and UL(0,t) =
U6 t2) = 1 — 0. Then the leader’s optimal deception
is 0* = 1, and players take z* = [0,1]7,y; = [1,0]%,
and y5 = [0,1]T. Notice that the first follower may not
observe the leader’s strategy before attacking [1]. In the first
follower’s view, x* is not the best response strategy to y*,
and players should have taken ' = [0,1]7,y; = [0, 1]T with
0o = 0. Clearly, 8* brings more benefits to the leader since
Ui(x*,yt,y3) > Ul(2', y1, y3). Then the first follower realizes
the misinformation and tends to update its observation.

According to Example 2, players’ suspicions on their cogni-
tions may cause them to update their observations, and even
make the game model collapse. Thus, cognitive stability is
crucial for SLMF games with misinformation. To this end, we
aim at analyzing the cognitive stability and strategic stability
of MSSE and DSSE with the help of HNE.

IV. STABILITY ANALYSIS

It is known that HNE describes a stable state when each
player does not update its own cognitions and strategies. In
this section, we explore conditions to reveal how the MSSE
and DSSE can become a HNE in the Stackelberg hypergame.

A. Stable Conditions

With misperception, MSSE is called stable when players do
not realize the inherent misperception, while, with deception,
DSSE is called stable when the leader has no will to change
its manipulation on followers’ cognitions.

First, in order to evaluate the stability of MSSE, given y €
Qy, 0 € R™, define

SOL(y,0') = {y' € 27,1 > 041 (0')y’ = ABy, Ary’ =0},

(Y )

where
Ai(0") = [A(0,1),..., A (0, m)],
. U, t)-U{ 0 t1) UXO tg)-UA0, tk)
Aq(0i)=dia 1 A5 e L L ,
T TR SR
A2:diag(1n;{—x(y)), B:[IK,IK,...,IK].

Notice that Apy’ = 0 is equivalent to (y')¥ = 0 if y* = 0 for
any i € P,k =1,..., K. Here, x(-) is the indicative function
where x(x) = 0 iff 2 = 0.

Let (Zysse, Yussz) be @ MSSE of H2(#'). In the following,
we give a result about the MSSE of H2(6’), whose proof can
be found in Appendix A.

Theorem 2 Under Assumptions 3 and 4, if SOL(Yyssz, 0') is
nonempty, then (Tyssp, Yusse) is also a HNE.

Theorem 2 implies that a MSSE strategy is stable in such
a condition, since such a decision-making process prevents
players from realizing the inherent misperception. Concretely,
for each follower, the leader’s strategy is consistent with each
follower’s anticipation, and its MSSE strategy is also the best
response strategy in its own subjective game. Thus, they can
not be aware of their cognitive errors in H2(#’), which also
conforms with the two-players game model in [27]. Addi-
tionally, for the leader, Theorem 2 also indicates that, even
if followers cannot observe the consequences of the leader’s
strategy, the leader can safely play a MSSE strategy since it
is still the best response strategy. Furthermore, no matter how
many followers move simultaneously, the conclusion holds in
the SLMF game with misperception H2 ('), which covers the
situation in [1].

Second, in the view of deception, our major concern is the
stability of DSSE. The following theorem gives a sufficient
condition to guarantee that a DSSE of #2(0) is a HNE, whose
proof can be found in Appendix B.

Theorem 3 Under Assumptions 1-4, if Kmnax €
argmax Uf(ty) and the leader is able to trick followers
k=1,....K

into attacking target ty
H%(©) is a HNE.

then the corresponding DSSE of

maz’

Theorem 3 indicates that a DSSE strategy is stable in such a
sufficient condition, since the leader has no will to change its
manipulation on followers’ cognitions. The deception brings
the leader the most benefit since its DSSE strategy is the
best response strategy. Also, similar to Theorem 2, followers
are not able to find that their observations of 6, are misled,
because the leader acts as they expect. Thus, followers do not
update their observations, and the leader can safely deceive
followers without being found out. Then the deception result
is stable, as the discussion in [22]. Additionally, no matter how
many followers cannot observe the consequence of the leader’s
strategy, the leader can select a DSSE strategy because it is at
least a HNE strategy for itself. Thus, the leader has no need to
worry whether followers can observe its decision, which also
consists with the analysis of two-players games in [46].

Remark 6 Clearly, MSSE describes a situation caused by
passive factors with players’ biased cognitions, while DSSE
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describes another situation caused by active factors among
players with players’ manipulated cognitions. Additionally,
it is called stable with misperception when players do not
realize the inherent misperception, while it is called stable
with deception when the leader has no will to change its
manipulation on followers’ cognitions. On the other hand,
the evaluation processes of stability with misperception and
deception are different. Since deception happens in a cognitive
set, we use the deception’s influences on players to investigate
the stability of DSSE, while for misperception, SOL(y,0")
gives how the misperception affects players’ strategies.

B. Typical Cases

Here we investigate several typical cases to further explain
the proposed stable conditions in Theorems 2 and 3, in order to
show them can be widely applied to many practical problems.

1) Players’ Perspective: Consider the SLSF game in [1].
The follower takes strategy y; € €21, and its utility function is
Ui(z,y,¢"). For any 8’ € R™, SOL(y, §’) can be converted to
SOL(y,8") = {y € Q;, A > 0[A1(0', 1)y’ = M\y}. It is easy
to verify that SOL(y,#’) is always nonempty. Then we have
the following result, regarded as an extension of the Theorem
3.9in [1].

Corollary 1 Under Assumptions 3 and 4, for any 6’ € R™,
any MSSE is a HNE of the SLSF game H?*(0').

In addition, players’ DSSE strategies are with a certain 6%,
and the following result follows directly.

Corollary 2 Under Assumptions 1-4, any DSSE is a HNE of
the SLSF game H?(O).

2) Targets’ Perspective: Consider the case that all followers
prefer to attack the same target. Notice that our SLMF game

is with independent targets. Attacks on one target do not
affect others. If followers attack the same target independently,
Aq(0")y’ = ABy covers the solution to Asy’ = 0. Thus,
SOL(y,#") can be converted to

SOL(y,0') = {y' € @y, A > 0[4,(¢')y’ = ABy}. (6)

Also, it is easy to see that (6) is always nonempty. Then
we get the following result, which consists with the ‘near
decomposability’ [28].

Corollary 3 Under Assumptions 3 and 4, for any 6’ € R™,
a MSSE of H?(0') is also a HNE if all followers attack the
same target.

3) With Same Perception: If there is no cognitive differ-
ence, followers’ observations of 0 are true, i.e., 0’ = 0y, and
all players are involved in an identical game G. Then the model
turns into the SLMF game in [34]. Take (x, Yss:) as the SSE
of G. The next result reveals a relationship between SSE and
NE with the same perception.

Corollary 4 Under Assumptions 1, 3 and 4, if SOL(yqs, 00)
is nonempty, then (s, Yss:) is also a NE of G.

V. ROBUSTNESS ANALYSIS

In this section, we discuss the robustness of MSSE and
DSSE. As a complement to HNE, we focus on the misinfor-
mation’s influence on players’ actual utility functions, which
refers to players’ capacities to keep their profits.

Conveniently, for any z € Q;,0 € ©,i e P,k =1,... K,
let gi(x,0,k) = 2*US(0,t) + (R — 2%)U*(0,t;). Corre-
spondingly, denote

le (SC, 0) = argmax g; (l’, 07 k)a

.....
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argmax
k=1,...,K,k¢T1 (x,0)

F?(w,@) = gi(z,0,k).

Intuitively, I'} (z,6) and T'?(x, 0) represent the corresponding
target sets of the two most attractive utilities to the ¢th follower
under the leader’s strategy x and the observation 6. Moreover,
let

f]: = gi(xssm 00» k)a ke F;(xSSE7 00)7 re {1’ 2}’ (7)
* i ,00,k) | .
Ve e | Vogi(2sse, 0o, k) || (8)
A. For MSSE

In this situation, the imprecise observation mainly affects
followers, and additionally, the followers’ decisions under
different observations also reflect the game’s performance of
resisting misperception. For instance, in cyber-physical secu-
rity problems, external perturbation influences the followers’
profits through their observations [14]. If the followers’ profits
do not change under the perturbation, the game has a strong
anti-jamming capacity. In the view of bounded rationality such
as computational constraints, emotion, and habitual thoughts,
players have an inherent observation error [12]. If the profits
of followers remain unchanged under bounded rationality, the
game is said to be robust to the inherent systemic uncertainty.
Moreover, for the accidental error, it reveals the tolerance of
the model for the random internal uncertainty, if the accidental
error does not change the followers’ profits [30].

For ¢/ € R™, let y,s:(0’) be the followers’ the MSSE
strategy of H2(') and (s, Yss:) be the SSE of G(6y). We
are interested in the subset 9 C © such that

U; ($SSE7 (ySSE)i7 90) =U; (:ESSE) (yMSSE)i(el)7 90),V9 S 591 1€ P,

©))
which is regarded as the robustness set of MSSE. The follow-
ing result shows the robustness of MSSE, whose proof can be
found in Appendix C.

Theorem 4 Under Assumptions -4,

1) there exists a convex subset 9 C © satisfying (9) with
nonempty int(dy);

2) moreover, if UF(0,t;) and UM (0,ty) are convex and -
Lipschitz continuous in 0 € © for all i € P,k =1,... K,

there exists 69 = {0 € © :|| 6 — Oy ||< A0} satisfying (9) such
that

Af=min ———,
i€P \JF + Ry

where g} and §? are from (7), and <7} is according to (8).

Conclusion 1) of Theorem 4 shows that there is always
a nonempty subset of the observation parameter such that
the MSSE is robust for the followers. Additionally, 2) of
Theorem 4 gives a lower bound for players to ignore the
misperception if the game model satisfies the convexity and
Lipschitz continuity.

B. For DSSE

In the deception situation, the leader deceives followers
by manipulating followers’ observations, and followers are
unaware of the deception. Obviously, the leader will not
deceive if the implementation does not increase its own profit
[33], and it always needs to spend energy for deception [35].
Therefore, the deceiver decides to cheat when the rewards
exceed the lower bound of the deceptive energy. Moreover,
the ridiculous and outrageous deception may cause followers’
suspicions, which may lead to the collapse of the model [21].

Let (Zpsse; Yosse, 0F) be the DSSE of H2(dg) for the decep-
tive set dg9. We are interested in the subset d9 C © such that

Ul(xSSEa ySSE) = Ul(xDSSE; yDSSE)a Vo € 597 (10)

which is regarded as the robustness set of DSSE. The follow-
ing theorem reveals the robustness of DSSE, whose proof can
be found in Appendix D.

Theorem 5 Under Assumptions 1-5,

1) there exists a convex subset 69 € O satisfying (10) with

nonempty int(dg);

2) moreover, if UF(0,t;) and U} (0,tr) are convex and -

Lipschitz continuous in0 € © forallk =1,... K,i € P, there

exists 0p = {0 € © :|| 0 — Oy || < AB} satisfying (10) such that
S

.9 —9;
Af = min *—%
icP 2R’

where g} and §? are from (7), and <7} is according to (8).

Conclusion 1) of Theorem 5 shows that there is always
a nonempty subset of the observation parameter such that the
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leader does not implement deception, since tiny deception does
not bring the leader more benefits. Moreover, 2) of Theorem
5 gives a lower bound if utility functions satisfy the convexity
and Lipschitz continuity. From the perspective of energy, if
the leader wants more benefits from deception, it needs to pay
energy no less than the lower bound A#. Therefore, it can be
regarded as a tradeoff for the leader.

Remark 7 The robustness of the MSSE indicates that fol-
lowers can ignore the misperception, while the robustness of
the DSSE means the leader does not implement deception
in this region. On the other hand, the proofs of robustness
under misperception and deception are different. We consider
Assumption 5 in the robustness analysis of deception since the
deceptive strategy is affected by followers’ utility functions in
different targets. Moreover, the proof for the misperception
focuses on followers’ profits under the fixed leader’s strategy,
while the proof to handle the deception counts in the influence
of the leader’s deceive strategy on followers’ actions.

VI. EXPERIMENT

In this section, we provide numerical simulations for the
stability and robustness of MSSE and DSSE.

A. Stable Condition for MSSE

1) Inspired by the single-leader-single-follower game in
infrastructures protection problems [1], with misperception 6,
we verify Theorem 2 by a numerical simulation. We consider
models for K = 10,15, ...,50 when n = 5,10, 15, and other
models for n = 10,15,...,50 when K = 5,10, 15, respec-
tively. In each model, we randomly generate 100 instances
as follows. For the leader, Uf(ty) and U}*(tx) are uniformly
generated in the ranges [5,10] and [0, 5], while for the ith

follower, U£ (', ti,) and U} (', t,) are uniformly generated in
the ranges [0, 5] and [5, 10]. R; and R; are uniformly generated
in the range [1,5]. Moreover, we compute MSSE of H2(¢’)
by the extension of the mixed-integer linear program [1]:

?3%2 > ut)

W& UF (tr) + (R — =) U (tr)),

k=1 i=1
s.t. 0< Rigi(x, 0 k) < (1 —yF)M,
K K an
Z.’Bk:Rl,QT Z —17y§€{0,1}’
k=1
a=lay,...,a,)" ER”,V@GPJ@:L...,K,

where M = 107 is a sufficiently large number. Take the MAT-
LAB toolbox YALMIP [48] to solve (11) with the terminal
condition U|Jq7q < 107°, where U” and UY are the upper
and lower bounds of the objective function in gth iteration.
Set (@ysses Yusse) s the MSSE strategy of each instance.

Case 1: (Tysse, Yusse) 1S @ HNE when SOL(yss:,0') is
nonempty.

Case 2: SOL(Yyssr, 0') is nonempty when (2 sss, Yussz) 1S @
HNE.

In Fig. 4, the ratio of Case I is always 100%, which verifies
Theorem 2. Also, the ratio of Case 2 is always larger than 85%.
Therefore, when (Zss:, Yuss:) 1 @ HNE, the stable condition
of Theorem 2 can cover most instances.

2) Consider a single-leader-two-followers model in MTD
problems [32]. Take n = K =2, Ry = R; =1, © = [0, 1],

US(0',t1)=0.041((6' —0.5)2—10+a)?+4.305, US(0', t2) =0,
U@, t1) = —0.05((0' — 0.5)% + 10 — a)? + 5.1532, and
UZ(0',ty) = —0.004((#’—0.5)2—10+a)?40.82, where a € R

is a parameter in attackers’ migration cost. Set a = 0.2, 0.3,
and 0.4 in Fig. 5(a), 5(b), and 5(c), respectively. In Fig. 5(a),
MSSE is always not HNE, and no cognitively stable MSSE
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can be found by Theorem 2. Further, in Fig. 5(b), there is
only one cognitively stable MSSE when ¢’ = 0.5. In this
case, it is usually hard for the player to reach the cognitively
stable MSSE in MTD problems [32], since the probability
for finding such a singleton is zero. However, by verifying
the stable condition in Theorem 2, we obtain a stable MSSE
precisely and conveniently. Fig. 5(c) shows a similar result,
and we can improve the efficiency to find a cognitively stable
MSSE once the stable condition in Theorem 2 is verified.

B. Stable Condition for DSSE

1) Similar to security problems in deployed systems [17],
we verify Theorem 3 by a numerical simulation. We consider
models for K = 1,...,5 when n = 1,3,5, and other
models for n = 1,...,5 when K = 1,3, 5, respectively. In
each model, we randomly generate 30 instances as follows.
Up(ti), Uf(ty), Ri, and R; are uniformly generated in the
range [5,10], and U (tx), U (tx) are uniformly generated in
the range [0,5]. Take © = [0,5]"F C R"™¥. Concretely,
for any 0" € ©, ¢ = [9’1_1,...,0’17K,...,97’1’1,...,9;7K]T,
where ¢; ;€ [0,5]. For the followers under the observation
0', set UL (0, ty) = Uf(tg) + 0, and U (0, tr) = U (tr) +
0; .- We compute DSSE of #?*(0©), similar to (11). Take
(Zpsse, Ynsses 0) as the DSSE strategy of each instance.

Case 3: (ZTpsse, Ynsse) 18 @ HNE when the leader is able to
trick followers into attacking target tx where K,,q0 €

argmax Uf (ty).
k=1,...K
Case 4: the leader is able to trick followers into attacking

target ¢, . when the DSSE strategy is a HNE.
The above two cases are represented in blue lines and red
lines.

In Fig. 6, the ratio of Case 3 is always 100%, which verifies
Theorem 3. Also, the ratio of Case 4 is always larger than
60%. Hence, when the DSSE is a HNE, the stable condition
of Theorem 3 can cover many instances.

2) Consider a single-leader-two-followers model in infras-
tructures protection problems [33]. Take n=K =2, Rj=R; =1,
O=[01), U(t1)=2,U}(t2) =1,Uf (0" t1) =3, Uf (¢ t2) =1,
U0, t1) =4, U0, t2) = 2, US(0',t1) = —2.520" + 1.428,
Us(0,ta) = 0, UY(¢',t1) = —0.40" + 2, and U (0',ts) =
—0.166" + 0.504. Also, take Uf(t1) = 3,Uf(t2) = 6 in Fig.
7(a) and U (t1) = 3.2, Uf(t2) = 2 in Fig. 7(b), where U} (tx),

max®

the reward for protecting tj, is different in situations with
different leader’s forms. In the environment setting of Fig.
7(a), no DSSE is HNE. Neither can the previous work [33] find
the cognitively stable DSSE, nor can our proposed condition
in Theorem 3 be verified. However, the phenomenon changes
in Fig. 7(b), because we can find a cognitively stable DSSE,
i.e., HNE, once the stable condition in Theorem 3 is satisfied.
Thus, our proposed framework and conclusion in Theorem 3
actually provide a way to tell the differences among various
environment settings when DSSE is HNE.

C. Robustness of MSSE: in Counterterrorism Problems

Inspired by the counterterrorism problems with multiple
attack forms [29], we consider that the American govern-
ment wants to defend against the criminals with different
attack forms, including armed assaults, bombing/explosion,
assassinations, facility/infrastructure attacks, hijackings, and
hostage taking. Regard the government as a leader and the
criminals with 6 attack forms as followers. Besides, ‘New York
City, ‘Los Angeles’, ’SanFrancisco’, ‘Washington, D.C.’, and
‘Chicago’ are ranked as the top five risky urban areas in
America. Then we regard the 5 cities as targets such as the
first target for ‘New York City’. Suppose that all players have
$1 millinon budgets, ie., By = 1 and R; = 1 for i € P.
Take Uf(tx), Ul (ty), US(ty), Ui (ty) € [0,0.7] as utilities
under the true observation. Also, followers have a success
probability of 0.2, considering that the United States can
interdict some attack plots [29]. Therefore, followers have a
false observation of the success rate as p; 1 (6') = d; 16’ +0.2,
where 8" € © = [-0.2,0.2], §p = 0 and d, ;, is generated
in the range [—1,1]. Hence, Uf(¢',tx) = p; x(0")UF(tx) and
U0, tr) = pir(0)UH(ty) are the utilities perceived by the
ith follower.

Fig. 8 shows the utilities of all followers, where the z-
axis represents the value of 6’ and the y-axis is for the true
utility of each follower under the observation 6’. The blue
cylinders are followers’ true utilities when they select the
MSSE strategy under different ¢’. In Fig. 8, the light blue
region is in |6/| < 0.045 and the light red region is in
|60'| < 0.075. Actually, the utility under 6/ = 0 is the real
one with no misperception. Notice that all followers’ utilities
are unchanged when |0’'| < 0.075, which is consistent with
Theorem 4 since Af = 0.045 < 0.075.
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D. Robustness of DSSE: in CPS

Similar to the CPS with two players [6], we consider
one network administrator (leader) and one hacker (follower).
The follower invades the leader with many attack methods
such as ‘malware’, ‘web-based attacks’, ‘denial-of-service’,
‘malicious insiders’, ‘phishing and social enginering’, ‘ma-
licious code’, ‘stolen devices’, ‘ransomware’, and ‘botnets’.
Regard the 9 attack methods as 9 targets such as the first
target for ‘malware’. Each player has $1 million budgets, i.e.,
R; = 1, Ry = 1 and they allocate funds to the 9 targets.
Denote Uf (tr.), U (tx), U§(tr), UF € [0,2.5] as the values for
different targets. Moreover, the network administrator makes
some observable properties of a system such as TCP/IP stack
appear different from what it actually is, and then the hacker
probes the system. Concretely, denote © = [—1,1] as the
deceptive set and g = 0 as the true value. For §/ € O,
UH(0,tr) = Up(te) + de@® and U§(0',tx) = Uf(ty) are
utilities perceived by the follower, where dj is generated in
the range D C R.

Fig. 9 shows the utilities of the leader with D =
(0,1),(0,2), and (0, 3), respectively. The blue cylinders are
the leader’s utilities if the leader deceives as ¢’. The light
blue regions are in |6’| < 0.45 in 9(a), |#'| < 0.225 in 9(b)
and |6'| < 0.15 in 9(c). Also, the light red regions are in
|0'] < 0.9, |0"] < 0.6, and |¢'] < 0.5, respectively. Besides,
the blue cylinder under 6/ = 0 is the utility if the leader
does not deceive. Notice that in 9(a), the leader’s utility under
|6’] < 0.9 is no larger than that under 6’ = 0. It is consistent
with Theorem 5 that the DSSE strategy is robust for the leader
since A6 = 0.45 < 0.9. Moreover, in Fig. 9(a), if the leader
wishes to benefit more from deception, the deception strategy
needs to exceed |0'| > 0.9 > Af. Similar conclusions can

be found in Fig. 9(b) and 9(c). In fact, the robust boundary
decreases as the bound of the parameter set D increases, which
is also consistent with Theorem 5.

VII. CONCLUSIONS

In this paper, we have investigated the SLMF Stackelberg
security game by virtue of the second-level Stackelberg hyper-
game. We have provided a novel criterion to evaluate both the
strategic and cognitive stability of games with misinformation
based on HNE. Moreover, we have provided two different
stable conditions to connect MSSE and DSSE with HNE.
Also, we have analyzed the influences of misperception and
deception by the robustness of the MSSE and DSSE strategies.
Finally, we have presented numerical experiments for the
validity and broad applicability of our results.

APPENDIX A
PROOF OF THEOREM 2
Denote FE;(z,0) = max Ui(z,y:,0), E(z,0) =
Yi €824

S FEi(x,0"), and E*(0") = miél E(z,0"). The leader’s strat-
i=1 zeth
egy x €  is said to be a Minimax Strategy if E(xz,0") =
E*(0"). Then the following proof consists of three steps. Step
1 shows the relationship between the leader’s utility function
and followers’ ones. Step 2 reveals that x,,, is a leader’s
Minimax Strategy. Step 3 shows that (Zyss, Yussz) 1S HNE.

Step 1: Since (y’, \) € SOL(y,0'), A > 0, and A;(0")y’ =
ABy. Thus,

- U@ tr) — UL (0 ) -
2 : Nk ~1 ) i ’ § k

yi c - :)\ yi7Vk:]‘7"'71(‘
i:l( ) Uf(ty) — U (tr) P
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Fig. 9. Utilities of the leader in CPS. 6’ leads to followers’ perceived utility U}*(G’,tk) for all k. The light blue region describes robust
bounds of DSSE according to Theorem 5, and the light red region describes bounds referring to §’, where all followers’ utilities are invariant

in this instance.

Then

K n
=> _ yi (aF = (@) (UF (t) = U ()
k:11z:[1( .
= X Z (yl)f(xk - (xl)k) (Uic(e/ﬂtk) - Uiu(elvtk))‘
k=1i=1
Clearly,
Z Ul (Z‘, yz,», 9/) — Z Ul (l‘/, yzl-, 9/)
K n
=3 @) = @) (U ) = U0 1)
k=1i=1
Therefore,
Uz y) - Uz, y)= % (ZUz'(l“/a @) 9/)—ZUL'(1’7 ') 0").

Since A > 0, Uj(z, y) =)U(z",y) forx ' e, andy €

Q; if and only if Z Ui(z,y},0') < (= )Z Ui(2',y;,0') for
=1

z, 2’ €,y € ﬂf,ﬂ’ € R™, and (v, )\) € SOL(y, #").

Step 2: By the definition of E*, E (s, 0') = E*(0) is
always true. Suppose

E(xyss, 0) > E*(0'). (12)
Consider z* as the leader’s Minimax Strategy, where
E(z*,0") = E*(¢). For (y', \) € SOL(Yussz, 0'),
> Ui(a*,yi,0') < E*(9).
i=1
Denote S(y) = {(i,k)|y¥ # 0,i € P,k =1,..., K}. For any

(i,k1), (i, k2) € S(yusse), the target ki and target ko have the
same appeal to the ith follower. For any (i, k) € S(Yyss:), set

M; (xMSSE) :xl\kf;SSEUic(QIV tk) +(Rl _xAIjSSE)Uiu(Q/7 tk)' (13)

Additionally, Aoy’ = 0 implies (y')¥ = 0 if (Yuss)¥ = 0.
Then S(y’) C S(Yusse). Therefore, for any (i,k) € S(y’),
(13) also holds. Then

U'(xM%Fa yz/‘a 0/)

Z i MssFUC 9 tk) (Rl - xAIjSSE)Uiu(el7tk))

= M; ('rMSSE) = R; M; (Jf'MSSE)-

(y")F#0

Similarly, U; (xMSSE7yMSSE>9/) = R; M; (xMSSE>- Thus,
U; (xMSSE7 yg» 9/) = Ui(wMSSE) (yMSSE)i; 9/) (14)

As a result, ¢y’ is the followers’ best respose strategy to s
under the observation 6’. Then
n

Z U; (xMSSEv yév 9/)

i=1

E(‘rMSSEv Z max U; (xMSSE7 Yis ¢’ ) =

Yi €Q;

Consequently, Z Ui(z*,y.,0") < Z Ui(Zysses Y, 0'). Ac-
cordmg to [1], there ex1sts 2’ such that Yuss: € BR(2,0")
and Z Ui(2',yl,0") < Z Ui(Zysss, Y5, 0"). Recalling Step

1, Ul( ,yMWE) > U (xwf, yM“E) which contradicts that
is the leader’s MSSE strategy. Thus, (12) does not hold. As
a result, F (2, 0') = E*(0"), which indicates that x4 is
the leader’s Minimax Strategy and Yy, is the corresponding
strategies of followers.

Step 3: Note that E(zs,6) = E*(0') and yys: €
BR(Zys5, 0'). By (14), y' € BR(Zy5,6"). Define another
associated zero-sum game G with two players denoted as
{1,2} in G. The strategy set of player 1 is ; and the strategy
set ofplayer 21is ;. Forany z € Ql,y € Qy, Uy(z,y,0') =
—ZU(x i, 0') and Uy(z,y,0') = ZU(JE i, 0') are the
utlhty functions of player 1 and player 2 respectively. Each
player aims at maximizing its utility functions.

For any y € Qy, since y, € BR; (x5, 6’), 3y is the best
response strategy to T in G. Moreover,

Z max U;(x,y;,0) = max Us(z,y,0").

Yi €Q



Since E(Zysse, 0') = E*(0'),

Tysse € argmin max Us(x,y, 6').
zeQ, Y€
Then &y is the Minimax Strategy in G. By Theo-
rem 3.2 in [47], (Tyss,y') is also a NE of G. Then
ZTyusse 18 also the best response strategy to y’ in G. For

any & e Q, Ul(xMSSE,y 0') > Uy(x,y’,0'). Therefore,
Z Ui (@yssr, y1,0') < Z Ui(x,y},0"). Then by Step 1,
i=1

Ul(mMSSEvyMSSEae/) 2 Ul(xayMssme/)- (15)

Because (15) holds for any = € €, x4 is the best response
strategy t0 Yyss; in H2(0"). Then (e, Yussz) is HNE of
H2(9). O

APPENDIX B
PROOF OF THEOREM 3
Clearly, there exists 8* € O such that (y )Km” =R;,z* €
Q, and y* € BR(z*, 0*), where (z*,y*) is the decision result

under the observation §. Thus, SOL(y*, 6*) has a solution

n w g _Uc(a*
= Ui wc P Kmar) U:.L(O P Kmag)
= YUl Kmaz ) =Y (P K mas)

i R; 7
=1
(y*);mer = R;,Vi € P,

(y*)e = 0,V # Kpaw,i € P.

By Theorem 2, z* is the best response strategy to y* and
(x*)Kmas = R;. Thus,

Uz( YY)

fz Z 2V RUF (tr)+ (R — () ) U (1))
k=1 i=1

:Z R RUf (tk,...) = RlUf(thm)(Z R;).

Since K40 € argmaxUl (tg), for all &k = 1,...,K,

Uf(tr,..) = Uf (tk) By Assumption 3, Uf(tk,,..) =
U}*(t). Then, for any § € ©,y € Qf, x € ;, we have

Ul(ﬂ?, y)
K n
Zyzk (2*Uf (tk,0n) + (R — 2)Uf (tk,000)
k=1 i=1
K n
= Z (wkUlc(thm) + (R, — :Ek)Ulc(thaz)) ny
k=1 i=1

n

Zyz = RU7 (0, tk,..) D Ri).

1=1 =1

Rl Ul

tnqw

>
Il
—

Thus, Uj(z,y) < Ui(z*,y*) for any = € Q,y € Q.

Therefore, §* € argmax max Ui(z,y) is the optimal
9'6@ z€Q;,yeBR(x,0)

deception. Also, (z*,y*) is a DSSE of H?(0©). Besides, x* is
the best response strategy to y* since U (z,y*) < Uj(z*,y*)
for any x € €);. Thus, the conclusion follows. O

APPENDIX C
PROOF OF THEOREM 4
1) For any «; € THas,bo),l ¢ TiH(wssy,bo),
g; (ZL’SSE, 00, ai) > gi(l'SSE, 00, l) Since UZC(H, tai) and
Uf(0,tq,) are differentiable in ¢ € © by Assumption
2, there is a convex set & such that, for all § € 4},
9i(Tssp, 0, ) > gi(wgsp, 0,1). Let 89 = N7 ,6). Then
int(dg) is nonempty. For any 6’ € dy, the ith follower attacks
the target in I';, which leads to the same profit as yss. Thus,

U; (375557(3/555)1' 700) =U; (xssm(ymsn)i (0/) ;60) .

2) For any «; € le ('rssm 90)761' € Fiz(xssm 90)7l ¢
L} (2ss,00), we have g;(2s, 00, i) > gi2ss,00,1) and
9i(Zsse, 00, Bi) = gi(xsse, 00, 1). Since US(8,t) and UX (9, tx)
are ¢-Lipschitz continuous in 6 € ©, for any 6,6’ € O,

U (0,tx) = UF(0 te)| << |0 —0" ||,
U (0, tk) = U (0 te)| < s [ 00" .
Thus,
|gi($SSEa 0, k) — G (-'17555; 9/7 k)'
+ (Rl - xi€95)|Uzu(0atk) - Uﬁ(9/7tk)|
Safs 10— 0" || +(Ri—ai,)s [ 00" |
:§Rl || 0 — 9/ || .
Therefore, for any k, g;(2ss, 0, k) is < R;-Lipschitz continuous
in 0 € ©. Then
gi(xSSEa 0, l) gz(xssa fo, l) +<shR ” 0—0 H
gz(xssm b, Bz) +shiy ” 0— ¢ H

Also, since Uf (6, tx) and U (0,t)) are convex and differ-

entiable in 6, g; (2, 0, k) is convex in 6 € O. Thus,

gi (xSSE7 0 k) _gi(xSSEa 90, k) =v/09i (xSSE7 007 k)T(Q—QO)
Take v/§" = Vggl(wm, 0o, ;). If (759) 775" # 0, then, with
taking gp = (Vi) (0 3?’, lga] <|| 6 — 6o ||. Thus,

(vi)Tv

> 16
- (16)

9i(Tsse, 0, i) — gi(Tgse, 0o, ;)
> Vo gi(@sse: 0o, ;) (0 — o)
=~ (Vi) Vi
>— 16— 6 || (Vi)' v

[ —

Obviously, if ()¢
gi(mss&a»ai)_gi(xﬂﬁ to, O‘i) 20=— H 0—6o || (V?i)T V?l
Recalling (16),

9i(Tsse, 0, ;) — i (Tssp, 6, 1)
> 9i(Tsse,00,01) — i (Ts5,00,8:) — (V)T 75 +<Ry) |1 0—06' .

Since || 6 — 0" ||< Af = mg%

9i (xSSEu 907 ai) —Gi (xSSEv 0()7 ﬂz)
(V)T vi +<Ry '
For any «; € F% (xssm QO)J ¢ le (xssm 00)’

160" |I<

gi(xssm 97 ai) > gi(xssm 93 l)
Fori e P, U; (xSSEv(ySSE)’iae(]) =U; (xSSEv(yMSSE)’L(Q/)ve())' O



APPENDIX D
PROOF OF THEOREM 5

1) By Theorem 4, the leader does not change its strategy
under dy according to [17]. Thus, the leader’s profit does not
change, and U (@, Ysse) = Ut(Tpsses Yosse)-

2) By Assumption 5, T'} (2, 6p) has the unique element.
Take «; € F}(xm,@o),ﬂi S Ff(xm,ﬁo),l §é F}(xm,ﬂo). As
shown in the proof of Theorem 4, g; (s, 0,1) is ¢ R;-Lipschitz
continuous in # € ©. Then

gi($SSE797l) <gi(xs55790;l) + oy || 6—0 H .

Since f3; € F? (xssg, 90), gi (xssm 0o, ﬁz) = gi(xSSEv to, Z)'
Then gi(xSSEa 0; l) < gi(xssbeOaBi) +cR; || 0—0¢ || . Also,

gi(xSSEa 97 ai) Zgi(xssm 907 Oéi) - §Rl || 60— 9/ H .
Therefore,

9i (xssm g, Oéi) —Gi (xssm 0, l)
292‘(%557 90; Oéi) - gi(mssm 007 Bz) — 2R, || 6—6 H .

sl A2
For any 6 with || 6 — 6 ||< A#, since Af = min 91'71’
icP 2R,
9i (I'SSE; Bo, ai) — Yi (xSSEa Bo, 61)
0—0y||< .
1600 N
Therefore, for i € P,
gi(xssmgvl) < gi($555797ai)- a7

According to [17] and Assumption 5, (17) holds for any z,; €
. Thus, the leader does not change its strategy under dy, and
U, (-’175557 ysss) =U (-7705557 yDSSE)' O
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