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Explicit Wiretap Channel Codes via Source Coding,
Universal Hashing, and Distribution Approximation,

When the Channels’ Statistics are Uncertain
Rémi A. Chou

Abstract—We consider wiretap channels with uncertainty on
the eavesdropper channel under (i) noisy blockwise type II,
(ii) compound, or (iii) arbitrarily varying models. We present
explicit wiretap codes that can handle these models in a uni-
fied manner and only rely on three primitives, namely source
coding with side information, universal hashing, and distri-
bution approximation. Our explicit wiretap codes achieve the
best known single-letter achievable rates, previously obtained
non-constructively, for the models considered. Our results are
obtained for strong secrecy, do not require a pre-shared secret
between the legitimate users, and do not require any symmetry
properties on the channel. An extension of our results to com-
pound main channels is also derived via new capacity-achieving
polar coding schemes for compound settings.

I. INTRODUCTION

The wiretap channel [2] is a fundamental primitive to
model eavesdropping at the physical layer [3], [4]. Beyond
theoretical results that characterize the secrecy capacity for this
model, significant progress has been made in the development
of explicit wiretap codes for Wyner’s wiretap channel [2].
Specifically, coding schemes based on low-density parity-
check codes, e.g., [5]–[7], polar codes, e.g. [8]–[14], and
invertible extractors, e.g., [15]–[17], have been successfully
developed for Wyner’s model [2] or some of its special cases.

An assumption made by all the above references is that
the eavesdropper channel statistics are perfectly known by
the legitimate users. To model uncertainty, several models
have been introduced: Type II models [18]–[20], where the
eavesdropper can learn an arbitrary and unknown part of the
legitimate sender codeword, and models where the eavesdrop-
per channel statistics are not perfectly known but only known
to belong to a given set. These latter models are useful when
the physical location of the eavesdropper is uncertain from the
point of view of the legitimate users, and include compound
models [21], [22], where the channel statistics are known to be
fixed for all channel uses, and arbitrarily varying models [23],
[24], where the channel statistics change at each channel use.

Our contributions are summarized as follows. (i) We
construct explicit wiretap codes that achieve the best
known single-letter achievable rates, previously obtained non-
constructively, when uncertainty holds on the eavesdropper
channel under a noisy blockwise type II, compound, or ar-
bitrarily varying model. (ii) We prove the sufficiency of three
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primitives to construct such wiretap codes: source coding with
side information, universal hashing, and distribution approxi-
mation. (iii) We extend our results to the case where uncer-
tainty holds on the main channel according to a compound
model. (iv) We demonstrate that all the models considered in
this paper can be handled in a unified manner by the same
encoding and decoding schemes, up to an appropriate choice
of parameters. We stress that our results are obtained for
strong secrecy, do not require a pre-shared secret between the
legitimate users, and do not require any symmetry properties
on the channel.

Our approach consists in separately handling the reliability
constraint and the security constraints. The reliability con-
straint is handled via a combination of source coding with
side information and distribution approximation implemented
with polar codes. The security constraints are handled with a
combination of universal hashing and distribution approxima-
tion implemented via two-universal hash functions and polar
codes, respectively. The main difficulty in our approach is
to combine universal hashing and source coding with side
information such that (i) non-symmetric and non-degraded
channels can be handled, and (ii) the analysis of the security
of the overall coding scheme is possible. (i) is performed via
the idea of block-Markov coding as introduced in [25], [26]
with the following two important modifications to enable (ii):
(1) Each encoding block of the block-Markov construction
is constructed from L sub-blocks in which all the involved
random variables have the same joint distribution across all
sub-blocks. (2) The construction of each encoding block is
such that the encoder output distribution approaches a fixed
target distribution. In particular, these two points are key to
analyzing the security of universal hashing via the leftover
hash lemma [27], whose application in our analysis raises
several additional challenges. First, while the leftover hash
lemma proves a security guarantee on the output of a hash
function, in our coding scheme, we need to prove a security
guarantee on a message M that is not obtained as the output
of a hash function. To circumvent this difficulty, we prove
the statistical equivalence between our coding scheme and
another coding scheme where the message M is obtained as
the output of a hash function. Second, because of the block-
Markov construction, a precise study of the inter-dependencies
between the encoding blocks is needed to evaluate the overall
leakage when considering all the blocks jointly.

In Section III, we formally describe the model considered
in this paper. In Section IV, we state our main results. In
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Section V, we describe our proposed coding scheme. The
analysis of our coding scheme is presented in Sections VI, VII,
VIII. In Section IX, we present an extension of our results to
the case where uncertainty holds on the legitimate user channel
under a compound model [3], [22]. Finally, in Section X, we
provide concluding remarks.

II. NOTATION

For a, b ∈ R+, define Ja, bK , [bac, dbe] ∩ N. The
components of a vector X1:N of size N are denoted with
superscripts, i.e., X1:N , (Xi)i∈J1,NK. For any set A ⊆
J1, NK, let X1:N [A] be the components of X1:N whose indices
are in A. For two distributions pXY and qXY defined over
X ×Y , define the variational distance between pX and qX as
V(pX , qX) ,

∑
x∈X |pX(x) − qX(x)|, the Kullback-Leibler

divergence between pX and qX as D(pX‖qX), and the con-
ditional Kullback-Leibler divergence between pY |X and qY |X
as EpX [D(pY |X‖qY |X)] ,

∑
x∈X pX(x)D(pY |X=x‖qY |X=x).

Unless otherwise specified, capital letters denote random
variables, whereas lowercase letters designate realizations of
associated random variables, e.g., x is a realization of the
random variable X . Let 1{ω} be the indicator function, which
is equal to 1 if the predicate ω is true and 0 otherwise. For any
x ∈ R, define [x]+ , max(0, x). Finally, GF(2N ) denotes a
finite field of order 2N .

III. MODEL AND KNOWN RESULTS

Consider the finite alphabets X , {0, 1}, Y , and (Zs)s∈S,
where S is a finite set. Consider also the conditional prob-
abilities (pY Z(s)|X)s∈S. A wiretap channel is defined as a
discrete memoryless channel with transition probability for
one channel use pY Z(s)|X(y, z(s)|x) where x ∈ X is the
channel input from the transmitter, y ∈ Y is the channel output
observed by the legitimate receiver, z(s) ∈ Zs is the channel
output observed by the eavesdropper, s ∈ S is arbitrary,
unknown to the legitimate users, and can potentially change for
each channel use. In the following, we omit the index s ∈ S
whenever |S|= 1. Moreover, when the codeword X1:N is sent
over the channel, in addition to the channel output Z1:N (s),
s ∈ SN , the eavesdropper has access to X1:N [S] , (Xi)i∈S ,
where S ⊆ J1, NK is chosen by the eavesdropper and such
that |S|, αN for some α ∈ [0, 1].

Definition 1. For B ∈ N, define B , J1, BK. For b ∈ B and
Rb > 0, define R ,

∑
b∈B Rb/B. A (2NR, N,B) code has

a rate R, operates over B encoding blocks, and consists for
each encoding Block b ∈ B of

• A message set Mb , J1, 2NRbK.
• A stochastic encoding function fb : Mb → XN , used

by the transmitter to encode a message Mb, uniformly
distributed overMb, into X1:N

b , fb(Mb). The messages
M1:B , (Mb)b∈B are assumed mutually independent.

• A deterministic decoding function used by the legitimate
receiver gb : YN → Mb, to form M̂b, an estimate of
Mb, given the channel outputs Y 1:N

b . We write M̂1:B ,
(M̂b)b∈B.

Definition 2. A rate R is achievable if there exists a sequence
of (2NR, N,B) codes such that

P[M̂1:B 6= M1:B ]
N→∞−−−−→ 0,

max
s∈SNB ,A∈A

I
(
M1:B ;Z1:N

1:B (s), X1:N
1:B [A]

) N→∞−−−−→ 0,

where A ,{(Ab)b∈B : Ab ⊆ J1, NK and |Ab|= αN, ∀b ∈ B},
(Z1:N

b (sb), X
1:N
b [Ab]) corresponds to the random variables

in Block b ∈ B for A = (Ab)b∈B ∈ A and sb ∈ SN ,
X1:N

1:B [A] , (X1:N
b [Ab])b∈B, and Z1:N

1:B (s) , (Z1:N
b (sb))b∈B

for s = (sb)b∈B ∈ SNB .
The supremum of such achievable rates is called secrecy
capacity and denoted by Cs.

When α = 0 and |S|= 1, our model recovers Wyner’s
wiretap channel [2]. When α = 0 and s = (sb)b∈B ∈ SNB is
unknown to the legitimate users but all the components of sb,
b ∈ B, are identical, our model recovers a wiretap channel with
a compound model for the eavesdropper’s channel [21], [22];
the general model, as introduced in [21], with compound mod-
els for both the eavesdropper’s channel and the main channel
is treated in Section IX. When α = 0 and s = (sb)b∈B ∈ SNB

is unknown to the legitimate users, our model recovers a
wiretap channel with an arbitrarily varying eavesdropper’s
channel [23]. When α > 0 and |S|= 1, our model recovers
a special case of the wiretap channel of type II [18] when
pZ|X = pZ and pY |X(y|x) = 1{y = x},∀(x, y) ∈ X × Y ,
a special case of the wiretap channel of type II with noisy
main channel [19] when pZ|X = pZ , and a special case of
the hybrid Wyner’s/type II wiretap channel [20]. Specifically,
the difference between our model and the models in [18]–[20]
is that, in our model, the eavesdropper observes a fraction α
of each codeword X1:N

b , b ∈ B, whereas in [18]–[20], the
eavesdropper would be able to observe a fraction α of all
the codewords considered jointly, i.e., (X1:N

b )b∈B. While the
original type II constraint of [18] is stronger than a blockwise
type II constraint, the latter constraint is relevant to model
side-channel attacks where the eavesdropper is able to learn a
bounded fraction of each codeword sent over the channel.

We now review the best known achievable rates for special
cases of our model.

Theorem 1 ( [2], [28]). Suppose that |S|= 1, and α = 0.
Then, the secrecy capacity is

Cs = max
U−X−(Y,Z)
|U|6|X |

[I(U ;Y )− I(U ;Z)]
+
.

Theorem 2 ([18]). Suppose that |S|= 1, pZ|X = pZ , and for
any x ∈ X , y ∈ Y , pY |X(y|x) = 1{y = x}. Then,

Cs = 1− α.

Theorem 3 ( [19]). Suppose that |S|= 1, and pZ|X = pZ .
Then,

Cs = max
U−X−Y
|U|6|X |

[I(U ;Y )− αI(U ;X)]
+
.
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Theorem 4 ([20]). Suppose that |S|= 1. Then,

Cs = max
U−X−(Y,Z)
|U|6|X |

[I(U ;Y )− αI(U ;X)− (1− α)I(U ;Z)]
+
.

Theorem 5 ([21], [22]). Consider the wiretap channel with
compound eavesdropper channel statistics, i.e., assume that
s = (sb)b∈B ∈ SNB is unknown to the legitimate users but
all the components of sb, b ∈ B, are identical. Assume also
that α = 0. Then,

Cs > max
∀s∈S,U−X−(Y,Z(s))

|U|6|X |

min
s∈S

[I(U ;Y )− I(U ;Z(s))]
+
.

Moreover, for a degraded channel, i.e., when for all s ∈ S,
X − Y − Z(s), we have

Cs = max
pX

min
s∈S

I(X;Y |Z(s)).

Theorem 6 ([23], [24]). Consider the wiretap channel with
arbitrarily varying eavesdropper channel, i.e., assume that
s ∈ SNB is unknown to the legitimate users. Assume also that
α = 0. Define S as the set of all the convex combinations
of elements of S. If there exists a best channel for the
eavesdropper, i.e., ∃s∗ ∈ S,∀s ∈ S, X −Z(s∗)−Z(s), then

Cs > max
∀s̄∈S,U−X−(Y,Z(s̄))

|U|6|X |

min
s̄∈S

[I(U ;Y )− I(U ;Z(s̄))]
+
.

Moreover, if there exists a best channel for the eavesdropper
and for all s̄ ∈ S, X − Y − Z(s̄), then

Cs = max
pX

min
s̄∈S

I(X;Y |Z(s̄)).

Note that [20]–[24] prove the existence of coding schemes
that achieve the rates in Theorems 3-6 but do not provide
explicit coding schemes. To the best of our knowledge, no
explicit coding schemes that achieve the secrecy rates in
Theorems 3-6 have been previously proposed.

More specifically, [12], [13], [29] provided polar coding
schemes that achieve the strong secrecy capacity for Wyner’s
wiretap channel, i.e., Theorem 1, with the following caveats:
a pre-shared secret with negligible rate is required in [13],
[29], no efficient method is known to construct the codebooks
in [12], and the existence of certain deterministic maps is
needed in [13], similar to [30, Theorem 3]. Note that a
main tool in [13], [29] is block-Markov coding to support
non-degraded and non-symmetric channels. Using techniques
similar to [12], [13], [29], including block-Markov coding,
and ideas for compound channels without security constraints
in [25], [31], it is unclear to us how to extend existing polar
coding schemes to the wiretap channel models of Theorems 2-
5 and Theorems 7, 8, 11 because of the uncertainty on the
eavesdropper’s observations.

A different approach than polar coding to obtain wire-
tap codes for Wyner’s wiretap channel is provided in [15],
[16], [32]. Specifically, these works construct wiretap codes
using (i) capacity-achieving channel codes (without security
constraint), and (ii) universal hashing [33], and have been
the first works to provide efficient codes that asymptotically
achieve optimal secrecy rates and strong secrecy for additive or

symmetric and degraded wiretap channels. [34] subsequently
extended these constructions to any wiretap channels as in
Theorem 1.

It is also worth noting that [35] proposed wiretap channel
coding for Wyner’s model using source coding with side
information and universal hashing. It is, however, unclear to
us how to directly translate the scheme of [35] to an efficient
code construction without employing block-Markov coding for
the part of the coding scheme that involves source coding with
side information.

Our approach in this paper departs from the works in [15],
[16], [32], [34] because, instead of relying on channel codes,
we rely on source codes to handle the reliability constraint,
which allows us to use a block-Markov coding approach
to handle non-symmetric and non-degraded channels. Our
approach also departs from existing polar coding schemes, as
our construction solely relies on polar coding results for source
coding with side information, does not require the existence
of certain maps, and does not require a pre-shared key to
ensure strong secrecy. In addition to proposing the first explicit
coding schemes that achieve the secrecy rates in Theorems 3-
6 and Theorems 7, 8, 11, our coding approach also proves
that all the models considered in this paper can be treated
under a unified framework that only requires three primitives:
(i) source coding with side information, (ii) universal hashing,
and (iii) distribution approximation.

IV. STATEMENT OF MAIN RESULTS

Our main results are the following theorems.

Theorem 7. If all the components of sb, b ∈ B, are identical,
then the coding scheme of Section V achieves the secrecy rate

max
U

[
I(U ;Y )− αI(U ;X)− (1− α) max

s∈S
I (U ;Z(s))

]+

,

where the maximum is taken over U such that ∀s ∈ S, U −
X − (Y,Z(s)) and |U|6 |X |.
Theorem 8. Assume that the components of sb, b ∈ B, are
arbitrary. If there exists a best channel for the eavesdropper,
then the coding scheme of Section V achieves the secrecy rate

max
U

[
I(U ;Y )− αI(U ;X)− (1− α) max

s̄∈S̄
I (U ;Z(s̄))

]+

,

where the maximum is taken over U such that ∀s̄ ∈ S, U −
X − (Y,Z(s̄)) and |U|6 |X |.

The proof of Theorem 7 is presented in two parts. First,
in Section VI, the initialization phase, i.e., Algorithms 1, 2, is
ignored and Theorem 7 is proved under the assumption that the
legitimate users have a pre-shared key whose rate is negligible.
Next, in Section VII, Theorem 7 is proved without this
assumption by considering the initialization phase combined
with Algorithms 3, 4. The proof of Theorem 8 is similar to
the one of Theorem 7 and is discussed in Section VIII.

Finally, from Theorems 7 and 8, we conclude that the
secrecy rates of Theorems 1-6 are achieved.

Note that we will also extend Theorem 7 to the case of a
compound main channel in Theorem 11.
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V. CODING SCHEME

Our coding scheme consists of two phases: An initialization
phase presented in Section V-B, and the actual secure com-
munication phase presented in Section V-C. The initialization
phase allows the legitimate users to share a secret key which
is used in the second phase of the coding scheme. Both phases
rely on three primitives presented in Section V-A.

In this section, for s ∈ S, we consider an arbitrary joint
distribution qUXY Z(s) , qUXpY Z(s)|X with |U|= |X |= 2
and such that U −X − (Y,Z(s)). Let K be a power of two,
let (U1:K , X1:K) be distributed according to qU1:KX1:K ,∏K
i=1 qUX , and define A1:K , U1:KGK , V 1:K , X1:KGK ,

where GK ,
[

1 0

1 1

]⊗ logK

is the matrix defined in [36]. Define

also for δK , 2−K
β

, β ∈]0, 1/2[, the sets

VU ,
{
i ∈ J1,KK : H(Ai|A1:i−1) > 1− δK

}
,

HU ,
{
i ∈ J1,KK : H(Ai|A1:i−1) > δK

}
,

VU |Y ,
{
i ∈ J1,KK : H(Ai|A1:i−1Y 1:K) > 1− δK

}
,

HU |Y ,
{
i ∈ J1,KK : H(Ai|A1:i−1Y 1:K) > δK

}
,

VX ,
{
i ∈ J1,KK : H(V i|V 1:i−1) > 1− δK

}
,

VX|U ,
{
i ∈ J1,KK : H(V i|V 1:i−1U1:K) > 1− δK

}
.

A. Primitives used in the coding scheme

Primitive 1: Source coding (SC) with side information for
the source (U × Y, qUY ) [36]. Define the encoder fSC ,
(fSC

1 , fSC
2 ) with

fSC
1 (A1:K) , A1:K [VU |Y ],

fSC
2 (A1:K) , A1:K [HU |Y \VU |Y ].

Then, define gSC as the successive cancellation decoder of [36]
such that if Â1:K , gSC(fSC

1 (A1:K), fSC
2 (A1:K), Y 1:K), then

P[Â1:K 6= A1:K ] 6 KδK . (1)

Remark 1. We decompose fSC in two parts fSC
1 and fSC

2

because fSC
1 (A1:K) can be shown to be almost uniform in

divergence, e.g., [37, Lemma 8], which will be a useful
property in our coding scheme analysis. Note, however, that
the distribution of (fSC

1 (A1:K)‖fSC
2 (A1:K)) is not necessarily

close to a uniform distribution.

Primitive 2: Universal hashing (UH) [38]. Let c, d ∈ N such
that d 6 c, and define S , {0, 1}c\{0}. Then, define for
S ∈ S, T ∈ {0, 1}c, R ∈ {0, 1}d, R′ ∈ {0, 1}c−d

fUH
S (R,R′) , S−1 � (R‖R′),
gUH
S (T, d) , (S � T )d,

where � is the multiplication in GF(2c) and (·)d selects the
d most significant bits, such that

gUH
S (fUH

S (R,R′), d) = R.

By [16], F , {gUH
S }S∈S is a family of two-universal

hash functions.

Primitive 3: Distribution approximation (DA) for qA1:K ,
the distribution of A1:K , U1:KGK , where U1:K follows

qU1:K ,
∏K
i=1 qU . Let T 1:|VU | be a sequence of uniformly

distributed bits over {0, 1}|VU |. Then, define Ã1:K according
to the distribution p̃A1:K ,

∏K
j=1 p̃Aj |A1:j−1 with

p̃Aj |A1:j−1(aj |a1:j−1) ,
{
1{aj = T j} if j ∈ VU
qAj |A1:j−1(aj |a1:j−1) if j ∈ VcU

(2)

We write Ã1:K = fDA(T 1:|VU |). Moreover, we have

D(qA1:K‖p̃A1:K )
(a)
=

K∑

j=1

EqA1:j−1D(qAj |A1:j−1‖p̃Aj |A1:j−1)

(b)
=
∑

j∈VU
(1−H(Aj |A1:j−1))

(c)

6 KδK , (3)

where (a) holds by the chain rule, (b) holds by (2), (c) holds
by the definition of VU .

Variant of Primitive 3: Channel prefixing (CP) for the
distribution qX1:KU1:K ,

∏K
i=1 qXU . Given U1:K distributed

according to qU1:K , define Ṽ 1:K according to the distribution
p̃U1:KV 1:K , qU1:K

∏K
j=1 p̃V j |V 1:j−1U1:K with

p̃V j |V 1:j−1U1:K (vj |v1:j−1ũ1:K)

,
{

1/2 if j ∈ VX|U
qV j |V 1:j−1U1:K (vj |v1:j−1ũ1:K) if j ∈ VcX|U

(4)

We write Ṽ 1:K = fCP(U1:K). Moreover, we have

D(qU1:KV 1:K‖p̃U1:KV 1:K )

(a)
=

K∑

j=1

EqU1:KV 1:j−1D(qV j |V 1:j−1U1:K‖p̃V j |V 1:j−1U1:K )

(b)
=

∑

j∈VX|U
(1−H(V j |V 1:j−1U1:K))

(c)

6 KδK , (5)

where (a) holds by the chain rule, (b) holds by (4), (c) holds
by the definition of VX|U .

B. Coding scheme: Phase I - Initialization

The legitimate users create a secret key with length lkey,
which will be be specified later in Section VII-B, with Al-
gorithms 1 and 2, which operate over B0 blocks of length
N , KL, where L,K ∈ N, and K is a power of
two. We define B0 , J1, B0K and L , J1, LK. In each
Block b ∈ B0, the encoder forms the key Keyb with length
l′key , lkey/B0, as described in Algorithm 1. The encoder uses
the following randomization sequences: Rinit′

b , (Rinit′
b,l )l∈L,

where Rinit′
b,l , l ∈ L, is a sequence of uniformly distributed

bits over {0, 1}|HU|Y |−|VU|Y |, Rinit
b is a sequence of uniformly

distributed bits over Rinit , {0, 1}N\{0}. The encoder also
uses the local randomness (Rloc

b,l)l∈L, where Rloc
b,l, l ∈ L, is a

sequence of uniformly distributed bits over {0, 1}|VU |.
Remark 2. In Line 10 of Algorithm 1, note that the channel
code [39] requires a uniformly distributed message. While
‖l∈L Ã1:K

b,l [HU |Y ] is not a sequence of uniformly distributed
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Algorithm 1 Initialization at the transmitter
Require: Randomization sequences (Rinit

b )b∈B0
and

(Rinit′
b )b∈B0

1: for Block b ∈ B0 do
2: for Sub-block l ∈ L do
3: Define Ã1:K

b,l , fDA(Rloc
b,l)

4: Define Ũ1:K
b,l , Ã1:K

b,l GK
5: Define Ṽ 1:K

b,l , fCP(Ũ1:K
b,l )

6: Define X̃1:K
b,l , Ṽ 1:K

b,l GK
7: end for
8: Transmit X̃1:N

b , ‖
l∈L

X̃1:K
b,l over the channel

9: Let Ỹ 1:N
b , ‖

l∈L
Ỹ 1:K
b,l , Z̃1:N

b (sb) , ‖
l∈L

Z̃1:K
b,l (sb,l)

denote the channel outputs
10: Transmit with a channel code [39]

Db , ‖
l∈L

[(
fSC

2 (Ã1:K
b,l )⊕Rinit′

b,l

)
‖ fSC

1 (Ã1:K
b,l )

]
,

where ⊕ denotes modulo 2 addition
11: Define Ũ1:N

b , ‖
l∈L

Ũ1:K
b,l

12: Define Keyb , gUH
Rinit
b

(Ũ1:N
b , l′key)

13: end for

Algorithm 2 Initialization phase at the receiver

Require: (Rinit
b )b∈B0

and (Rinit′
b )b∈B0

1: for Block b ∈ B0 do
2: Form an estimate D̂b of Db

3: for Sub-block l ∈ L do
4: Given (D̂b, R

init′
b ) and Line 10 of Algorithm 1, form

an estimate of (fSC
1 (Ã1:K

b,l ), fSC
2 (Ã1:K

b,l )) and denote
this estimate by (Â1:K

b,l [VU |Y ], Â1:K
b,l [HU |Y \VU |Y ])

5: Form an estimate of Ã1:K
b,l as

Â1:K
b,l , gSC(Â1:K

b,l [VU |Y ], Â1:K
b,l [HU |Y \VU |Y ], Ỹ 1:K

b,l )

6: Form Û1:K
b,l , Â1:K

b,l GK an estimate of Ũ1:K
b,l

7: end for
8: Form Û1:N

b , ‖
l∈L

Û1:K
b,l an estimate of Ũ1:N

b

9: Form K̂eyb = gUH
Rinit
b

(Û1:N
b , l′key) an estimate of Keyb

10: end for

bits, Db is a sequence of uniformly distributed bits over
J1, 2L|HU|Y |K.

High-level description of the initialization phase: The
initialization phase is depicted in Figure 1 and consists in
B0 communication blocks. All the communication blocks are
independent, and each Block b ∈ B0 will lead to the exchange
of a key Keyb between the legitimate users, which will be
shown to be secret from the eavesdropper. Additionally, B0

is chosen such that the length of the keys (Keyb)b∈B0
is

sufficiently large to be used in the main coding scheme, which
is described in the next section and allows the exchange of a
secret message between the legitimate users. It will also be
shown that the initialization phase considered jointly with the
main coding scheme has a negligible effect on the overall

eA1:K
b,1

<latexit sha1_base64="G300+uwGjoywOdMyaR0OuLgtNCU="></latexit>

eA1:K
b,2

<latexit sha1_base64="UIJo0knuOfQcldreIQwIrg6uSD8="></latexit>

eA1:K
b,L

<latexit sha1_base64="o8xQxagTvLzIwAv65SndI1tnr30="></latexit>

\widetilde{A}_{b-1}^{1:N} \triangleq (\widetilde{A}_{b-1,l}^{1:K})_{l\in\mathcal{L}} 

eA1:N
b , ( eA1:K

b,l )l2L
<latexit sha1_base64="iKYkJQ7Mvtr9/f0hrBzqi7iOZ1M="></latexit>

 (\widetilde{A}_{b-1,l}^{1:K}[\mathcal{V}_{U|Y}])_{l\in\mathcal{L}} 

eX1:N
b

<latexit sha1_base64="CtskXFbvIBl6tNbzmaeqQX6fdMc=">AAACAXicbVDLSsNAFJ3UV62vqBvBzWARXJWkFhRXBTeupIJ9QBvDZHLbDp08mJkoJcSNv+LGhSJu/Qt3/o3TNgttPXDhcM693HuPF3MmlWV9G4Wl5ZXVteJ6aWNza3vH3N1rySgRFJo04pHoeEQCZyE0FVMcOrEAEngc2t7ocuK370FIFoW3ahyDE5BByPqMEqUl1zzoPTAfFOM+pJ3MTb3sLrUvrjPsmmWrYk2BF4mdkzLK0XDNr54f0SSAUFFOpOzaVqyclAjFKIes1EskxISOyAC6moYkAOmk0w8yfKwVH/cjoStUeKr+nkhJIOU48HRnQNRQznsT8T+vm6j+uZOyME4UhHS2qJ9wrCI8iQP7TABVfKwJoYLpWzEdEkGo0qGVdAj2/MuLpFWt2KeV6k2tXK/lcRTRITpCJ8hGZ6iOrlADNRFFj+gZvaI348l4Md6Nj1lrwchn9tEfGJ8/hpKW4A==</latexit>

Channel prefixing
<latexit sha1_base64="5EULmpdsy6b7VGKcZmWKGx2KwE0=">AAAB/HicbVDLSgMxFL1TX7W+ql26CRbBVZmpgi4L3bisYB/QlpJJ77ShmcyQZMSh1F9x40IRt36IO//GtJ2Fth4IHM65h3tz/FhwbVz328ltbG5t7+R3C3v7B4dHxeOTlo4SxbDJIhGpjk81Ci6xabgR2IkV0tAX2PYn9bnffkCleSTvTRpjP6QjyQPOqLHSoFiqj6mUKIhNBfyRyxEhg2LZrbgLkHXiZaQMGRqD4ldvGLEkRGmYoFp3PTc2/SlVhjOBs0Iv0RhTNqEj7FoqaYi6P10cPyPnVhmSIFL2SUMW6u/ElIZap6FvJ0NqxnrVm4v/ed3EBDf9KZdxYlCy5aIgEcREZN4EGXKFzIjUEsoUt7cSNqaKMmP7KtgSvNUvr5NWteJdVqp31XLtKqsjD6dwBhfgwTXU4BYa0AQGKTzDK7w5T86L8+58LEdzTpYpwR84nz/yxpRC</latexit>

Prefixing
<latexit sha1_base64="OxYvA4bGtmwoXXFuOZpLnJq5AB8=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeCF48V7Ie0oWy2k3bpZhN2N2IJ/RVePCji1Z/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4Zua3H1FpHst7M0nQj+hQ8pAzaqz00FAY8icuh/1yxa26c5BV4uWkAjka/fJXbxCzNEJpmKBadz03MX5GleFM4LTUSzUmlI3pELuWShqh9rP5wVNyZpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjtZ1wmqUHJFovCVBATk9n3ZMAVMiMmllCmuL2VsBFVlBmbUcmG4C2/vEpatap3Ua3d1Sr1yzyOIpzAKZyDB1dQh1toQBMYRPAMr/DmKOfFeXc+Fq0FJ585hj9wPn8A83mQdA==</latexit>

Universal
<latexit sha1_base64="3xUqVRlLw5Ab9zsNFuz5cnp2WuQ=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lqQY8FLx4rmLbShrLZbtqlu5uwuxFK6K/w4kERr/4cb/4bN20O2vpg4PHeDDPzwoQzbVz32yltbG5t75R3K3v7B4dH1eOTjo5TRahPYh6rXog15UxS3zDDaS9RFIuQ0244vc397hNVmsXywcwSGgg8lixiBBsrPfqS5S7mw2rNrbsLoHXiFaQGBdrD6tdgFJNUUGkIx1r3PTcxQYaVYYTTeWWQappgMsVj2rdUYkF1kC0OnqMLq4xQFCtb0qCF+nsiw0LrmQhtp8Bmole9XPzP66cmugkyJpPUUEmWi6KUIxOj/Hs0YooSw2eWYKKYvRWRCVaYGJtCxYbgrb68TjqNundVb9w3aq1mEUcZzuAcLsGDa2jBHbTBBwICnuEV3hzlvDjvzseyteQUM6fwB87nDweVkIE=</latexit>

Hashing
<latexit sha1_base64="q6Wkg0DMzi9cDRGt1bwOZ/UeTh4=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lqQY8FLz1WsB/QhrLZbtqlm03YnQgl9Ed48aCIV3+PN/+N2zYHbX0w8Hhvhpl5QSKFQdf9dgpb2zu7e8X90sHh0fFJ+fSsY+JUM95msYx1L6CGS6F4GwVK3ks0p1EgeTeY3i/87hPXRsTqEWcJ9yM6ViIUjKKVuk1qJkKNh+WKW3WXIJvEy0kFcrSG5a/BKGZpxBUySY3pe26CfkY1Cib5vDRIDU8om9Ix71uqaMSNny3PnZMrq4xIGGtbCslS/T2R0ciYWRTYzojixKx7C/E/r59ieOdnQiUpcsVWi8JUEozJ4ncyEpozlDNLKNPC3krYhGrK0CZUsiF46y9vkk6t6t1Uaw+1SqOex1GEC7iEa/DgFhrQhBa0gcEUnuEV3pzEeXHenY9Va8HJZ87hD5zPH0Bzj3Y=</latexit>

eY 1:N
b

<latexit sha1_base64="vUrVAYRb0rO5AY5zfu+UL61CziI="></latexit>

Encoder
<latexit sha1_base64="qOM886BmWLAQo2DxYNeNsLZlCIw="></latexit>

Decoder
<latexit sha1_base64="iVJR75y7OMnFRJPA4pZ8JrFB6bE="></latexit>

Keyb
<latexit sha1_base64="f+58EDyxq36a559bi4a4X+Ki+CM="></latexit>

{ <latexit sha1_base64="3XL+3H1dy8GKHEdhJifUQsbwFrY=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lqQY8FLx6r2A9oQ9lsJ+3SzSbsboQS+g+8eFDEq//Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ7dzvPKHSPJaPZpqgH9GR5CFn1FjpoZ8NyhW36i5A1omXkwrkaA7KX/1hzNIIpWGCat3z3MT4GVWGM4GzUj/VmFA2oSPsWSpphNrPFpfOyIVVhiSMlS1pyEL9PZHRSOtpFNjOiJqxXvXm4n9eLzXhjZ9xmaQGJVsuClNBTEzmb5MhV8iMmFpCmeL2VsLGVFFmbDglG4K3+vI6adeq3lW1dl+rNOp5HEU4g3O4BA+uoQF30IQWMAjhGV7hzZk4L86787FsLTj5zCn8gfP5A5f8jVk=</latexit>

Db
<latexit sha1_base64="q2zqrLX2e6cbV7TVMNMJDiiMmsA="></latexit>

bDb
<latexit sha1_base64="W9UAPPKTyFTEHGG1roEH2BnlPWo="></latexit>

( bA1:K
b,l )l2L

<latexit sha1_base64="iqy57+G8K+7k3pSJ9ZCgYvqFxR4="></latexit>

Universal
<latexit sha1_base64="3xUqVRlLw5Ab9zsNFuz5cnp2WuQ=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lqQY8FLx4rmLbShrLZbtqlu5uwuxFK6K/w4kERr/4cb/4bN20O2vpg4PHeDDPzwoQzbVz32yltbG5t75R3K3v7B4dH1eOTjo5TRahPYh6rXog15UxS3zDDaS9RFIuQ0244vc397hNVmsXywcwSGgg8lixiBBsrPfqS5S7mw2rNrbsLoHXiFaQGBdrD6tdgFJNUUGkIx1r3PTcxQYaVYYTTeWWQappgMsVj2rdUYkF1kC0OnqMLq4xQFCtb0qCF+nsiw0LrmQhtp8Bmole9XPzP66cmugkyJpPUUEmWi6KUIxOj/Hs0YooSw2eWYKKYvRWRCVaYGJtCxYbgrb68TjqNundVb9w3aq1mEUcZzuAcLsGDa2jBHbTBBwICnuEV3hzlvDjvzseyteQUM6fwB87nDweVkIE=</latexit>

Hashing
<latexit sha1_base64="q6Wkg0DMzi9cDRGt1bwOZ/UeTh4=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lqQY8FLz1WsB/QhrLZbtqlm03YnQgl9Ed48aCIV3+PN/+N2zYHbX0w8Hhvhpl5QSKFQdf9dgpb2zu7e8X90sHh0fFJ+fSsY+JUM95msYx1L6CGS6F4GwVK3ks0p1EgeTeY3i/87hPXRsTqEWcJ9yM6ViIUjKKVuk1qJkKNh+WKW3WXIJvEy0kFcrSG5a/BKGZpxBUySY3pe26CfkY1Cib5vDRIDU8om9Ix71uqaMSNny3PnZMrq4xIGGtbCslS/T2R0ciYWRTYzojixKx7C/E/r59ieOdnQiUpcsVWi8JUEozJ4ncyEpozlDNLKNPC3krYhGrK0CZUsiF46y9vkk6t6t1Uaw+1SqOex1GEC7iEa/DgFhrQhBa0gcEUnuEV3pzEeXHenY9Va8HJZ87hD5zPH0Bzj3Y=</latexit>

dKeyb
<latexit sha1_base64="HX1aZcjVPJTvRE+9Lu/LUJZFHsE="></latexit>

Public transmission
<latexit sha1_base64="OnyOSTmc7UyO4RbtLLW1DjrSn6Y="></latexit>

Fig. 1. Initialization phase for Block b ∈ B0. The encoder creates Ã1:N
b ,

which is made of L sub-blocks (Ã1:K
b,l )l∈L. Then, from Ã1:N

b , the encoder
creates Keyb (by universal hashing), and the codeword X̃1:N

b (via channel
prefixing), which is sent over the channel and whose noisy observation by the
legitimate receiver is Ỹ 1:N

b . The decoder creates an estimate of Ã1:N
b from

Ỹ 1:N
b and an estimate of Db, which is sent to him via a channel code, as

described in Line 10 of Algorithm 1. Finally, the decoder creates K̂eyb, an
estimate of Keyb, from his estimate of Ã1:N

b .

communication rate and the overall information leakage to
the eavesdropper.

Consider Block b ∈ B0 in Algorithm 1. As described in
Lines 3-4, the encoder creates (Ũ1:K

b,l )l∈L such that the distri-
bution of (Ũ1:K

b,l )l∈L is close to the product distribution qU1:N .
Then, as described in Lines 5-6, channel prefixing is performed
to create from (Ũ1:K

b,l )l∈L the codewords (X̃1:K
b,l )l∈L that

are sent over the channel, and whose noisy observations at
the legitimate receiver are (Ỹ 1:K

b,l )l∈L. Additionally, the key
Keyb is formed from (Ũ1:K

b,l )l∈L through universal hashing, as
described in Line 12. As shown later, secrecy of the key is
ensured via an appropriate choice of the hash function output
length. As described in Line 10, the encoder sends Db to
the legitimate receiver using a regular channel code (without
security guarantees) - see also Remark 2.

Finally, as described in Lines 2-7 of Algorithm 2, upon
estimating Db, the legitimate receiver forms an estimate of
(Ũ1:K

b,l )l∈L from (Ỹ 1:K
b,l )l∈L. Then, as described in Line 9 of

Algorithm 2, from the estimate of (Ũ1:K
b,l )l∈L, the legitimate

receiver creates an estimate of Keyb.

C. Coding scheme: Phase II - Secure communication

The encoding scheme operates over B blocks of length
N , KL, where L,K ∈ N and K is a power of two.
We define B , J1, BK and L , J1, LK. Encoding at the
transmitter and decoding at the receiver are described in
Algorithms 3 and 4, respectively. In each block b ∈ B, the
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transmitter encodes, as described in Algorithm 3, a message
Mb uniformly distributed over J1, 2|Mb|K and represented by a
binary sequence with length

|Mb|,
{
|M1| if b = 1

|M1|−L|VU |Y | otherwise
.

Algorithms 3 and 4 depend on the parameter

r , |M1|, (6)

which will be specified later.
In each block b ∈ B, as described in Algorithm 3, the

encoder uses the local randomness R′b, a binary randomization
sequence uniformly distributed over J1, 2|R

′
b|K. The sequences

R′1:B , (R′b)b∈B are mutually independent. The length of the
sequences (R′b)b∈B is defined for b ∈ B as |R′b|, L|VU |−r.
In each block b ∈ B, the encoder also uses, as described in
Algorithm 3, Rb, a binary randomization sequence with length
L|VU |, uniformly distributed over R , {0, 1}L|VU |\{0}.
The sequences R1:B , (Rb)b∈B are mutually independent.
Moreover, it is assumed that M1:B , R1:B , and R′1:B are
mutually independent.

Remark 3. In Algorithm 3, observe that T 1:|VU |L
b , b ∈ B, is

uniformly distributed over {0, 1}|VU |L because (Mb‖M ′b‖R′b)
is uniformly distributed over {0, 1}|VU |L and independent
of Rb. Hence, the L random variables (T

1:|VU |
b,l )l∈L are

uniformly distributed over {0, 1}|VU | and independent. When
the elements of sb are all equal to s, then, by construction,
the conditional probability p̃

Z1:K
b,l (s)|T 1:|VU |

b,l

is the same for

all l ∈ L, and the L pairs ((T
1:|VU |
b,l , Z̃1:K

b,l (s)))l∈L are
independently and identically distributed according to the joint
distribution p̃

T
1:|VU |
b,1 Z1:K

b,1 (s)
.

Remark 4. In Algorithm 3, consider X̃1:K
b,l [Ab,l], b ∈ B, l ∈

L, where for all l ∈ L, Ab,l ⊂ J1,KK and
∑
l∈L|Ab,l|= αN

such that X̃1:N
b [Ab] , ‖l∈LX̃1:K

b,l [Ab,l] corresponds to the αN
symbols of the codewords emitted at the transmitter that the
eavesdropper has chosen to have access to. Similar to Re-
mark 3, the L triplets ((T

1:|VU |
b,l , X̃1:K

b,l [Ab,l], Z̃1:K
b,l (sb,l)))l∈L

are independent, however, they are not necessarily identically
distributed because the components of sb,l are arbitrary, and
because the sets (Ab,l)l∈L are arbitrarily chosen by the
eavesdropper.

High-level description of the coding scheme: We depict
in Figure 2 how codewords are created at the transmitter. Note
that there exists an interdependence between two consecutive
encoding blocks since M ′b, b ∈ J2, BK, used in Block b, is
obtained from Block b − 1, as described in Line 3 of Algo-
rithm 3.

Consider Block b ∈ B of Algorithm 3. The encoder starts
by creating T

1:|VU |L
b via universal hashing applied on the

sequence created by M ′b, the secret message Mb, and the
local randomness R′b, as described in Line 4. Next, T 1:|VU |L

b

is broken down into L pieces with same length in Line 6,
from which the encoder creates L sub-blocks (Ã1:K

b,l )l∈L, as
described in Line 7. Then, from (Ã1:K

b,l )l∈L, the codewords

Algorithm 3 Encoding
Require: Randomization sequences (Rb)b∈B, (R′b)b∈B, and

messages (Mb)b∈B
1: Define M ′1 , ∅
2: for Block b ∈ B do
3: Define M ′b , ‖

l∈L
fSC

1

(
Ã1:K
b−1,l

)
if b 6= 1

4: Define T 1:|VU |L
b , fUH

Rb
(Mb,M

′
b‖R′b)

5: for Sub-block l ∈ L do
6: Consider the notation T 1:|VU |

b,l , T
(l−1)|VU |+1:l|VU |
b

7: Define Ã1:K
b,l , fDA

(
T

1:|VU |
b,l

)

8: Define Ũ1:K
b,l , Ã1:K

b,l GK

9: Define Ṽ 1:K
b,l , fCP

(
Ũ1:K
b,l

)

10: Define X̃1:K
b,l , Ṽ 1:K

b,l GK
11: end for
12: Transmit X̃1:N

b , ‖
l∈L

(X̃1:K
b,l ) over the channel

13: Let Ỹ 1:N
b , ‖

l∈L
Ỹ 1:K
b,l , Z̃1:N

b (sb) , ‖
l∈L

Z̃1:K
b,l (sb,l)

denote the channel outputs
14: end for
15: Using a pre-shared secret, apply a one-time pad to

(fSC
2 (Ã1:K

b,l ))l∈L,b∈B, and (fSC
1 (Ã1:K

B,l ))l∈L, then transmit
the result with a channel code [39].

Algorithm 4 Decoding

Require: (Rb)b∈B, (fSC
2 (Ã1:K

b,l ))l∈L,b∈B, (fSC
1 (Ã1:K

B,l ))l∈L
1: Define Â1:K

B,l [VU |Y ] , fSC
1 (Ã1:K

B,l ) for any l ∈ L
2: for Block b ∈ B from b = B to b = 1 do
3: for l ∈ L do
4: Form an estimate of Ã1:K

b,l as

Â1:K
b,l , gSC(Â1:K

b,l [VU |Y ], fSC
2 (Ã1:K

b,l ), Ỹ 1:K
b,l )

5: end for
6: From Line 7 in Algorithm 3, determine an estimate of

T
1:|VU |L
b as

T̂
1:|VU |L
b , ‖

l∈L
Â1:K
b,l [VU ]

7: From Line 4 in Algorithm 3, form an estimate of
(Mb‖M ′b‖R′b) as

(M̂b‖M̂ ′b‖R̂′b) , Rb � T̂ 1:|VU |L
b

8: From Line 3 in Algorithm 3 and M̂ ′b, form(
Â1:K
b−1,l[VU |Y ]

)
l∈L

an estimate of
(
fSC

1

(
Ã1:K
b−1,l

))
l∈L

9: end for
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Block b of length N
<latexit sha1_base64="sjOMvLdX6c7tmkeFuKIpn/VBnvU="></latexit>

k
l2L

eA1:K
b,l

<latexit sha1_base64="S7A02Fl+WcvR4V5+zv5x0i7GXhw="></latexit>

k
l2L

eA1:K
b+1,l

<latexit sha1_base64="OSBX0xDJwhoHpPfCF35u8YPTni0="></latexit>

eA1:K
b,1

<latexit sha1_base64="G300+uwGjoywOdMyaR0OuLgtNCU="></latexit>

eA1:K
b,2

<latexit sha1_base64="UIJo0knuOfQcldreIQwIrg6uSD8="></latexit>

eA1:K
b,L

<latexit sha1_base64="o8xQxagTvLzIwAv65SndI1tnr30="></latexit>

eA1:K
b�1,l

<latexit sha1_base64="iVpbUgQAh3nAqgPlx9176MKBMok="></latexit>

eA1:K
b�1,2

<latexit sha1_base64="sYpKf/HwnBKB4F1EMusHnyenxpU="></latexit>

eA1:K
b�1,L

<latexit sha1_base64="p7uuLAyPvuGEQb7tJy6KatwXmy8="></latexit>

eA1:N
b�1 , ( eA1:K

b�1,l)l2L
<latexit sha1_base64="q0fCBusZWKhAE4gBG8UpoS/Y240="></latexit>

Mb+1
<latexit sha1_base64="hrL0L7tcbHZRiaQjE7fUQq5QGWE="></latexit>

M 0
b+1

<latexit sha1_base64="b7wPRgT57c+jj/XhDWqZwFCpQlg="></latexit>

Rb+1
<latexit sha1_base64="ZFRZSa2zV7jypjvgZFZJ0stxNF8="></latexit>

R0
b

<latexit sha1_base64="eQCBeTy3fiZA7zipWhl5OGl2xHQ=">AAAB63icbVBNSwMxEJ2tX7V+VT16CRbRU9ltC3osePFYxX5Au5Rsmm1Dk+ySZIWy9C948aCIV/+QN/+N2XYP2vpg4PHeDDPzgpgzbVz32ylsbG5t7xR3S3v7B4dH5eOTjo4SRWibRDxSvQBrypmkbcMMp71YUSwCTrvB9Dbzu09UaRbJRzOLqS/wWLKQEWwy6WEYXA7LFbfqLoDWiZeTCuRoDctfg1FEEkGlIRxr3ffc2PgpVoYRTuelQaJpjMkUj2nfUokF1X66uHWOLqwyQmGkbEmDFurviRQLrWcisJ0Cm4le9TLxP6+fmPDGT5mME0MlWS4KE45MhLLH0YgpSgyfWYKJYvZWRCZYYWJsPCUbgrf68jrp1KpevVq7b1SajTyOIpzBOVyBB9fQhDtoQRsITOAZXuHNEc6L8+58LFsLTj5zCn/gfP4Aej+N0g==</latexit>

\widetilde{A}_{b-1}^{1:N} \triangleq (\widetilde{A}_{b-1,l}^{1:K})_{l\in\mathcal{L}} 

eA1:N
b , ( eA1:K

b,l )l2L
<latexit sha1_base64="iKYkJQ7Mvtr9/f0hrBzqi7iOZ1M="></latexit>

Rb�1
<latexit sha1_base64="6H+esDPYWwMJooZJQMBOn0Tntj8=">AAAB7nicbVBNS8NAEJ34WetX1aOXxSJ4sSS1oMeCF49V7Ae0oWy2k3bpZhN2N0IJ/RFePCji1d/jzX/jts1BWx8MPN6bYWZekAiujet+O2vrG5tb24Wd4u7e/sFh6ei4peNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPx7cxvP6HSPJaPZpKgH9Gh5CFn1Fip/dDPgktv2i+V3Yo7B1klXk7KkKPRL331BjFLI5SGCap113MT42dUGc4ETou9VGNC2ZgOsWuppBFqP5ufOyXnVhmQMFa2pCFz9fdERiOtJ1FgOyNqRnrZm4n/ed3UhDd+xmWSGpRssShMBTExmf1OBlwhM2JiCWWK21sJG1FFmbEJFW0I3vLLq6RVrXhXlep9rVyv5XEU4BTO4AI8uIY63EEDmsBgDM/wCm9O4rw4787HonXNyWdO4A+czx+5q48f</latexit>

R0
b�1

<latexit sha1_base64="JfxrTmCowGRRJuySCxIDKqQCF34=">AAAB73icbVDLSgNBEOz1GeMr6tHLYBC9GHZjQI8BLx6jmAckS5iddJIhs7PrzKwQlvyEFw+KePV3vPk3TpI9aGJBQ1HVTXdXEAuujet+Oyura+sbm7mt/PbO7t5+4eCwoaNEMayzSESqFVCNgkusG24EtmKFNAwENoPRzdRvPqHSPJIPZhyjH9KB5H3OqLFS676bBhfe5KxbKLoldwayTLyMFCFDrVv46vQiloQoDRNU67bnxsZPqTKcCZzkO4nGmLIRHWDbUklD1H46u3dCTq3SI/1I2ZKGzNTfEykNtR6Hge0MqRnqRW8q/ue1E9O/9lMu48SgZPNF/UQQE5Hp86THFTIjxpZQpri9lbAhVZQZG1HehuAtvrxMGuWSd1kq31WK1UoWRw6O4QTOwYMrqMIt1KAODAQ8wyu8OY/Oi/PufMxbV5xs5gj+wPn8ARwvj1A=</latexit>

M 0
b�1

<latexit sha1_base64="vbkuvPq/95vkHAZ81HMHy3LWaR4=">AAAB73icbVDLSgNBEOz1GeMr6tHLYBC9GHZjQI8BL16ECOYByRJmJ51kyOzsOjMrhCU/4cWDIl79HW/+jZNkD5pY0FBUddPdFcSCa+O6387K6tr6xmZuK7+9s7u3Xzg4bOgoUQzrLBKRagVUo+AS64Ybga1YIQ0Dgc1gdDP1m0+oNI/kgxnH6Id0IHmfM2qs1LrrpsGFNznrFopuyZ2BLBMvI0XIUOsWvjq9iCUhSsME1brtubHxU6oMZwIn+U6iMaZsRAfYtlTSELWfzu6dkFOr9Eg/UrakITP190RKQ63HYWA7Q2qGetGbiv957cT0r/2UyzgxKNl8UT8RxERk+jzpcYXMiLEllClubyVsSBVlxkaUtyF4iy8vk0a55F2WyveVYrWSxZGDYziBc/DgCqpwCzWoAwMBz/AKb86j8+K8Ox/z1hUnmzmCP3A+fwAUeI9L</latexit>

Mb�1
<latexit sha1_base64="tmQONVfrnU+M4iSl+AQ0B0b2JgE=">AAAB7nicbVBNS8NAEJ34WetX1aOXxSJ4sSS1oMeCFy9CBfsBbSib7aRdutmE3Y1QQn+EFw+KePX3ePPfuG1z0NYHA4/3ZpiZFySCa+O6387a+sbm1nZhp7i7t39wWDo6buk4VQybLBax6gRUo+ASm4YbgZ1EIY0Cge1gfDvz20+oNI/lo5kk6Ed0KHnIGTVWat/3s+DSm/ZLZbfizkFWiZeTMuRo9EtfvUHM0gilYYJq3fXcxPgZVYYzgdNiL9WYUDamQ+xaKmmE2s/m507JuVUGJIyVLWnIXP09kdFI60kU2M6ImpFe9mbif143NeGNn3GZpAYlWywKU0FMTGa/kwFXyIyYWEKZ4vZWwkZUUWZsQkUbgrf88ippVSveVaX6UCvXa3kcBTiFM7gAD66hDnfQgCYwGMMzvMKbkzgvzrvzsWhdc/KZE/gD5/MHsfmPGg==</latexit>

( eA1:K
b�1,l[VU |Y ])l2L

<latexit sha1_base64="my6DPpd6W8ZCDL620zxV6kBHD6c="></latexit>

 (\widetilde{A}_{b-1,l}^{1:K}[\mathcal{V}_{U|Y}])_{l\in\mathcal{L}} 

Channel prefixing
<latexit sha1_base64="5EULmpdsy6b7VGKcZmWKGx2KwE0=">AAAB/HicbVDLSgMxFL1TX7W+ql26CRbBVZmpgi4L3bisYB/QlpJJ77ShmcyQZMSh1F9x40IRt36IO//GtJ2Fth4IHM65h3tz/FhwbVz328ltbG5t7+R3C3v7B4dHxeOTlo4SxbDJIhGpjk81Ci6xabgR2IkV0tAX2PYn9bnffkCleSTvTRpjP6QjyQPOqLHSoFiqj6mUKIhNBfyRyxEhg2LZrbgLkHXiZaQMGRqD4ldvGLEkRGmYoFp3PTc2/SlVhjOBs0Iv0RhTNqEj7FoqaYi6P10cPyPnVhmSIFL2SUMW6u/ElIZap6FvJ0NqxnrVm4v/ed3EBDf9KZdxYlCy5aIgEcREZN4EGXKFzIjUEsoUt7cSNqaKMmP7KtgSvNUvr5NWteJdVqp31XLtKqsjD6dwBhfgwTXU4BYa0AQGKTzDK7w5T86L8+58LEdzTpYpwR84nz/yxpRC</latexit>

eX1:N
b�1

<latexit sha1_base64="7BWW1HrCDI3Fwssp5+eYcYn4L5g=">AAACA3icbVDLSsNAFJ34rPUVdaebwSK4sSS1oLgquHElFewD2hgmk9t26OTBzEQpIeDGX3HjQhG3/oQ7/8Zpm4W2HrhwOOde7r3HizmTyrK+jYXFpeWV1cJacX1jc2vb3NltyigRFBo04pFoe0QCZyE0FFMc2rEAEngcWt7wcuy37kFIFoW3ahSDE5B+yHqMEqUl19zvPjAfFOM+pO3MTb0TO7tL7YvrDLtmySpbE+B5YuekhHLUXfOr60c0CSBUlBMpO7YVKyclQjHKISt2EwkxoUPSh46mIQlAOunkhwwfacXHvUjoChWeqL8nUhJIOQo83RkQNZCz3lj8z+skqnfupCyMEwUhnS7qJRyrCI8DwT4TQBUfaUKoYPpWTAdEEKp0bEUdgj378jxpVsr2ablyUy3VqnkcBXSADtExstEZqqErVEcNRNEjekav6M14Ml6Md+Nj2rpg5DN76A+Mzx9v4JdS</latexit>

eX1:N
b

<latexit sha1_base64="CtskXFbvIBl6tNbzmaeqQX6fdMc=">AAACAXicbVDLSsNAFJ3UV62vqBvBzWARXJWkFhRXBTeupIJ9QBvDZHLbDp08mJkoJcSNv+LGhSJu/Qt3/o3TNgttPXDhcM693HuPF3MmlWV9G4Wl5ZXVteJ6aWNza3vH3N1rySgRFJo04pHoeEQCZyE0FVMcOrEAEngc2t7ocuK370FIFoW3ahyDE5BByPqMEqUl1zzoPTAfFOM+pJ3MTb3sLrUvrjPsmmWrYk2BF4mdkzLK0XDNr54f0SSAUFFOpOzaVqyclAjFKIes1EskxISOyAC6moYkAOmk0w8yfKwVH/cjoStUeKr+nkhJIOU48HRnQNRQznsT8T+vm6j+uZOyME4UhHS2qJ9wrCI8iQP7TABVfKwJoYLpWzEdEkGo0qGVdAj2/MuLpFWt2KeV6k2tXK/lcRTRITpCJ8hGZ6iOrlADNRFFj+gZvaI348l4Md6Nj1lrwchn9tEfGJ8/hpKW4A==</latexit>

Prefixing
<latexit sha1_base64="OxYvA4bGtmwoXXFuOZpLnJq5AB8=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeCF48V7Ie0oWy2k3bpZhN2N2IJ/RVePCji1Z/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4Zua3H1FpHst7M0nQj+hQ8pAzaqz00FAY8icuh/1yxa26c5BV4uWkAjka/fJXbxCzNEJpmKBadz03MX5GleFM4LTUSzUmlI3pELuWShqh9rP5wVNyZpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjtZ1wmqUHJFovCVBATk9n3ZMAVMiMmllCmuL2VsBFVlBmbUcmG4C2/vEpatap3Ua3d1Sr1yzyOIpzAKZyDB1dQh1toQBMYRPAMr/DmKOfFeXc+Fq0FJ585hj9wPn8A83mQdA==</latexit>

Channel prefixing
<latexit sha1_base64="5EULmpdsy6b7VGKcZmWKGx2KwE0=">AAAB/HicbVDLSgMxFL1TX7W+ql26CRbBVZmpgi4L3bisYB/QlpJJ77ShmcyQZMSh1F9x40IRt36IO//GtJ2Fth4IHM65h3tz/FhwbVz328ltbG5t7+R3C3v7B4dHxeOTlo4SxbDJIhGpjk81Ci6xabgR2IkV0tAX2PYn9bnffkCleSTvTRpjP6QjyQPOqLHSoFiqj6mUKIhNBfyRyxEhg2LZrbgLkHXiZaQMGRqD4ldvGLEkRGmYoFp3PTc2/SlVhjOBs0Iv0RhTNqEj7FoqaYi6P10cPyPnVhmSIFL2SUMW6u/ElIZap6FvJ0NqxnrVm4v/ed3EBDf9KZdxYlCy5aIgEcREZN4EGXKFzIjUEsoUt7cSNqaKMmP7KtgSvNUvr5NWteJdVqp31XLtKqsjD6dwBhfgwTXU4BYa0AQGKTzDK7w5T86L8+58LEdzTpYpwR84nz/yxpRC</latexit>

Prefixing
<latexit sha1_base64="OxYvA4bGtmwoXXFuOZpLnJq5AB8=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeCF48V7Ie0oWy2k3bpZhN2N2IJ/RVePCji1Z/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4Zua3H1FpHst7M0nQj+hQ8pAzaqz00FAY8icuh/1yxa26c5BV4uWkAjka/fJXbxCzNEJpmKBadz03MX5GleFM4LTUSzUmlI3pELuWShqh9rP5wVNyZpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjtZ1wmqUHJFovCVBATk9n3ZMAVMiMmllCmuL2VsBFVlBmbUcmG4C2/vEpatap3Ua3d1Sr1yzyOIpzAKZyDB1dQh1toQBMYRPAMr/DmKOfFeXc+Fq0FJ585hj9wPn8A83mQdA==</latexit>

{ <latexit sha1_base64="3XL+3H1dy8GKHEdhJifUQsbwFrY=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lqQY8FLx6r2A9oQ9lsJ+3SzSbsboQS+g+8eFDEq//Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ7dzvPKHSPJaPZpqgH9GR5CFn1FjpoZ8NyhW36i5A1omXkwrkaA7KX/1hzNIIpWGCat3z3MT4GVWGM4GzUj/VmFA2oSPsWSpphNrPFpfOyIVVhiSMlS1pyEL9PZHRSOtpFNjOiJqxXvXm4n9eLzXhjZ9xmaQGJVsuClNBTEzmb5MhV8iMmFpCmeL2VsLGVFFmbDglG4K3+vI6adeq3lW1dl+rNOp5HEU4g3O4BA+uoQF30IQWMAjhGV7hzZk4L86787FsLTj5zCn8gfP5A5f8jVk=</latexit> { <latexit sha1_base64="3XL+3H1dy8GKHEdhJifUQsbwFrY=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lqQY8FLx6r2A9oQ9lsJ+3SzSbsboQS+g+8eFDEq//Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ7dzvPKHSPJaPZpqgH9GR5CFn1FjpoZ8NyhW36i5A1omXkwrkaA7KX/1hzNIIpWGCat3z3MT4GVWGM4GzUj/VmFA2oSPsWSpphNrPFpfOyIVVhiSMlS1pyEL9PZHRSOtpFNjOiJqxXvXm4n9eLzXhjZ9xmaQGJVsuClNBTEzmb5MhV8iMmFpCmeL2VsLGVFFmbDglG4K3+vI6adeq3lW1dl+rNOp5HEU4g3O4BA+uoQF30IQWMAjhGV7hzZk4L86787FsLTj5zCn8gfP5A5f8jVk=</latexit>

Block b-1
<latexit sha1_base64="IZyXSs1SHA1t/3Wl3K0AVD0Y5UE=">AAAB+3icbVBNS8NAEN34WetXrEcvi63gxZJUQY9FLx4r2A9oQ9lsN+3SzSbsTqQl5K948aCIV/+IN/+N2zYHbX0w8Hhvhpl5fiy4Bsf5ttbWNza3tgs7xd29/YND+6jU0lGiKGvSSESq4xPNBJesCRwE68SKkdAXrO2P72Z++4kpzSP5CNOYeSEZSh5wSsBIfbt0KyI6xhW/B2wC6UXmVvp22ak6c+BV4uakjHI0+vZXbxDRJGQSqCBad10nBi8lCjgVLCv2Es1iQsdkyLqGShIy7aXz2zN8ZpQBDiJlSgKeq78nUhJqPQ190xkSGOllbyb+53UTCG68lMs4ASbpYlGQCAwRngWBB1wxCmJqCKGKm1sxHRFFKJi4iiYEd/nlVdKqVd3Lau2hVq5f5XEU0Ak6RefIRdeoju5RAzURRRP0jF7Rm5VZL9a79bFoXbPymWP0B9bnD6ook38=</latexit>

Fig. 2. In Block b ∈ B, Ã1:N
b is made of L sub-blocks (Ã1:K

b,l )l∈L,
which are constructed from Rb (randomness for universal hashing), Mb

(secret message), M ′b (a part of Ã1:N
b−1 from Block b − 1), and R′b (local

randomness). The construction of M ′b in Line 3 of Algorithm 3 creates a
dependency between Block b ∈ J2, BK and Block b − 1. In Block b ∈ B,
the codeword X̃1:N

b , to be sent over the channel, is then obtain via channel
prefixing from Ã1:N

b .

eA1:K
b,1

<latexit sha1_base64="G300+uwGjoywOdMyaR0OuLgtNCU="></latexit>

eA1:K
b,L

<latexit sha1_base64="o8xQxagTvLzIwAv65SndI1tnr30="></latexit>

eX1:K
b,L

<latexit sha1_base64="HWgcu178WX8/bcSoJjrCr5fFL9A="></latexit>

eX1:K
b,1

<latexit sha1_base64="AbFPpd9ZVpNwU58RSNo/oPkpDQ0="></latexit>

eV 1:K
b,1

<latexit sha1_base64="YiTgh0sC3Uqsgb1aV9S2TsknqfA="></latexit>

eV 1:K
b,L

<latexit sha1_base64="3wjAm4HDxX/o085sMJXLULclq4M="></latexit>

eU1:K
b,1

<latexit sha1_base64="Urip2dIMryr8wxCmfhfJTX8GaAM="></latexit>

eU1:K
b,L

<latexit sha1_base64="cJtMfSYS0n2tARBRHXmWdr5Nvmk="></latexit>

Mb+1
<latexit sha1_base64="hrL0L7tcbHZRiaQjE7fUQq5QGWE="></latexit>

M 0
b+1

<latexit sha1_base64="b7wPRgT57c+jj/XhDWqZwFCpQlg="></latexit>

Rb+1
<latexit sha1_base64="ZFRZSa2zV7jypjvgZFZJ0stxNF8="></latexit>

R0
b

<latexit sha1_base64="eQCBeTy3fiZA7zipWhl5OGl2xHQ=">AAAB63icbVBNSwMxEJ2tX7V+VT16CRbRU9ltC3osePFYxX5Au5Rsmm1Dk+ySZIWy9C948aCIV/+QN/+N2XYP2vpg4PHeDDPzgpgzbVz32ylsbG5t7xR3S3v7B4dH5eOTjo4SRWibRDxSvQBrypmkbcMMp71YUSwCTrvB9Dbzu09UaRbJRzOLqS/wWLKQEWwy6WEYXA7LFbfqLoDWiZeTCuRoDctfg1FEEkGlIRxr3ffc2PgpVoYRTuelQaJpjMkUj2nfUokF1X66uHWOLqwyQmGkbEmDFurviRQLrWcisJ0Cm4le9TLxP6+fmPDGT5mME0MlWS4KE45MhLLH0YgpSgyfWYKJYvZWRCZYYWJsPCUbgrf68jrp1KpevVq7b1SajTyOIpzBOVyBB9fQhDtoQRsITOAZXuHNEc6L8+58LFsLTj5zCn/gfP4Aej+N0g==</latexit> { <latexit sha1_base64="3XL+3H1dy8GKHEdhJifUQsbwFrY=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lqQY8FLx6r2A9oQ9lsJ+3SzSbsboQS+g+8eFDEq//Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ7dzvPKHSPJaPZpqgH9GR5CFn1FjpoZ8NyhW36i5A1omXkwrkaA7KX/1hzNIIpWGCat3z3MT4GVWGM4GzUj/VmFA2oSPsWSpphNrPFpfOyIVVhiSMlS1pyEL9PZHRSOtpFNjOiJqxXvXm4n9eLzXhjZ9xmaQGJVsuClNBTEzmb5MhV8iMmFpCmeL2VsLGVFFmbDglG4K3+vI6adeq3lW1dl+rNOp5HEU4g3O4BA+uoQF30IQWMAjhGV7hzZk4L86787FsLTj5zCn8gfP5A5f8jVk=</latexit>

T
1:|VU|
b,1

<latexit sha1_base64="dVwhbVci+FH8gwC/TSRW2wACw/s=">AAACCHicbVBNS8NAEN3Ur1q/oh49mFoED1KSWlA8Fbx4rNC0hSaGzXbTLt1swu5GKGmOXvwrXjwo4tWf4M1/47bNQVsfDDzem2Fmnh9TIqRpfmuFldW19Y3iZmlre2d3T98/aIso4QjbKKIR7/pQYEoYtiWRFHdjjmHoU9zxRzdTv/OAuSARa8lxjN0QDhgJCIJSSZ5+3PJS/9zK7lPreuKUnRDKIYI0bWee7ZQnmadXzKo5g7FMrJxUQI6mp385/QglIWYSUShEzzJj6aaQS4IozkpOInAM0QgOcE9RBkMs3HT2SGacKqVvBBFXxaQxU39PpDAUYhz6qnN6qFj0puJ/Xi+RwZWbEhYnEjM0XxQk1JCRMU3F6BOOkaRjRSDiRN1qoCHkEEmVXUmFYC2+vEzatap1Ua3d1SuNeh5HERyBE3AGLHAJGuAWNIENEHgEz+AVvGlP2ov2rn3MWwtaPnMI/kD7/AHQS5ks</latexit>

T
1:|VU|
b,L

<latexit sha1_base64="bFpjKOeX91CQ/O2fpsxIBGZSoYM=">AAACCHicbVBNS8NAEN3Ur1q/oh49mFoED1KSWlA8Fbx48FChaQtNDJvttl262YTdjVDSHL34V7x4UMSrP8Gb/8ZNm4NWHww83pthZp4fUSKkaX5phaXlldW14nppY3Nre0ff3WuLMOYI2yikIe/6UGBKGLYlkRR3I45h4FPc8cdXmd+5x1yQkLXkJMJuAIeMDAiCUkmeftjyEv/0Jr1LrMupU3YCKEcI0qSderZTnqaeXjGr5gzGX2LlpAJyND390+mHKA4wk4hCIXqWGUk3gVwSRHFacmKBI4jGcIh7ijIYYOEms0dS41gpfWMQclVMGjP150QCAyEmga86s0PFopeJ/3m9WA4u3ISwKJaYofmiQUwNGRpZKkafcIwknSgCESfqVgONIIdIquxKKgRr8eW/pF2rWmfV2m290qjncRTBATgCJ8AC56ABrkET2ACBB/AEXsCr9qg9a2/a+7y1oOUz++AXtI9v+9qZRw==</latexit>

Approximation
<latexit sha1_base64="r0OPgraaCDekG3Wm2OA3iYoHd7I=">AAAB9HicbVDLTgIxFL3jE/GFunTTSExckRlc6BLjxiUm8khgQjqlAw2dtrYdIpnwHW5caIxbP8adf2OBWSh4kian59ybnp5IcWas7397a+sbm1vbhZ3i7t7+wWHp6LhpZKoJbRDJpW5H2FDOBG1YZjltK01xEnHaika3M781ptowKR7sRNEwwQPBYkawdVJ4o5SWTyyZ33qlsl/x50CrJMhJGXLUe6Wvbl+SNKHCEo6N6QS+smGGtWWE02mxmxqqMBnhAe04KnBCTZjNQ0/RuVP6KJbaHWHRXP29keHEmEkSuUkXb2iWvZn4n9dJbXwdZkyo1FJBFg/FKUdWolkDqM80JZZPHMFEM5cVkSHWmFjXU9GVECx/eZU0q5XgslK9r5Zrfl5HAU7hDC4ggCuowR3UoQEEHuEZXuHNG3sv3rv3sRhd8/KdE/gD7/MHPUmSVw==</latexit>

Distribution
<latexit sha1_base64="uvbwr/I/vp2te7MoDiCzLfc1X8c=">AAAB83icbVC7SgNBFL0bXzG+opY2g0GwCrux0DKghWUE84BkCbOT2WTIzOwyDyEs+Q0bC0Vs/Rk7/8bZZAtNPDBw7jn3cu+cKOVMG9//9kobm1vbO+Xdyt7+weFR9fikoxOrCG2ThCeqF2FNOZO0bZjhtJcqikXEaTea3uZ+94kqzRL5aGYpDQUeSxYzgo2TBndug2KRzYthtebX/QXQOgkKUoMCrWH1azBKiBVUGsKx1v3AT02YYWUY4XReGVhNU0ymeEz7jkosqA6zxc1zdOGUEYoT5Z40aKH+nsiw0HomItcpsJnoVS8X//P61sQ3YcZkag2VZLkothyZBOUBoBFTlBg+cwQTxdytiEywwsS4mCouhGD1y+uk06gHV/XGQ6PW9Is4ynAG53AJAVxDE+6hBW0gkMIzvMKbZ70X7937WLaWvGLmFP7A+/wBcP6R4g==</latexit>

{ <latexit sha1_base64="3XL+3H1dy8GKHEdhJifUQsbwFrY=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lqQY8FLx6r2A9oQ9lsJ+3SzSbsboQS+g+8eFDEq//Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ7dzvPKHSPJaPZpqgH9GR5CFn1FjpoZ8NyhW36i5A1omXkwrkaA7KX/1hzNIIpWGCat3z3MT4GVWGM4GzUj/VmFA2oSPsWSpphNrPFpfOyIVVhiSMlS1pyEL9PZHRSOtpFNjOiJqxXvXm4n9eLzXhjZ9xmaQGJVsuClNBTEzmb5MhV8iMmFpCmeL2VsLGVFFmbDglG4K3+vI6adeq3lW1dl+rNOp5HEU4g3O4BA+uoQF30IQWMAjhGV7hzZk4L86787FsLTj5zCn8gfP5A5f8jVk=</latexit>

Universal
<latexit sha1_base64="SydCZXGPLMGFi5QvlDev+nxoWYw=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0nqQY8FLx4rmLbShrLZbtqlu5uwuxFK6K/w4kERr/4cb/4bN2kO2vpg4PHeDDPzwoQzbVz326lsbG5t71R3a3v7B4dH9eOTro5TRahPYh6rfog15UxS3zDDaT9RFIuQ0144u8393hNVmsXywcwTGgg8kSxiBBsrPfqS5S7mo3rDbboF0DrxStKAEp1R/Ws4jkkqqDSEY60HnpuYIMPKMMLpojZMNU0wmeEJHVgqsaA6yIqDF+jCKmMUxcqWNKhQf09kWGg9F6HtFNhM9aqXi/95g9REN0HGZJIaKslyUZRyZGKUf4/GTFFi+NwSTBSztyIyxQoTY1Oo2RC81ZfXSbfV9K6arftWo+2WcVThDM7hEjy4hjbcQQd8ICDgGV7hzVHOi/PufCxbK045cwp/4Hz+AAZhkH0=</latexit>

Hashing
<latexit sha1_base64="7vXOAmA96sCv/Lw1s9B6QZ33dKA=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0nqQY8FLz1WsB/QhjLZbtqlm03Y3Qgh9Ed48aCIV3+PN/+N2zYHbX0w8Hhvhpl5QSK4Nq777ZS2tnd298r7lYPDo+OT6ulZV8epoqxDYxGrfoCaCS5Zx3AjWD9RDKNAsF4wu1/4vSemNI/lo8kS5kc4kTzkFI2Vei3UUy4no2rNrbtLkE3iFaQGBdqj6tdwHNM0YtJQgVoPPDcxfo7KcCrYvDJMNUuQznDCBpZKjJj28+W5c3JllTEJY2VLGrJUf0/kGGmdRYHtjNBM9bq3EP/zBqkJ7/ycyyQ1TNLVojAVxMRk8TsZc8WoEZklSBW3txI6RYXU2IQqNgRv/eVN0m3UvZt646FRa7pFHGW4gEu4Bg9uoQktaEMHKMzgGV7hzUmcF+fd+Vi1lpxi5hz+wPn8AT8/j3I=</latexit>

{ <latexit sha1_base64="3XL+3H1dy8GKHEdhJifUQsbwFrY=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lqQY8FLx6r2A9oQ9lsJ+3SzSbsboQS+g+8eFDEq//Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ7dzvPKHSPJaPZpqgH9GR5CFn1FjpoZ8NyhW36i5A1omXkwrkaA7KX/1hzNIIpWGCat3z3MT4GVWGM4GzUj/VmFA2oSPsWSpphNrPFpfOyIVVhiSMlS1pyEL9PZHRSOtpFNjOiJqxXvXm4n9eLzXhjZ9xmaQGJVsuClNBTEzmb5MhV8iMmFpCmeL2VsLGVFFmbDglG4K3+vI6adeq3lW1dl+rNOp5HEU4g3O4BA+uoQF30IQWMAjhGV7hzZk4L86787FsLTj5zCn8gfP5A5f8jVk=</latexit>

Polarization
<latexit sha1_base64="MLYD+ZHr+vfxGmOXqBJOdX3FPxY=">AAAB83icbVC7SgNBFL0bXzG+opY2g0GwCrux0DJgYxnBPCBZwuxkNhkyO7PMQ4hLfsPGQhFbf8bOv3Gy2UITD1w4c869zL0nSjnTxve/vdLG5tb2Tnm3srd/cHhUPT7paGkVoW0iuVS9CGvKmaBtwwynvVRRnEScdqPp7cLvPlKlmRQPZpbSMMFjwWJGsHHSoCU5VuwpfwyrNb/u50DrJChIDQq0htWvwUgSm1BhCMda9wM/NWGGlWGE03llYDVNMZniMe07KnBCdZjlO8/RhVNGKJbKlTAoV39PZDjRepZErjPBZqJXvYX4n9e3Jr4JMyZSa6ggy49iy5GRaBEAGjFFieEzRzBRzO2KyAQrTIyLqeJCCFZPXiedRj24qjfuG7WmX8RRhjM4h0sI4BqacActaAOBFJ7hFd486714797HsrXkFTOn8Afe5w9q/5He</latexit>

Channel
<latexit sha1_base64="W9AuUH52rzjUFUpJEebYE2vlV20=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0nqQY+FXjxWMG2hDWWznbRLN5uwuxFK6I/w4kERr/4eb/4bt20O2vpg4PHeDDPzwlRwbVz32yltbe/s7pX3KweHR8cn1dOzjk4yxdBniUhUL6QaBZfoG24E9lKFNA4FdsNpa+F3n1BpnshHM0sxiOlY8ogzaqzUbU2olCiG1Zpbd5cgm8QrSA0KtIfVr8EoYVmM0jBBte57bmqCnCrDmcB5ZZBpTCmb0jH2LZU0Rh3ky3Pn5MoqIxIlypY0ZKn+nshprPUsDm1nTM1Er3sL8T+vn5noLsi5TDODkq0WRZkgJiGL38mIK2RGzCyhTHF7K2ETqigzNqGKDcFbf3mTdBp176beeGjUmm4RRxku4BKuwYNbaMI9tMEHBlN4hld4c1LnxXl3PlatJaeYOYc/cD5/ADFrj2k=</latexit>

Prefixing
<latexit sha1_base64="idzDyIYmT1s+2j69p9neoibdfNo=">AAAB8HicbVA9SwNBEJ3zM8avqKXNYhCswl0stAzYWEYwH5IcYW8zlyzZ3Tt298QQ8itsLBSx9efY+W/cJFdo4oOBx3szzMyLUsGN9f1vb219Y3Nru7BT3N3bPzgsHR03TZJphg2WiES3I2pQcIUNy63AdqqRykhgKxrdzPzWI2rDE3VvxymGkg4Ujzmj1kkPdY0xf+Jq0CuV/Yo/B1klQU7KkKPeK311+wnLJCrLBDWmE/ipDSdUW84ETovdzGBK2YgOsOOoohJNOJkfPCXnTumTONGulCVz9ffEhEpjxjJynZLaoVn2ZuJ/Xiez8XU44SrNLCq2WBRngtiEzL4nfa6RWTF2hDLN3a2EDammzLqMii6EYPnlVdKsVoLLSvWuWq75eRwFOIUzuIAArqAGt1CHBjCQ8Ayv8OZp78V79z4WrWtePnMCf+B9/gDyRZBw</latexit>

{ <latexit sha1_base64="3XL+3H1dy8GKHEdhJifUQsbwFrY=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lqQY8FLx6r2A9oQ9lsJ+3SzSbsboQS+g+8eFDEq//Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ7dzvPKHSPJaPZpqgH9GR5CFn1FjpoZ8NyhW36i5A1omXkwrkaA7KX/1hzNIIpWGCat3z3MT4GVWGM4GzUj/VmFA2oSPsWSpphNrPFpfOyIVVhiSMlS1pyEL9PZHRSOtpFNjOiJqxXvXm4n9eLzXhjZ9xmaQGJVsuClNBTEzmb5MhV8iMmFpCmeL2VsLGVFFmbDglG4K3+vI6adeq3lW1dl+rNOp5HEU4g3O4BA+uoQF30IQWMAjhGV7hzZk4L86787FsLTj5zCn8gfP5A5f8jVk=</latexit> { <latexit sha1_base64="3XL+3H1dy8GKHEdhJifUQsbwFrY=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lqQY8FLx6r2A9oQ9lsJ+3SzSbsboQS+g+8eFDEq//Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ7dzvPKHSPJaPZpqgH9GR5CFn1FjpoZ8NyhW36i5A1omXkwrkaA7KX/1hzNIIpWGCat3z3MT4GVWGM4GzUj/VmFA2oSPsWSpphNrPFpfOyIVVhiSMlS1pyEL9PZHRSOtpFNjOiJqxXvXm4n9eLzXhjZ9xmaQGJVsuClNBTEzmb5MhV8iMmFpCmeL2VsLGVFFmbDglG4K3+vI6adeq3lW1dl+rNOp5HEU4g3O4BA+uoQF30IQWMAjhGV7hzZk4L86787FsLTj5zCn8gfP5A5f8jVk=</latexit>

Polarization
<latexit sha1_base64="MLYD+ZHr+vfxGmOXqBJOdX3FPxY=">AAAB83icbVC7SgNBFL0bXzG+opY2g0GwCrux0DJgYxnBPCBZwuxkNhkyO7PMQ4hLfsPGQhFbf8bOv3Gy2UITD1w4c869zL0nSjnTxve/vdLG5tb2Tnm3srd/cHhUPT7paGkVoW0iuVS9CGvKmaBtwwynvVRRnEScdqPp7cLvPlKlmRQPZpbSMMFjwWJGsHHSoCU5VuwpfwyrNb/u50DrJChIDQq0htWvwUgSm1BhCMda9wM/NWGGlWGE03llYDVNMZniMe07KnBCdZjlO8/RhVNGKJbKlTAoV39PZDjRepZErjPBZqJXvYX4n9e3Jr4JMyZSa6ggy49iy5GRaBEAGjFFieEzRzBRzO2KyAQrTIyLqeJCCFZPXiedRj24qjfuG7WmX8RRhjM4h0sI4BqacActaAOBFJ7hFd486714797HsrXkFTOn8Afe5w9q/5He</latexit>

Line 4
<latexit sha1_base64="TwwxK1XUEbbfY/X4n2YWIyDQpcQ="></latexit>

Lines 6-7
<latexit sha1_base64="T6OtK2V5U/npjIf80sT2ArcX28Q=">AAAB8HicdVDNSgMxGMzWv1r/qh69BIvgxWV3u3TrreDFg4cKtlXapWTTbBuaZJckK5TSp/DiQRGvPo4338ZsW0FFBwLDzDfk+yZKGVXacT6swsrq2vpGcbO0tb2zu1feP2irJJOYtHDCEnkbIUUYFaSlqWbkNpUE8YiRTjS+yP3OPZGKJuJGT1IScjQUNKYYaSPdXZmYgrWzoF+uOPZ5veb5NejYjhO4npsTL/CrPnSNkqMClmj2y++9QYIzToTGDCnVdZ1Uh1MkNcWMzEq9TJEU4TEakq6hAnGiwul84Rk8McoAxok0T2g4V78npogrNeGRmeRIj9RvLxf/8rqZjuvhlIo000TgxUdxxqBOYH49HFBJsGYTQxCW1OwK8QhJhLXpqGRK+LoU/k/anu1Wbe/aqzT8ZR1FcASOwSlwQQAa4BI0QQtgwMEDeALPlrQerRfrdTFasJaZQ/AD1tsn22iPvw==</latexit>

Line 8
<latexit sha1_base64="V9yJB6qz4DSqW5PcKmxA3CFSvtk="></latexit>

Line 9
<latexit sha1_base64="xHJyDVezFISjemnLM5b+06s4+i4="></latexit>

Line 10
<latexit sha1_base64="A8nSGailD5n+FFvd/y2CH4kDkFo=">AAAB7nicdVDLSsNAFL3xWeur6tLNYBFchSQNbd0V3LhwUcE+oA1lMp22QyeTMDMRSuhHuHGhiFu/x51/46StoKIHBg7n3MPce8KEM6Ud58NaW9/Y3Nou7BR39/YPDktHx20Vp5LQFol5LLshVpQzQVuaaU67iaQ4CjnthNOr3O/cU6lYLO70LKFBhMeCjRjB2kidGxNDrjMolR37sl71/CpybMepuZ6bE6/mV3zkGiVHGVZoDkrv/WFM0ogKTThWquc6iQ4yLDUjnM6L/VTRBJMpHtOeoQJHVAXZYt05OjfKEI1iaZ7QaKF+T2Q4UmoWhWYywnqifnu5+JfXS/WoHmRMJKmmgiw/GqUc6Rjlt6Mhk5RoPjMEE8nMrohMsMREm4aKpoSvS9H/pO3ZbsX2br1yw1/VUYBTOIMLcKEGDbiGJrSAwBQe4AmercR6tF6s1+XomrXKnMAPWG+fh2OO/w==</latexit>

Fig. 3. Summary of the steps in Algorithm 3 to obtain the codeword
X̃1:N

b , ‖l∈L(X̃1:K
b,l ) from Rb (randomness for universal hashing), Mb

(secret message), M ′b (a part of Block b − 1), and R′b (local randomness).
Line 7 (distribution approximation) describes the creation of the L sub-blocks
(Ã1:K

b,l )l∈L from T
1:|VU |L
b , and ensures that their distribution is close to

the product distribution qA1:N , which will be a crucial fact to analyze the
information leakage of the coding scheme.

(X̃1:K
b,l )l∈L, are obtained via channel prefixing, as described

in Lines 8-10. The codewords (X̃1:K
b,l )l∈L are sent over

the channel and their noisy observations at the legitimate
receiver are denoted by (Ỹ 1:K

b,l )l∈L. Note that the L sub-
blocks (Ã1:K

b,l )l∈L are created such that their distribution is
close to the product distribution qA1:N . A crucial point to
ensure this property comes from the uniformity of M ′b, i.e.,
the uniformity of Ã1:K

b−1,l[VU |Y ], l ∈ L, which follows from
Line 7 and the property VU |Y ⊂ VU . Finally, as described in
Line 15, using a pre-shared secret (obtained from the initial-
ization phase in Section V-B), the encoder applies a one-time
pad to (Ã1:K

b,l [HU |Y \VU |Y ])l∈L,b∈B, and (Ã1:K
B,l [VU |Y ])l∈L,

and sends the result to the legitimate receiver with a chan-
nel code [39]. This step is done for technical reasons:
(Ã1:K

b,l [HU |Y \VU |Y ])l∈L,b∈B are not uniformly distributed and
could not be included in the definition of M ′b, b ∈ B, as our
analysis relies on the uniformity of M ′b, b ∈ B. However,

as shown later, the length of (Ã1:K
b,l [HU |Y \VU |Y ])l∈L,b∈B is

negligible compared to NB such that the overall commu-
nication rate is not affected. It will also be shown that this
has a negligible effect on the overall information leakage to
the eavesdropper.

In a given block b ∈ B, we depict in Figure 3 a summary
of the different phases in Algorithm 3 through which the
encoder output is obtained from the local randomness R′b,
the secret message Mb, the randomness Rb used for universal
hashing, and M ′b. Note that Rb needs to be shared between
the legitimate users but does not need to be secret from
the eavesdropper, and can be recycled over several blocks
so that the exchange of necessary randomness for universal
hashing between the legitimate users does not affect the overall
communication rate.

At the decoder, the legitimate receiver first estimates
(Ã1:K

B,l )l∈L from (Ã1:K
B,l [HU |Y ])l∈L and (Ỹ 1:K

B,l )l∈L, as de-
scribed in Lines 2-4 of Algorithm 4 for Block B. Then,
from this estimate of (Ã1:K

B,l )l∈L, the legitimate receiver forms
an estimate of MB and MB′ , as described in Lines 6-7 of
Algorithm 4 for Block B. Next, to estimate the message
MB−1 and M ′B−1, the legitimate receiver uses the estimate of
MB′ along with (Ã1:K

B−1,l[HU |Y \VU |Y ])l∈L, and (Ỹ 1:K
B−1,l)l∈L,

as described in Lines 2-7 of Algorithm 4 for Block B − 1.
Hence, the legitimate receiver can estimate all the messages
(Mb)b∈B starting from the last block and iterating through the
previous blocks via the loop in Line 2 of Algorithm 4.

Note that in the analysis of the coding scheme secrecy rate,
one needs to account for (i) the one-time pad in Line 15 of
Algorithm 3, (ii) the transmission of the randomness (Rb)1:B

that is used in Algorithms 3 and 4, and (iii) the initialization
phase (Algorithms 1 and 2). We will show that (i), (ii), and
(iii) are done with a negligible impact on the secrecy rate in
Sections VI-C, VI-G, and VII-C, respectively.

VI. PROOF OF THEOREM 7 WITH A PRE-SHARED KEY

In this section, we prove Theorem 7 when the legitimate
users have access to a pre-shared secret key whose rate is
negligible. Hence, we ignore in this section the initialization
phase, i.e., Algorithms 1, 2. We also assume in this section
that all the components of sb, b ∈ B, are identical and equal
to s. To simplify notation, we write s instead of sb, b ∈ B.

A. Characterization of the distribution induced by the encoder

Let p̃U1:N
b X1:N

b Y 1:N
b Z1:N

b (s) denote the distribution induced
by the encoding scheme described in Algorithm 3. Lemma 1
gives an approximation of p̃U1:N

b X1:N
b Y 1:N

b Z1:N
b (s) in terms of

the distribution qUXY Z(s) defined in Section V-A. This result
will be useful in our subsequent analysis.

Lemma 1. For b ∈ B, we have

D(qU1:NX1:NY 1:NZ1:N (s)‖p̃U1:N
b X1:N

b Y 1:N
b Z1:N

b (s)) 6 2LKδK ,

where qU1:NX1:NY 1:NZ1:N (s) ,
∏N
i=1 qUXY Z(s).

Proof. See Appendix A. �



8

B. Reliability

We now show that the receiver is able to recover the
original message with a vanishing error probability. Define
M̂1:B , (M̂b)b∈B. Define for b ∈ B, Â1:N

b , ‖l∈L Â1:K
b,l ,

Ã1:N
b , ‖l∈L Ã1:K

b,l , A1:N
b , A1:LK , Eb−1 , {Â1:N

b 6= Ã1:N
b },

and EAb , {(Ỹ 1:N
b , Ã1:N

b ) 6= (Y 1:N
b , A1:N

b )}. For b ∈ B,
consider a coupling [40, Lemma 3.6] between p̃Y 1:N

b A1:N
b

and qY 1:N
b A1:N

b
such that P[EAb ] = V(p̃Y 1:N

b A1:N
b
, qY 1:N

b A1:N
b

).
For b ∈ B, consider (A1:N

b , Y 1:N
b , Ã1:N

b , Ỹ 1:N
b ) distributed

according to this coupling, then

P
[
M̂1:B 6= M1:B

]

6
∑

b∈B
P
[
M̂b 6= Mb

]

(a)

6
∑

b∈B
P
[
T̂

1:|VU |L
b 6= T

1:|VU |L
b

]

(b)

6
∑

b∈B
P
[
Â1:N
b 6= Ã1:N

b

]

6
∑

b∈B

[
P
[
Â1:N
b 6= Ã1:N

b |EcAb ∩ Ecb
]

+ P[EAb ∪ Eb]
]

(c)

6
∑

b∈B

[∑

l∈L
P
[
Â1:K
b,l 6= Ã1:K

b,l |EcAb ∩ Ecb
]

+ P[EAb ] + P[Eb]
]

(d)

6
∑

b∈B

[
KLδK +

√
2 ln 2

√
2LKδK + P

[
Â1:N
b+1 6= Ã1:N

b+1

]]

(e)

6
∑

b∈B

[
(KLδK +

√
2 ln 2

√
2LKδK)(B − b+ 1)

]

= (KLδK +
√

2 ln 2
√

2LKδK)B(B + 1)/2, (7)

where (a) holds by Line 7 in Algorithm 4, (b) holds by Line 6
in Algorithm 4, (c) holds by the union bound, (d) holds be-
cause P

[
Â1:K
b,l 6= Ã1:K

b,l |EcAb ∩ Ecb
]
6 KδK by (1) and because

P[EAb ] = V(p̃Y 1:N
b A1:N

b
, qY 1:N

b A1:N
b

) 6
√

2 ln 2
√

2LKδK by
Lemma 1 and Pinsker’s inequality, (e) holds by induction.

C. Pre-shared key rate

The coding scheme described in Algorithms 3
and 4 involves a one-time pad to securely transmit
(fSC

2 (Ã1:K
b,l ))l∈L,b∈B, and (fSC

1 (Ã1:K
B,l ))l∈L, which requires a

pre-shared key with length lOTP , LB|HU |Y \VU |Y |+L|VU |Y |
and rate

lOTP

NB
=
|HU |Y |−|VU |Y |

K
+
|VU |Y |
KB

6
|HU |Y |−|VU |Y |

K
+

1

B
= δ(K) + 1/B,

where δ(K) is such that limK→∞ δ(K) = 0
since limK→∞|HU |Y |/K = H(U |Y ) [36], and
limK→∞|VU |Y |/K = H(U |Y ) [30], [41].

D. Blockwise Security Analysis
We prove in this section that security holds in each block b ∈
B individually. We use a series of lemmas to obtain this result
and determine acceptable values for the parameter r defined
in (6). For (X,Z) distributed according to pXZ , defined over
the finite alphabet X×Z , recall that the ε-smooth min-entropy
of X given Z is defined as [27]

Hε
∞(pXZ |pZ) , max

rXZ∈Bε(pXZ)
min

z∈Supp(pZ)
min
x∈X

log
pZ(z)

rXZ(x, z)
,

where Supp(pZ) , {z ∈ Z : pZ(z) > 0} and Bε(pXZ) ,
{(rXZ : X × Z → [0, 1]) : V(pXZ , rXZ) 6 ε}. We will also
need the following version of the leftover hash lemma.

Lemma 2 ( [27]). Let T and Z be distributed according to
pTZ over T ×Z . Consider F : R×{0, 1}k → {0, 1}r, where
the first input, denoted by R, is uniformly distributed over R
to indicate that F is chosen uniformly at random in a family
of two-universal hash functions. Then, for any ε ∈ [0, 1[,

V(pF (R,T ),R,Z , pUKpURpZ) 6 2ε+
√

2r−Hε∞(pTZ |pZ), (8)

where pUK and pUR are the uniform distribution over {0, 1}r
and R, respectively.

We now would like to use Lemma 2 to make (Mb‖M ′b) al-
most independent from the eavesdropper channel observations.
However, in the encoding scheme described in Algorithm 3,
(Mb‖M ′b) is not defined as the output of a two-universal hash
function as required in Lemma 2. To overcome this challenge,
we show in the following lemma that the distribution p̃ induced
by the encoder in Algorithm 3 also describes a process for
which (Mb‖M ′b) is defined as (Mb‖M ′b) , gUH

Rb
(T

1:|VU |L
b , r)

where r is defined in (6). For convenience, we write in the
following F (Rb, T

1:|VU |L
b ) , gUH

Rb
(T

1:|VU |L
b , r).

Lemma 3. Fix b ∈ B. To simplify notation, we write Tb instead
of T 1:|VU |L

b , Z̃b(s) instead of Z̃1:N
b (s), X̃b instead of X̃1:N

b ,
and Zb(s) instead of Z1:N

b (s). We also define M̄b , (Mb‖M ′b)
such that Tb , R−1

b � (M̄b‖R′b). Next, define

q̃M̄bTbXbZb(s)Rb , p̃XbZb(s)|Tb q̃Tb q̃Rb q̃M̄b|TbRb , (9)

with q̃Tb the uniform distribution over {0, 1}|VU |L, q̃Rb
the uniform distribution over R, and ∀m̄b,∀tb,∀rb,
q̃M̄b|TbRb(m̄b|tb, rb) , 1{m̄b = F (rb, tb)}. Then, we have

p̃M̄bTbXbZb(s)Rb = q̃M̄bTbXbZb(s)Rb .

Proof. See Appendix B. �

Let Ab ⊂ J1, NK such that |Ab|= αN and con-
sider X̃1:N

b [Ab], the αN symbols that the eavesdropper has
chosen to have access to in Block b ∈ B. We study,
by combining Lemmas 2, 3, the independence between
(Rb, Z̃

1:N
b (s), X̃1:N

b [Ab]), i.e., all the knowledge at the eaves-
dropper in Block b ∈ B, and (Mb‖M ′b) as follows.

Lemma 4. Fix b ∈ B. We adopt the same notation as in
Lemma 3 and also write X̃b[Ab] instead of X̃1:N

b [Ab] for
convenience. We have for any γ ∈]0, 1[

V(p̃M̄bRbZb(s)Xb[Ab], p̃M̄b
p̃RbZb(s)Xb[Ab])
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6 21−Lγ +

√
2r−H(Tb|Z̃b(s)X̃b[Ab])+Nδ(1)(K,L), (10)

where δ(1)(K,L) , (K−1 + 1)
√

2Lγ−1.

Proof. See Appendix C. �

Next, using Lemma 1, we lower bound the conditional
entropy in (10) in the following lemma.

Lemma 5. Fix b ∈ B. We adopt the same notation as in
Lemmas 3, 4. We have

H
(
Tb|Z̃b(s)X̃b[Ab]

)

> N [(1− α)H(U |Z(s)) + αH(U |X)− δ(2)(K,L)],

with δ(2)(K,L) , 2
√

2 ln 2
√

2NδK(log(|X |2maxs∈S|Zs|)−
N−1 log(

√
2 ln 2

√
2NδK)) + N−1Hb(NδK) + NδK + o(1),

and Hb(·) the binary entropy.

Proof. See Appendix D. �

By combing Lemma 4 and Lemma 5 we obtain the follow-
ing result.

Lemma 6. Fix b ∈ B. We adopt the same notation as in
Lemma 5. We have for any γ ∈]0, 1[

V(p̃M̄bRbZb(s)Xb[Ab], p̃M̄b
p̃RbZb(s)Xb[Ab])

6 21−Lγ +
√

2r−N [(1−α)H(U |Z(s))+αH(U |X)−δ(3)(K,L)],

where δ(3)(K,L) , δ(1)(K,L) + δ(2)(K,L), with δ(1)(K,L)
defined in Lemma 4 and δ(2)(L,K) defined in Lemma 5.

Finally, we obtain security in a given block as follows.

Lemma 7. Fix b ∈ B and ξ > 0. We choose

r ,N
[
(1−α) min

s∈S
H(U |Z(s))+αH(U |X)−δ(3)(K,L)−ξ

]

with δ(3)(K,L) defined in Lemma 6. Then, for L large enough

I
(
MbM

′
b; Z̃b(s)Xb[Ab]Rb

)
6 δ(4)(K,L, ξ),

where δ(4)(K,L, ξ) , (21−Lγ +
√

2−Nξ) log 2N

21−Lγ+
√

2−Nξ
.

Proof. We adopt the same notation as in the previous lemmas.
By definition of r and by Lemma 6, we have

V(p̃M̄bRbZb(s)Xb[Ab], p̃M̄b
p̃RbZb(s)Xb[Ab]) 6 21−Lγ +

√
2−Nξ.

(11)

We thus have

I(MbM
′
b; Z̃b(s)Xb[Ab]Rb)

= I(M̄b; Z̃b(s)Xb[Ab]Rb)
(a)

6 f(V(p̃M̄bRbZb(s)Xb[Ab], p̃M̄b
p̃RbZb(s)Xb[Ab]))

(b)

6 f(21−Lγ +
√

2−Nξ), (12)

where (a) holds by [42, Lemma 2.7] with f : x 7→
x log(2N/x), (b) holds for L large enough since f is increas-
ing for small enough values. �

E. Analysis of security over all blocks jointly

We obtain security over all blocks jointly from Lemma 7
as follows.

Lemma 8. For convenience, we define for i, j ∈ B,
Z̃1:i(s) , (Z̃1:N

b (s))b∈J1,iK, X̃1:i[A] , (X̃1:N
b [Ab])b∈J1,iK,

Ri:j , (Rb)b∈Ji,jK, and Mi:j , (Mb)b∈Ji,jK. We have

max
s∈S

max
A∈A

I(M1:B ; Z̃1:B(s)X̃1:B [A]R1:B) 6 2Bδ(4)(L,K, ξ),

where δ(4)(L,K, ξ) is defined in Lemma 7.

Proof. For convenience, define for i ∈ B, Li ,
(Z̃i(s), X̃i[Ai], Ri) and L1:i , (Z̃1:i(s), X̃1:i[A], R1:i). Then,

I(M1:B ;L1:B)

=

B−1∑

i=0

I(M1:B ;Li+1|L1:i)

(a)
=

B−1∑

i=0

I(M1:i+1;Li+1|L1:i)

6
B−1∑

i=0

I(M1:i+1L1:i;Li+1)

=

B−1∑

i=0

I(Mi+1;Li+1) + I(M1:iL1:i;Li+1|Mi+1)

(b)

6 Bδ(4)(K,L, ξ) +

B−1∑

i=0

I(M1:iM
′
i+1L1:i;Li+1Mi+1)

(c)
= Bδ(4)(K,L, ξ) +

B−1∑

i=0

I(M ′i+1;Li+1Mi+1)

(d)
= Bδ(4)(K,L, ξ) +

B−1∑

i=0

I(M ′i+1;Li+1|Mi+1)

6 Bδ(4)(K,L, ξ) +

B−1∑

i=0

I(Mi+1M
′
i+1;Li+1)

(e)

6 2Bδ(4)(K,L, ξ), (13)

where (a) holds by the chain rule and since we have
I(Mi+2:B ;Li+1|L1:iM1:i+1) 6 I(Mi+2:B ;L1:i+1M1:i+1) =
0, (b) holds by Lemma 7, (c) holds by the chain rule and
because (M1:i, L1:i)−M ′i+1− (Li+1,Mi+1) forms a Markov
chain, (d) holds by independence between M ′i+1 and Mi+1,
(e) holds by Lemma 7. The lemma holds since (13) holds for
any s ∈ S and any A ∈ A. �

F. Secrecy Rate

The rate of the transmitted messages is
∑
b∈B|Mb|
BN

(a)
=

r + (B − 1)(r − L|VU |Y |)
BN

> r

N
− |VU |Y |

K
(b)
= I(U ;Y )− αI(U ;X)− (1− α)max

s∈S
I (U ;Z(s))

− δ(3)(K,L)− ξ + o(1),
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where (a) holds by (6), (b) holds by the choice of r in
Lemma 7 and because lim

K→∞
|VU |Y |/K = H(U |Y ) by [41].

G. Randomness amortization

The randomness (Rb)1:B in the coding scheme of Sec-
tion V-C needs to be shared between the legitimate users.
This can be done with negligible impact on the overall
communication rate similar to [16] using an hybrid argument
by repeating the coding scheme of Section V-C with the same
randomness (Rb)1:B .

VII. PROOF OF THEOREM 7 WITHOUT PRE-SHARED KEY

The coding scheme of Section V-C requires a pre-shared
secret key between the legitimate users. We now consider the
initialization phase, described in Algorithms 1, 2, to generate
such a key with negligible impact on the overall communi-
cation rate. We study the reliability and the secrecy of the
generated key in Sections VII-A and VII-B, respectively, the
impact of the initialization phase on the overall communication
rate in Section VII-C, and the joint secrecy of the initialization
phase and the coding scheme of Section V-C in Section VII-D.
We adopt the same notation as in Section VI.

A. Key reliability

Similar to Lemma 1, we have the following result.

Lemma 9. For b ∈ B0, the distribution p̃ induced by the
encoder of Algorithm 1 is approximated as follows.

D(qU1:NX1:NY 1:NZ1:N (s)‖p̃U1:N
b X1:N

b Y 1:N
b Z1:N

b (s)) 6 2LKδK .

Then, we have

P
[
(K̂eyb)b∈B0 6= (Keyb)b∈B0

]

6 P[(Û1:N
b )b∈B0

6= (Ũ1:N
b )b∈B0

]

6 B0L(
√

2 ln 2
√

2KδK + 2KδK),

where the last inequality holds similar to (7).

B. Key secrecy

We first show secrecy in a given Block b ∈ B0. Let Ab ⊂
J1, NK such that |Ab|= αN and consider X̃1:N

b [Ab], the αN
symbols that the eavesdropper has chosen to have access to
in Block b ∈ B0. Define pUKey the uniform distribution over
{0, 1}l′key . We have

V(p̃KeybR
init
b Zb(s)Xb[Ab]DbRinit′

b
, pUKey p̃Rinit

b Zb(s)Xb[Ab]DbRinit′
b

)

(a)

6 2ε+

√

2
l′key−Hε∞

(
p̃
UbZb(s)Xb[Ab]DbR

init′
b

|p̃
Zb(s)Xb[Ab]DbR

init′
b

)
(b)

6 2 · 2−Lγ +

√
2l
′
key−H(Ũb|Z̃b(s)X̃b[Ab]DbRinit′

b )+Nδ(1)(K,L),
(14)

where (a) holds by Lemma 2, (b) holds by Lemma 14 with
γ ∈]0, 1[ as in the proof of Lemma 4 with δ(1)(K,L) defined
in Lemma 4.

Lemma 10. For b ∈ B0, we have

H
(
Ũb|Z̃b(s)X̃b[Ab]DbR

init′
b

)

>N [I(U ;Y )−αI(U ;X)−(1−α)I(U ;Z(s))−δ(5)(K,L)],

where δ(5)(K,L) , 2
√

2 ln 2
√

2NδK(log(|X |2maxs∈S|Zs|)−
N−1 log(

√
2 ln 2

√
2NδK)) + o(1).

Proof. We have

H
(
Ũb|Z̃b(s)X̃b[Ab]DbR

init′
b

)

= H
(
Ũb|Z̃b(s)X̃b[Ab]

)
− I

(
DbR

init′
b ; Ũb|Z̃b(s)X̃b[Ab]

)

> H
(
Ũb|Z̃b(s)X̃b[Ab]

)
− L(|HU |Y |+|HU |Y \VU |Y |)

(a)

> H
(
Ũb|Z̃b(s)X̃b[Ab]

)
−NH(U |Y )− o(KL)

(b)

> N(1− α)H(U |Z(s)) +NαH(U |X)−NH(U |Y )

−Nδ(5)(K,L),

where (a) holds because limK→∞|HU |Y |/K = H(U |Y ) [36],
and limK→∞|VU |Y |/K = H(U |Y ) [30], [41], (b) holds
similar to the proof of Lemma 5. �

Next, we choose

l′key , N [I(U ;Y )− αI(U ;X)− (1− α)max
s∈S

I (U ;Z(s))

− δ(1)(K,L)− δ(5)(K,L)− ξ],
with ξ > 0. By (14) and Lemma 10, we obtain for b ∈ B0,

V(p̃KeybR
init
b Zb(s)Xb[Ab]DbRinit′ , pUKey p̃Rinit

b Zb(s)Xb[Ab]DbRinit′
b

)

6 2 · 2−Lγ +
√

2−Nξ. (15)

Lemma 11. We have for L large enough

I
(

Keyb; Z̃b(s)X̃b[Ab]DbR
init
b Rinit′

b

)
6 δ(4)(K,L, ξ),

log|Kb|−H(Keyb) 6 δ(4)(K,L, ξ),

with Kb , {0, 1}l
′
key and δ(4)(K,L, ξ) defined in Lemma 7.

Proof. The first inequality holds as the proof of Lemma 7
by using (15) in place of (11). The second inequality holds
by [42, Lemma 2.7] and (15). �

By mutual independence of all the B0 blocks of the initial-
ization phase, we obtain from Lemma 11 the following result.

Lemma 12. Define Key , (Keyb)b∈B0
and K ,

KB0

b . Let Z̃ init(s) denote all the knowledge of the
eavesdropper related to the initialization phase, i.e.,
Z̃ init(s) , (Z̃b(s), X̃b[Ab], Db, R

init
b , Rinit′

b )b∈B0
. Then, for K

large enough

max
s∈S

max
A∈A

I
(

Key; Z̃ init(s)
)
6 B0δ

(4)(K,L, ξ),

log|K|−H(Key) 6 B0δ
(4)(K,L, ξ).
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C. Impact of the initialization phase on the overall communi-
cation rate

The initialization phase requires ρNB0 channel uses, for
some fixed ρ ∈ N, to generate the secret key and transmit
(Db, R

init
b , Rinit′

b )b∈B0 . We choose B0 such that

B0 =

⌈
lOTP

l′key

⌉
,

where lOTP = o(NB) represents the key length necessary to
perform the one-time pad that appears in Algorithms 1, 2.
Hence, the impact of the initialization phase on the overall
communication is

ρNB0 < ρN

(
1 +

lOTP

l′key

)
= ρ

o(NB)

l′key/N
= o(NB). (16)

We deduce from (16) that the communication rate of the
coding scheme of Section V-C and the initialization phase
(considered jointly) is the same as the communication rate
of the coding scheme of Section V-C alone.

D. Security of Algorithms 3, 4 and the initialization phase
when considered jointly

Let MOTP be the sequence that needs to be secretly transmit-
ted with a one-time pad in Algorithm 3. Let C ,MOTP⊕Key
be the encrypted version of MOTP using Key, obtained in the
initialization phase. Let Z̃B(s) , (Z̃1:B(s), X̃1:B [A], R1:B)
denote all the observations of the eavesdropper related to the
coding scheme of Section V-C, excluding C. Let Z init(s),
defined as in Lemma 12, denote all the observations of the
eavesdropper related to the initialization phase. The following
lemma shows that strong secrecy holds for the coding scheme
of Section V-C and the initialization phase considered jointly.

Lemma 13. We have

max
s∈S,A∈A

I(M1:B ;CZ̃B(s)Z̃ init(s)) 6 2(B+B0)δ(4)(K,L, ξ),

where δ(4)(K,L, ξ) is defined in Lemma 7.

Proof. We have

I(M1:B ;CZ̃B(s)Z̃ init(s))

(a)
= I(M1:B ; Z̃B(s)) + I(M1:B ;C|Z̃B(s)Z̃ init(s))

6 I(M1:B ; Z̃B(s)) + I(M1:BZ̃B(s)Z̃ init(s);C)

= I(M1:B ; Z̃B(s)) + I(C;M1:BZ̃B(s))

+ I(C; Z̃ init(s)|M1:BZ̃B(s)), (17)

where (a) holds by the chain rule and because
I(M1:B ; Z̃ init(s)|Z̃B(s)) 6 I(M1:BZ̃B(s); Z̃ init(s)) = 0.
Next, we have

I(C;M1:BZ̃B(s))

6 log|K|−H(C|M1:BZ̃B(s))

6 log|K|−H(Key⊕MOTP|MOTPM1:BZ̃B(s))

= log|K|−H(Key|MOTPM1:BZ̃B(s))

= log|K|−H(Key). (18)

We also have

I(C; Z̃ init(s)|M1:BZ̃B(s))

6 I(CMOTP; Z̃ init(s)|M1:BZ̃B(s))

= I(KeyMOTP; Z̃ init(s)|M1:BZ̃B(s))

(b)
= I(Key; Z̃ init(s)|MOTPM1:BZ̃B(s))

6 I(KeyMOTPM1:BZ̃B(s); Z̃ init(s))

(c)
= I(Key; Z̃ init(s)), (19)

where (b) holds by the chain rule and
because I(MOTP; Z̃ init(s)|M1:BZ̃B(s)) 6
I(MOTPM1:BZ̃B(s); Z̃ init(s)) = 0, (c) holds by the chain
rule and because I(MOTPM1:BZ̃B(s); Z̃ init(s)|Key) 6
I(MOTPM1:BZ̃B(s); Z̃ init(s)Key) = 0. By combining (17),
(18), and (19), we obtain I(M1:B ;CZ̃B(s)Z̃ init(s)) 6
I(M1:B ; Z̃B(s)) + I(Key; Z̃ init(s)) + log|K|−H(Key).
Finally, we obtain the lemma with Lemmas 8 and 12. �

VIII. PROOF OF THEOREM 8

We assume in the following that there exists a best channel
for the eavesdropper [23], i.e., ∃s∗ ∈ S,∀s ∈ S, X−Z(s∗)−
Z(s). Similar to the proof of Theorem 7, we proceed in two
steps. We first ignore the initialization phase and assume that
the legitimate users have access to a secret key to perform
the one-time pad in Algorithms 3, 4. We only show blockwise
security as the remainder of the proof is similar to the proof
in Section VI. We also omit the second step that consists in
analyzing the initialization phase jointly with Algorithms 3, 4,
as it is similar to the analysis in Section VII.

A. Blockwise security analysis

We adopt the same notation as in Section VI. We have the
following inequality, whose proof is identical to the proof of
Lemma 1. For b ∈ B, we have

D(qU1:NX1:NY 1:NZ1:N (sb)‖p̃U1:N
b X1:N

b Y 1:N
b Z1:N

b (sb)) 6 2NδK ,

(20)

where we have defined qU1:NX1:NY 1:NZ1:N (sb) ,∏N
i=1 qUXY Z(sb,i). Next, similar to Lemma 4 using (20) in

place of Lemma 1, we have for any γ ∈]0, 1[

V(p̃M̄bRbZb(sb)Xb[Ab], p̃M̄b
p̃RbZb(sb)Xb[Ab])

6 21−Lγ + 2

√
2r−H(Tb|Z̃b(sb)X̃b[Ab])+Nδ(1)(K,L), (21)

where δ(1)(K,L) is defined in Lemma 4. We then have

H
(
Tb|Z̃b(sb)X̃b[Ab]

)

(a)

> H (Ub|Zb(sb)Xb[Ab])−Nδ(2)(K,L)

> H (Ub|Zb(s∗)Zb(sb)Xb[Ab])−Nδ(2)(K,L)

(b)

> H (Ub|Zb(s∗)Xb[Ab])−Nδ(2)(K,L)

(c)
= N(1− α)H(U |Z(s∗)) +NαH(U |X)−Nδ(2)(K,L),

(22)
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where (a) holds as in the proof of Lemma 5 with δ(2)(K,L)
defined in Lemma 5, (b) holds because (Ub, Xb)− Zb(s∗)−
Zb(sb) forms a Markov chain, (c) holds as in the proof of
Lemma 5. Finally, from (21) and (22), we can conclude as in
Section VI-D that blockwise security holds.

IX. EXTENSION TO UNCERTAINTY ON THE MAIN CHANNEL

Assume now that uncertainty on the main channel also
holds according to a compound model, i.e., the channel of
Section III is now defined by the conditional probabilities
(pY (t)Z(s)|X)s∈S,t∈T, where T is a finite set. Assume also
that for all channel uses s ∈ S and t ∈ T are fixed. We
extend Theorem 7 to this setting in Section IX-C using new
polar coding schemes for source coding with compound side
information and for compound channel coding described in
Sections IX-A and IX-B, respectively.

A. Source coding with compound side information

[43] provides a polar coding scheme with optimal rate
for lossless source coding with compound side information.
However, for our purposes, we modify the coding scheme
in [43] to ensure near uniformity of the encoder output.

Consider a compound source
(
(U × Yj)j∈J , (pUYj )j∈J

)
,

where U , {0, 1} and J , J1, JK. Let (tj)j∈J ∈ NJ
with t1 , 1 and define for j ∈ J , Tj ,

∏j
i=1 ti and

Nj , NTj , where N is a power of two. Consider for j ∈ J ,
(U1:NJ , Y 1:NJ

j ) = (U1:N
t , (Yj)

1:N
t )t∈J1,TJK distributed accord-

ing to the product distribution p
U1:NJ Y

1:NJ
j

. For j0 ∈ J , we

also use the notation Y
1:Nj
j0

= (Y
1:Nj−1

j0,t
)t∈J1,tjK, j ∈ J2, JK,

to indicate that Y 1:Nj
j0

is made of tj blocks of length Nj−1.
Define for t ∈ J1, TJK, A1:N

t , U1:N
t GN and for δN , 2−N

β

,
β ∈]0, 1/2[, and j ∈ J define the sets

VU ,
{
i ∈ J1, NK : H(Ai1|A1:i−1

1 ) > 1− δN
}
,

HU |Yj ,
{
i ∈ J1, NK : H(Ai1|A1:i−1

1 (Yj)
1:N
1 ) > δN

}
,

VU |Yj ,
{
i ∈ J1, NK : H(Ai1|A1:i−1

1 (Yj)
1:N
1 ) > 1− δN

}
.

We also use the notation U1:Nj = (U
1:Nj−1

t )t∈J1,tjK, j ∈
J2, JK, to indicate that U1:Nj is made of tj blocks of length
Nj−1. The encoding is described in Algorithm 5. By the
successive cancellation decoder for polar source coding with
side information [36], Decoder 1 with [e(1)(U1:N1), E′1] =
A1:N

1 [HU |Y1
] and Y 1:N

1 can compute a good estimate Û1:N1
1

of U1:N1 . Now, assume that when L ∈ J1, J − 1K, for
any Decoder l ∈ J1, LK, there is a function g

(L)
l such that

Û1:NL
l , g

(L)
l (e(L)(U1:NL), E′l , Y

1:NL
l ) is a good estimate

of U1:NL . Then, Algorithms 6 and 7 show that any decoder
l ∈ J1, L+ 1K can form a good estimate Û1:NL+1

l of U1:NL+1

from [e(L+1)(U1:NL+1), E′l , Y
1:NL+1

l ].
The encoding and decoding algorithms for source cod-

ing with compound side information are described in Algo-
rithms 5, 6, 7, and yield the following result.

Theorem 9. The algorithms 5, 6, 7 perform source cod-
ing with compound side information on sequences with
length TJN with optimal rate maxj∈J H(U |Yj) and encod-
ing/decoding complexity TJNO(logN).

Note that the encoding is different than in [43] as the
encoder output is split into E and E′, however, the decoder is
equivalent to the one in [43]. Consequently, the probability
of error in the reconstruction of the source asymptotically
vanishes by [43]. Additionally, remark that the rate of E′

is negligible compared to NJ because for any j ∈ J ,
|HU |Yj\VU |Yj |= |HU |Yj |−|VU |Yj |= o(N) by [36] and [29,
Lemma 7]. Hence, the coding scheme rate is the same as
in [43] but now can also be used to ensure a near uniform
encoder output by one-time padding E′ with a sequence of
|E′| uniformly distributed bits shared by the encoder and
decoder. Note that it generalizes the polar coding schemes for
source coding with nearly uniform output [44] in [37], [45].

Algorithm 5 Encoding
Require: Assume that the sequence to compress is U1:NJ

1: Define the function e(1) : U1:N1 7→ A1:N
1 [VU |Y1

]
2: for j = 1 to J − 1 do
3: Define f (j) : U1:Nj 7→ (A1:N

t [VU |Yj+1
])t∈J1,TjK

4: Define the function e(j+1) which maps U1:Nj+1 to

[e(j)(U
1:Nj
1 ), (e(j)(U

1:Nj
t+1 )⊕f (j)(U

1:Nj
t ))t∈J1,tj+1−1K,

f (j)(U
1:Nj
tj+1

)],

(if the two sequences have different lengths, then the
shorter sequence is padded with zeros)

5: end for
6: Define E , e(J)(U1:NJ )
7: For j ∈ J , define E′j , (A1:N

t [HU |Yj\VU |Yj ])t∈J1,TJK,
and E′ , (E′j)j∈J .

8: return (E,E′)

Algorithm 6 Decoder j0 ∈ J1, LK

Require: (E,E′) and Y 1:NL+1

j0

1: Form Û1:NL
j0,1

, g
(L)
j0

(e(L)(U1:NL
1 ), E′j0 , Y

1:NL
j0,1

) , where
e(L)(U1:NL

1 ) is obtained from e(L+1)(U1:NL+1)
2: for Block t = 2 to Block t = tL+1 do
3: Form Û1:NL

j0,t
, g

(L)
j0

(e(L)(U1:NL
t ) ⊕ f (L)(U1:NL

t−1 ) ⊕
f (L)(Û1:NL

j0,t−1), E′j0 , Y
1:NL
j0,t

)
4: end for
5: return Û

1:NL+1

j0
, (Û1:NL

j0,t
)t∈J1,tL+1K, an estimate of

U1:NL+1

B. Compound channel coding from source coding

We now propose a capacity-achieving compound channel
coding scheme from source coding with compound side infor-
mation via a technique similar to the one in [26] used to obtain
channel coding from source coding with side information.

Consider a compound channel
(
X , (pYj |X)j∈J , (Yj)j∈J

)
,

where X , {0, 1} and J , J1, JK. Consider an arbitrary
distribution pX on X and define for j ∈ J , pXYj , pXpYj |X .
Consider for j ∈ J , (X1:N , Y 1:N

j ) distributed according to
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Algorithm 7 Decoder L+ 1

Require: (E,E′) and Y 1:NL+1

L+1

1: With the successive cancellation decoder for source coding
with side information [36], form Û1:NL

L+1,tL+1
from

(
f (L)(U1:NL

tL+1
), E′L+1, Y

1:NL
L+1,tL+1

)

2: for Block t = tL+1 − 1 to Block t = 1 do
3: Form an estimate f̂ (L)(U1:NL

t ) of f (L)(U1:NL
t ) with

f̂ (L)(U1:NL
t )

, f (L)(U1:NL
t )⊕ e(L)(U1:NL

t+1 )⊕ e(L)(Û1:NL
L+1,t+1)

4: With the successive cancellation decoder for source
coding with side information [36], form Û1:NL

L+1,t from(
f̂ (L)(U1:NL

t ), E′L+1, Y
1:NL
L+1,t

)

5: end for
6: return Û

1:NL+1

L+1 , (Û1:NL
L+1,t)t∈J1,tL+1K

the product distribution pX1:NY 1:N
j

. Define V 1:N , X1:NGN

and for δN , 2−N
β

, β ∈]0, 1/2[, and j ∈ J , define the sets

VX ,
{
i ∈ J1, NK : H(V i|V 1:i−1) > 1− δN

}
,

HX|Yj ,
{
i ∈ J1, NK : H(V i|V 1:i−1Y 1:N

j ) > δN
}
,

VX|Yj ,
{
i ∈ J1, NK : H(V i|V 1:i−1Y 1:N

j ) > 1− δN
}
.

Let (tj)j∈J ∈ NJ with t1 , 1 and define for j ∈ J ,
Tj ,

∏j
i=1 ti and Nj , NTj . We use the same notation

as in Section IX-A. Let |E| be the length of the output E in
the encoder of source coding with compound side information
described in Algorithm 5. By Euclidean division, there exist
q ∈ N and r ∈ J1, TJ − 1K such that |E|= TJq + r. For
t ∈ J1, rK, consider an arbitrary set At ⊂ VX such that
|At|= q+ 1, and, for t ∈ Jr+ 1, TJK, consider an arbitrary set
At ⊂ VX such that |At|= q. Hence,

∑TJ
t=1|At|= |E|.

The encoding and decoding algorithms for compound chan-
nel coding are described in Algorithms 8 and 9, and yield
the following result, whose proof is similar to [46]. Note that
other capacity-achieving polar coding schemes had also been
proposed for compound symmetric channels in [25], [31].

Theorem 10. Algorithms 8 and 9 perform compound chan-
nel coding over B blocks of length TJN with optimal
rate maxpX minj∈J I(X;Yj) and encoding/decoding com-
plexity O(BTJN logN).

Remark 5. We do not write the dependence of the estimates
with respect to j ∈ J in Algorithm 9 to simplify notation.

C. Extension to compound uncertainty on the main channel

Using the preliminary results of Section IX-A and IX-B, an
immediate extension of Theorem 7 is as follows.

Theorem 11. Assume that in the coding scheme of Sec-
tion V the primitive source coding with side information is
replaced by source coding with compound side information
from Section IX-A. Assume also that instead of channel coding

Algorithm 8 Encoder

Require: E0 , (E0,t)t∈J1,TJK, where E0,t, t ∈ J1, TJK, is
a sequence of |At| uniformly distributed bits (local ran-
domness). Messages (Mb,t)b∈J1,BK,t∈J1,TJK, where Mb,t,
b ∈ J1, BK, t ∈ J1, TJK, is a sequence of |VX\At|
uniformly distributed bits

1: for Block b = 1 to Block b = B do
2: for Sub-block t = 1 to Sub-block t = TJ do
3: Define Ṽ 1:N

b,t according to
∏N
j=1 p̃V jb,t|V

1:j−1
b,t

with

p̃V jb,t|V
1:j−1
b,t

(vjb,t|v
1:j−1
b,t )

,





1{vjb,t = M j
b,t} if j ∈ VX\At

1{vjb,t = Ejb−1,t} if j ∈ At
pV j |V 1:j−1(vjb,t|v

1:j−1
b,t ) if j ∈ VcX

4: Send X̃1:N
b,t , Ṽ 1:N

b,t GN over the channel.
5: end for
6: Define (Eb, E

′
b) as the output of the encoder described

in Algorithm 5 (for the compound source (pXYj )j∈J )
applied to X̃1:NJ

b , (X̃1:N
b,t )t∈J1,TJK

7: Break down Eb into TJ sequences (Eb,t)t∈J1,TJK, such
that |Eb,t|= |At|, t ∈ J1, TJK.

8: end for
9: Do a one-time pad with (E′b)b∈J1,BK and EB to ensure

uniformity (similar to Algorithm 3) and send it to the
receiver via channel codes [39] for each pYj |X , j ∈ J

Algorithm 9 Decoder j ∈ J
Require: Channel output Ỹ 1:BNJ

j , estimate ÊB of EB , and
estimate (Ê′b)b∈J1,BK of (E′b)b∈J1,BK

1: for Block b = B to Block b = 1 do
2: Use (Êb, Ê

′
b) with Decoder j in Algorithms 6, 7

to create an estimate X̂1:NJ
b , (X̂1:N

b,t )t∈J1,TJK of
X̃1:NJ
b , (X̃1:N

b,t )t∈J1,TJK.
3: for Sub-block t = 1 to Sub-block t = TJ do
4: Form an estimate V̂ 1:N

b,t , X̂1:N
b,t GN of Ṽ 1:N

b,t

5: Form an estimate M̂b,t , V̂ 1:N
b,t [VX\At] of Mb,t

6: Form an estimate Êb−1,t , V̂ 1:N
b,t [At] of Eb−1,t

7: end for
8: Form Êb−1 , (Êb−1,t)t∈J1,TJK an estimate of Eb−1

9: end for
10: return (M̂b,t)b∈B,t∈J1,TJK

in Lines 10 and 15 of Algorithm 1 and 3, respectively, we
use compound channel coding from Section IX-B. Then, the
following secrecy rate is achieved

max

[
min
t∈T

I(U ;Y (t))−αI(U ;X)−(1−α) max
s∈S

I(U ;Z(s))

]+

where the maximum is over random variables U such that
∀t ∈ T,∀s ∈ S, U −X − (Y (t), Z(s)), and |U|6 |X |.
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X. CONCLUDING REMARKS

We constructed explicit wiretap codes that achieve the best
known single-letter achievable rates, previously obtained non-
constructively, when uncertainty holds on the eavesdropper
channel under a (i) noisy blockwise type II, (ii) compound, or
(iii) arbitrarily varying model. Our construction solely relies
on three primitives: source coding with side information,
universal hashing, and distribution approximation. We also
extended our result to the case where uncertainty holds on
the legitimate user channel under a compound model. This
extension can thus be applied to the problem of secret sharing
from correlated randomness. Specifically, it can directly be
applied to the case of a discrete channel model as in [47,
Section II], and adapted to the case of a discrete source
model with a single dealer, as in [48], [49], for arbitrary
access structures. The case of Gaussian channels or sources,
e.g., [47], [50], is, however, more challenging as quantization
may be needed. The case of rate-limited communication for
source models is also more challenging as vector quantization
is needed and requires other proof techniques [51].

We anticipate that our code construction can be generalized
to the broadcast channel with confidential messages and the
multiple access wiretap channel when uncertainty holds on the
eavesdropper’s channel according to a compound model, using
a distributed version of the leftover hash lemma akin to [52].
Such results would generalize known constructions based on
polar codes, e.g., [11], [29], [53], that require a seed for strong
secrecy and assume perfect knowledge of the eavesdropper’s
channel statistics. An open problem is to provide explicit
coding schemes to handle an arbitrarily varying main channel
as, for instance, in the models in [23], [24], [54], [55].

APPENDIX A
PROOF OF LEMMA 1

Let b ∈ B and l ∈ L. By (3), we have

D(qA1:K‖p̃A1:K
b,l

) 6 KδK , (23)

we can indeed apply (3) because the bits Ã1:K
b,l [VU ] are

uniformly distributed, which is a consequence of the definition
of Ã1:K

b,l [VU ] in Line 7 of Algorithm 3 using the fact that the
bits T 1:|VU |L

b = R−1
b �(Mb‖M ′b‖R′b) are uniformly distributed

since the bits (Mb‖M ′b‖R′b) are uniformly distributed. Next,
we have

D(qU1:KV 1:K‖p̃U1:K
b,l V

1:K
b,l

)

(a)
= EqU1:K

D(qV 1:K |U1:K‖p̃V 1:K
b,l |U1:K

b,l
) + D(qU1:K‖p̃U1:K

b,l
)

(b)

6 EqU1:K
D(qV 1:K |U1:K‖p̃V 1:K

b,l |U1:K
b,l

) +KδK

(c)

6 2KδK , (24)

where (a) holds by the chain rule for relative entropy [56], (b)
holds by (23) because D(qU1:K‖p̃U1:K

b,l
) = D(qA1:K‖p̃A1:K

b,l
) by

invertibility of GK , (c) holds by (5). Then,

D(qU1:NX1:NY 1:NZ1:N (s)‖p̃U1:N
b X1:N

b Y 1:N
b Z1:N

b (s))

(a)
=
∑

l∈L
D(qU1:KX1:KY 1:KZ1:K(s)‖p̃U1:K

b,l X
1:K
b,l Y

1:K
b,l Z1:K

b,l (s))

(b)
=
∑
l∈L[D(qU1:KX1:K‖p̃U1:K

b,l X
1:K
b,l

)

+ E[D(qY 1:KZ1:K(s)|U1:KX1:K‖p̃Y 1:K
b,l Z1:K

b,l (s)|U1:K
b,l X

1:K
b,l

)]]

(c)
=
∑

l∈L
D(qU1:KX1:K‖p̃U1:K

b,l X
1:K
b,l

)

(d)

6
∑

l∈L
2KδK = 2LKδK ,

where (a) holds because the random variables
(Ũ1:K

b,l , X̃
1:K
b,l , Ỹ

1:K
b,l , Z̃1:K

b,l (s)) across the different sub-blocks
l ∈ L are independent by construction (see Algorithm 3
and Remark 3), (b) holds by the chain rule for relative
entropy [56] and the expectation is over qU1:KX1:K , (c) holds
because p̃Y 1:K

b,l Z1:K
b,l (s)|U1:K

b,l X
1:K
b,l

= p̃Y 1:K
b,l Z1:K

b,l (s)|X1:K
b,l

=

qY 1:KZ1:K(s)|X1:K = qY 1:KZ1:K(s)|U1:KX1:K , (d)
holds by (24) because D(qU1:KX1:K‖p̃U1:K

b,l X
1:K
b,l

) =

D(qU1:KV 1:K‖p̃U1:K
b,l V

1:K
b,l

) by invertibility of GK .

APPENDIX B
PROOF OF LEMMA 3

For any (m̄b, tb, xb, zb(s), rb), we have

p̃M̄bTbXbZb(s)Rb(m̄b, tb, xb, zb(s), rb)

(a)
= p̃XbZb(s)|Tb(xb, zb(s)|tb)p̃M̄b

(m̄b)p̃RB (rb)

×∑r′b
p̃R′b(r

′
b)p̃Tb|R′bM̄bRb(tb|r′b, m̄b, rb)

(b)
= p̃XbZb(s)|Tb(xb, zb(s)|tb)2−r|R|−1

×∑r′b

1{tb=r−1
b �(m̄b‖r′b)}

2−r+|VU |L

= p̃XbZb(s)|Tb(xb, zb(s)|tb)2−|VU |L|R|−1

×∑r′b
1{rb � tb = (m̄b‖r′b)}

(c)
= p̃XbZb(s)|Tb(xb, zb(s)|tb)2−|VU |L|R|−11{F (rb, tb) = m̄b}
(d)
= q̃M̄bTbXbZb(s)Rb(m̄b, tb, xb, zb(s), rb),

where (a) holds because p̃M̄bTbXbZbRb =
p̃XbZb|Tb p̃M̄b

p̃Rb p̃Tb|M̄bRb and R′b is independent
of (M̄b, Rb), (b) holds by uniformity of M̄b, Rb,
R′b, and by definition of Tb, (c) holds because
(F (rb, tb) = m̄b) =⇒ (

∑
r′b
1{rb � tb = (m̄b, r

′
b)} = 1)

(because ∃! r′b ∈ {0, 1}|VU |L−r such that rb � tb = (m̄b‖r′b))
and (F (rb, tb) 6= m̄b) =⇒ (

∑
r′b
1{rb� tb = (m̄b, r

′
b)} = 0),

(d) holds by definition of q̃.

APPENDIX C
PROOF OF LEMMA 4

We have

V(p̃M̄bRbZb(s)Xb[Ab], p̃M̄b
p̃RbZb(s)Xb[Ab])

(a)
= V(q̃F (Rb,Tb)RbZb(s)Xb[Ab], q̃M̄b

q̃Rb q̃Zb(s)Xb[Ab])
(b)

6 2ε+

√
2r−H

ε
∞(p̃TbZb(s)Xb[Ab]|p̃Zb(s)Xb[Ab])

(c)

6 2 · 2−Lγ +

√
2r−H(Tb|Z̃b(s)X̃b[Ab])+Lδ(0)(K,L)
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(d)

6 2 · 2−Lγ +

√
2r−H(Tb|Z̃b(s)X̃b[Ab])+Nδ(1)(K,L),

where (a) holds by Lemma 3 and the definition of q̃, (b)
holds by Lemmas 2 and 3, (c) holds by Lemma 14 below,
which can indeed be applied by Remark 4, with ε , 2−L

γ

,
δ(0)(K,L) ,

√
2Lγ−1 log(2|VU | + 3), (d) holds by choosing

δ(1)(K,L) , (K−1 + 1)
√

2Lγ−1 > δ(0)(K,L)/K.

Lemma 14 ( [57] ). Let pXLZL ,
∏L
i=1 pXiZi be a

probability distribution over XL × ZL. For any δ >
0, Hε

∞(pXLZL |pZL) > H(XL|ZL) − Lδ , where ε ,
2
− Lδ2

2 log2(|X|+3) .

Remark 6. An argument similar to [58, Lemma 10] to lower
bound the min-entropy would require adding an extra round
of reconciliation to the coding scheme as in [59]. Lemma 14
appears to be a simpler alternative here.

APPENDIX D
PROOF OF LEMMA 5

We first introduce some notation for convenience. Define
for any I ⊆ J1,KK, Ãb[I] , (Ã1:K

b,l [I])l∈L and Ãb ,
(Ã1:K

b,l )l∈L. For b ∈ B, consider (U1:K
b,l , X

1:K
b,l , Z

1:K
b,l (s))l∈L

distributed according to qU1:NX1:NZ1:N (s) ,
∏N
i=1 qUXZ(s)

and define for l ∈ L, A1:K
b,l , U1:K

b,l GK . Next, de-
fine for any I ⊆ J1,KK, Ab[I] , (A1:K

b,l [I])l∈L and
Ab , (A1:K

b,l )l∈L. Define Ub[Ab] , (U1:K
b,l [Ab,l])l∈L,

Ub[Acb] , (U1:K
b,l [Acb,l])l∈L, Ub , (U1:K

b,l )l∈L, Xb[Ab] ,
(X1:K

b,l [Ab,l])l∈L, Xb[Acb] , (X1:K
b,l [Acb,l])l∈L, Xb ,

(X1:K
b,l )l∈L, Zb(s)[Ab] , (Z1:K

b,l (s)[Ab,l])l∈L, Zb(s)[Acb] ,
(Z1:K

b,l (s)[Acb,l])l∈L, Zb(s) , (Z1:K
b,l (s))l∈L. Then, we have

H(Ãb[VU ]|Z̃b(s)X̃b[Ab])−H(Ab[VU ]|Zb(s)Xb[Ab])
= H(Ãb[VU ]Z̃b(s)X̃b[Ab])−H(Ab[VU ]Zb(s)Xb[Ab])

+H(Zb(s)Xb[Ab])−H(Z̃b(s)X̃b[Ab])

> −2
√

2 ln 2
√

2LKδK log
(|X |2|Zs|)LK√
2 ln 2

√
2LKδK

> −2
√

2 ln 2
√

2LKδK(LK log(|X |2max
s∈S
|Zs|)

− log(
√

2 ln 2
√

2LKδK)) , −δ∗, (25)

where the first inequality holds by [42,
Lemma 2.7] applied twice because for N large
enough, V(qAb[VU ]Zb(s)Xb[Ab], p̃Ab[VU ]Zb(s)Xb[Ab]) 6√

2 ln 2
√
D(qAb[VU ]Zb(s)Xb[Ab]‖p̃Ab[VU ]Zb(s)Xb[Ab]) 6√

2 ln 2
√
D(qU1:NX1:NY 1:NZ1:N (s)‖p̃U1:N

b X1:N
b Y 1:N

b Z1:N
b (s)) 6

√
2 ln 2

√
2LKδK where we have used Pinsker’s inequality,

the chain rule for divergence, positivity of the divergence,
and Lemma 1. Then, we have

H
(
Tb|Z̃b(s)X̃b[Ab]

)

(a)
= H

(
Ãb[VU ]|Z̃b(s)X̃b[Ab]

)

(b)

> H (Ab[VU ]|Zb(s)Xb[Ab])− δ∗
= H (Ab[HU ]|Zb(s)Xb[Ab])

−H (Ab[HU\VU ]|Ab[VU ]Zb(s)Xb[Ab])− δ∗
> H (Ab[HU ]|Zb(s)Xb[Ab])− L|HU\VU |−δ∗
(c)
= H (Ab[HU ]|Zb(s)Xb[Ab])− o(LK)− δ∗
= H (Ab[HU ]Ub|Zb(s)Xb[Ab])
−H (Ub|Ab[HU ]Zb(s)Xb[Ab])− o(LK)− δ∗

(d)

> H (Ab[HU ]Ub|Zb(s)Xb[Ab])
−Hb (LKδK)− (LK)2δK − o(LK)− δ∗

> H (Ub|Zb(s)Xb[Ab])
−Hb (LKδK)− (LK)2δK − o(LK)− δ∗

(e)
= H (Ub|Zb(s)[Acb]Xb[Ab])
−Hb (LKδK)− (LK)2δK − o(LK)− δ∗, (26)

where (a) holds by definition of Ãb[VU ], (b) holds by (25),
(c) holds because limK→∞|HU |/K = H(U) by [36], and
limK→∞|VU |/K = H(U) by [30], [41], (d) holds by Fano’s
inequality since the error probability in the reconstruction
of Ub from Ab[HU ] is upper-bounded by LKδK by the
result for source coding with side information from [36],
reviewed in (1), and the union bound, (e) holds because
Ub− (Zb(s)[Acb], Xb[Ab])−Zb(s)[Ab] forms a Markov chain.
Next, we have

H(Ub|Zb(s)[Acb]Xb[Ab])
= H(Ub[Acb]|Zb(s)[Acb]Xb[Ab])

+H(Ub[Ab]|Ub[Acb]Zb(s)[Acb]Xb[Ab])
(a)
= H(Ub[Acb]|Zb(s)[Acb])

+H(Ub[Ab]Xb[Ab]|Ub[Acb]Zb(s)[Acb])
−H(Xb[Ab]|Ub[Acb]Zb(s)[Acb])

(b)
= H(Ub[Acb]|Zb(s)[Acb]) +H(Ub[Ab]Xb[Ab])−H(Xb[Ab])
= H(Ub[Acb]|Zb(s)[Acb]) +H(Ub[Ab]|Xb[Ab])
(c)
= N(1− α)H(U |Z(s)) +NαH(U |X), (27)

where (a) holds because Xb[Ab] is independent of
(Ub[Acb], Zb(s)[Acb]), (b) holds because (Ub[Ab], Xb[Ab]) is in-
dependent of (Ub[Acb], Zb(s)[Acb]) and Xb[Ab] is independent
of(Ub[Acb], Zb(s)[Acb]), (c) holds because qU1:NX1:NZ1:N (s) =∏N
i=1 qUXZ(s). We obtain the lemma from (26) and (27).
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[31] E. Şaşoğlu and L. Wang, “Universal polarization,” IEEE Trans. Inf.
Theory, vol. 62, no. 6, pp. 2937–2946, 2016.

[32] M. Hayashi, “Exponential decreasing rate of leaked information in uni-
versal random privacy amplification,” IEEE Trans. Inf. Theory, vol. 57,
no. 6, pp. 3989–4001, 2011.

[33] C. Bennett, G. Brassard, and U. Maurer, “Generalized Privacy Amplifi-
cation,” IEEE Trans. Inf. Theory, vol. 41, pp. 1915–1923, 1995.

[34] M. Hayashi and R. Matsumoto, “Secure multiplex coding with depen-
dent and non-uniform multiple messages,” IEEE Trans. Inf. Theory,
vol. 62, no. 5, pp. 2355–2409, 2016.

[35] J. Renes and R. Renner, “Noisy channel coding via privacy amplification
and information reconciliation,” IEEE Trans. Inf. Theory, vol. 57, no. 11,
pp. 7377–7385, 2011.

[36] E. Arikan, “Source polarization,” in Proc. of IEEE Int. Symp. Inf. Theory,
2010, pp. 899–903.

[37] R. Chou, B. N. Vellambi, M. Bloch, and J. Kliewer, “Coding schemes
for achieving strong secrecy at negligible cost,” IEEE Trans. Inf. Theory,
vol. 63, no. 3, pp. 1858–1873, 2016.

[38] L. Carter and M. Wegman, “Universal Classes of Hash Functions,” J.
Comput. Syst. Sci., vol. 18, no. 2, pp. 143–154, 1979.

[39] E. Arikan, “Channel Polarization: A Method for Constructing Capacity-
Achieving Codes for Symmetric Binary-Input Memoryless Channels,”
IEEE Trans. Inf. Theory, vol. 55, no. 7, pp. 3051–3073, 2009.

[40] D. Aldous, “Random walks on finite groups and rapidly mixing markov
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