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Adversarial Reconfigurable Intelligent Surface
Against Physical Layer Key Generation
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Abstract—The development of reconfigurable intelligent sur-
faces (RIS) has recently advanced the research of physical layer
security (PLS). Beneficial impacts of RIS include but are not
limited to offering a new degree-of-freedom (DoF) for key-
less PLS optimization, and increasing channel randomness for
physical layer secret key generation (PL-SKG). However, there
is a lack of research studying how adversarial RIS can be used
to attack and obtain legitimate secret keys generated by PL-
SKG. In this work, we show an Eve-controlled adversarial RIS
(Eve-RIS), by inserting into the legitimate channel a random and
reciprocal channel, can partially reconstruct the secret keys from
the legitimate PL-SKG process. To operationalize this concept,
we design Eve-RIS schemes against two PL-SKG techniques
used: (i) the CSI-based PL-SKG, and (ii) the two-way cross
multiplication based PL-SKG. The channel probing at Eve-
RIS is realized by compressed sensing designs with a small
number of radio-frequency (RF) chains. Then, the optimal RIS
phase is obtained by maximizing the Eve-RIS inserted deceiving
channel. Our analysis and results show that even with a passive
RIS, our proposed Eve-RIS can achieve a high key match rate
with legitimate users, and is resistant to most of the current
defensive approaches. This means the novel Eve-RIS provides
a new eavesdropping threat on PL-SKG, which can spur new
research areas to counter adversarial RIS attacks.

Index Terms—Eavesdropping, Reconfigurable intelligent sur-
face, Physical layer secret key, Wireless Communications.

I. INTRODUCTION

Wireless communications are vulnerable to diverse attack
vectors due to their broadcasting nature. Traditional cryp-
tography techniques require high computational complexity
and delays to ensure confidentiality, which makes them less
attractive in real-time and lightweight systems [1]. To secure
the wireless channels, a variety of physical layer security
(PLS) techniques have been proposed and widely studied in
the last decade.

A. Literature Review

PLS techniques can be categorized as key-less PLS and
physical layer secret key generation (PL-SKG).
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1) Key-Less PLS: Key-less PLS tries to maintain the su-
periority of legitimate channels by maximizing the secrecy
rate (via e.g., the beamforming vector [2], the trajectory of
autonomous systems [3], the anti-jamming artificial noise [4],
the spin modulation, etc.). The challenge lies in the high
dependency on additional positioning data and the lack of
guarantee of a feasible solution, especially when combined
with real-world constraints.

2) PL-SKG: Another family is PL-SKG, which leverages
the reciprocal channel randomness to generate shared secret
keys [5]-[10]. Most of the PL-SKG schemes exploit the chan-
nel state information (CSI) as the common random feature,
e.g., the received signal strength (RSS) [6], the channel phases
[11], and the channel frequency response [12]. In these cases,
two legitimate nodes (e.g., Alice and Bob) are required to
send public pilot sequences to each other and pursue channel
estimations to acquire these common CSI, which will then be
passed to the quantization [13], [14], reconciliation [15] and
privacy amplification [16] modules for key generation.

One challenge on PL-SKG is that the secret key rate cannot
meet the industrial requirement due to insufficient channel
randomness (e.g., RSS variations and small-scale channel
scattering [17]), although optimization algorithms (e.g., power
allocation [18]) can be used to improve the legitimate SKR. To
address this, one-way based PL-SKG has been proposed by the
works in [19]-[21], whereby one legitimate node (e.g., Alice)
sends public pilots and Bob sends random signals. In this way,
the common feature is Alice’s received signals, which, at Bob’s
end, can be constructed by his channel estimation result and
his sending random signals. As such, the feature randomness
not only involves the random CSI but is enhanced by Bob’s
transmitted random signal, and thereby improving the SKR.

Inspired by the one-way randomness enhancement, the
works in [22]-[25] further promote the SKR by leveraging
the two-way random signals, whereby Alice and Bob send
random pilots to each other and cross multiply their sent and
received signals as the common feature (known as two-way
cross multiplication method). In this view, the randomness of
the common feature is further enhanced by two random spaces,
and therefore leads to a higher SKR as opposed to one-way
based and CSI-based PL-SKGs. Despite these advances, the
improved SKR schemes are still not enough to approach the
current Gbps levels of the transmission rate (i.e., making one
information bit have one unique secret key for encryption),
which renders as the main challenge to impede PL-SKG from
civilian and commercial use.

3) When PLS meets RIS: Reconfigurable intelligent surface
(RIS) has been recently proposed to change and adjust the
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communication channels to improve the communication qual-
ity of services (QoS) [26]-[29]. In the context of PLS, RIS
can (i) serve as a new degree-of-freedom (DoF) for optimizing
the secrecy rate in key-less PLS [30], [31], and (ii) increase
channel randomness by its phase controller for secret key
generation [32]-[35]. To be specific, by randomly assigning
the RIS phase in each channel estimation round, the reciprocal
randomness of legitimate channels can be artificially enhanced,
enabling a fast generation of the shared secret key. Based on
this idea, [32] computes the SKR of RIS-secured low-entropy
channel, and [36] further designs an optimal RIS phase set by
maximizing the theoretical SKR.

The advance of RIS also provides new attack and eaves-
dropping potentials. This can be categorized as attackers that
(i) destroy or (ii) maintain the channel reciprocity, where the
former aims to ruin the legitimate PL-SKG, and the Ilatter
tries to obtain the legitimate secret keys. For example, the
attacker in [37] controlled a RIS to damage PL-SKG at legit-
imate parties, by destroying the channel reciprocity via a fast
change of RIS phase in the legitimate key generation process.
However, the attackers that destroy the channel reciprocity
cannot obtain legitimate secret keys without being detected.
In this work, we focus on the second category, i.e., how a
RIS can reconstruct the legitimate secret keys, by generating
and inserting a deceivingly reciprocal and random channel into
legitimate channels (named as Eve-RIS). Note that a similar
idea, known as the secret key leakage attack by an adversarial
RIS, has been proposed in the work [38]. However, the critical
detailed implementation (e.g., how the RIS pursues channel
estimation and how to optimize the deceiving channel) is
missing. Besides, the countermeasure claimed in [38], (i.e.,
the two-way cross multiplication method in [17]) is actually
what we are going to attack in this work (in Section III. B).

Indeed, an untrusted relay can pursue a similar man-in-
the-middle (MITM) attack by generating and inserting a
reciprocal channel to obtain legitimate secret keys. However,
such a threat can be easily addressed by designing appropriate
relay pilot transmission protocols [39], [40] (see Section IV.
A for details). RIS, given its reflective property (unable to
actively send pilots for protocol and authentication purposes),
is naturally resistant to these countermeasures, and therefore
paves a way to realize this MITM attack in a more concealed
way. Also, given its ability to manipulate channels, we show
(in Fig. 7) that a passive adversarial RIS (with 1600 elements)
can achieve a comparable eavesdropping performance with the
untrusted relay using 60dB amplifying gain. In this view, our
proposed Eve-RIS provides a novel instance of MITM attacks,
which is more energy-efficient and in a more concealed
manner. A comprehensive comparison is provided in Section
IV. A.

B. Contributions & Paper Structure

In this work, we aim to design an adversarial Eve-controlled
RIS-based eavesdropping scheme. Eve-RIS aims to generate
and insert a deceivingly random and reciprocal channel be-
tween Alice and Bob, so that their CSI-based secret key will
be partially inferable to Eve. The main novel contributions are
listed in the following.

(1) We show that an Eve-controlled RIS, by inserting a
deceivingly random and reciprocal channel into legitimate
channels, can partially reconstruct the PL-SKG based secret
keys from legitimate users. The resulting theoretical key match
rate between the proposed Eve-RIS and the legitimate users is
deduced, whose geometry and qualitative properties provide
insights for further designs and implementations.

(2) Operationalizing this, we design two eavesdropping
schemes against (i) the CSI-based PL-SKG, and (ii) the
two-way cross multiplication-based PL-SKG, respectively.
Equipped with a small number of radio-frequency (RF) chains,
compressed sensing-based baseband channel probing and fea-
ture extraction methods are designed for Eve-RIS. Then, the
optimal RIS phase is obtained by maximizing the Eve-RIS
inserted deceiving channel.

(3) We perform a comprehensive comparison between our
designed Eve-RIS and other popular attackers, which are
categorized by their ability to maintain or destroy the channel
reciprocity. Specially, compared to the untrusted relay, the
main difference is that the designed Eve-RIS is resistant to the
countermeasures of the former. Then, from the implementation
perspective, given the lack of receiving modules and the
limited reflective gain compared with untrusted relays, the
Eve-RIS design focuses on the optimal placement of the active
RF chains to extract legitimate features, and the optimization
of the deceivingly inserted channel to overcome the cascaded
attenuation effect.

(4) We evaluate our proposed Eve-RIS via simulations. The
results show that even with a passive RIS, our proposed Eve-
RIS can achieve a high key match rate with legitimate users,
and is resistant to most of the current defensive approaches.
As such, our proposed Eve-RIS provides a new eavesdropping
threat on PL-SKG, which should be seriously considered by
further secret key designs to protect the confidentiality of
wireless communications.

The rest of this work is structured as follows. In Section
II, we describe the Eve-RIS model in the Alice-Bob sce-
nario. In Section III, we elaborate on our design of Eve-RIS
schemes against channel estimation based and two-way cross
multiplication based PL-SKGs. In Section IV, we compare
our designed Eve-RIS with other popular attackers, from the
conceptual perspective. In Section V, we show our simulation
results. We finally conclude this work in Section VL.

In this work, we use bold lower-case letters for vectors, and
bold capital letters for matrices. We use || - ||2 to denote the
2-norm, ||-||o to denote the 0-norm, and diag(-) to diagonalize
a vector. | -| represents the absolute value of a complex value.
We denote mod(-,-) as the modulus operator and [-| is to
truncate the argument. The matrix transpose, conjugate trans-
pose, element-wise conjugate, Hadamard product operators
and trace are denoted as (-)7, ()7, (-)*, ® and tr(-). E(")
and D(-) represent the expectation and variance. CA (u, 20°2)
is to represent the complex Gaussian distribution with mean
as 1 and variance as 2072,

II. SYSTEM MODEL & PROBLEM FORMULATION

In this work, two legitimate users Alice and Bob are to
generate a shared secret key, leveraging the reciprocal channels
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Fig. 1. Sketch of Eve-RIS: (a) the deployment of Eve-RIS to generate and insert a deceiving and random channel kg, serving as a part of the legitimate
channel between Alice and Bob, i.e., h4 = hp = h + hg, (b) illustration of h4 = hp = hg by their real parts.

between them. Eve pursues eavesdropping by generating and
inserting a random channel between Alice and Bob, which is
achieved by a RIS, with uniform planar array (UPA) of size
M = M, x M, (see Fig. 1(a)). Different from the general
RIS design in [27], we refer to the hardware architecture in
[41] to facilitate RIS’s baseband channel estimation: A few of
reflective elements are deployed with channel sensors, each of
which connects to an RF chain for baseband measurements
and signal processing.

The direct channel between Alice and Bob (irrelevant with
Eve-RIS) is modeled as [42], [43]:

h ~CN(0,207), 207 = Cod %", (1)

where (Y is the path loss at the reference distance (i.e., 1m),
d ap is the LoS distance between Alice and Bob, and «y is the
NLoS path-loss exponent. Here, we omit the LoS part between
Alice and Bob, since it cannot provide any randomness for PL-
SKG, and can be easily removed by subtracting the means of
channel probing results at Alice and Bob.

The channels from Alice and Bob to Eve-RIS are expressed
as gup ~ C./\/(gflLEOS)7 23.r) a € {A, B}, which are modeled
as [44]:

(LoS)

2
PaE,n
8uE = 8,E + E — - u(elaE,naaZaE,n)
n=1 \/Z

O dgr - (e, axlte)

PaE,n ™~ CN(O, CO . d;EOfN)

(LoS) _
aEE T

In Eq. (2), dsg 1is the LoS distance between a
to Eve-RIS. ¢ is the number of NLoS Rayleigh
paths and p,gn, is the gain for nth path.
u(el,az) = [exp(ja(el,az)ly),--- ,exp(ja(el, az)ly)]7,
with a(el,az) £ Z[sin(el) cos(az),sin(el) sin(az), cos(el)]
and 1, £ [0,mod(m — 1,M,)d,|(m — 1)/M,]|d|T.

elygn,0Zegn € [—7/2,7/2] are the half-space elevation
and azimuth angles of nth path. For the structure of RIS, a
square shape element is used with the size as d x d, where
d = \/8 is set (i.e., less than half-wavelength \/2 [44]-[46]).

With the modeling of the direct channels, the Eve-RIS
generated channel, denoted as h g, and its combined channels

from Bob to Alice (Alice to Bob), denoted as h4 (hg), can
be expressed as follows:

hp =ghy - diag(w) - gap ~ CN(0,20%),
ha=hp=h+hg.

In Eq. 3), w = /Aglexp(jf1),- -+ ,exp(j0xr)]T is the phase
vector of the Eve-RIS, with A € R the amplifying gain.
0 € [0,27) with m € {1,---, M} is the phase of mth
RIS element. In this work, a random and an optimized RIS
strategies will be studied: The random strategy is to select mth
elemental phase of w identically and randomly over [0, 27),
ie., 0, € U[0,27), while the optimized strategy is to derive
an optimal (sub-optimal) w that improves the eavesdropping
performance (will be detailed in Section III. C). Under these
two strategies, the probability density distribution (PDF) of
hg can be approximated as:

for a large number of Eve-RIS elements (see Appendix A for
details). In Eq. (4), g and 0% are computed as:

3)

0, random w,
pE = T &)
(g%OES)) - diag(w) - g%%s), fixed w,
9 0.5A4p - M - C§ - d %" - dg3F, random w,
UE = H (6)
w' - G-w, fixed w
where G 2 2545 0 S pp + diag(ghe))* S apdiag(ghs’) +
diag(gg“%s))*ﬁ B Ediag(gg“%s)). The detailed deductions are

provided in Appendix A. From Eq. (6), the variance 0%

is determined by (i) the multiplication of variances of two
sub-channels, i.e., Cod %" - Codg%", known as the cascaded
channel attenuation, (ii) the number of RIS element M, and
(iii) the RIS programmable phase vector w. We will further
show how these will be used to design our Eve-RIS schemes.

With the formulated model, the purpose of this work is
to design how the Eve-RIS can eavesdropping the secret key
between Alice and Bob. We will study two key generation
cases: (i) SKG using channel estimation results, and (ii) SKG
using the two-way method.



III. DESIGNS OF EVE-RIS AGAINST PL-SKG

We first give a sketch of the Eve-RIS scheme. As Alice and
Bob use their reciprocal channels, i.e., hy = hp, for secret
key generation, they do not know that h4 and hp contains the
Eve-RIS’s deceiving channel hg, i.e., ha = hg = h+hg (see
Fig. 1(b)). In this view, a large variance of hpg, i.e., a?E, will
lead to a high correlation coefficient of hg and hy (hp), ie.,
corr(hg,ha) = 0%/y/0% + o2, and therefore a high secret
key match rate between Eve-RIS and Alice (Bob).

To be specific, we consider a general two-threshold quanti-
zation method, i.e., [14]

(a)

1

ko= 77" ae{AB,FE}, )
07 Zb < ’Yo )

where 1% = E(2,)+8/D(z4) and 1\ = E(zq)— 5v/D(za)
are the upper and the lower quantization thresholds, with
quantization threshold parameter 5 € [0,0.5). In Eq. (7),
zq can be either Re[h,] or Im[h,], or the combination of
Re[h,] and Im[h,]. To simplify the further analysis, we assign
za = Relh,]. The theoretical key match rate between Alice
and Eve can be computed as:

P?‘{k‘A = k‘E}

2 Feo g % OF C 2
\ﬁ/ﬁ <I>< 0% +1+0hc>exp( 2>d<7

®)

where ®(-) is the cumulative distribution function of a normal

distribution (see Appendix B for detailed deduction). It is

noteworthy that a more compact version of Eq. (8) is not

available, but it can still provide insights for the design and

further implementation of Eve-RIS. One illustration of Eq. (8)

is provided in Fig. 2.

First, the key match rate Pr{k4 = kg} is monotonically
increasing with the ratio between the variances of the Eve-
RIS generated channel and the direct legitimate channel, i.e.,
0% /o (proved in Appendix B and shown in Fig. 2). Specially,
we have,

lim
0% /02 =400

Prika =kg} = Pr{ks = kp} = 28(—8), (9)

suggesting that in the wave-blockage scenario, the key match
rate between Eve-RIS and legitimate users reaches the limit,
i.e., Pr{ks = kg} = Pr{ka = kp}, which is determined by
the quantization parameter S set by the legitimate users.

Second, Pr{ks = kg} at first increases faster and then
gradually, with the increase of 0%, /o7 (shown in Fig. 2). This
can be proved by the fact that its second-order derivative is
less than 0 (see Appendix B for details). Such a phenomenon
indicates the potential of the Eve-RIS, whereby a slight ma-
nipulation of its deceiving channel can make a huge legitimate
secret key leakage.

Third, from the implementation view, Eq. (8) provides a
theoretical mapping between the Eve-RIS’s achievable key
match rate and its controlling variable, i.e., U%. Such a
mapping serves as the reference for the design of Eve-RIS to
determine an appropriate 0%, given the specific requirement
of the eavesdropping key match rate, i.e., Pr{ka = kg}.
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Fig. 2. Theoretical key match rate between proposed Eve-RIS and legitimate
users, i.e., Pr{k4 = kg }, which serves as a reference for the implementation
of Eve-RIS to determine the variance of its generated deceiving channel a%.

Leveraging this, further detailed implementation to optimize
o2 can be pursued (e.g., balancing the number of RIS elements
that will be used and the active reflecting gain, as they both
increase 0% from Eq. (6), and maximizing 0% by RIS phase).

We next elaborate on the details of our Eve-RIS to attack
two popular PL-SKG schemes.

A. Eavesdropping CSI-based PL-SKG

1) PL-SKG using CSI Estimation: We first show the pro-
cess of PL-SKG using the estimations of the legitimate recip-
rocal channel. In this case, Alice and Bob estimate the recipro-
cal channel in time-division duplex (TDD) mode, whereby in
each channel estimation round, the channel between Alice and
Bob remains unchanged. In odd and even time slots, Alice and
Bob respectively send pilot sequence x4,xp € C'*%. Then,
the channels estimated at Alice and Bob, denoted as h 4 and
hp, are [32]-[35]:

H
~ X
4= 5 = (h+hg)+fa,
~ .XH
hBZYB7§4=(h+hE)+ﬁB,
[xall3
In Eq. (10), y4 = hag -xp + ng and yp = hp -

x4 + np are the received signals at Alice and Bob, with
ng,ng ~ CN(0,2021), the receiving noise components.
fia ~CN (0,202 /||x5l|3), i ~ CN(0,202 /||x|3) are the
estimating noises. As such, leveraging the common channel
estimations, i.e., h 4 and h B, secret keys can be generated from
Alice and Bob, by replacing z4 and zp with 24 = Re[h4]
and 25 = Rel[hp], respectively, in Eq. (7).

2) Eavesdropping design: The purpose of Eve-RIS is to
generate and insert a deceivingly random channel hg that
contributes to part of h4 and hp. To do so, for each channel
legitimate estimation round of Alice and Bob, Eve-RIS assigns
a RIS phase vector w by either random or optimized strategies.
Here the random strategy is to select mth elemental phase of w



identically and randomly over [0, 27), i.e., 6,,, € U[0, 27). The
optimized strategy will be elaborated on in Section III. C. In
order to hold randomness and reciprocity, such a w will remain
unchanged during one Alice-Bob channel estimation round
but will change independently for different channel estimation
rounds.

Eve-RIS will pursue estimations of Alice to Eve-RIS, and
Bob to Eve-RIS channels, i.e., g4 and g, by their sending
pilots. According to the RIS architecture in [41], the elements
with active channel sensors receive the transmitted signals and
feed them into the RF chains for further baseband channel
estimation. Then, the compressed sensing-based channel es-
timation is pursued, due to the sparse representation of g4 g
and gpg in the beamspace dictionary, induced by the small
number of Rayleigh scattering paths, i.e., ¢ < 5 [47]. As such,
the Eve-RIS RF chain received baseband signals from Alice
and Bob in one channel estimation round are:

Y =C D spap-xq+ N,
v _

(11)
C-D-spp-xp+ NP,

where NEEA) and NSEB) are the noise components, whose
elements are i.i.d complex Gaussian distributed with variance
02.In Eq. (11), D € CM*P s the dictionary designed by the
spanning of the RIS beamspace:

D =[u(ely,az1), - ,ulelp,azp)], (12)

where the pairs (ely,az1), -, (elp,azp) evenly enumer-
ate the joint space of azimuth and elevation angles, i.e.,
[—7/2,7/2] X [-m /2,7 /2]. With the design of the dictionary,
we have gap = D -sqg and ggg = D - spp in Eq. (11),
where sap,spe € CP are 1 < 5-sparse due to the fact that
the number of their Rayleigh paths is less than 5 [47].

In Eq. (11),C € RE*M js the sensing matrix where each
row only has one nonzero element, representing one entry
of RIS element equipped with channel sensor and RF chain.
It is noteworthy that the placement of RF chains affects the
accuracy of channel estimation and the feature extraction of the
legitimate nodes, which further influences the eavesdropping
performance. The selection of C should ensure the restricted
isometry property (RIP) [48], [49], i.e., the condition number
of any 2: columns of CD should be smaller than a threshold,
which is an NP-hard problem. Here, a sub-optimal greedy
strategy is proposed as:

C + CU{n}, n = argmin cond (DC+{i},:) , (13)
K3

where C is the set of the columns of the non-zero entries in
C, and Dc¢ . is the submatrix of D whose rows are selected
by C. Note that the selection in Eq. (13), i.e., the deployment
of sensors and RF chains, is an off-line procedure, since D is
fixed as the structure of RIS is determined, and its time and
complexity consumption will not affect the real-time channel
estimation. The number of channel sensors and RF chains,
i.e., |C| = C, is generally set as a little larger than 2 x ¢. In
the context of channel estimation, this number can be further
reduced by extending the spatial measurements via the large
time-span pilots [47].

From the baseband measurements in Eq. (11), and the
sparse representation by Eq. (12), the compressed sensing-
based channel estimations at Eve-RIS are pursued by:

2

) Y(A) ~XH
min E72A—CD'SAE N S.t.7 ||SAEHO SL
SAE HXAH2 9 (14)
(B)  H 2
min 2B —CD -spg|| , st., [sBello<t
sor || |[xBll3 9

To solve Eq. (14), one may loosen the constraints by 1-norm
and then adopt the subgradient method, or use the orthogonal
matching pursuit (OMP) algorithm [50].
By denoting the solutions of Eq. (14) as § 4 and Spg, the
channel estimation results of g4 and gpg are:
gar =D -Sap,

- . 15)
gpe =D - SpE.

With the help of Eq. (15), Eve-RIS generated channel hg can
be estimated as:

hp = gLy - diag(w) - gag. (16)

After the estimation of the Eve-RIS generated deceiving
channel, i.e., hg in Eq. (16), Eve can obtain the secret key by

replacing zg with 2g = Re[hg] of the quantization method
in Eq. (7).

B. Eavesdropping PL-SKG using two-way method

Two-way PL-SKG leverages the random pilots sent from
legitimate users to pursue channel randomization. This thereby
prevents most of the untrusted relays and spoofing attackers
that require exact channel estimations, e.g., [S1]-[54]. In this
part, we will show how Eve-RIS can obtain the legitimate
secret keys generated by two-way PL-SKG.

1) PL-SKG using two-way method: In the two-way method,
Alice and Bob send random pilots to each other in TDD
mode, assigned as q4,qp € C. Here, several designs of the
distribution of g4 and ¢p have been made in the work [24],
but in this work, the specific assignment will not affect our
eavesdropping design. Then, Alice and Bob multiply their
transmitted and received signals as their common features for
further key quantization, i.e., [24], [55]

¢pa=va-qa=(h+hg) qa-qp+Eéa (17

¢p=vp-qp = (h+hg) qa-qB +éB,
where v4 = ha-qg +na and vg = hp - g4 + np are the re-
ceived signals at Alice and Bob, with na,np ~ CN(0,202),
the received noises. €4 = €4 - qa and ég = €p - qp are
denoted for simplification. As such, by replacing z4 and zp
with o4 = Re[qSA] and $p = Re[¢3} in Eq. (7), legitimate
secret keys between Alice and Bob can be generated.

2) Eavesdropping design: The Eve-RIS design against two-
way based PL-SKG shares similar parts to that against CSI-
based PL-SKG, whereby a random or deliberately optimized
phase vector w is assigned for each two-way key generation
round. The difference is how Eve-RIS reconstructs the com-
mon feature, as exact channel estimations are unavailable due
to the random pilots.



Given the equipped channel sensors and RF chains, the
received baseband signals from Alice and Bob are:

I‘(Exﬁl):C-D'SAE-qA—FEgEA),

(B)

(B) (18)
rp, =C-D-spgp-qp+eg/,

with e(EA), E(EB) ~ CN(0,2021¢) the noise components. From

Eq. (18), it is seen that an accurate estimation of ssg (SpE)
is unavailable, due to the involvement of the unknown random
pilots g4 (gp). However, it is noticed from Eq. (17) that with
a large variance of Eve-RIS’s deceiving channel, i.e., U%, the
following approximation holds:

(h+hg)-qa-qp = hg-qa-qB
=(¢B - SBE)T .DT. diag(w) -D - (Sap - qa)
This envisages us to estimate the combined s4g-q4 (Spe-qB)

from Eq. (18). Given the sparse representations, i.e., ||Sap -

qallo = llsarllo =¢ < 5and |spr-qsllo = [Ispelo = ¢ <5,
the compressed sensing problem can be built as:

19)

2
. A
min 15"~ CD - (sap-aa)|| st Isar-aalo <,
SAE-qA 2
2
. B
min rSE)—CD~(sBE~qB)‘ , st |IsBe - qBllo <t
SBE'4B 2

(20)
where OMP is used to find the optimal (sub-optimal) solutions,
denoted as saz - g4 and sgz - 45. ) A

Then, Eve-RIS can reconstruct part of ¢4 (or ¢p) as:

bp = (s5p-gs) DT - diag(w) D (sip qa)

After the derivation of the feature ¢? £, Eve-RIS can regenerate
the legitimate secret key of Alice and Bob. This is achieved by
computing ¢ = Re[pp] and replacing zp in Eq. (7), given
the shared information between (ﬁE and éA, ie., hg-qa-qB.

2L

C. Eve-RIS Phase Optimization

From the key match rate analysis of the proposed Eve-
RIS designs in Eq. (8), a better eavesdropping performance
can be achieved by maximizing the variance of the Eve-RIS
generated deceiving channel, i.e., o%. This is done by finding
the optimized RIS phase vector w. According to the expression
of 02 in Eq. (6), the optimization problem is formulated as:

max wGw,
v (22)
st., wiE,,w=Ap, m=1,--- M

A
where E,, £ e,, - efl,

whose mth element is 1.
We first replace the bound constraints in Eq. (22) with an
equivalent convex constraints, i.e.,

and e,, denotes a unit-norm vector

max wGw,
v (23)
st., wiE,w<Ag, m=1,---, M.
The equivalency proof is provided in Appendix C.
For Eq. (23), we use semidefinite relaxation (SDR) tech-
nique to find a sub-optimal solution [56]. To be specific, by
denoting W £ ww!, we have W as a positive semidefinite

one rank matrix (i.e., W > 0, and rank(W) = 1). Eq. (23)
then can be transformed as:

max tr(GW), (24a)
sty Winm < Ap, m=1,--- | M (24b)
W >0, (24¢)
rank(W) =1, (244d)

where Wy, p, is the (m,m)th element of matrix W. In
Eq. (24), the optimization problem defined by Egs. (24a)-
(24c¢), i.e., excluding the rank-one constraint, is convex (i.e.,
a linear objective function to W with convex constraints),
and therefore can be solved by CVX. Leveraging the CVX
result W, the sub-optimal rank-one solution is derived by
the following randomization process [56]. We first sample [N
vectors as w, ~ CN(0,I5), n =1,---, N, and construct
wn = VAgexp(j - arg(TA?ww,)), with TATY = W the
eigen-decomposition, and arg(-) and exp(-) the elemental-
wise angle extraction and exponential operator for normal-
ization. Then, the sub-optimal w can be obtained by
w = argmax w?Gw,,.
n=1,---,N

It has been demonstrated by [57] that the SDR approach
with a large randomization number N guarantees an m/4-
approximation of the optimal objective value of Eq. (24).

(25)

IV. DIFFERENCE FROM CURRENT EAVESDROPPERS

In this section, we compare our designed Eve-RIS with other
popular attackers, from the conceptual perspectives. Here, we
categorize the attackers by whether the channel reciprocity
between Alice and Bob is maintained or destroyed.

A. Attackers Maintaining Channel Reciprocity

Attackers that maintain the channel reciprocity, aim at
partially estimating secret keys, by generating and inserting
a reciprocal part to Alice’s and Bob’s channel probing results.
In a mathematical view, the channel estimation results at
Alice, Bob, and the attacker, denoted as 1&,4, 1&3 and iE,
are expressed as:

ba=h+vp+ia,

Vg =h+¥p + hp,

Vp =g + i,
where Yp is the inserted part from the attackers. Here, we

compare our proposed Eve-RIS with other three popular types
of attackers maintaining channel reciprocity, i.e.,

(26)

hg Eve-RIS (proposed)

gL -diag(W)-gar Untrusted relay in [39], [40]
Spoofing in [52]-[54]
Spoofing in [51]

Vp =

Ligagll~lgsels - P

ggE P= QZ;E ‘P

(27)

where g4r and gpp are the channels from Alice and Bob to

the attacker, respectively (note that these channels are different

from those of Alice and Bob to RIS, given the structural
difference between RIS and other devices).



1) Attackers with Physical Reciprocity: Attackers that can
physically maintain the channel reciprocity include our pro-
posed Eve-RIS, and untrusted relays in [39], [40], whose
combined channels (e.g., Alice to Eve-RIS/relay to Bob, and
Bob to Eve-RIS/relay to Alice channels) naturally maintain
the reciprocal property. Similar to the proposed Eve-RIS, the
untrusted relay can assign its transit vector w in Eq. (27) to
insert a deceiving channel g, which enables to obtain the
legitimate secret keys.

The main differences between our proposed Eve-RIS and
untrusted relays are in the following two aspects. First, un-
trusted relay attack is vulnerable to the existing relay trans-
mission protocols [39], [40]. Such protocols request relays
to send a pilot in the first place (e.g., phase 1 in [39], and
step 1 in [40]). Then, leveraging the estimation of channels
from relays to legitimate users, a more secured PL-SKG can
be designed to generate secret keys with no leakage, which
therefore compromises the threat from the untrusted relay and
its performed MITM channel insertion attack. By contrast, the
defensive approaches designed for untrusted relays cannot be
implanted on our proposed Eve-RIS, as is less practical to
assume a reflective surface to actively send pilots for protocol
and authentication purposes. As such, the proposed Eve-RIS
provides a better way to realize the MITM channel insertion
attack, which therefore demonstrates an arising new eaves-
dropping threat that requires further countermeasure designs
specific to Eve-RIS.

Second, from the implementation view, both the untrusted
relay and our proposed Eve-RIS suffer from severe cas-
caded channel attenuation. For the untrusted relay, the vari-
ance of its inserted channel in Eq. (27) is computed as
|W3C3d % d5%". This suggests that the only way to
counter the cascaded attenuation is to increase the relaying
(amplifying) gain, i.e., |[W||3 (e.g., in Fig. 7, a 60dB gain is
required for a 25m attack). Such an amplifying gain is imprac-
tical even with active RIS elements. To approach a comparable
channel attenuation compensation and eavesdropping perfor-
mance with the untrusted relay, we leverage the advantages
of RIS, i.e., can be equipped with more reflective elements,
and its ability to optimize channel constrained by the limited
reflective gain, given the eigenvalues gap of the subchannels’
covariance matrix [44]. By doing so, the designed Eve-RIS,
with 1600 passive elements, reaches equivalent performance
with untrusted relays using 60dB gain (see Fig. 7). This
comparable eavesdropping performance demonstrates that our
proposed Eve-RIS provides a substitute pathway to implement
MITM attack, which is not affected by the defensive relay
transmission protocols that compromise the untrusted relay.

2) Attackers with Probabilistic Reciprocity: Attackers that
have a probability to maintain channel reciprocity include
the works in [52]-[54]. In these works, the attackers firstly
estimate the RSS-based channels from Alice and Bob to them,
ie, ||gae|3 and ||gBrl|/3, via Alice’s and Bob’s sending
pilots. Then, the attacker waits for the chance of RSS-based
channels reaching reciprocity, i.e., |§arl2 ~ ||g&sE|3, and
send spoofing signal to both Alice and Bob (Eq. (4) in [53]).
As such, the RSS-based channel probing results at Alice
and Bob contain the attacker-generated reciprocal parts, i.e.,

p = ||garll3 = ||&BE|3, which can be used by the attacker
to partially obtain the legitimate secret keys.

The differences between our proposed Eve-RIS and these
attackers are in the two aspects. First, the attackers with
probabilistic reciprocity are harshly restricted by an "attack
opportunity”, i.e., Pr{||gar|3 — |&5xll3 < €}, only within
which the attack can be pursued. This suggests the inability
to eavesdropping the secret keys over a long duration period.
By contrast, our proposed Eve-RIS can physically maintain
the channel reciprocity, thereby enabling it to pursue the
estimation of the legitimate secret keys continuously, without
the limitation of "attack opportunity".

Second, the measuring of insert opportunity requires the ex-
act channel estimation of |g4g||2 and ||gg||2. This suggests
the vulnerability of these attackers to channel randomization,
ie., the two-way cross multiplication PL-SKG in Eq. (5)
of [54], by sending random pilots to disable the channel
estimations at the attacker. By comparison, one distinguish
of our proposed Eve-RIS is its ability to defeat the two-way
PL-SKG (in Section III. B), which thereby constitutes the
difference from the defensive point of view.

3) Attackers with Created Reciprocity: In Eq. (27), the
spoofing scheme in [51] is to create and send artificial re-
ciprocal signals to Alice and Bob, ie., g5, - p (L5 - P),
respectively in the Alice’s and Bob’s pilot sending time slots.
Here, the precoding p is designed by the attacker to maintain
the channel reciprocity, i.e., gg g P= g£ 5P

Given the aforementioned process, the differences between
our proposed Eve-RIS and this attack can be categorized as
two aspects. First, in the spoofing scheme [51], the precoding
design, i.e., p, requires exact estimations of channels from
Alice and Bob to them, i.e., ggE and gap. This suggests
its vulnerability if Alice and Bob use random pilots, i.e., the
two-way based PL-SKG, which will ruin the attacker’s channel
probing process. This thereby provides a difference from the
defensive perspective, as our designed Eve-RIS can defeat the
two-way based PL-SKG (shown in Section III. B).

Second, even if ordinary pilots are used by Alice and
Bob, the attacker in [51] is still difficult to obtain channel
estimations of g4p and gpp in time to design its precoding
p. Consider the real-time scenario, where the channels from
Alice and Bob to the spoofing Eve, i.e., g4 and g, change
independently for two consecutive channel estimation round
(one channel estimation round contains an odd and an even
time slot for Alice and Bob sending pilots in the TDD mode
for channel estimations). In this view, when the spoofing Eve
sends pilots in the same odd time slot as Alice, the spoofing
Eve is hard to obtain the Bob-to-Eve channel of the current
channel estimation round, i.e., g g, since currently there is no
pilot from Bob in the odd time slot (but will be in the following
even time slot). As such, the precoding p to maintain channel
reciprocity, i.e., Y = §55 P = &4 5 - P, cannot be generated
in time for the attack in current channel estimation round.
This, therefore, hinders the spoofing attack in [51] to obtain
the legitimate secret keys relying on the fast time-varying and
independent CSI.



B. Attackers Destroying Channel Reciprocity

Attackers that destroy the channel reciprocity include a wide
range, e.g., pilot spoofing in [58], [59], and jamming [37].
Here, we only compare with the pilot spoofing, as the jamming
attackers are not designed to obtain legitimate secret keys. In
the existence of a pilot spoofing Eve, the channel probing
results at Alice and Bob are not reciprocal, i.e., [58], [59]

. . JVE
Ya=h+ gap— +Na,

) x5l .
wB:h+ﬁBa ( )
A(A) :gA n(E)a

where Gap ~ CN (552, 20% ) is the single-antenna based

channels from Alice and Bob to spoofing Eve. Egs/||xz|/3
is the spoofing gain of the legitimate pilots. Here, different
from the spoofing in [51] that aims to maintain channel
reciprocity, the spoofing Eve in Eq. (28) aims to pretend as one
of the legitimate users (e.g., Bob) and generates secret keys
with another (e.g., Alice). This is achieved by increasing the
spoofing gain E,/||xg5||3, so ga g will dommate the channel
probing result at Alice, making 1/) 4 and w B ) alike.

The main difference between our designed Eve-RIS and
the spoofing Eve in [58], [59] is whether the legitimate
channel is still reciprocal. In spoofing Eve scenarios, the
channels between Alice and Bob are not reciprocal, due to
the participation of the spoofing activity, i.e., 1&,4 #* 1&3- In
this view, Alice and Bob can compare their channel estimation
results to determine whether a spoofing Eve exists. Compared
to the spoofing Eve, the channels between Alice and Bob
under Eve-RIS are still reciprocal, i.e., hy = hg = h+ hg.
This, to some extent, helps conceal the Eve-RIS, as Alice and
Bob cannot detect a considerable difference from their channel
estimation results.

V. SIMULATION RESULTS

In this section, we evaluate our designed Eve-RIS schemes.
The model configuration is provided in the following. In a
3D space, Alice and Bob are located at (0,0,0), (0,50,0),
with unit m. Eve (either the Eve-RIS or the peering attackers)
is located at (0,10,5), unless other specifications. The direct
channels from Alice and Bob to Eve-RIS are modeled in Eq.
(2) according to [44], where a square structure of RIS is
considered, i.e., M, = M,. Here, the referenced path loss
is set as Cy = —30dB at the reference distance (i.e., 1m),
and the LoS and NLoS path loss exponents are oy, = 2 and
any = 3. The number of paths is ¢+ = 5 [42], where the first
path is the LoS path and the rest 4 paths are NLoS paths with
random half-space elevation and azimuth angles independently
and randomly distributed over U[—7 /2, 7 /2]. For the PL-SKG
using channel estimation results, the pilot sequences are set as
publicly known with [|x4|3 = ||xz|3 = 0.1W. For the two-
way PL-SKG method, we assign ga,qp ~ CN(0,1W). The
variance of the receiving noise is assigned as o2 = —110dBW.

For the designed Eve-RIS, the number of channel sensors
and RF chains for compressed sensing based channel feature
extraction is set as C' = 20. We examine different groups
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Fig. 3. Proposed Eve-RIS against CSI-based PL-SKG: Key match rate v.s.
Eve-RIS amplifying gain.

of amplifier gain Ap and the number of Eve-RIS elements
M, where Ag ranges from 0dB (passive RIS) to 30dB and
M = M, x M, are selected from {64, 100,400, 1600}. It is
noteworthy that with the increase of the reflective elements,
there may be other issues spanning from theoretical analysis
to practical manufacturing. Here, the maximal number of
reflective elements is assigned as 1600, which is the same
as the study in [44].

A. Performance of Eve-RIS against CSI-based PL-SKG

1) Key match rate analysis: We first evaluate the key match
rate between Alice and our proposed Eve-RIS, when attacking
the CSI-based PL-SKG. For Fig. 3, the quantization threshold
parameter is as § = 0.1. Further results for different 3
are shown by Figs. 4. In Fig. 3, the x-coordinate represents
the amplifying gain of the Eve-RIS, i.e., Ag, while the y-
coordinate gives the key match rate.

It is first seen that with the increase of the Eve-RIS amplify-
ing gain Ag, the key match rate between Alice and Eve, i.e.,
Pri{kg = ka}, grows. When Ag > 20dB, Pr{kg = ka}
even approaches to key match rate of Alice and Bob, i.e.,
Pri{kg = ka} = Pr{ka = kp} = 0.92. Second, with the
same Eve-RIS amplifying gain, a larger number of Eve-RIS
elements, i.e., M, leads to a higher Pr{kr = k4}. For ex-
ample, with the optimized Eve-RIS phase, when A = 10dB,
Pr{kg = ka} increases from 0.75 to 0.85 as M grows from
100 to 400. The reason behind these two observations is that
both the amplifying gain and the number of Eve-RIS elements
determine the variance of its generated deceiving channel,
ie., O’% x Ag - M given by Eq. (6), which, if increased,
will increase Pr{kr = ka} as deduced and analyzed by the
theoretical key match rate in Eq. (8).

Then, it is observed that Eve-RIS using an optimized RIS
phase has a larger key match rate with the legitimate user. For
example, an increase of Pr{ks = Kg} from 0.65 to 0.85
at Ap = 5dB is obtained by the optimal RIS phase. This is
attributed to the RIS’s ability to manipulate channels, which
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maximizes the variance of its generated deceiving channel and
thereby achieves a better eavesdropping key match rate.

2) Legitimate key available rate analysis: We next define
and test the available key rate between Alice and Bob under
our designed Eve-RIS, i.e., Pr{ks = kp # kg}. In Fig. 4, the
x-coordinate is the quantization threshold parameter 5 while
the y-coordinate is the available key rate, i.e., Pr{ks = kp #
kg}. It is first seen that with the increase of the quantization
threshold 3, all the available key rates between Alice and
Bob with and without our designed Eve-RIS decrease. This
is because a larger § leads to a larger upper quantization
threshold v; and a smaller lower quantization threshold o,
which reduces the total number of keys.

Second, we show in Fig. 4 that the optimized Eve-RIS
with passive reflecting elements can drastically decrease the
legitimate available key rate between Alice and Bob, i.e.,
Pr{ka = kg # kg}. For instance, given a fixed threshold
parameter as § = 0.2, Pr{ka = kp # kg} decreases
from 0.80 (no Eve) to 0.3 (passive Eve-RIS with M = 100
elements). Such a legitimate key rate can be further reduced
to 0.03 by the Eve-RIS using a larger number of elements
(i.e., M = 1600). This is because the variance of the Eve-
RIS generated deceiving channel, i.e., 0]25, can be increased
by enhancing not only the reflecting gain Ag but also the
number of RIS elements M, shown by Eq. (6). This further
demonstrates the eavesdropping potential of our designed Eve-
RIS: even a passive RIS can achieve a threatening secret key
leakage attack.

B. Performance of Eve-RIS against two-way based PL-SKG

We next evaluate the eavesdropping performance of our
proposed Eve-RIS, when attacking two-way based PL-SKG.
Similar results to Eve-RIS against CSI-based PL-SKG (i.e.,
Figs. 3-4) can be seen in Figs. 5-6. The proposed Eve-RIS
with optimized phase has better eavesdropping ability (i.e.,
high key match rate Pr{ks = Kg} and small legitimate key
rate Pr{ka = kp # kg}), with the enhancement of either

05 —©— Pr{kg = ka}: Eve-RIS (optimized)
Pr{kp = ka}: Eve-RIS (random)
: = == Pr{ks = kp}: benchmark
0.45 ! ' : : ‘
0 5 10 15 20 25 30
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Fig. 5. Proposed Eve-RIS against two-way based PL-SKG: Key match rate
v.s. Eve-RIS amplifying gain.
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Fig. 6. Proposed Eve-RIS against two-way based PL-SKG: Available key
rate v.s. quantization threshold parameter.

the number of RIS reflective elements M or the reflecting
gain Ap. Furthermore, it is observed from Fig. 6 that a
passive RIS (i.e., M = 1600, Ag = 0dB) can also provide
a promising attack effect against the two-way based PL-SKG,
with a reduction of the legitimate key rate to 1072,

The reason that our designed Eve-RIS can obtain the two-
way PL-SKG based secret keys is different from the one
against CSI-based PL-SKG, as the exact channel probing at
Eve-RIS is unavailable due to the randomized channels by
the two-way random pilots. Notably, neither the legitimate
users nor the Eve-RIS relies on the original channels for
key generation, but the features of randomized channels,
i.e., gg(h + hg)ga. For Eve-RIS, there is no information
loss from the randomized Eve-RIS combined channel: the
part of legitimate feature composed by this channel can be
reconstructed with Eve-RIS’s received signals, i.e., gghpga =
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Fig. 7. Comparison between proposed Eve-RIS and untrusted relays when
attacking CSI-based PL-SKG. The x-coordinate represents the trajectory of the
attacker from (0, 1, 0) to (0,49, 0) (Alice and Bob are located at (0, 0, 0) and
(0,50, 0) with unit m), and y-coordinate is the key match rate. A comparable
key match rate with the untrusted relay using 60dB gain can be seen by the
Eve-RIS equipped with 1600 passive elements.

(qgpr)! - diag(w) - (g4rqa), which, therefore, guarantees
the leakage attack of legitimate secret keys.

C. Comparison with Existing Attackers

The comparison between our proposed Eve-RIS and other
popular attackers mentioned in Section IV is pursued in this
part. For a fair comparison, only untrusted relay method is
selected, since other schemes (e.g., [S1]-[54]) cannot maintain
an unconditional channel reciprocity as stated in Section IV.

We evaluate the key match rate between Eve (proposed
Eve-RIS and the untrusted relay) and the legitimate user,
concerning different Eve positions. In Fig. 7, the x-coordinate
represents the trajectory of Eve from (0,1,0) to (0,49,0)
(Alice and Bob are located at (0,0, 0) and (0,50, 0) with unit
m), and y-coordinate is the key match rate. As shown in Fig. 7,
3 optimized Eve-RIS equipped with passive reflective elements
are tested, where the number of RIS elements is selected from
M € {100,400, 1600}.

It is first seen that the key match rate Pr{ks = Kg}
follows a symmetrical pattern over the trajectory: as Eve-RIS
moves from Alice to Bob, Pr{k4 = Kg} drops at first and
then grows back after it passes the middle point, i.e., (0, 25, 0).
This is because when Eve-RIS is close to one legitimate user,
the cascaded channel attenuation C3d ;%" d%F is smaller than
when Eve-RIS is at the middle point, which therefore gives a
larger variance of Eve-RIS’s generated deceiving channel to
obtain the legitimate secret keys.

Then, it is observed that as the number of RIS elements
M increases (e.g., from 100 to 1600), Pr{ks = Kg} grows
rapidly (e.g., from 0.55 to 0.85). This is because the variance
of Eve-RIS generated and inserted channel can be increased
by the enhancement of either the number of RIS elements M
or the RIS’s reflecting gain A g, shown in Eq. (6). This thereby
shows the eavesdropping potential of our proposed Eve-RIS,

which, even equipped with passive reflective elements, can
achieve a threatening secret key leakage attack.

Third, a comparison with the untrusted relay is shown in
Fig. 7, where the proposed Eve-RIS equipped with M = 1600
passive RIS elements reaches a comparable Kr{ks = kg}
to the untrusted relay with 60dB relaying gain. Recalling
that the attacks from both the proposed Eve-RIS and the
untrusted relay suffer from the cascaded channel attenua-
tion, which means the variances of their inserted deceiving
channels should compensate for C3d, %" dz%". In contrast
to the untrusted relay that can only use amplifying gain for
such compensation, our proposed Eve-RIS can leverage by (i)
equipped with more RIS elements (as deduced in Eq. (6)), and
(ii) the optimization of RIS phase to maximize the variance of
its inserted channel. Also, given the resistance to the defensive
approaches dealing with untrusted relays (analyzed in Section
IV. A 1)), our proposed Eve-RIS provides a new instance to
implement the MITM channel insertion attack, which requires
further specific countermeasure designs.

D. Discussion of Results and potential Countermeasures

We here discuss the implementation and the potential
countermeasures to our proposed Eve-RIS. To ensure a large
inserted channel variance for secret key leakage attack, the
implementation of the proposed Eve-RIS has two DOF, i.e.,
by either using a large number of RIS elements or increasing
the amplifying gain. For example, when a structural constraint
on RIS elements number is applied (e.g., M = 100), the
active RIS structure designed in [29] may be adopted, which
can provide a 20dB amplifying gain (with corresponding
Pr{ks = kg} = 0.86 according to Fig. 3). On the other
hand, such a level of Pr{ks = kg} can also be achieved by
a passive RIS with M = 1600 elements [44] (Fig. 7).

Then an open discussion on the potential countermeasures
is provided. As studied in Section III, current PL-SKG based
secret keys can be attacked and obtained by the proposed Eve-
RIS. In this view, key-based PLS seems less attractive as a
countermeasure or at least needs to be redesigned in the future
works. Also, the defensive approaches for untrusted relays that
rely on relay transmission protocols are not suitable, given
the inability of RIS to actively send signals via its reflective
elements. Then, from key-less PLS, one potential method
may be the beamforming of legitimate users to minimize
the variance of Eve-RIS inserted channels. For this way, one
should also consider the Eve-RIS anti-beamforming ability,
given that the number of RIS elements is much larger than
the number of antennas of Alice and Bob.

VI. CONCLUSION

In this paper, we demonstrated that the advance in RIS
for securing the wireless communications is a double-edged
sword. On the one hand, recent work has shown that RIS
can improve the channel randomness and secrecy rate of PLS
[30]-[35]. On the other hand, our work here has shown that
the presence of an adversarial Eve-controlled RIS (Eve-RIS)
has the potential to reconstruct the PL-SKG based secret keys
between Alice and Bob. We showed how the Eve-RIS can



achieve this by generating and inserting a deceivingly random
and reciprocal channel. As a result, current PL-SKGs with
channel estimation and two-way cross-multiplication methods
can be eavesdropped by our designed Eve-RIS scheme.

Analysis and simulation results demonstrated the high key
match rate obtained by our Eve-RIS with legitimate users,
the low detectability as opposed to the spoofing Eve, and
the resistance to most of the existing defensive approaches to
untrusted relays. As such, our proposed Eve-RIS provides a
new eavesdropping threat on PL-SKG and should be seriously
considered by further PL-SKG designs and security works in
securing wireless communications.

APPENDIX A
DEDUCTION OF EQS. (4)-(6)

We first re-write the expression of hg from Eq. (3), i.e.,

M
hg = E Wi * GAE,m * YBE,m)

m=1

(29)

where gag,m and gpg., are the mth element of g4r and
gpE, respectively. In Eq. (29), hg is the summation of M
random variables with weak dependence, since gag m - 9BE,m
can only be independent with gag »-9BE,» When nth RIS ele-
ment is half-wavelength away from mth RIS element [44]. As
such, given the central limit theorem under weak dependence
(Theorem 27.5 in [60]), with a large number of RIS elements,
e.g., M > 50, hg can be approximated as complex Gaussian
distribution, as shown in Eq. (4).

The mean and variance of hg can be computed by re-writing
hg as the combinations of LoS and NLoS components, i.e.,

hy = {g(LoS) n g(NLoS)} - diag(w) - {g%](;s) tg
(g%"ES)) diag(w )g%%s“r(gg?s)) diag(w)g%s

T
+ (55) diagw)eiE® + (g (NL"S’) diag(w)gly"
(30)

where g > and g(NLOS) (a € {A, B}) represent the corre-
sponding LoS and NLoS components, with relation g, =
g(LOS) + g(NLOS) Thus, the mean and variance of hg depends
on whether the RIS phase w is random or fixed (optimized).

(NLoS)]

(LoS)

A. When RIS phase w is random

In this case, all 4 terms in Eq. (30) are random variables,
determined by either or combinations of the independent
random phase, i.e., w, and NLoS channel components, i.e.,

(NLoS) (NLoS) .

and g, . As such, the mean can be computed as:

8AE
() = [ghs? + & (835)] diag (E(w)
e+ 2 (&) -0

since (i) E(w) = 0 when all M RIS phases of w are
independently and identically distributed over [0, 27), and
G E{(a}”) ey = E(al™)TE(g}). given the
in-dependency of g l& LoS) and g(%IE °5) (as Alice and Bob are
generally more than half—wavelength far from each other).

€1V

The variance of hg is then computed by taking Eq. (29)
and Eq. (31) into the its definition, i.e.,

D(hg) =E (hghe) — E(hg)E (hg) = E(hghE)

M M

=E <(Z w;gZE,mggE,m> : <Z wm/QZE,m’g*BE,m’>>
m=1 m/=1

-y >

mlm’l

M
B (LoS)
7AE E <2EAE,m,m + ’gAE,m

m=1

RAp-M-C3 - dio

w wm (gZE,mgAE,m/) E (ggE,mgBE,m’)

|gAE m| ) (‘gBE,mF)

2 2
) (25 + |52, )

~dpg”
(32)

where X Ag m.m 18 the (m, m)th element of matrix ¥ 45, and
YBE.m,m is the (m,m)th element of matrix Xpp. In Eq.
(32), (a) is due to E(w},w, ) = 0, given the independent
random phase assignment for different RIS elements, i.e., m #
m/. The approximation in (b) is because the energy of LoS
component is greatly larger than that of NLoS component.
From Eq. (32), 0% in Eq. (6) can be computed by dividing 2.

B. When RIS phase w is fixed (optimized)

From Eq. (30), if w is fixed, then the mean of hg is
contributed by the cascaded LoS components, i.e.,

E(hg)= [g%OES) +E (ggJ]’L:OSU} Tdiag (w) {g%%s) +E ( (NLoS))i|
- (gﬁé‘?;s))T - diag(w) -
(33)

which thereby completes the computation of @y in Eq. (5).

(LoS)
gA% 9

For the variance of hg, only the last 3 terms in Eq.
(30) are random variables, determined by the NLoS channel

NL NL . .
components, i.e., g; EOS) and ggs, EOS), As such, the variance is:



ag (e5%) + (255 diag (g4
ggg&) ! ] w}
=WH1E{[diag (5:2) (3% +diag (52) (g
o g(NLoS)) } {(g%gosdewg (g%OES))
() (s5) + (s )] o

{diag (5 | (35%) (e85) | s (e52)
+ diag (gfk}}s)) E [(g(NE"S)) (g%"“)q diag (g%(és ))
IR {( g%\%oS) o) giI;ILoS)) < g(NIéoS) o) g(NLoS)) } }w

1 {2diag (g%"ES)) > apdiag (g%%s))

(NLoS)) *
BE

NLoS
+ (gSBEO :

(LoS)

+ 2diag (gAE )EBEdzag (gAE ) +4XAp © XBE oW,

(34)
which, divided by 2, gives the result in Eq. (6) with fixed w.

APPENDIX B
DEDUCTION OF THEORETICAL KEY MATCH RATE

The theoretical key match rate in Eq. (8) is deduced by:

Prika = kg}

=Pr (zA > 7§A), ZE > ’y(lE)) + Pr (zA < VBA), zp < ’yéE)>

://{u>“/(A) >4 ®Y Pzalze (v[€) * P2y (C)dvd(
Ufv<”.¢<ap”
{<+5>'7(A) C>’Y(E)} pz(f) *Pzg (C)dde

U{¢He<m”c<my’

{<+§>7(A) C>'Y(E)} N(é O ah) (C7O7U2E)d€dc
U{ct+e<rdY c<nd?

400 (A)
:\/12?/@@< +0EC>X ( CQ)dC

Oh
e A
1 [F 2
) ( Eg)exp <—<> d¢
— 00 Oph 2

+ -
V2T

]2 oo o OF ¢*
_\/;/B ) (—6 U—% +1+ JhC) exp (—2) d¢

(35)

where p. ., (v[() is the PDF of z4 conditioned on zg, and
P25 (C) is the PDF of zg. NV'(€,0,0?) is the real Gaussian PDF
of & with 0 expectation and o2 as variance.

)

With ¢ £ og/op, the first-order derivative showing its
monotonically increasing property is:

OPr{ks = kg}

ox
2

1 [T zC—BVa2+1) +(? (@)

:/exp(—(C b ) C)C— p dC;O
(36)

where (a) is because (i) exp(—((z¢ — V2 +1)2+(?)/2) >
0, and (ii) ( — B8/+/1 + 1/2? takes its minimum value 0 when
r — 400 and ( = f.

Next, we prove Pr{ks = kg} at first increases quickly
and then gradually, with respect to 0% /c2. This is done
by evaluating its second-order derivative. As we denote
£1(2,€) 2 exp(—((2C — Bv/a? + 1) +C2)/2) and fa(w, ) 2
(¢ = B/+/1+ 1/x?), the second-order derivative is:

0*Prika =kg} _ 1/+DQ O[fi(z,Q) - folz, Q)] , dc
Ox? o 3 Ox
f1(9: Qs3tr. a0 +1)- LS <o

) (37

APPENDIX C
EQUIVALENCY PROOF BETWEEN EQs. (22)-(23)

We assume that an optimal W, that maximizes the objec-
tive function wtl Gw,pt, has a set of indices, i.e.,

S = {ilwZ M3},

whose powers are less than Ag. Then, we create a better w
with larger objective value, and ensure all |w;|*> = Ag. This
is done by:

opt

E; Wopt—|’w0pt 1| <AE,VZ S {L (38)

opt

W = Wopt +00 (Gwopt) ; (39
\/§2+(AE*|wopt,z‘\2)\Gi,;wopt\27§ .
0 = Ge ot PES o)
0 i¢S
where ¢ = Rel[w},, ;Gi Wopt), and G, . is the ith row of

G. Here, for the elements in w,, already having full power
Ap, e, Vi ¢ S, we assign ¢; = 0 to make w; = Wopr;
and therefore |w;|? = wHE;w = Wil Eiw,p = [wopei|* =
Apg. For the elements in w,,; with less power than Ag, i.e.,
Vi € S, o; is assigned as the positive solution to function
|Wopt,i + 0iGi, Wopt|> = Ap (positive solution exists given
Ap — |wopt,i|2 > 0). This therefore makes |w;|?> = |Wopt,s +
giGZ—,:wopt|2 = Apg, ie, wHE,w = Ap.

Next, we show the constructed w has a larger objective

value, i.e., wHIGw > woptGwopt This is because:

wiGw = Wgatc'wopt"'[@ © (Gwoz)t>] G e ® (Gwop)]
+ 2Re {[g ® (Gwope )] Gwopt}

(b)
>W

(a)

OptGWOpt+2Re{[g @(Gwopt)] Gwopt} Gwpy
(41)

where (a) is because G (the covariance matrix) is pos-

itive definite. (b) is because [0 © (GWopt)|TGw,y =

opt



(Gwop) 1 diag(0)Gwop = 07 diag(Gwop ) GWepr =
0T [(GWopt)* ® (GWopt)] > 0, given elements in @ and in
(GWopt)* © (Gwyp,) are real and no less than 0. As such,
the maximal value of the objective function under constraints
from Eq. (23), takes at the bound of Eq. (22), therefore making

Eq.
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