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Abstract—This work studies a covert communication scheme
for an uplink multi-user scenario in which some users are
opportunistically selected to help a covert user. In particular, the
selected users emit interfering signals via an orthogonal resource
dedicated to the covert user together with signals for their
own communications using orthogonal resources allocated to the
selected users, which helps the covert user hide the presence of
the covert communication. For the covert communication scheme,
we carry out extensive analysis and find system parameters in
closed forms. The analytic derivation for the system parameters
allow one to find the optimal combination of system parameters
by performing a simple one-dimensional search. In addition, the
analytic results elucidate relations among the system parameters.
In particular, it will be proved that the optimal strategy for the
non-covert users is an on-off scheme with equal transmit power.
The theoretical results derived in this work are confirmed by
comparing them with numerical results obtained with exhaustive
searches. Finally, we demonstrate that the results of work can
be utilized in versatile ways by demonstrating a design of covert
communication with energy efficiency into account.

Index Terms—Covert communication, cooperative users, covert
rate, on-off power profile.

I. INTRODUCTION

N the era of the Internet of Things, wireless communication

is at the risk of adversarial eavesdropping with the ex-
tremely large amount of personal data in the open wireless net-
works. To protect wireless privacy, many studies on physical
layer security (PLS) have been extensively conducted during
the past decades [1]], which takes advantage of physical layer
resources to resolve security issues such as eavesdropping,
key sharing, and low probability of detection (LPD) commu-
nication, a.k.a, covert communication. Covert communication
aims to hide the existence of communication behaviors from
a warden, i.e., guaranteeing a very low probability of being
detected by the warden, while attaining a certain data rate,
called covert rate, at a target receiver. Since the early 20th
century, spread spectrum techniques [2]] have been developed
to realize the covert communication for military purposes.
While there had been many progresses of spread spectrum
techniques, the fundamental limit on the covert rate was still
unanswered. Recently, a great deal of efforts [3]-[18] have
been paid to answering the question.

In [3]], the authors uncover the square-root law of covert rate
which assumes covert communication on additive Gaussian
white noise (AWGN) channels. In particular, the square-root
law states that at most O(/n) bits can be delivered reliably
and covertly to the intended receiver in n channel uses. How-
ever, the square-root law unfortunately implies a pessimistic
conclusion that the achievable covert rate per channel use,

O(y/n/n) approaches 0 as n — oo. Later, the information-
theoretic limit of covert communication has been further
investigated for various channels such as binary symmetric
channels [4]], discrete memoryless channels [5], [6], multiple
access channels [[7]], broadcast channels [8]], and interference
channels [9]. The studies in [4]-[9] again reached the same
pessimistic square-root law, which serves as a stimulus for
subsequent researches.

Since the fundamental studies on the limit of covert com-
munication [3]]-[9]], the covert communication has been further
investigated with various practical considerations such as
uncertainty of channel parameters [10]], [11], jammers [12],
[14], [17], [18], relays [13]], full-duplex receiver [15], [16].
The authors in [[10] demonstrate that a positive covert rate is
achievable on AWGN channels when the warden has uncer-
tainty about the variance of the background noise. They find
that there exists a certain signal-to-noise ratio (SNR) called
SNR wall below which a positive covert rate is achievable.
Meanwhile, Shahzad et. al in [11] also investigate covert
communication in the presence of channel uncertainty. In
particular, it is assumed that the warden has noisy channel
estimations for the channels between the transmitter and
receivers. The authors show that the uncertainty of channel
information can be leveraged to increase the covert rate. In
addition, Wang et. al in [13]] investigate covert communication
in relay networks where the warden suffers from channel
estimation errors. For the setup, the detection error probability
(DEP) of the warden and covert rate are analyzed, which shows
that the transmitter can send O(n) bits reliably and covertly
in n channel uses.

For breaking the square-root law, Sobers et. al in [[14] use
a single jammer which deliberately induces uncertainty to the
warden. They prove that O(n) bits can be delivered reliably
and covertly to the intended receiver in n channel uses when
the channel between the jammer and the warden is either an
AWGN channel or a block fading channel. Furthermore, He
et. al [[12]] consider a covert communication scenario with
multiple jammers and analyze the covert rate with the aid
of stochastic geometry. In [15]], [16], a full-duplex receiver
is employed and plays the role of jammer while receiving
covert messages. In particular, the work in [[15] assumes that
the full channel state information (full CSI) of the channel
between the transmitter and the warden is revealed to the
warden. The authors in [15] derive a closed-form expression
of minimum DEP and jointly optimize the distributions of the
jamming power and the transmission probability. Meanwhile,
Hu et. al in [16]] consider the case that the warden is aware of
only the distribution of the channel between the transmitter



and the warden and find the optimal transmit power for
maximizing covert rate with the channel inversion power
control (CIPC) and truncated CIPC. The work in [[17]] prove
that the optimality of CIPC when the transmitter knows the full
CSI of the channel between the transmitter and the receiver,
and the warden a priori knows only the type of channel
between the jammer and the warden, i.e., either an AWGN
channel or a Rayleigh channel. However, the works in [16],
[17] find key design parameters via numerical evaluations,
which makes it difficult to discover relations among the
parameters. In addition, the models in [16], [17] are limited
to the single jammer case. Later, Zheng et. al [18|] consider
a cooperative jamming scheme which selects jammers based
on the magnitudes of channel gains between the jammers
and the receiver. In particular, jammers are selected when
their channel-gain-magnitudes are less than a certain activation
threshold in order to minimize the interference to the receiver.
In the cooperative jamming scheme, the activation threshold
is designed to maximize covert rate. However, most of the
results in [18]] are obtained via numerical evaluations, which
fails to provide insights between the design parameters and the
covert rate. In addition, the cooperative jammers are assumed
to have an equal transmit power whose optimality however is
not discussed.

This work considers the uplink transmission of a multi-
user system where all users access a base station (BS) called,
Bob through orthogonal resources, e.g., frequency bands, time
slots, and spreading sequences. Among the users, a covert
user, called Alice transmits her covert messages with a certain
probability, which is overheard by a warden, called Willie. To
hide the transmission from Alice, we propose a scheme in
which some selected users, called cooperative users, transmit
interference signals through the orthogonal resource allocated
to Alice while they transmit their own signal through their des-
ignated orthogonal resources. The user selection is conducted
by utilizing the multi-user diversity in a careful way so that the
interference at Bob is minimized while the detection capability
of covert communication at Willie is most hampered. Although
this work looks somewhat similar to the existing one [18]], the
unique contributions of this work are summarized as follows:

1) This work proposes a covert communication scheme for
an uplink multi-user scenario in which some users are
opportunistically selected to help a covert user, Alice,
while transmitting their own messages.

2) We carry out extensive analysis for the proposed system,
which allows us to find the optimal power profile of
the interference signals from the selected users called
cooperative users. The analysis in this work reveals that
an on-off strategy with equal transmit power is optimum,
and thus, the joint optimization of the user selection and
power profile turns out to be a simple on-off scheme.

3) The analysis also enables us to find the optimal detection
threshold of Willie in a closed-form which minimizes
DEP. The optimal detection threshold in turn allows us
to derive the minimum number of cooperative users to
meet a target DEP in an explicit form.

4) The system consists of multiple inter-related parameters
of which optimization seems complicated. However, it

is shown that the transmit power of the covert user,
i.e., Alice, can be obtained by performing a simple one-
dimensional search. The transmit power of Alice from
the search allows us to analytically obtain all the other
system parameters.

The rest of this paper is organized as follows. In Section
the system model and the problem addressed in this work
will be introduced. In Section we will investigate the
optimal power profile for cooperative users and reformulate
the optimization problem. The optimal detection threshold,
the minimum number of cooperative users, and the activation
threshold will be derived in closed-form expressions in Section
Based on the results in Section we will derive the
parameters governing the throughput of covert communication,
i.e., the connection probability and the maximum covert rate
in Section [Vl The theoretical results of this work will be
evaluated and compared with numerical results in Section
where some insights from the comparisons will also be
discussed. Finally, in Section we will conclude this work.

II. SYSTEM MODEL AND PROBLEM FORMULATION
A. System Model

We consider the uplink of a multi-user system, in which
M non-covert users and a covert user access a BS, i.e., Bob,
through dedicated orthogonal resources. This work assumes
the frequency division multiple access (FDMA) without loss of
generality. In Fig.[I] the covert user and each of A/ non-covert
users are denoted by Alice and U,, for m = 1,2,..., M,
respectively, and some of the non-covert users are selected as
cooperative users. We will simply refer the collection of covert
and non-covert users to as ‘users’ when there is no need to
distinguish them. It is assumed that all the entities in Fig. [I]
are equipped with single antennas, and each user transmits
its message, W,,, over a dedicated frequency band, f,,, while
Alice transmits her message W, over the frequency band, f,
with a certain probability.

The channels between the users and Bob are estimated by
performing a two-way channel estimation in which Bob first
broadcasts a pilot signal over all the frequency bands, i.e.,
fo and fp, for 1 < m < M. Then, all the users including
the covert user, i.e., Alice, receive the pilot signal which is
transmitted over the corresponding frequency bands. Based
on the received pilot signals, user m and Alice estimate the
channel gains %3, and hy ,, respectively, where the symbols,
m, a, and b in the subscript and superscript indicate the
user index, Alice, and Bob, respectively. The symbol in the
superscript tells the allocated frequency band. The pair of
symbols in the subscript indicates the nodes for which the
channel gain is obtained with the pilot signal transmitted from
the node designated by the first symbol to the one designated
by the second symbol. That is, h;’,, is the channel gain
between user m and Bob with the pilot signal transmitted
from Bob to user m over the frequency band for user m, i.e.,
fm. This work assumes that the frequency bands f, and f,
for m = 1,2,..., M are separated larger than the coherent
bandwidth so that the channel gains in Hq = {h{ ,, Ry,
1 <m < M} are statistically independent. ’



Fig. 1. System model of multi-user cooperation for covert communication.

Then, in the second phase of the two-way channel estima-
tion, each non-covert user, U, transmits a secret orthogonal
pilot signal [3]], [[18]], [[19] back to Bob over dual frequency
bands f, and f,, while Alice sends her secret pilot signal
back to Bob over her dedicated frequency band f,. The
secret pilot signals are a priori shared between the users
and Bob, and thus enable Bob to estimate the channel gains
hy, , and hg, form =1,2,..., M. This work assumes that
the transmissions of uplink and downlink pilot signals are
performed in the same coherent time, and thus the channel
reciprocity holds, ie., hy . = h7, for h; . € Hy U Hg
where H, = {hy,, mb,hzb 1 S m < M}. It is also
assumed that the channel estimations are conducted without
estimation error, and the channel gains in Hg4 U H,, have the
same statistical properties. Note that since the downlink pilot
signals are not secured, the attacker, i.e., Willie, can listen to
the downlink pilot signals, which allows Willie to estimate
the channels hy', and hj . However, the transmissions of
secret uplink pilot signals make Willie ignorant of the channel
gains. Thus, Willie has the knowledge of only the statistical
properties for hy, ., and hg,. The work assumes quasi-
static Rayleigh fading channels, i.e., the channel gains remain
constants within one codeword and change independently for
another codeword. Thus, the channel gains follow circularly
symmetric complex Gaussian distributions with zero mean

and variances A, and A, respectively, ie., hy,, hg, and
~CN(0,X\y), and R . hye , and RS, ~ CN(O Aw)s

Where the variances Ay, and \,,, are assumed to be unity, i.e.,
Ap = Ay = 1, which implies that Bob and Willie are located
at the same distance from the users.

After performing the channel estimations, each non-covert
user transmits its signal, Z,, = {z/,[t] : 1 <¢ < N} in Fig.
for the message W,,, over the dedicated frequency band, f,,
where N is the codeword length. In the meantime, each coop-
erative user emits its interference signal, Z,, = {z;,[t] : 1 <
t < N} in Fig. |1} over the frequency band f, together with the
signal for its own message, i.e., Z,, over f,. As mentioned
earlier, the interference signals help hide the transmission of
the covert message but induce undesirable interference in the
reception of the covert message at Bob. Thus, the selection
of the cooperative users must be conducted in a careful way,
which will be introduced shortly. Meanwhile, the covert user,
Alice transmits her signal, Z, = {z,[t] : 1 <t < N} in Fig.
for the message W, with a certain probability. Since we
are interested only in the transmission of the covert message,
we focus only on the received signals for the mixture of the

transmitted signals from the covert and cooperative users over
the frequency band f,.

Through the frequency band f,, the received signal at Bob
is expressed as

M
Z V Prhay, pTm[t] 4 n[t],
m=1

M

\/Fahg,bxa[t] + Z V Bahig, o [t] + ma[t],  Hy
m=1

(1

where x,[t] and x,,[t] are the transmitted signals from Alice
and user m, respectively and follow the zero-mean Gaus-
sian distribution with the unit variance, i.e., E[|z,[t]]?] =
E[|z[t]]?] = 1 for t = 1,2,..., N, and P, and P,, denote
the transmit power of Alice and the interference signal power
from user m, respectively. Note that cooperative users can be
identified as the ones with nonzero interference power, i.e.,
P, > 0. In (I), the signal, n;[t] represents the AWGN at Bob
with variance o7, i.e., ny[t] ~ CN(0,0%), and Hy and H,
denote the hypotheses that Alice transmits her covert message
or not, respectively. Meanwhile, the received signal at Willie
is given by

th
Wh Zalt] ;@
+Z\ﬁh

m=1

Hy
ylt] =

+nw[] Hy

z[t] =

+an H,

where n,,[t] is the AWGN at Willie with variance o2, i.e.,

nwlt] ~ CN(0,02).

B. Detection Error at Willie

Based on the observation at Willie in @I) he attempts to
determine whether Alice transmits her covert message or not.
The ultimate goal of Willie is to find an optimal strategy to
detect the covert communication between Alice and Bob based
on his received signal. The detection metric of Willie is defined
as the error probability as follows:

Pe = PI‘(H())PFA + Pr(Hl)PMD7

where Pr(H;) and Pr(Hj) are the probabilities for Alice to
transmit her covert message and to be silent, respectively,
Pey = Pr(Dq|Hyp) is the false alarm probability, D; indi-
cates the event for Willie to decide the presence of covert
communication, and Pyp = Pr(Dg|H) is the miss-detection
probability, and Dy indicates the event for Willie to decide
no presence of covert communication. According to [14]-
(16], P. > min{Pr(Hy),Pr(H1)}(Pra + Pup). Hence, we
define the covert constraint as Prq4 + Pyp > 1 — ¢ for
arbitrary € > 0. For simplicity, we denote the DEP by (,
i.e., ( = Pra + Pup. Note that a blind test with no side
information satisfies Pr4 + Pyp = 1. This work assumes
that Willie employs an energy detector [16]-[18]] to detect
the covert communication since it was shown in [20] that the



energy detector is asymptotically optimal in the large DEP
regime.
The test statistic for the energy detector is given by

1 N
Tw=— 2,
v =y 2 kil

Using the test statistic, the decision is made with the following
criterion:

3)

Dy

Tw s,
D,

“4)

where 7 is a predetermined detection threshold. Considering
that z,,[t] and n,[t] are uncorrelated Gaussian random vari-
ables, the test statistic in @]) can be expressed as

M X2
Pm ha 2 2 L A2N H,
Ok
Ty = M X2 )
(Z Pl o>+ Palhl +a§,> : ﬁ H,
m=1

where \3; is a chi-square random variable with N degrees of
freedom, and Willie knows only the probability distributions
of the channel gains, i.e., hy, ,, and hg . It is assumed that
the length of codeword is sufficiently long, i.e., N > 1, and
Willie can collect a large number of samples. In this setup, due
to the strong law of large numbers, 3, /2N converges to 1
when N — oo, and thus, the test statistic can be reformulated
as

M
§ a 2 2
Pm‘hm,w| +0w7 HO
m=1

Tw = v .
Po|he, W2+ Pa|pe >+ 0%, H
m|m w alba,w w> 1

m=1

Then, DEP, (, is given by
¢ =Pr(Ty > v; Ho) + Pr(Tyy < ; Hy).

®)

(6)

Note that the detection error probability, ¢ is a function of the
detection threshold ~, and we define the minimum of ¢ as

Cmin = min (.
¥

C. Problem Formulation

Since the quasi-static fading is considered in this work, an
outage probability, denoted by P,, can be defined as

P,=P (1 <1+ Pallisal” ) R) 7)
» = Pr [ log, i a < ,
Zm:l Pm|hm,b|2 + Ul%

where R is a target covert rate. The outage probability enables
us to define the probability of the complementary event, i.e.,
the connection probability, as P. = 1 — P,. As a performance
measure, we consider the throughput of the covert communi-
cation which is given by

n= RP.. ®)

The throughput has been widely adopted as a performance
measure in the existing works [16]-[18] on covert com-
munication over quasi-static fading channels. The design of

covert communication system introduced in this work can be
formulated into an optimization problem as follows:

(R*, P}, P*) = argmax 7 (9a)
R,P,,P

$.t. Cmin > 1—c¢ (9b)

0 < Py < Prax 9¢)

0 < P, < Prax, (9d)

where P 2 (Py, Py, ..., Py) is the transmit power profile for
users, and P,y is the maximum transmit power of user m
for 1 < m < M. Note that cooperative users are the ones
with non-zero interference power, i.e., U, form € {n: P, >
0,1 <n< M}

ITI. OPTIMAL POWER PROFILE FOR COOPERATIVE USERS

For solving the optimization problem in (9), we first find
the optimal power profile for given R and P,.

Proposition 1. The on-off scheme with the maximum transmit
power is the optimal power allocation of the users for given
R and P,. That is,

P* _ { Pma)u |h’;ln,b|2 S T

m 0, otherwise

The activation threshold, T is decided to make the inequality,
Cmin > 1 — € hold while minimizing Q =Y P2.

Proof. The proof is provided in Appendix [A] O

Remark 1. Bob broadcasts T which is determined by hy,
after the two-way channel estimation. The details of deciding
7 will be shortly given in Corollary|l| Note that Q =" P2
can be expressed as K P2, where K is the number of users
whose channel gains satisfy the inequality, hfn’b|2 < 1. The
parameter T is decided to make the inequality, (pmin > 1 — €
hold while minimizing ), which is equivalent to minimizing
K while satisfying the covert constraint, (min > 1 — €. It can
be noticed that Bob selects the K smallest channels based on
the knowledge of hy, . However, Willie does not know who
are selected to emit the interference signals among the users
despite of knowing T since T is determined by only hy, ’s
which are however unknown to Willie.

This work finds the optimal power profile of cooperative
users while the authors in [18]] just assume a given power
for the cooperative jammers. In [16], [17], the power of
single jammer is also assumed to be fixed to a certain value.
Thus, this work finds for the first time the power profile of
multiple cooperative users for covert communication. Based
on the optimal power profile, we can reformulate the original
optimization problem (9) to

(R*, Py, 7") = argmax 7 (10a)
R,P,,T

St Coin > 1 — € (10b)

0 < Py < Prax- (10c)

From Appendix it can be noticed that (i, is @ monotoni-
cally increasing function of the square sum of the interference



power, i.e., (min = f(KP2,,) where f(-) is a monotonically
increasing function of its argument. We will discuss how to

find K and 7 in the next section.

IV. DETECTION PERFORMANCE FOR WILLIE

In this section, we first derive the detection error probability,
¢ in (6). Then, we find out the detection threshold v* at which
the minimum detection error probability, (i, is obtained. The
number of cooperative users, K, and the activation threshold,
7 are also derived in closed forms.

The test statistic in (5) can be expressed as

Z Pmax|hml ‘2 + 0121;7 HO

Tw = )
2 a 2 2

Z Pmax|h7-,“ ‘ + Pa|ha,w| + Uw’ Hl

Y

where m;’s for 1 < ¢ < K are the indices of the selected
users, i.e., the cooperative users in Proposition E} Then, the
test statistic Ty, in (TI) follows the following probability
distributions depending on the hypothesis:

T _0_2 ~ F(K7Pmax)a
v T(K, Puax) ® T(1, P,),

HOa

. (12)

where I'(a, b) is the Gamma distribution with shape parameter
a and scale parameter b, and ® indicates the convolution
between the two Gamma distributions. Note that the sum
of squares of channel-gain magnitudes follows the Gamma
distribution. Based on the distributions of the test statistic in
@]), we can have a closed-form expression of the detection
error probability in Lemma [T]

Lemma 1. The detection error probability, (, is given by

P2+ 2P;Pnax 7

—1_ Jolmax T 4 almax )

¢ P ( 2p2 P,

Prax + Pa 1 )
X VK — , (13
Q < Pa Pmax\/ny ( )
where ¥ =y — o2,

Proof. The proof is provided in Appendix [B] O

The detection error probability derived in this work enables
us to find out some of the system parameters in closed forms.
In particular, utilizing the detection error probability in (13),
we will derive the optimal detection threshold in a closed
form, v* at which the detection error probability in (T3) is
minimized, i.e.,

~* = arg mvin C.

The optimal detection threshold v* is given by Lemma

Lemma 2. The optimal detection threshold at Willie is given
by

7" = K Ppax + 02, (14)

Proof. From the detection error probability in (13)), we have

P? 2P, Prox 7
(=1—exp (Kmdx+ = 7)

2P2 P,

XQ<\/RPmax+Pa ]-

,2 —

o Y K
~1-— - =
seo( mpn t 1)

max

where the approximation in (a) is from Q(x) =~ e /2,
which is validated since /K (P, K(Puax + P,) > P,. Then, the
minimization of ( is equivalent to maximizing the argument
of the exponential function which is a quadratic function
of ~. It is readily found that DEP is minimized at v* =

KPpax + Ufu. O

With the optimal detection threshold, v* in (I4), we can
derive the minimum DEP in Theorem

Theorem 3. The minimum detection error probability at
Willie, Cnin is given by

Cmin =1

5)

v (e + \/ )
Proof. Substituting v* obtained in into (I3), we have
KPI%laX Q _ KPI%I&X

2P? P2
1
=1- 3 exp(X)erfc (\/7()
2 exp(—X)

\/E(x/)?+\/)m)

v ( 213“2“+¢ e 1)

where X £ K/2 - (Prax/P.)?
is from [21]], which is validated since K P2

max

Cmin =1- exp(

1
~1——exp(X
B3 (X)

=1-

, and the approximation in (a)
> 2P2, O

As discussed in Remark [I, K is set to the minimum
number of cooperative users satisfying (i, > 1 — €. From the
relation between K and (i, we have the minimum number
of cooperative users denoted by Ki;, in Theorem E}

Theorem 4. The minimum number of cooperative users,
Kiin, to satisfy the covert constraint, (nin > 1 — € is given

by
P2 Ce
P2 ’

max

Kmin = ’7 (16)

L —8+16¢?
where ce = =————.

Proof. We find the minimum number of cooperative users,
Kin which satisfies the covert constraint, (i, > 1 — €
Remark |]] l tells that the minimum DEP, (,,;, is an increasing
function of 2 = K P2, . Thus, the value of (i, satisfying
the covert constraint with equality, i.e., (;in = 1 — € provides
Kmin. We have a relation between K and (i, in (15). That
is,

Cmin =1

=1-—c¢

(\/Kmmpmax + \/Kmmpmax + )

a7



Some algebraic manipulations provide us with the minimum
number of cooperative users as follows:

r;
Kmin = P2

max

— 8+ 16€2
2w ’

(18)

which however must be an integer value, and thus we finally
have

P? 6128+1662"

Kmin =

O

Theorem E] says that when K > K ,i,, the covert constraint,
Cmin > 1 — € is satisfied. It is also noticed that the number
of cooperative users is proportional to the transmit power of
Alice, P,. In particular, the number of minimum cooperative
users quadratically grows with the increasing transmit power
for covert communication. The relation between the covert
constraint and the minimum number of cooperative users is
also clearly manifested by the result of Theorem (4 That is,
the number of minimum cooperative users is quadratically
proportional to the inverse of ¢, i.e., Kuyin ~ O(e72).

For the minimum number of cooperative users, the optimal
activation threshold in Proposition [I] can be readily obtained,
which is summarized in Corollary [1}

Corollary 1. The optimal activation threshold, T in Proposi-
tion [1] is determined as

T = |hfl b|27

Kmin>

< |h

19)

where |h’;ln1,b|2 < |h’gz2,b|2

|2
mar,bl

Proof. By setting 7 to the square of the K-th weakest channel
magnitude, it is clear that we have K,,;, cooperative users
where K,y is given in (T6). O

Note that Bob can also estimate the minimum DEP, (,,,;,, since
he knows the statistical distribution of Ay, ,,. The knowledge
of (min enables Bob to be aware of K ,;, for a given ¢ value.
Then, Bob determines the activation threshold, 7 in Corollary
based on hf, ,’s acquired via the two-way channel estimation.
Meanwhile, Willie does not know which K,,;, users are
selected since he is ignorant of instantaneous values of A7, ,’s
even if he listens to the broadcasted activation threshold 7.

V. OPTIMIZATION OF LEGITIMATE USERS’ PARAMETERS

In this section, we first derive the connection probability,
P, based on the results of Theorem [} and then find out the
covert rate R which maximizes the throughput 7.

Alice does not know the instantaneous channel gains be-
tween the cooperative user and Bob, i.e., hy, ;. and thus she
cannot help deciding her covert rate, R based on the channel
statistics. For Alice to decide her covert rate maximizing
the throughput 7, it is necessary to derive the connection
probability in terms of the covert rate R. The connection
probability, P. = 1 — P, can be expressed as

1AM
P.=Pr|log, 1+ —5— [hap| >R
Zi:nim Pmax|hm7;7b 2 + 0'13

P.|he 2
:PI‘( — a‘ a,b| - ZT)
it max|hfn7 ol? 03

Kumin 2
Z |h b|2 | b| O'g
i PHIE].X Pmax

:Pr(ShgT),

(20)

where m;’s are the indices of the cooperative users and r =
2% —1. Note that T in is known to Alice since she acquires
h;b from the channel estimation. Meanwhile, S}, in @ is a
random variable to Alice. By utilizing the order statistics of
|he, b|2, we can have the statistical properties of S, which
leads to an expression of P, in Lemma [3

Lemma 5. The connection probability P. can be expressed

as R
P,|he |
2 a,b
,U/Pmax + O—b Rl T A
P.=Q | @1
—£L£ max
2
where Z min Kmintl—i 722 _ ZKmin Kmin+1—i
H= M+1—i =TT 2= M+1—i ) -
Proof. The proof is given in Appendix O

Based on Lemma [5] we find out the maximum covert rate,
Rpmax maximizing the throughput, n = RP, with the covert
constraint in (TOb) for a given P,. We are interested in the
large DEP regime, equivalently small ¢, and the maximum
covert rate in the large DEP regime can be expressed as in
Theorem

Theorem 6. For a small € value and a given P,, the maximum
covert rate, Ruax subject to the covert constraint in (I0b) is
given by

K
Rmax =lo 14— s 22
“ (1) Y
a 2
where 6 = ”I;E'r‘::gg, K= P;)L’::,EI , and ¢ = 2log 2T,
Proof. Details of proof are given by Appendix [D] O

With the maximum covert rate, R..x, we achieve the
maximum throughput 7yax as shown in Corollary [2]

Corollary 2. The maximum throughput, Nyax is given by

K
Tmax = 10g2 <1 + W) Q(f V *1/1) (23)

Proof. From and (22), the maximum throughput at a
given P, becomes
Palhg ol

Tmax

Npmax + 0—13 -
E'}Dmax

K
Nmax = 10gs (1 + W) Q

where 7oy = 27max — 1. The connection probability, P. can
be further simplified as

Palha.b|2
,U/Pmax + 0—5 - T
f)c — max
Q EPnax
:Q Npmax‘i’agip‘h ( \% w)
=P . REPo.



— Q(—v/=9).
This completes the proof. O

For a given number of users, M and a small € value, we can
achieve the maximum throughput in a closed-form expression,
Tmax as seen in (23). However, the result in depends
on the transmit power for the covert communication, i.e., P,.
Thus, we have to find the optimal P,, denoted by P at which
Nmax 18 Mmaximized. That is,

*
P} = argmax nmax

a

s.t. 0 < P, < Phax-

(24a)

(24b)

Note that the existing works [[15], [[18]] assume that the transmit
power of Alice, i.e., P, is given. In particular, the authors
in [18|] conduct numerical searches to find all the covert
parameters such as the optimal detection threshold, v*, the
maximum covert rate, R,,., and activation threshold, 7 for
a given P,. Meanwhile, this work optimizes all the system
parameters by conducting the one-dimensional search for P,
in (29) since all the other system parameters are explicitly
expressed as functions of P,.

The analytic results developed in this work can be utilized
in various ways. As an example, we consider the covert
communication problem with energy efficiency into account.
In doing so, we first define the energy efficiency, F.g as
the ratio of the throughput to the total power consumption
which includes the transmit power of Alice, P,, and the total
interference power consumed by the cooperative users. Then,
the transmit power, P, is now determined to maximize the
energy efficiency, i.e.,

P} = argmax Eeg (25a)
P,
s.t. 0 < P, < Phax, (25b)
where
FEog = argmax Nmac (26)

P, Kminpmax + Pa ’

Note that all the parameters in the definition of the energy
efficiency, F.g can be efficiently evaluated for a given P,.
Thus, the maximization in is readily conducted with the
one-dimensional search for P,. In Section [VI} the covert com-
munications with/without the consideration of energy efficient
will be compared in terms of throughput and total transmit
power.

VI. NUMERICAL RESULTS

In this section, we carry out numerical evaluations which are
compared with our theoretical results to confirm the analyses
in this work. In addition, we will uncover the relations among
system parameters. In the evaluations, it is assumed that the
maximum transmit power, i.e., Ppax, 1S set to 1, and the
channel between Alice and Bob is normalized as |h? ,|? = 1.

We first numerically evaluate DEP, (, in Fig. versus
the detection threshold, v with different values of K, i.e.,
K = 15 and 25. The numerical evaluation is performed by
generating realizations of the random variable in (I2)), and

an empirical DEP for a detection threshold, ~, is obtained
by conducting the test in with the realizations. In Fig.
it is witnessed that the minimum DEP values, (i, are
obtained at detection thresholds, v* of 0.901 and 0.922 for
K = 15 and 25, respectively. The detection thresholds for
Cmin are also evaluated with the theoretical result in (T4).
The comparisons between the numerical and theoretical results
look well matched, which confirms the theoretical derivation
for v* in (T4). It should also be noted that the minimum DEP
becomes larger with the more number of cooperative users,
i.e., K = 25, which results in a higher interference power and
ends up making Willie more confused.

1 T T T
Numerical (K=25)
0.99 - /\  Optimal point (K=25) B
— — — Numerical (K=15)
098} [J Optimal point (K=15) il
0.97 - 5
0.96 - il
&
A 095 il
=
0.94 - 8
0.93 il
0.92 - il
0.91 - 8
0.9 0 I I I I I I I
0 20 40 60 80 100 120 140 160 18C

v

Fig. 2. Detection error probability, ¢, versus the detection threshold, ~y, with
K =25 and K = 15, and Py = Pmax.

Now, we numerically evaluate the minimum detection er-
ror probabilities, (i, for different numbers of cooperative
users, K between 1 and 100 setting P, to either 0.67 or
0.83. The numerical evaluations are obtained by searching
for the minimums of the empirical DEP for K values. The
evaluations of minimum DEPs are depicted in Fig. [3] where
the minimum number of cooperative users, K i, to meet the
covert constraint, ( > 1 —¢, for P, = 0.67 and 0.83 are given
by 28 and 43, respectively, when ¢ = 0.05. Note that K ;, is
the value on abscissa corresponding to (i, = 1 — € = 0.95
on the ordinate. The K,,;, values obtained from the numerical
evaluations are compared with the theoretical result in @,
which substantiates the theoretical derivation for K,i,. In
addition, the results in Fig. [3]tell that the minimum DEP, (yin
is in proportion to the number of cooperative users, K. The
minimum number of cooperative users, K i, also grows with
the increasing transmit power, P, which is predicted by the
closed-form expression of Ky, in (16).

In Fig. @ the throughput, n = RP, versus the covert rate,
R is depicted for e = 0.030 and 0.025 values when M = 500,
and P, = 0.83. The numerical results in Fig. [ are simply
given by the product of the empirical connection probability
and the covert rate. Meanwhile, the theoretical results for the
throughput can be readily obtained by evaluating n = RP,
where P, is given by Lemma [5| The empirical and theoretical
results in Fig. [Z_f] look close to each other, which confirms the
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Fig. 3. Minimum detection error probability, (min, versus the number of
cooperative users, K, when € = 0.05.

derivation for the connection probability, P,. It is observed that
the throughput, 7 is maximized at Rpax = 0.0564 and 0.0279
for ¢ = 0.030 and 0.025, respectively which are predicted
by the result in Theorem [6] As expected, the maximum
throughput gets reduced with the stricter covert constraint, i.e.
¢ = 0.025. The numerical evaluations in Fig. ] confirm our
derivation for Ry, in Theorem [6}

0.06 T T

%  Numerical (¢ = 0.025)
— — — Theoretical (e = 0.025)

22 Ry (€ = 0.025)

+  Numerical (e = 0.03)
Theoretical (¢ = 0.03)
O Ruax (€=0.03)

RP¢, Covert throughput

0.15 0.2
R, Cover Rate

0.25 0.3

Fig. 4. Throughput, n, versus the covert rates, R, for M = 500, P, = 0.83,
e = 0.03, and € = 0.025.

In Fig.[5] we evaluate the peak maximum throughputs, i.e.,
Nhax = Tmax(Py) versus the covert constraint, { > 1 — ¢ for
M = 1000, M = 500, and M = 200 when Ppnax = 1. The
peaks of the maximum throughput are found out by conducting
the one-dimensional search in @ which is denoted by
‘“Theoretical’ in Fig. [5] Meanwhile, we also numerically find
the peaks of the maximum throughput with realizations of
the random variable, Sy, in 20). It is observed that 7.
decreases as the covert constraint gets tighter since the more
cooperative users /. have to transmit the interfering signals

to meet the more stringent covert constraint. In addition, the

results in Fig. [5| also show that 7 .. increases with the
growing number of users, which is due to the multi-user
diversity effect. That is, the K;,-th weakest channel gain
between the users and Bob becomes reduced with a high
probability as the number of users increases, which makes
all the channel gains of cooperative users reduced. Thus,
the undesirable interference due to the cooperative users at
Bob gets diminished. Meanwhile, the number of users does
not change the statistics of the channel gains between the
cooperative users and Willie.

Theoretical (M=1000)
0.5/ /\ Numerical (M=1000) |4
— — — Theoretical (M=500)
X Numerical (M=>500)
Theoretical (M=200)
04F >~ [0 Numerical (M=200)
1]
., 03[
0.2
0.1
-8
0 I I I I I I I I
095 0955 0.96 0.965 097 0975 098 098 0.99 0.995

1—e€

Fig. 5. The peak maximum throughput, 1} ..., versus the covert constraint,
¢>1—¢€ for M =1000, M = 500, and M = 200 when Pmax = 1.

In Fig. [f] we depict the optimal transmit power of Alice,

P} and the optimal number of cooperative users, K. =

min
Kmin(P)) at P, = P versus the covert constraint, ( > 1 —¢
for M = 500. It is noticed that P} tends to linearly increase as
the covert constraint, 1 — ¢, decreases from unity. Note that the
decrease of the covert constraint makes it possible to increase
the transmit power, P, and/or reduce the minimum number
of cooperative users at P, = P;, i.e., K}, . However, it is
interesting to see that only the transmit power increases in
Fig. @ until P reaches Pp.x while the minimum number of
cooperative users, K stays the same. In Appendix [E} we
show that P linearly grows with the increasing e until the
transmit power, P reaches its maximum value. Afterward, the
decrease of K. happens. In Appendix.|E| we also investigate

the cross point of the minimum DEP, denoted by ¢ in Fig. [
at which the transmit power P; reaches its maximum value.

In #6), ¢ is given by
¢ - —p+/p?+16
B 8

where

24Mo?

1-1
Pmax *

wl

p:

Now, we perform the optimization problem in (23) where
the energy efficiency, i.e., Fg in (26), is maximized while
satisfying the covert constraint. In Fig. we compare the
throughputs, 7} ..., for the two optimization problems, i.e., the
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Fig. 6. Optimal transmit power of Alice, P}, and the optimal number of
cooperative users, K *

min» Versus the covert constraint, ¢ > 1 — e when M =
500.

ones with/without the consideration of energy efficiency, ver-
sus the covert constraint, 1—e for M = 500. It can be observed
that both the throughputs increase with the decreasing covert
constraint. The energy efficiencies in (23] are also compared
in Fig. [/| where the design with the optimization problem in
has much higher energy efficiencies throughout all the
covert constraints.

T
——8&— Energy Efficient Allocation
—— Throughput based Allocation

S

T
——8— Energy Efficient Allocation
—— Throughput based Allocation | |

Fig. 7. Optimal throughput, n*, and energy efficiency, Eeg, for optimal P}
versus 1 — € according to throughput based allocation and energy efficient
allocation when M = 500.

In Fig. |8l the two system designs are compared in terms
of Py and K}, versus 1 — ¢ for M = 500. In both the
designs, the transmit power P, linearly increases as the covert
constraint, 1 — ¢ decreases. Note that the energy-efficient
design has only one cooperative user to minimize power
consumption. Since the power of the interference signals from
the cooperative users is minimized, the transmit power, P; is
proportionally reduced as compared to the design without the
consideration of energy efficiency. As expected, it is noticed

that the total power, i.e., K

minPmax+ P, has a big discrepancy
between the two designs.
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Fig. 8. Optimal transmit power of Alice, P;, the optimal number of

cooperative users, K ;in* and total power, KI’;]ianax + P}, versus 1 — € for

throughput based allocation and energy efficient allocation when M = 500.

VII. CONCLUSIONS

In this paper, we investigate an uplink covert communi-
cation scheme with cooperative users which takes advantage
of channel independence and multi-user diversity. For the
covert communication scheme, we derive important system
parameters such as the optimal power profile of cooperative
users, the minimum number of cooperative users, and the
optimal activation threshold in closed forms. We also derive
a closed-form expression of the covert rate with which an
analytic expression of the maximum throughput is obtained
as a function of the transmit power P,. The work greatly
simplifies the multi-dimensional optimization problem to a
simple one-dimensional search of the transmit power. The
analytic results are confirmed with simulation results under
various situations. In addition, the analytic results are further
extended to tell interesting behaviors of the proposed scheme
such as the changes of P and K™ as the covert constraint
varies. Finally, we show that the results of work can be
utilized in versatile ways by demonstrating a design of covert
communication with energy efficiency into account.

APPENDIX A
PROOF OF PROPOSITIONI]]

For given R and P,, the optimization problem of (9) can
be expressed as

P* = argmax P,.(P)

P
AL o7
= argmax ’ a
P an\le P, |2+ 0f
st. (>1—¢€ (27b)
0 < Pn < Prax- 270



Using the Lyapunov central limit theorem, we can respectively
express the probability density functions (PDFs) of the test
statistic in (5), denoted by p (To,; Ho) and p (Ty,; Hy) as

P (Tw; Ho) = N(w, Q)
p(Tyw; Hy) = N(w + Py, Q4 P?)

where w = Y M_ P, and Q = - P2 In addition, from
(6], the detection error probability is derived as

¢ = Pra + Pup
= Pr(T, > v; Ho) + Pr(T,y, < ; Hyp)

“o() e ()

For Prp = «,

v =VAQ ! (a) +w,

so that
P, _Q Pa*\/ﬁQil(O‘)
MD = N P .
Finally

(28)

S E)

VQ+ P?
Note that ¢ is a monotonically increasing function of €2 for
any 0 <a <1,

It will be shown that the minimum of ¢ is also a monotoni-
cally increasing function of 2. For given {2 and (), there exist
o* and & such that ¢(c, ) and (o, ) are minimized at o*

and &, respectively. Without loss of generality, we assume that
0 < Q. Since ((a*,Q) < ((a, ) for all a, we have

Cmin () = (", Q) < ((&, Q).
Thus,

Gmin(2) = ¢(a", ) (S) ¢(a, Q) (f) Cmin(Q) = ((&, Q),
where (a) is due to the minimality of a* for €2, and (b) is from
the fact that ¢ is an increasing function of (2 for a fixed &.
The inequalities tell that (i, (€2) is a monotonically increasing

function of Q. Thus, the covert constraint, (min(2) > 1 —¢€is
turned into a lower bound on the total interference power

Q>9, (29)
where § = (L (1 —

min

inequality [22], we have

2
f: L 2>i ipﬂ >i
M (E)M M = M2

m=1 m=1

€). By using the Cauchy-Schwarz

(30)

Thus, it is clear that a power profile P satisfying 2%21 P, >
& for 6 = /M3 also satisfies the inequality in (29). It is also
well known that for sufficiently large M, the inequality in
(30) denoted by (a) in (B0) gets tight. Thus, in this work, we
replace the constraint in (29) with

M
Z Py > S
m=1

Then, the optimization problem of is reformulated as

M
i Polhe |12 4+ o2 31a
m}%nmz::l [P bl ™ + 0% (3la)
M ~
st. Y Ppn >4, (31b)
m=1
0 < P, < Phax- (31¢)

We find the optimal P* to satisfy the Karush-Kuhn-Tucker
(KKT) conditions of (3T) which are summarized as follows:
o Stationarity: [h%, | — X5, +ws, —v* =0, Ym,
o Complementary slackness: A5 P¥ = 0, w’ (P} —
Prax) =0, Vm, and v*(6 — M P,) =0,
o Primal feasibility: Py > 0, P < Pnax, Vm and
Y1 Py > 0,
o Dual feasibility: A}, wr,, and v* > 0, Vm.
From the stationarity, we have \}, = |hfn,b|2+w;“n—1/*, which
allows us to express the conditions as

1) Pr >0, Pl < P, wy, > 0, and v* >0,

2) thf:l P;’;L Zg’
3) (|hg, )* +w —v*) Py =0,
4y wr (Pr — Puax) =0,

5) |hmpl?® +wy, —v* >0,
6) v (06— M_ P, =0.

TABLE 1
SOLUTIONS WITH THE KKT CONDITIONS; NS STANDS FOR NO SOLUTION.

| I e B - L B L R
Pr=0—
P* =0 due to m *
w;*n =0 m 3) Z‘h;zn'b‘Z?gy* Pm NS due to 5)
due to 6)
W >0 NS due to 3) and | NS due to 3) and Py, = Pmax
m 4) 4) due to 4)

Based on the KKT conditions, the solution for the opti-
mization problem in (3I) can be found in Table [I| where the
rows and columns represent the values of w;,, and the relations
between \hfn’b|2 and v*, respectively. For some combinations,
we do not have a solution that is denoted by ‘NS’ in Table[l]

Thus, the optimal P}, can be expressed as

Pmax> |h7an,b|2 <7
0 he 2 >T
P;; — o | m,b|2 , (32)
0— Z Prax, |h$n7b| =T
m:|he, L |2<T
where 7 = v*. Note that the solution for |[h2, ,|?> = T,
ie, Py = 0 — Zm:lh“m,b|2<7 Prax can be expressed as

Prax = 0 — |{m : |hgh, b} Pmax which requires the number
of users with their channel gains satisfying |h;‘mb|2 < T
However, the solution is not feasible since users do not know
the channel gains of other users. Thus, for the given system
model in Section [lI} the optimal P, is determined as

Pmax7 h/a 2 <

™o, |he, o ? > 7.

O



APPENDIX B
PROOF OF LEMMAI]

The false-alarm probability at Willie is given by

Pea = Pr(T, >73H0)
—Pr(T —0’ >7—U HO)

('Y - 2 ) - K-Pmax
~Pr(Z>~—-0f)= ,
(@) (Z>7-0) Q( JVEP2_
where the approximation in (a) is carried out by applying
the central limit theorem, i.e., ['(k, P;) ~ N (kP;, kP?), and
Z is a random variable following N (K Ppax, KP2,,) for

the number of cooperative users, . Meanwhile, the miss-
detection probability at Willie can be derived as

Pyp =Pr(T, <v;Hy) =Pr(Ty, — 02, <v— oo Hy)
NPT<X—|—Y<’y—o')

/ fry)Pr(X <y-—ol —y)dy
KPpax — (v — Ufu
_Q (v —ow)
V KPI’%]'IX

P2 4 2P Puax vy — 02

2P? P,

Rnax + P a 1 2 )
X VK — -0 ,
Q ( Pa Rnax\/K(’Y w)
where the random variables, X and Y follow I'(1, P,) and
N (K Ppax, KP2,.), respectively, and the approximation in

(b) is carried out by applying the central limit theorem of
(K, Phax)- O

APPENDIX C
PROOF OF LEMMA 3]

Let A2 , < h% o < ... < A%, denote the order
o v1,b ma, mu, .

statistics in a sample of M from the standard exponential
distribution, i.e., the rate parameter of unity. Then, A7, , can

be expressed by

m, ,b

ZM—H—l

where y;’s are independent and identically distributed (i.i.d)
standard exponential random variables [23]. Then, the sum of

order statistics, S = Z "1™ hy,, » can be expressed as
Ko . Ko
min Kmin _ ] + 1 min
Sy = L A TT— E Ay 34
h < M—j+1 Y; < YA (34)

where A; £ (Kyin — j +1)/(M — j + 1), and each term in
the summation follows a Gamma distribution, i.e.,

Ajyj ~ F(l, AJ)

Thus, the PDF for the sum of the order statistics in (34) can
be expressed as the convolution of the Gamma distributions

as follows:
Kuin
Sp~ &®

j=1

I'(1,4y),

which can be approximated as a Gaussian distribution due to
the Lyapunov central limit theorem. That is,

Sh ~ N(/JHE2)7

where p = S5 A, and 22 = Y Fmin A2, Therefore, the
connection probability can be derived as

(35)

Pc:Pr(Sh<T):Q(u;T>7
1P|hab|

2
P =% This completes the proof. [

where T' = - B

APPENDIX D
PROOF OF THEOREM

From (2I)), the throughput, n = RP, can be written as

Palhg ,*
T . (36)

/'LPmax + UZ -

n=log; (1+7)Q

Epmax

The relation between K and € in (I6) tells K quadratically
grows with the decreasing e value. In the large DEP regime,
ie., € < 1, there are a large number of cooperative users,
which in turn reduces the value of r, and thus we can have
log(1 + r) &~ r. In such a case, the throughput in can be
expressed as

K

7") ’

(37
where 6 = (1 Pmax + 03)/(PunaxZ), & = Palhl |*/(PmaxZ),
and = and p are defined in (33). For the throughput in (37),
the derivative of throughput is approximated as

% (102262 (6 a :))
o[

2
0 0—-= 1

AR ————exp —( ) + ,

V2mlog2 2 2log 2

where using some results in [24]], the second term is approx-
imated as

1 K 1 -z
log2® (9_ ?) - 210g2€rfc( V2 )

Pa|hg |? r

- :logQQ(e_

T lfmeax"_O—Z_

M= og2? E P

ba) + e (0-9)

(38)

S
~ log?2 V2

1 2 (65762
A~ ——|1—-—exp
2log 2 NZ3 2 V2
_ ! ! " (6 %)
21og2\/ﬂ10g2<0r>e}(p{ 2 }

We need to find the value of r making the derivative of
throughput equal to zero, which provides the covert rate,
R, maximizing the throughput. It is readily shown that the
derivative of throughput will be zero when 7 is a root of the
following quadratic equation of r:

(92 +w) r? — 20kr + k2 =0,



where 1) = 2log(v/27/26). The roots of quadratic equation
are

e 20t VAR — ARk (02 +4) _ w ’
2(02 +¢) 0F V=0
where r+ > r—. Among the two roots, it will be that r~1is
the solution that we look for, i.e., Ryax = logy(1+77).
For r € (r—,r"), we can express r as
r=— (39)

0+ = —c’

where ¢ € (0,2+y/—1). Then, the derivative of 7 with respect
to r can be expressed in terms of ¢ as
2 }>

d77 1 1 20 (*M + c)
dr  2log?2 Vor Py 2
20 Y —c? +2cy/—
N exp 5

<
sl el 50
<

1 —CXp{W}) <0,

where the step (a) is due to the fact that exp(y/2) =
(20/+/27)~1. 1t is obvious that the derivative of 7 is negative
for r € (r—,r"), which implies n(r~) > n(r*). Thus, we
have ™ as the solution with which the maximum covert rate,
Rpyax is obtained as Ryax = logo(1+77) = log,(1+k/(6+
V=0)). O

APPENDIX E
PROOF OF CROSS POINT

For finding the cross point of covert constraint, we first
simplify the maximum throughput in Corollary 2] as follows:

Tmax = 108, (1 + HJrT/W) Q(—v/—1)

K 1
By ologa VY
1 K lf 1 V2T
Tlog20+ v 5 | 27°€ ST
1 K
(b)log20+\/
( <1+ log exp log}>>
L& 12 Y2
o
log29+\/ 9 g\/27r

1 K

= g2 07 V0 <29 (6+ F)) Flog 2’

where (a) comes from the first order Taylor approximation
since rmax = K/(0 + V—¢) < 1, and (b) is due to
the approximation of the complementary error function in

[24], [25]. Then, the maximum throughput can be succinctly
expressed as
1 Polhy b|2
max — ’ 40
Thoa 2log2 Pmaxu—l—ab (40)
where 0 = (1 Pmax + 02)/(PmaxZ), £ = Py|h? b\ /(PrnaxZ),
and p is defined in (33).
In , the term, 1 = Z
as

min Kpnin+1—1

FfT—; can be re-expressed

min Koin+1—1
m= ; M+1—i

- (Kmin - M)(HM - HM—Kmin) + Krnin:

where H,, is the harmonic number defined as H,, = > | + =

Yo(n) +1/n+ o where 7o and 1) are the Euler-Mascheroni
constant and the digamma function. Then, we can approximate

14 as
H= (Kmin
= (Kmin -

- M)(HM - HM*KInin) + Kmnin

M) (¢0(M) - w(J(M - Kmin)) + Kmm
M — Kunin 2M +1
N(M - Kmin) IOg T + Kmlnw
M
M — Knin 2M +1
= Mlog [ ———min
o (M)

oM
N M~ Kuin |\ /| _ Kuin oM + 1
() M 2M

+ Kmin
Kuin 2M + 1
~ *Kmin (1 - > + Kmini—’_

M+1
M

—Kmin

+ Kmin

2M 2M

~ Kpin(1 + Kin)

- 2M ‘
where (c) is due to ¥o(x) ~ logz — i [26], (d) is possible
with logz® =~ (x — 1)y/z for & 1, and (e) is the first order
Taylor approximation for /1 —z, i.e., VI —2~1—£. The
optimization of the throughput in (24) is now reformulated
with (40) and @I) as follows:

1 Pa|hy b‘2
P 1082 Paae Kunin (1 + Koin) / (2M) + 07
s.t. P, < Puax,

(41)

which is equivalent to
1 Pmamein(l + Krnin) 2
min e ( oM A
s.t. P, < Ppax-

The objective function is expressed in terms of P, with
Kumin = P2c./ P2, where the ceil function in (T6) is omitted.
Then, the objective function becomes a cubic function of P,
as follows:

C
P34+bP, + —
a a + + Pa bl

2 2
where a = 553

e 0= P ar > and € = \ha TR 2
It can be readily shown that the roots of the derivative of the



objective function are obtained by finding the solutions of the
equality, 3aP? + bP? — ¢ = 0. There are four solutions,

+v12ac+ b2 —b
6a

among which we have only one valid solution,

P, =%

24 M o2
V12 2 _ s o+1-1
PC’: — Lbb — Pmax Prnax (42)
6a 6ce
[T
= Pmax ;7 (43)

where T = (1/24M02/Pyax + 1 — 1)/6 since the transmit
power P, is a non-negative real number. Thus, the search for
P has a unique solution. Note that P, < Pp.y. Thus, the
optimal P can be expressed by

* Pmax 17 T < ce
Pr= e (44)
Prax, otherwise
From (@4), the optimal K* is given by
Y, T<e
T A @)
[ce], otherwise

Remember that as the covert constraint 1 — € decreases from
unity, the optimal transmit power P, grows until it reaches
the maximum Py,,x. In the large DEP regime, i.e., ¢ < 1,
cc ~ €2, which tells that P’ linearly grows with the
increasing e value. Now, we get the cross point of the covert
constraint below which the transmit power remains at the
maximum power by finding the € value satisfying the following
equality:

24Mo?
b +1—1

6ce

The solution of the equality is readily obtained as
(o TPt VP +16
8 )
and thus we have the cross point of the covert constraint as

g_l_—p+\/p2+16
- ——

2. O

(46)
where p =
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