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Guest Editorial:
Special Section on Emerging Trends Issues and

Challenges in Edge Artificial Intelligence

EDGE computing has the advantages of real-time response
and less network demand for computing closer to the edge

of the network, while bridging the physical and digital worlds.
The core of the edge computing is to provide the edge intelligent
service. Therefore, edge artificial intelligence is becoming a
popular trend for the future, such as intelligent sound box, and
so on. Edge artificial intelligence combines edge computing
with artificial intelligence, while taking both advantages.

However, there are some problems, which need to be solved
for the edge artificial intelligence.

1) Artificial intelligence generally requires high-
performance computing, especially for training, but,
normally, the edge nodes have limited computing power.
Therefore, it is important to manage resources in edge
artificial intelligence for providing enough computing
power.

2) Data placement, in the artificial intelligence of cloud com-
puting, all data are placed in the cloud. But in the edge ar-
tificial intelligence, the data need to be migrated between
cloud and edge for limited storage capacity in edge.

3) Edge computing is a typical distributed computing, how
to solve the distributed models will be a difficult problem.
Most of the models need to be distributed in the edge.

4) For providing the better edge intelligent service, more
artificial intelligence applications need to be optimized
in edge. Therefore, some new algorithms and methods
for edge artificial intelligence needs to be proposed.

5) Privacy protection is more important in the edge cir-
cumstance for its easier to divulge personal information.
Therefore, the edge artificial intelligence needs to pay
more attention to privacy protection.

This special section aims to provide a platform for the commu-
nities to report recent findings and emerging research develop-
ments for addressing above-mentioned problems. Five papers
have been selected for publication in this part of the section,
following several rounds of reviews. They cover the range of
subjects, from resources management for satisfying demands,
new algorithms and methods for edge artificial intelligence ap-
plications, to new privacy protection policies for edge artificial
intelligence.

Besides delay and energy, one critical performance indica-
tor of an edge artificial intelligence service is the quality of
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result (QoR). The QoR can be represented by regression preci-
sion or classification accuracy. Moreover, the QoR is related to
both algorithm complexity and input data. Zhang et al. propose a
method to optimize energy and delay for computation offloading
in edge artificial intelligence in this paper “MASM: A Multiple-
Algorithm Service Model for Energy-Delay Optimization in
Edge Artificial Intelligence.” It proposes a multiple algorithm
service model (MASM) specifically for edge artificial intelli-
gence applications. Different VMs in the cloudlet are equipped
with heterogeneous algorithms with different computation com-
plexities and upload various data sizes in the MASM. The VM is
chosen according to the demands of energy and time cost. Based
on the MASM, an optimization model for minimizing the delay
and the energy costs of the computation offloading process by
jointly assigning proper workload assignment weights and the
computing capacities of the VMs is proposed. Finally, a tide ebb
algorithm (TEA) is developed for finding robust solutions to the
proposed energy-delay optimization problem, while proving the
Parato optimality of TEA.

Multiobjects tracking (MOT) have been proven usefully for
its wide applications in visual surveillance, traffic safety, auto-
matic video content analysis, and virtual reality. But pedestrians
tracking is challenging for similar appearance with occlusions,
intersected trajectories, missing data, and camera motion. For-
tunately, tracking-by-detection (TBD) based MOT methods are
the state-of-the-art method for developing pedestrian detectors.
TBD tracking mainly has two kinds, the online tracking and the
batch tracking. Both have one key issue, data associate, consist-
ing of association affinity model, and association optimization
model. To improve association optimization in MOT, Yang et al.
propose an online MOT method, in which the association opti-
mization problem is formulated into a two-stage strategy, i.e.,
local and global association stages, by relying on the rank-based
association affinity model.

The automotive industry demands more personalized, inte-
grated, and on-demand services including shared, connected,
and autonomous environment, which is a typical edge appli-
cation. However, one of the biggest issues in the automotive
supply chain industry is counterfeiting products, which leads to
dissatisfied customers and affects trust in the brand for poor qual-
ity. In order to effective plan of production capacity, track and
trace of individual parts across the supply chain, and accurate
and realtime information, Sharma et al. propose blockchain-
based distributed framework model for the automotive industry
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in the smart city to build a sustainable platform for automotive
ecosystem.

With the propagation of smart mobile devices, the position-
based services (PBSs) have become progressively popular to
deliver networked amenities based on roaming user’s positions.
For effective PBSs, extraction and recognition of meaningful
positions and estimating the subsequent position are fundamen-
tal procedures. However, position-based real-time applications
lack of concern. In the paper, “Enforcing Position-Based Con-
fidentiality with Machine Learning Paradigm Through Mobile
Edge Computing in Real-Time Industrial Informatics” proposes
the method for conserving position confidentiality of roaming
PBSs users using machine learning techniques. It makes use of
prevalent machine learning techniques for implementation and
execution of three-phase procedure (position extraction, posi-
tion recognition, and position prediction) at the PBS intermedi-
ate server. Moreover, a mobile edge computing service policy
is followed in the proposed paradigm, which ensures the timely
delivery of PBSs, while offering position confidentiality and low
latency by means of networking and computing services at the
vicinity of roaming users.

In order to address the problem of the privacy-preserving
frameworks being computation intensive, Lyu et al. propose a
distributed approach, called fog-embedded privacy-preserving
deep learning (FPPDL), to optimize the service capacity of fog
computing for distributed deep learning. In the FPPDL, end
nodes take the role of data contributors, who never upload orig-
inal training data to both the nearby fog node and the cloud.
Instead, each end node only forwards the transformed data us-
ing random projection to a nearby fog node. The intermedi-
ate fog nodes compute fog-level model gradients based on all
the received data, then a fraction of gradients are forwarded to
the cloud, which maintains the cloud-level model by aggregat-
ing fog-level updates, and only this update is communicated.
So, FPPDL leverages the intermediate fog nodes, which ex-
change less sensitive gradients in a differentially private manner,
without revealing more sensitive observation-level data.

Cloud computing provides a more cost-effective way to
deploy scientific workflows, but each task of a scientific work-
flow requires several large datasets that are located in different
datacenters, resulting in serious data transmission delays. Edge
computing reduces the data transmission delays and supports
the fixed storing manner for scientific workflow private datasets,
but there is a bottleneck in its storage capacity. Therefore,
one challenge is emerged, which is to combine the advantages
of both edge computing and cloud computing to rationalize
the data placement of scientific workflow, and optimize the
data transmission time across different datacenters. Lin et al.
propose a self-adaptive discrete particle swarm optimization
algorithm with genetic algorithm operators (GA-DPSO) to
optimize the data transmission time when placing data for a
scientific workflow. The proposed GA-DPSO considered the
impact factors on the transmission delay, such as the bandwidth
between datacenters, the number of edge datacenters, and the
storage capacity of edge datacenters. The crossover and muta-
tion operators of the genetic algorithm were adopted to avoid the

premature convergence of traditional particle swarm optimiza-
tion algorithm, which enhanced the diversity of population
evolution and effectively reduced the data transmission time.

Real-time feature of data flow of the whole industrial system,
directly affecting the production efficiency and normal operation
of the system, plays a critical role in a smart factory and Industry
4.0. Therefore, reducing the overhead of the data processing and
transmission in computing-extensive tasks [e.g., Artificial Intel-
ligence (AI) and deep learning tasks] is another aspect to guar-
antee the real-time performance. The current latency-constraints
methods concentrate on the network optimizations, data fusion,
computing-task simplification, and computing resource decen-
tralization. Edge/fog computing frameworks, close to producing
equipment consequently leading to the decrement of the latency
for data communications between servers and machines, are
good candidate strategies for smart manufacturing to tackle the
above-mentioned problems. However, some challenges we still
need to face: 1) how to propose a computing system to handle
and integrate the historical heritage of computing resources; and
2) how to construct some novel and efficient strategies and algo-
rithms to ensure the real-time performance. Li et al. propose a
hybrid computing framework and design an intelligent resource
scheduling strategy to fulfill the real-time requirement in smart
manufacturing with edge computing support. First, a four-layer
computing system in a smart manufacturing environment is pro-
vided to support the artificial intelligence task operation with the
network perspective. Then, a two-phase algorithm for schedul-
ing the computing resources in the edge layer is designed based
on greedy and threshold strategies with latency constraints.
Finally, a prototype platform was developed.

The challenging issue in the power hungry, short battery
lifetime, and delay-intolerant portable devices is inappropri-
ate and inefficient classical trends of fair resource allotment.
Moreover, it is interpreted through extensive industrial datasets
that dynamic wireless channel could not be supported by the
typical power saving and battery lifetime techniques, for exam-
ple, predictive transmission power control (TPC) and baseline.
Therefore, Sodhro et al. propose the following conditions.

1) A forward central dynamic and available approach
(FCDAA) by adapting the running time of sensing and
transmission processes in Internet of Things (IoT) based
portable devices.

2) A system-level battery model by evaluating the energy
dissipation in IoT devices.

3) A data reliability model for edge AI-based IoT devices
over hybrid TPC and duty-cycle network.

The proposed FCDAA tunes transmission power level and
duty cycle of IoT devices in industrial applications by adopt-
ing static (product processing) and dynamic (vibration and
fault diagnosis) platform at acceptable reliability or packet loss
ratio.

Nowadays, smart sensors equipped with face, gait, or voice
recognition modules and machine learning algorithms are preva-
lent. However, confidentiality of biometric traits in these sys-
tems cannot be met because the biometric traits used in these
systems are unprotected and usually exposed outside human
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bodies; for example, our faces can be captured easily by some-
one malicious. In contrast to some commonly used biometric
identifiers, e.g., fingerprint and face, finger vein is relatively
robust in the sense that it is located inside a finger and immune
to forgery. The finger-vein pattern can only be acquired by using
an infrared camera in which the infrared light is absorbed by
the hemoglobin in the blood inside the finger vein. As a result,
finger veins are shown as dark lines in the image. Because of
finger vein’s high uniqueness, stability, and difficulty of being
forged, finger vein based biometric recognition systems have
drawn an increasing attention in recent years. However, the
existing machine learning based methods do not consider the
security aspect of the biometric traits used in the authentication
system. To address the issue, Yang et al. develop a novel bio-
metric template protection algorithm using the binary decision
diagram (BDD) for deep learning based finger-vein biomet-
ric systems. The proposed algorithm is capable of creating a
new noninvertible version of the original finger-vein template,
which is stacked with an artificial neural network. The multilayer
extreme learning machine (ML-ELM) to generate a privacy-
preserving finger-vein recognition system, named BDD-ML-
ELM. The proposed BDD-ML-ELM ensures the safety of the
original finger-vein template even if its transformed version is
compromised.

Facing the huge amount of data, recommender systems are
increasingly playing an important role in our daily life. Su
et al. propose a novel user-centered recommendation strategy for
cultural items suggestion with the help of edge intelligence in the
paper “An Edge Intelligence Empowered Recommender System
Enabling Cultural Heritage Applications.” After analyzing the
challenges and drawbacks of previous recommender systems,
Su et al. design a new big data infrastructure for the manage-
ment of cultural items, which offers APIs to easily create new
applications in a multilayer architecture way including query en-
gine, semantic search, and machine learning module. Besides,
to improve the recommendation of cultural contents, the pa-
per proposes to better understand user using machine learning
algorithms before prefiltering the potential candidates. In or-
der to comprehensively evaluate the proposed idea, the authors
build an edge intelligent Smart Search Museum application to
perform semantic searches and ML-based inference.

As we enter the era of Industry 4.0, the smart factory can
autonomously make decisions on complex and real-time man-
ufacturing, maintenance, and logistics decisions with the help
of advanced ICT technologies. Semiconductor manufacturing,
due to its high investment and high payoff, has been one of
the most competitive industries in the world. Semiconductor
manufacturing can be referred to as a job shop (JSP) industry
with the long manufacturing process, which is a classical NP-
hard problem with numerous applications. Lin et al. propose a
smart semiconductor manufacturing factory based on an edge
computing framework and solve the JSP problem using the mod-
ified deep Q network algorithm, which combines deep learning
and reinforcement learning. The experimental results show that
the novel approach can address the decisions of multiple edge
devices in an efficient way.

Edge computing provides high-class intelligent services and
computing capabilities at the edge of the networks to ease the
backhaul impacts and offer an improved user experience. How-
ever, the edge artificial intelligence exacerbates the security of
the cloud computing environment due to the dissociation of
data, access control, and service stages. Lateral movement tech-
niques are frequently used to launch cyber attack, especially
in the hierarchical architecture system. But the following two
challenges make the existing approaches hard to apply in edge
environment: Since the edge nodes are often the memory limited
and computationally constrained devices, the traditional lateral
movement detection methods that need a significant manual
effort and business correlated knowledge are not suitable in
edge-cloud environment. Besides, the lateral movement detec-
tion methods that rely on detecting changes in node behaviors
may not be applied successfully on the edge environment due to
its dynamic nature. Hence, Tian et al. propose CloudSEC, a lat-
eral movement detection method for the edge-cloud computing
environment, to supply a complete and credible evidence chain
as well as supports the capacity of real-time lateral movement
reasoning to enhance the system security.

Real-time data processing applications demand dynamic re-
source provisioning and efficient service discovery, which is
particularly challenging in resource constraint edge computing
environments. Network embedding techniques can potentially
support effective resource discovery services by achieving a
proximity-preserving representation of the network resources.
However, most of the existing techniques fail to capture accu-
rate proximity information among the network nodes and further
lack exploiting information beyond the second-order neighbor-
hood. The paper “An Inductive Content-Augmented Network
Embedding Model for Edge Artificial Intelligence” proposes
inductive content augmented network embedding (ICANE)
model, to preserve higher order structural and semantic content
proximity in large-scale decentralized networks leveraged by
artificial intelligence techniques. ICANE can effectively learn
the embedding function to generate a low-dimensional vector
representation of complex networks in an inductive way. More-
over, a semantic proximity search method has been proposed
to locate the top-k relevant nodes using the learned network
representation.

With the rapid development of mobile phones, IoT, and mo-
bile terminal devices, network resources are gradually insuffi-
cient and the burden on existing cellular networks is increasing.
To improve the efficiency of network resources, the cloud of
radio access network (C-RAN) architecture is considered in the
fifth generation mobile networks standard. It splits the tradi-
tional base station into two parts, including the remote radio
head and the baseband unit. For resource allocation in C-RAN,
accurately predicting traffic is very important, which can re-
duce the number of migrations of C-RAN resources as well as
transmission costs and energy costs. However, most of the exist-
ing methods for predicting traffic use statistical analysis, which
cannot comprehensively consider global factors. The paper
“Dynamic Resource Prediction and Allocation in C-RAN with
Edge Artificial Intelligence” formally defines the resource
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allocation problem in the C-RAN. Besides, to further improve
the performance, the long short-term memory is used to predict
dynamic throughput and GA-based resource allocation algo-
rithm is used to optimize resource allocation.

In this part of the special section, the selected articles pro-
vide interesting approaches and promising views regarding
the frameworks and modeling. We hope the readers benefit
from the different perspectives in this part of special section
and it will contribute to this frontier but fundamental research
area.
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