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Abstract—Some recent survey statistics suggest that low power
wide area networks (LPWANs) are fast becoming the most
prevalent communication platform used in many applications of
the Internet of things (IoT). However, because most LPWANs
are generally deployed in the presently congested industrial,
scientific, and medical bands, they are invariably plagued by
problems associated with spectral congestion, such as increased
interference, reduced data rates, and spectra inefficiency. These
problems are solvable by integrating cognitive radio (CR) tech-
nologies in LPWAN (termed CR-LPWAN), for which some
pioneering solutions now exist in the literature. Consequently, the
present paper takes an early look at some of these pioneering
efforts pertaining to the development of CR-LPWAN systems.
We discuss a general network architecture and a physical layer
front-end model suitable for CR-LPWAN systems. Then, some
notable state-of-the-art approaches for CR-LPWAN systems are
discussed. Potential advantages of CR-LPWAN systems for IoT-
based applications are also presented, and the paper closes with
a few research challenges and future research directions in this
regard. This paper aims to serve as a starting point for most
budding researchers who may be interested in the development of
effective and efficient CR-LPWAN systems for the enhancement
of different IoT-based applications.

Index Terms—Cognitive Radio, Industrial, Internet of Things,
LPWAN, Survey

I. INTRODUCTION

A wide range of recent applications of the Internet of things
(IoT), for example smart industries, smart metering, and smart
city architectures, often depend on devices that should be
characterized by long battery lifetime, long range communica-
tion, low deployment cost, and large network scalability [1].
However, these requirements are difficult, if not impossible, to
realize using existing cellular (3G and 4G) technologies, which
are designed for more data-driven and power-demanding ap-
plications. Consequently, more suitable technologies such as
the low power wide area network (LPWAN) are now widely
deployed for such IoT-based applications. This is because
LPWAN technologies provide relatively long single-hop trans-
mission, low power consumption rates, simplified network
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topology, low cost, and straightforward deployment schemes,
albeit at low data rates. [2], [3]. In fact, owing to the current
wide-spread use of LPWAN technologies, recent statistics now
suggest that LPWAN standards may connect over 700 million
IoT devices by 2021 [4].

Nevertheless, because most LPWAN technologies operate
in the relatively congested industrial, scientific, and medical
(ISM) band, they are invariably prone to problems such as
spectra congestion, which causes interference, reduced trans-
mission range, limited scalability, and spectra inefficiency.
Thus, in recent times, some pioneering researchers and de-
velopers alike, are tackling these problems based on the
integration of cognitive radio (CR) technologies in LPWAN
(termed CR-LPWAN).

In this regard, CR refers to a radio technology that can
automatically detect unused channels (white spaces) and then
change its transmission parameters to improve the commu-
nication performance of end nodes [5]. The development of
CR has gained full consideration under new IEEE standards
such as the IEEE 802.22, IEEE 802.15.2, IEEE standards
coordinating committee (SCC) 41 [6] and it is now being
widely used in many wireless communication applications, for
example, towards improving the quality of service (QoS) in
wireless sensor network (WSN)-based smart grid applications
[7], [8]. Other works have used CR to minimise the level of
interference in industrial WSNs (IWSNs) with benefits such
as improved timely transmission, reduced latency, lower frame
losses, as well as to improve dynamic spectrum allocation in
IWSNs [9]. Furthermore, some recent papers have shown that
CR can be used to minimise delay routing in time-critical
industrial applications [10], and provide fast convergence
for dynamic spectrum access in IWSNs. CR has also been
applied in some industrial IoT (IIoT) applications towards
safeguarding end-nodes from security threats in cyberphysical
systems (CPS) and towards enhancing spectral access in cloud-
based big data infrastructures.

However, the deployment of CR in LPWAN has only begun
to suffice as a potential research area within the LPWAN
research community. In fact, because of its potential, it is
generally known that Sigfox, a popular LPWAN technology
developer, presently integrates CR in some of its base stations,
thus enabling their networks to attain very high capacities
(now connecting over 3 Million devices) [11]. It is believed
that such capacity-based benefits, enjoyed by Sigfox, may
greatly motivate other LPWAN developers towards investing
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in the development of CR-LPWAN systems. Notably, the
academic community has taken an early lead in this regard,
and a number of pioneering articles are fast appearing in
the literature with regards to the realization of CR-LPWAN
systems. It is thus beneficial at the moment to present an
early overview of these efforts. The present paper makes
such an early attempt to discuss the different CR-LPWAN
concepts, their pros and cons, towards the benefit of budding
researchers who may be interested in this area of study.
We discuss the different schemes that support the effective
integration of CR in LPWAN. A network architecture and
physical (PHY) layer front-end model are presented for CR-
LPWAN systems. State-of-the-art approaches for CR-LPWAN
systems are summarized, in addition to highlighting some
advantages of CR-LPWAN systems. We close with a few
research challenges and future research directions concerning
the development of CR-LPWAN systems. Based on these
efforts, the present paper posits the following contributions:

1) In addition to being different from existing works (see
Section II), we present key insights concerning the use
of CR in LPWAN, particularly emphasising CR as a
potential solution to some known LPWAN problems.

2) We present a potential framework that integrates CR and
LPWAN modules via a functional PHY layer unit. Our
framework describes only the PHY front end of a generic
CR-LPWAN system, as well as highlighting how each
module may support effective CR-LPWAN systems.

3) We highlight specific challenges that may limit the
functionality of CR-LPWAN systems. Specifically, we
discuss new insights concerning the use of adaptive CR
technologies in LPWAN transceivers.

It is worthy to mention that the present paper follows on
our earlier work in [12] in a more substantive manner, with
the following major differences: the present paper provides in-
depth details concerning the various components of the PHY
layer front-end model, which was missing in [12]. Four new
sections were added in the present paper with regards to the
potential benefits, research challenges and future directions
concerning CR-LPWAN systems, which were not presented
in [12]. Finally, different from [12], here, we discuss state-
of-the-art approaches related to the realization of CR-LPWAN
systems.

II. RELATED SURVEY PAPERS

In this section, we review related survey articles towards
establishing the uniqueness of the present paper. We begin
by mentioning the survey article of Wang et al., [13] in
which a number of open research challenges were identified
and considered pertinent with regards to the development of
effective control and management systems for LPWAN in IoT
networks. Similarly, authors in [1] reviewed the opportunities,
challenges and future directions for LPWAN technologies.
Particularly, they studied challenges that relate to the devel-
opment of LPWAN technologies such as spectrum limitation,
coexistence issues, mobility management and scalability. Raza
et al., in [3] provided an extensive overview of LPWAN with
focus on the design goals and techniques exploited in different

LPWAN technologies. Importantly, Raza et al., noted that most
LPWAN standards are directed towards solving issues at the
PHY and MAC layers, which indicates why our present paper
considers to a greater extent PHY layer problems and their
related solutions. Some other surveys in [13]–[16] focused on
describing LPWAN enabling technologies, their limitations,
potentials and future research directions.

With regards to the use of CR in IoT-based applications, the
survey of Alam et al. in [17] explored methods regarding the
use of CR in smart grid communication networks (SGCN).
They discussed communication network requirements, their
underlying technologies, and the provision of a suitable ar-
chitecture for CR-SGCN. In a different paper, Khan et al.,
discussed the use of CR in IoT with focus on applications,
architectures, spectrum related issues and future research di-
rections [18].

Essentially, even though the study of LPWAN technologies
and IoT applications may seem quite exhaustive, nevertheless,
our paper differs from the above-mentioned survey articles
by presenting a unique overview of CR in LPWAN. We
note that although the pioneering survey in [19] discusses
networking over TV white spaces, nevertheless, our present
paper specifically covers the subject of CR-LPWAN in more
details, thus further emphasizing the uniqueness of our paper.

III. OVERVIEW OF LPWAN AND CR

We present a brief overview of LPWAN and CR as follows:

A. LPWAN

LPWAN refers to a new class of wireless communication
technologies that provide low power consumption rates (i.e
long battery lifetime), low device/deployment cost, long trans-
mission range, at low data rates [3]. LPWAN is widely used in
many IoT-based applications that consist of relatively small-
sized sensors, which depend on tiny battery power supply
units, and communicate by sending only small amount of data
intermittently.

Following the present wide-spread interest in different IoT
applications, the development of LPWAN technologies has
gained greater patronage among a number of developers.
Examples of some popular LPWAN developers include Sig-
fox, LoRa, Weightless, Wi-SUN, Telensa, and Qowiso. These
different LPWAN developers produce different technologies
with different performance characteristics, which are tailored
specifically for unique IoT-based applications. Consequently,
the choice of a specific LPWAN technology may depend
on the particular IoT application of interest. Greater details,
comparative analyses, advantages and disadvantages of these
technologies can be found in classic articles, such as in
[3], [18]. However, because different proprietary LPWAN
technologies are produced by different developers, a highly
competitive market exists, which seemingly stifles the stan-
dardization process between these different technologies [3].

Nevertheless, a few standard development organizations
(SDOs) have been created with the aim to ensure interop-
erability between different LPWAN vendors. Examples of
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these SDOs include the European Telecommunications Stan-
dard Institute (ETSI) [20], the 3GPP group [1], Institute of
Electrical and Electronics Engineers (IEEE) [21], and the
Internet Engineering Task Force (IETF) [22]. The ETSI drives
standards such as the low throughput network (LTN), which
focuses on standardizing the type of modulation techniques
used in LTN. The IEEE group controls standards such as the
802.15.4 and 802.11af standards, with specific focus on range
extension and reduction in the power consumption rate of
LPWAN devices. The 3GPP group drives standards based on
cellular technologies, such as enabling the long term evolution
(LTE) standards for narrow-band IoT (NB-IoT). The IETF,
on the other hand, drives standards such as IPv6 for low
power wireless personal networks (6LoWPAN). IETF focuses
on making lightweight IP stacks for LPWAN operation.

There are also special interest groups (SIGs), which consist
of individual industrial alliances, such as the LoRa Alliance,
Weightless SIG, DASH7 Alliance, IQRF Alliance, Wi-SUN
Alliance, and the IoT World Alliance. These efforts for
standardization by SDOs and SIGs cover different areas of
focus, consist of specific compliant LPWAN technologies,
as well as comprising of different number of participating
members/organizations.

B. Cognitive Radio

CR is defined by the Federal Communications Commission
(FCC) as: ”A radio or system that senses its operational
electromagnetic environment and can dynamically and au-
tonomously adjust its radio operating parameters to modify
system operation, such as maximize throughput, mitigate inter-
ference, facilitate interoperability, access secondary markets”
[5]. This definition points to a few characteristics that a CR
device should possess: A CR device must provide adaptive
and autonomous spectral awareness (spectrum sensing), detect
available channels (spectrum decision making), be able to
dynamically adjust its radio operating parameters (spectrum
mobility), and conduct concurrent communication (spectrum
sharing). These basic functions are briefly described as fol-
lows:

1) Spectrum Sensing (SS): A typical CR device scans
(senses) its immediate electromagnetic environment for the
presence/absence of primary user (PU) signals. Here, PU
refers to the licensed owner of the spectrum. There are
different approaches for SS including the use of the energy
detector (ED), matched filters, cyclostationary detector (CDs),
the Eigenvalue-based method, covariance method and the
prediction-based approaches. Alternatively, the geolocation
database approach can also be used to determine the presence
of white spaces for use by CR devices [20]. In any case, a CR
device may use either SS or the geolocation database approach
to identity white spaces for opportunistic communication on a
non-interference basis.

2) Spectrum Decision Making: Decision making by a CR
device involves declaring whether a channel is free or not.
When only the signal’s energy values are known, the ED
suffices as the most suitable detector for use. In this regard,
decision is made as to the presence or absence of PU signals as

a function of whether the received energy exceeds a specified
threshold value or not, respectively. However, in cases where
some specific characteristics are known about the PU signal,
for example the signal’s cyclic frequency, then the CD can be
used to improve accuracy, albeit at the expense of complexity
and long processing times.

3) Spectrum Access: Spectrum access is executed at the
media access control (MAC) layer of the CR device. It involves
using the information obtained from the PHY layer with
regards to the absence/presence of PU signals in a band in
order to adjust the transmission parameters of the CR device.
Greater details in this regard can be found in [23].

4) Spectrum Mobility: Spectrum mobility involves the
seamless hand-off from an occupied channel to a free one. It
ensures that any ongoing communication between CR devices
is conducted on a non-interference basis to the PU, and at
relatively high data rates towards maintaining the quality of
service experienced by CR users.

5) Spectrum Sharing: Spectrum sharing is concerned with
the coexistence of CR devices within the same or adjacent
channel of a PU transceiver. This involves operating the CR
at below some interference levels.

At this point, we note that this section only briefly intro-
duces the general concept of CR, however, interested readers
may confer with other classic papers such as in [5], [23]
towards gleaning greater details about the concept and de-
velopment of CR.

IV. LPWAN: THE NEED AND DRIVE TO INTEGRATE CR

This section discusses why we need to integrate CR in
LPWAN technologies, as well as providing an appraisal of the
drive by LPWAN developers towards the integration of CR in
their respective designs. There are three main problems that
typically plague LPWAN technologies namely, interference,
coexistence, and scalability problems. These problems stem
from the fact that LPWAN technologies are mostly deployed in
the presently congested ISM bands. For example, concerning
the problem of scalability, it is known that the performance
of some LoRa technologies often drops considerably as the
number of end-nodes grow [2]. This is caused by the limited
bandwidth experienced in the ISM band. By integrating CR in
LPWAN, it is envisaged that CR-LPWAN technologies may
greatly increase the scalability of LPWAN technologies. This
has been demonstrated already in [24] and it will be further
discussed in Section VI.

By being deployed in the now congested ISM band, LP-
WAN technologies typically experience increased interference.
The ability to coexist with many other technologies while
managing interference remains a major challenge for LPWAN
developers [2]. Interference from spectra overcrowding further
reduces the throughput of LPWAN technologies, limits their
transmission range, and increases their latency levels. CR
promises to address these problems by ensuring that LPWAN
technologies easily migrate from ISM bands to free licensed
bands towards enhancing communication performance, as well
as vacating occupied bands quickly enough to avoid interfer-
ence.
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TABLE I: Different LPWAN technologies and factors that support the integration of CR technology in their designs

S/N LPWAN
Technology

Licensed
Band
Operation

Unlicensed
Band
Operation

Transceiver
supports
Adaptive
Threshold

Supports
Multiple
Channels

Currently
Supports
CR

Considering fu-
ture CR deploy-
ment

1 Weightless-W X X ? X X X
2 Sigfox × X ? X X X
3 Nwave (Weightless-N) × X ? X X X
4 LoRa × X X X × X
5 Symphony Link × X ? X × X
6 Amber Wireless × X ? X × ×
7 IQRF × X ? X × ×
8 LTE-M X × ? X × ×
9 NB-IoT X × ? X × ×

10 Starfish × X ? X × ×
11 Telensa × X ? X × ×
12 Wi-SUN × X ? X × ×
13 Qowisio × X ? × × ×
14 Ingenu × X ? × × ×

Labels:|X- Yes| |x - No| |? - Unknown|

Indeed, many LPWAN developers are aware of the benefits
of integrating CR in LPWAN and these interest levels are
appraised. To conduct our appraisal, we studied major LPWAN
technologies/developers and appraised them based on some
key CR factors that may indicate their support for CR. Table
I lists these different LPWAN technologies based on whether
they employ CR in their respective technologies or plan to
support CR. In this regard, we considered six different metrics
in Table I, where the question mark symbol (?) indicates
that the required information was unknown at the time of
this writing, due to the closed and proprietary nature of most
LPWAN technologies. The factors considered in our appraisal
include the bands of operation of each LPWAN technology,
their current support for CR, the use of multiple channels, and
the use of adaptive threshold techniques in their respective
transceiver modules. Major LPWAN technologies are sorted
based on the number of ”ticks” in Table I and they are ranked
accordingly. Thus, on a scale of six factors (see Table I),
the following technologies belonging to Weightless-W, Nwave
(Weightless-N), Sigfox, LoRa, and Symphony are considered
to have significantly included CR technologies in their design.
This group accounts for 30% of the LPWAN technologies in

 

Fig. 1: A generic network architecture depicting a CR-LPWAN gateway

Table I that have 4 - 6 ticks. About 50% may have partially
included CR technologies in their design (see those with 2
- 3 ticks in Table I), while only 20% seem to have weakly
considered CR technologies in their design (those with less
than two ticks in Table I). Primarily, our appraisal suggests
that many LPWAN developers seek to integrate CR in their
several LPWAN technologies in order to solve problems such
as increased interference being experienced in the ISM band,
spectral congestion, and limited transmission range.

V. CR-LPWAN: NETWORK ARCHITECTURE AND PHY
LAYER MODEL

In this section, we discuss a possible network architecture
and PHY layer front-end model suitable for the develop-
ment/deployment of CR-LPWAN systems.

A. CR-LPWAN Network Architecture

It is expected that every CR-LPWAN system should be
deployed within a suitable network architecture in order to
guarantee effective and efficient system performance. Essen-
tially, such an architecture should ensure that resources are
effectively managed, energy is conserved, and scalability is
guaranteed for the participating CR-LPWAN systems. Thus,
one possibility that describes such an architecture is illustrated
in Fig. 1. The scenario in Fig. 1 depicts a possible set of
different IoT-based end nodes, which depend on LPWAN to
communicate, which may include energy meters (in smart
metering), home appliances (in smart homes), or traffic lights
(in smart cities). These end nodes communicate directly to
a CR-LPWAN gateway (GW) via the LPWAN network. The
coverage area of the CR-LPWAN network may typically reside
within the coverage area of a primary user (PU) transceiver as
depicted in Fig. 1. Such a PU network may belong either to a
TV station or a typical cellular network. The CR-LPWAN GW
then operates within the PU’s coverage area by determining
white spaces and transmitting opportunistically over such
white spaces on a non-interference basis. Data arriving from
the end nodes via such white spaces are forwarded by the
CR-LPWAN GW to a typical IoT network server, which
resides within the Internet. A geolocation database as well
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as other specific application servers can then be accessed by
the CR-LPWAN GW via a typical firewall to determine the
availability of white spaces as well as to render application-
specific commands, respectively.

The network architecture of Fig. 1 is considered to be a
general model since it is difficult at the moment to establish
a unified network architecture for all LPWAN technologies
[3]. Such a unified network architecture remains under con-
sideration within the confines of the different SDOs and SIGs,
and they may only begin to suffice within the nearest future.
Thus, at the moment, we have considered only a few well-
known elements within our network architecture simply to
illustrate the possibility for the future deployment of CR-
LPWAN systems, as well as to guarantee easier compatibility
with existing proprietary LPWAN architectures.

We note that contemporary CR-LPWAN designs often sug-
gest that CR technologies should be deployed at the LPWAN
GW instead of at the end nodes [11]. This idea serves to
minimize design complexities and to conserve the energy
consumption rates of end nodes, which are typically resource
constrained. Furthermore, it is often appealing to deploy
CR technologies at the GW since most GWs are typically
more computationally and memory robust than end nodes,
in addition to being often connected to utility power supply.
Consequently, our architecture in Fig. 1 considers CR as
deployed at the GW, termed the CR-LPWAN GW.

Essentially, when in operation, the CR-LPWAN GW typi-
cally consults a geolocation database towards determining the
presence of white spaces within its physical location [25].
In addition to the geolocation database, our design further
supplements the CR-LPWAN GW with the use of spectrum
sensing (SS) technique, which conforms to the requirement
posed by the FCC with regards to the deployment of CR
systems [26]. In using SS, the CR-LPWAN GW scans its
surrounding local electromagnetic environment in order to
detect the presence of white spaces for opportunistic use.
In this regard, SS can be realized using the popular energy
detector (ED) [5]. The ED is considered by many CR designers
to be the most viable detector for use since it suffices as
the simplest, cheapest, fastest, and least-energy consuming
detector among others [5]. Consequently, in our subsequent
discussion, we shall focus on the use of the ED as the front-
end model in the CR-LPWAN GW.

If a channel is identified as free by the CR-LPWAN GW
based on the ED, then such a free channel will typically be
communicated to the LPWAN end nodes to be used for onward
data transmission. However, it is noted as well that network
signalling will typically take place between end-nodes and the
GW before convergence may occur on the candidate white
space. This is technically referred to as Rendezvous [27]. After
channel convergence occurs, the GW then continues to forward
any collected data from the end nodes to a defined IoT network
server through a firewall to different application servers. The
type of application server will often depend on the specific IoT
application under consideration. Summarily, the CR-LPWAN
network architecture discussed herewith is presented only
as an insight to spur further innovative ideas towards the
development of effective CR-LPWAN systems. Such ideas, as

 

Fig. 2: A generic PHY Layer model of a CR-LPWAN front-end

discussed here may be leveraged for the effective and efficient
design of CR-LPWAN systems.

B. PHY Layer Sensing Front-end Model

A general PHY layer front-end model is presented in Fig. 2,
which integrates many well-known CR functions along with
a LPWAN module to cater for the proprietary functions of
different LPWAN developers. This PHY layer front-end model
is typically embedded at the CR-LPWAN GW, which decides
whether the band is occupied (H1) by, or free (H0) from
PU signals. Thus, in the case where the model of Fig. 2
determines H0 to be true, then the CR-LPWAN GW activates
the spectrum access/sharing module towards preparing for
LPWAN communication via the LPWAN module. However,
if the sensing outcome turns out to be H1, then the CR-
LPWAN GW activates the spectrum mobility module towards
expediting withdrawal from the band. This command is then
fed to the transmission controller towards disengaging any
on-going transmission process in the LPWAN module. The
CR-LPWAN GW then simultaneously activates the switching
module in order to recommence the sensing process (i.e it
returns to the receiving mode) instead of the transmit mode.
However, if the H0 case persists, then the LPWAN module
remains active to guarantee continuous transmission.

The realization of the key components of this model is
briefly discussed as follows:

1) Switching Module: The switching module (SM) will
typically be a Duplexer that enables bidirectional transmission
over a single path. Its function is to separate the receiving path
from the transmitting path while ensuring that a common an-
tenna is usable by the CR-LPWAN GW for both transmission
and reception purposes. This design is well elaborated and
prototyped in [24], [25]. Nevertheless, a few LPWAN designs
still suggest that the half duplex can also be used [3], [34],
[35], however, most LoRaWAN technologies popularly opt for
the use of the full duplex mode. Most importantly, we presume
that the choice of either the half or full duplex mode will
typically depend upon the developer’s choice of application.

2) Low Noise Amplifier: The LNA amplifies the received
RF signal in order to improve the signal-to-noise ratio (SNR)
observed at the front-end of the CR-LPWAN system. There are
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TABLE II: Comparison of notable state-of-the-art approaches for CR-LPWAN

CR-LPWAN Approaches

SNOW [24] OpenChirp
Architecture [28] C-LPWAN [29] WALDO [30] FIWEX [31] SenseLess [32] WISER [33]

PHY Solution Yes Yes No Yes Yes Yes Yes

MAC Solution Yes Yes:
Uses LoRaWAN Yes No No No No

Session Solution No Yes No No No No No
Application Solution No Yes Yes No No No No

Local Sensing No No N/A Yes Yes No Yes
Consults TV Database Yes Yes N/A Yes Yes Yes Yes

Location Aware No Yes No No No No Yes
Has a specific

network Architecture Yes Yes Yes Yes Yes Yes Yes

Coverage Range 8km ≈3km
Depends on

LPWAN
technology

N/A Indoor N/A Indoor

Topology Star Star Star Star Star Star Star
Duplex Mode Single half

duplex Full duplex N/A N/A N/A N/A N/A
Battery lifetime N/A 10 years N/A N/A N/A N/A N/A

Operating Band
70
-

6000 MHz

137
-

1020 MHz

Depends on
LPWAN

technology
VHF-UHF UHF VHF-UHF VHF-UHF

Scalability Highly Scalable Limited
Scalability N/A N/A N/A N/A N/A

several available low cost LNA modules that can be used in
typical CR-LPWAN designs towards minimizing energy con-
sumption rates. For example, a duplex current-reused CMOS
LNA with complementary derivative superposition technique
can be used, such as proposed in [36].

3) Filtering and Down Conversion: It is essential to fil-
ter and down-convert the input signal frequencies to their
respective intermediate frequencies (IF). This process can
be achieved by using a mixer to obtain the in-phase and
quadrature components at the IF. Further processing of the
signal can be done at both the IF and baseband level towards
reducing the design complexities of CR-LPWAN GW.

4) Analogue to Digital Converter: The ADC converts the
input signal to its digital form in order to present a fully
digitized front end model for CR-LPWAN systems. Typically,
a pair of readily available Sigma Delta ADCs can be used to
perform data conversion since they possess minimal energy
consumption rates. For interested readers, further details in
this regard can be gleaned from classic materials such as in
[37].

5) Fast Fourier Transformation (FFT) Module: The FFT
module computes the energy content of the input signal. This
can be readily achieved using commonly available modules
such as the FFT LogiCORE IP core module, which im-
plements the Cooley-Tukey FFT algorithm in a particularly
efficient manner [38].

6) Threshold Estimator: The threshold estimation module
computes a threshold value towards determining the pres-
ence/absence of PU signals in the band of interest. This is
often a function of the noise floor, which depends further on
the gain of the receiver, the matching filter, and the bandwidth.
Thus, simple, yet effective approaches, such as the peak
and average threshold techniques, can be considered in CR-
LPWAN systems towards reducing design complexities. [39].

7) LPWAN Module: The LPWAN module is introduced in
Fig. 2 in order to carter for the different, yet specific LPWAN

PHY layer technologies of different developers. This module
is aimed at handling other PHY layer characteristics such as
the modulation type, band of operation, number of channels,
link symmetry, adaptive data rates, payload length, and MAC
layer operations such as forward error correction, handover,
authentication and encryption. In this regard, each LPWAN
developer can easily adopt their different proprietary LPWAN
PHY layer parameters and easily adapt to the SS front-
end system. For example, LoRa technologies typically adopt
chirp spread spectrum (CSS) modulation scheme integrated
with forward error correction (FEC) [40], which allows for
longer transmission range as compared to using the frequency
shift keying (FSK) technique adopted by Telensa [3]. These
techniques can be easily adapted within the LPWAN module
in Fig. 2.

The above details are provided only as an overview of a
typical PHY layer front-end model, with the aim of spurring
future research efforts in this regard.

VI. CR-LPWAN: STATE-OF-THE-ART APPROACHES

This section discusses notable pioneering efforts with re-
gards to the development of CR-LPWAN systems. These
approaches are categorized into dedicated and general ap-
proaches. By dedicated approaches, we refer to those special-
ized and well developed CR-LPWAN systems, which have
been substantially tested in the literature for CR-LPWAN
purposes. Whereas, general approaches refer to those well-
known PHY layer CR techniques that are not necessarily
designed for LPWAN purposes, nevertheless considered to be
potentially useful for future LPWAN systems. A comparative
summary of these approaches is provided in Table II. Each
category and their complying approaches are further discussed
as follows:
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A. Dedicated Approaches
1) SNOW: Sensor Network over White Spaces: Saifullah

et al., in [24] provided a pioneering effort concerning the
concept of sensor network over white spaces (SNOW). In
particular, they extended SNOW to LPWAN over white spaces
in [25] towards guaranteeing several advantages for LPWAN,
such as concurrent data transmission, per-transmission ac-
knowledgements, and mitigation of hidden terminal effects.
These advantages were achieved following an innovative
PHY layer design based on distributed orthogonal frequency-
division multiplexing (D-OFDM). In particular, D-OFDM
enables SNOW to address the problem of scalability even
in dense network deployment scenarios. SNOW guarantees
asynchronous, bidirectional and massively concurrent com-
munication between end-nodes and the GW. SNOW adopts a
star topology network architecture having a single half duplex
transceiver at the end-nodes with narrowband radios. However,
at the moment, SNOW supports only the use of geolocation
database technology for its TVWS discovery, thus, future
research works may leverage our generic PHY layer to include
the use of spectrum sensing techniques. It is worth mentioning
that SNOW has also been greatly improved towards enhancing
its practicality and usage [41].

Advantages: 1. Increased Scalability. 2. SNOW enables
asynchronous, directional and massively concurrent communi-
cation. 3. It mitigates hidden terminal effects. 4. SNOW has a
lightweight MAC. 5. It enables transmission acknowledgement

Disadvantages: 1. SNOW does not support spectrum sens-
ing at the moment. 2. It does not support localization

2) OpenChirp Architecture: Dongare et al., in [28] pro-
posed a LPWAN architecture termed OpenChirp for use in
different IoT-based applications. OpenChirp is based on Lo-
RaWAN (long range wide area network), with services made
available at higher layers. OpenChirp provides a gateway that
is designed with software defined radio (SDR) capabilities
for the future exploration of white spaces. It provides a
software architecture that allows users to register their devices,
describe their transducer properties, and to transfer data and
retrieve historical values. At the session layer, OpenChirp
provides basic encoding and syntax to raw data streams. It
also introduces an open source LoRaBug hardware platform
at the PHY layer, which enables customized transducers to
interact with Bluetooth low-energy (BLE) devices. The current
LoRaBug solution based on OpenChirp can communicate us-
ing frequencies between 137 - 1020 MHz, which covers a large
portion of the TVWS [28]. Based on the above mentioned
characteristics of OpenChirp, we envisage that OpenChirp may
become potentially useful for future CR-LPWAN systems.

Advantages: 1. OpenChirp allows users to customize its
transducer properties, which makes it flexible for use. 2. It
enables the transfer of data and the retrieval of historical values
towards improving network management. 3. It encodes and
provides syntax to raw data streams. 4. It provides an open
source LoRaBug hardware that enables easy interaction with
BLE devices.

Disadvantages: 1. It has limited scalability. 2. Its spectrum
efficiency capability can be improved upon. 3. Security is still
an open challenge in the OpenChirp design.

3) C-LPWAN: Cognitive-LPWAN: Chen et al., in [29]
proposed cognitive-LPWAN (C-LPWAN) based on an artificial
intelligence (AI)-enabled cognitive engine. C-LPWAN suffices
as both a MAC and an Application layer solution for LPWAN.
Here, authors presented a robust C-LPWAN architecture that
performs better than some known LPWAN technologies such
as LoRa, NB-IoT, and LTE-M, particularly in terms of its
reduced delay and minimal energy consumption rates.

Essentially, the C-LPWAN architecture integrates different
LPWAN technologies in order to use the best option per time
and per application. While serving as a higher layer solution,
C-LPWAN adopts other existing LPWAN technologies such
as LoRa, NB-IoT, and LTE-M to provide connectivity at
the PHY layer. Primarily, the cognitive engine in the C-
LPWAN architecture uses high precision calculations, in-depth
data analysis, and distributed cloud support to select the best
LPWAN technology to be used per time.

Advantages: 1. Has very high throughput rates, 2. Its able to
select the best LPWAN technology per time, 3. Achieves lower
latency compared to some well-known LPWAN technologies

Disadvantages: 1. It can be prone to security breaches 2.
It suffers from increased complexity, particularly for real-time
operation, 3. It may be more expensive to deploy and develop
than existing approaches.

B. General Approaches

1) WALDO: White Space Adaptive Local DetectOr:
WALDO was proposed in [30] as a general approach that
can be used by low-cost devices to exploit white spaces. It
consists of a BS and end nodes. End nodes typically conduct
local spectrum sensing and the results obtained are forwarded
to the BS, which employs fusion techniques to determine white
spaces. WALDO uses local sensing at end nodes, which may
not be beneficial for resource-constrained LPWAN end nodes.
However, its fusion techniques can be adopted in future CR-
LPWAN BS.

2) FIWEX: Cost-eFficient Indoor White space EXploration:
FIWEX is an indoor solution for determining the presence
of white spaces [31]. It measures the UHF TV channels and
exploits the location and channel dependence of TV spectrum
in indoor environments. FIWEX is a general approach that
can be used by any application intending to use white spaces.
It may be more beneficial for short range IoT applications.
Nevertheless, its spatial and spectral feature based methods
can be employed by CR-LPWAN BSs to improve white space
detection.

3) SenseLess: SenseLess is an infrastructure based ap-
proach that employs a newly proposed SenseLess service
to determine white spaces [32]. It boasts of a database in
which information is stored pertaining to the location, channel,
height, and transmit power of local TV stations, microphones
and end nodes. It combines these information with terrain
elevation data to determine white spaces. This approach can
be greatly beneficial to future CR-LPWAN systems deployed
at the BS for accurate detection of white spaces.

4) WISER: White Space Indoor Spectrum EnhanceR:
WISER is an indoor approach that uses a realtime sensing
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module, database, and indoor positioning module to exploit
whitespaces [33]. It uses sensing methods to report on the
availability of white spaces to a database. It uses indoor posi-
tioning methods to determine its location towards consulting
a database for a map of potential white spaces. This approach
enhances the detection accuracy of white spaces, which can be
greatly beneficial for the future design of CR-LPWAN BSs.

5) Dynamic Spectrum Access for CR-LPWAN: Moon in
[42] proposed dynamic spectrum access (DSA) strategy for
CR-LPWAN to maximize spectrum capacity. Moon showed
via numerical analytics that CR-LPWAN achieves good block-
ing probability.

In summary, the above approaches reviewed in this section
are mentioned to inspire future research efforts pertaining to
the development of CR-LPWAN systems for IIoT and other
general IoT-based applications.

VII. CR-LPWAN: BENEFITS FOR IOT APPLICATIONS

We discuss some benefits of CR-LPWAN systems pertaining
to different IoT applications as follows:

1) Smart Industries and Factories: Smart industries and
factories, envisaged under the Industry 4.0 concept, consist
of machines that are augmented with wireless connectivity
and sensors. They consist of distributed sensors, which are
connected over wide coverage areas to a central system where
visualization and decision is made towards improving network
performance. These networks are often delay sensitive and
require larger bandwidths. In this regard, existing networks
will benefit from CR-LPWAN systems, which will provide
opportunistic communication services to improve spectrum
utilization for smart factory applications. The use of CR-
LPWAN systems will enable these industrial networks to use
white spaces that guarantee longer transmission distances, less
interference, and improved duty cycle constraints.

2) Smart Agriculture: In recent agricultural practices, for-
aging animals are often tagged with sensors in order to monitor
and keep track of their movement and health conditions.
These land and marine animals often transverse long distances,
requiring the need to conserve transmission power towards
prolonging the battery lifetime of sensor nodes. CR-LPWAN
systems can be beneficial in this regard, by exploiting white
space transmission to achieve longer range transmission at low
power rates and wider bandwidths. They will guarantee less
interference, which will improve communication and better
tracking of nomadic land and marine animals.

3) Smart Utility Applications: Smart utility applications
may include the effective and efficient management of elec-
tricity, crude oil, natural gas, water and sewage. In these
applications, sensors are planted along pipes for monitoring
purposes. Energy meters are deployed in networks, which
communicate over long distances to utility companies for
better effective management practices. These applications will
directly benefit from CR-LPWAN systems, since longer range
transmission will be guaranteed at less interference. Most
importantly, these applications can be easily deployed without
incurring license fees, thus reducing investment costs by utility
companies.

4) Smart City Applications: Smart city applications may
include intelligent traffic control, city security services and
emergency reporting services. For traffic control and manage-
ment services, infrastructures can be deployed to use SDRs
in CR-LPWAN systems, thus reducing their development and
validation cost [43]. The ability to switch easily between dif-
ferent bands and change radio operating parameters seamlessly
with minimal hardware involvement may repress the cost of
developing and deploying smart city services.

Other general benefits that may apply across the above, and
many other applications are summarized as follows:

5) Low Network Deployment Cost: The use of CR-LPWAN
may ensure that licensed bands are used without interference
to PUs and at no cost to the LPWAN operators. Essentially,
this will enable more bandwidth to be used at little or no cost,
further expediting the deployment rate of IoT networks.

6) Increased Scalability: The ability to seamlessly switch
bands will enable more end nodes to exist and transmit in
IIoT-based LPWAN. In fact, Sigfox networks are known to
service up to 1 million end nodes per gateway [44] because
they use CR in their LPWAN technologies. This scalability
can be achieved by other developers by adopting CR-LPWAN
technologies.

7) Better Reliability: With less hardware involvement and
more SDR usage for CR purposes, CR-LPWAN technologies
will provide better reliable network operation. Channel con-
ditions will be better with more free bands to use and less
interference than in ISM bands.

VIII. CR-LPWAN: CHALLENGES FOR FUTURE
RESEARCH WORKS

This section discusses some CR-based problems, which may
typically limit the early deployment of effective CR-LPWAN
systems. These are mentioned as follows:

1) Rendezvous: CR-LPWAN systems will be confronted
with the rendezvous problem, which relates to the realization
of a common control channel (CCC) for control messaging be-
tween network elements. In practice, it will remain a challenge
for CR-LPWAN BS and end nodes to simultaneously agree on
a free CCC for coordinating network communication. Existing
rendezvous algorithms in this regard are also quite complex,
and simpler ones will be required for fast, simple and energy
efficient CR-LPWAN systems.

2) Long range Interference: Since CR-LPWAN systems
will be used for long range transmission, there will be a greater
potential to interfere with faraway located PU transceivers
[19]. It may not be straightforward to limit the transmit power
of CR-LPWAN systems since this will invariably degrade their
communication performance. Consequently, new adaptive-
based ideas will be required to create a fair balance between
transmit power and range, while avoiding interference.

3) Spectrum Sensing: Existing spectrum sensing (SS) ap-
proaches are either prone to errors (e.g the ED), complex or
slow (such as cyclostationary detectors). Since CR-LPWAN
systems are often lightweight devices, they will require fast,
simple and effective SS methods, with low computational
cost and minimal processing requirements. If the ED is used,
simple effective and efficient threshold estimation techniques



9

will also be required [45]. These are typical CR-based prob-
lems that require further research efforts towards developing
effective CR-LPWAN systems.

4) Security: Every wireless network will be typically prone
to security challenges, and CR-LPWANs are not exempted.
In particular, signals are propagated to far areas, where they
become prone to malicious attackers. Heavy encryption tech-
niques may incur increased power consumption rates, increase
cost and design complexities. Consequently, new research
ideas are required in CR-LPWAN systems to guarantee im-
proved security protocols with reduced complexities.

5) Energy Consumption: Recent CR-LPWAN designs are
often prototyped using universal software radio peripheral
(USRP) devices, which typically suffer from large form fac-
tors. They also adopt OFDM designs, such as in [24], which
leads to high peak-to-average-power (PAPR) values. Such
SDR hardware platforms will incur high energy consumption
rates for CR-LPWAN systems. Consequently, improved de-
signs and hardware platforms will be required for practical
CR-LPWAN deployment purposes. Such designs are already
under consideration, such as in [41].

6) Spectrum Mobility: Spectrum mobility refers to the
ability to migrate seamlessly from an occupied channel to a
free band with minimal communication loss. A major chal-
lenge pertains to the minimization of communication breaks
during such handover processes. In CR-LPWAN networks,
this challenge may be severe since GWs may be responsible
for white space detection. Consequently, this may cause long
network downtime during the detection/spectrum handover
period. Thus, future research works are required in this regard
towards ensuring seamless spectrum migration.

7) Channel State Information (CSI): CSI estimation is an
important function in long range transmission such as in CR-
LPWAN systems. Without CSI estimation, the overall reliabil-
ity and communication can be undermined. However, because
CR-LPWAN systems may need to transmit over asymmetric
bandwidth requirements over different white spaces, there may
be need for compliant CSI techniques towards guaranteeing
effective communication.

8) Carrier Frequency Offset (CFO): CFO is a major prob-
lem with some low-cost devices, which leads to severe inter-
carrier interference (ICI). ICI may decrease the overall bit rate
of CR-LPWAN systems. Further research may be required in
this regard.

These challenges require future research efforts towards the
effective development and deployment of CR-LPWAN based
networks.

IX. CONCLUSION

In this paper, we have briefly summarized present state-
of-the-art approaches, along with a network architecture and
PHY layer model suitable for the integration of CR in LP-
WAN (termed CR-LPWAN). To begin, we established how
the present paper differs from other existing survey papers.
An overview of LPWAN and CR was then presented as
a background towards the integration of CR in LPWAN.
Essentially, our discussion posits that several advantages may

spin off from using CR-LPWAN systems such as improved
spectra utilization, reduced transmit power constraints, longer
transmission ranges, low device development and network
deployment cost. However, a few limitations are existent,
which are mainly CR-based problems, concisely related to CR-
LPWAN systems under areas such as rendezvous in Ad hoc
CR-LPWAN systems, spectrum sensing, spectrum mobility,
adaptive CR technologies, interoperability and security issues.
With some major developers, such as Sigfox being fully
involved in the use of CR-LPWAN systems, and with great
benefits to show, it is believed that the nearest future will
experience greater investments in CR-LPWAN systems. Thus,
this paper serves as an early lead in this regard by providing a
summary of a number of research efforts geared towards the
realization of effective CR-LPWAN systems. It is believed that
such a summary will benefit the budding researcher who may
be interested in the development of improved CR-LPWAN
systems for IoT and IIoT-based applications.
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