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Resilient Control for Multiagent Systems With a
Sampled-Data Model Against DoS Attacks

Fang Fang

Abstraci—To reduce the computational burden and
resist the denial-of-service (DoS) attacks, a resilient
distributed sampled-data control scheme is proposed
for multiagent systems. The agent states are sampled
periodically by the sensors. DoS attacks disrupt the data
communication from transmitters to controllers randomly
or periodically with a limited duration time. Information on
DoS attacks can be obtained by introducing novel logic
processors embedded in corresponding controllers. Next,
the problem of resilient control can be converted into one
concerned with the upper and lower bound of the sampling
interval of an aperiodic sampled-data control system.
Some sufficient criteria for developing resilient distributed
controllers are derived using the novel looped Lyapunov
functional approach and the free-matrix-based inequality
method. Finally, two illustrative examples, unmanned aerial
vehicles and the two-mass-spring systems, are provided
to demonstrate the efficiency of the proposed resilient
distributed sampled-data control protocols against the DoS
attacks.

Index Terms—Consensus, denial-of-service (DoS) at-
tacks, looped functional, multiagent systems (MASs), re-
silient control.

[. INTRODUCTION

HE multiagent systems (MASs) are essential for a wide
T application in many fields, such as formation control of
unmanned aerial vehicles (UAVs) [1], cooperative control of
intelligent transportation systems [2] and [3], economic dispatch
problem in power systems [4], and so on, which leads to further
concentration of research in the academic community. Design-
ing an effective consensus protocol for the MASs is a significant
issue. A growing body of literature discuss this topic in recent
decades, see [5]-[7]. For example, Li er al. [5] investigated
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the high-order scaled consensus of the MASs with external
disturbances and time delays. A distributed control technique
for voltage regulation in microgrids has been proposed in [6]
based on the consensus algorithm.

However, most previous researches on the consensus prob-
lem for the MASs have focused on continuous-time control,
which require continuous information exchanges among agents.
Due to its advantages of high reliability, high accuracy, and
great adaptability to the network environment, the sampled-data
control has attracted academic attention with the advent of the
digital age. Recently, there has been an increasing amount of
literature on the sampled-based consensus protocol [8]-[12].
The aim of sampled-data control for MASs is to obtain a larger
sampling interval. It is worth mentioning that larger sampling
intervals can effectively reduce signal transmission and further
save communication resources. In [8], based on an equivalent
switched system model, an aperiodic sampled-data consen-
sus strategy is proposed for the heterogeneous agent system.
Wu et al. [9] dealt with the sampled-data control problem of
MASs by introducing the vector extension of Wirtinger’s in-
equality into the Lyapunov functional. In [10], an asynchronous
sampled-data control law is developed for leader-following net-
worked heterogeneous systems. However, most of the available
information about the actual sampling pattern has not been fully
adopted in [9] and [12], and the estimation gap on the upper
bound of integral terms needs to be reduced. The existing works
leave much room to improve, which is the first motivation of
this article.

As is well known, the abovementioned analysis is predi-
cated on the common assumption that the communication envi-
ronment is reliable and safe. However, in the communication
network, the dynamic systems may be constantly subjected
to threats from possible malicious attackers, such as DoS at-
tacks [13], [14]. A DoS attack is a typical cyber-attack that
may consume excessive network resources in a short period
of time, preventing the target systems receiving information.
Recently, new technologies about how to counter DoS attacks
for MASs are explored as well [15]-[18]. For example, the
consensus of MASs subjected to periodic DoS jamming attacks
has been explored with distributed event-triggered mechanism,
and the allowable uniform lower bound of attack sleep intervals
and event-triggering parameters are given by an algorithm [17].
It can be observed that many published works only consider
deterministic attacks. Recently, there is a considerable amount
of literature where the impact of DoS attacks on the system is
treated as stochastic packet dropout following the given prob-
ability distribution [19], [20]. Very recently, Zhang et al. [21]
added a logical processor to the associated controller to obtain
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and handle information on the duration of each DoS attack for
networked control systems. To the best of our knowledge, the
resilient control for the MASs with a sampled-data model against
DoS attacks by using logic processors has not been considered,
which is the second motivation of this article.

To summarize the abovementioned analysis, we investigate
resilient sampled-data controllers design for the MASs against
DoS attacks. The main contributions of this article are listed as
follows.

1) By introducing logic processors embedded in correspond-
ing controllers, for the MASs, we construct a unified
framework that can collect information on DoS attacks.
To the best of our knowledge, this framework was only
applied to networked control systems, but for the MASs,
it is the first attempt.

2) Different from the existing work on DoS attacks for
MAS:s, the proposed one in the work, where attacks may
be random or periodic, can calculate the maximum and
minimum duration time of DoS attacks. Next, the problem
of resilient control can be converted into one concerned
with the upper and lower bound of the sampling interval
of an aperiodic sampled-data control system (ASDCS).

3) Compared with the existing results, consensus conditions
with larger sampling intervals are derived for the MASs by
using innovative looped-functionals with slack variables
and the free-matrix-based inequality method.

Notations : R™ denotes the n-dimensional Euclidean space,
R™*™ denotes the set of all m x n real matrices, Wy, xn,
indicates that the matrix W is with N; rows and N, columns,
W1 and W7 denote the transpose and inverse of the matrix
W, Sym{W} denotes W + W7, col{z,...,z,} indicates
[T, ..., 2T], diag{---} indicates the block diagonal matrix,
W > 0(W > 0) indicates that W is a symmetric and positive
definite (positive semi-definite) matrix, * denotes symmetric
terms in a symmetric matrix, W; ® W, denotes The Kronecker
product of matrices W, and W5, and || - || denotes 2-norm.

[l. PRELIMINARIES AND PROBLEM FORMULATION

A. Preliminaries

A weighted graph G = (V,E,A) is used to express
communication graph of the MASs network, where V =
{v1,v2,..., o5} isanode set, E C V x V is an edge set, and
A = [a;j]nxn is an adjacent matrix. The edge (v;,v;) € V
represents that agent j can obtain information from agent ¢,
then A5 > 0. If (’Ui,"Uj) ¢ V, Qaij = 0.N; = {], (Uj,’l)i) S V}
indicates the set of all neighbors of agent i. The Laplacian
Matrix of graph G is described with L = [I;;]nxn, where

lii = 2 jen, @i, lij = —aij.

B. System Description

Consider the MASs consisting of N agents with general
Lipschitz nonlinearity as follows:

Z(d) = Az (d) + vi(z(d)) + Buy(d),l = 1,2,...,N (1)
where z;(d) € R™ and u;(d) € R” are the state variable and

the control input of the /th agent at time d, respectively, and
A € R™ ™ and B € R™** are known matrices. The nonlinear
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Fig. 1. Framework of the MASs under DoS attacks.

continuous vector-valued function vy (z;(d)) € R™ represents
the inherent nonlinear dynamics of the /th agent and meeting
the following assumption.

Assumption 1: Each nonlinear function v/(+) in (1) is Lips-
chitz continuous and there is a positive constant v > 0 so that

| v (61) — vk (02) [|< My || 61 — 62 || @)

for any 01,9, € R™.

Before the signal transmission, the [th agent state needs
to be sampled within a certain period 7 > 0 by the sensor
I(l1=1,2,...,N). The sampling instants sequence is denoted
as{ki,ks,..., k;,...} withk; = jTy,j € N. The current sam-
pled state z;(k;) is encapsulated with the timestamp k; into the
packet (k;, z;(k;)) at each sampling instant and later transmitted
to the processor through a communication network.

C. Signal Transmitting Process: DoS Attacks and Logic
Processors

Motivated by [21], we have equipped every controller with the
corresponding logic processor (controller [ with logic proces-
sor /), then a unified framework that can collect information on
DoS attacks is constructed for the MASs (for visualization, see
Fig. 1). Subsequently, we will illustrate this signal transmitting
process under DoS attacks and the mechanism of how the logic
processor works through the following parts.

Every logic processor is made up of a buffer and a com-
parator. The current sampled-data packets received are stored
in the buffer. Once the buffer is updated, all sampled-data
packets are subsequently used to generate new control input.
The sequence of packets received by the processors is denoted
as {do,d1,...,dg,dg+1,...} with dy = 0. Take the logic con-
troller [ as an example, the working mechanism of the compara-
tor can be seen from Fig. 2. The condition s € N; is used to
determine whether the agent s is a neighbor of the agent [.

By performing the manipulations shown in Fig. 2, informa-
tion about DoS attacks can be obtained by the comparator.
By Bt o, To, A, and £, respectively, represent the minimum
attack duration time, maximum attack duration time, total times
of DoS attacks, sum of attack duration time of all DoS attacks,
time interval between consecutively packets received by the
logical processor, and the moment when packets are received
successfully in a particular period [0, T},], where T}, is a particular
time instant. If A > T}, we can draw a conclusion that a DoS
attack occurs, and ny is increased by one.
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Fig. 3. Example to show the signal transmitting process under a se-

quence of DoS attacks.

Fig. 3 is used as an example to show the signal transmitting
process under a sequence of DoS attacks. The transmitter sends
data packets from 30 sampling instants to the logic processor.
But due to the DoS attacks, the logic processor only received
data packets from 11 sampling instants. At the first sampling
instant 575, the packet (d;, z5(d;)) is received by the processor
as soon as the condition s € N; is met. Since A =d; — ¢ =
To—0="Ty < Ty, t =d, =Ty and has, hyn, Trn, and ng re-
main the initial values. For convenience, it is assumed that the
packets received later with the sequence in Fig. 3 meet this
condition: s € N;. Next, the packet (dy, z5(d2)) is received by
the processor. Since A = d, — t=3Ty— Ty = 2Ty > Ty, we
can draw a conclusion that a DoS attack occurred during (d, d5).
According to Fig. 2, parameters about this attack sequence are
calculated hpy = 2Ty, hyp = T, Ton = To.no = 1, and ¢ = d,.
Subsequently, the same calculations are performed on the re-
ceived packets in turn. As aresult, we have hy, = 671¢, h,, = Ty,
T,, = 19T}, and ny = 8, which means that the MASs has been
attacked for eight times during [0,307}), that the minimum
(maximum) attack duration time is 674(7p), and that 197, /8 <
Tp < (19/8 4 1)T. If the value of the sampling interval is set
as Ty = 0.1 s, the attack frequency during [0, 307p) is 2.67 times
per second and 0.24 s < TD < 0.34s.

For a certain period [0, T}, the attack frequency fp and the
average duration time 7'p of each DoS attack can be estimated as

Ny
fp == 3)
TP
Tn = T,
hypy < — <Tp < — 4Ty < hpy. 4
o no
From (3) and (4), we have
Tn/T, ~ Tn/T,
thQSTD<ﬂ+TOShM (5
D fp
which follows:
T /T, T /T,
# < fD < ﬂ_ (6)
ha hom

Thus, both fp and Tp are heavily dependent on h,,, and h ;.
Remark 1: In this article, the signal transmission process is
based on the following three assumptions.

1) The network-induced delay is not considered, but only
DoS attacks, such that every processor receives packets
at the same sampling instant.

2) When DoS attacks happen, all sampled-data packets are
not available for the MAS, all sampled-data packets from
transmitters cannot be received by the processors and then
become unavailable; meanwhile, the system turns to the
worst attack-induced situation, zero-topology.

3) The duration time of each DoS attack is limited.

Remark 2: Based on the critical assumption that the network-
induced delay is not considered in the signal transmission pro-
cess, every logic processor receives sampled-data packets at
the same instant so that 7}, h,,, hys, and t calculated by the
comparator are equal to the value of what calculated by other
comparators. In future work, the consensus problem considering
the network-induced delay and DoS attacks will be studied.

D. Control Protocol for the MASs

The operation of the controller is heavily dependent on the
information provided by the logic processor. The controller
works together with the logic processor. Once the logic processor
receives all required data packets, the controller uses them
subsequently to generate a discrete control input. Then, the
property of zero-order hold (ZOH) converts the discrete signal
into a continuous signal so that the agent can be actuated. The
control protocol is adopted as

N
w(d) = K ars(zs(di) — z(tr)) (7)

T%s
where K represents an controller gain matrix to be designed
later, ¢ > 0 denotes the coupling strength, and I = {0, 1,2,...}

is the index set. By taking advantage of ZOH, the control law
can be considered as

N

w(d) = cK Y ars(z4(dy) — 21(dx)), d € [di,disr), k € L.
s=1
s#l

®)
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According to the mechanism of the comparator, one can obtain
Ok = dpt1 — di € [him, hat], k € 1. )

If we let

2(d) = [ ()., 251 (d), 25 ()]
2(di) = [2 (i), - - 2y (di), 23 (di)] T
Vi(2(d)) = [o(z1(td)) ", . .. o (zn-1(d) T, vk (2 () T]T
the closed-loop system are described as
2(d) = (Iny ® A)z(d) + V(z(d)) — ¢(L @ BK)z(dg) (10)

where d € (dg, di11).

Remark 3: By introducing novel logic processors embedded
in corresponding controllers, information about DoS attacks
can be obtained (See Figs. 1-3). Next, the problem of resilient
control can be converted into one concerned with the upper and
lower bound of the sampling interval of an ASDCS. According
to the values of h,,, and hj; that the logic processor provides,
it is feasible to design resilient sampled-data controllers for the
MASs against DoS attacks.

Definition 1 ([22]): If the following equation holds for any
initial conditions:

lim =| z(d) —24(d) |=0 Vl,s=1,2,...,N
d—o0

the consensus of MASs (1) is regarded as being reachable.

Lemma 1 ([23]): For a strongly connected graph G, define
€ = [e1, €, ..., €x] as the unique normalized left eigenvector of
L corresponding to eigenvalue O with multiplicity 1 (satisfying
SV e =1l,ie,e-L=0-L =0). In addition, ¢; > 0 holds
foralli=1,2,..., N.

Lemma 2 ([24]): For a strongly connected graph G, define
= = diag{ei, €2,...,en} > 0and Wy, n = = — €’ e. If there
exists matrix P € Si, we have

1 N N
ZT(d)(WL @ HI, )vp(2(d)) = = S eqlys

% (2q(d) — 25(d))T H[vr(2(d)) — vk(25(d))]-

Lemma 3 ([25]): Let y be any continuously differentiable
function [a, 3] — R™. For a given matrix H € S" and any
matrix W with an appropriate dimension, we have

B8
- / J7 (s) Hi(s)ds < @

where @ = v0T(WH'WT)0 + Sym{0T W [y(B) — y(a)]},
v = 8 — «, and 0 can be any appropriately dimensional vector.

Lemma 4 ([26]): Let y be any continuously differentiable
function [«, 8] — R™. For a given matrix () € S”, and any
matrices S; € R3*" and S, € R3*"_ we have

B
- / §7 (5)Qi(s)ds < 07 (8, 0)O(8, 0)9(B, )
where 9(8,a)=[y"(8),y7 (), [ y" (s)ds|” and ©(8, a) =

(8= a)(S1Q7'ST +[((B —a)*)/3]SQ~"S] — Sym([S:,
52,0])) + Sym([S1, —S1,25]).

[ll. MAIN RESULTS

This section will give some sufficient conditions guaranteeing
the secure consensus of the MASs with general Lipschitz non-
linearity. Also, sufficient conditions on how to design resilient
distributed controllers are presented in this section. To simplify
the descriptions of given conditions, notations of matrices and
vectors are defined as follows:

_ d d T
i) = | ["msyas, [ T (s)ds|
. dons T
m(d) = /d 2 (s)ds,/d 2 (s)ds}
di i1 T
m= [ ). [ (5]
na(d) = [(drs1 — d)ni (d), (d — dy)n; (d)]"
ws(d) = [T (d), o (@) ) = [£7(d), =7 (d)]
(d) = [T (@), nF @] 5(d) = [0~ ()]
wo(d) = [0, 7 (@) mrold) = [nd (d), —nZ ()"
ma(d) = [ (d),0]" mua(d) = [ (), 0]"
ms(d) = [z7(d), 27 (d), 2" (di)]"
d
)= [ @)@ @), [ () )

Ly = [Omx(jfl)mvImaomx(7fj)m]7j =12,...,7
Vi = [Omx(jfl)mvImaOmX(6fj)m]7j =12,...,6.

Theorem 1: For a strongly connected graph, given two
constants hp; > h,, >0 and controller gain K, the se-
cure consensus of MASs (1) can be reachable if there ex-
ist positive definite matrices P, @, and (),, constant matri-
ces Nl; Nz, N3, Z\/v47 ]\757 N67 Xl, )(27 Zl, Zz, and Z3, and diag—
onal matrix G, so that for any 7,57 =1,2,..., N with J§; €
{hum, has}, the following inequalities hold:

Iy + 0,1 le] <0 (11
* —Q

T + 6T mle 0 1
* -

where
[y = Sym{t] Piy + ATN,A; — ATN,As + AT(NsAg
+ NoAs) + X1Ap + XoAs + AT A} — AT N A
- AgNzAz + L?DTGDM — L7TGL7
[y = Sym{AT N> Az + AT (NsAg + 2NsA4) + AL NsAq}
+ 15 Qaa — AT N; A,
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[ = Sym{AT N Az + AT (NsAg + 2NsA4) + Al NsAg}
+ 13 Quy + AT N3 A

=l =] M =18 =i )T Ay = o3, 0]"
=[3,05,04 +1g)T As =[5 =, =05 —of,ig]"
[LT L3 ) L4 ,L? LlTaLé] ;A7 =10,0, L27_L1T]T
=1[0,0,45 —uf )" Do = [13 0], =13, =i ]"
[L27L1a ] All_[l L3a¢4:070]

A12 =1 —13,A13 =15 — 1
Al = [217Z2,Z370a07070]
= [./4, —I,lij/é“jBK,0,0,0,I].

Proof: A looped-Lyapunov functional candidate is consid-
ered as follows:

6
V(d) =Vo(d) + Y Vin(d),d € (di,ds1)  (13)
m=1

where
Vo(d) = 2" (d)(W @ P)2(d)
Vi(d) = (dit1 — d)nf (d)(W @ Ni)ni(d)
— (d = dy)ny (d)(W @ Na)ma(d)
Va(d) = (d = dy,)(diy1 — d)n3 (W @ N3)ms
V(d) = 20 (d)(W © Na)ma(d)
Va(d) = 2ni (d)[(W & Ns)ns(d) + (W @ Ne )]

d
W®:@$—@Léﬁﬂw®®ﬁ@®

diy1
fwfdm[; ST () (W © Q)2(s)ds

Taking the time derivative of (13) gives rise to

Ve(d) =

Vo(d) = 227 (d)(W ® P)z(d) (14)
Vild) = =i ()(W @ Ni)mi(d) — 13 (d)(W @ Na)na(d)
+2(dy41 — d)nf (d)(W @ Ny)ne(d)
+2(d — di)n; (d)(W © N2)ie(d) (15)
Va(d) = (di11 — d)n3 (W @ N3)ms
— (d = dy)ns (W @ N3)ns (16)
V3(d) = 2n¢ (d)(W & Ny)ma(d)
— 20 (d)(W & Na)ne(d) (17)
Vi(d)=2n7 ()[(W @ Ns)ns(d) + (W @ Ne)ns] +2(d — dy)
{ng (d)[(W @ Ns)ns(d) + (W @ Ne)1s]
+ 15 (d)(W ® Ns)mo(d)}
+2(di —d){nf; (d)[(W @ Ns)ns(d)+(W @ Ne)ns]

+ 01 (d) (W & Ns)mio(d)} (18)
Vs(d) = (dps1 — d)27 (d)(W @ Q1)2(d) + Fy (19)
Vo(d) = (d — di) 2" (d)(W & @2)4(d) + Fo. (20)

By using Lemma 3, the integral terms of (19) and (20) can be
bounded as

d
= — 3T (s 1)2(s)ds
F= Lk(XW®Q)Ud

< (d = di)p" (d)(W @ X1)(W @ Q)
+Sym{p” () (W © X,)[2(d) — 2(dy)]}

)
<p" ()W ((d_dk)XlQl_leT+Sym(X1Al2))]p((26?)

(W @ X{)p(d)

di 41
Fom [0V 8 Qais
< (dig1 —d)p" () (W @ Xa2) (W @ Q)™ (W @ X7 )p(d)
+ Sym{p” (d)(W @ X3)[2(dy11) — 2(d)]}

P (D)W & ((dps1 —d) X2Q3 X5 +Sym(XoA13))]p(d).
(22)

For any matrix Z = [Z;, Z,, Z3]* with an appropriate dimen-
sion, an augmented form according to system (9) is given in the
following.

0 =2n3(d)(W @ 2)[(In ® A)2(d) + V(2(d)) —
— (L @ BK)2(dy)].

Moreover, from Assumption 1, the following inequality is
established for a diagonal and positive matrix G.

(vr(2(d)) — vk (25(d))) T G (vr(21(d)) — vi(25(d)))
— (z1(d) = 25(d))" DT GD(z1(d) — z5(d)) < 0.
If we let
2(d) = zi(d) — 25(d), 2(d) = £(d) — £5(d)
2(dy) = 2(dy) — 2s(dk), 2(dpt1) = 21(dt1) — 25 (dpt1)

z@=£meA}@@

£(d)
(23)

(24)

2 (i), 27 ()

According to Lemma 2, it can be obtained from (14)—(24) that

1 d
EZ Z 515]10 {kt;k

=1 j=1,j#i

d&@mmHM@

11, (6x,)

+ (25)




FANG et al.: RESILIENT CONTROL FOR MULTIAGENT SYSTEMS WITH A SAMPLED-DATA MODEL AGAINST DOS ATTACKS 785

where
Hl(ék) =TI+ 6, + (5kX1Q1_]X1T
IL(0k) =Ty + 05 + 6 X0Q5 ' X5 .

If TT; (0%) < 0 and TI(d;) < O are satisfied, V' (d) < 0 can
be guaranteed. By the Schur complement, the abovementioned
conditions are equivalent to (11) and (12). This completes the
proof.

Remark 4: It is obvious that V(¢) > 0, and V,,(dy) =
Vin(d+1) =0,m = 1,...,6. Therefore, the function (12) is
a valid Lyapunov functional for the MASs (10). The use of
looped-functionals in [27] and [28] gives us easy access to
choose Lyapunov functional candidates with much more slack
variables. Note that N;(i = 1,...,6) in V5(d) — V5(d) are not
necessarily positive definite. Moreover, the free-weighting ma-
trix inequality [25], helpful to reduce the conservatism in [29], is
also applied to obtain some less conservative consensus condi-
tions in this section. Later, numerical examples can demonstrate
the effectiveness of our conditions.

Theorem 2: For a strongly connected graph, given
constants hp; > hy,, >0 and o;,7=1,2,3, the secure
consensus of MASs (1) can be reachable by the re-
silient controller (8) with K = JZ~! if there exist pos-
itive definite matrices P, Q;, and J,, constant matrices
Nl; Nz, N37 N47 N57 N67 Xl, Xz, Z, and J, and diagonal matrix
G such that forany i, j = 1,2,..., N with 6 € {h,,,ha}, the
following equations hold:

Iy + 6kl 5k)_(1 <0 26)
* -

Ty + 60kl 5kX2] <0 27
* )

where
[y = Sym{s] Puy + ATN,A; — AT NyA; + AT (NsAg
+ NgAy) + X1Ap + XoA 13+ ATA} — ATN A
— AZT]%AZ + LITDTC_Y'DLl — L%FC_JW
[y = Sym{AT N> A; + AT (NsAg + 2NsA4) + Af NsAg}
+ szszz - A4T1\73A4
T3 = Sym{A] N Az + AT (NsAg + 2NsA4) + AT, NsAg}
+ 13 Qo + AT N3 A,
Ay = [o11,0,1,051,0,0,0,0]
Ay =[AZ,~Z,1;j/¢;87,0,0,0, Z].
Proof: Set
Zyv=012Z,7, =022,y =032,Z =7 ', P=2"PZ
Q=2"Q12,Q, =727, 2,G =Z"GZ,N, = d N, ®,
N, = TN, ®, N3 = T N;®,, N, = o7 N, @,
Ns = &7 Ny®3, Ny = &I N, @, X = AT X, Z

X, =ATX,7Z &, = diag{Z, Z}, ®, = diag{®,, Z}
D3 = diag{(va Z}7 D, = diag{q)3a Z7 Za Z}

Performing a congruent transformation on (11) and (12) by
<I>f and ¥4, we can obtain (26) and (27). By Theorem 2, the
secure consensus of MASs (1) can be reachable under the
resilient control (8) with K = JZ~!. This completes the proof.

Remark 5: In this article, Theorem 2 is used to obtain the de-
sired controller parameters. In the proof of Theorem 2, Lemma 2
is used to handle (13)—(23), which leads to the couplings of ;;
and K. With such couplings, once /;; is equal to zero, K will
have no solution. Therefore, the algorithm in this work is only
suitable for strongly connected graphs, thatis, /;; = 0, and might
not be extended to more general cases. Although there are some
limitations that the algorithm in this work is only applicable to
strongly connected graphs, according to [9], such limitations
are accordant with the practical situation of the network of
UAVs. Our future attention will focus on how to remove the
abovementioned couplings on how to design algorithms for more
general cases.

Remark 6: The problem of resilient sampled-data consensus
of MAS:s is solved in Theorem 2. The feasibility of the design
method for the resilient sampled-data controller can be easily
verified by solving the linear matrix inequalities (LMIs) in (26)
and (27). Meanwhile, these LMIs can be solved readily via the
LMI toolbox in MATLAB.

By choosing the looped-Lyapunov functionals (12) and ap-
plying the same lemma utilized in [12] to deal with the integral
terms of (19) and (20), we can obtain the following corollary.

Corollary 1: For a strongly connected graph, given con-
stants hps > hy,, >0, and o;,71=1,2,3, the secure con-
sensus of MASs (1) can be reachable via the resilient
controller (8) with K = JZ~!, if there exist symmetric
positive definite matrices P, Q,and Q,, constant matrices
Ny, Ny, N3, N4, N5, Ny, Sy, 55,583,854, Z,and J, and diagonal
matrix G such that for any 4,5 =1,2,...,N with & €
{Pm, har}, the following equations hold:

_f4 + 6kf5 6kS_1 5]%5_2 1

* _5kQ1 0 <0 (28)
i * * 73514@1_
—f4 + 6kf6 5k53 5%54 1

* —0,Q> 0 <0 (29)
i * * —36,Q>

where

Iy = Sym{LTPLZ + A§N4A3 — AT]V4A3 + AST(]\_GAﬁ
+ NeAy) + 21 + 53 + ATA,} — AT N A
- AzTNQAz + LITDTGDLl — L7TGL7

['s = Sym{AT N, A3 + AT(NsAg 4+ 2NsAy) + A NsAg
- %)+ L?Qm — A{N3A4

Ts = Sym{AT N Az + AT (NsAg + 2NsA4) + AT, NsAg
— S+ 3 Qi+ AT N; A
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Y= [51703 75’172‘5'2703070]’22 = [52703 527030703 0]
= [_S3a070705 53725’470]524 = [514,0’0,075’43070].

Remark 7: Choosing the different Lyapunov functionals [(12)
in this article and (13) in [12]], Corollary 1 in this article
and Corollary 2 in [12] are derived by using the same lemma
(Lemma 4), respectively. The Lyapunov functionals we choose
contain more slack variables, which can lead to less conservative
consensus conditions with a larger sampling interval. Later,
numerical examples can justify this conclusion.

When the nonlinear self-dynamics vy (z;(d)) is not consid-
ered, from Corollary 1, we can easily derive the following
corollary.

Corollary 2: For a strongly connected graph, given con-
stants hp; > h,, >0 and o;,7=1,2,3, the secure con-
sensus of MASs (1) can be reachable via the re-
silient controller (8) with K = JZ~', if there exist pos-
itive definite matrices P Ql,and Qz, constant matrices
Nl,Nz,N37N4,N5,N6,Sl,SZ, 53,84, Z,and J, such that for

anyi,j = 1,2,..., Nwithdy € {hn, hM} the following equa-
tions hold:
—1:‘7 +6s 0,5 5%*572 ]
* —0,0Q, 0 <0 (30)
i * * —3(5le_
[T7+ 6Ty 6,55 825, |
* —0,Q> 0 <0 31
L * * —3(5sz_
where

f7 = Sym{'leP’yz + AgN4A3 —
+ N6A4) + 531 + 23 + /_Xle_\z} - AlTNlﬁl
_ ATN,A,

A1TN4A3 + A?(NSAﬁ

Tg = Sym{AT N, Az + AT(NsAg + 2NsAy) + AT NsAg
- i2} + 7;@272 - AstA4

Ty = Sym{AT N\ As + AL (NsAg + 2NsAy) + AT, N5 Ag
— i4} + W;lez + AZN3A4

¥ =[51,0,-51,25,,0,0],%; = [5,,0, 5,,0,0,0]

3 =[—55,0,0,0,55,25,], 54 = [S4,0,0,0,5,,0]

A= = W1 M=

Ay =T AT Ay

-8

= A E AL +1E)F

As=0 =1, =171 =i l”

As= =% ,7% 7 =116 15 Aq=[0,0,—73 , = |”
Ay =10,0,7 — o, {17 Ao = [y3 sl =, =i 1T
A [72,7“0 O] All:[%T 7470 O]

A1 = [U]I,021,03I,0,0,0]
Ay =[AZ,~Z,1;;/;BJ,0,0,0].

/) /i\ /_;)\
& N AN

5

Fig. 4. Communication topology of the network UAVs.
TABLE |
MAXIMUM UPPER BOUND h s FOR h,,, = 0.001 OF DIFFERENT METHODS

Methods har NDV
[9](Theorem 2) 1.01  19.5n% + 2.5n
[12](Corollary 2)  1.40  19.5n2 + 2.5n
Theorem 2 1.54  58n2% +6n
Corollary 2 1.62  72n2 +6n

IV. NUMERICAL EXAMPLES

In this section, two simulation examples of the network UAVs
and two-mass-spring systems (TMSSs) are illustrated to demon-
strate the effectiveness of the proposed consensus conditions.
Those examples can be practically used for the MASs theory.

A. Case Study on the Low-Order System

According to Wu et al. [9] and Ge et al. [12], the MAS model
of the network UAVs consisting of five agents is described by

where
0 -1 I 05
A= [1 0| F= lo.s 1]
v (2i(d)) = [0.5sin(z;1(d)), 0.5sin (25 (d))]”
and z;(d) = [z;1(d), zi(d)]T (i = 1,...,5). According to As-

sumption 1, the Lipchitz constant mj can be calculated as
my, = 0.5. Fig. 4 shows the communication topology the net-
work UAV. It can be obtained that the normalized left eigenvector
corresponding to eigenvalue 0 of the Laplacian matrix L is
e=|[1/5,1/5,1/5,1/5,1/3].

1) When DoS attacks are not considered, the consensus
problem of this system has been investigated in [9] and [12],
where h,, and hj, are treated as the upper and lower bounds,
respectively, of the interval between two consecutive sampling
instants. For comparison, h,; is calculated by Theorem 2 for
a given h,, = 0.001. The comparison results of the sampling
intervals and the computational complexity are shown in Table I,
from which it can be concluded that Theorem 2 outperforms
the ones in [9] and [12]. It is worth mentioning that the only
difference between Corollary 1 and Theorem 2 in [12] is the
Lyapunov functionals. Therefore, the results in Table I further
illustrate the advantages of the Lyapunov functionals that we
have chosen.

As we have known, the total number of decision variables
(NDV) is usually used to evaluate the computational complexity.
From Table I, one can see that although our method can obtain
a larger sampling interval, the computational complexity of the
system has increased. These LMIs can be solved readily via the
LMI toolbox in MATLAB and the average calculation time for
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Fig. 5. State responses of the network UAVs with the sampled-data

controller (33).

[9], [12], Theorem 2, and Corollary 1 is 0.21 s, 0.21 s, 0.27 s,
and 0.31 s, respectively. (Related calculational processes are
implemented in MATLAB environment on a desktop which has
an Intel Core i7-10875 CPU 2.3 GHz and 40 GB of RAM.)
Although the average calculation time increases, it is clear that
our sampling period is superior to the others from Table I. The
larger sampling interval of sampled-data controllers has many
superiorities, such as lower computational burden, less load lim-
itation, and fewer actuators’ actions. Moreover, for the practical
application, the abovementioned calculation processes which
are carried out offline do not affect the real-time collaborative
control of the system. Therefore, the increase in calculation time
is acceptable.

Based on Corollary 1, we set the parameters 0y = 1.2, 07 =
1.6, and 03 = 0.3. Then, the maximal sampling period is ob-
tained hjy; = 1.62 with the given minimum one h,,, = 0.0001 s,
and the distributed control parameter is solved out as

(33)

0.1311

~10.1792
B 0.4734

—0.4574]

Then, for the given initial conditions of the five UAVs z;(0) =
[10;5], 22(0) = [5;12], 23(0) = [-5; 5], 24(0) = [15; —8], and
z5(0) = [5; —12], the state responses of each dimension
j(j = 1,2) are shown in Fig. 5 by implementing the controller
gain K in (33). From the simulation results, one can verify the
effectiveness of our proposed control protocol.

2) Zero-topology [17] represents the worst attack-induced
situation, which means that communication among N (N = 5in
Fig. 4) agents is interrupted, and communication is not restored
until the attacks end. Suppose the minimum attack duration
time h,,, = 0.4 s and the maximum one h,; = 1.62s. Then, for
the same initial conditions of the abovementioned five network
UAVs, the state responses, sampled-data control input of the five
network UAVs, and simulated DoS attack signal is presented in
Fig. 6. From the abovementioned simulation results, it can be
concluded that our proposed control protocol can counter the
impact of DoS attacks to a larger extent.

B. Case Study on the High-Order System

According to Zhang et al. [30], [31], we consider a group of
TMSSs with single force input, where each TMSS is regarded as

DosS attacks

-1,2,3,4,5

Zu(d)si
S

2,(d),i=1,2,3,4,5
z ° 3

0 5 10 15 20 25 30 35 40
d(s)
(b)

Fig. 6. Simulation results of the network UAVs under DoS attacks

(hpsr = 1.62s, hyy, = 0.48) with the controller gain (33). (a) Simulated
DoS attacks signal. (b) States trajectories.

an agent. The state space equations of each agent are described
by

where
o 1 0 O 0
P S
0 0o 0 1 0
w0 = 0

my = 1.1kg,mp, = 0.9kg, ky = 1.5N/m, ky = I N/m, z;(t) =
[2i1 (), zia(t), 23 (), 2ia ()] = [y1, 91,92, 92] 7 (0 = 1,2,3,4),
m; and m, are two masses, k; and k, are spring constants, u is
the force input for mass 1, and y; and ¥, are displacement of
the two masses.

For this example, the communication topology of the TMSSs
can be denoted as the following Laplacian matrix L:

2 -1 -1 0
-1 2 0 -1
-1 0 2 -1
o -1 -1 2

L:

It can be obtained that the normalized left eigenvector corre-
sponding to eigenvalue 0 of the Laplacian matrix L is € =
[1/4,1/4,1/4,1/4,1/4]T.

Suppose that the TMSSs are exposed to such DoS attacks with
the minimum attack duration time h,,, = 0.2 s and the maximum
one hy; = 1.6s. According to Corollary 2, we can design a
resilient distributed sampled-data controller to counter such
DoS attacks. With the paremeters h,, = 0.2,hp; = 1.6,0, =
0.9,0, = 1.9, and 03 = 0.3, solving the LMIs (29) and (30),
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dGs) . d(s) Fig. 8. Simulation results of TMSSs under DoS attacks (ks =
® 0.2 s, h,, = 1.0s) with the controller gain (34). (a) Simulated DoS attacks
) . . signal. (b) States trajectories.
Fig. 7. Simulation results of TMSSs under DoS attacks (hys =

0.2 s, h,y, = 1.08) with the controller gain (34). (a) Simulated DoS attacks
signal. (b) States trajectories.

the distributed control parameter is solved out as

K =1-0.1626 0.0620 0.0236 0.0391] . (34)

In order to better show the effectiveness of the proposed re-
silient control method, we will provide simulation results under
two DoS attacks with different attack frequencies and the same
maximum attack duration time (h,,, = 0.2s and hy; = 1.05s).

Suppose that the TMSSs are exposed to a sequence of DoS
attacks simulated by Fig. 7(a), which means that the MASs have
been attacked 13 times during [0, 30s), the attack frequency is
0.433 times per second. Suppose that the TMSSs are exposed to
a sequence of DoS attacks simulated by Fig. 8(a), which means
that the MASs have been attacked 21 times during [0, 30s), the
attack frequency is 0.7 times per second. From Figs. 7(b) and
8(b), it can be concluded that our proposed control protocol can
counter the impact of DoS attacks to a larger extent.

V. CONCLUSION

This article has investigated a resilient sampled-data consen-
sus problem of the MASs against DoS attacks, which may be
random or periodic. The worst attack-induced situation, zero-
topology, is considered. Based on the information about DoS
attacks obtained by the logic processors, the issue of resilient
controllers design can be converted into a problem concerned
with the upper and lower bound of the sampling interval of
an ASDCS. It is worth mentioning that advanced Lyapunov
functionals combined with loop functionals have been utilized
to decrease the results’ conservativeness. From the illustrative
example of UAVs, it can be concluded that the sampling interval
we have obtained is better than that in [9] and [12]. Besides,
the numerical simulation results of the TMSSs indicate that

the designed resilient controller can counter the DoS attacks’
impact. Furthermore, our future directions will consider the
performance optimization problem [32] and the case of directed
topology [33].

(1]

(2]

(3]

[4]

(3]

(6]

(71

(8]

[91

[10]

REFERENCES

Z.Peng, D. Wang, Y. Shi, H. Wang, and W. Wang, “Containment control
of networked autonomous underwater vehicles with model uncertainty
and ocean disturbance guided by multiple leaders,” Inf. Sci., vol. 316,
pp. 163-179, Sep. 2015.

Y. Cao, W. Yu, W. Ren, and G. Chen, “An overview of recent progress
in the study of distributed multi-agent coordination,” IEEE Trans. Ind.
Informat., vol. 9, no. 1, pp. 427-438, Feb. 2013.

Z. H. Ye, D. Zhang, Z. G. Wu, and H. C. Yan, “A3C-based intelligent
event-triggering control of networked nonlinear unmanned marine vehi-
cles subject to hybrid attacks,” IEEE Trans. Intell. Transp. Syst., to be
published, doi: 10.1109/TITS.2021.3118648.

S. Yang, S. Tan, and J.-X. Xu, “Consensus based approach for economic
dispatch problem in a smart grid,” IEEE Trans. Power Syst., vol. 28, no. 4,
pp. 44164426, Nov. 2013.

Z.Zhang, S. M. Chen, and Y. Zheng, “Fully distributed scaled consensus
tracking of high-order multi-agent systems with time delays and distur-
bances,” IEEE Trans. Ind. Informat., vol. 18,no. 1, pp. 305-314, Jan. 2022.
L. Ding, Q.-L. Han, L. Y. Wang, and E. Sindi, “Distributed cooperative
optimal control of DC microgrids with communication delays,” IEEE
Trans. Ind. Informat., vol. 14, no. 9, pp. 3924-3935, Sep. 2018.

H. Zhang, J. H. Park, D. Yue, and X. Xie, “Finite-horizon optimal con-
sensus control for unknown multiagent state-delay systems,” I[EEE Trans.
Cybern., vol. 50, no. 2, pp. 402-413, Feb. 2020.

D. Zhang, Z. Xu, H. R. Karimi, Q. G. Wang, and L. Yu, “Distributed H
output-feedback control for consensus of heterogeneous linear multiagent
systems with aperiodic sampled-data communications,” IEEE Trans. Ind.
Electron., vol. 65, no. 5, pp. 4145-4155, May 2018.

Y. Wu, H. Su, P. Shi, Z. Shu, and Z. Wu, “Consensus of multiagent systems
using aperiodic sampled-data control,” IEEE Trans. Cybern., vol. 46,no.9,
pp. 2132-2143, Sep. 2016.

Z. Wang, H. He, G. P. Jiang, and J. Cao, “Distributed tracking in hetero-
geneous networks with asynchronous sampled-data control,” IEEE Trans.
Ind. Informat., vol. 16, no. 12, pp. 7381-7391, Dec. 2020.


https://dx.doi.org/10.1109/TITS.2021.3118648

FANG et al.: RESILIENT CONTROL FOR MULTIAGENT SYSTEMS WITH A SAMPLED-DATA MODEL AGAINST DOS ATTACKS 789

[11] H. Ren, H. R. Karimi, R. Lu, and Y. Wu, “Synchronization of network
systems via aperiodic sampled-data control with constant delay and appli-
cation to unmanned ground vehicles,” IEEE Trans. Ind. Electron., vol. 67,
no. 6, pp. 4980-4990, Jun. 2020.

C. Ge, J. H. Park, C. Hua, and X. Guan, “Nonfragile consensus of
multiagent systems based on memory sampled-data control,” IEEE Trans.
Syst. Man. Cybern., Syst., vol. 51, no. 1, pp. 391-399, Jan. 2021.

M. Long, C.-H. Wu, and J. Y. Hung, “Denial of service attacks on network-
based control systems: Impact and mitigation,” IEEE Trans. Ind. Informat.,
vol. 1, no. 2, pp. 85-96, May 2005.

S. Feng and P. Tesi, “Resilient control under denial-of-service: Robust
design,” Automatica, vol. 79, pp. 42-51, May 2017.

C. Deng, D. Zhang, and G. feng, “Resilient practical cooperative output
regulation for MASs with unknown switching exosystem dynamics under
DoS attacks,” Automatica, vol. 139, 2022, Art. no. 110172.

J. Liu, T. Yin, D. Yue, H. R. Karimi, and J. Cao, “Event-based secure
leader-following consensus control for multiagent systems with multiple
cyber attacks,” IEEE Trans. Cybern.,vol.51,no. 1, pp. 162—173,Jan. 2021.
Z.Cheng, D. Yue, S. Hu, H. Ge, and L. Chen, “Distributed event-triggered
consensus of multi-agent systems under periodic DoS jamming attacks,”
Neurocomputing, vol. 400, pp. 458-466, Aug. 2020.

Z. Zuo, X. Cao, Y. Wang, and W. Zhang, “Resilient consensus of multi-
agent systems against denial-of-service attacks,” IEEE Trans. Syst. Man,
Cybern.: Syst., vol. 52, no. 4, pp. 26642675, Apr. 2022.

D. Zhang, L. Liu, and G. Feng, “Consensus of heterogeneous linear
multiagent systems subject to periodic sampled-data and DoS attack,”
IEEE Trans. Cybern., vol. 49, no. 4, pp. 1501-1511, Apr. 2019.

C. D. Persis and P. Tesi, “Input-to-state stabilizing control under denial-
of-service,” IEEE Trans. Autom. Control, vol. 60, no. 11, pp. 2930-2944,
Nov. 2015.

X.Zhang, Q. Han, X. Ge, and L. Ding, “Resilient control design based on a
sampled-data model for a class of networked control systems under denial-
of-service attacks,” IEEE Trans. Cybern., vol. 50, no. 8, pp. 3616-3626,
Aug. 2020.

W. Ren and R. W. Beard, “Consensus seeking in multi-agent systems
under dynamically changing interaction topologies,” IEEE Trans. Autom.
Control, vol. 50, no. 5, pp. 655-661, May 2005.

J. Lu, D. W. C. Ho, J. Cao, and J. Kurths, “Exponential synchronization
of linearly coupled neural networks with impulsive disturbances,” IEEE
Trans. Neural Netw., vol. 22, no. 2, pp. 329-336, Feb. 2011.

J. Lu and D. W. Ho, “Globally exponential synchronization and syn-
chronizability for general dynamical networks,” IEEE Trans. Syst., Man,
Cybern. B., Cybern., vol. 40, no. 2, pp. 350-361, Apr. 2010.

X.-M. Zhang and Q.-L. Han, “Novel delay-derivative-dependent stability
criteria using new bounding techniques,” Int. J. Robust Nonlinear Control,
vol. 23, no. 13, pp. 1419-1432, Sep. 2013.

T. H. Lee and J. H. Park, “Stability analysis of sampled-data systems
via free-matrix-based time-dependent discontinuous Lyapunov approach,”
IEEE Trans. Autom. Control, vol. 62, no. 7, pp. 3653-3657, Jul. 2017.

S. H. Lee, P. Selvaraj, M. J. Park, and O. M. Kwon, “Improved re-
sults on H,, stability analysis of sampled-data systems via looped-
functionals and zero equalities,” Appl. Math. Comput.,vol. 373, May 2020,
Art. no. 125003.

H. B. Zeng, K. L. Teo, and Y. He, “A new looped-functional for stability
analysis of sampled-data systems,” Automatica, vol. 82, pp. 328-331,
Aug. 2017.

H. Zeng, Z. Zhai, H. Xiao, and W. Wang, “Stability analysis of sampled-
data control systems with constant communication delays,” IEEE Access,
vol. 7, pp. 111-116, 2019.

H. Zhang, F. L. Lewis, and Z. Qu, “Lyapunov, adaptive, and optimal design
techniques for cooperative systems on directed communication graphs,”
IEEE Trans. Ind. Electron., vol. 59, no. 7, pp. 3026-3041, Jul. 2012.

Z. Feng, G. Wen, and G. Hu, “Distributed secure coordinated control for
multiagent systems under strategic attacks,” IEEE Trans. Cybern., vol. 47,
no. 5, pp. 1273-1284, May 2017.

Z. Zhang, W. Yan, and H. Li, “Distributed optimal control for linear
multiagent systems on general digraphs,” IEEE Trans. Automat. Control,
vol. 66, no. 1, pp. 322-328, Jan. 2021.

Z.Zhang, H. Li, Y. Shi, S. Zhang, and W. Yan, “Cooperative optimal con-
trol for Lipschitz nonlinear systems over generally directed topologies,”
Automatica, vol. 122, Sep. 2020, Art. no. 109279.

(12]

[13]

[14]

[15]

[16]

(17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

(32]

(33]

Fang Fang (Senior Member, IEEE) received the
M.Sc. degree in control theory and engineer-
ing from North China Electric Power University
(Baoding Campus), Baoding, China, in 2001,
and the Ph.D. degree in thermal power engi-
neering from North China Electric Power Uni-
versity, Beijing, China, in 2005.

He is currently a Professor and the Dean of
the School of Control and Computer Engineer-
ing, North China Electric Power University. He
has authored more than 60 high level publica-
tions and headed more than 30 research projects or industrial projects.
His current research interests include cyber-physical systems, configu-
ration and operation of integrated energy systems, and intelligent power
generation technologies.

Prof. Fang is an IET Fellow, the founding Vice Chairman of the
Chinese Society for Electrical Engineering Technical Committee on Off-
shore Wind Power, the founding Vice Chairman of China Electrotechni-
cal Society Technical Committee on Energy Intelligence, and a Council
Member of IEEE IES Technical Committee on Industrial Cyber-Physical
Systems.

Jiayu Li received the B.Sc. degree in automa-
tion and the M.Sc. degree in control engineer-
ing in 2017 and 2020, respectively, from North
China Electric Power University, Beijing, China,
where she is currently working toward the Ph.D.
degree in control science and engineering with
the School of Control and Computer Engineer-
ing.

Her research interests include multiagent sys-
tems, sampled-data control, and consensus ap-
plications in power systems.

Yajuan Liu received the B.S. degree in math-
ematics and applied mathematics from Shanxi
Normal University, Linfen, China, in 2010, the
M.S. degree in applied mathematics from the
University of Science and Technology Beijing,
Beijing, China, in 2012, and the Ph.D. de-
gree from the Division of Electronic Engineer-
ing, Daegu University, Daegu, South Korea, in
2015.

From 2015 to 2018, she was a Postdoctoral
Research Fellow with the Department of Electri-
cal Engineering, Yeungnam University, Gyeongsan, South Korea. She
is currently an Associate Professor with the School of Control and
Computer Engineering, North China Electric Power University, Beijing,
China. Her research focus is on control of dynamic systems, including
neural networks and complex systems.

Ju H. Park (Senior Member, IEEE) received the
Ph.D. degree in electronics and electrical engi-
neering from the Pohang University of Science
and Technology, Pohang, South Korea, in 1997.

In March 2000, he joined Yeungnam Uni-
versity, Kyongsan, South Korea, where he is
currently the Chuma Chair Professor. His re-
search interests include control engineering,
neural/complex networks, and fuzzy systems.

Prof. Park is a Fellow of the Korean Academy
of Science and Technology. He was the recipi-
ent of the Highly Cited Researchers Award by Clarivate Analytics and
listed in three fields, engineering, computer sciences, and mathematics,
in 2019, 2020, and 2021. He is currently an Associate Editor for the
IEEE TRANSACTION ON Fuzzy SYSTEMS, IEEE TRANSACTION ON NEURAL
NETWORKS AND LEARNING SYSTEMS, and IEEE TRANSACTION ON CYBER-
NETICS.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 900
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00111
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00083
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00063
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


