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Abstract

While adversarial training and its variants have shown to be the most effective algorithms to
defend against adversarial attacks, their extremely slow training process makes it hard to scale to
large datasets like ImageNet. The key idea of recent works to accelerate adversarial training is to
substitute multi-step attacks (e.g., PGD) with single-step attacks (e.g., FGSM). However, these
single-step methods suffer from catastrophic overfitting, where the accuracy against PGD attack
suddenly drops to nearly 0% during training, destroying the robustness of the networks. In this work,
we study the phenomenon from the perspective of training instances. We show that catastrophic
overfitting is instance-dependent and fitting instances with larger gradient norm is more likely to cause
catastrophic overfitting. Based on our findings, we propose a simple but effective method, Adversarial
Training with Adaptive Step size (ATAS). ATAS learns an instance-wise adaptive step size that is
inversely proportional to its gradient norm. The theoretical analysis shows that ATAS converges faster
than the commonly adopted non-adaptive counterparts. Empirically, ATAS consistently mitigates
catastrophic overfitting and achieves higher robust accuracy on CIFAR10, CIFAR100 and ImageNet
when evaluated on various adversarial budgets.

1 Introduction

Adversarial examples [27] cause serious safety concerns in deploying deep learning models. In order
to defend against adversarial attacks, many approaches have been proposed [10, 16}, 19, B3]. Among
them, adversarial training and its variants [19], 29] 33] have been recognized as the most effective defense
mechanism. Adversarial training (AT) is generally formulated as a minimax problem
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where D = (x;,y;) is the training set and ¢(x,y; 0) is the loss function parametrized by 0. B,(x;,€)
represents a L, norm ball centered at x; with radius e. AT in Equation boosts the adversarial
robustness by adopting adversarial examples generated in the inner maximization.

Despite the effectiveness of AT, solving the inner maximization requires multiple steps of projected
gradient descent (PGD) [19] 23]. Therefore, AT is much slower than vanilla training (e.g., 10 times longer
training time for AT in [23]), making it challenging to scale AT to large datasets such as ImageNet.

Currently, the typical solution to accelerate AT is to substitute multi-step attacks (e.g., PGD) with
single-step attacks (e.g., FGSM). Several works have been proposed following this direction, including
FGSM-RS [30], ATTA [34] etc. These methods achieve the best robust accuracy for fast AT. However,
recent works |2l 13] demonstrate that the single-step method suffers from catastrophic overfitting, where
the model’s robustness against PGD attack suddenly drops to nearly 0% while the robust accuracy against
FGSM attack rapidly increases [30]. This will completely destroy the robustness of the networks. It is
worth noting that catastrophic overfitting is different from robust overfitting mentioned in [23]. The
latter one refers to the generalization gap between training and test data while catastrophic overfitting
means the overfitting to a specific type of attack that is irrelevant to the training and test set. Some
works have been proposed to understand and alleviate the catastrophic overfitting [2, [13]. However,
their solutions significantly increase the training time. For example, the gradient align regularizer
B ti([—e,e) [1 = cos (Vil(x,y;0), Vil(x +n,y;0))] in [2] requires calculating the second order gradient
and it is still 5 times slower than vanilla training. And [I3] needs to check several points within the
¢, norm ball, which needs several forward propagation and is still about 4 times slower than vanilla
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training. Therefore, existing methods are still unsatisfactory in terms of both training efficiency and
robust performance.

In this work, we analyze catastrophic overfitting from the perspective of training instances. By taking
the gradient norm as an indicator, we find that different training instances have different probabilities of
causing catastrophic overfitting. Instances with large gradient norm are more sensitive to the adversarial
noise and their loss landscape is less smooth. Thus, fitting them with FGSM is more likely to distort the
loss landscape, resulting in catastrophic overfitting.

Furthermore, catastrophic overfitting is closely related to the optimization process of the inner
maximization, e.g., the setting of step size. When catastrophic overfitting does not occur, the larger step
size leads to a stronger attack and thus strengthens the robustness of the network [30]. On the other side,
a larger step size is more likely to cause catastrophic overfitting in the training process [2, 30]. Based on
these findings, we propose Adversarial Training with Adaptive Step size (ATAS), an simple but effective
fast AT method that uses the previous initialization in ATTA [34] and takes the step size of the inner
maximization inversely proportional to the input gradient norm. Instances with large gradient norm are
given a small step size to prevent catastrophic overfitting. By contrast, instances with small gradient
norms will have large step sizes to improve the strength of the attack.

We theoretically analyze the convergence of ATAS and prove that it converges faster than the non-
adaptive counterpart, which is commonly adopted in existing works [34], especially when the distribution
of the input gradient norm is long-tailed. Empirically, We evaluate ATAS on CIFAR10, CIFAR100
[15] and ImageNet [6] with different network architectures and adversarial budgets, showing that ATAS
mitigates catastrophic overfitting and achieves higher robust accuracy under various attacks including
PGD10, PGD50 [19] and AutoAttack [5].

Our contributions are summarized as follows: 1) To the best of our knowledge, we are the first to
analyze catastrophic overfitting from the perspective of training instances, and demonstrate that instances
with large input gradient norms are more likely to cause catastrophic overfitting. 2) Based on our findings,
we propose a new algorithm, ATAS, which takes the step size of the inner maximization to be inversely
proportional to the input gradient norm in order to prevents catastrophic overfitting and maintain the
strength of the attack. 3) Theoretically, we prove that ATAS converges faster than its non-adaptive
counterpart. 4) Empirically, we conduct extensive experiments to evaluate ATAS on different datasets,
network architectures and adversarial budgets, showing that ATAS consistently improves the robust
accuracy and mitigates catastrophic overfitting.

2 Background and Related Work

2.1 Adversarial Examples.

Adversarial examples are first discussed in [27], where a small perturbation of the input significantly
changes the prediction. Adversarial examples can be generated using the gradient of the input x.
Fast Gradient Signed Method (FGSM) [9] approximates the loss function ¢(x,y; 0) with the first order
Taylor expansion so that adversarial examples can be generated with one step of projected gradient
xFOSM — x 4 e.5gn(V,l(x,9;0))) , where ¢ is the adversarial budget. Projected Gradient Descent (PGD)
[19] extends FGSM to multiple steps to strengthen the attack. With a step size «, the adversarial example
at the t-th step is x't! = Ilg (xo)[x" + o - sgn(Vyel(x*,y;0))] , where IIg () means the projection
onto By(x,¢e). Several stronger attacks are proposed to reliably evaluate the models’ robustness [I} 4, 5].
Among them, Autoattack [5] stands out as the strongest attack.

While many algorithms [0} 16}, 19} 26, 29] B3] have been proposed to defend against adversarial attacks,
adversarial training and its variants [19 29] B33] are shown to be the most effective methods to train a
truly robust network. Adversarial training can be formulated as a minimax problem in Equation .
Finding solutions of the minimax optimization has been a major endeavor in mathematics and computer
science [3, [24]. Theoretically, the well-known Stochastic Gradient Descent Ascent (SGDA) algorithm
finds an e-approximate stationary point in O(1/¢2) iterations with averaging for convex-concave games
[20]. However, it is not appropriate to formulate the optimization of AT as SGDA or SGDmax [I7],
since it only updates a part of the coordinates in x = [x1, 9, - - ©,] for the maximization. The inner
maximization actually corresponds to the stochastic block coordinate ascent. Empirically, the neural
network is non-concave with respect to the input, so perfectly solving the inner maximization is NP-hard.
It is usually approximated by a strong attack like PGD [19], which needs multiple steps of the calculation
the gradients. Therefore, adversarial training is much slower than vanilla training.



(a) D1 (Instances with smallest 10% gradient norm)  (b) DiJ (Instances with largest 10% gradient norm)

Figure 1: The loss surface of the subsets D} and D}J. We average the loss of the instances from each
subset. v; is the direction of adversarial noise and vs is a random direction. Figures from left to right
plot the loss surface as the training step increases and each column of (a) and (b) corresponds to the
same step of FGSM-RS.

2.2 Fast Adversarial Training.

FreeAT [25] first proposes a fast AT method by simultaneously optimizing the model’s parameter and
the adversarial perturbations by batch replaying. YOPO [32] adopts a similar strategy to optimize the
adversarial loss function. Later on, single-step methods are shown to be more effective than FreeAT and
YOPO [30]. FGSM with Random Start (FGSM-RS) can be used to generate adversarial perturbations in
one step to train a robust network if the hyperparameters are carefully tuned [30]. ATTA [34] utilizes the
transferability of adversarial examples between epochs, using adversarial example of the previous epoch
as the initialization, optimizing the model parameters with

X! =Tl (0[] + - sgn(V,y 1 £ 0))]

_ (2)
0=0—-nVel(x],y;0)),

where xg means the adversarial examples generated for the i-th instance x; at the j-th epoch. ATTA

shows comparable robust accuracy with FGSM-RS. SLAT [2I] perturbs both inputs and the latents
simultaneously with FGSM, ensuring more reliable performance.

As mentioned above, these single-step methods suffer from catastrophic overfitting, meaning the
robustness against PGD attack suddenly drops to nearly 0% while the robust accuracy against FGSM
attack rapidly increases. In order to prevent catastrophic overfitting, FGSM-GA [2] adds a regularizer
that aligns the direction of the input gradient. Another work [13] studies the phenomenon from of the
perspective of loss landscape, finding that catastrophic overfitting is a result of highly distorted loss
surface. It proposes a new algorithm to resolve catastrophic overfitting by checking the loss value along
the direction of the gradient. However, both algorithms require much more computation than FGSM-RS
[30] and ATTA [34]. Compared with these works, we study catastrophic overfitting from the perspective
of training instances and show that using adaptive step sizes in single-step methods prevents catastrophic
overfitting. Our method achieves better performance with negligible computational overhead. Adaptive
step sizes have been widely used in training neural networks such as AdaGrad [7], RMSProp [28] and
ADAM [8, 14, 22]. However, our motivation is different, and to the best of our knowledge, we are the
first to introduce the adaptive step size in fast AT.

3 Motivation

Catastrophic overfitting is interpreted as a result of highly distorted loss landscapes of the input [13]. For
examples, FGSM-RS [30] uses large step sizes in the inner maximization to generate adversarial examples.
It may only minimize the classification loss near the boundary of the adversarial budget, while the loss
inside the adversarial budget may increase, leading to a highly distorted loss landscapes.

Recalling that different inputs have different loss landscape, they may result in different probabilities of
causing catastrophic overfitting. Instances with large gradient norms are more sensitive to the adversarial
noise. Thus, the network may simply minimize the loss on the FGSM-perturbed examples near the
boundary instead of the whole space within the adversarial budget. This leads to highly distorted loss
landscapes and catastrophic overfitting. The following experiments verify our hypothesis of catastrophic
overfitting in FGSM-RS. The results of ATTA [34] are deferred to the Appendix
Metrics of Input Gradient Norm. To verify the hypothesis that instances with large gradient norms
cause catastrophic overfitting, we divide the training instances into different subsets according to their
gradient norms. Following the grouping method in [I8], we also average the gradient norm across the
training process to reduce the randomness. Formally speaking, we perform FGSM-RS to train a ResNet-18
(RN-18) on CIFARI1O0 for N = 30 epochs with ¢ = 8/255 and step size @ = 10/255. And catastrophic
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Figure 2: The robust training accuracy curve of FGSM-RS trained on different subsets of CIFAR10. The

adversarial budgets and the step sizes are shown on top of each figure. The sudden decrease in accuracy
indicates catastrophic overfitting.
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Figure 3: (a) The loss gap of training instances between PGD10 and FGSM-RS ¢(xPGP /) — £(xFGSM-RS o))
with different step sizes for a FGSM-RS trained robust model; (b) The test robust accuracy of the models

trained by FGSM-RS with different step sizes. (c) Accuracy of a WideResNet-28-10 under PGD10 of
FGSM-RS and FGSM-RS with adaptive step size.

where %7 is the random initialization of x; at the j-th epoch. We sort x; according to GN(x;) and define
rank(x;) = & Z;”:l 1(GN(x;) < GN(x;)) as the fraction of instances with smaller average gradient norm

than x;. We divide the subsets according to rank(x;): D! = {xﬂ% < rank(xy) < %} The classes
of each subset is balanced. The maximum and minimum proportion of one class in all subsets is 10.86%
and 8.98% in CIFARI10.

Loss Landscape. We train a new RN-18 using FGSM-RS and enlarge the step size to a = 14/255
to cause catastrophic overfitting. Figure [1] shows the loss surface of the subsets with the smallest (D})
and the largest gradient norm (D1J) when the catastrophic overfitting happens. Dij first exhibits the
catastrophic overfitting, where the loss surface of the input gets highly distorted and the loss function
reaches its highest value in the middle of the adversarial budget. By contrast, the loss surface of Dj is
less distorted. Figure [I]infers that the subsets with large gradient norm are more likely to suffer from
catastrophic overfitting.

Training with Different Subsets. We perform FGSM-RS on different subsets of CIFAR10 with
different adversarial budgets ¢ and step size a to show that fitting examples with larger gradient norm
is more likely to cause catastrophic overfitting. We train the RN-18 on instances with small gradient
norm D?, D3, D} and instances with large gradient norm Di°, DI, DI, While different subsets contain
different number of instances, we keep the number of the training iterations the same for fair comparison.
In Figure [2| we show the robust accuracy of the whole training set under PGD-10. For € = 8/255 with
a = 10/255, the models trained with all subsets do not exhibit catastrophic overfitting. However, as the
step size « increases, subsets with large norms first exhibit catastrophic overfitting, while catastrophic
overfitting is less likely to occur in the model trained with the subsets of small gradient norm. The figure
shows 1) for each subset, catastrophic overfitting is more likely to occur when increasing the step size; 2)
for a fixed step size, catastrophic overfitting is less likely to happen for subset with small gradient norm.

overfitting does not happen in this case. The average gradient norm GN(x;) = + Z;V:1 Vi 01, y:;0)|2,

4 Algorithms

From our analysis in Section [3] the step size of the inner maximization plays an important role for the
performance of the single step methods. Overly large step size draws all FGSM-perturbed noise near the
boundary, causing catastrophic overfitting and thus the robust accuracy under PGD decreases to zero.
However, we cannot simply reduce the step size. As shown in Figure [Ba] and [3D] increasing step size can
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Algorithm 1 ATAS

Input: Training set D, The model fg with loss function ¢, Adversarial budget ¢
Output: Optimized model fg-

v =0fori=1,---,n

2: x¥ = x; + Uniform(—¢,¢) fori=1,---,n

3: for j=1to N do

4: for x;,y; € D do

5 ol = ol T (1= B[V b(x] T i 0)|3

ol =~/(c+ /o))

x] = i, 0[]+ 0 - sgn (Vg1 00x] 3 0))
0=0—nVel(x,y;0))

9: end for

10: end for

strengthens the adversarial attack and improves the robust accuracy.

To strengthen the attack as much as possible as well as avoid the catastrophic overfitting, we advocate
utilizing the instance-wise step-size. The analysis in Section [3| shows that we should use small step
sizes for instances with large gradient norms to prevent catastrophic overfitting, and large step sizes for
instances with small gradient norms to the strengthen the attack. Thus, we use the moving average of
the gradient norm

vl = o]+ (1= )| V& (i, i 0|15 3)

to adjust the step size a{ for the x; at the j-th epoch. Here, x; is the initialization of x; and 3 is the
i i

%

ol =y/(c+/v]), (4)

where v is a pre-defined learning rate and c is a constant preventing a{ from being too large. We
incorporate the adaptive step size a{ with FGSM-RS, which randomly initializes the perturbation at the
inner maximization step. The results are shown in Figure where the catastrophic overfitting does
not occur by adaptive step size. In addition, the average step size of the adaptive step size method is
10.8/255, which is even larger than the fixed step size 8/255 in FGSM-RS, leading to a stronger attack
and better adversarial robustness.

Random initialization limits the magnitude of perturbations for instances with small step size,
weakening the attack strength. In order to make the whole space within the adversarial budget reachable,
we consider the previous initialization in ATTA [34], which utilizes the transferability of adversarial
examples and uses the adversarial perturbation obtained in the previous epoch as the initialization for
the inner maximization. Combined with the previous initialization, ATAS does not need large o to reach

momentum factor stabilizing the step size. The step size o is inversely proportional to v;:

the whole £, norm ball. For each instance, we use adaptive step size ozg and perform the following inner
maximization to obtain the adversarial examples:

x! =g, (x,0) ]+ 0 -sgn(Vog - 0(x] 1 4i:0))), (5)
where xg is the adversarial example at the j-th epoch. Then the parameter 0 is updated with xz

6 =0 —1nVol(x],y;;0). (6)
In contrast to previous methods [2, [I3] that needs large computational overhead to resolve the problem of
catastrophic overfitting, the overhead of ATAS is negligible, since the input gradient V_;—1£(x] - Yi; 0)

is already Calcglated in the attack step in Equation . Thus, calculating the pre-conditioner v{ and
the step size o does not need additional forward-backward passes of the network. The training time of
ATAS is almost the same as ATTA [34] and FGSM-RS [30]. The detailed algorithm of ATAS is shown in
Algorithm
Theoretical Analysis of ATAS. We analyze the convergence of ATAS with L., adversarial budget.
The proof is deferred to Appendix [A] Given the objective function
1 n
0,x)=— ) Ux;,y:;0), 7
(6. = 2 316,150 (7
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the minimax problem can be formulated as follows:

min max 0,x*), 8
0 x*=[x] x5, x5 €800 (%) #(6:x7) ®)
where x* is the optimal adversarial example depending on 8. We consider the minimax optimization in
convex-concave and smooth setting. And the loss function ¢ satisfies the following assumptions.

Assumption 4.1. The training loss function € satisfies the following constraints:
1. ¢ in convexr and Lg-smooth in 0; 0 and the gradient of @ are bounded in the Lo norm balls

n

1
0—-0|,<D — 0L,y 0|2, < G2
|| ||2— 0,25 nZHVO (waa )HQa_ 0,2 >

i=1

where 6" = argming maxy-cp__ (x,e) (0, %x").
2. ¢ in concave and L, -smooth in each x;. x; € R is bounded in an Lo, norm ball with Dy o =2¢. For
any x and X', ||x — X'||oo < Dy 0o, and the gradients of the inputs also satisfy

n
IV £xE 93 O)I13 < G2, 00 D IVl s O)5 < G2

=1

— T t T t+1
We average the trajectory of T-steps 87 = E‘%e and X7 = 2= X" ¢ get the near optimal
points. It is a standard technique for analyzing stochastic gradient methods [7]. The convergence gap
MaXy+ B (x,e) H(0T,x*) — maxy«cB_(x,c) P(0,x*) is upper bounded by the regret R(T)

e

R(T) = max (0", x*) — r%i*n (0%, x")] . 9)

P} x*EBoo (%x,€)

Lemma 4.1. For { satisfying assumption the objective function ¢ defined in Equation

nT * . * * R(T)
R L S
Adaptive Stochastic Gradient Descent Block Coordinate Ascent (ASGDBCA). ATAS can be
formulated as ASGDBCA, which randomly picks an instance xj at the step ¢, applying stochastic gradient
descent to the parameter 8 and adaptive block coordinate ascent to the input x. Unlike SGDA [I7],
where all dimensions of x get updated in each iteration, ASGDBCA only updates some dimensions of x.
ASGDBCA first calculates the pre-conditioner v} as

ot = 5th +(1- B)|lvx§€(x$7yk; )11 ’ =k : 511 = max(of, 0!t
v; 1#k
Then x, 6 are optimized with
HBOO X [Xﬁ + %Vx?g(xzayi; at)] i=k
xf“ _ (xi,e) fortt ¥ X 7 i+l — gt _ 779V9€(X2+1,yk;9t) '
x! 1#k

The difference between ASGDBCA and ATAS is 9}. To prove the convergence of ASGDBCA, the pre-
conditioner needs to be non-decreasing. Otherwise, ATAS may not converge like ADAM [22]. However,
the non-convergent version of ADAM actually works better for neural networks in practice [I4]. Therefore,
ATAS still uses v}, as the pre-conditioner.

Theorem 4.1 (Regret Bound for ASGDBCA). Under Assumption with ng = ij% and n, =

%; the regret of ASGDBCA is bounded by:

DLoo Z?zl GIi,Q ar + dLIDg,oo
n(1— p)L/4 221 - B

RASGDBCA(T) SG972D972\/T+
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Figure 4: Robust training cross-entropy loss under PGD10 of CIFAR10 with different network architectures
and adversarial budgets. The curve is smoothed to clearly show the convergence.

Comparison with the Non-adaptive Version. The non-adaptive version of ATAS is ATTA, which
can be formulated as the Stochastic Gradient Descent Block Coordinate Ascent (SGDBCA):

i Xt i 7& k ) = et - neveg(xz+layk;0t) 5

(3

L+ {HBoo(xzv,e) [XE 710 Vi b3, i 0] =k gy

Theorem 4.2 (Regret Bound for SGDBCA). Under assumption with constant learning 1y = —=2-2

Go,2VT
and 1, = %, the regret RSGPBCA(T) of SGDBCA is bounded by:
alLID%OO

dT
RSGDBCA (T) < G972D972\/T—|— Gw,gDac,oo\/i—F 9
n n

Theorem [.1] and [£.2] shows that ASGDBCA converges faster than SGDBCA. When T is large, the
third term of the regret in both SGDBCA and ASGDBCA is negligible. Consider their first terms
T

are the same, the main difference is the regret bound about x in the second term: G, 2D, /- and

D”‘“%i’:_%%/zz\/ﬁ. The ratio between them is

Ratio = ! Z?:l Gifﬂ /(Z?:I G2 )2
(1- 5)% n n

The Cauchy-Schwarz inequality indicates the ratio is always larger than 1. The gap between ASGDBCA
and SGDBCA gets larger when G5, 2 has long-tailed distribution, which demonstrates the relatively faster
convergence of ATAS than the non-adaptive counterparts. We show the empirical histogram of G, 2 of a
RN-18 and the ratio in Figure [f]in the Appendix, which demonstrates the long-tailed distribution for
common datasets.

5 Experiments

Baselines. We compare ATAS with the SOTA fast AT algorithms including FreeAT [25], YOPO [32],
FGSM-RS [30], FGSM-GA [2], SSAT [13] and ATTA [34]. We also compare ATAS with standard AT
whose inner maximization is solved by PGD10, providing a reference for the ideal performance.
Attack Methods. We consider three attacks: PGD10, PGD50 [19] and AutoAttack (AA) [5]. Square
Attack, a black-box attack, is included in AutoAttack to eliminate the effect of gradient masking.
Experimental Settings. ATAS uses the techniques proposed in ATTA [34]: the adversarial pertur-
bations are transformed according the data augmentation and get reset every several epochs. And the
previous initialization is stored in the GPU memory, brings negligible storing latency to ATAS. We
consider adversarial attacks with the {,,-norm budget. We evaluate fast AT algorithms on CIFAR10 and
CIFAR100 [I5] with WideResNet-28-10 (WRN-28-10) [3I] and ResNet-18 (RN-18), and on ImageNet [6]
with ResNet-18 (RN-18) and ResNet-50 (RN-50). While early stopping is widely used in the standard AT
[23], the computational overhead to perform PGD attack on a separate validation set is large. Besides,
considering the small budget of training time in fast AT, even if early stopping is applied to terminate
the training before catastrophic overfitting occurs, the training is far from convergence, resulting in poor
performance [2]. Therefore, we follow the previous works [2] [30] [34] and do not use early stopping. We set
B = 0.5 and v/c = 16/255, which is close to the adversarial budget. And we set ¢ = 0.01 for CIFAR10 and
CIFAR100 and ¢ = 0.1 for ImageNet. More detailed experiment settings are in Appendix [C} Additional
experiments are available in the Appendix [B] &



Table 1: Accuracy and training time of different methods on CIFAR10, CIFAR100 and ImageNet. ATAS
improves the robust accuracy under various attacks including PGD10, PGD50 and AutoAttack (AA).
The method “PGD10" refers to the standard AT using PGD10 for the inner maximization. Note that, we
do not have enough computational resources to perform standard AT and SSAT on ImageNet because of
computational complexity. Besides, we are unable to train the ResNet-50 on ImageNet with FGSM-GA
as its memory requirement exceeds the maximum GPU memory of our devices (i.e. NVIDIA Tesla V100).
For CIFAR10 and CIFAR100, the training time is evaluated on a single GPU. And we use two GPUs to
train the models for ImageNet. We use default step size from the original papers for the baselines so that
catastrophic overfitting seldom happens in these methods.

(a) CIFAR10 with adversarial budget ¢ = 8/255. The accuracy with ¢ = 12/255 and 16/255 is in the
Table

ResNet-18 WideResNet-28-10

Clean PGD10 PGD50 AA Time(h) Clean PGD10 PGD50 AA Time(h)
PGDI0  80.13 50.59 48.94 45.97 1.23 85.00 55.561 55.58 51.27 8.49
FreeAT  78.37 4090 39.02 36.00 0.33 8454 46.09 43.80 41.19 2.31
YOPO 7472 3751 3579 3321 028 8292 4462 4214 4023  1.90
FGSM-RS 83.99 4899 46.36 4295 0.22 8021 001 000 0.00 1.67
FGSM-GA 80.10 49.14 47.21 4344 057 7584 4557 4328 3944  3.82

Methods

SSAT 88.83 4231  38.99 37.06 0.61 90.40 44.04 40.40 38.82 3.53
ATTA 82.16 4747 4532 4251 0.30 85.90 51.52 4894 46.84 1.70
ATAS 81.22 50.03 48.18 45.38 0.30 85.96 53.43 51.03 48.72 1.63

(b) CIFAR100 with adversarial budget e = 8/255. The accuracy with ¢ = 4/255 and 12/255 is in the
Table

ResNet-18 WideResNet-28-10

Clean PGD10 PGD50 AA Time(h) Clean PGD10 PGD50 AA Time(h)
PGD10 54.08 28.03 2723 23.04 1.32 60.04 81.70 30.67 2711 8.58
FreeAT 50.56 19.57 1858 15.09  0.33  59.38 2441 23.00 19.60  2.30
YOPO 51.55 20.65 19.17 16.05 0.29 50.35 19.44 1836 15.43 1.92
FGSM-RS 59.35 26.40 2429 19.73 0.21 51.83 0.00 0.00 0.00 1.60
FGSM-GA 50.61 24.48 24.07 19.42 0.57 54.29 25.86 24.56 20.74 3.80

Methods

SSAT 71.03  9.79 4.80 1.09 0.62 75.01 0.21 0.01 0.00 3.50
ATTA 57.21 2576  24.90 21.03 0.28 63.04 28.93 27.18 24.42 1.63
ATAS 5549 27.68 26.60 22.62 (.31 62.34 29.89 28.35 25.03 1.61

(c) ImageNet with adversarial budget e = 2/255. The accuracy with e = 4/255 is available in the Table@

ResNet-18 ResNet-50

Clean PGD10 PGD50 AA Time(h) Clean PGD10 PGD50 AA Time(h)
FreeAT 58.80  35.56 34.78 31.77 40.01 65.81 44.12 43.34 40.80 108.3
YOPO 47.69  28.50 28.10 25.22 48.22  55.68 33.46 32.19 29.56 111.8
FGSM-RS 55.26 37.33 36.98 33.28 43.46 67.83 46.12 4556  43.58 115.0

Methods

FGSM-GA 37.01 24.15 24.05 19.98 182.7 / / / / /
ATTA 58.32  39.62 3832 36.08 45.83 66.62 4827 47.65 45.00 111.7
ATAS 61.20 40.84 39.86 37.25 4570 69.10 49.05 48.05 46.01 120.4

Table 2: Ablation study of hyperparameters v (left) and ¢ (right) on CIFAR10 and RN-18 under AA.

~v/0.01 255 12 14 16 18 20 c 0.005 0.007 0.01 0.02 0.04
e =8/255 45.20 45.21 45.38 45.50 45.60 e =8/255 45.01 45.28 45.38 45.52 45.48
e =12/255 30.84 31.06 30.56 31.21 31.04 e =12/255 30.08 30.80 30.56 30.69 30.52
e =16/255 21.38 21.23 21.09 21.13 20.94 e =16/255 20.36 20.84 21.09 21.07 20.48

Convergence. Figureshows the curve of the training loss maX,«—[xr ... x:]€Bu (x.c) #»(0,x*) on CIFAR10
with different network architectures and different adversarial budgets, where x* is approximated by
PGD10 and the objective function ¢ is approximated by mini-batches of training instances at each step.
ATAS achieves smaller robust training loss at the end of training, demonstrating the faster convergence of
ATAS than ATTA and other baselines. We also show the relationship between gradient norm distribution
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Figure 5: Robust accuracy under AutoAttack for different datasets on different network architectures with
varying adversarial budgets. ATAS achieves the highest robust accuracy in these cases. The accuracy
numbers can be found in the Appendix

and convergence gap between ATTA and ATAS in Appendix [B-4]

Robust Accuracy. We provide our main results in Table [T} showing the robust accuracy of CIFAR10,
CIFARI100 and ImageNet, respectively. Figure [5] shows the robust accuracy under AutoAttack for different
adversarial budgets, whose numbers are provided in the Appendix

CIFARI10 and CIFAR100. As shown in Table The robust accuracy of FreeAT and YOPO is much
lower than the other methods. While FGSM-RS maintains non-trivial robust accuracy when using RN-18,
it suffers from catastrophic overfitting when using large networks such as WRN-28-10. The regularizer in
FGSM-GA prevents catastrophic overfitting. However, it may over-regularize the network so that the
clean accuracy and the robust accuracy decrease on WRN-28-10. In addition, the regularizer also brings
computational overhead: FGSM-GA needs nearly double training time compared with other methods.
ATAS achieves the best robust accuracy among all fast AT algorithms while keeping the training time
nearly the same. Furthermore, for small networks like RN-18, the performance of ATAS is on par with
standard AT (PGD10) but needs only one fifth of the training time. Table [Lb|shows the robust accuracy
on CIFAR100 and ATAS also outperforms other algorithms. Catastrophic overfitting also happens in
SSAT even if the losses of inner points are checked.

ImageNet. ATTA and ATAS need to memorize the adversarial noise for the whole training set. Since
frequently loading and storing from the disks significantly lowers the training speed, all perturbations
should be stored in the memory. Thus, we utilize the local property of the adversarial examples [I1] and
only store the interpolated perturbation in the memory. We resize the perturbations from 224 x 224
to 32 x 32 for storage and up-sample it back when used as the initialization for the next epoch. The
detailed algorithm is deferred to the Appendix Table [1¢| shows the robust accuracy on ImageNet on
e = 2/255. ATAS still has higher robust accuracy than all baselines. FGSM-GA needs the calculate the
second order gradient of the parameters, which needs huge amount of GPU memory. Thus, we could not
train a big network such as ResNet-50 on ImageNet.

Robust accuracy at different adversarial budgets. Figure [5| shows the robust accuracy of fast AT
algorithms under AutoAttack on different datasets, network architectures and adversarial budgets. The
robust accuracy decreases when enlarging the adversarial budget, but ATAS always outperforms all the
baselines for different adversarial budgets, datasets and network architectures. This demonstrates that
the improvement of ATAS is consistent.

Ablation Study. Table |2 provides the ablation study on hyperparameters, showing that ATAS is not
sensitive to them. Besides, as the only different between ATAS and ATTA is the step size, the superior
performance of ATAS over ATTA forms a ablation study to demonstrate the effectiveness of the adaptive
step size. The changes of gradient norm and step size of ATAS is shown in Appendix [B.3]

6 Conclusion

In this paper, we investigate catastrophic overfitting from the perspective of training instances and show
that instances with large gradient norms are more likely to cause catastrophic overfitting in the single-step
fast AT methods. This finding motivates the adaptive training method, ATAS, which applies the adaptive
step size of inner maximization inversely proportional to the input gradient norm. We theoretically
analyze the convergence of ATAS, showing that our method converges faster than the non-adaptive
counterpart especially when the distribution of input gradient norm is long-tailed. Extensive experiments
on CIFAR10, CIFAR100 and ImageNet with different network architectures and adversarial budgets show
that ATAS mitigates catastrophic overfitting and achieves higher robust accuracy under various strong
attacks.
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In the Appendix, we provide additional materials to supplement our main submission. In Appendix [A]
we provide the proof of Lemma Theorem and Theorem in the main text. In Appendix
we report additional experimental results including the catastrophic overfitting in ATTA and the robust
accuracy of various adversarial budgets. In Appendix [C] we provide the detailed hyperparameters and

experimental settings.

A Proof of Section 4.1

We provide the proof of the regret bound in this section.

A.1 Proof the Lemma 4.1

Proof.
O_T *\ . 0* *
x*E%li)((x,e) d)( X ) H;}‘nx*ergz)((x,s) QS( X )
< G_T *\ oo 0* ST
7x*€rllf;’li)((x,s) ¢( X ) Helil’lgb( X )
ZtT—l o : ZtT—l x
= =1 _ Q* ==L
o B M) Tgnel®n =)
_ming- 33, 6(6',x") — ming- 33, $(67, x"*")
- T
< Yoy (maxe ep_(x,c) $(6°, X*) — ming- ¢(6*, x'*1))
- T
_R(T)
T

(10)

The first and the third inequality follows the optimality condition and the second inequality uses the

Jensen inequality.

O

Before moving to the proof of Theorem 4.1 and 4.2, we define several notations of gradients as follows:

36(0,%) = Vol (xk, yi; 9),

96(0,%x) = Eg; (0,x) = Voo(6,x),

95(0,%) = =V l(x1, yx; 9),

92(0,x) = [91(9 x), -9, (0,%)] = —nVx¢(8, x).

And E; means the average over k.

A.2 Proof of Theorem 4.2 (SGDBCA)

Proof. Let n, = hyng. At step t, SGDBCA picks a random instance indexed by k from {1,---

updates its adversarial perturbation. Then we have the following inequality:
™ = x*[13 = [Ms. x,e) (X), — hamgs (6%, x")) —x*[I3
< |k — hanggs (6, x") —x*|[3.
Hence

[xi —x

Rearranging the inequality, it is easy to get:

_ ol ok ]2
2neg§(9t,xt)—r(x2 _Xk) _||Xk XkHQ hHX kaQ +hw(779)2 Hg’i(b’t,xt)Hz-
Similarly, we have:
2095(6',x")T(0" — 0%) < 0" — 0[5 — 0 — 0[5 + (ma)? [ 35 (6" x" ) .-

12

2 <k = xq |12+ (hamo)? |9 (6", x1)||2 — 2hamagh (8, x1) T (xh, — x7).

(11)

,n} and

(14)

(15)



Taking expectation over k on the left hand side of Equation and Equation , we get:

. 0.(0%, xH)T (xt — x*
B [h(0' %) T, —xq)] = 20X o)

E [g5(0t7xt+1)T(0t _ 0*)] _ ga(0t7xt+1)T(0t - 0*).

Taking expectation over k on the right hand side of Equation , we have:

1
B [[lk = i3 = [ = xi;] = 5 [l = x5 = =+ =[]
and 1
2 2
By [|gk(6",x) ] = ~ llg.(6x)]}5-
Considering the convex and concave condition of x and 6
v9t¢(0t,xt+l)—r (0* _ gt) S ¢ (0*,Xt+1) _ ¢(0t,xt+1)7
¢ (0",x") = $(0",x") + Vs < 6(8',x") T (x* —x'),
we get:
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Combining Eqn to , we obtain the following inequality:

20 (6(64,%°) — 6 (0", %) <

1 2
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Considering the update of x, we have:
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L 2 1
<Ey [271 Iack, = "I, + ~g (8%, %) T (e x}i)]

Ly (hyn 2 hen

—a [ L0 ko) - 2 0t 0
_ Lu(hamo)®

T 2n2

hx
2 [lg=(6", x)][5 -

92 (6°,x")][5 —

The above inequality can be rearranged as:
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Divide both side by 7y, then

2(6(6'.x) — 0 (6", x)) <Ei|
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x* X
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Summing the bound over ¢, the regret is bounded by:

T
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With the bound of x, @ and their gradients, we can simplify the bound as:
Dz, dD? TneG2 o,  Tn.G?, L.n2G2.

R(T) < s x,00 s x, T 28
(T) < 21 + 20y 2 + 2n + 2n? (28)

Using the inequality of arithmetic and geometric means, the optimal choice is 7y = GD"'\z/T and n, =
6,2

FD\;T‘” , then
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R(T) < Gp2Dp2VT + Go 2Dy oo\ — — (29)
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A.3 Proof of Theorem 4.1 (ASGDBCA)

Proof. Let n, = hyne. At step t, ASGDBCA picks a random instance indexed by k from {1,--- ,n}.
Then

2 2
200 — ) <Lkl g [ il o 12Ol

nohy nohy ) /@]fj—l ’ (30)
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d d d

denote the pre-conditioner of all the coordinates of x. Take the expectation over k on the right hand side,
then
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Similar to the proof of SGDBCA, we have:

2(6(6,x") — 6 (6 X)) <

_ H0t+1 0

2) 0 ll9n (0. xS +

(H@t o

|2 1 t+1 *|[2
-X Hw/f/H—l + nhane ||X - X ||‘/f/t+1 + (33)
-2
z hz779 ||ggc(0tvxt)“?{/t+1)—1/2 +
m770 H )|‘?Vt+l)—l
Summing the inequality from 1 to 7', the regret R(T") = Ro(T) + R.(T') is then upper bounded by:
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Ry(T) is the same as SGD. Using the inequality of arithmetic and geometric means, the optimality is
6

achieved by 7y = GD \2/:? and we then have:
0,2

Ry(T) < Gy 2Dy o VT. (36)
For the first term in R, (7T'), we have:
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For the second term of R, (T'), we have:
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where g (0", x"); represents the j-th coordinate of g% (6%,x"). Summing over ¢, the second term of R, (T’)
is bounded by:
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And the third term of R, (T) can be bounded by:
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Combining these inequalities, R, (T) is bounded by:
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Using the inequality of arithmetic and geometric means, the bound on the achieves the minimum when
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Figure 6: (a) Histogram of G, 2 of a ResNet-18 trained CIFARIO with ¢ = 8/255. (b) Ratio

G2 " z . . . .
Z“ln 2 / (Zl:lnG 22 for different datasets and network architectures with different .

B Additional Experiments

B.1 Catastrophic Overfitting in ATTA

As shown in Figure [Ta] when increasing the step size in ATTA, the loss gap between the ATTA and
PGD10 becomes smaller. Furthermore, the robust accuracy also increases when the step size is not overly
large in Figure[7h] It shows that large step size also strengthen the attack in ATTA. However, large step
also leads to catastrophic overfitting in ATTA. When the step size is overly large in Figure[7h] the robust
accuracy against PGD decreases to nearly 0%, indicating catastrophic overfitting.

As we show in the main text, instances with large gradient norm are more likely to cause catastrophic
overfitting in ATTA. To verify it, we train a RN-18 with £ = 8/255 on CIFARI0 with ATTA. We record
the average gradient norm GN(x;) and divide the subsets according to rank(x;):

; 10(z — 1 107
D! = {XH# < rank(xy) < 7‘7 )

The training curves for different subsets are shown in Figure [9] It is the ATTA version of Figure 2
in the main text. When training with e = 12/255 oo = 15/255 or € = 12/255 a = 18/255, the robust
accuracy of the subsets of large gradient norm (Di% DY D%) suddenly decreases to nearly 0%, indicating
the phenomenon of catastrophic overfitting. By contrast, catastrophic overfitting does not occur when
training with the subsets of small gradient norm (D7, D§, D}). The observation is the same as FGSM-RS
in the main text.

Adaptive step sizes in ATAS allow larger step sizes without causing catastrophic overfitting. In
Figure [§] we show the comparison between ATTA and ATAS. Even if ATAS has larger step size than
ATTA, it does not suffer from catastrophic overfitting like ATTA.

B.2 Robust Accuracy of Various Adversarial Budget

The robust accuracy for CIFAR10 with ¢ = 8/255,12/255,16/255, CIFAR100 with ¢ = 4/255, 8/255,
12/255 and ImageNet with € = 2/255, 4/255 are provided in Table [3| Table [5| and Table |§| respectively.
ATAS achieves the best robust accuracy in all these experiments with different datasets, network
architectures and adversarial budgets.

B.3 Steps size and Gradient Norm

Figure [I0] plots the changes of gradient norm and step size for ATAS after warm up. We divide CIFAR10
into 10 subsets according to their gradient norm and plot the gradient norm and step size for D}, D?
and D19, which has the smallest, medium and largest input gradient norm among 10 subsets. The figure
shows that the input gradient norm and step size is relatively stable for each subset along the training
process. It shows that the input gradient norm is more like a property of training instances themselves,
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Figure 7: (a) The loss gap of training instances between PGD10 and ATTA attack /(xP y) —
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Figure 8: Training accuracy under PGD10 of ATTA (« = 8/255) and ATAS. Even if the average step
size of ATAS (& = 9.3/255) is larger than ATTA (o = 8/255), catastrophic overfitting does not occur in
ATAS.

which is consistent with our motivation. It is worth noting that the sudden changes of gradient norm is
the result of initialization reset used in ATTA.

B.4 Convergence Gap

In Table [d we show the relationship between the Ratio

Ratio = 1 Z?:l Giiag /( Z?:l Gﬂ?i’Q )2
(1-8)s n

n

and the convergence gap £arra — £aTas and convergence ratio £arra/faTas in the last epoch of training.
Here, ¢ is the loss of each method. The ratio is obtained from Figure [6b| for CIFAR10 with ResNet-18. It
shows that larger Ratio (more long-tailed distribution) leads to larger convergence gap between ATTA
and ATAS.

C Details about the Experiments
C.1 Algorithms for ATAS in ImageNet
In the experiments of ATTA and ATAS, we utilize the local property of the adversarial examples [11], [12]

and only store the interpolated perturbation in the memory. We resize the perturbations from 224 x 224

to 32 x 32 for storage in the memory and up-sample it back when using it as the initialization for the
next epoch. The detailed algorithm is shown in Algorithm [2}
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Figure 9: The robust training accuracy curve of FGSM-RS trained on different subsets of CIFAR10. The
attack is PGD10 and the network is ResNet-18. The adversarial budgets and the step sizes are shown on
top of each figure.

Table 3: Robust accuracy and training time of different fast AT methods on CIFAR10 with ¢ =
8/255,12/255,16/255.

(a) CIFARI0 with adversarial budget ¢ = 8/255.

ResNet-18 WideResNet-28-10

Clean PGD10 PGD50 AA Time(h) Clean PGD10 PGD50 AA Time(h)
PGD10 80.13  50.59  48.94 45.97 1.23  85.00 55.51 @ 53.58 51.27  8.49
FreeAT 7837 40.90 39.02 36.00 0.33 84.54 46.09 43.80 41.19 2.31
YOPO 74.72 3751 3579  33.21 0.28 82.92 44.62 42.14 40.23 1.90
FGSM-RS 83.99 48.99 46.36 4295 0.22 80.21 0.01 0.00 0.00 1.67
FGSM-GA 80.10 49.14 47.21 43.44 0.57 75.84 4557  43.28 39.44 3.82

Methods

SSAT 88.83 4231 38.99 37.06 0.61 90.40 44.04 40.40 38.82  3.53
ATTA 82.16 4747 4532 4251 0.30  85.90 ©51.52 4894 46.84 1.70
ATAS 81.22 50.03 48.18 45.38 0.30 85.96 53.43 51.03 48.72 1.63

(b) CIFAR10 with adversarial budget € = 12/255
ResNet-18 WideResNet-28-10

Clean PGD10 PGD50 AA Time(h) Clean PGD10 PGD50 AA Time(h)
PGD10 7046 89.39 37.22 32.99 1.23 17649 43.67 40.93 36.95 848
FreeAT 7292 2588 2282 1995 033 79.71 2631 2372 1898  2.33
YOPO 64.21 2382 2227 17.16 029 7529 3227 2841 2542  1.92
FGSM-RS 80.78 0.00  0.00 0.00 0.22 7941 000 000 000  1.66
FGSM-GA 68.62 36.76 33.96 28.57 057 72.87 3798 3518 20.01 3.82

Methods

SSAT 89.08  6.50 1.16 0.03 0.60 91.45 0.07 0.00 0.00 3.50
ATTA 7446 35.85 31.69 27.85 0.28 80.05 38.29 34.01 29.85 1.63
ATAS 72.58 38.10 35.58 30.56 0.29 78.16 41.88 38.94 33.58 1.62

(¢) CIFAR10 with adversarial budget ¢ = 16/255
ResNet-18 WideResNet-28-10

Clean PGD10 PGD50 AA Time(h) Clean PGD10 PGD50 AA  Time(h)
PGDI0  61.08 3142 29.57 23.34 1.32 66.57 85.91 352.89 27.2{ 8.65
FreeAT  61.05 15.86 1249 1004 0.33 67.89 19.07 14.76 1253 234
YOPO 6745 14.87 12.00 866 029 6275 1830 16.27 11.00 191
FGSM-RS 67.75 0.00 0.0 0.0 0.22 60.21 0.0 000 000 1.67
FGSM-GA 54.07 27.05 2510 1892 057 16.08 13.38 1329 1144  3.77

Methods

SSAT 90.41 0.43 0.03 0.00 0.59 91.42  0.00 0.00 0.00 3.52
ATTA 63.37 26.66 23.45 17.02 0.29 7290 30.11 2392 19.11 1.65
ATAS 64.11 31.39 28.15 21.09 0.30 70.33 34.32 30.53 22.58 1.68
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Figure 10: The input gradient norm and step size for CIFAR10 with ¢ = 8/255 after warm up.

Table 4: Convergence gap and the ratio on CIFAR10 with ResNet-18.

Ratio 1.4 (=-8/255) 1.5 (e—12/255) 1.6 (c—16,255)
Convergence Gap {arra — faTAs 0.05 0.10 0.12
Convergence Ratio £arTa /laTAS 1.03 1.11 1.13

C.2 Detailed Hyperparameters for the Experiments

As we focus on fast AT, we reduce the training epochs like 2] [30]. For single-step methods FGSM-RS,
FGSM-GA, ATTA and ATAS, the training lasts for 30 epochs on CIFAR10 and CIFAR100, and 90 epochs
on ImageNet. For FreeAT and YOPO, we keep the number of the forward-backward passes the same
as the single-step methods so that the total training time of these methods will be similar. We use two
kinds of learning rate scheduler: piece-wise decay used in [34] and cyclic learning rate used in [30], and
choose the best scheduler for each method.

FreeAT. We use the default hyperparameters from [25] except training epochs to make fair comparison
between different methods. We select the best number of batch replaying from [25]. For CIFAR10 and
CIFAR100, we use Free-8 in their paper (Free-m means the number of batch replaying is m) and train
the network for 10 epochs. For ImageNet, we use Free-4 and train the network for 45 epochs.

YOPO. We use YOPO-5-3 in [32] as it achieves the best performance. The training lasts for 12 epochs
for CIFAR10 and CIFAR100. For ImageNet, the training lasts for 36 epochs to make the training time
similar to other methods. Other hyperparameters are the same as the original paper [32].

FGSM-RS. We directly download the code from the official repository https://github.com/locuslab/
fast_adversarial. The training lasts for 30 epochs for CIFAR10 and CIFAR100, and 90 epochs for
ImageNet. Following the hyperparameters in the paper, the step size & = 1.25¢. Other hyperparameters
are the same as their paper.

FGSM-GA. We directly download the code from the official repository https://github.com/tml-epfl/
understanding-fast-adv-trainingl The training lasts for 30 epochs for CIFAR10 and CIFAR100, and
90 epochs for ImageNet. Other hyperparameters are the same. For the experiments not involved in their
paper, we keep them same as the experiments of CIFAR10 except for the hyperparameter A balancing
the gradient align regularizer, which also varies for different datasets and adversarial budgets in their
code. A for CIFARI1O0 is provided in their code. For CIFAR100 and ImageNet, we run several experiments
and provide the result with best A. These A are provided in Table [7}

SSAT. We directly download the code from the official repository https://github.com/Harry24k/
catastrophic-overfitting. The training lasts for 30 epochs for CIFAR10 and CIFAR100. And we use
the check points ¢ = 3, which achieves the best performance in their paper.

ATTA. We follow the hyperparameters setting for ATTA-1 in [34] and set the step size o = 4/255. We
reduce the number of training epochs to 30 for CIFAR10 and CIFAR100. And the epochs of piece-wise
learning rate are rescheduled accordingly. The learning rate n starts at 0.1 and decays to 0.01 and 0.001
at the 24th and 28th epochs. The training of ImageNet lasts for 90 epochs and the learning rate also
starts at 0.1 and decays to 0.01 and 0.001 at the 50th and 75th epochs. The weight decay is 5 x 10~% for
CIFARI10 and CIFAR100. For ImageNet, it is 1 x 104, The batch size is 128 for all the experiments.
Other hyperparameters are the same as their paper.

ATAS. The hyperparameters v and c are used to control the minimum and maximum step size for the
training instances. When the moving average of gradient norm v} — 0, the step size o = v/c. We choose
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Algorithm 2 ATAS for ImageNet
Input: Training set D, The model fg with loss function ¢, Adversarial budget ¢, Hyperparameters

v.m,¢, N
Output: Optimized model fg-
o) =0fori=1,---,n
2: §) = Uniform(—¢,¢) fori=1,---,n
3: Resize 69 to 32 x 32 for i = 1,--- ,n and store them.

4: for j=1to N do
5. for x;,y; € D do

6: Resize 677" to 224 x 224

7 Xg_l =X; + (55_1

s ol =Bl (L= AVl s 63

9: af =7/(c+\/v])

10: xg =1lg, (x;,e) [xf1 + ozg . sgn(ngflé(xg,y; 0))]
1 0=0-nVel(x],y;0))

12: 53 = xi — X;

13: Resize 07 to 32 x 32 and store it.

14:  end for

15: end for

~/c = 16/255, which is close to the adversarial budget. And ¢ should be close to the magnitude of vf . As
the gradient norm increases with the dimension of the inputs, ¢ should be larger for ImageNet. Therefore,
we set ¢ = 0.01 and for CIFAR10 and CIFAR100 and we let ¢ = 0.1 for ImageNet. Momentum of gradient
norm f is set to 0.5 for all the experiments. ATAS is not sensitive to the choice of hyperparameters.
Other hyperparameters are the same as ATTA.

C.3 Environments of the Experiments

All the training time is evaluated on a machine with Intel Xeon 8255C and NVIDIA Tesla V100. For
CIFAR10 and CIFAR100, we use a single GPU. For ImageNet, we use two GPUs. We run all the
experiments with Pytorch 1.4.
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Table 5: Robust accuracy and training time of different fast AT methods on CIFAR100 with ¢ =
4/255,8/255,12/255.

(a) CIFAR100 with adversarial budget ¢ = 4/255

ResNet-18 WideResNet-28-10

Clean PGD10 PGD50 AA Time(h) Clean PGD10 PGD50 AA Time(h)
PGD10 63.22  41.18  40.57 8775  1.22  69.08 45.27 44.44 43.30 8.61
FreeAT 54.38 32.21  31.68 28.26 0.32 63.91 39.39 38.64 35.52 2.29
YOPO 59.04 34.55 34.02 31.45 0.28 64.60 38.92  38.27 35.39 1.89
FGSM-RS 65.50 39.41 38.50 36.35 0.22 69.62 42.18 4135 39.64 1.60
FGSM-GA 57.33 3549 35.01 32.03 0.57 6845 51.92 44.09 41.03 3.80

Methods

SSAT 70.81 33.17  31.09 29.81 0.60 74.43 36.51  34.55 33.34  3.52
ATTA 64.28 39.55 39.20 36.03 0.29 69.51 44.36 42.66 40.99 1.66
ATAS 63.79 40.68 40.02 37.30 0.30 69.64 44.34 43.36 41.32  1.66

(b) CIFAR100 with adversarial budget e = 8/255

ResNet-18 WideResNet-28-10

Clean PGD10 PGD50 AA Time(h) Clean PGD10 PGD50 AA Time(h)
PGD10 54.08 28.03 2723 2304 1.32 60.04 81.70 80.67 27.11  8.58
FreeAT 50.56 19.57 1858 15.09 0.33 59.38  24.41  23.00 19.60 2.30
YOPO 51.55 20.65 19.17 16.05 0.29 50.35 19.44 1836 15.43 1.92
FGSM-RS 59.35 26.40 24.29 19.73 0.21  51.83  0.00 0.00 0.00 1.60
FGSM-GA 50.61 2448 24.07 19.42 0.57 54.29 2586 24.56 20.74 3.80

Methods

SSAT 71.03  9.79 4.80 1.09 0.62 75.01 0.21 0.01 0.00 3.50
ATTA 97.21 2576 2490 21.03 0.28 63.04 2893 27.18 24.42 1.63
ATAS 55.49 27.68 26.60 22.62 0.31 62.34 29.89 28.35 25.03 1.61

(c) CIFAR100 with adversarial budget ¢ = 12/255

ResNet-18 WideResNet-28-10

Clean PGD10 PGD50 AA Time(h) Clean PGD10 PGD50 AA Time(h)
PGDI0  44.31 2041 19.22 1541 1.34 50.30 23.81 22.55 1813 8.56
FreeAT 41.05 11.85 10.67 8.33 0.32 46.54 1495 13.07 10.64 2.30
YOPO 44.69 10.52 9.20 7.41 0.29 54.13 13.19 11.76  9.68 1.92
FGSM-RS 32.78  0.00 0.00 0.00 0.22 38.74 0.00 0.00 0.00 1.60
FGSM-GA 39.77 17.06 16.07 1214 0.57 51.05 20.54 19.37 14.77  3.80

Methods

SSAT 71.38  3.00 1.18 0.09 0.60 75.50  0.00 0.00 0.00 3.56
ATTA 50.55 18.58 16.59 1297 0.28 56.46 20.82 18.17 15.24 1.63
ATAS 47.14 19.73 18.39 14.41 0.31 53.70 22.53 20.95 16.27 1.63
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Table 6: Robust accuracy and training time of different fast AT methods on ImageNet with ¢ =
2/255,4/255.

(a) ImageNet with adversarial budget ¢ = 2/255

ResNet-18 ResNet-50

Methods

Clean PGD10 PGD50 AA Time(h) Clean PGD10 PGD50 AA Time(h)
FreeAT 58.80  35.56 34.78 31.77 40.01 65.81 44.12 43.34 40.80 108.3
YOPO 47.69  28.50 28.10 25.22 48.22 55.68 33.46 32.19  29.56 111.8
FGSM-RS 55.26 37.33 36.98 33.28 43.46 67.83 46.12 45.56  43.58 115.0
FGSM-GA 37.01 24.15 24.05 19.98 1827  / / / / /
ATTA 58.32 39.62 3832 36.08 45.83 66.62 4827 47.65 45.00 111.7
ATAS 61.20 40.84 39.86 37.25 45.70 69.10 49.05 48.05 46.01 1204

(b) ImageNet with adversarial budget € = 4/255

Methods ResNet-18 ResNet50

Clean PGD10 PGD50 AA Time(h) Clean PGD10 PGD50 AA  Time(h)
FreeAT 56.99  20.75 18.86 15.90 40.18 64.25 27.95 25.46  22.40 109.6
YOPO 33.72 13.36 13.01 10.30 48.33 37.62 14.77 13.37 11.83 111.9
FGSM-RS 49.73 26.48 25.70 21.11 38.84 66.75 1.08 0.13 0.00 103.6
FGSM-GA 29.34 15.58 15.42 10.94 180.2 / / / / /
ATTA 54.25 27.31 26.97 2247 4795 63.28 35.13 33.37  29.46 114.8
ATAS 55.69 29.23 28.13 24.13 44.15 65.26 35.74 33.58 30.07 110.7

Table 7: Hyperparameter A for FGSM-GA

(a) CIFAR100

e 4/255 8/255 12/255

A 0.2

0.5

1.0

23

(b) ImageNet

e 2/255 4/255
A 0.005 0.01
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