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Abstract

We study the problem of simultaneously disseminating multiple messages in a large
network in a decentralized and distributed manner. We consider a network \mitkdes
andk (k = O(n)) messages spread throughout the network to start with, but not all nodes
have all the messages. Our communication model is such that the nodes communicate
in discrete-time steps, and in every time-step, each node communicates raitdam
communication partner chosen uniformly from all the nodes (known astigom phone
call model). The system is bandwidth limited and in each time-step, only one message can
be transmitted. The goal is to disseminate rapidly all the messages among all the nodes.
We study the time required for this dissemination to ocgith high probability and also
in expectation.

We present a protocol based mndom linear codindRLC) that disseminates all the
messages among all the nodes(in) time, which is order optimal, if we ignore the
small overhead associated with each transmission. The overhead does not depend on the
size of the messages and is less than 1%fer 100 and messages of sid80 KB. We
also consider atore and forwardnechanism without coding, which is a natural extension
of gossip-basedissemination with one message in the network. We show that, such an
uncoded scheme can do no better than a sequential approach (instead of doing it simulta-
neously) of disseminating the messages which tékKesln(n)) time, since disseminating
a single message ingossipnetwork take® (In(n)) time.

1 Introduction

Of late, design of protocols to rapidly disseminate messages in large networks have gained
a lot of attention. Much of the research on information dissemination started with updating
messages in large distributed computer systems where computers can communicate with each
other. More recently, the emergence of sensor networks has added a new paradigm to the
problems of distributed message dissemination.

The use ofgossip basegbrotocols to disseminate message was first proposed in [4]. In
gossipbased protocols, nodes communicate with each other in communication steps called
rounds and the amount of information exchanged in each round between two communicat-
ing nodes is limited. Further, there is no centralized controller and every node in the network
acts simply based ostate or informationof the node, and not that of the over all network.
Thus,gossipbased protocols are inherently distributed and easily implementable, and provides



powerful alternatives toodingandbroadcastbased protocols for dissemination of messages.
There is a wide literature on the practical aspects of gossip-based message dissemination [14].
A detailed analysis of a few gossip-based dissemination schemes were provided in [9]. A com-
mon performance measure in all the previous work is the time required to disseminate a single
message to all the nodes in the network. In recent work, [11, 10] considered the scenario where
there are multiple messages, each with a unique destination. The authors considered what they
call spatial gossipvhere the nodes are embedded in a metric-space with some distance metric
between the nodes. More recently, in [2], the authors have studied gossip-like distributed algo-
rithms for computing averages at the nodes. In this paper, we envisage a different problem, in
which the network seeks to simultaneously disseminate multiple messages to all the nodes in a
distributed and decentralized manner.

As pointed out in [11], we note that, agyssipprotocol has two layers of design aspects.
One is the design ajossip algorithmby which, in every round, every node decides its com-
munication partner, either in a deterministic, or in a randomized manner. The other important
aspect is the design giossip-based protocdily which any node, upon deciding the commu-
nication partner according to tlgmssipalgorithm, decides the content of the message to send
to the communication partner. The main contribution of our paper lies in proposingsap
based protocousing the idea ofandom linear codingwhich has previously been used in the
context of communication theory for various purposes.

In this paper, we consider a scenario where there are multiple nodes in the network and also
multiple messages, but not all messages are with all the nodes to start with. We are interested
in designing mechanisms to ensure that all the nodes receive all the messages very fast. We
restrict ourselves tgossip protocolsso that each node acts basedaral information, with-
out a centralized controller. Moreover, at each communication instant between nodes, only one
messagéwe comment on this aspect later in the paper) can be transmittedyoBise algo-
rithm we consider in this paper is what is popularly known asréimelom phone calinodel or
rumor mongeringnodel [4]. In such a model, the system proceeds in rounds. In each round,
every nodeu calls a communicating partnerchosen uniformly at random from from all the
nodes. We proposgossip-based protocaoising the idea ofandom network codinmtroduced
by Ho et. al. in [6, 7], and compare the protocol with a naive one.

As we show in the paper, information dissemination schemes based on the concepts of
network codinginstead of a naivetore and forwardmechanisms, can provide substantial
benefits in distributed environments at the cost of a small overhead (if the message sizes are
reasonably large) associated with each packet. In networks with fixed communicating graphs,
network codingcan be viewed as a vast generalization of routing where each packet is treated
as an algebraic entity that can be operated upon instead of simply storing and forwarding.
Essentially, each node in the network sends to each output link any linear function of the
data received at the input links. It was shown in [13] that, linear network coding can achieve
the min-cut bound in networks with multicast flows. There is a significant recent work on
network coding [8], especially on the algorithmic aspects of construction of linear network
codes [1, 12]. In [6, 7], the authors proposed the novel ideamiom network codingOur
protocol for message dissemination is inspired by this.

We present ayossip based protocddased orrandom network codinghat can simulta-
neously disseminate = O(n) messages (where each message is initially distributed among
O(1) nodes) among nodes inO(n) time. This is clearly the optimal time to disseminate the
messages, in an order sense. The key feature in our protocol which helps to attain this bound
is an “algebraic mixing” of the messages usragdom linear codingThis is done by viewing
each message as an element in a vector space with the scalars in a finite field of appropriate



size. We have also shown that a naive uncostede and forwardapproach of disseminating
the messages tak€xn In(n)) time. It is worth noting that, a sequential approach of dissem-
inating the messages one after the other would take a sum-totgldh(n)) time, since the
time to propagate a single messag®is(n)) [9].

We simply provide the key intuition behind the power of a coding based approach in the
following. Suppose there aredistinct elements in a finite field of size Consider two ap-
proaches to store the elements in a databaseivglbts. Suppose each slot chooses an element
at random without the knowledge of what the other slots are choosing. Then, the probability
that all the elements are there in the database is very small. Now, consider a second approach
in which each slot in the database stores a random linear combination of the messages. All
the messages can be recovered from the database, only if the linear combination chosen by the
slots are linearly independent. Now, there @ig — 1)(¢* — ¢)(¢" — ¢*) ... (¢* — ¢*~1)) ways
of choosingk linearly independent combination of tlikeelements in a finite field of size.

Thus, the probability that the elements can be recovered from the database is much higher in
the latter scenario. This is the key idea which is at the heart afti@om linear codingpased
protocol we present in this paper.

In Section 2, the model and the protocols considered are described along with a few prelim-
inaries. We describe our main results in Section 3 and also provide heuristic arguments behind
the results. We skip the detailed proof the results. Please refer to [3] for the detailed proofs.
We conclude in Section 4.

2 Model, Protocols, and Preliminaries

2.1 Model and Protocols

Suppose there are nodes and: (k(n) to be more precise) messages. Initially, each node
has one of thé& messages indexed by the elements in theldet {m,, m,,...my}. The

nodes are indexed by elements of the[sétLet V,, be the set of nodes that start out with the
messagen € M. We also assumg/,,,| = a,Vm € M, i.e., each message is equally spread

in the network to start with. We are interested in obtaining the time required to disseminate
all the messages to all the nodes using a rumor mongering approach in the asymptote of large
n such thatn/k is kept fixed atv > 1. We comment that the results and the derivations in

this paper can be extended for the case when some nodes have more than one message and
some have none, or when all the messages are there with one particular node to start with. The
protocols described later may require minor modifications depending on the initial distribution
of the messages.

Gossip Algorithms:

The system advancesiiaundsindexed byt € Z*. The communication graph in roundG,,

is obtained in a randomized manner as follows. In the beginning of each round, each node
u € [n] calls a communication partnerchosen uniformly fromn|. We consider two variants

of this rumor mongeringnodel for message exchange as proposed in [4].

Pull: In this model, a message is transmitted froma#led node to thecaller node according
to a suitable protocol we describe later. Thus, the communication process is initiated by
the receiving node.



Push: Here, the message is transmitted froncadler node to thecalled node. Thus, the
communication process is initiated by the transmitting node.

There can be other variants, for instance, by combipughandpull as considered in [9].

Gossip-Based Protocols:

Having described the model for communication graph in each round, we now describe two
protocols or strategies for transmitting a message. The protocols will be adopteddaji¢he
node in thgoushmodel and theallednode in thepull model. Below we describe two protocols

for message transmission we consider in this paper.

Random Message Selection (RMS)This is a naive strategy, where the transmitting node
simply looks at the messages it has received and picks any of the messages with equal
probability to transmit to the receiving node. Thus)f, are the set of messages with
nodev, thenv transmits a “random” messageo its communicating partner, where

I
Pr(e=m) = MZM'” :

Random Linear Coding (RLC): Suppose the messages are vectors over the finitelfigtf,
sizeq > k. If the message size i8 bits, this can be done by viewing each message as a
r = [m/log,(q)] dimensional vector oveF, (instead of viewing each message as a
dimensional vector over the binary field). To this endgte Fy (m;, i = 1,2,.. .k,
are the messages) for some integefThus the messages are over a vector space with
the scalars iff',. All the additions and the multiplications in the following description
are assumed to be ovEy. In the RLC protocol, the nodes start collecting several linear
combinations of the messagesih. Once there aré independent linear combinations
with a node, it can recover all the messages successfullys Leéenote the set of all the
coded messages (each coded message is a linear combination of the mesgggeithin
nodev at the beginning of a round. More preciselyfife S,, wherel = 1,2...]S,],

thenf, € [y has the form
k

fi= g aim;, ay € Fy,

=1
and further the protocol ensures thafs are known tov. This can be done with a
minimal overhead with each packet in a manner described soon.

Now, if the nodev has to transmit a messagedpthenv transmits a “random” coded
message with conteate F; to u, where

e= ) Gifi. B eF, (1)
JI€Sy
and .
Pr(3 = f) = p VB ETR,. 2)

For decoding purposes, the transmitting nodes also send the “random coding vectors”
as overhead with each packet. This can be achieved by padding an additionad
bits with each message. To see the precise structure of the overhead associated with a



packet, note that the payload part of the transmitted messiagg) can be represented

as follows:
e= > Bf

J1€Sy
k
= Z B, Zalimi (where a;; € )
fiEeS, i=1
k
= Zelml (Where 0, = Z ﬁlah S Fq)
i=1 f1€Sy

It is the §;’s that are sent as overhead with the transmitted messages. Thus, ofce the

are decided in randomized manner according to (2), the transmitting nodes can precisely
obtain the values of;’s (i = 1,2...k) and send as overhead. This overhead would
clearly require additionak log,(q) bits. We also call the overhedd,, 0, ...,0;) €

IF’; the transmitted “code-vector.” We simply comment that, if the messagersize-
klog,(q), then the overhead required with the protocol is minimal. Note that the overload
scales with the number of messages being disseminated simultaneously. However, in the
set-up we consider in this papér= O(n) andg ~ k, and thus the size of the overhead

is aroundn log,(n).

The decoding of the messages is not hard to see. In RLC approach, the nodes start col-
lecting the “code vectors” as the system progresses. Once the dimension of the subspace
spanned by the received “code vectors” with a node becantbsen the node can recover

all the messages.

We are interested in the finding the expected time (rounds) required for all the nodes to
receive (decode) all the messages, and also the time required to receive all the messages with
high probability for four cases: RLC witpull, RLC with push RMS with pull, RMS with
push

We comment that the underlying probability space has a probability measure determined
by the random communication graphs in each round and the random transmitted messages.
By a natural abuse of terminology, in our analysis and discussion of the RLC protocol, we
also refer to “dimension of the subspace spanned by the code-vectors received by the node”
as “dimension of a node.” Throughout this paper, we also use the terms “round” and “time”
interchangeably.

2.1.1 A useful result on the RLC protocol

We now state (see [3] for proof) a useful, but simple and intuitive result which is key to demon-
strating the benefits of the RLC protocol. In the following, we assume that a coded message is
transmitted from node to nodeu. It is implicit that, with a “pull” mechanismu is the caller

node, and with a “push” mechanisimis the caller node.

Lemma 2.1. Suppose nodetransmits a coded message to nade a particular round using
the RLC protocol. Lef, and.S, denote the subspaces spanned by the code-vectors:with
and v respectively at the beginning of the round. 1S5t denote the subspace spanneduby
at the end of the round, i.e., after receiving a coded message:fraccording to the scheme
described by the RLC protocol. Then,

v

1
Pr(dim(S}) > dim(S,)|S, € S,) > 1— pE



wheregq is the size of the field.

3 Main Results and Discussion

We now describe the main results of the paper. Our first result is on the performance of RLC
with pull mechanism.

Theorem 3.1. LetTﬁLﬁC be the random variable denoting the time required by all the nodes
to get all the messages using an RLC approach with pull mechanism. Then,
ull
Thre =0n), wp. 1—0(2)

n

Further, if Tﬁj”c is the time required for a particular node to get all the messages, then
ull
E[Tgrcl = On) .
We also have a similar result withpmshbased mechanism.

Theorem 3.2. LetT%"Lsg be the random variable denoting the time required for all the nodes
to get all the messages using an RLC protocol with push mechanism. Then,

ush
Thre = O(n), wp. 1—0(})

If Tﬁ%‘ is the time required for a particular node to get all the messages with RLC based push,
then

ush
E[TII%LC'] = O(n) 9
Remark: The following extensions of the results are routine.

1. Ifthereis only one copy of each of themessages with different nodes initially, so that
there are some nodes with no messages, then Theorem 3.1 and 3.2 easily go through.

2. Suppose initially there aredifferent messages at a single node. Then, the result in The-
orem 3.1 and 3.2 again go through with minor additional considerations in the analysis
provided later.

3. A more careful look at our derivation later in the paper suggests that, the size of the finite
field could be restricted to roughlyk and the results in Theorem 3.1 and Theorem 3.2
would go through. This suggests that the overhead with each packet can be reduced to
0.5k log, k instead.

The power of a coding based approach comes from the fact that packets are treated as
algebraic entities which can be operated upon. The next natural question is, what if the nodes
do not manipulate the packets and simpigreandforward the packets? We show that, in one
such protocol as we have described in the paper, which we call RMS or “Random Message
Selection,” one can do no better than the case when the messages are disseminated in the
network sequentially one after the other.

Theorem 3.3. Let T,*"*"* pe the time required for all the nodes to get all thenessages
using an RMS protocol with pull mechanism. Then, we have

ET M5 — Q(nnn)
and
lim Pr (T,fMSP“” - Q(k:ln(k:))) —1

k—o0



We also have a very similar result for RMS witlpashbased mechanism.

Theorem 3.4. Let T,***7**" pe the time required for all the nodes to get all thenessages
using an RMS protocol with pull mechanism. Then, we have

and

IET,fMSp“‘gh = Q(nlnn)

lim Pr (T,f‘MSpush - Q(k:ln(k))) —1

k—oo

Remark: We comment the following based on the results described.

1. If no overheads are allowed, i.e., if the size of the transmission between any two com-

municating nodes is strictly limited t@ (m is the size of a message), then clearly, it will
take at leas©(n) rounds for complete dissemination to occur wiea O(n). Any pro-

tocol which achieves this dissemination time is clearly order optimal. The RLC protocol
achieves this optimal dissemination time at the cost of a small overhead for reasonably
large message sizes. Since, an implementation of RLC mechanism needs a padding of
additionalk log, (k) bits with each coded message that is transmitted. If the size of each
messagen, is such thatn >> klog, (k) then, with a minimal overload with each trans-
mission, the RLC protocol can overcome the lack of knowledge that a transmitting node
has about the contents of the receiving node. For example iwithl00, the overhead

is 1% form = 100 KB and it is 0.1% form = 1 MB. We simply note that the overhead
does not grow with the size of the messages or available bandwidth and simply depends
on the number of messages that are to be disseminated simultaneously.

. The inherent advantage of RLC comes from “coding.” The RMS scheme cannot do as

well even if packets were chopped up into multiple parts, or multiple packets were com-
bined into large packets. To see this, suppose each packet af.sigeehopped into

r mini-packets of sizen/r each. There argér packets in the system. Suppose, there
arer mini-rounds within each round for the transmission of these min-packets. The new
RMS scheme will tak& (& In(kr)) mini-rounds or equivalently time wort(k In(kr))

rounds in the original scheme. Also, a very similar modification for RMS scheme can be
done with combining a fixed number of packets. Hence, splitting or combining packets
cannot help the non-coding nature of RMS scheme to achieve the optimal order attained
by a coding based scheme.

In gossip based communication with one message, it takegn)) time for the com-

plete dissemination to occur with high probability. Thus, if themessages are dissemi-
nated sequentially one after the other, it will takée: In(n)) time to disseminate all the
messages Wheh = O(n). The result in Theorem 3.4 shows that the uncoded RMS
protocol can do no better than when the messages are disseminated one after the other.

Note that, if there is no bandwidth constraint (i.e., if a transmitting node can transmit
its entire database) between two communicating nodes, the dissemination time is simply
O(In(n)) for any k. This is since the system behaves as if there is only one message for
which the dissemination time &(In(n)) [9].

. An interesting quantity is the total amount of information that is exchanged. If each

message is of size:, the total amount of information exchanged in the RLC protocol
is O(n?(m + klogy(k)). In the case of RMS, this quantity is at le&xtn? In(n)(m +
log,(k))) (additionallog, (k) bits for identifying each message). Further, any protocol
will require at least2(n?m) bits of transmission.



3.1 Key idea behind the results using a mean-field approach

In the rest of this section, we provide an intuition behind our results, and also comment on
the analysis approach of the protocols. The argument in this subsection is not rigorous and
far from formal, and is only to provide a heuristic behind the optimal order attained by RLC
mechanism. For formal and detailed proofs of the results, please refer to [3].

First consider the RMS protocol and let us concentrate on any particular nod&nce
u Starts with one message at round zero, in the initial rounds, any communication from some
other node is very likely to provide with a new message. However, agjathers more and
more messages, any new message is more and more likely to be somethisagdy has (recall
the famousoupon collectoproblem [5]). Indeed, our proof of the result with RMS protocol
shows that, the system tak@én In(n)) rounds just to receive the lalst2 messages. Thus, the
performance of the RMS protocol deteriorates once a node already has roughly half the total
messages.

Now consider the RLC protocol withushmechanism (a similar intuition can be given for
the pull model). As before concentrate on a particular naderhe nodeu keeps receiving
code vectorand decodes all the messages once the dimension ofinde. Suppose the
dimension of node: is i. We are interested in finding an expression for the number of rounds
for which v has dimension. First, lets classify the nodes as “helpful” and “unhelpful” as
follows. We call a node “helpful” ta:, if the subspace spanned by d@sde vectorslo not lie
in that ofu. Otherwise, a node is “unhelpful” te. The first point to note is that, if is pushed
by a helpful node, the conditional probability of nodencreasing its dimension tb+ 1 is
at leastl — 1/q by Lemma 2.1. This is true for any unhelpful node as well, i.e., if any node
that is unhelpful ta: is pushed by a node that is helpfuldpthe unhelpful node increases its
dimension (and thus becomes a helpful node, providisdyet to increase its dimension) with
probability at least — 1/q. Let F' be the fraction of helpful nodes when nodéas dimension
i for the first time. It is not hard to argue that> (k — i)/k, with equality corresponding to
the case when nodehas recoveredmessages. This is because; Has recoveredmessages,
even then there aré — 7)/k fraction of nodes that started with the remaining i messages.
Now, consider a worst case scenario. Suppegest refrains from any communication and
observes tillF' becomes at least/2, after whichu participates in the process again. Now, the
number of unhelpful nodes pushed by a helpful node is roughly proportional to the number
of helpful nodes, which i F' to start with (i.e., first time: has dimension). We will take
the proportionality factor as one (it will “mostly” be less than one since multiple helpful nodes
may push to the same unhelpful node) simply for the ease of heuristic computation we intend
to show here. Thus on an average, roughl(1 — 1/¢) unhelpful nodes become helpful
nodes after one more round of message exchange. Thus, we have after one additional round of
message exchange

F—F+F1-1/q)=F2-1/q).

It follows that, the updated value df after an additional round of message exchange satis-
fies FF > E4(2 — 5). Thus, after- rounds of message exchangédecomes at leasti —
i)/k)(2 —1/q)". A simple calculation shows that, after roughiy%/(2(k —i))/In(2 — 1/q)
rounds, the fraction of helpful node becomes at l@gd8t At this point, nodeu is interested

in communication again. However, any helpful node can increase the dimensiowitt
probability at leas{1/n)(1 — 1/q), since any helpful node communicates witlwith prob-
ability 1/n and increases the dimension with probability- 1/q at least. Since there are at
leastn /2 helpful nodes now, the probability thatdoes not increase its dimension is at most

(1-+(1- %))% R \/Lé (for largen). Thus, once there are at least2 helpful nodes, the mean



time for u to increase its dimension is/(1 — 1/+/e). Thus, on an average, the total tiffig
thatu spends while it has dimensiaris no more than the sum of, the time it takes till there
n/2 helpful nodes, and/(1 — 1/4/e). Thus,

] In(k/(2(k—1)) 1
L= Setm Yoo

which implies

k-1 k-1
In(k/(2(k—1)) NG
> Ti< me-179 T (k=D
i—1 i—1
(R /2E =) NG
o In(2—1/q) + (k o 1) Ve—1
= O(k)

Thus, it is believable that RLC withushattains the optimal order.

An almost similar heuristic can be provided faull. The only difference is that, here we
keep track of the unhelpful nodes. More precisely, starting with the fraction of unhelpful nodes
(1 — F'), after one more round of message exchange, the fraction of unhelpful nodes becomes
atmostl — F)? + (1 — F)F(1/q). The first term accounts for the event that an unhelpful node
stays so if it pulls from another unhelpful node, and the second term accounts for the event that
even if an unhelpful node pulls from a helpful node, with probability at m@gtLemma 2.1)
it may not increase its dimension. Using this, we can find the time after which there are at most
n/2 unhelpful nodes.

We end this section with a few words on the proofs. Intuitively, for the fifatdimensions
(or k/2 messages with RMS) any communication is likely to be helpful in any case, with or
without coding. However, we show that, the benefits of a coding based approach remains
till the dimension is almost, more precisely, till the dimension is— /% In(k) usingpush
andk — ©(y/kIn(k)) usingpush We show that it take§)(n) time for the dimension of a
node to reachk — v/k1In(k)) using push andk — ©(y/kIn(k)) usingpush In fact, this
is the regime where we make the heuristic mean-field approach precise by studying suitable
random variables that can account for the mean-field approach formally. Finally, in the regime
k > k — vkIn(k), the time to increase the dimension by one cannot be worse than the time to
receive a message with a single message based dissemination whidh takesunds. Thus,
increasing the dimension froin— ©(v/k In(k)) to k will take O(y/n(In(n)?) time in the worst
case. Thus its take3(n) time to decode all the messages.

The details of the analysis with the all the protocols are provided in [3].

4 Concluding Remarks

We considered the problem of disseminating multiple messages simultaneously in a large net-
work usinggossip-basedissemination mechanisms. We have presented a protocol based on
random linear codinghat disseminates the messages in optimal time in an order sense. The
RLC protocol is quite general and does not depend on the underlying communication model.
However, we have demonstrated the benefits of the protocol ayessip-basedommunica-

tion model and in a worst case demand scenario when all the nodes want everything. Demon-
strating the advantages of such a coding based approach in a more generic setting, and with a
fixed communication graph is a topic of further work.
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