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1 Introduction

Boolean functions used in stream ciphers should have good cryptographical properties such
as balancedness, high algebraic degree, high algebraic immunity, high nonlinearity and good
immunity to fast algebraic attacks [4]. These properties are required to resist many kinds of
known attacks [4, 16]. The concept of algebraic immunity was proposed very recently [13, 21]
and there are several constructions of Boolean functions with optimum algebraic immunity
[14, 8, 3, 15, 18, 19, 5, 10]. However, most of the constructed functions can not be proven to
have a high nonlinearity.

In 2008, the second author and Feng proposed an infinite class of balanced functions with
optimum algebraic immunity as well as a high nonlinearity [9]. It is also checked that at least for
small values of the number of variables, the functions of this class have much higher nonlinearity
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than the previously found classes and also have a good behavior against fast algebraic attacks
[1, 12, 17]. To further improve the nonlinearity of balanced Boolean functions with optimum
algebraic immunity, Tu and Deng proposed a conjecture about binary strings [26]. Under the
assumption that this conjecture is true, a class of balanced Boolean functions in even number
of variables was proven to have optimum algebraic immunity and a very good nonlinearity [26].
Based on the same assumption, another class of balanced Boolean functions in even number of
variables was also presented and they have optimum algebraic immunity and a higher nonlinear-
ity [25]. Unfortunately, these two classes of functions are constructed from Bent functions and
have small distances to Bent functions which also leads to their bad resistance to fast algebraic
attacks [6, 27]. In the more recent paper [28] two constructions of balanced Boolean functions
with optimum algebraic immunity and high nonlinearity were introduced. The first one was
proven in [7] to be the same as that of [9], and the functions in the second class are in odd
number of variables and they can have optimal algebraic immunity under some condition which
is not investigated further in the paper.

The purpose of this paper is to construct more balanced Boolean functions with optimum
algebraic immunity as well as a high nonlinearity. For an integer n ≥ 5, three constructions
of balanced n-variable Boolean functions with optimum algebraic immunity are proposed. In
the case of n being odd, a family F of balanced n-variable Boolean functions is investigated.
The algebraic degree and nonlinearity of the constructed functions are analyzed. For some
small values of the number of variables, we find some new Boolean functions which have the
same algebraic degree and nonlinearity as the function in [9]. Further, some n-variable functions
constructed in this paper have higher nonlinearity than the function in [9]. The behavior against
fast algebraic attacks of some functions is also considered.

The remainder of this paper is organized as follows. In Section 2, we introduce some necessary
notation and related results of Boolean functions. In Section 3, for odd n, two constructions of
balanced n-variable functions with optimum algebraic immunity are proposed. In Section 4, for
even n, one construction of balanced n-variable functions with optimum algebraic immunity is
proposed. Section 5 concludes the study.

2 Preliminaries

For an integer n, let Fn
2 be the n-dimensional vector space over F2, and Bn be the set of all

n-variable Boolean functions from Fn
2 to F2. A basic representation for a Boolean function

f(x1, · · · , xn) is given by its image vector (the last column in its truth table), namely the binary
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string of length 2n which lists all of its output values,

f = [f(0, 0, · · · , 0), f(1, 0, · · · , 0), f(0, 1, · · · , 0), f(1, 1, · · · , 0), · · · , f(1, 1, · · · , 1)] .

The Hamming weight of f , wt(f), is the Hamming weight of this string, or in other words, the
size of the support set supp(f) = {x ∈ Fn

2 | f(x) = 1}. We similarly define the zero set of f as
zero(f) = {x ∈ Fn

2 | f(x) = 0}. The Hamming distance dH(f, g) between two Boolean functions
f and g is the Hamming weight of their difference f + g (by abuse of notation, we use + to
denote the addition on F2, i.e., the XOR). A Boolean function f is balanced if its image vector
contains an equal number of ones and zeros, that is, if its Hamming weight equals to 2n−1.

Any Boolean function has a unique representation as a multivariate polynomial over F2,
called the algebraic normal form (ANF),

f(x1, · · · , xn) =
∑

q=(q1,q2,··· ,qn)∈Fn
2

c(q)xq1
1 x

q2
2 · · ·xqn

n ,

where the coefficients c(q)’s are in F2. The algebraic degree, deg(f), is the number of variables
in a highest order term with non zero coefficient. A Boolean function is affine if it is of algebraic
degree at most 1. The set of all affine functions is denoted by An.

Let α be a primitive element of the finite field F2n . By identifying the finite field F2n with
the vector space Fn

2 , a Boolean function f(x) can be defined from F2n to F2 as[
f(0), f(1), f(α), · · · , f(α2n−2)

]
,

which is equivalent to the image vector. The Boolean function f over F2n has then another
representation by a univariate polynomial

f(x) =
2n−1∑
i=0

aix
i

where a0, a2n−1 ∈ F2, ai ∈ F2n for 1 ≤ i < 2n − 1 such that ai = a2i (mod 2n−1), and the addition
is modulo 2. The algebraic degree deg(f) equals max{wt(i) | ai ̸= 0, 0 ≤ i < 2n} [9]. In this
representation, the set An consists of all functions Tr(ax) + b where a ∈ F2n , b ∈ F2 and Tr(·) is
the trace function from F2n to F2 defined by Tr(x) = x+ x2 + · · · + x2n−1

.

Boolean functions used in a cryptographic system must have high nonlinearity to withstand
linear and correlation attacks [16, 22]. The nonlinearity of an n-variable function f is its distance
from the set of all n-variable affine functions, i.e.,

nl(f) = min
g∈An

(dH(f, g)).
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This parameter can be expressed by means of the Walsh transform. Let x = (x1, · · · , xn) and λ =
(λ1, · · · , λn) both belong to Fn

2 and λ ·x be an inner product in Fn
2 , e.g. λ ·x = λ1x1 + · · ·+λnxn.

The Walsh transform of an n-variable Boolean function f(x) is an integer valued function over
Fn

2 defined as
Wf (λ) =

∑
x∈Fn

2

(−1)f(x)+λ·x.

Then the nonlinearity of f can be expressed as

nl(f) = 2n−1 − 1
2 max

λ∈Fn
2

|Wf (λ)|.

A Boolean function f is balanced if and only if Wf (0) = 0. Any Boolean function should also
have high algebraic degree to be cryptographically secure [16, 24].

For an n-variable Boolean function f , different scenarios related to low degree multiples of
f have been studied in [13, 21]. This led to the following definition.

Definition 1: For f ∈ Bn, define AN(f) = {g ∈ Bn | f ∗ g = 0}. Any function g ∈ AN(f) is
called an annihilator of f . The algebraic immunity of f is the minimum degree of all the nonzero
annihilators of f and of all those of f + 1. We denote it by AI(f).

To resist the standard algebraic attack, Boolean functions should have large algebraic im-
munity. In [13] it was proved that AI(f) ≤ ⌈n

2 ⌉ for any n-variable Boolean function f .

Lemma 1: ([11]) For odd n, if a balanced n-variable Boolean function f does not have any
nonzero annihilator with algebraic degree < n+1

2 , then f + 1 has no nonzero annihilator with
algebraic degree < n+1

2 . Consequently, AIn(f) = n+1
2 .

A high algebraic immunity is necessary but not sufficient condition for resistance against all
kinds of algebraic attacks. If one can find g of low degree and h ̸= 0 of reasonable degree such
that f ∗ g = h, then a fast algebraic attack (FFA) is feasible [1, 12, 17]. An n-variable function
f can be considered as optimal with respect to FFAs if there do not exist two nonzero functions
g and h such that f ∗ g = h and deg(g) + deg(h) < n with deg(g) < n/2.

For an integer s with 1 ≤ s ≤ 2n − 2, the cyclotomic coset containing s consists of{
s, 2s, · · · , 2ns−1s

}
,

where ns is the smallest positive integer such that s ≡ 2nss (mod 2n − 1), and we denote the
cyclotomic coset by Cs. The smallest positive integer in the coset Cs is called the coset leader
of Cs. Let Γ(n) denote the set of all coset leaders modulo 2n − 1, and mi(x) denote the minimal
polynomial of αi over F2 for 1 ≤ i ≤ 2n − 2, where α is a primitive element of F2n .

In the sequel, we recall some notation from [23]. The polynomial Rd(x) is defined as the
product of the minimal polynomials over F2 of all elements α−i ∈ F2n , where wt(i) = d and
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i ∈ Γ(n):
Rd(x) =

∏
i∈Γ(n), wt(i)=d

m2n−1−i(x) =
∏

wt(j)=n−d

(x− αj)

for 1 ≤ d ≤ n− 1, Rn(x) = x+ 1 and R0(x) = x. For 0 ≤ d1 ≤ d2 ≤ n, let

Rd1,d2(x) =
d2∏

i=d1

Ri(x).

Then for d1 < d2 and E =
d2∑

i=d1+1

(
n
i

)
, the polynomial Rd1+1,d2 has the form

Rd1+1,d2 = 1 + r1x+ r2x
2 + · · · + rE−1x

E−1 + xE (1)

where deg(Rd1+1,d2) = E. Let us denote D1 =
d1∑
i=0

(
n
i

)
and D2 =

d2∑
i=0

(
n
i

)
, and define the D1 ×D2

matrix Rd1+1,d2 such that its r-th row consists of the coefficients of the polynomial

xrRd1+1,d2(x) = xr
E∑

j=0

rjx
j

for 0 ≤ r <
d1∑
i=0

(
n
i

)
, appended with zeros, i.e.,

Rd1+1,d2 =



r0 r1 · · · rE 0 · · · 0
0 r0 · · · rE−1 rE · · · 0
...

... · · ·
...

... · · ·
...

0 0 · · ·
...

... · · · 0

0 0 · · ·
...

... · · · rE


(2)

where r0 = rE = 1. Note that this is a generator matrix of a binary cyclic code since Rd1,d2(x)
divides x2n−1 − 1. Here we will enumerate the columns of the matrix Rd+1,n−1 from the 0-th
column to the (2n − 2)-th column where 1 ≤ d < n − 1. Let R1f

d+1,n−1 be the sub-matrix of

Rd+1,n−1 such that the j-th column of Rd+1,n−1 belongs to R1f

d+1,n−1 if αj ∈ supp(f), where

0 ≤ j ≤ 2n − 2. Similarly, R0f

d+1,n−1 is the sub-matrix of Rd+1,n−1 that consists of the j-th
column, such that αj ∈ zero(f), for all 0 ≤ j ≤ 2n − 2. Thus, the 2n − 1 columns of Rd+1,n−1

are divided into two disjoint subsets.

For 1 ≤ d1 < d2 ≤ n− 1, let the matrix Rd1+1,d2 =
[
η0,η1, · · · ,ηD2−1

]
, where the vector ηi

with D1 components denotes the i-th column of Rd1+1,d2 for 0 ≤ i < D2. For 0 ≤ j < D1, let
η

(j)
i denote the j-th component of ηi. If there is a non-negative integer l1 such that η

(l1)
i = 1
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and η
(j)
i = 0 for all 0 ≤ j < l1 (if there exists such integer j), we define N 0(ηi) = l1. Similarly,

we can define N0(ηi) = l2 if there exists a non-negative integer l2 such that η
(D1−1−l2)
i = 1 and

η
(D1−j−1)
i = 0 for all 0 ≤ j < l2 (if there exists such integer j). In particular, N 0(ηi) = 0 if

η
(0)
i = 1, and N0(ηi) = 0 if η

(D1−1)
i = 1. With this notation, we can classify the vectors ηi

according to the values N 0(ηi) and N0(ηi) for 0 ≤ i < D2. For each j with 0 ≤ j ≤ D1 − 1, two
sets Sj and Sj are defined as

Sj =
{
i | N 0(ηi) = j, K1 ≤ i ≤ K2

}
(3)

and
Sj = {i | N0(ηi) = j, K3 ≤ i ≤ K4} , (4)

where the integers K1, K2, K3 and K4 will be given in Sections 3 and 4. Let J0 =
{
j |Sj ̸= ∅

}
,

and J1 be a subset of J0. For each j ∈ J1, take exactly an integer ij from the set Sj and define
the set

I0 =
{
ij | j ∈ J1

}
. (5)

Similarly, we can define J0 = {j |Sj ̸= ∅}, and J1 is a subset of J0 such that Sj\I0 ̸= ∅ for all
j ∈ J1. For each j ∈ J1, take exactly an integer ij from the set Sj\I0 and define the set

I0 = {ij | j ∈ J1} . (6)

Define the sets W0, Y0, W 0, and Y 0 as

W0 = {i | 0 ≤ i ≤ D1 − 1} , Y0 = {D1 − 1 − j | j ∈ J1}
W 0 = {i |D2 −D1 ≤ i ≤ D2 − 1} , Y 0 =

{
D2 −D1 + j | j ∈ J1

}
.

(7)

Lemma 2: (Theorem 1, [23]) Let f(x) =
2n−1∑
i=0

fix
i be the univariate representation of a

Boolean function f and let F (x) =
2n−2∑
i=0

f(αi)xi.

(i) For 1 ≤ d < n− 1, deg(f) = d if and only if

Rd+1,n−1(x)|F (x), Rn(x)|F (x) + f(0), and Rd(x) - F (x).

(ii) For d = n− 1, deg(f) = d if and only if

Rn(x)|F (x) + f(0) and Rd(x) - F (x).

Lemma 3: (Theorem 4, [23]) There is an annihilator g ∈ AN(f) with deg(g) ≤ d < n, if
and only if δg(d) > 0, where

δg(d) =
d∑

i=0

(
n

i

)
− rank

(
R1f

d+1,n−1

)
.
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Lemma 4: (Theorem 5, [23]) There is an annihilator h ∈ AN(f + 1) with deg(h) ≤ d < n,
if and only if, δh(d) > 0, where

δh(d) =
d∑

i=0

(
n

i

)
− rank

([
γ1f

(d) R0f

d+1,n−1

])
,

where γ1f
(d) = R1f

d+1,n−1·1
T
|supp(f)|, and 1T

|supp(f)| is the transpose of the all ones vector with
length |supp(f)|.

3 Two constructions of n-variable Boolean functions for odd n

In this section, the integer n is always assumed to be odd. We also assume that d1 = n−1
2 and

d2 = n− 1 in (1). Thus, D1 = 2n−1, D2 = 2n − 1 and E = 2n−1 − 1. Let K1 = 0, K2 = D1 − 2,
K3 = D1 and K4 = D2 − 1. We propose two constructions of balanced n-variable Boolean
functions with optimum algebraic immunity. These functions can have optimum algebraic degree
and high nonlinearity.

Construction 1: Let f ∈ Bn such that

supp(f) =
{
αi | i ∈ (W0\Y0)

∪
I0

}
, (8)

where W0, Y0 and I0 are given by (6) and (7).

Similarly, we have the following construction.

Construction 2: Let f ∈ Bn such that

supp(f) =
{
αi | i ∈ (W 0\Y 0)

∪
I0
}
, (9)

where W 0, Y 0 and I0 are given by (5) and (7).

Applying Lemmas 1 and 3, the balancedness and algebraic immunity of functions in Con-
structions 1 and 2 can obtained as below.

Theorem 1: The Boolean functions defined in Constructions 1 and 2 are balanced and have
algebraic immunity n+1

2 .

Proof: From Constructions 1 and 2, a function f defined by (8) or (9) is balanced. In the
sequel, we will prove that every function f in Construction 1 has algebraic immunity n+1

2 . The
case for Construction 2 can be similarly proven and its proof is omitted.

Let g ∈ AN(f). According to Construction 1, we have R1f
n+1

2
,n−1

=(ηi)i∈(W0\Y0)
∪

I0
. By

swapping the (D1 − 1− j)-th and ij-th columns of the matrix Rn+1
2

,n−1 for all j ∈ J1, we obtain
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a matrix and its sub-matrix consisting of i-th column with 0 ≤ i < D1 is an upper triangular
matrix since

N0(ηD1−1−j) = N0(ηij ) = j,

where j ∈ J1. Moreover, every entry in the main diagonal of this upper triangular matrix is 1,
then it is invertible. By (8), the above upper triangular matrix can be obtained from the matrix
(ηi)i∈(W0\Y0)

∪
I0

only by a series of elementary column transformations. This shows the matrix

R1f
n+1

2
,n−1

has full rank, i.e., δg(n−1
2 ) = 0. Thus deg(g) ≥ n+1

2 by Lemma 3.

Therefore, the algebraic immunity of Construction 1 is n+1
2 since n is odd by Lemma 1. 2

3.1 A family of Boolean functions given by Construction 1 or 2

Before proposing a family of Boolean functions, we give a relation between the coefficients r1
and rE−1 of the polynomial Rn+1

2
,n−1 in (1) as below.

Lemma 5: r1 + rE−1 = 1.

Proof: By Vieta’s Theorem, we have that
∏

1≤wt(i)≤n−1
2

αi = 1, rE−1 =
∑

1≤wt(i)≤n−1
2

αi and

r1 =
∑

1≤wt(i)≤n−1
2

 ∏
j ̸=i, 1≤wt(j)≤n−1

2

αj

 =
∑

1≤wt(i)≤n−1
2

α−i =
∑

n+1
2

≤wt(i)≤n−1

αi.

Thus,

rE−1 + r1 =
∑

1≤wt(i)≤n−1
2

αi +
∑

n+1
2

≤wt(i)≤n−1

αi =
2n−2∑
i=1

αi = 1 +
2n−2∑
i=0

αi = 1. 2

Lemma 5 shows {r1, rE−1} = {0, 1}. Thus, there exists an integer k1 such that ri = 0 for all
1 ≤ i ≤ k1 and rk1+1 = 1, if r1 = 0. Otherwise, there is an integer k2 such that rE−i = 0 for all
1 ≤ i ≤ k2 and rE−k2−1 = 1.

Define a set J as

J =

{
{1, 2, · · · , k1}, if r1 = 0;
{1, 2, · · · , k2}, if rE−1 = 0.

(10)

By Lemma 5, the set J is non-empty.

Let I be a subset of J . If rE−1 = 0, define the sets S, U and V as

S =
{
0, 1, 2, · · · , 2n−1 − 1

}
, U = {2n − 2 − i | i ∈ I} , V =

{
2n−1 − 1 − i | i ∈ I

}
. (11)
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If r1 = 0, the sets are defined as

S =
{
2n−1 − 1, 2n−1, · · · , 2n − 2

}
, U = {i | i ∈ I} , V =

{
2n−1 − 1 + i | i ∈ I

}
. (12)

With the above preparations, we can present a family of Boolean functions.

Family F : The family F consists of all Boolean functions f ∈ Bn with the support set as

supp(f) =
{
αi | i ∈ (S\V )

∪
U
}

(13)

where the sets S, U and V are defined in (11) for rE−1 = 0 and (12) for r1 = 0.

When rE−1 = 0, take W0 = S, Y0 = V and I0 = U and then we have that the family F is
contained in Construction 1. Similarly, we have that the family F is contained in Construction
2 when r1 = 0. Thus, the functions in F are balanced and have optimum algebraic immunity.

It is proven in [7] that the first construction of [28] is exactly the same as the construction
of [9]. Thus, in order to make a comparison of the above family and the known ones in [9, 28],
it is sufficient to consider the construction in [9]. Let f1 be the function with

supp(f1) =
{

0, 1, α, · · · , α2n−1−2
}

(14)

in [9]. Then f1(x) = f∅(α2n−1
x)+1 for rE−1 = 0 and f1(x) = f∅(x)+1 for r1 = 0, where f∅(x)

is the function in F corresponding to I = ∅. Therefore, some cryptographical properties of the
function f∅ have been studied in [9] and [28]. In the following subsections, we are interested in
studying the cryptographical properties of the functions of F for ∅ ̸= I ⊆ J . The number of
these functions is 2|J | − 1.

Applying Lemma 2, we can characterize the algebraic degree of these functions as follows.

Proposition 1: A Boolean function f in the family F has algebraic degree n−1 if and only
if

∑
x∈supp(f)

x ̸= 0. In particular, if there is a non-empty proper subset of J given by (10), then

there always exists a Boolean function f in the family F such that deg(f) = n− 1.

Proof: Notice that |supp(f)| = 2n−1 is even and Rn(x) = x+1. Consequently, F (1)+f(0) =
2n−2∑
i=0

f(αi) + f(0) = 0 and then Rn(x) |F (x) + f(0), where F (x) is given in Lemma 2. Thus,

deg(f) = n− 1 if and only if Rn−1(x) - F (x), i.e., F (α) =
∑

x∈supp(f)

x ̸= 0 by Lemma 2 (ii).

If f is a function in F with deg(f) < n − 1, then
∑

x∈supp(f)

x = 0. Let I be a non-empty

proper subset of J . Take an element i in J \ I, and replace an arbitrary element i′ in I with i,
then a function f ′ can be constructed from (13) by taking a subset I ′ = ({i}

∪
I) \ {i′} of J in

9



(11) or (12). Then, we have∑
x∈supp(f ′)

x =
∑

x∈supp(f)

x+ α2n−1−1−i + α2n−2−i + α2n−1−1−i′ + α2n−2−i′

= (1 + α2n−1−1)(α2n−1−1−i + α2n−1−1−i′) ̸= 0

for rE−1 = 0 and ∑
x∈supp(f ′)

x = (1 + α2n−1−1)(αi + αi′) ̸= 0

for r1 = 0.

Thus, deg(f ′) = n− 1. 2

By Proposition 1, there always exists a Boolean function in the family F such that deg(f) =
n− 1, if |J | > 1.

3.2 The nonlinearity of Boolean functions in F

In this subsection, we will give the lower bound on the nonlinearity of the functions in the family
F , based on the method developed in [9] and [28]. The following lemmas from calculus will be
used to measure the nonlinearity.

Lemma 6: For 0 ≤ x ≤ 1
2 , sin(πx) ≥ 3x− 2x2.

Lemma 7: 1 + 1
3 + 1

5 + · · · + 1
2n−1−1

< n−1
2 ln 2 + 1.

Theorem 2: For odd n ≥ 5, the nonlinearity of the functions f in the family F satisfies

nl(f) > 2n−1 −
(

ln 2
3

(n− 1) +
5
6

+
1

3
√

3
+

1
6
√

2

)
2

n
2 − 2|I| − 1

where the set I is a subset of J given by (10).

Proof: For rE−1 = 0 and λ ∈ F∗
2n , the Walsh transform of the Boolean function f satisfies

Wf (λ) =
2n−2∑
i=0

(−1)f(αi)+Tr(λαi) + 1

= −
∑

i∈ (S\V )
∪

U

(−1)Tr(λαi) +
∑

i /∈ (S\V )
∪

U

(−1)Tr(λαi) + 1

= −2
∑

i∈ (S\V )
∪

U

(−1)Tr(λαi)

and then

|Wf (λ)| ≤ 2

∣∣∣∣∣∣
2n−1−1∑

i=0

(−1)Tr(λαi)

∣∣∣∣∣∣+ 4|I|. (15)
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Let λ = αt and ξ = e
2π

√
−1

2n−1 . Let ψ(αj) = ξj with 0 ≤ j ≤ 2n − 2 be a multiplicative character
of F∗

2n , χ1(x) = (−1)Tr(x) be the canonical additive character of F2n , and the Gaussian sum
G(ψ, χ1) be defined by

G(ψ, χ1) =
2n−2∑
i=0

ψ(αi)χ1(αi). (16)

Notice that for 0 ≤ i ≤ 2n − 2,

χ1(αi) = (−1)Tr(αi) =
1

2n − 1

2n−2∑
j=0

G(ψj
, χ1)ψj(αi) (17)

where the bar denotes complex conjugation (see [20], p. 195). By (15) and (17), we have

|Wf (λ)| ≤ 2
2n − 1

∣∣∣∣∣2n−2∑
j=1

G(ψj
, χ1)ξjt 1 − ξj2n−1

1 − ξj

∣∣∣∣∣+ 4|I| + 2n

2n − 1
. (18)

Notice that
∣∣∣G(ψj

, χ1)
∣∣∣ = 2

n
2 for all 1 ≤ j ≤ 2n − 2 [20], and∣∣∣∣∣1 − ξj2n−1

1 − ξj

∣∣∣∣∣ =
∣∣∣∣∣ξ−j2n−2 − ξj2n−2

ξ−j/2 − ξj/2

∣∣∣∣∣ =
∣∣∣∣∣sin

jπ2n−1

2n−1

sin jπ
2n−1

∣∣∣∣∣ .
Consequently, by (18) we have

|Wf (λ)| ≤ 2
n
2
+2

2n − 1

(
2n−2∑
j=1

1

sin (2j−1)π
2n−1

+
2n−2−1∑

j=1

1
2 cos jπ

2n−1

)
+ 4|I| + 2n

2n − 1
. (19)

By Lemmas 6 and 7, we have

2n−2∑
j=1

1

sin (2j−1)π
2n−1

≤ (2n − 1)
(
n− 1

6
ln 2 +

5
12

)
. (20)

For the other summation in (19), we have

2n−2−1∑
j=1

1
2 cos jπ

2n−1

<

(
1

6
√

3
+

1
12

√
2

)
(2n − 1). (21)

By (19), (20) and (21), we have

|Wf (λ)| ≤ 2
n
2
+2

(
n− 1

6
ln 2 +

5
12

+
1

6
√

3
+

1
12
√

2

)
+ 4|I| + 2n

2n − 1

for all λ ∈ F∗
2n . Notice that Wf (0) = 0. Therefore,

nl(f) > 2n−1 −
(

ln 2
3

(n− 1) +
5
6

+
1

3
√

3
+

1
6
√

2

)
2

n
2 − 2|I| − 1.
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For r1 = 0, the conclusion can be obtained by a same analysis and this finishes the proof.
2

Since the function f in the family F and f∅ (introduced in Section 3.1) take different values
only in 2|I| elements of F2n , we can establish a rough relation between the nonlinearities nl(f1)
and nl(f) as below.

Proposition 2: For odd n and a function f in the family F , |nl(f) − nl(f1)| ≤ 2|I| where
the set I is a subset of J given by (10).

By Theorem 2 and Proposition 2, we have the following corollary.

Corollary 1: For odd n ≥ 5, the nonlinearity of the functions f in the family F satisfies

nl(f) ≥ max
{

2n−1 −
(

ln 2
3

(n− 1) +
5
6

+
1

3
√

3
+

1
6
√

2

)
2

n
2 − 2|I| − 1, nl(f1) − 2|I|

}
where the set I is a subset of J given by (10).

Notice that a function f in Construction 1 and f∅ in the family F take different values
exactly in 2|I0| elements of F2n . By a similar analysis as in Theorem 2, Proposition 2 and the
fact nl(f∅) = nl(f1), we have a lower bound of the nonlinearity of f as

nl(f) ≥ max
{

2n−1 −
(

ln 2
3

(n− 1) +
5
6

+
1

3
√

3
+

1
6
√

2

)
2

n
2 − 2|I0| − 1, nl(f1) − 2|I0|

}
.

Similarly, for a function f in Construction 2, we have

nl(f) ≥ max
{

2n−1 −
(

ln 2
3

(n− 1) +
5
6

+
1

3
√

3
+

1
6
√

2

)
2

n
2 − 2|I0| − 1, nl(f1) − 2|I0|

}
.

4 The construction of n-variable Boolean functions for even n

In this section, the integer n is always assumed to be even. Here we also assume that d1 = n−2
2

and d2 = n − 1. Then D1 =
n−2

2∑
i=0

(
n
i

)
, D2 = 2n − 1 and E =

n
2∑

i=1

(
n
i

)
. Let K1 = K3 = D1 and

K2 = K4 = 2n − 2 −D1.

With the above preparations, we propose the following construction for even n.

Construction 3: Let f ∈ Bn. The support and zero sets of f satisfy that

supp(f) ⊃
{
αi | i ∈ (W0\Y0)

∪
I0

}
and zero(f) ⊃

{
αi | i ∈ (W 0\Y 0)

∪
I0
}
, (22)

where W0, Y0, I0, W 0, Y 0, and I0 are given by (5), (6) and (7).
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Applying Lemmas 3 and 4, we can have the following result by a similar analysis as in
Theorem 1.

Theorem 3: The Boolean functions defined in Construction 3 have algebraic immunity n
2 .

By choosing suitable support set satisfying (22) and having cardinality 2n−1, the Boolean
function f in Construction 3 is balanced.

The existence of functions with optimal algebraic degree in Construction 3 is considered in
the following proposition. It can be similarly proven as Proposition 1.

Proposition 3: For the sets W0, Y0, I0, W 0, Y 0 and I0 defined by (5), (6) and (7), there
always exists a balanced Boolean function in Construction 3 whose algebraic degree is n− 1.

For a balanced function f in Construction 3, let

L =
{
αi | 0 ≤ i < 2n−1

}
\supp(f). (23)

A similar analysis as in Section 3.2 gives the following result.

Theorem 4: The nonlinearity of a balanced function f in Construction 3 satisfies

nl(f) ≥ max
{

2n−1 −
(

ln 2
3

(n− 1) +
5
6

+
1

3
√

3
+

1
6
√

2

)
2

n
2 − 2|L| − 1, nl(f1) − 2|L|

}
,

where L is the set defined by (23).

5 Conclusion

We proposed three constructions of balanced Boolean functions with optimum algebraic immu-
nity. These constructions provide a class of Boolean functions with optimal algebraic degree and
high nonlinearity. It is also checked that for 5 ≤ n ≤ 19, some new n-variable Boolean functions
constructed in this paper have the same algebraic degree and nonlinearity as the function f1 in
[9]. Further, we also found some balanced functions with optimal algebraic degree, optimum
algebraic immunity and higher nonlinearity than f1. Experiments show that some functions in
the proposed class have a strong immunity against FAA’s. More details will be given in a full
version of this paper.
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