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Abstract

We study the secure and reliable connectivity of wireless sensor networks. Security
is assumed to be ensured by the random pairwise key predistribution scheme of Chan,
Perrig, and Song, and unreliable wireless links are represented by independent on/off
channels. Modeling the network by an intersection of a random K-out graph and an
Erdés-Rényi graph, we present scaling conditions (on the number of nodes, the scheme
parameter K, and the probability of a wireless channel being on) such that the resulting
graph contains no nodes with degree less than k with high probability, when the number
of nodes gets large. Results are given in the form of zero-one laws and are shown to
improve the previous results by Yagan and Makowski on the absence of isolated nodes
(i.e., absence of nodes with degree zero). Via simulations, the established zero-one laws
are shown to hold also for the property of k-connectivity; i.e., the property that graph
remains connected despite the deletion of any £ — 1 nodes or edges.

Keywords: Wireless Sensor Networks, Key Predistribution, Random Graphs, Minimum Node
Degree, k-connectivity, Zero-one Laws.

1 Introduction

1.1 Motivation and Background

Wireless sensor networks (WSNs) are distributed collection of small sensor nodes that gather
security-sensitive data and control security-critical operations in a wide range of industrial, home
and business applications [I]. Many applications require deploying sensor nodes in hostile environ-
ments where an adversary can eavesdrop sensor communications, and can even capture a number
of sensors and surreptitiously use them to compromise the network. Therefore, cryptographic pro-
tection is required to secure the sensor communication as well as to detect sensor capture and

*A short version of this paper (without any proofs) will be presented at IEEE International Symposium on
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to revoke the compromised keys. Given the limited communication and computational resources
available at each sensor, security is expected to be a key challenge in WSNs [6, 3], [14].

Random key predistribution is one of the approaches proposed in the literature for addressing
security challenges in resource constrained WSNs. The idea of randomly assigning secure keys to
the sensor nodes prior to network deployment was first introduced by Eschenauer and Gligor [6].
Following their original work, a large number of key predistribution schemes have been proposed;
see the survey articles [I4], I5] (and references therein).

Here we consider the random pairwise key predistribution scheme proposed by Chan et al. in
[3]: Before deployment, each of the n sensor nodes is paired (offline) with K distinct nodes which
are randomly selected from amongst all other nodes. For each sensor and any sensor paired to it, a
unique (pairwise) key is generated and stored in their memory modules along with their ids. Two
nodes can then secure an existing wireless communication link if at least one of them is paired to
the other so that the two nodes have at least one pairwise key in common. Precise implementation
details are given in Section [2

Let H(n; K) denote the undirected random graph on the vertex set {1,...,n} where distinct
nodes i and j are adjacent if they have a pairwise key in common as described earlier; this random
graph models the random pairwise predistribution scheme under full visibility (whereby all nodes
have a wireless link in between). The random graph H(n; K) is known in the literature on random
graphs as the random K-out graph [2] [7, [§], and is typically defined in the following equivalent
manner: For each of the n vertices assign exactly K arcs to K distinct vertices that are selected
uniformly at random, and then ignore the orientation of the arcs. Several properties of this graph
have been recently analyzed by Yagan and Makowski [19, 201 23] 22].

Recently, there has been a significant interest [10, 2], 17, 25, 24] to drop the full visibility
assumption and to model and analyze random key predistribution schemes under more realistic
situations that account for the possibility that communication links between nodes may not be
available — This could occur due to the presence of physical barriers between nodes or because
of harsh environmental conditions severely impairing transmission. With this in mind, several
authors [21], [17) 25| 24] have started with a simple communication model where wireless links are
represented by independent channels that are either on (with probability p) or off (with probability
1—p). This suggests an overall modeling framework that is constructed by intersecting the random
K-out graph H(n; K), with an Erdés-Rényi (ER) graph G(n;p) [2].

1.2 Contributions

In this paper, we initiate an analysis towards the k-connectivity for the resulting intersection graph
HNG(n; K,p). A network (or graph) is said to be k-connected if its connectivity is preserved
despite the failure of any (k — 1) nodes or links [I1]. Therefore, the property of k-connectivity
provides a guarantee of network reliability against the possible failures of sensors or links due to
adversarial attacks or battery depletion; a much needed property given the key application areas of
sensor networks such as health monitoring, battlefield surveillance, and environmental monitoring.
Finally, k-connectivity has important benefits in mobile wireless sensor networks. For instance, if a
network is known to be k-connected, then any k—1 nodes in the network are free to move anywhere
in the network while the rest of the network remains at least 1-connected.

Our main result is a zero-one law for the property that the minimum node degree of H N G(n; K, p)
is at least k. Namely, we present scaling conditions on the parameters p and K with respect to
n, such that the resulting graph contains no nodes with degree less than k with probability ap-



proaching to zero, or one, respectively, as the number of nodes n gets large. The established results
already imply the zero-law for the k-connectivity, since a graph can not be k-connected unless all
nodes have degree at least k. Further, in most random graph models in the literature, including
ER graphs, random geometric graphs [11], and random key graphs [24], the conditions that ensure
k-connectivity coincide with those ensuring minimum node degree to be at least k. This is often
established by showing the improbability of a graph being not k-connected when all nodes have at
least k£ neighbors. Here, we demonstrate this phenomenon via simulations which suggest that our
zero-one laws hold also for the property of k-connectivity.

Furthermore, our results with £ = 1 constitute an improvement of the previous results by Yagan
and Makowski [I8], 21] on the absence of isolated nodes (i.e., absence of nodes with degree zero) in
H N G(n; K, p). Namely, we show that the threshold for absence of isolated nodes (which is also the
threshold for 1-connectivity) characterized in [I8],21] is not valid unless the limit lim,,_,o pn, € [0, 1]
exists, a condition that was enforced throughout in [I8, 21]. Instead, our main result indicates a
new threshold function which does not require the existence of lim,_,~ p,. More importantly, we
show that the new threshold function is stronger in that it indicates a sharper transition of the
graph HNG(n; K,p) (as the parameters K and p increase) from having at least one isolated to
having no isolated nodes almost surely; see Section for details. We believe that the precise
characterization of the threshold for absence of isolated will also pave the way to improving the
results of [I8], 21] for 1-connectivity of HN G(n; K, p).

Finally, our main contributions include a key confinement result that not only eases the proof
of our main result, but is likely to play a key role in studying any monotone z'ncreasz’n property
of the graph HNG(n; K, pn); e.g., k-connectivity, existence of certain subgraphs, etc. In a nut-
shell, this confinement result shows that when seeking results for the asymptotic k-connectivity
of HN G(n; K,,p,) with the parameters K and p scaled with number of nodes n, we can restrict
our attention to a subclass of structured scalings (referred throughout as admissible scalings). In
other words, we show that the aforementioned results (and others in the same vein) need only be
established for such strongly admissible scalings. See Section Bl for details of the confinement
argument, followed in Section by its several useful consequences that arise in our context.

1.3 Notation and conventions

A word on the notation: All statements involving limits are understood with n going to infinity. The
random variables (rvs) under consideration are all defined on the same probability triple (2, F,P).
Probabilistic statements are made with respect to this probability measure P, and we denote the
corresponding expectation operator by E. The indicator function of an event F is denoted by 1 [E].
Distributional equality is denoted by =4. In comparing the asymptotic behaviors of the sequences
{an}, {bn}, we use a, = o(by), a, = O(by), a, = Qb,), and a, = O(b,), with their meaning
in the standard Landau notation. Namely, we write a,, = o(b,) as a shorthand for the relation
lim,, 00 ‘g—: = 0, whereas a,, = O(b,) means that there exists ¢ > 0 such that a,, < c¢b, for all n
sufficiently large. Also, we have a,, = Q(b,,) if b, = O(ay,), or equivalently, if there exists ¢ > 0 such
that a,, > cb, for all n sufficiently large. Finally, we write a,, = O(b,,) if we have a,, = O(b,,) and
an = Q(by,) at the same time.

LA graph property is called monotone increasing if it holds under the addition of edges in a graph.



1.4 Organization of the Paper

The paper is organized as follows: In Section Bl we give a formal model for the random pairwise
key predistribution scheme of Chan et al., and introduce the induced random K-out graph. In
particular, the main model H N G(n; K, p) considered in this paper, i.e., the intersection of a random
K-out graph with an Erdés-Rényi graph, is introduced in Section 2.3l The main result of the paper
concerning the minimum node degree of HH N G(n; K, p) is presented in Section Bl In Section [, we
compare our results against the classical results of Erdés-Rényi and then against earlier results by
Yagan and Makowski [21] on the absence of isolated nodes in HN G(n; K,p). Also in Section E.3]
we provide numerical results in support of our analytical results. The proof of the main result is
initiated in Section [§] where we establish an important confining result that significantly eases the
rest of the proof; there we also establish some preliminary scaling results to be used throughout.
The proof of our main result is outlined in Section [6] and the necessary steps are established in
Sections [ through M1

2 Model

2.1 The random pairwise key predistribution scheme

Interest in the random pairwise key predistribution scheme of Chan et al. [3] stems from the
following advantages over the original Eschenauer - Gligor scheme: (i) Even if some nodes are
captured, the secrecy of the remaining nodes is perfectly preserved; (ii) Unlike earlier schemes, this
pairwise scheme enables both node-to-node authentication and quorum-based revocation. See also
[16] for a detailed comparison of these two classical key predistribution schemes.

We parametrize the pairwise key distribution scheme by two positive integers n and K such that
K < n. There are n nodes, labelled i = 1,...,n, with unique ids Idy, ...,Id,,. Write V = {1,...,n}
and set V_; =V —{i} for each i = 1,...,n. With node 7, we associate a subset I';, ;(K) of K nodes
selected uniformly at random from V_;, We say that each of the nodes in I'y, ;(K) is paired to node
i. Thus, for any subset A C V_;, we require

Tl e A= K
P[0 i (K) = A] = V) (1)

0 otherwise.

Put differently, the selection of I'y, ;(K) is done uniformly amongst all subsets of V_; which are of
size K and we further assume that rvs I', 1(K),...,T', n(K) are mutually independent.

Once this offline random pairing has been created, we construct the key rings ¥,, 1 (K), ..., X, »(K),
one for each node, as follows: Assumed available is a collection of nK distinct cryptographic keys
{wije, i =1,...,n; £ =1,...,K}. Fixi=1,...,nand let £,; : [';;(K) — {1,..., K} denote
a labeling of T', ;(K). For each node j in I'y, ;(K) paired to i, the cryptographic key Wit +(7)
is associated with j. For instance, if the random set Iy ;(K) is realized as {ji,...,jx} with
1 <j1 <...<jkg < n, then an obvious labeling consists in ¢, ;(ji) = k for each k = 1,..., K
so that key wy is associated with node ji. Of course other labelings are possible. Finally, with
node j paired to node i, the pairwise key wy, ;. = [Id;[Id;|w;,, ,(;)] is constructed and inserted in the
memory modules of both nodes 7 and j. The key wz’ij is assigned ezclusively to the pair of nodes

i and j, hence the terminology pairwise predistribution scheme. The key ring ¥,, ;(K) of node 7 is



the set
. i=1....n
Sni(K) = {wy 5, J € Tni(K)} U {%*uﬂ’ i €T (K) }

Two nodes i and j, can secure an existing communication link if and only if ,, ;(K)N3, ;(K) #
() which holds if at least one of the events i € I'y, j(K) or j € 'y ;(K) takes place. Namely, it is
plain that
[En,i(K) N En j(K) # 0] = [i € T j(K)] U [j € T i(K))
Both events can take place, in which case the memory modules of node 7 and j both contain

the distinct keys wy, ;- and wy, ;. It is plain by construction that this scheme supports distributed

node-to-node authentication.
2.2 Random K-out graphs

The pairwise key predistribution scheme naturally gives rise to the following class of random graphs:
With n = 2,3, ... and positive integer K < n, we say that the distinct nodes ¢ and j are K-adjacent,
written ¢ ~g j, if and only if they have at least one key in common in their key rings, namely

i~g g M B (K) N Y (K) # 0. (2)

Let H(n; K) denote the undirected random graph on the vertex set {1,...,n} induced by the
adjacency notion (2. This ensures that edges in H(n; K) represent pairs of sensors that have at
least one cryptographic key in common, and thus that can securely communicate over an ezisting
communication channel. Let A, (K) define the edge assignment probability in H(n; K); i.e., we have

Pli ~k j] = An(K) 3)

for any distinct ¢,j € V. It is easy to check that

n—2y \ 2 2
M(E) = 1=Pli ¢ Tog(K) 0 j & DK =1 (EK%) -2 -5) W

The random graph H(n; K) is known in the literature on random graphs as the random K-out
graph [2| ], or random K-orientable graph [7]. Those references adopt the following definition,
which can easily be seen to be equivalent to the adjacency condition (2)): For each of the n vertices
assign exactly K arcs to K distinct vertices that are selected uniformly at random, and then ignore
the orientation of the arcs. The directed version of this graph (i.e., with the orientation of the arcs
preserved) has also been studied; e.g., see the work by Philips et al. [12], who showed that the
diameter of the directed K-out graph concentrates almost surely on two values.

2.3 Intersection of random graphs

As mentioned earlier, we assume a simple wireless communication model that consists of indepen-
dent channels, each of which can be either on or off. Thus, with p in (0,1), let {B;;(p),1 < i <
j < n} denote i.i.d. {0,1}-valued rvs with success probability p. The channel between nodes 7 and
Jj is available (resp. up) with probability p and unavailable (resp. down) with the complementary
probability 1 — p.



Distinct nodes i and j are said to be B-adjacent, written i ~p j, if B;;(p) = 1. B-adjacency
defines the standard Erdés-Rényi (ER) graph G(n;p) on the vertex set {1,...,n} [2]. Obviously,
Pli ~p jl=p.

The random graph model studied here is obtained by intersecting the random graphs induced
by the pairwise key predistribution scheme, and by the on-off communication model, respectively.
Namely, we consider the intersection of H(n; K) with the ER graph G(n;p). In this case, distinct
nodes ¢ and j are said to be adjacent, written 7 ~ j, if and only they are both K-adjacent and
B-adjacent, namely

i~y it B, (K)NE, (K)#0 and Bj(p) =1. (5)

The resulting undirected random graph defined on the vertex set {1,...,n} through this notion
of adjacency is denoted H N G(n; K,p). The relevance of HN G(n; K,p) in the context of secure
WSNs is now clear. Two nodes that are connected by an edge in HN G(n; K, p) share at least one
cryptographic key and have a wireless link available to them, so that they can establish a secure
communication link.

Throughout we assume the collections of rvs {I'y 1(K),..., I, n(K)} and {B;;(p),1 <i < j <
n} to be independent, in which case the edge occurrence probability in H N G(n; K, p) is given by

Pli~jl =P[i ~x jIP[i ~p j] = pAn(K). (6)

3 The result

Our main technical result is given next. To fix the terminology, we refer to any mapping K : Ny —
Ny as a scaling (for random K-out graphs) provided it satisfies the natural conditions

K,<n n=12.... (7)

Similarly, we let any mapping p : Ng — [0, 1] define a scaling for Erdés-Rényi graphs.

To lighten the notation we often group the parameters K and p into the ordered pair § = (K, p).
Hence, a mapping 6 : Ny — Ny x [0,1] defines a scaling for the intersection graph H N G(n;6)
provided that the condition (7)) holds.

Theorem 3.1 Consider scalings K : Ng — Ny and p : Ny — [0, 1] such that lim,,_,oo(n—2K,,) = 0o
and limsup,,_,., pn, < 1. With the sequence v : Ny — R defined through

1 1 - Pn KTL
Pk <1— el —pn) )Zlogn+(k—1)loglogn+% (8)
Pn n—1
we have
- [ Min node degree of } B e (9)
n—oo  |HNG(n;0,) is no less than k 1 if lim ~y, = 4o0.
n—00



The proof of Theorem Bl passes through the method of first and second moments [§], applied to
the random variable counting the number of nodes with degree £, with £ = 0,1,...,k—1. Although
this technique is standard in the literature, its application to the intersection graph H N G(n;#0) is
far from being straightforward due to intricate dependencies amongst the degrees of nodes. The
proof of Theorem B]is given in Sections [0l through [T11

The extra conditions enforced by Theorem B.I] are required for technical reasons; i.e., for the
method of moments to be applied successfully to the aforementioned count variables. However,
we remark that these conditions are mild and do not preclude their application in realistic WSN
scenarios. First, the condition limsup,_,. pn < 1 enforces that wireless communication chan-
nels between nodes do not become available with probability one as n gets large. The situation
lim sup,,_,., pn = 1 that is not covered by our result is reminiscent of the full visibility case con-
sidered in [22], and is not likely to hold in practice. In fact, as the number of nodes gets large, it
may be expected that p, goes to zero due to interference associated with a large number of nodes
communicating simultaneously. Second, the condition lim,,_,.(n — 2K,) = oo will already follow if
2K, < cn for some ¢ < 1. Given that 2K, is equal to the mean number of keys stored per sensor in
the pairwise scheme [23], this condition needs to hold in any practical WSN scenario due to limited
memory and computational capability of the sensors. In fact, Di Pietro et al. [4] noted that key
ring sizes on the order of logn are feasible for WSNs.

We now present a simple corollary of Theorem Bl that will help in comparing our main result
with the classical results of Erdés-Rényi [5].

Corollary 3.2 Consider scalings K : Ny — Ng and p : Ng — [0, 1] such that lim,,_,~(n—2K,,) = 00
and limsup,,_,., pn < 1. With the sequence 7y : Ny — R defined through

K <1 Clog(l—ps) K, > _ logn + (k—1)loglogn + v, (10)
n—1 Pn n—1 n
we have
0 if lim 7, =—oc0
lim P [ Min node degree of } _ oo (11)
n—oo  |HNG(n;0,) is no less than k

1 if lim v, = +oc.
n—o0

Proof. Pick scalings K : Ny — Ny and p : Ny — [0, 1] such that lim,, o (n — 2K,) = oo and
lim sup,, ,~ Pn < 1. Define the sequence « : Ny — R through (8]). For this scaling, we have

pufin (| log(—pn)  Ka\ _ lomnt (k- Dloglogn + 7,
n—1 Pn n—1 N n—1
B n
_ logn+ (k—1)loglogn + v, (1 +o(1)) 4+ o(1) (12)
- .
Comparing ([I2)) with (I0), we get the desired result ([II]) from (@) as we note that
li_>m Y = 400 if and only if li_}rn (1 +0(1)) +0(1)) = 40
li_)m Yo = —oo if and only if li_>m (I (14 0(1)) +0(1)) = —oo0.
|



4 Comments and Discussion

4.1 Comparison with Erdés-Rényi Graphs

For each p in [0,1] and n = 2,3,..., let G(n;p) denote the Erdds-Rényi graph on the vertex set
{1,...,n} with edge probability p. It is known that edge assignments are mutually independent in
G(n;p), whereas they are strongly correlated in H(n; K) in that they are negatively associated in
the sense of Joag-Dev and Proschan [9]; see [2I] for details. Thus, H(n; K) cannot be equated with
G(n;p) even when the parameters p and K are selected so that the edge assignment probabilities
in these two graphs coincide, say A(n; K) = p. Therefore, HH N G(n;#) cannot be equated with an
ER graph either, and the results obtained here are not mere consequences of classical results for
ER graphs.

However, some similarities do exist between H N G(n;#) and ER graphs. We start by presenting
the following well-known zero-one law for k-connectivity in ER graphs [5]: For any scaling p : Ny —
[0, 1] satisfying

oy = logn + (k —1)loglogn + vy, (13)

n

for some v : Ny — R, it holds that
li_r)n P[ G(n;py) is k-connected |
0 if v, - —c0
= lim P[ G(n;p,) has min. node degree > k | = (14)
e 1 if 4, — 4o0.

We now compare this with our main result by means of Corollary Notice that the right-
hand sides of the scalings (I0) and (I3]) are exactly the same, and so are the corresponding zero-one
laws ([I]) and (I4]), respectively. In the case of the ER graph G(n;p,), the left-hand side of (I3])
corresponds to the edge probability p,. We now explore how the left-hand side of (I0) is related to
the corresponding edge probability p,\,(K,,) (viz. (@) of the graph H N G(n;0,). First, we recall
) and use the fact that log(1 — p,) < —p, to get

Ky 1_10g(1_pn)_ K,
Pn n—1

Hence, in ER graphs the threshold of k-connectivity, and of minimum node degree being at least k,
appears when the link probability is compared against (logn+ (k—1)loglogn)/n. In HN G(n;6,),
our result shows that the threshold appears when a quantity that is always larger than the link prob-
ability p, A, (K,) is compared against (logn + (k — 1) loglog n)/n. This indicates that H N G(n;6,,)
tends to exhibit the property that all nodes have at least k neighbors easier than ER graphs; i.e.,
this property can be ensured by a smaller link probability between nodes (which leads to smaller
average node degree).
The situation is more intricate if it holds that lim,,_, p, = 0, whence we have

Pn
log(1 —pp) = —pn — 7(1 +o(1))
This leads to
ann lOg(l _pn) Kn ann Kn Pn
1— — = 2 — —(1 1
n—1< Pn n—1 n—1 n—1+2(+0())



_ kG (2_ Ky ) <1+@,1+0(1)>
n—1 n—1 2 _ Ka
n—1

= pn/\n(Kn)(l + ®(pn)) (15)

= pn/\n(Kn)(l + 0(1))’ (16)

where in ([I3]), we used the fact that 1 < 2 — % < 2 since K, < n — 1. Thus, in the practi-

cally relevant case when the wireless channels become weaker as n gets large, the threshold for

minimum node degree of HN G(n;#,) to be at least k appears when a quantity that is asymptot-

ically equivalent to link probability is compared against (logn + (k — 1)loglogn)/n; a situation

that is reminiscent of the ER graphs. A similar observation was made in [2I] for the threshold of
1-connectivity and absence of isolated nodes.

Nevertheless, it is worth mentioning that even under lim,, .., p, = 0, the zero-one laws for the

minimum node degree being at least k in ER graphs and H N G(n;6,,) are not exactly analogous.

This is because, the term o(1) in (I6) may change the behavior of the sequence =, appearing in

([IQ) as it is given by

Y = nppAn(KR)(14O(p,)) —logn — (k — 1) loglogn
= npuAa(Ky) —logn — (k — 1) loglogn + O(np2 M\, (K,))
= npnAn(Kn) - lOgn - (k - 1) lOg logn + Q(Knp%)

as we note that \,(K,) = ©(K,/n). It is now clear that, even under lim, . p, = 0, the two
results, (I4) under (I3) and () under (Id), may be deemed analogous if and only if K,p? is
bounded, i.e., K,p? = O(1). Combining, we can conclude that for the two graphs, G(n;p,) and
H N G(n; Ky, pn), to exhibit asymptotically the same behavior for the property that their minimum
node degrees are at least k, the parameter scalings should satisfy

pn = 0o(1) and K,p2 = 0(1).

4.2 Comparison with results by Yagan and Makowski for k =1

We now compare our results with those by Yagan and Makowski [2I] who established zero-one
laws for 1-connectivity, and for the absence of isolated nodes (i.e., absence of nodes with degree
zero) in HN G(n;6). Here, we present their result in a slightly different form: Consider scalings
K : Ny — Ng and p: Ng — (0,1) such that

IOg(l_pn)
K, \ [1-lel=rm)
> L ~ clogn, (17)

oy ey <2 - B

n—1

for some ¢ > 0. Assume also that lim,,_,., p, = p* exists. Then, we have

lim P[HNG(n;0,) is connected]

n—o0
0 if e<1
= lim P[HN G(n;6,) contains no isolated nodes | = (18)
n—oo .
1 if e>1.



To better compare this result with ours, we set k = 1 and rewrite our scaling condition () as

K 1 log(1—pn) _ K_n1
WK (2 — —= P ] =1 " 1
under which Theorem [B1] gives
- H A G(n;6,) - 0 if v, = —o0
n—00 has no isolated nodes |

1 if 5, = +o0.

We now argue how our result on absence of isolated nodes constitutes an improvement on the
result of [2I]. The assumption that limit lim,,_,,, p, = p* exists was the key in establishing (Ig])
under ([I7) and our results in this paper explains why. First, it is clear that if p* = 0, then

1— log(1—pn) 1— log(1—pn) _ K
lim P —1=lim P el
n—00 2 n—00 2 _Knl
n—

so that the left hand sides of (I9)) and (I7)) are asymptotically equivalent. Next, if p* > 0, then it
follows that K,, = O(logn) (see [2I]) under ([IT). This again yields the asymptotical equivalence of
the left hand sides of (I9) and (7). Therefore, under the assumption that p,, has a limit, a scaling
condition that is equivalent to (7)) is given by

log(1—pn) K,
Kn ) 1- Pn B n_Ll

K <2 ] ~ clogn, (20)

2_ Kn

n—1

with the results (I8]) unchanged.

Comparing ([I9) with (20]), we see that our absence of isolated nodes result is more fine-grained
than the one given in [2I]. In a nutshell, the scaling condition (20) enforced in [21I] requires a
deviation of v, = +Q(logn) (from the threshold logn) to get the zero-one law, whereas in our
formulation (9], it suffices to have an unbounded deviation; e.g., even 7, = +loglog - - - logn will
do. Put differently, we cover the case of ¢ =1 in (I8) under (20)) and show that H N G(n;6,,) could
be almost surely free of or not free of isolated nodes, depending on the limit of ~,; in fact, if (20)
holds with ¢ > 1, we see from Theorem B.I] that H N G(n;6,,) is not only free of isolated nodes but
also all of its nodes will have degree larger than k for all k =1,2,....

4.3 Numerical results and a conjecture

We now present some numerical results to check the validity of Theorem Bl particularly in the
non-asymptotic regime, i.e., when parameter values are set in accordance with real-world wireless
sensor network scenarios. In all experiments, we fix the number of nodes at n = 2000. Then for
a given parameter pair (K,p), we generate 200 independent samples of the graph HN G(n; K, p)
and count the number of times (out of a possible 200) that the obtained graphs i) have minimum
node degree no less than k and ii) are k-connected, for k = 1,2,.... Dividing the counts by 200,
we obtain the (empirical) probabilities for the events of interest.

10



Pr {H N G(n;0) has min. degree > 2}
Pr {H NG(n;0) is 2-connected}

0 5 10 15 20 25 30

Figure 1: a) Probability that all nodes in HN G(n; K, p) have degree at least 2 as a function of K
for p = 0.3, p = 0.5, p = 0.7, and p = 0.9 with n = 2000. b) Probability that HN G(n; K,p) is
2-connected as a function of K for p = 0.3, p= 0.5, p = 0.7, and p = 0.9 with n = 2000. The two
figures being indistinguishable suggests that an analog of Theorem [3.1] holds also for the property
of k-connectivity.

In Figure we depict the resulting empirical probability that each node in HN G(n; K, p)
has degree at least 2 as a function of K for various p values. For each p value, we also show the
critical threshold of having minimum degree at least 2 asserted by Theorem Bl (viz. (&) by a
vertical dashed line. Namely, the vertical dashed lines stand for the minimum integer value of K

that satisfies o1 X
K <1 _log(1—p)
P n—1

> > logn + loglogn (21)

Even with n = 2000, we can observe the threshold behavior suggested by Theorem B.1} i.e., the
probability that H N G(n; K, p) has minimum node degree at least k transitions from zero to one
as K varies very slightly from a certain value. Those K values match well the vertical dashed
lines suggested by Theorem [B] leading to the conclusion that numerical experiments are in good
agreement with our theoretical results.

Figure is obtained in the same way with Figure this time for the probability that
HNG(n; K,p) is 2-connectedd Tt is clear that two figures show a strong similarity with curves
corresponding to each p value being almost indistinguishable. This raises the possibility that an
analog of the zero-one law given in Theorem B.I] holds also for the property of k-connectivity
in HN G(n; K,P). This would be reminiscent of several other random graph models from the
literature where the two graph properties (min. node degree > k and k-connectivity) shown to
be asymptotically equivalent; e.g., see ER graphs [5] (viz. (I4))), random key graphs and their
intersection with ER graphs [13] 24], and random geometric graphs over a unit torus [I1].

2The definition of k-connectivity given here coincides with the notion of k-vertex-connectivity used in the literature.
k-vertex-connectivity formally states that the graph will remain connected despite the deletion of any k — 1 vertices,
and k-edge-connectivity is defined similarly for the deletion of edges. Since k-vertex-connectivity implies k-edge-
connectivity [5], we say that a graph is simply k-connected (without referring to vertex-connectivity) to refer to the
fact that it will remain connected despite the deletion of any k — 1 nodes or edges.
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Figure 2: a,b) With n = 2000 and p = 0.5, the probability that all nodes in HN G(n; K,p) have
degree at least k, and the probability that HNG(n; K, p) is k-connected are plotted, respectively, as
a function of K. c¢,d) With n = 2000 and K = 125, the probability that all nodes in HNG(n; K, p)
have degree at least k, and the probability that HNG(n; K, p) is k-connected are plotted, respectively
as a function of p.

To drive this point further, we have conducted an extensive simulation study and compared the
empirical probabilities for the properties of minimum node degree is at least k, and k-connectivity
in graph HN G(n; K, P). Some of the results are reported in Figures 2(a)i2(d) and they strongly
suggest the equivalence of these two properties in HN G(n; K, P) as well. This leads us to cast the
following conjecture, which is the analog of Theorem B] for k-connectivity.

Conjecture 4.1 Consider scalings K : Ny — Ny and p : Ng — [0, 1] such that lim,,_,~(n —2K,,) =

12



oo and limsup,,_,., pn < 1, and a sequence 7 : Ng — R defined through (8). Then,

0 if vy, = —o0
lim P[HNG(n;0,) is k-connected| =

n—oo

1 if v, — +o0.

We close this section with a few comments on Conjecture [I] before we start the proof of our
main result in the next section. First, it is clear that if a graph has minimum node degree less than
k, i.e., it has at least one vertex whose degree is less than or equal to k — 1, then it will be not
k-connected. This is because the graph can be made disconnected by taking all the neighbors of
the node with degree < k — 1; i.e., by taking less than or equal to £k — 1 nodes. Therefore, Theorem
[B1] already establishes the zero-law of the Conjecture @Il Namely, it is clear under the enforced
assumptions on the scalings that

lim P[HNG(n;6,) is k-connected] = 0 it 4, = —o0.

n—oo
Therefore, it only remains to establish the one-law in Conjecture [l In view of Theorem [B.] this
will follow if it is shown that

lim P H N G(n;6,,) is not k-connected ()

=0 if v, . 22
n—oo H N G(n;6,,) has min. degree > k LA (22)

Exploring the validity of (22]) is one of the main directions to be followed in the future work.

5 Preliminaries

Before we give a proof of Theorem [B.I], we collect in this section some preliminary results that will
be used throughout.
5.1 A reduction step: Confining 7,

A key step in proving Theorem Bl is to restrict the deviation function -+, defined through (&) to
satisfy v, = to(logn); i.e., that

. Tn
1 =0. 23
AL v (23)

Some useful consequences of ([23)) are established in Section In this section, we will show that
[23) can be assumed without loss of generality in establishing Theorem Bl More precisely, we will
show that

Theorem Bl under v, = +o(Inn) = Theorem 3] (24)

First, we establish the fact that +,, defined through (8] is monotone increasing in both param-
eters p, and K.

Proposition 5.1 With p in (0,1) and a positive integer K < n, the function

log(1 — K
Y = pK (1— og(p p)_ n—1> —logn — (k —1)loglogn (25)

is monotone increasing in p and K.
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Proof. We first show that =, is monotone increasing in p. Taking the derivative of ([28) with
respect to p, we get

d d K2
— vy = — (pK — Klog(1 —p) — 2
et ™ <p og(1 —p) pn_1> (26)
1 K?
= K+K—0 —
i 1—-p n-—1
1
> K+ K— — K 2
> K+ Ky (27)
> 0,

where, in ([27) we used the fact that K <n — 1.
Next, we show that ~, is monotone increasing in K as well. To see this, take the derivative of
[25) with respect to K to get

d d K2
oy = — (pK — Klog(1—p)— 2
Firds ¥ <p og(1 —p) pn_1> (28)
Kp
— p—log(l—p)—2
p—log(l —p) —2—
> p—log(l—p)—2p (29)
> 0, (30)

where in ([29) and (B0), we used the facts that K < n — 1 and log(1 — p) < —p, respectively. [

Recall that any mapping (K, p) : Ng — Ny x [0, 1] defines a scaling provided that the condition
([@) is satisfied. We now introduce the notion of an admissible scaling.

Definition 5.2 A mapping (K,p) : Ng — Ny x [0, 1] is said to be an admissible scaling if () holds,
and the sequence v : Ny — R defined through (8) satisfies (23).

The relevance of the notion of admissibility flows from the following two results.

Proposition 5.3 Consider a scaling (K,p) : Ng — Ny x [0,1] such that lim,,_,~(n — 2K,,) = oo,
lim sup,,_,. pn < 1, and the sequence v : Ny — R defined through (8) satisfying

lim ~,, = oco.
n—o0

Then, there always exists an admissible scaling (K, p) : Ng — Nox[0, 1] with lim,, . (n—2K,,) = 0o,
lim sup,,_,~ Pn < 1 and such that

K,<K, and pp,<pn, n=12... (31)

whose deviation function 7 : Ng — R defined through

- - log(1 —p K
Yn = Pnkn <1_ g( - pn) — n
Pn n—1

) —logn — (k —1)loglogn (32)
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satisfies both conditions

a5, T = 00 33)
and
n = o(logn). (34)

Proof. Under the enforced assumptions on the scaling (K, p) : No — Ng x [0, 1] and the deviation
sequence 7y, associated with it, pick K,, = K, 3, = min{loglogn,~,} for each n = 1,2,..., and
define the sequence p,, through

log(l1 —pn) Ky
DPn n—1

An = PnKn <1 — > —logn — (k —1)loglogn (35)
Note that since 7, is monotone increasing in p,, (see Proposition [(1]), the relation ([B3]) will uniquely
define p,. Since 7, < 7, by construction, we have p, < p, in view of of the fact that deviation
sequences are monotone increasing in p. Thus, the pair K, p, satisfies @BT). It is also plain from
An = min{log logn, v, } and the fact that lim,_, 7, = oo, that we have (B3) and (34]). Finally, it
is clear that lim,, o (n — 2K'n) = 00 (since K, = K,) and limsup,,_, . pn < 1 since p,, < py,. [

The next result is an analog of Proposition [5.3] for the case lim,, o, 7, = —00.

Proposition 5.4 Consider a scaling (K,p) : Ng — Ny x [0,1] such that lim,,_,~(n — 2K,,) = oo,
limsup,,_, pn < 1, and the sequence v : Ng — R defined through (8) satisfying

lim ~, = —oc.
n—o0

Then, there always exists an admissible scaling (f(,ﬁ) : No — Nox [0, 1] with lim,, (n—2[~(n) = 00,
lim sup,,_, . Pn < 1 and such that
K,>K, and pp,>pn, n=12,... (36)

whose deviation function 4 : Ng — R defined through (32) satisfies both conditions

3l T = 0 &0
and
An = —o(log n) (38)

Proof. The proof of Proposition [5.4]is a bit more tricky than that of Proposition 5.3l This time,
we start by setting 4,, = max{vy,, —loglogn} under the enforced assumptions on the scalings K,
pn, and the associated deviation sequence 7, defined through (). It is plain that we have ([37) and
[B8). Thus, we only need to find scalings p,, and K,, that satisfy

. log(1 — pn K,
Yn = Pnkn <1— Og(ﬁ p)—n_l) —logn — (k —1)loglogn (39)
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together with (B8)), lim,, o0 (n—2K,) = oo, and limsup,,_, ., pn < 1. Since the deviation sequence is
monotone increasing (viz. Proposition 5]), and we have 7, > vy, we can attempt to construct the
scalings p, and K,, as in the proof of Proposition (.3l Namely, set K,, = K,,, choose the sequence
Dn = Dy, that satisfies

log(l B ﬁ;) Kn

Yn = PpKn <1— = _n—1> —logn — (k—1)loglogn (40)

It is plain that we have pj > p, since 7, > 7, . If it holds that limsup,,_,. p;, < 1, then we are
done by choosing p, = p};, and K,, = K.
On the other hand, if ([@0) is satisfied with limsup,, ., pj; = 1, then we set

Pn = min {max{p,,0.5},p,}, n=12,... (41)

so that p, > p, and limsup,, ., Pn < 1 hold. Then pick a positive real number IN(;; <n —1 such
that it satisfies

~ log(1 — pn K
Y = P K}, <1— og(ﬁ p)_n—l) logn — (k — 1) loglogn, (42)

and set K,, = [K*]. Note that K* is uniquely defined from (@Z) since ¥, is monotone increasing in
K* (see Proposition 5.)). We will first show that the deviation sequence associated with the pair
(pn, K,) is the same with that associated with (p,, K}) within an additive constant. Namely, with
1, defined through

~ l 1_~n Kn
Al = pnKp <1— 08 — Pn) _ > —logn — (k—1)loglogn

Pn n—1

we will show that

Yo = +O(1). (43)
This will ensure that ([37) and (38) are still in effect with 3;, replaced by 4. In order to obtain
(@3), we note that K,, < KX + 1 and write

o= A < P~ Tog(1 ) — P g < — log(1 — ) = O(1), 9

where in the last step we used the fact that limsup,, ., p, < 1.

Now, with K,, = [K}] where K* is defined in ([@2), we have to show that K, > K, and that
lim,, 00(n — 2K,,) = oo. First, since p, < p%, we must have K > K, so that the pair (p,, K})
leads to same deviation sequence 4, with the pair (p}, K,,); this is plain from Proposition 5.1l This
establishes K,, > K,, and the only condition which is yet to be shown is that lim, (7 — 2[~(n) =
oco. To see this, first note from (Il that p, > 0.5 for all n sufficiently large since we have
limsup,,_, Py, = 1. Then, from [@2]) we get

. log(1—p,) K
An +logn + (k—1)loglogn = p,K <1— og(~ Bn) _ ")

Pn n—1
K*
> an (2 - n— 1)
> oKy
> 05K (45)
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for all n sufficiently large. Thus, in view of lim;, o 7, = —0o0, we conclude from the last inequality
that K}, = O(logn). Since K}, < K, < K}, + 1, this also ensures that K, = O(logn). The desired
condition lim, . (n — 2K,) = oo is now established and this concludes the proof of Proposition

6.4 [ ]

Propositions and B4l will pave the way in establishing the desired reduction step (24]) through
the following coupling argument. In a nutshell, the following result shows that the probability
P [Min node degree of HN G(n; Ky, p,) is no less than k] is monotone increasing in K,, and p,.

Proposition 5.5 Consider a scaling (K,p) : Ng — Ny x [0,1]. Then for any scaling (K,p) : Ng —
No x [0, 1] such that (36]) holds, we have

P Min node degree of <p Min node degree of (46)
H N G(n; Kp,pn) is no less than k| = |HNG(n; K,,p,) is no less than k
Similarly, for any scaling (K, p) : Ng — Ny x [0,1] such that (31) holds, we have
P Min node degree of _ Min node degree of (47)
HNG(n; K, pn) is no less than k| = |HNG(n; K,,p,) is no less than k

Proof. It is plain that it suffices to establish only one of the desired results ([{6]) or (@T) under
B8] or (31), respectively. We will establish ([46]) under (B8] by showing the existence of a coupling
such that H N G(n; Kp, pp) is a spanning subgraph of H N G(n; K,,py,). In this case, it is easy to
conclude that (e.g., see the work by Rybarczyk [I3 pp. 7])

P[H N G(n; K, p,) has property P] < P[H N G(n; K, pn) has property P]. (48)

for any monotone increasingﬁ graph property P. It is straightforward to see that the property
that the minimum node degree is no less than k is monotone increasing (and so is the property of
k-connectivity).

We now show that, if 38) holds, i.e., if K, > K,, and §, > p,, then

HNG(n; Kp,pn) CHNG(n; Ky, pr). (49)

The required coupling argument will be completed in two steps owing to the independence of
H(n; K,) and G(n;p,) in the construction of the intersection graph H N G(n; K,,p,). First, we
argue that if p,, > p,, then there exists a coupling that establishes

G(n;pn) € G(n;pn) (50)

We use the same arguments as in [24]. Pick independent Erdés-Rényi graphs G(n,p,/p,) and
G(n, pp,) on the same vertex set; note that we can construct G(n, p, /p,) with link probability p,/pn
since pp/pn < 1 under the enforced assumptions. It is plain that the intersection G(n,py,/pn) N
G(n, pn) will still be an Erdés-Rényi graph (due to independence) with edge probability given by
Dn g—z = ppn. In other words, we have G(n, p,/pn) N G(n,pn) =st G(n,p,). Consequently, under
this coupling, G(n, p,,) is a spanning subgraph of G(n, p,).

3A graph property is called monotone increasing if it holds under the addition of edges in a graph.
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Next, we provide a coupling argument that shows that if K, > K, then
H(n; K,,) € H(n; Ky) (51)

Recall that H(n; Kn) is constructed as follows: assign each node exactly Kn arcs towards IN(n
distinct vertices that are selected uniformly at random, and then ignore the orientation of the arcs.
An equivalent way of generating H(n; f(n) is as follows. In the first round, for each node assign K,
arcs towards K, vertices that are selected uniformly at random, and then ignore the orientation
of the arcs. At this point, we have constructed an instantiation of H(n; K,,). Next, to each node
assign f(n — K,, additional arcs towards f(n — K, distinct nodes which are randomly selected from
among all nodes that were not picked in the first round. Namely, for each node this second round
of selection will be made uniformly at random among the set of n — 1 — K, nodes that were not
picked in the previous round. Finally, by ignoring the orientation of the arcs assigned in the second
round, we obtain H(n; K,,). It is now plain that we have (5I)) whenever K,, > K,,.

The desired result ([@9) follows immediately from (B0) and (&I)) by independence. [ ]

We can now establish (24]) and reduce the proof of Theorem B.I]to admissible scalings. Suppose
that Theorem B1lis proved under the additional condition that the scaling (K, p) : Ng — Ny x [0, 1]
is admissible; i.e., that the associated deviation sequence =, defined through (R]) satisfies =, =
+o(logn). This result is stated below as Proposition for convenience.

Assume that Proposition holds and pick any scaling (K,p) : Ng — Ny x [0,1] such that
limy, 00 (n — 2K,,) = o0, limsup,,_,.opn < 1. If the deviation sequence 7, defined through (&)
satisfies lim,, o0 ¥ = 00, then we know from Proposition that there exists an admissible scaling
(K,p) : Ng — Ng x [0,1] that satisfies @I, lim, ;00 (n — 2K,,) = 0o, limsup,,_,., 7 < 1, and still
the deviation function 4 : Ng — R defined through (32]) satisfying lim,, o, 7, = 0o. Then, we get

lim P [Min node degree of HN G(n; K, p,) is no less than k| = 1

n—oo

from Proposition 5.6l and the desired result
lim P [Min node degree of HN G(n; K, p,) is no less than k] =1

n—oo

follows from (A7) since (3I]) holds.

In a similar manner, pick any scaling (K, p) : Ng — Ny x [0, 1] such that lim,,_,c(n—2K,,) = oo,
lim sup,,_, pn < 1. If the deviation sequence 7, defined through () satisfies lim, o, v, = —00,
then we know from Proposition [5.4] that there exists an admissible scaling (K, ) : Ng — Ng x [0, 1]
that satisfies B0, lim, se0(n — 2K,) = oo, limsup,,_,., fn < 1, and still the deviation function
7 : Ng — R defined through ([B2)) satisfying lim,,_,~, 7, = —00. Then, we get

lim P [Min node degree of HN G(n; Kn,p}) is no less than k| =0

n—oo

from Proposition £.6] and the desired result
lim P [Min node degree of HNG(n; K,,p,) is no less than k] =0

n—oo

follows from (@G)) since (B0) holds.
The rest of the paper will be devoted to establishing the next result; i.e., Theorem B.1] under
admissible scalings.
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Proposition 5.6 Consider an admissible scaling (K, p) : Ng — Ny x [0, 1] such that lim,_,o(n —
2K,) = oo and limsup,,_,. pn < 1. With the sequence v : Ny — R defined through (8), we have

0 if lim v, =—-
. Min node degree of n—00
lim P

= 2
n—oo  |HNG(n;0,) is no less than k (52)

1 if lim 7, = +oo.
n—o0

5.2 Useful consequences of the scaling condition ([8])

We collect in this section some useful consequences of the scaling condition (8]) that follow under
the assumptions of admissibility and limsup,,_,,, pn < 1.

Lemma 5.7 Consider an admissible scaling (K, p) : Ng — Ny x [0, 1] such that limsup,,_, ., pn < 1.
Namely, the sequence 7 : Ng — R defined through (8) satisfies ~y, = +o(logn). Then, we have

X, = O(logn) (53)

and thus
K, = Q(logn). (54)

Proof. Under the admissibility condition v, = +o(logn), it is clear that (8) implies

log(1—pn) Ky
Pn n—1

Pk (1 - > = O(logn). (55)

Next, observe that if limsup,,_,,, pn < 1, then

_log(1 — pn) <M
Pn

1<

for some finite scalar M. Thus, it is immediate that

log(1—pn)  Kn
13(1—0g( Pn) _ 1>§M+1 (56)

Pn n—

since —1 < —£2 < 0. The desired result (53) is now immediate from (55) and (56). Since p, < 1
for all n, (B4) follows clearly from (G3]). ]

6 A proof of Theorem [B.1]

As the discussion in Section [(B.1] shows, the proof of Theorem [B.1] will be completed if we establish
Proposition 5.6l In this section, we outline the proof of Proposition (.6l and then complete the proof
in several subsequent sections. The main idea behind the proof is to apply the method of first and

19



second moments [8, p. 55] to the variable X;(n;0) that counts the number of nodes in HN G(n;6)
with degree ¢, for each £ =0,1...,n — 1. Namely, with d; denoting the degree of node i, i.e.,

d; = Z 1[i~j],

je{1,...,n}/{i}
and D;, standing for the event that node i has degree ¢ (i.e., D;, := [d; = {]), we set

Xo(n;0) = Zn: 1[D;]. (57)

Note that the dependence of the event D;, (and, of the variable d;) to the parameters n and 6 is
suppressed here for notational convenience. The graph HNG(n;#) will have minimum node degree
no less than k if Xy(n;0) =0 for each ¢ =0,1,...,k — 1. Similarly, the minimum node degree will
be less than k if for at least one of £ =0,1,...,k — 1, we have Xy(n;0) > 0.

Let §(n;0) denote the minimum node degree in H N G(n;6). The method of first and second
moments [8, p. 55] will be used here in the forms

P[X, > 0] <E[X/] (58)
and )
E|X
[ ”2] <P[X,> 0], (59)
E [X7]
respectively, which are valid for any positive-valued random variable X,.
It is clear that collection of random variables 1[Djg],...,1[D, ] are exchangeable and thus
we have
E [X¢(n;0)] = nP [Dy ] (60)
and

E“Xﬂmﬁf}:nPU%A+nm—1WU%¢ﬂDM]

by the binary nature of the rvs involved; here x and y are used to denote generic node ids. It then
follows that

2
Eﬁ&mﬂ»] 1 n—1 P[DyeN D,
= = + . Tt (61)
E [Xy(n;0)] nP[Dye ~ n (P [Dg.f])
From (G8)) and (0] it is plain that the one-law lim,, o, P [d(n;6,) > k] = 1 will be established
if we show that

lim nP[D,] =0, £=0,1,....k—1 (62)

n—oo

From ([B9) and (61) we see that the zero-law lim,,_ oo P [d(n;6,,) > k] = 0 holds if
lim nlP[Dyp—1] = 00 (63)

n—oo

and
P D1 N Dyjpa] _

lim sup
—300 (P[Dy,1])°

The proof of Proposition passes through the next two technical propositions which establish
©2), ©3) and ([©4]) under the appropriate conditions on the scaling 6 : Ny — Ny x (0, 1).

(64)
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Proposition 6.1 Consider an admissible scaling (K, p) : Ng — Ny x [0, 1] such that lim,_,oo(n —
K,) = oo and limsup,,_,. pn < 1. Define the sequence -y, : Ng — R through

log(1 — pp K,
Ky, <1 _ log(1=pn) _ > = log n + ¢loglog n + 7., (65)
Pn n—1
for each £ = 0,1, ..., and for each n = 1,2,.... Then, we have
0 if li_>m Ye.n = +00
lim nlP[D, ] = (66)
n—oo . .
oo if lim 7y, = —oc.
n—oo

A proof Proposition is given in Section [7

Proposition 6.2 Consider an admissible scaling (K, p) : Ng — Ny x [0, 1] such that lim,_,oo(n —
2K,) = oo and limsup,,_, ., pn < 1. Then, we have

P[Dye N Dy < (14 0(1)) (P[Dy])? (67)

)

for each £ =0,1,....

A proof Proposition can be found in Section [§
The proof of Proposition can now be completed. Pick an admissible scaling (K,p) : Ny —
Ng x [0, 1] such that lim, . (n — 2K,,) = oo and limsup,,_,., pn < 1. Assume that the sequence
v : Ng — R defined through (8)) satisfies lim,,—,o 7, = +00. Comparing (8) with (65), this ensures
that
lim ~y, = 400, £=0,1,...,k—1
n— oo

as we note that v, is monotone decreasing in ¢ and that lim, ,, v, = +00 is equivalent to
limy, 00 Vh—1,n = +00. It is clear that (62)) follows by using PropositionG.Ilfor each ¢ = 0,1, ..., k-1
and the one-law lim, o, P [0(n;0,) > k] = 1 is immediate from (58)) and (60I).

Next, assume that the sequence v : Ny — R defined through (&) satisfies lim;,, v, = —o0.
This is equivalent to lim, oo Yk—1,, = —00, and we get (G3) from Proposition with £ =k — 1.
Also, ([@4) follows from Proposition [6.2] and the zero-law lim,, o, P [0(n;6,) > k] = 0 is now estab-

lished via (B9) and (61]). [ ]

7 A proof of Proposition

7.1 Outline

For simplicity, we first consider the case when the parameters K and P are fixed; i.e., not scaled
with n. The degree d, of an arbitrary node x in HNG(n;#) can be written as the sum of two
independent variables:

o= S 1l~jl+ ) 1]z~

Ji JE 2 (K) j: j@0n o(K) and zel, ;(K)
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where I';, ;(K) and I',, ;(K) are as defined previously in (d); i.e., they represent the set of K nodes
that are selected uniformly at random by nodes x and j, respectively, in the pairing mechanism
of the random pairwise scheme. Notice that z will not have an edge with j in HN G(n;6) unless
at least one of the events j € I',, ,(K) and = € I',, j(K) takes place. Also, if either j € I, 5 (K)
or x € I'y, ;(K), the edge x ~ j will exist in H N G(n;#) if and only if the communication channel
between them is on; i.e., they are B—adjacent. Noting that communication channels are on with
probability p independently from each other, we have

n —

K
dy = Bin (K, p) + Bin <n K -1, p—1> (68)
where Bin(n,p) defines a standard Binomial distribution with n trials and success probability p.
This follows easily from the facts that
lj: jel(K)|=K
and

K
lj: j €Tl o(K)and x €T, j(K)| =5 Bin <n - K -1, —1> ,
where the last relation follows from

(k3 K

(") n-T

Plz el ;(K) =

je{l,....,n}, j#x. (69)

The following result is the key in establishing Proposition and will follow directly from the
expression (G8]).

Proposition 7.1 Consider an admissible scaling (K,p) : Ng — Ny x [0, 1] such that lim,_,~(n —

K,) = oo and limsup,,_,., pn < 1. For each { =0,1,..., we have
(pnK)" K Pk, \" K, 1\
P[D, /= (1+0(1) L) (1 _p)Kn. (1 - 20 1= 70
[Dedd = (14 o(1)) - 2250 (1= p,) s S ) ()

The proof of Proposition [l is given in Section

We are now in a position to finish the proof of Proposition Consider an admissible scaling
(K,p) : Ng — Ny x [0,1] such that lim,_,~(n — K,) = 0o and limsup,,_,., p, < 1. We consider
each term in (70) in turn. Since K, <n — 1 and limsup,,_,., pn < 1, we have

(1 - nli"l +7 _1pn>z = 0(1). (71)

Also, in view of (53]), we have

(pnKn)! = © <(log n)f) . =0,1,... (72)
Next, we make use of the following decomposition,

log(l —x) = —xz — ¥(x), 0<z<1 (73)
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with
W )—/det (74)
REA

L’Hospitals rule yields lim, g ‘Ij—x(xr) = % Applying this decomposition, we get

<1 - "—K">H_Kn_1 = exp {—p"—K"(n -K,—-1)—(n—K,—-1)¥ (IJ—K">}

n—1 n—1 n—1

Since p, K, = O(logn) in view of Lemmal[5.7], we have lim,,_, pgﬁ” = 0 and lim,,_ < (,)27;;21 )> =
(n—1)2
%. This gives

== 1w (252) — (0 - 5, - 2 ") -0 (GEF) = o

n— (n—1)2 %

Thus, we conclude that

n—Knp,—1
Ky " _ K,
(1_n—1> —exp{ P K <1 n_1>—|—0(1)} (75)
Finally, we report (1), (72)), and (75) into (70) to get
log(1 — pn K,
nP D] =© (exp {logn + floglogn — p, K, <1 - og(p Pn) - 1> }) (76)

We now invoke the scaling condition (65]) as in the statement of Proposition to get
nP (D] = © (e_W,”) — e entO(1)

The desired result ([66]) is now immediate. [ ]

7.2 A proof of Proposition [7.1]

Recall that P [D, ¢] = P [d, = ¢]. Given that the binomial distributions are independent in (G8]), we
get

¢

P[D,s = Z(n a [Z{ a 1) <npf{1>i <1 - npf{1>n_K_l_i . <€[fi>pé_i(1 _ )t

1=0
o TR ) (e
=0
(-2 1>_i (77)
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by an easy conditioning argument.

Now, pick an admissible scaling (K, p) : Ng — Ny x [0, 1] such that lim,_,(n — K,) = oo and
limsup,,_, . pn < 1. We will invoke this scaling into (77)). First, we introduce a simple asymptotic
equivalency that will prove useful throughout: For any sequence a,, such that lim,,_, a,, = co and
any fixed scalar ¢ = 0,1, ..., we have

@?Z@i——=4kﬂ(%—)=%m+mm (78)

Under the enforced assumptions, we have K, = Q(n) from Lemma [5.7] so that lim,, ., K,, = oo.
Also, by assumption we have lim,_,o(n — K,) = oo. Thus, we can use (8)) in both of the
combinatorial terms appearing in (7]). Finally, under the enforced assumptions, we have p, K,, =
O(logn) from Lemma [5.7] so that

AN .
(1—%j7> —1+0(1), i=0,1,...,° (79)

Reporting (78) and (79) together with the admissible scaling under consideration into ([77), we
P [D, ] (80)

)

- a+nu»@%%fa—me(1—2{%)”“”4§;G><ﬁg§%gi>Q1_my4
N R e R )

upon using Binomial Theorem in the last step. This completes the proof of Proposition [Tl [ |

8 A proof of Proposition [6.2]

We start by obtaining an expression for P [D,, N D, ¢]. Qualitatively, this is the probability of two
distinct nodes having degree ¢ in H N G(n;#). This probability clearly depends on whether or not
there is an edge between x and y in H N G(n; @), which is tightly related to whether or not x ~ g y;
i.e., whether there is an edge between z and y in he individual K-out graph H(n; K). To that end,
we use I'; instead of I';, (K) for any node x to suppress the notation, and find it useful to write

]P)[DLgﬂDy’g] = P |:Dm7g N Dyj

x¢m,y¢r4-Pu¢rymy¢ra

+2-P |:Dx7g N Dyx

rxely, ygél“x}-IP’[:EGFy Ny ¢y

+P |:Dx’g N Dyj

xEFy,yEFx]']P’[xGFyﬂyEFx] (82)
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upon noting that by symmetry

P |:Dx7g N Dyx

zel,, ygéfm} :[P)|:Dx7g N Dy,

x ¢y, yEFx].

Now, pick an admissible scaling (K, p) : Ng — Ny x [0, 1] such that lim,,_,o(n — 2K,,) = co and
limsup,, .o, pn < 1. Note that for any node pair « and y, we have K,, < |I'; UT,| < 2K,,. Thus,
conditioning on the event |I'; UT',| = 2K,, — m, the terms in (82]) can be written as follows

Ky,

P[Dye N Dyy|la¢Tyy¢Ty] = > P [DM N Dyy|2¢Tyy ¢yl UL, =2K, — m}
m=0

'P[|qury|:2Kn_m|x¢Fyyy¢rm] (83)
Ky

P[Dye N Dyy|lzeTyy¢Ty] = > P [DM N Dyy|2z€T,y¢ |l UL, =2K, — m}
m=0

P[T,UT,|=2K, —m|zely, y¢Tly (84)
Ky

P[Dye N Dyylzelyyely] = > P [DM N Dyy|z€T,y€l,, |l UL, =2K, — m}
m=0

PT,ul'y| =2K, —m |zely,, yely,] (85)

Proof of Proposition passes through finding appropriate upper bounds for each of the terms
[®3), (B4), and (B5). These bounds are provided in the next three results, which are subsequently
established in Sections [@, [0} and Il For ease of notation, we define

Pi(n,0p;m,0) == P|Dyy N Dyy|axg¢gly, y¢Tly, T,Uly|=2K, —m
Py(n,0n;m,0) = P|Dyy N Dyy|laxely, y¢ly, I, Ul =2K,—m
P3(n,0p;m,0) == P|Dyy N Dyy|lazely,yel,, I,Uul'y|=2K,—-m

Proposition 8.1 Consider an admissible scaling (K,p) : Ng — Ng x [0, 1] such that lim,_,~(n —
2K,) = oo and limsup,,_, . pn < 1. Given £ =0,1,..., we have

Py(n, 6n;m, €) < (14 0(1))P [Dy,e]” (86)
for each m =0,1,..., K,.
A proof of proposition is given in Section

Proposition 8.2 Consider an admissible scaling (K,p) : Ng — Ngy x [0, 1] such that lim,_,~(n —
2K,) = oo and limsup,,_, .o pp < 1. Given £ =0,1,..., we have

Py(n,0,5m, 0) < (1+0(1))P [Dy 4] (87)

for each m =0,1,..., K,.
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A proof of proposition is given in Section [0l

Proposition 8.3 Consider an admissible scaling (K,p) : Ng — Ngy x [0, 1] such that lim, . (n —
2K,,) = oo and limsup,, , p, < 1. Given { =0,1,..., we have

P3(n,0,;m,0) < (14 0(1))(1 = pp) P [Dy.4)? (88)
for each m =0,1,..., K,.

A proof of proposition is given in Section [Tl
We can now complete the proof of Proposition Reporting (86), (&), and (B8] for each
m=0,1,..., K, into 83), (84), and (8]), respectively, we get

P[Dye N Dyy|a¢Ty, ydTy] < (1+0(1)P[Dyyl (89)
]P)[D:c,é N Dy,ﬁ | T e Fy y Y ¢ Fw] < (1 +0(1))]P) [Dx,€]2 (90)
P[Dye N Dyy|lzely, yely] < (14+01)(1 —pn) 'P[D, > (91)

Now we use (89), [@0), @) to bound P [D, ;N D, | via ([82). It is clear that the desired result (67))
will follow if we show that

Plr¢gT, Ny¢T]+2-Plzel, Nye¢T]+(1—p,) 'Plzel, N yeT,]=1+0(1) (92)

under the enforced assumptions. Recalling (69) and independence of I'; and Iy, we get by a direct
computation that

Plzg¢T,Ny¢Ty]+2-PlzeTyNy¢T]+(1—p,) 'Plzel,Nyel,]
2

K, K, K, L Kn )P
= 1— 2 1-— 1-—
( n—1> * n—1< n—1>+( 2

K? 1
=1 n —1
+(n—1)2 <1_pn >

K7 pn
(n—1)% (1 - pn)

Note that we have K,, <n — 1 and p,K,, = O(logn) by the admissibility of the scaling; just recall
([@) and (B3). We also have limsup,,_,., pn < 1 by assumption. Combining we get

— 14 (93)

ngpn K, pn ] 1 _
m=121=p,) ~(n=1) 1-py

and ([@2) follows from (@3]). The desired result (G7]) is established and the proof of Proposition
is now complete. ]

o(1)
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Figure 3: Depicting the condition (x ¢ I'y , y ¢ I'y , |I'; UT'y| = 2K,, —m) for the calculation of
Py (n,0,;m,0). Dashed lines emanating from a node x stand for the set of nodes in T.

9 A proof of Proposition [8.1]

We will seek an exact expression for P;(n,0,;m,¥¢) first, and then apply judicious bounding ar-
guments to get the desired result (86l). First, observe that under the condition (z ¢ T'y , y ¢
Iy, I';uly| = 2K, —m), nodes z and y do not have an edge in between (i.e., the event (z ~ y)°
takes place) and all of their ¢ neighbors have to be among the n—2 nodes in V/{x, y}. Furthermore,
it is clear that

T, NTy| =m, r'y/Ty| =K, —m, and I'y/Ts| = K,, —m (94)

This situation is depicted in Figure Bl When calculating the probability P[D,, N D, ] under
this condition, we first consider the possible neighbors of nodes x and y in the set I'y UT',. Let
dy(I'; UT,) denote the number of neighbors of z in H N G(n;#,) restricted to node set I'y UT,,.
More precisely, we set

d (T, UTy) = Y 1z~

z: z€(DzUTy)

We define d,(I'; UT'y) similarly. Similar to (G8)), it is easy to check that
dy(Tz UTy) = dy(T'y) + dy(Ty /T2)

with d,(I';) and d,(I"y/T";) independent, and

nKn
dp(Ty) = Bin(K,,py)  and  dy(I'y/Ty) =4 Bin (Kn —m, p—1>

Similar arguments hold for the corresponding quantities for node y. In particular, we have

dm(rx Y Fy) st dy(rx U Fy) st Bln(Kmpn) + Bin (Kn —m, b 71L> ’

and clearly d,(I'; UT'y) and d,(I', UT) are independent.
Next, we have to consider the possible neighbors of x and y among the n — (2K,, —m+2) nodes
in V/({z,y} UT', UT,). This time, d,(V/({z,y} U, UT)) and d,(V/({z,y} UT, UT})) are not
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independent from each other. In fact, they are negatively associated in the sense of Joag-Dev and
Proschan [9]. The reader is referred to |21l Section IX] for a formal proof of this claim, but it is a
consequence of the fact that the set I', for any node z is a random sample (without replacement)
of size K from V/{z}. This fact will be exploited here in the following way. Note that each node
zin V/({z,y} UL, UT,) will satisfy one of the following independently from any other node in
V/({z,y} UT,UTy):

i) (z ~ )N (2 ~y), with probability P[(z ~ ) N (z ~ y)] < (P[(z ~ x)])?

(
i) ( )¢ N (2 ~ y) with probability P[(z ~ z)° N (z ~y)] < P[(z ~ y)]
( [

i)
iii) (z ~x)N(z ~y)° with probability P[(z ~ z) N (z ~ y)°| < P[(z ~ z)]
iv) (z ~ )N (2 ~ y)¢ with probability P[(z ~ z)° N (z ~ y)] < (P[(z ~ z)9])?

The bound in item (i) follows from the negative association of the events (z ~ z) and (z ~ y),
which also implies the negative association of (z ~ x)¢ and (z ~ y)¢ leading to the bound in item
(iv). The bounds in items (ii) and (iii) hold trivially.

Combining these arguments, we now get

Py(n;0p;m, ()
¢ t—if—j i1+j
s ) ) (2
AN w0 N0 n nol
2Ky —2m—it1—j1  ¢—max (i+i1,j+71)
K, n—2K,+m—2 ”
(1-2%) (" T E e~ G )
u=0
n—2K,+m—-2—-u Vi n—2K,4+m-—2—0+i+1i
P -~ N ~ 1\ u—i—iy |
I A LI CEETIEE (T
(]P’[ ~2)°N (2~ ) TP (2~ )N (2~ y)T]) TR R (g5)
p —if—j i1+41
L K,—m\[(K,—m K\t
I ) 65)
g::o ( > =) h%::o 1 J1 n—1

—_

L iy
- kK, 2Kn—2m—i;—j1 max (ZZ—’_:“ ) n—2K,+m-—2 pnKn 2
o 1 — u n — 1

n—2K,+m—2—u Py 20—2u—i—i1—j—7j1
C—i—11—u n—1

<n — 2K, 4+ m—2—{+i+ i1> <1 ann>2(n—2Kn+M—2—2é+i+i1+j+j1+u) 06)

l—j—j1—u n—1

with z denoting an arbitrary node in V/({z,y} UI'; UT,). In ([@5), we used a series of conditioning
arguments with the following notation: d,(I'y) = i, dy(I'y) = j, d(Ty/Tz) = i1, dy(T'5/Ty) = j1,
and v denoting the number of nodes in V/({z,y} UI'y UT'y) that are connected to both = and y;

ie,u={zeV/({z,y} Ul UTy): (2 ~z)N(z ~y)}. Also, (@) follows easily from the bounds
introduced in items (i)-(iv) above and from the fact that

Pllz~ o) |2 ¢ T = P@ €T2) N (Bas(pa) = ] = =pu.
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We now simplify this bound further. We first apply available cancelations and then use (78]
for (KZ”) and (K”) since K, = Q(logn) under the enforced assumptions; just recall (B4)). Finally,
multiplying and dividing by ¢!, we get the following simplified version.

Pi(n,0,;m,0) (97)
y - » 2n—Kn=1) 7\ 2
< (1 ) (pnEKn) (1 — py )28 (1 — 22222 —
< (o)) (1~ py) ( n_1> (2)
¢ R 20—i—j L—ifl—j
KLEL()?\ 1 1 J K,—m
i,5=0 i1,51=0
K, —m f{—max (zir:ihjﬂ'l) n— 2K, +m—2 . ok —2—AU+2i+2j+2u+i1+j1
Ji = u n—1
n—2K,+m—-2—u\/n—-2K,+m-—2—{0+1i+1 (98)
b—i—1i1—u l—j—j1—u

Note that ¢, u,1, j, i1, 71 are all bounded constants. Thus, in view of (B3]), we clearly have

nKn —2—40+2i4254+2u~+11+71
<1 - p—) =1+o0(1) (99)

n—1
Using this, and recalling (70)), we see that Proposition will be established if we show that

e e = B

4,7=0 1,71=0

Z_ma"(ii”“” (n—QKn—i-m—Q) <n—2Kn+m—2—u> <n—2Kn+m—2—€+z'+z'1>

U b—i—11—u b—j—j1—u

u=0

n—1+1—pn

Kn ! >2£ (101)

< (14o0(1)) <1 -

for each m =0,1,..., K,.
Under the enforced assumption that lim,, .. (n — 2K,) = oo, we have for any pair of constants
c1, co that

n—2K,+m=+c <(n—2Kn+m:|:cl)02  (n—2K, +m)* 14 c1 2
cy - co! n co! n—2K, +m
n — 2K, +m)*
= (1+ 0(1))( C;" ) (102)

In view of this, we get

. o
max%l’]ﬂl) <n—2Kn—|—m—2><n—2Kn—|—m—2—u><n—2Kn+m—2—€+i+i1>
u

s 0—i—1i1—u l—j—j1—u
{—max (Z+7417.7+.71) ( _ 2K + m)2£—i—i1—j—j1—u

< (1+0(1)) Z; Al —i— i — Wl —J —ji —u)
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—max (i+i1,j+j1) (n — 2K, +m)~"
- n

w(l—i—iy—uw)l(l—75—7 —u)!
1

= (14 o0(1)(n — 2K, +m)?~i-a-i-n

u=0

= (1+o(1))(n — 2K, +m)2~=h=i=i. — — 103
( X ) (0 —i—a)l(l—j—5)! (103)
upon noting that
{—max (i+i1,5+71) (’I’L _ 2Kn +m)_u
Z Wl —i—i1— )l —j —j1 — )
- 1 {—max (i+i1,j+71) (n _ 2Kn +m)_u
I 1Ty T > W —i—i— )l —j— 1 — )
u=1
1
= 1
(0—i—i)l(l—j7—7j1)! ol
1
= 1 1
(E—Z'—Zd)!(f—j—jl)!( o(l)
in view of limy, oo (n — 2K, + m) = oo for all m = 0,1,..., K.
We now report (I03)) into (I00) and note that
(—if—j
Ky,—m\[/K,—m i 1
" " n — 2K, +m)*ihmisi — —
i1%:=0< i >< 1 >( ) (0 —i—i)l(l—j—j)!
. Z‘ffj (K, — m)a+it (n — 2K, + m)2—i—i—h—i
T 5, utal (0 —i—i)l(l —j—j)!
l—il—j . .
1 =10\ (L—7j i1 20 —i—j—i1—j1
T Ui Z ( >< ; >(K”_m) (n — 2K, +m)
= (t=mt =\ @ bl
1 (H 0—i
- i t—i—iy
S U= Z( : >(Kn—m) (n — 2Ky +m) >
(=) (£—4)! o\
I . o
. Z ( ) ‘]> (K, —m)* (n - 2K, —I—m)g_J_j1
Jj1=0 J
S S— (n — K,)* =7 (104)
== "
upon using Binomial Theorem in the last step. Using ([I03) together with (I04]) in (I00), we get
4 20—i—j l=il—j
(f!)2>< 1 > ! iy Ky, —m\ (K, —m
Z TR (1—pn) " Z . . (105)
141 _
=0 < 27! n—1 Pl 11 it
Z_ma"(ii”“” n— 2K, +m—2\ (n—2K,+m—2—u\ (n—2K,+m—2—L+i+i
u b—i—1i1—u b—j—j1—u

u=0
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< (I+0(1)) EZ: <@> ( ! >2é_i_j (1 —pn)_i_j,; (n — K27

(=i (=
ZZ; <f> ((1 —pn)—l)i <nn__lin>e_i>2

= (1+0(1)) 1_n—1+1— n+0(1)>
K, 1 20
= (1 1 1-—
(o) (1- 20k =)
where in the last step we used the fact that
K, 1
1-— >1 106
< n—1 * 1_pn> N ( )

in view of (7). Thus, we get the desired result (I0I]) for each m = 0,1,..., K, and the proof of
Proposition Bl is now completed. [ |

10 A proof of Proposition

We first condition on the event (z ~p y) and write Py(n,0,;m,¥) as
Py(n,0,;m,0) = pp - Poy(n,0,;m, 0) + (1 — py) - Pag(n,0p;m, 0) (107)
with Py (n,0,;m, ) and Pag(n, 6,;m, ) defined through

P21(n79n§m,£) = P[Dx,eﬂDy,é | xGFy, y§éf$, |qury| =2K, —m, Bmy(pn)zl]
P22(n,9n;m,€) = P[Dx,eﬂDy,é | xGFy, y§éf$, |qury| =2K, —m, Bmy(pn)zo]

Recall that By, (p,) is defined in Section and controls whether the wireless channel between
nodes x and y is on (Bgy(pn) = 1), or off (Bzy(pn) = 0). Thus, (I07) follows upon noting that
Byy(pr) is independent from I'; and T',,.

We will consider each of the terms Psi(n,8,;m,f) and Py (n,0,;m, ) separately. We start by
showing that

Por(n,0p;m, £) = 0 (]P’ [DM]Z) . 0=1,2,... (108)

for each m = 0,1,..., K,, under the enforced assumptions. First, note that under the condition
(xely,y¢l,, [T,Uly| =2K,—m, Byy(p,) =1), nodes z and y do have an edge in between
(in the intersection graph H N G(n;#0,)), and they just need to have ¢ — 1 additional neighbors
among the n — 2 nodes in V/{z,y}. Furthermore, it is clear that

P, AT, = m, [T/(Ty U {ey)) = Ky —m. and [T,/(T U {a,y})| = Ky —m—1 (109)
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Figure 4: Depicting the condition (x € I'y , y ¢ I'y , I, UTy| = 2K,, —m , By, = 1) for the
calculation of Py1(n,0,;m,{). Dashed lines emanating from a node x stand for the set of nodes in
I'; and a dashed line between x and y is made bold if B, = 1.

This situation is depicted in Figure @l
Now, using arguments similar to those that lead to (@3]), we get

Pyi(n;0,;m, 0)

-1 {—1— ZZ 1—j
- 2 () w8 ()
4,7=0 ! J i1 j1 =0 J1

. . _ /— ,
(Pt N (L pady \ PR - maxz(: AR |
n—1 n—1 = U

n—2K,+m—-1—-u
—1—i—i1—u

) APz ~2)°N (2 ~y)))T eI

. (]P’ [(Z -~ x)c N (Z -~ y)c])n—2Kn+m+1—2€+i+i1+j+j1+u (110)

(P~ )N (2 ~ y)])“(

n—2K,+m—~0+i+i
(—1—j—ji—u

>(P [(z ~2) N (2 ~ y)])iui-i

with z denoting an arbitrary node in V/({z,y} UT', UT). In (II0), the following notation is
used in the conditioning arguments: d,(I';) = i, dy(I'y/{z}) = j, do(I'y/(I'z U {z,y})) = i1,
dy(Ty/(Ty U {z,y})) = ji, and u denotes the number of nodes in V/({z,y} UT, UT)) that are
connected to both x and y; ie., u=|{z € V/({z,y} UT, UL'y): (z~2)N(z~y)}|

By direct comparison of (II0) and (@5]), we find that

pnkn
n—1

(7)) ()= ()

and use the asymptotic equivalencies

<n—2Kn—|—m—1> _ (1+0(1))<n—2Kn+m—2>

u (%

-1
Py1(n;0,;m,0) < (14 0(1))(1 —pn)~" (1 - ) Py(n;0p;m, £ — 1) (111)

as we note
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n—2K,4+m—-—1—u

( 0—1—i—i1—u >
n—2K,+m—L+i+1i
< t=1-j—j1—u >

= (1+o0(1)) <n(2_2[1{)n—+zni;12—_uu>
_ n— 2K, +m=2—({—1)+i+i
- (1+0(1))< -1 —j—jn—u 1>

that are immediate from the following arguments: Pick any positive constants ¢; and cs, and recall
that lim,_,,n — 2K,, = oo under the enforced assumptions. Then, for any m = 0,1,..., K,, we
have

(n_2K’Z:micl) (n—2K, +m=*c)! (n —2K,, +m —c¢p)!

(T T (= 2K, +mEe —c)l (n— 2K, +m)!

c2

mn—2K,+m=*c1) - (n—2K,+m=zxc; —ca+1)
(n—2K,+m)---(n—2K,+m—ca+1)

co—1 c
1
= 1+
H( n—2Kn+m—i>

=0
— (1£0(1))*
= 14o0(1). (112)

We now report ([[9) and Proposition Bl into (III), and get
Po(n;0,;m,0) < (1+0(1)(1 — pn) 'P[Dyp]?,  £=1,2,.... (113)

Using the tight bound obtained for P [D,, ] in Proposition [} this then yields

)
Panstim, ) < (1 o) (Do (=)™ (222 (1= E e o))

The claim (I08) is now immediate as we note that (1 — p,)~' = O(1) under the assumption
that limsup,, ,., pn < 1 and

. ann Kn 1 o
JL‘&( 7 <1_n—1+1—pn>> -

since p, K;,, = Q(logn) from (G3]) and we have <1 — fn 1%%) > 1 from (I06).

n—1
We now consider the second term Pasa(n,0,;m,£) in (I07). In view of (I08), it is clear that
Proposition will be established if we show that

Paa(n,0,;m, ) < (14 0(1))(1 —po) 'P[Dy?, £=0,1,... (115)

for each m = 0,1,..., K,, under the enforced assumptions. We proceed as before and note that
under the condition (zx € 'y , y ¢ 'y, [Tz UT'y| = 2K,, —m , Bgy(pn) =0), nodes x and y do not
have an edge in between, and both need to have ¢ neighbors among the n — 2 nodes in V/{z,y}.
Otherwise, everything is just the same with the case of computing Py (n, 6,,; m, ¢) including the set
sizes given in ([I09]). Therefore, we have

ng(ﬂ,@n;m,é) :Pgl(n,Hn;m,€+1), 620,1,... (116)
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for each m = 0,1,...,K,. Now, we use (ITI)) in (IIG)) to get

-1
Pys(n,0,;m,0) < (14o0(1))(1 —p,)~" <1 - n—K711> Py (n;0,;m,0)
< (14 0W)(1 = pa) P [Dasl”,

where in the last step we used (79) and Proposition This establishes (II5]), and the proof of
Proposition B2l is now complete in view of ([I0X) and (I07]). ]

n —

11 A proof of Proposition

We start as in the proof of Proposition and condition on the event (z ~p y) to get
P3(n,0p;m, ) = ppPs1(n, 0p;m, £) + (1 — pp) Psa(n, 0p;m, £) (117)

where

P3i(n,0,;m, ) = P[DyyNDy,|lxzely,yely, I,Uly]|=2K,—m, By(p,) =1]
P3y(n,0,;m,0) = P[DyyNDy,|lxzely,yely, I,Uly|=2K,—m, By(p,)=0]

In what follows, we will compute P31 (n,0,;m, ) and Psa(n,6,;m,¢) in turn. We will start by
showing that

Py (1,0, €) = 0 <]P’ [Dx7g]2) =12, (118)

for each m = 0,1, ..., K, under the enforced assumptions. To do so, we note that the condition
(xely,yely, T, Ul'y| =2K, —m, Bgy(p,) =1) amounts to having

T,NTyl=m, |I'z/TyU{z,y})|=K,—m—1, and |I'y/(I'yU{z,y})|=K,—m—1 (119)

Also under this condition, nodes x and y do have an edge in between, and they just need to have
¢ — 1 additional neighbors among the n — 2 nodes in V/{z,y}. These facts are depicted in Figure

Bl
Now, using arguments similar to those that lead to (08 and (II0Q), we get

P3i(n;0,;m,0)

- —1—if—1—j
N (Ko DY (Ea =1 iy ki N~ (Kamm 1 (Ky—m -1
- > (T ;PP > . i

(2
i,j=0 11,71=0 !
L —9m—ii—i1—2 £—1—max (i+i1,j+7]
([ PnEn i1+j1 1— oK, \ 2 Immi =2 Gring+i) 2K, +m
n—1 n—1 u=0 “

.WzNg;m(zfvy)])“(ﬁ__f[_{’}f?fiz

. (n—QI;n—il—m—ﬁ—l—l—i-Z—i-Zl) -(]P)[(ZN$)cﬂ(zr\/y)])€_1_u_j_jl
—l-j—ji—u

. (]P) [(Z -~ $)c N (Z -~ y)C])n—2Kn+m+2—2€+i+i1+j+j1+u (120)

)(P [(z ~2) N (2 ~ y))imuin
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g
Node x
T "
ey e
-3 K-m-1

Figure 5: Depicting the condition (x € 'y , y € I'y , |[I';UI'y| = 2K,, —m , By, = 1) for calculating
P31 (n,0,;m,¢). Dashed lines emanating from a node x stand for the set of nodes inT',, and a dashed
line between x and y is made bold if By, = 1.

with z denoting an arbitrary node in V/({z,y} UT', UT). The notation used in the condition-
ing arguments of (I20) are as follows: d,(I'y) = 4, dy(I'y/{z}) = Jj, do(T'y/(I'z U {z,y})) = i1,
dy(T'y/(Ty U{z,y})) = ji, and u denotes the number of nodes in V/({z,y} UT, UT)) that are
connected to both z and y; i.e., u=[{z € V/({z,y} UT, ULy): (z~z)N(z~y)}

By direct comparison of (I20) and (II0]), we find that

-1
p"K’1‘> Poy (2 01, €) (121)

Pansbim ) < (1 o)1 =) (1~

n —

upon noting that

()= (%) ma (M0 <0

and using the bounds

<n—2Kn+m> _ (1+0(1))<n—2Kn+m—1>

u U

n—2K,+m-—u\ n—2K,+m—-1—-u
<£—1—z‘—z‘1—u> - (Ho(l))( 0—1—i—i—u >
n—2K,+m—~0+1+i+i n—2K,+m—~{+i+ti
— (1+4o(1
( (—1—j—ji—u ) (Lol ))< (—1—j—ji—u )

that are immediate from ([I2). The claimed result (II8]) follows immediately by reporting (L0S])
into (I2I)) and noting that

(= (1- —K) — o) (122)

n—1

under the enforced assumptions; just recall that lim sup,,,. pn, < 1 and use ([79)).
In view of (II8) and (II7)), Proposition B3] will be established if we show that

P3a(n, 0p;m, ) < (14 0(1))(1 — pn) 2P D, (=0,1,... (123)
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for each m = 0,1,...,K,. In calculation of Psy(n,0,;m,¥), we need to consider the condition
(xely,yel,, IT,ul'y| =2K, —m, Bgy(pn) =0), where nodes z and y do not have an edge
in between, and both need to have ¢ neighbors among the n — 2 nodes in V/{z,y}. This is the only
difference between the probabilities Psy(n, 0,,; m,¢) and Psa(n,0,;m, ). Except this difference, all
statistical equivalencies and relations are the same including the set sizes given in (II9). Therefore,
it is immediate that

ng(n,en;m,é) :Pgl(n,en;m,é—i—l), {=0,1,... (124)
for each m =0,1,..., K,,. We now use (I2])) in (I24)) to get

KK

1
Pso(n,0,;m, 0) < (14 0(1)(1 —p,)~ " (1 - 7{) Poi(n;0p;m, £+ 1)

< (1+0(1)(1 = pa) - P[Dy ),

n —

where in the last step we used the previously obtained bound (II3]) together with (79)). This es-
tablishes (I23]), and the proof of Proposition is now complete in view of (II8]) and (II7). m

References

[1] I. F. Akyildiz, W. Su, Y. Sankarasubramaniam, and E. Cayirci. Wireless sensor networks: a
survey. Computer networks, 38, 2002.

[2] B. Bollobas. Random graphs. Cambridge university press, 2001.

[3] H. Chan, A. Perrig, and D. Song. Random key predistribution schemes for sensor networks.
In Proc. of IEEE S€P, 2003.

[4] R. Di Pietro, L. V. Mancini, A. Mei, A. Panconesi, and J. Radhakrishnan. Redoubtable sensor
networks. ACM Trans. Inf. Syst. Secur., 11(3):13:1-13:22, March 2008.

[5] P. Erdés and A. Rényi. On the strength of connectedness of random graphs. Acta Math. Acad.
Sci. Hungar, pages 261-267, 1961.

[6] L. Eschenauer and V. Gligor. A key-management scheme for distributed sensor networks. In
Proc. of ACM CCS, 2002.

[7] T.I. Fenner and A. M. Frieze. On the connectivity of random m-orientable graphs and digraphs.
Combinatorica, 2(4), 1982.

[8] S. Janson, T. Luczak, and A. Rucinski. Random graphs. 2000. Wiley—Intersci. Ser. Discrete
Math. Optim, 2000.

9] K. Joag-Dev and F. Proschan. Negative association of random variables with applications.
The Annals of Statistics, (1):286-295, 1983.

[10] B. Krishnan, A. Ganesh, and D. Manjunath. On connectivity thresholds in superposition of
random key graphs on random geometric graphs. In Proc. of IEEE ISIT, pages 2389-2393,
2013.

36



[11]
[12]

[13]

[14]

[15]

[22]

23]

[24]

M. D. Penrose. Random Geometric Graphs. Oxford University Press, July 2003.

T. Philips, D. Towsley, and J. Wolf. On the diameter of a class of random graphs. IEEE
Transactions on Information Theory, 36(2):285-288, March 1990.

K. Rybarczyk. Sharp threshold functions for the random intersection graph via a coupling
method. FElectr. Journal of Combinatorics, 18:36-47, 2011.

Y. Wang, G. Attebury, and B. Ramamurthy. A survey of security issues in wireless sensor
networks. Communications Surveys Tutorials, IEEE, 8(2):2-23, 2006.

Y. Xiao and V. K. Rayi and B. Sun and X. Du and F. Hu and M. Galloway. A survey of
key management schemes in wireless sensor networks. Computer Communications, 30:2314 —
2341, 2007.

O. Yagan. Random Graph Modeling of Key Distribution Schemes in Wireless Sensor Networks.
PhD thesis, Department of Electrical and Computer Engineering, University of Maryland,
College Park (MD), June 2011. Available online at http://hdl.handle.net/1903/11910.

O. Yagan. Performance of the Eschenauer-Gligor key distribution scheme under an on/off
channel. IEEFE Transactions on Information Theory, 58(6):3821-3835, June 2012.

0. Yagan and A. M. Makowski. Designing securely connected wireless sensor networks in the
presence of unreliable links. In Communications (ICC), 2011 IEEFE International Conference
on, pages 1-5, 2011.

0. Yagan and A. M. Makowski. On the gradual deployment of random pairwise key distribution
schemes. In Proc. of WiOpt, 2011.

O. Yagan and A. M. Makowski. Connectivity results for sensor networks under a random
pairwise key predistribution scheme. In Information Theory Proceedings (ISIT), 2012 IEEE
International Symposium on, pages 1797-1801, 2012.

O. Yagan and A. M. Makowski. Modeling the pairwise key predistribution scheme in the
presence of unreliable links. IEEE Transactions on Information Theory, 59(3):1740-1760,
2013.

O. Yagan and A. M. Makowski. On the connectivity of sensor networks under random pairwise
key predistribution. IEEE Transactions on Information Theory, 59(9):5754-5762, 2013.

O. Yagan and A. M. Makowski. On the scalability of the random pairwise key predistribution
scheme: Gradual deployment and key ring sizes. Performance Fvaluation, 70(78):493 — 512,
2013.

J. Zhao, O. Yagan, and V. Gligor. k-connectivity in secure wireless sensor networks with
physical link constraints - the on/off channel model. Arziv, June 2012. Submitted to IEEE
Transactions on Information Theory. Available online at arXiv:1206.1531 [cs.IT].

J. Zhao, O. Yagan, and V. Gligor. Secure k-connectivity in wireless sensor networks under an
on/off channel model. In Proc. of IEEE Intl. Symp. Info. Theory (ISIT), pages 2790-2794,
2013.

37


http://hdl.handle.net/1903/11910

	1 Introduction
	1.1 Motivation and Background
	1.2 Contributions
	1.3 Notation and conventions
	1.4 Organization of the Paper

	2 Model
	2.1 The random pairwise key predistribution scheme
	2.2 Random K-out graphs
	2.3 Intersection of random graphs

	3 The result
	4 Comments and Discussion
	4.1 Comparison with Erdos-Rényi Graphs
	4.2 Comparison with results by Yagan and Makowski for k=1
	4.3 Numerical results and a conjecture

	5 Preliminaries
	5.1 A reduction step: Confining n
	5.2 Useful consequences of the scaling condition (8)

	6 A proof of Theorem 3.1
	7 A proof of Proposition 6.1
	7.1 Outline
	7.2 A proof of Proposition 7.1

	8 A proof of Proposition 6.2
	9 A proof of Proposition 8.1
	10 A proof of Proposition 8.2
	11 A proof of Proposition 8.3

