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Abstract

We address the arbitrarily varying channel (AVC) with colored Gaussian noise. The work consists of three parts. First, we
study the general discrete AVC with fixed parameters, where the channel depends on two state sequences, one arbitrary and the
other fixed and known. This model can be viewed as a combination of the AVC and the time-varying channel. We determine both
the deterministic code capacity and the random code capacity. Super-additivity is demonstrated, showing that the deterministic
code capacity can be strictly larger than the weighted sum of the parametric capacities.

In the second part, we consider the arbitrarily varying Gaussian product channel (AVGPC). Hughes and Narayan characterized
the random code capacity through min-max optimization leading to a “double” water filling solution. Here, we establish the
deterministic code capacity and also discuss the game-theoretic meaning and the connection between double water filling and
Nash equilibrium. As in the case of the standard Gaussian AVC, the deterministic code capacity is discontinuous in the input
constraint, and depends on which of the input or state constraint is higher. As opposed to Shannon’s classic water filling solution,
it is observed that deterministic coding using independent scalar codes is suboptimal for the AVGPC.

Finally, we establish the capacity of the AVC with colored Gaussian noise, where double water filling is performed in the
frequency domain. The analysis relies on our preceding results, on the AVC with fixed parameters and the AVGPC.

Index Terms

Arbitrarily varying channel, water filling, colored Gaussian noise, time varying channel, Gaussian product channel, determin-
istic code, random code.

I. INTRODUCTION

A channel with colored Gaussian noise was first studied by Shannon [94], introducing the water filling optimal power
allocation. This channel is the spectral counterpart of the Gaussian product channel (see e.g. [27, Section 9.5]). Those results
led to useful algorithms for DSL and OFDM systems, and were generalized to multiple-input multiple output (MIMO) wireless
communication systems as well (see e.g. [99, 38, 12, 11, 93, 41]). Furthermore, for some networks, water filling is performed
in multiple stages [26, 111, 113, 114, 71, 105]. A limit formula for the capacity of the general time-varying channel (TVC)
is given in [102] (see also [29, 47, 3, 33, 10, 76, 87, 112]). Another relevant setting is that of a finite-state channel, where
the state evolves as a Markov chain [110, 74, 14, 73, 46, 100, 98]. In practice, there is often uncertainty regarding channel
statistics, due to a variety of causes such as fading in wireless communication [95, 92, 1, 80, 42, 25, 59, 57], memory faults
in storage [68, 51, 69, 66], malicious attacks on identification systems [45, 62], and cyber-physical warfare [97, 72, 104]. The
arbitrarily varying channel (AVC) is an appropriate model to describe such a situation [16, 73].

Blackwell et al. [16] determined the random code capacity of the general AVC, i.e. the capacity achieved with shared
randomness between the encoder and the decoder. It was also demonstrated in [16] that the random code capacity is not
necessarily achievable using deterministic codes. A well-known result by Ahlswede [5] is the dichotomy property of the
AVC, i.e. the deterministic code capacity, also referred to as ‘capacity’, either equals the random code capacity or else, it
is zero. Subsequently, Ericson [37] and Csiszdr and Narayan [30] have established a simple single-letter condition, namely
non-symmetrizability, which is both necessary and sufficient for the capacity to be positive. Schaefer et al. [91] demonstrated
the super-additivity phenomenon, i.e. when the capacity of a product of orthogonal AVCs is strictly larger than the sum of
the capacities of the components. Csiszar and Narayan [31, 30] also considered the AVC when input and state constraints are
imposed on the user and the jammer, respectively, due to their power limitations. Not only the constrained setting provokes
serious technical difficulties analytically, but also, as shown in [30], constraints have a significant effect on the behavior of the
capacity. Specifically, it is shown in [30] that dichotomy in the sense of [5] no longer holds when state constraints are imposed
on the jammer. That is, the deterministic code capacity of the general AVC can be lower than the random code capacity, and
yet non-zero.

The Gaussian AVC is specified by the relation Y = X 4+ S 4 Z, where X and Y are the input and output sequences,
respectively; S is a state sequence of unknown joint distribution Fg, not necessarily independent nor stationary; and the noise
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sequence Z is i.i.d. ~ N(0,0?). The state sequence can be thought of as if generated by an adversary, or a jammer, who
randomizes the channel states arbitrarily in an attempt to disrupt communication. It is also possible for S to be a deterministic
unknown state sequence. It is assumed that the user and the jammer have power limitations, and are subject to input and
state constraints, = > | X2 < Qand 2 3" | 52 < A, respectively, where n is the transmission length. In [60], Hughes and
Narayan showed that the random code capacity is given by C¥ = %log(l + %) Subsequently, Csiszar and Narayan [32]
showed that the deterministic code capacity is given by
x
Cl_{c1 if A< Q, W
0 if A>Q.

It is noted in [32] that this result is not a straightforward consequence of the elegant Elimination Technique [5], used by
Ahlswede to establish dichotomy for the AVC without constraints. Hosseinigoki and Kosut [57] determined the capacity in
multiple side information scenarios for the Gaussian AVC with fast fading. Hughes and Narayan [61] determined the random
code capacity of the arbitrarily varying Gaussian product channel (AVGPC), and showed that it is obtained as a “double” water
filling solution to an optimization min-max problem, maximizing over input power allocation and minimizing over state power
allocation. In the solution, the jammer performs water filling first, attempting to whiten the overall noise as much as possible,
and then the user performs water filling taking into account the total interference power, contributed by both the channel noise
and the jamming signal [61]. The Gaussian AVC is also considered in [4, 101, 70, 88, 90, 56, 59].

Extensive research has been conducted on other AVC models as well, of which we name a few. Recently, the arbitrarily
varying wiretap channel has been extensively studied, as e.g. in [77, 17, 9, 18, 19, 78, 48, 2], including input and state
constraints in [13, 64, 40]. The capacity region of the arbitrarily varying multiple access channel (MAC) with and without
constraints is characterized in [85, 63, 7, 8]; capacity bounds for the arbitrarily varying broadcast channel are derived in
[63, 52]; and for the arbitrarily varying relay channel in [83, 81]. Additional results on arbitrarily varying multi-user channels
and constraints are derived e.g. in [108, 24, 50, 106, 84, 65]. Transmission of an arbitrarily varying Wyner-Ziv source over a
Gel’fand-Pinsker channel is considered in [109, 107], and related problems were recently presented in [24, 22, 21]. Various
Gaussian AVC networks are studied e.g. in [89, 49, 23, 54, 55, 82, 83, 85, 58].

In this paper, we address the AVC with colored Gaussian noise. The body of this manuscript consists of three parts, of
which the first and the second can also be viewed as milestones on our path to the main result. First, we study the general
discrete AVC with fixed parameters. This model is a combination of the TVC and the AVC, as the channel depends on two
state sequences, one arbitrary and the other fixed. We determine both the deterministic code capacity and the random code
capacity. Deterministic code super-additivity is demonstrated, showing that the capacity can be strictly larger than the weighted
sum of the parametric capacities. In the second part of this paper, we establish the deterministic code capacity of the AVGPC,
where there is white Gaussian noise and no parameters. We also give observations and discuss the game-theoretic interpretation
of Hughes and Narayan’s random code characterization [61], and the connection between the double water filling solution and
the idea of Nash equilibrium in game theory. We further examine the connection between the AVGPC and the product MAC
[26, 71] (without a state), pointing out the similarities and differences between the models, results, and interpretation. As in
the case of the standard Gaussian AVC, the deterministic code capacity is discontinuous in the input constraint, and depends
on which of the input or state constraint is higher. As opposed to Shannon’s classic water filling solution [94], it is observed
that deterministic coding using independent scalar codes is suboptimal for the AVGPC. Finally, we establish the capacity of
the AVC with colored Gaussian noise, where double water filling is performed in the frequency domain.

While the results on the AVC with fixed parameters and on the AVGPC stand in their own right, they also play a key role
in our proof of the main capacity theorem for the AVC with colored Gaussian noise. In the random code analysis for the AVC
with fixed parameters, we modify Ahlswede’s Robustification Technique (RT) [6]. Essentially, the RT uses a reliable code for
the compound channel to construct a random code for the AVC applying random permutations to the codeword symbols. A
straightforward application of Ahlswede’s RT does not work here, since the user cannot apply permutations to the parameter
sequence. Hence, we give a modified RT which is restricted to permutations that do not affect the parameter sequence, i.e.
such that the parameter sequence is an eigenvector of all of our permutation matrices. The second part of the paper builds
on identifying the symmetrizing jamming strategies and minimal symmetrizability costs for the AVGPC. At last, we use the
results on the AVC with fixed parameters and the AVGPC in our proof of the capacity theorem for the AVC with colored
Gaussian noise. By orthogonalization of the noise covariance, the AVC with colored Gaussian noise is transformed into an
AVC with fixed parameters, which are determined by the spectral representation of the noise covariance matrix. This in turn
yields double water-filling optimization in analogy to the AVGPC.

II. CHANNELS WITH FIXED PARAMETERS

In this section we consider the AVC with fixed parameters. The results in this section will be used to analyze the AVC with
colored Gaussian noise.



A. Notation

We use the following notation. Calligraphic letters X', S, 7, ), ... are used for finite sets. Lowercase letters z, s, ¢, y, . . . stand
for constants and values of random variables, and uppercase letters X, S,7,Y, ... stand for random variables. The distribution
of a random variable X is specified by a probability mass function (pmf) Px (z) = p(x) over a finite set X'. The set of all pmfs
over X is denoted by P(X). The set of all probability kernels p(z|t) is denoted by P(X|T). We use 2/ = (1, x2,...,2;) to
denote a sequence of letters from X'. A random sequence X™ and its distribution Pxn (2™) = p(z™) are defined accordingly.
For a pair of integers 7 and j, 1 <4 < j, we define the discrete interval [ : j] = {i,i+1,...,j}.

The type P,» of a given sequence ™ is defined as the empirical distribution P (a) = N (a|z™)/n for a € X, where N (a|z™)
is the number of occurrences of the symbol a in the sequence 2. A type class is denoted by 7™(P) = {z" : Py = P}.
Similarly, define the joint type Pyn yn(a,b) = N(a,blz",y")/n for a € X, b € Y, where N(a,blz",y") is the number
of occurrences of the symbol pair (a,b) in the sequence (z;,y;)" ;. Then, a conditional type is defined as Pwn‘yn (a,b) =
Pyn yn(a,b)/ Pyn (b). Furthermore, we define the d-typical set .Agn) (p) with respect to a distribution p(z) by

Af;")(p) £ {:E" €EX": Vae X, |pla) — Pmn(a)‘ <4 if p(a) >0, and
Py (a) = 0if pla) = o} . @)

The distribution of a real random variable Z € R is represented by a cumulative distribution function (cdf) Fz(z) =
Pr(Z < z) over the real line, or alternatively, the probability density function (pdf) fz(z), when it exists. The notation
z = (21,%2,...,2,) is used when it is understood from the context that the length of the sequence is n, and the £?-norm of z
is denoted by ||z||. The trace of a matrix A € R™*"™ is denoted by tr(A).

B. Channel Description

A state-dependent discrete memoryless channel (DMC) with parameters (X x S x T, Wy |x,s,7,Y) consists of finite input
alphabet X', state alphabet S, parameters alphabet 7', output alphabet ), and a conditional pmf Wy-|x s 7 over ). The channel
is without feedback, and it is memoryless when conditioned on the state and parameter sequences, i.e.

n
WY7L|Xn75717Tn (y"|xn, 3"7 tn) = H WY\X,S,T(?Ji'*Tia Si, tz) . (3)
i=1
The AVC with fixed parameters is a DMC Wy | x s where the parameter sequence is fixed, while the state sequence has
an unknown distribution, not necessarily independent nor stationary. That is, the parameter is sequence is given by

T =07, 4)

where 61,6, ... is a given sequence of letters from 7, known to the encoder, decoder, and jammer. Whereas, the state sequence
S™ ~ q(s™|6™) with an unknown joint pmf ¢(s™|0™) over S™. In particular, ¢(s™|0™) could give mass 1 to some state sequence
s". The AVC with fixed parameters is denoted by W = {Wy | x g.1,0°}, where §° is a short notation for the sequence
(0:)32,.

The compound channel with fixed parameters is used as a tool in the analysis. Different models of compound channels are
described in the literature [29]. Here, the compound channel with fixed parameters is a DMC Wy | x g where the state has
a conditional product distribution ¢(s|t) that is not known in exact, but rather belongs to a family of conditional distributions
Q, with @ C P(S|T). That is,

S™ ~ [T as:l6:) ©)
=1

with an unknown conditional pmf ¢(s|t) € Q. We note that this differs from the classical definition of the compound channel,
as in [29], where the state is fixed throughout the transmission.

Remark 1. Note that the special case of a channel Wy |x s 7—¢, With a constant parameter ¢; =t for i = 1,2,.. ., reduces to
the standard state-dependent DMC. Thereby, the AVC W; = {Wy|x s -} With a constant parameter can be regarded as the
traditional AVC, as introduced by Blackwell ez al. [16]. On the other hand, the special case of a channel Wy x s = Wy |x 7,
which does not depend on the state S, reduces to a TVC [102].

Remark 2. The AVC with colored Gaussian noise does not fit the description above. Nevertheless, the fixed parameters model
is a crucial tool for our final goal, i.e. to determine the capacity of the AVC with colored Gaussian noise.



C. Coding
We introduce some preliminary definitions.

Definition 1 (Code). A (2"% n) code for the AVC W with fixed parameters consists of the following; a message set [1 : 2],
where 2 is assumed to be an integer, an encoding function f : [1 : Q"R] xT"™ — X™, and a decoding function g : " xT" —
[1:2nF],

Given a message m € [1 : 2"F] and and a parameter sequence 6", the encoder transmits the codeword z" = f(m, ™).
The decoder receives the channel output y™, and finds an estimate of the message i = g(y",0™). We denote the code by
¢ = (f(v 2,90, ))

We proceed now to coding schemes when using stochastic-encoder stochastic-decoder pairs with common randomness.
Definition 2 (Random code). A (2" n) random code for the AVC W with fixed parameters consists of a collection of (27 n)
codes {€, = (£, gy) }yer, along with a probability distribution () over the code collection I'. We denote such a code by

¢l = (uvra {CK’Y}’YGF)'

D. Input and State Constraints

Next, we consider input constraints and state constraint, imposed on the encoder and the jammer, respectively. We note that
the constraints specifications are known to both the user and the jammer in this model. Let ¢ : X — [0,00), k = 1,2, and
l:8 —[0,00) be some given bounded functions, and define

o) = > ). ©

" (s") :% > is). )

Let Q > 0 and A > 0. Below, we specify the input constraint {2 and state constraint A, corresponding to the functions ¢™ (z™)
and ["(s™), respectively. It is assumed that for some a € X and b € S, ¢(a) = I(b) = 0.

As the parameter sequence §°° = (6,)$°, is fixed and known to the encoder, the decoder and the jammer, the input and state
constraints below are specified for a particular sequence. Given an input constraint €2, the encoding function needs to satisfy

¢ (f(m, ™)) < Q, for all m € [1: 2", )

That is, the input sequence satisfies ¢™(X"™) < Q with probability 1.
Moving to the state constraint A, we have different definitions for the AVC and for the compound channel. The compound
channel has a constraint on average, where the state sequence satisfies ]qu"(S") < A, while the AVC has an almost-surely

constraint, I"(S™) < A with probability (w.p.) 1. Explicitly, we say that a compound channel is under a state constraint A if
Q C Pa(S]6°°), where

Palslo=) £ ) {q<s|t> LSS alsloais) SA} . ©)

n=1 i=1 s€S

As for the AVC W, it is now assumed that the joint distribution of the state sequence is limited to g(s™|0™) € Pa(S™|6™),
where

Pa(S™0™) £ {q(s"]0™) € P(S™T™) : q(s™6™) =0 if I"(s") > A}. (10)

This includes the case of a deterministic unknown state sequence, i.e. when ¢ gives probablity 1 to a particular s™ € S™ with
I"(s™) < A.

E. Capacity Under Constraints

We move to the definition of an achievable rate and the capacity of the AVC W with fixed parameters under input and state
constraints. Codes over the AVC W with fixed parameters are defined as in Definition 1, with the additional constraint (8) on
the codebook.

Define the conditional probability of error of a code € given a state sequence s € S™ by

2nR

n n n 1 n n n n
PM(%)|s™,0m) £ R Z Z Wy xn gn o (y"[f(m, 67), 5", 6"). (11a)

m=1yn:g(y",0m)F#m



Now, define the average probability of error of 4 for some distribution ¢(s™|0™) € P(S™),
PM(q,0",6) & > q(s"[0m) P (%s",0m) . (11b)

smesSn

Definition 3 (Achievable rate and capacity under constraints). A code ¢ = (f,g) is a called a (2", n, ¢) code for the AVC
W with fixed parameters under input constraint {2 and state constraint A, when (8) is satisfied and

P (q,0",€) <, forall g € Py(S"]0"), (12)

or, equivalently, P{™ (%|s™,6™) < ¢ for all s" € S™ with I"(s") < A.

We say that a rate R > 0 is achievable under constraints if for every ¢ > 0 and sufficiently large n, there exists a (2", n, ¢)
code for the AVC W with fixed parameters under input constraint {) and state constraint A. The operational capacity is defined
as the supremum of achievable rates, and it is denoted by C(W). We use the term ‘capacity’ referring to this operational
meaning, and in some places we call it the deterministic code capacity in order to emphasize that achievability is measured
with respect to deterministic codes.

Analogously to the deterministic case, a (2", n, e) random code %! satisfies the requirements

Z” f(m, ™)) < Q, forall m e [1:2"F], (13a)
and
") (q,€") & Zu (") (q,0",¢y) <e, forall ge Pxr(S"|0"). (13b)
yel’

The capacity region achieved by random codes is then denoted by CXW), and it is referred to as the random code capacity.

The definitions above are naturally extended to the compound channel with fixed parameters, under input constraints 2 and
state constraint A, by limiting the requirements (8), (12) and (13) to conditionally memoryless state distributions ¢ € Q. The
respective deterministic code capacity C(W<) and random code capacity C*(W<) are defined accordingly.

III. MAIN RESULTS — CHANNELS WITH FIXED PARAMETERS

In this section, we establish the random code capacity of the AVC with fixed parameters. To this end, we first give an
auxiliary result on the compound channel.

A. The Compound Channel with Fixed Parameters

We begin with the capacity theorem for the compound channel W€ = {Wyx,5,7,Q,0°}. This is an auxiliary result,
obtained by a simple extension of [29, Exercise 6.8]. A similar result appears in [74] as well. Given a parameter squence 6"
of a fixed length, define

C.(W?) = max inf I,(X;Y|T), 14
( ) p(z|t) : E¢(X)<Q q(s|t)eQ q( | ) (14)

with (T, S, X) ~ Pr(t)p(z|t)q(s|t), where Pr is the type of the parameter sequence 6.
Lemma 1. The capacity of the compound channel W< with fixed parameters, under input constraint § and state constraint A,
is given by
COW2) = liminf C,(W9), (15)
n—r00

and it is identical to the random code capacity, i.e. C{W<) = C(W9).
The proof of Lemma 1 is given in Appendix A.

B. The AVC with Fixed Parameters — Random Code Capacity

We determine the random code capacity of the AVC with fixed parameters, W = {Wy‘ x,s,7,0°°}, under input constraint
Q and state constraint A. The random code derivation is based on our result on the compound channel with fixed parameters
and a variation of Ahlswede’s Robustification Technique (RT). Define

Cr(W) £C,(W* : 16
WOV SCOVEN o sty (16)

We begin with a lemma, based on Ahlswede’s RT [6] (see also [82, Lemma 9]). We modify it here to include the parameter

sequence 6" and the constraint on the family of conditional state distributions g(s|t).



Lemma 2 (Modified RT). Let h : 8" x 7™ — [0,1] be a given function. If, for some fixed a;,, € (0,1), and for all
q"(s™)0™) =TTy q(si]6;), with g € PA(S|6°),

Z q" (™0™ )h(s™, 0™) < ap, a7
smesn
then,
Z h(mws™, ™) < B,, forall s € 8" such that I"(s") < A, (18)

WEH(G”)

where TI(6™) is the set of all n-tuple permutations 7 : S™ — S™ such that 7" = ", and 3, = (n + 1)I°I17lq,,.

Originally, Ahlswede’s RT is stated so that (17) holds for any ¢(s) € P(S), without state constraint (see [6]), and without
conditioning on the parameter sequence 6". We give the proof of Lemma 2 in Appendix B. Next, we give our random code
capacity theorem.

Theorem 3. The random code capacity of the AVC W with fixed parameters, under input constraint {2 and state constraint A,
is given by

cw) = lim inf Cw). (19)

The proof of Theorem 3 is given in Appendix C. The proof is based on our extension of Ahlswede’s RT above. Essentially,
we use a reliable code for the compound channel to construct a random code for the AVC by applying random permutations
to the codeword symbols. However, here, we only use permutations that do not affect the parameter sequence ™. The result
above plays a central role in the proof of the capacity theorem in Section V, where the AVC with colored Gaussian noise is
considered.

We also give an equivalent formulation in terms of the random code capacity of the traditional AVC. As mentioned in
Remark 1, the case of an AVC {Wy‘ x.5,7—¢} With a constant parameter #; = ¢ reduces to the traditional AVC under input
and state constraints. For this channel, Csiszar and Narayan [31] showed that the random code capacity is given by

Cr(,A) 2 min max IL(X; YT =t)= max min (XY |T =¢) (20)
a(s) - BU(S)<A p(z) : E$(X) <9 p(x) : E6(X)<Q q(s) : EI(S) <A

where the last equality is due to the minimax theorem [96]. Then, define
: 1 ¢
RiOV) & min - max =G fwi ), 1)
s <A X wi<Q =1
Lemma 4.

RyW) = C(W). (22)

The proof of Lemma 4 is given in Appendix D. Theorem 3 and Lemma 4 yield the following consequence.
Corollary 5. The random code capacity of the AVC W with fixed parameters, under input constraint {2 and state constraint
A, is given by
CW) = liminf RE(W). (23)
n—oo

The corollary will also be useful in our analysis of the AVC with colored Gaussian noise.

C. The AVC with Fixed Parameters — Deterministic Code Capacity

We move to the deterministic code capacity of the AVC with fixed parameters, VW = {Wy| x,s,1,0°°}, under input constraint
Q and state constraint A.

1) Capacity Theorem: Before we state the capacity theorem, we give a few definitions. We begin with symmetrizability of
a channel without parameters.

Definition 4 (see [30]). A state-dependent DMC Vy-|x s is said to be symmetrizable if for some conditional distribution .J (s|z),

D Wixs(ler, s)J(slea) = > Vyix s(ylwa, )T (slan)

sES sES
Vrj,xo € X, ye ). (24)

Equivalently, the channel V (y|zy,z5) = Y oses Vyix,s(ylw1, s)J(s|x2) is symmetric, i.e. V(y|zy, 22) = V(y|we, 21), for all
71,72 € X and y € ). We say that such a J : X' — S symmetrizes Vy | x s.



Intuitively, symmetrizability identifies a poor channel, where the jammer can impinge the communication scheme by
randomizing the state sequence S™ according to J"(s"|x5) = [[i_, J(si|x2,:), for some codeword z%. Suppose that the
transmitted codeword is z7. The codeword x5y can be thought of as an impostor sent by the jammer. Now, since the “average
channel” V' is symmetric with respect to =7 and z%, the two codewords appear to the receiver as equally likely. Indeed, by
[37], if the AVC {Vy|x s} without parameters and free of constraints is symmetrizable, then its capacity is zero.

We will assume that either the channels Wy x g(- |-, -, 0;) are all symmetrizable, or the number of non-symmetrizable channels

grows linearly with n. That is,
either |Z(n)| =0 or |Z(n)| = 2(n), (25a)
where
I(n)={i € [1:n] : Wy|xs(|-,0;) is non-symmetrizable} . (25b)

The asymptotic notation f(n) = £2(n) means that there exist ng > 0 and 0 < & < 1 such that f(n) > an for all n > ng. An
intuitive explanantion for this assumption is given in Remark 3 below. Next, we define a symmetrizability cost and threshold
for the AVC with fixed parameters. For every n and p(x|t) with

%:le(:cleiw(x) <Q, 26)

define the minimal symmetrizability cost by

An(p) £ min — Z Z Zp x|6;)Jg, (s|z)l(s) = min Z Z ZPT p(z|tJ:(s|x)l(s), (27)

i=1 zeX se€S teT xeX s€S

where the minimization is over the conditional distributions .J;(s|x) that symmetrize Wy x g1 (-|-,-,t), for t € T (see
Definition 4). We use the convention that a minimum value over an empty set is +oco. Note that the last equality in (27)
holds since Pr is defined as the type of the parameter sequence 6", hence averaging over time is the same as averaging
according to Pr. In addition, define the symmetrizability threshold

Ly = An(p). (28)
(lt)s 3 S0 Pl o) <0

Intuitively, 1~\n (p) is the minimal average state cost which the jammer has to pay to symmetrize the channel at each time
instance, for a given conditional input distribution p(z|t). If this minimal state cost violates the state constraint A, then the
jammer is prohibited from symmetrizing the channel. Indeed, we will show that if there exists an input distribution p(x[t) with
LS p(zl6:)é(z) < Q and A, (p) > A for large n, then the deterministic code capacity is positive. The symmetrizability
threshold L7 is the worst symmetrizability cost from the jammer’s perspective.

Our capacity result is stated below. Let

(o1t BS)<A pale): )20 LGYIT) i Ly > A

s|t): < z|t): <2,

C,(w) & T R )=A : (29)
0 if LX< A

with (T, S, X) ~ Pr(t)p(z|t)q(s|t), where Pr is the type of the parameter sequence 6™ with a fixed length n.

Theorem 6. Assume that L} # A for sufficiently large n and that (25) holds. The capacity of an AVC W with fixed parameters,
under input constraint {2 and state constraint A, is given by

Ccw) = 1irr_1)inf C,(W). (30)

In particular, if the channels Wy |x,g7(-|-,-,t), t € T, are non-symmetrizable, then C(W) = C{(W) = liminf C;(W). That
n—oo
is, the deterministic code capacity coincides with the random code capacity.

The proof of Theorem 6 is given in Appendix G. The theorem will also play a central role in the proof of the capacity
theorem in Section V.

Remark 3. Observe that the second part of the theorem implies that for the case where there are no constraints, i.e. 2 = ¢pqz
and A = lynqs, non-symmetrizability is a sufficient condition for positive capacity. Specfically, according to the definition of
An(p), L}, in (27)-(28), if some of the channels Wy x g 7(:|-, -, 0;) are non-symmetrizable, then the symmetrizability threshold
is LY = oo, hence the capacity is positive. Intuitively, if the number of such channels is constant, i.e. |Z(n)| = ¢ for all n, it
seems that this assignment of L}, does not make sense, since the user cannot achieve positive rates by coding over a negligible
fraction of the block. Yet, our assumption in (25) excludes this scenario. In particular, if |Z(n)| is non-zero, then we assume
that |Z(n)| grows linealy in n, in which case positive rates can be achieved by coding over the part of the block that lies



within Z(n). Furthermore, without constraints, we may replace the linear growth assumption with a poly-logarithmic one, i.e.
|Z(n)| = Q((logn)®), with a > 1. Indeed, based on Ahlswede’s elimination technique [5], the random code capacity can
be achieved with a code collection of polynomial size, |I'| = n?. Therefore, without state constraints, the random element
~ € T can be reliably sent to the receiver over the sub-block Z(n), at rate p,, = (}Zg. LBL = 2(logn)~ (@1, which tends to
zero as n — 00, hence the decrease in the overall rate is negligible as well. We deduce that if |Z(n)| = €2((logn)®), then the
deterministic code capacity of the AVC with fixed parameters without constraints is the same as the random code capacity, i.e.

C(W) = C (W) = lim inf min max I,(X;Y|T). (31)
n—o0 q(s|t) p(|t)
Remark 4. Even in the case where there are no parameters, the boundary case where L} = A is an open problem. Although,
for the traditional AVC, it is conjectured in [30] that the capacity is zero in this case. Similarly, we conjecture that the capacity
of the AVC with fixed parameters is given by COV) = lirg inf C,,(W) for all values of {L},>1, provided that (25) holds.
There are special cases where we know that this holds, grfiveori in the corollary below. The corollary is based on the remark
following Theorem 3 in [30].

Corollary 7. Let VW be an AVC with fixed parameters such that all channels Wy x, s(-|-s5t), t € T, are symmetrizable. If
the minimum in (27) is attained by a 0-1 law, for every n and p(z[t) with = 3" | p(x]6;)¢(x) < Q, then
Cw) = hniinf C.(W). (32)

The proof of Corollary 7 is given in Appendix H. In particular, we note that the condition of 0-1 law in Corollary 7 holds
when the output Y is a deterministic function of X, S, and T'. As opposed to Theorem 6, the statement in Corollary 7 holds
for all values of {L}},>1.

2) Decoding Rule: We specify the decoding rule and state the corresponding properties, which are used in the analysis. To
specify the decoding rule, we define the decoding sets D(m) C Y™ x T™, for m € [1 : 2", such that g(y",0") = m iff
(y",0") € D(m).

Definition 5 (Decoder). Given the codebook {f(m,0")},,c[1.0nr), declare that (y",0") € D(m) if there exists s € S™ with
I"™(s™) < A such that the following hold.

1) For (T, X,S,Y) that is distributed according to the joint type P@n7f(m70n))sn)yn, we have that
D(Pr.x sy||Pr x Pxjr x Psjp x Wy |x s7) <1. (33)

2) For every m # m such that for some 5" € S™ with ["(5") < A,

D(PT,XS,YHPT X P)}\T X P§|T X WY\X,S.,T) <n, (34)
where (T,)Z, S, Y)~ P@n)f(,ﬁl70n)7§n7yn, we have that
I(X,Y; X|S,T) <. (35)

We note that in Definition 5, the variables T, X, X S, S , Y are dummy random variables, distributed according to the joint
type of (6™, f(m, ™), f(m,0™), s, 3™, y™), where f(m, 6™) is a “tested” codeword, f(m, 8™) is a competing codeword, s™ is a
“tested” state sequence, " is a competing state sequence, and y" is the received sequence. None of the sequences are random
here. We may have that the conditional type Py |x g, differs from the actual channel Wy |x s 1. Therefore, the divergences
and mutual informations in Definition 5 could be positive.

For the definition above to be proper, the decoding sets need to be disjoint, as stated in the following lemma.

Lemma 8 (Decoding Disambiguity). Suppose that in each codebook, all codewords have the same conditional type, i.e.
Py(m,omyjon = p for all m € [1: 271 Assume (25) holds, that for some &g, d1 > 0, Pr(t) > 6, p(z|t) > 61, Ve € X, t € T,
and also

An(p) > A (36)
Then, for sufficiently small 1 > 0,
D(m)ND(m) =0, for all m # m. (37)
The proof of Lemma 8 is given in Appendix E.



3) Codebook Generation: We now extend Csiszar and Narayan’s lemma for the codebook generation [30].
Lemma 9 (Codebooks Generation). For every € > 0, sufficiently large n, rate R > ¢ and conditional type p(z|t), there exist
a set of codewords {z"(m, 0™)},,c1.2n5) of conditional type p, such that for every a™ € A" and s™ € 8" with ["(s") < A,
and every joint type P v 5 ¢ With Pxp = P)}‘T = p, the following hold.

|{’ﬁ’L . (9",(1”,:6"(771,6‘"), Sn) c Tn(PT7x)X)S)}| < 2n([R71()?;X,S\T)]++5) 7 (38)

{m = (0", 2" (m,0m),s™) € T (Pr.x.s)}| < 2"(B=%) if I(X;8|T) > e, (39)
and
[{m = (6",2"(m,0"), 2" (m,0"),s") € T"(Pp x 5.g), for some m # m}|
<om(R=%) it 1(X;X,S|T)— |R - I()?;S|T)} S e, (40)
+

The proof of Lemma 9 is given in Appendix F.

D. Super-Additivity

We also give an equivalent formulation with a sum over i € [1 : n|. Here, as opposed to the previous section, the formula
cannot be expressed in terms of the capacities of the constant-parameter AVCs {Wyl x,5,17=0, }- Considering the AVC without
constraints, Schaefer et al. [91] showed that the capacity of any product AVC that is composed of a symmetrizable channel
and a non-symmetrizable channel is larger than the sum of the individual capacities (see Theorem 6 in [91]). Similarly, we
give an example at the end of this section where the capacity of the AVC with fixed parameters is larger than the weighted
sum of the capacities of the constant-parameter AVCs {Wy‘ x.5.7—0, }- This phenomenon can be viewed as an instance of the
super-additivity property in [91].

We begin with constant-parameter definitions, i.e. for a fixed T' = ¢. For every input distribution p(z) with E¢(X) < Q,
define the constant-parameter minimal symmetrizability cost by

A(p,t) £ min Z Zp(:v)J(s|x)l(s) , 41)
reX se€S
where the minimization is over the distributions .J(s|z) that symmetrize Wy |x gr(-|-,-,t), where ¢t € T is fixed (see
Definition 4). Then, we can write the minimal symmetrizability cost defined in (27) as
~ 1 <~
An(@(1) = = > Ap(16:),6:) 42)
i=1
Let
min max _ 15 Co, (wi, Aiy Ai) if L% > A,
R (W) A 1)‘1%"))‘”: wl,...,wn,)\l,,..)\n:~ i=1 (43)
n T Y wXing MsSA L3 wi<Q, 2 N >A ’
0 if ¥ < A
where
C(Q A 0) = L(X;Y|T =1t) (44)

min max
q(s) : Eql(S)<A p(2): E¢(X)<Q,
A(p,t)>A

We note that based on Csiszar and Narayan’s result in [30], the capacity of the constant-parameter AVC {Wy|x g 7—} is
given by C;(Q2, A, A) with A = A.

Lemma 10.
Rn(W) = Ca(W). 45)

The proof of Lemma 10 is given in Appendix I. Theorem 6, Corollary 7, and Lemma 10 yield the following consequence.
Corollary 11. The deterministic code capacity of the AVC W with fixed parameters, under input constraint {2 and state
constraint A, is given by

C(W) =liminf R, (W), if L} # A for sufficiently large n and (25) holds.. (46)

n—oo
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Furthermore, if the minimum in (41) is attained by a 0-1 law, for every p(z) with E¢(X) < £, and for all ¢t € T, then
Ccw) = 1irginf R.(W), 47)

for all values of {Ly,}n>1.
The corollary will also be useful in our analysis of the AVC with colored Gaussian noise.

Example 1. Consider the arbitrarily varying binary symmetric channel (BSC) with fixed parameters,
Y=X4+54+Zr mod?2 (48)

with X =8 = T = {0,1}, where Z; ~ Bernoulli(e;), for t = 0,1, gg < &1 < % Consider a parameter sequence with an
empirical distribution Pr(0) = Pr(1) = %, say Oo; = 0 and ;1 = 1 for i = 1,2, .... Suppose that the user and the jammer
are subject to input constraint { and state constraint A, respectively, with Hamming weight cost functions, i.e. ¢(z) = = and
I(s) =s.

For the constant-parameter AVC, we have by Definition 4 that Wy | x 57— is symmetrized by any symmetric distribution,
i.e. with J(s|1) =1 — J(s]0). Denoting ¢ = J(1]|1) = 1 — J(1]|0), we have that

A(Px,t) :orgnchgll[(l — ()Px(0) + ¢Px(1)] = min(Px (0), Px(1)). (49)

Based on the analysis by Csiszdr and Narayan [30, Example 1], the capacity of the constant-parameter AVC under input
constraint w and state constraint A is given by

0 ifw< <3
Tolw, ) = hlw s Xser) — h(w* X *eyp) %f)\<oi)<% (50)
1—h(wxAxep) ifA<s<w
0 if A> %
where h(z) = —xloga — (1 — x) logx is the binary entropy function and a * b = (1 — a)b + a(1 — b).
Suppose that
1 5 5 1
€0 4 y €1 12 ) 16 ) 4 (5 )
For those values, we have that
1 1 5
Ly = a —P 110) + - P 1) =Q=—. 52
Px|r: %]E(XITI:HO)E%IE(X\T:USQ 2 x|r(110) 2 xir(111) 16 (52)
Thus, by Corollary 11, the capacity is given by
5 7 7 1 1
Ccw) = h(ﬁ * 1—6) - h(E) =3 (h(wo * Ao * €9) — h(Ag *x£0)) + 3 (h(wy * Ay xe1) — h(A x€1)) (53)

with wy = w1 = 15 Ao = g and \; = 5. Whereas, using two separate codes for Wy |x s 7—o and Wy |x s -1 independently,
the rate achieved is

. 1 1
§CO(WOa Ao) + ECI(Wla A1) =0+ 3 (h(w1 * A1 xe1) — h(A1 *xe1)) <COV). (54)

This can be viewed as an instance of the more general phenomenon of super-additivity, that holds for any product AVC which
is composed of a symmetrizable AVC and a non-symmetrizable AVC [91, Theorem 6].

E. Example: Channel with Fadings
To illustrate our results, we give another example.

Example 2. Consider an arbitrarily varying fading channel,
Y; =0, X+ 5 + Z;, (55)

with a Gaussian noise sequence Z" that is i.i.d. ~ N(0,0%), where 0,05, ... is a sequence of fixed fading coefficients.
Recently, Hosseinigoki and Kosut [57] considered this channel with a random memoryless sequence of fading coefficients. Yet,
we assume that the fading coefficients are fixed, and belong to a finite set 7. Intuitively, the jammer would like to confuse the
decoder by sending a state sequence that simulates the sequence " X" = (0, X;)_;. Indeed, as seen below, the deterministic
code capacity is positive only if there exists an input distribution such that %Z?:l 6?EX? > A, in which case the jammer
cannot simulate 6™ X" without violating the state constraint.
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Although we previously assumed that the alphabets are finite, our results can be extended to the continuous case as well,
using standard discretization techniques [15, 5] [36, Section 3.4.1]. By Theorem 3, the random code capacity is given by

CHOV) = liminf Cx(W). (56)

Then, we show that

1 T?w(T)
c* = i E|=1I 1+ ——=—= 57
) A(t):%?:r)g/\ w(t) :rﬁlgé)gﬂ {2 Og( + ANT) + 02” ’ (57)

with expectation over T' ~ Pp, where Pr is the type of the sequence 6™.

As for the deterministic code capacity, we show that the minimum in (27) is attained by a 0-1 law that gives probability 1
to s = 02z, hence we can determine the capacity using Corollary 7. We show that the minimal symmetrizability cost is given
by

~ 1 <&
An(Fxr) = = Y OFE[X?|T = 6] = B(T°X?), (58)
=
and deduce that the capacity of the AVC with fixed fading coeffients is given by

COW) = liminf C, (W), (59)
with
min max E [% log (1 + /\T(;u;iT)2 )] if max  E(T?w(T)) > A,
A() : EX(T)<A w(t): Ew(T)<Q, 7 w(t): Ew(T)<Q
C.(W) = E(T?w(T))>A . (60)
0 if max  E(T%w(T)) <A

w(t): Ew(T)<Q

The derivation is given in Appendix J. We note that the last expression has the same form as the capacity formula established
by Hosseinigoki and Kosut [57] for a random memoryless sequence of fading coefficients.

Next, we extend the result above to continuous fading coefficients, where T = [—to,to] C R. First, we observe that the
formulas above can also be written as
n
92w-
* o . )
W) = T EDIEILE < Nto?) (60
15 <A nZIL wi<Q A=l
and
11 07w, 1 5= 2
A1 ,m}f\ln : w1¥-r-l-{?£1(n : n z; 2 1Og (1 + >\i1’+‘72) if w17rna<§n :on Z; 91 Wi > A ’
Co(W) = 251, hish 3 Dl wi<®, w i @i <O (62)
Lsm  0Fwi>A
0 otherwise.

This follows from the same considerations as in the proofs of Lemma 4 and Lemma 10. Now, if the fading coefficients are
continuous, then one may perform the discretization procedure in [36, Section 3.4.1]. Hence, the deterministic and random
code capacities in the continuous case are also given by the limit infimum of the formulas (61) and (62), respectively.

IV. THE ARBITRARILY VARYING GAUSSIAN PRODUCT CHANNEL

From this point on, we consider Gaussian AVCs, without parameters. In this section, we consider the Gaussian product
channel. Our results on the AVC with colored Gaussian noise, in the next section, are based on the capacity theorems of the
AVC with fixed parameters, in the previous section, and on the analysis in the current section.

A. Channel Description

The state-dependent Gaussian product channel consists of a set of d parallel channels,
Y,=X,+8;+%Z;,je[1:d], (63)

where j is the channel index, d is the dimension (number of channels), and Z? is a Gaussian vector with zero mean and
covariance matrix K. Let X; = (X, ;). S; = (S;,:)~, and Z; = (Z; ;)7 denote the input, state and noise sequences
associated with the jth channel, respectively, where i € [1 : n] is the time index, and let X? = (X )J 1 St = (S )‘Ji:l and
Z! = (Z; ) _,. The corresponding output of the product channel is the vector sequence Y% = X9 + S¢ + Z4.

The Gaussmn arbitrarily varying product channel (AVGPC) is a state-dependent Gaussian product channel with d state
sequences (S1,...,S) of unknown distribution, not necessarily independent nor stationary. That is, (S1,...,Sq) ~ Fs,,....8,»
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where Fg, ..., is an unknown joint cumulative distribution function (cdf) over R™, In particular, Fg, s, could give
probability mass 1 to a particular sequence of state vectors (si,...,sq) € R™. The channel is subject to input constraint
Q > 0 and state constraint A > 0,

d
SN2 <0 wp. 1,

j=1

d
Z [S;1> <nA wp. 1. (64)

Jj=1
B. Coding

We introduce preliminary definitions for the AVGPC.

Definition 6 (Code). A (2", n) code for the AVGPC consists of the following; a message set [1 : 27|, where it is assumed
throughout that 2"% is an integer, a sequence of d encoding functions f; : [1 : 2"f] — R", for j € [1 : d], such that

d
S Igi(m)|* < ny, for m e [1: 277, (65)

j=1
and a decoding function g : R"® — [1 : 2"F]. Given a message m € [1 : 2"%], the encoder transmits x; = f;(m), for
j € [1 : d]. The codeword is then given by x? = f%(m) £ (fi(m),f2(m),...,fi(m)). The decoder receives the channel

outputs y? = (y1,...,ya), and finds an estimate of the message 7 = g(y?). We denote the code by ¢ = (fd, g).
Define the conditional probability of error of a code €’ given the sequence s = (sy,...,s4) by
1 2nR
Pla(€) 2 55 / dy* - fyaimsa(y?). (66)
ele® 2nft mZ:l yaeR": g(yd)#m s

where fyajn, sa(y?) = [Ty fze(yf — £ (m) — s{), with

[ p—— 67)

e
v (2m) K|
A code € = (f¢, g) is called a (2", n, ) code for the AVGPC if

d
PI(%) <e, forall s' € R™ with Y [|s;|* <nA. (68)
Jj=1
We say that a rate R is achievable if for every ¢ > 0 and sufficiently large n, there exists a (2", n, ¢) code for the AVGPC.
The operational capacity is defined as the supremum of all achievable rates, and it is denoted by C(K 7). We use the term
‘capacity’ referring to this operational meaning, and in some places we call it the deterministic code capacity to emphasize
that achievability is measured with respect to deterministic codes.

We proceed now to coding schemes when using stochastic-encoder stochastic-decoder pairs with common randomness.

Definition 7 (Random code). A (2" n) random code for the AVGPC consists of a collection of (2"#,n) codes {%, =

(f,‘yi, g~)}~er, along with a pmf z1(7y) over the code collection I'. We denote such a code by €' * = (u, T, {%, },er). Analogously

to the deterministic case, a (2", n, ¢) random code for the AVGPC satisfies

d
S 1) S I8 5 (m)|? < nQ, for all m € [L: 2], (69)
~el’ 7j=1
and
d
PLO(ET) 23 u(y)P((6,) <« forall s € R™ with Y [s;]|* < nA. (70)
yer j=1

The capacity achieved by random codes is denoted by C¥K ), and it is referred to as the random code capacity.
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C. Related Work

Consider the AVGPC with parallel Gaussian channels, where the covariance matrix of the additive noise is
¥ = diag{o},...,03}, (71)

ie. Zy,...,Zy are independent and Z; ~ N (0, O'JQ-). Denote the random code capacity of the AVGPC with parallel channels
by CXX). Hughes and Narayan [61] have shown that the solution for the random code capacity is given by “double” water
filling, where the jammer performs water filling first, attempting to whiten the overall noise as much as possible, and then the
user performs water filling taking into account the total noise power, which is contributed by both the channel and the jammer.
The formal definitions are given below. Let

Ny =[8-07], . jel:d (72)
with [t]+ = max{0,¢}, where 8 > 0 is chosen to satisfy
d
Z[ﬁ—aﬂJr:A. (73)
Jj=1
Next, let
Pi=la—(Nj+0o})], ,jell:d, (74)
where a > 0 is chosen to satisfy
d
> fa- (N} +02)], =9. (75)
j=1
We can now define Hughes and Narayan’s capacity formula [61],
d *
() é; % log <1 - N*P - ) : (76)

Theorem 12 (see [61]). The random code capacity of the AVGPC is given by
CHE) =C(Y). (77)

D. Observations on The Water Filling Game

We give further observations on the results by Hughes and Narayan [61], which will be useful in the sequel.
1) Game Theoretic Interpretation: By [61, Theorem 3], the random code capacity is the solution of the following optimization
problem,

41 P
i —1 1+ —1 78
mlnmax;:l 5 0g( + Nj—i-ch) , (78)
where the minimization is over the simplex Fyae = {(N1,...,Ng) : Z?:l N; < A}, and the maximization is over the

simplex Fippu = {(P1,..., Pa) © Y0, P; < Q}.

The optimization problem is thus interpreted as a two-player zero-sum simultaneous game, played by the user and the
jammer, where Fipye and Fyee are the respective action sets. The payoff function v : Fiypue X Fae — R is defined such that,
given a profile (Py,..., Py, N1,...,Nyg),

41 P;
v(Pi,...,Py,Ny,..., N, é25 ( N_JiUQ). (79)
=1 J

We have defined a game with pure strategies, i.e. the players’ actions are deterministic. In the communication model, the optimal
coding and jamming scheme are random in general, yet the capacity can be achieved with deterministic power allocations, as
in the game.

The optimal power allocation has a water filling analogy (see e.g. [27, Section 9.4]), where the jammer pours water of volume
A to a vessel, and then the encoder pours more water of volume (2. The shape of the bottom of the vessel is determined by the
noise variances o7, ...,03. The jammer brings the water level to 3, and then the encoder brings the water level to o. Water
filling for the AVGPC is illustrated in Figure 1, for @ = 13, A = 8,d = 10, (07)}2, = (5,8,3,1.5,2.5,1.8,3.2,9,4.5,5.5). The
light shade “fluid” is the jammer’s water filling and the dark shade “fluid” is the transmitter’s. The resulting “water levels” are
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Fig. 1. Water filling for the AVGPC, for Q@ = 13, A = 8, d = 10, (U?);gl = (5,8,3,1.5,2.5,1.8,3.2,9,4.5,5.5). The light shade “fluid” is
the jammer’s water filling and the dark shade “fluid” is the transmitter’s. The resulting “water levels” are 5 = 4 and o = 6, hence (N;.‘)m =

j=1 =
(0,0,1,2.5,1.5,2.2,0.8,0,0,0) and (P;)Jl.oz1 =(1,0,2,2,2,2,2,1.5,0.5).

B = 4 and o = 6. Then, substituting into (72) and (74) yields the power allocations (Nj)}gl =(0,0,1,2.5,1.5,2.2,0.8,0,0,0)
for the jammer and (P});2, = (1,0,2,2,2,2,2,1.5,0.5) for the transmitter.

One can easily prove the following properties of the random code capacity characterization.
Lemma 13. The quantities defined by (72)-(76) satisfy

Ha>p 2)N; >0 = P>0Vjell:d
2 2 d 1 max(a,0?) (80)
3) P¥ + N; + 0 = max(a,07) 1) CHE) = Y7, S log max(ee).
7

For completeness, we give the proof of Lemma 13 is given in Appendix K. Based on the water filling analogy of the power
allocation above, part 1 of Lemma 13 is natural, since [ is interpreted as the water level after the jammer pours his share,
and « is interpreted as the water level after the user pours additional water after that (see Figure 1). Part 3 and part 4 are not
surprising either since, as can be seen in Figure 1, the variance of the combined interference (Z; + S;) is max(g, af—) and the
variance of the channel output Y; is max(a, 0%).

Observe that an equivalent statement of part 2 is the following. If the user discards a channel, i.e. assigns P} = 0 to the jth
channel, then the jammer does not invest power in this channel either, i.e. N ;‘ = 0. This claim is also intuitive, and from a
game theoretic perspective, it is an aspect of the jammer’s rationality, as explained below. As mentioned above the optimization
problem is interpreted as a two-player zero-sum simultaneous game between the user and the jammer. The value of such a
game is attained by a pair of strategies which forms a Nash equilibrium [103] (see also [79][75, Theorem 3.1.4]). That is, if
the user and the jammer were to agree to use the power allocation strategies (Pj*)gl:1 and (N j)?:l, then neither player could
profit by deviating from his original strategy, provided that the other player respects the agreement. Now, suppose that for
some j € [1:d], P =0and N7 > 0. Then, the jammer is wasting energy, and can surely profit from diverging this energy
to some other channel j’ with P2 > 0. Thus, such strategy profile is irrational and cannot be a Nash equilibrium.

For a general AVC, a coding scheme which assumes that the jammer is using his optimal strategy would typically fail. The
code needs to be robust standing against any state sequence that satisfies the state constraint. For example, consider a scalar
Gaussian AVC [60], specified by Y = X + S + Z, under input constraint || X||* < n£2 and state constraint ||S||* < nA, where
the noise sequence Z is i.i.d. ~ N(0,02). Suppose that the receiver is using joint typicality decoding for a Gaussian channel
Y = X +V, where V is i.i.d. ~ N(0, A + 02) (see [27, Section 9.1]), corresponding to the optimal jamming strategy. Then,
the jammer can fail the decoder by selecting a state sequence such that ||S||2 = %, for instance. As a result, there is a high
probability that the square norm of the output sequence is below n(A + o2 — §), for small § > 0, in which case the decoder
cannot establish joint typicality and declares an error. The same principle holds in our problem. The user cannot assume that
the jammer is using his optimal power allocation, and a reliable code must be robust standing against any power allocation of
the jammer.

2) Multiple Access Channel Analogy: Water filling in two (or more) stages appears in other settings in the literature, e.g.
[26, 71, 111, 113]. Consider a Gaussian product multiple access channel (MAC), where Y; = X1 ; + X5 ; + Z;, j € [1:d],
under the input constraints HX?H2 < nf) and HX% ]2 < nA. This can be viewed as a different variation of the AVGPC where
a second transmitter replaces the jammer. By [26], a corner point of the capacity region can be achieved by applying water
filling to the total power in the first step, and then to the power of User 2 in the second step. Specifically, by [26, Section
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II1.B.], the optimal power allocations (P*) \_, and (N} ) -, for Encoder 1 and Encoder 2, respectively, which achieve a corner
point of the capacity region, satisfy

Pi+N;j=[a—df], ,jel:d], (81)
such that Y7, (P} + N7) = Q + A, and

NJ’-‘:[B—J?L,je[l:d], (82)
such that Z;l:l N} = A. Following part 3 of Lemma 13, it can be seen that the strategy above is equivalent to (72)-(75).
The total power allocation in (81) seems natural in order to maximize the sum rate. Though, our presentation in (72)-(75)
is intuitive for the Gaussian product MAC as well. Indeed, using successive cancellation decoding, the receiver estimates the
transmission of User 1 while treating the transmission of User 2 as noise, and then subtracts the estimated sequence from
the received sequence to decode the transmission of User 2. Hence, decoding for User 1 is analogous to the decoder in our
problem. Nevertheless, in the next section, we show that the deterministic code capacity in our adversarial problem has a
different behavior.

Another water filling game is described by Lai and El Gamal in [71], who considered the flat fading MAC Y = h; X1+hoXo+
Z with selfish users, where the fading coefficients are continuous random variables, distributed according to (hy, ha) ~ p.
Suppose that the users are subject to average input constraints, E,, X1 ]” < nQ and E, X2 < nA. As shown in [71], a
maximum sum-rate point on the capacity region boundary is achieved if the users perform water filling treating each other’s
transmission as noise. It is further shown that opportunistic communication is optimal, where User 1 only transmits if his water
level times fading coefficient is at least as high as that of User 2, and vice versa. That is, the power allocations of the users
are given by

)

hihy = )
2 0 otherwise

. _{[ﬂl—cﬂ/mL if By > Boha,

hi,ha — ) (83)

0 otherwise

. {[ﬁz —02/ha] | if Bihy < Boha,

where 31 and [ are chosen such that EPy, hy = = and ENj, hy = = A. This threshold operation resembles the result in the
next section, on the deterministic code capacity of the AVGPC, except that the phase transition of the AVGPC depends only
on the “water volumes” €2 and A (see Subsection IV-F).

E. Results

We give our result on the AVGPC with parallel Gaussian channels, where the covariance matrix of the additive noise is
¥ = diag{of,...,03}, i.e. Zy,..., Zy are independent and Z; ~ N'(0,07). The deterministic code capacity of the AVGPC
with parallel channels is denoted by C(X).

We establish the capacity of the AVGPC. Based on Csiszar and Narayan’s result in [30], the deterministic code capacity
of an AVC under input and state constraints is given in terms of channel symmetrizability and the minimal state cost for
the jammer to symmetrize the channel (see also [73] [82, Definition 5 and Theorem 5]). By [30, Definition 2], a AVGPC is
symmetrized by a conditional pdf ¢(s?|z?) if

/ / s2g) fza(y? — af — s%)ds? / / (saf) fra(y? — 2§ — sDds?, Vi 23, y" € R?,  (84)

where fya(z9) = H‘;Zl 21 —e 7 5295 In particular, observe that (84) holds for ¢(s?|z?) = §(s¢ — x¢), where §(-) is
e 71'0’]-

the Dirac delta function. In other words, the channel is symmetrized by a distribution ((s?|x%) which gives probability 1 to

S = 2%, For the AVGPC, the minimal state cost for the jammer to symmetrize the channel, for an input distribution fxa, is

given by

A(Fxa) = min / / Fxa(@®p(s?(z?) ||| dstda?, (85)

where the minimization is over all conditional pdfs ((s%|x%) that symmetrize the channel, that is, satisfy (84). The following
lemma states that the minimal state cost for symmetrizability is the same as the input power. The lemma will be used in the
achievability proof of the capacity theorem.

Lemma 14. For a zero mean Gaussian vector X4 ~ N(0, Kx),

A(Fya) = tr(Kx). (86)
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The proof of Lemma 14 is given in Appendix L. The proof builds on our observation that (84) holds if and only if
o(sz?) = p(s? — x¢|0). This in turn leads to the conclusion that the minimum in (85) is attained by ,q(s?) = §(s¢ — ).
Moving to the capacity theorem, define

(D) if Q> A,

C(X) = 87
®) 0 otherwise. 87)
Theorem 15. The deterministic code capacity of the AVGPC is given by

C(®) = C(T). (88)

The proof of Theorem 15 is given in Appendix M. Considering the scalar case, Csiszar and Narayan showed the direct part
by providing a coding scheme for the Gaussian AVC [32]. While the receiver in their coding scheme uses simple minimum-
distance decoding, the analysis is fairly complicated. Here, on the other hand, we treat the AVGPC using a much simpler
approach. To prove direct part, we consider the optimization problem based on the capacity formula of the general AVC under
input and state constraints, which is given in terms of symmetrizing state distributions. We use Lemma 14 to show that if
Q > A, then the transmitter’s water filling strategy in (74) guarantees that A(F,«) > A. Intuitively, this means that the jammer
cannot symmetrize the channel without violating the state constraint. In this scenario, the random code capacity can be achieved
with deterministic codes as well.

F. Discussion

We give a couple of remarks on our result in Theorem 15. As in the case of the Gaussian scalar AVC [32], the capacity is
disconinuous in the input constraint, and has a phase transition behavior, depending on whether 2 > A or 2 < A. We give
an intuitive explanation below. For the classic Gaussian AVC, reliable communication requires the power of the transmitted
signal to be higher than the power of the jamming signal, otherwise the jammer can confuse the receiver by making the state
sequence S “look like” the input sequence X [32]. At a first glance at our problem, one might have expected that the input
power P; of the jth channel also needs to be higher than the jamming power N;, in order for the output Y, to be useful.
This is not the case. Since the decoder has the vector of outputs (Y71,...,Y), even if S; looks like X, the receiver could
still gain information from Y as the other outputs may “break the symmetry”.

Based on Shannon’s classic water filling result [94], the capacity of the Gaussian product channel, Y; = X;+V;, j € [1 : d],
can be achieved by combining d independent encoder-decoder pairs, where the jth pair is associated with a capacity achieving
code for the scalar Gaussian channel under input constraint P;'. However, based on Csiszdr and Narayan’s result on the Gaussian
single AVC [32], the capacity of the jth AVC, Y, = X;+5; +Z , is zero under input constraint P;* and state constraint NV for
Pr < N7. This means that, in contrast to the Shannon s Gaussian product channel [94], using d 1ndependent encoder—decoder

palrs over the AVGPC is suboptimal in general. This can be viewed as a constrained version of the super-additivity phenomenon
n [91].

V. MAIN RESULTS — AVC WITH COLORED GAUSSIAN NOISE

()

0.51

- -/2 0 /2 ™

Fig. 2. Water filling in the frequency domain for the AVC with colored Gaussian noise. The curve depicts the power spectral density Wz (w) of the noise
process Z™. The red dashed line indicates the “water level” 5 which corresponds to the jammer’s water filling, and the blue dotted line indicates the “water
level” a which corresponds to the transmitter’s water filling.
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We consider an AVC with colored Gaussian noise, i.e.
Y=X+Z+S, (39)

where Z is a zero mean stationary Gaussian process, with power spectral density ¥ (w). Assume that the power spectral
density is bounded and integrable. We denote the random code capacity and the deterministic code capacity of this channel
by CXW¥z) and C(V ), respectively.

We show that the optimal power allocations of the user and the jammer are given by “double” water filling in the frequency
domain. Define

b'(w)=[8-YzW)],, 7<w<mT, (90)
where 8 > 0 is chosen to satisfy
1 ™
57 | B ¥, do=A. o1
Next, define
a*(w) =[a— (" (W) +Vz(Ww))],, T<w<m, (92)
where a > 0 is chosen to satisfy
1 T
%/ [ = (b"(w) + ¥z(w))] | dw = Q. (93)
Now, let
1 ("1 a*(w)
(V) & — / -1 14+ ———F—— | dw. 94
(Vz) o )2 0og +b*(w)—|—\IJZ(w) w %94)
Theorem 16. The random code capacity of the AVC with colored Gaussian noise is given by
CHWz) = C(¥2), 95)

and the deterministic code capacity is given by

CH(Ty) ifQ>A,

. (96)
0 otherwise .

C(Vz) = {

The proof of Theorem 16 is given in Appendix N, combining our previous results on the AVC with fixed parameters and
the AVGPC. Despite the common belief that the characterization for a channel with colored Gaussian noise easily follows
from the results for the product channel setting, the analysis is more involved. While standard orthogonalization transforms
the channel into an equivalent one with statistically independent noise instances, the noise in the transformed channel is not
necessarily white. As the noise variance may change over time, we observe that the transformed channel is in fact an AVC with
fixed parameters which represent the sequence of noise variances. Using Corollary 5 and Corollary 11, we obtain deterministic
and random capacity formulas that are analogous to those of the AVGPC, and use Toeplitz matrix properties to express the
formulas as integrals in the frequency domain.

The optimal power allocation has a water filling analogy in the frequency domain (see e.g. [27, Section 9.5]), where the
jammer pours water of volume A on top of the power spectral density Uy (w), and then the encoder pours more water of
volume 2. The jammer brings the water level to 3, and then the encoder brings the water level to a.. The process is illustrated
in Figure 2.

APPENDIX A
PROOF OF THEOREM 1

Consider the compound channel W< with fixed parameters under input constraint {2 and state constraint A.
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A. Achievability Proof
To show achievability, we construct a code based on conditional typicality decoding with respect to a channel state type,

which is “close” to one of the state distributions in Q.
Denote the type of the parameter sequence by Pr = Pyn~. Define a set Q,, of conditional state types,

90, = { snjgn - (07,5") € .A((;ll) (Pr x q), for some g € Q} , 97)

with (Pr x q)(t,s) = Pr(t)q(s|t), and

4]
A
UEEREE (98)
where 6 > 0 is arbitrarily small. In words, Q,, is the set of conditional types ¢’ (s|t), given a parameter sequence 0™, such that the
joint type is d1-close to Pr(t)q(s|t), for some conditional state distribution ¢(s|t) in Q. We note that the sets Q and Q,, could
be disjoint, since Q is not limited to conditional empirical distributions. Nevertheless, for a fixed § > 0 and sufficiently large n,
every ¢ € Q can be approximated by some ¢’ € Q,,. Indeed, for sufficiently large n, there exists a joint type Pr.(t)¢'(s|t) such
that |Pr.(t)q'(s|t) — Pr(t)q(s|t)| < 61/|S|, hence |Pp(t) — Pr(t)] < é1 and [Pr(t)q'(s[t) — Pr(t)q(s[t)] < 014’ (s[t) < d1.
Now, a code is constructed as follows.

Codebook Generation: Fix Pxr such that E¢(X) < Q — ¢, where

= PrOE@X)|T =1) Z > Pxir(alfi)o(x). (99)

teT i=1zeX

Generate 2" independent sequences at random, " (m, 6™) ~ [/, PX|T(:ci|9i), for m € [1: 2R

Encoding: To send a message m, if ¢" (2™ (m,0™)) < Q, transmit =™ (m, ™). Otherwise, transmit an idle sequence =" =
(a,a,...,a) with ¢(a) =

Decoding: Find a unique 1 € [1 : 2"F] for which there exists ¢ € Q,, such that (6", z" (1, 0"),y") € .Al(;n) (PpPj i)
where

Py yir(@,ylt) = Pxr(alt) > aslt)Wy x50yl 5,1) - (100)

seES

If there is none, or more than one such m, declare an error. We note that using the set of types Q,, instead of the original set
of state distributions Q alleviates the analysis, since Q is not necessarily finite nor countable.
Analysis of Probability of Error: Assume without loss of generality that the user sent M/ = 1. By the union of events bound,

we have that Pr (M # 1) <Pr(&)+Pr(&| &) +Pr(&| &), where

& ={(0", X"(1,6™)) ¢ AL (PrPx7)}
& ={(67, X™(1,07),Y") ¢ AW (PTPX‘T Y xp) forall ¢ € Oy },
Es ={(0", X" (m,0™),Y") € A5 (PTPX|T Y‘XT) for some m # 1, ¢ € 9, }. (101)

The first term tends to zero exponentially by the law of large numbers and Chernoff’s bound (see e.g. [67, Theorem 1.2]).
Now, suppose that the event £ occurs. Then, for sufficiently small §, we have that ¢™ (X ™(1,6™)) < Q, since E¢(X) < Q—e.
Hence, X" (1, 6") is the channel input.

Next, we claim that the second error event implies that (6", X"(1,6™),Y™) ¢ .A(;/2 (PrPx|r Y‘XT) where ¢(s|t)
is the actual state distribution chosen by the jammer. Assume to the contrary that & holds, but (8™, X"(1,0"),Y™) €
A§ /s (PTPX‘T YI X, ). For sufficiently large n, there exists a conditional type ¢’ € Q,, that approximates ¢ in the sense that
|Pr(t)q (s|t) — ( Jq(s|t)| < 61 forall s € S and t € T, hence

/ 0
1Pr(®) Py x r(ylz,t) = Prt) Py x p(yla, )] < 18] -6 = 3, (102)
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forallz € X, t €T, yeY (see (98)-(100)). To show d-typicality with respect to ¢’(s|t), we observe that
| By s 6m) v (£ 2,y) = Pr()Pxr (2l PE 1 (ylz, )
=|Pyn xn(1,6m),yn (t, T, y) — Pr(t)Pxr(x[t) Py x r(ylz, t) + Pr(t) Pxr (2]t) Py x - (yl2, 1)
— Pr(t) Pxr(a|t) P (], 1)
<Py xn(1,0m) v (8 2, y) — Pr(t)Pxr(x[t) Py x +(ylz, t)|
+ [Pr(t) Px|r (x[t) Py (yl@, t) — PT(t)PX\T($|f)P3qf/|X,T(y|$a 8l
Sg + gPX\T(IV) <4, (103)
where the first inequality is due to the triangle inequality, and the second inequality follows from (102) and the assumption

that (6", X"(1,0™),Y") € A (PrPy 7Py y 7)- It follows that (67, X™(1,6"),Y") € AS" (PrPyrP{ ). and & does

5/2 | X, T
not hold. Thus,

Pr (& | &) <Pr (0", X"(1,6"),Y") ¢ A (PrPxinPY x 7)) - (104)

This tends to zero exponentially as n — oo by the law of large numbers and Chernoff’s bound (see e.g. [67, Theorem 1.2]).
Moving to the third error event, as the number of type classes in S™ is bounded by (n + 1)/, we have that

Pr(& | £9) < (n+1)151. sup Pr ((6",X"(m, 0"),Y") € AY) (Pr Py PE 1) for some m # 1) . (105)
€0, 7
For every m # 1, X™(m, ™) is independent of Y™, hence
Pr (07, X" (m),Y") € AL (PrPxrPY 1)
= > Pxupa(z"|0") > Pl (y"107) . (106)
znexn yn (9”‘@”‘71}")6%\55”)(PTPX\TP;?‘X’T)
Let (67,27, y") € A{"” (PrPx Py 7). Then, (67,y") € A{” (Pp Py, ) with 6, £ |X| - 6. By Lemmas 2.6-2.7 in [29],
P)‘in‘Tn (y™|6™) = 2_77’(H(pynt\9“)+D(Py"\9"IIPY\T)) < 9—nH (Pynjon) < 2—"(Hq/(Y\T)—81(5)) , (107)

where £1(5) — 0 as 6 — 0. Therefore, by (105)—(107),
Pr(&) < (n+1)181. sup 27f

q'€Qn
S P (@107 - {y" ¢ (07,5, y") € ATV (PrPyir Py )} - 27 (e 11— (®)
zrEX™
< sup (7’L+ 1)|$\27n[1q/(X;Y\T)fRfsz(é)], (108)
QIEQn

with e5(6) — 0 as § — 0, where the last inequality is due to [29, Lemma 2.13]. The RHS of (108) tends to zero exponentially as
n — oo, provided that R < I, (X;Y|T) —e2(d). The probability of error, averaged over the class of codebooks, exponentially
decays to zero as n — oo. Therefore, there must exist a (2", n, e~%") deterministic code, for a sufficiently large n. This
completes the proof of the direct part.

B. Converse Proof
Since the deterministic code capacity is always bounded by the random code capacity, we consider a sequence of (2", n, a,)
random codes, where «,, — 0 as n — oo. Then, let X" = ffyl(M ,0™) be the channel input sequence, and Y™ be the
corresponding output sequence, where v € I' is the random element shared between the encoders and the decoder. For every
q € Q, we have by Fano’s inequality that H,(M|Y"™,T" = 0",v) < ne,, hence
nR=HM|T" =0",~v) = I,(M;Y"|T" = 0",~)+ HM|Y", T" = 0",)
<I,(M,v;Y™MT" =0") +nep, = I,(M, v, X" Y T" = 0") 4 ne,,
=I, (X", Y"T" = 0") + ne, , (109)
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where ¢, — 0 as n — co. The third equality holds since X™ is a deterministic function of (M,~, ™), and the last equality
since (M,~)-e-(X™,T™)-eY" form a Markov chain. It follows that

1 n
R—e, <= (X Y|T; = 0;) = I,(X; YT, K) < I,(X,K; Y|T) (110)
n
i=1
forall ¢ € Q, with X = Xk, Y =Ygk, T = Tk = 0k, where the random variable K is uniformly distributed over [1 : n],
and €,, — 0 as n — oco. Observe that the random variable T is distributed according to

Pr(t) =Pr(ox =t) = 3 Pr(K =i) = = N(tlg") = Ppo(t). (i1

. n
i:0;,=t

where N (¢|0™) is the number of occurrences of the symbol ¢ € 7 in the sequence 6". Since K-e-(T, X )<Y form a Markov
chain, we have that
R—¢e, < inf I,(K,X;Y|T) = inf I(X;Y|T). (112)
qeQ qeQ
O

APPENDIX B
PROOF OF LEMMA 2
We state the proof of our modified version of Ahlswede’s RT [6]. The proof follows the lines of [6, Subsection IV-B], which
we modify here to include a constraint on the family of state distributions ¢(s) and the parameter sequence §". Let stes"
such that ["(s™) < A. Denote the conditional type of $™ € 8™ given 6" by ¢(s|t). Observe that ¢ € P (S]0°°) (see (9)),

since 237" S < aq(s|0:)l(s) =1"(5™).

Given a permutation 7 € II1(6"),

Z q"(s"|0")h(s™,0™) = Z q" (ws"™|0™)h(ms™, 6™) = Z q"(ms" w0 ) h(ms™, w™) = Z q"(s"|0")h(ms™, wo"),
smesn smesn smesn snesn

(113)

where the first equality holds since 7 is a bijection, the second equality holds since 8™ = 0™ for every 7 € I1(6™), and the
last equality holds due to the product form of the conditional distribution ¢™(s™[¢") = []\_; q(s;|t;). Hence, taking ¢ = @,

S"ES" WGH 977, SneSn
and by (17),
1

S G0 | = Y. h(ws™ w0 | < anp. (115)

snesn [LL(6m)] rETI(O7)
Thus,

~ 1
Z q"(s"0") | w5 Z h(rs™, m0")| < a, . (116)
> e 2
Sn:PSn‘gn—q Tell(6m)

As the expression in the square brackets is identical for all sequences s™ of conditional type g, we have that

|H9n > ) ) < o (117)

mell(0™) s Psnwn =q

The second sum is the probability of the conditional type class of g, hence

-~N n n 1
Z g (s"| )27(714—1)'5”7—‘7 (118)
s™ Psn‘gn =q
by [27, Theorem 11.1.4]. The proof follows from (117) and (118). O

APPENDIX C
PROOF OF THEOREM 3

Consider the AVC W with fixed parameters under input constraint {2 and state constraint A.
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A. Achievability Proof

To prove the random code capacity theorem for the AVC with fixed parameters, we use our result on the compound channel
along with our modified Robustification Technique (RT), i.e. Lemma 2.

Let R < C*. At first, we consider the compound channel under input constraint {2, with Q = Pa (8]6°°). According to
Lemma 1, for some § > 0 and sufficiently large n, there exists a (2", n) code ¢ = (f(m,6"), g(y™,6™)) for the compound
channel WPA(SI9™) with fixed parameters such that

¢" (f(m,0™)) < Q, for all m € [1:2"%], (119)
and
PM(q,6",6) = > q(s"0")PM(€s",0m) < e, (120)
snesSn
for all product state distributions ¢(s™[6™) =[]}, q(sz|9 ), with q € Pa(S|6°°).
Therefore, by Lemma 2, taking ho(s™,0") = pm™ (€|s™,0™) and oy, = =29, we have that for a sufficiently large n,
1
— > P(G|rs",0") < (n+1)1lem P < e (121)
o 2,

for all s™ € §™ with ["(s™) < A, where the sum is over the set of all n-tuple permutations such that 76" = ™.
On the other hand, for every 7 € TI(6™),

2nR
n n n (a) 1 n n n gn
Pe( )(%|ﬂ-s ,0™) InR g 5 Wyn xn gn . (y"[f(m, 0"), ws™, 0™)

m=1yn:g(y™,0m)#m
2nR

1
2— Z Z WYnIXn7Sn7Tn (ﬂ'yn|f(m7 9”), 7TSn7 9”)

m=1yn:g(rym,0m)F#m

277.1?.

() 1 n|,_— n n _—lpgn

=R > > Wy xn gn g (y" |7 H(m, 07), 8™, 710", (122)
m=1yn:g(rym,0m)#m

where (a) is obtained by plugging 7s™ in (11a); in (b) we substitue wy" instead of y™; and (c) holds because the channel is
memoryless. Since 70" = 0™ for every w € II(9™), it follows that

2nR
P (€ |ns™, 6™) = 2nR Z Z Wyn|xn gn o (y" |7~ H(m, 07), s, 0™) . (123)
m= 17! q(ﬂ'y” 071)757-”

Then, consider the (2", n) random code €™(?"), specified by
fr(m,0") = 7= (m, "), g=(y",0") = g(my",0"), (124)

with a uniform distribution p(7) = LRIl (9n)\ for m € II(A™). As the inputs cost is additive (see (6)), the permutation does
not affect the costs of the codewords, hence the random code satisfies the input constraint 2. From (123), we see that

n)(%n @) |sm 9n) = > reri(ony M) - P p (€|mrs™, 0m), for all s™ € 8™ with ["(s™) < A. Therefore, together with (121),
we have that the probability of error of the random code €™(°") is bounded by Pe(") (q,@”,‘tfn(en)) < e, for every

q(s™]0™) € PA(S™]6™). Tt follows that €™ is a (2" n, e~%") random code for the AVC W with fixed parameters under
input constraint ) and state constraint A. O

B. Converse Proof

Assume to the contrary that there exists an achievable rate pair

R>CW (125)

Q)‘Q:ﬂfa(sww) ’
using random codes over the AVC W under input constraint §) and state constraint A, where ¢ > 0 is arbitrarily small. That
is, for every € > 0 and sufficiently large n, there exists a (2", n) random code €' = (u, ', {%, }er) for the AVC W, such
that 3 . pu(7)@" (£ (m, 0")) < €, and

P (q,0",%") <e, (126)

for all m € [1 : 2"%] and ¢(s"|6") € Pp(S™|6™). In particular, for distributions q(-|0™) that give mass 1 to some sequence
s" € S™ with "(s") < A, we have that P{™) (%7 |s", 6m) < .
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Consider using the random code %" over the compound channel WPa-5(5) with fixed parameters under input constraint
Q. Let g(s[t) € Par—s(S) be a given state distribution. Then, define a sequence of conditionally independent random variables
S1,...,8n ~q(s|t). Letting g"(s"|6™) £ [];—, @(s:|6:), the probability of error is bounded by

PM@ o€ < S g (s PM (@7 s, 67) + Pr (zn(s ) > A) . (127)

s n(s™)<A
The first sum is bounded by (126), and the second term vanishes by the law of large numbers, since § € Pp_s(S[0>). It
follows that the random code € achieves a rate R as in (125) over the compound channel WP4-4(5) with fixed parameters

under input constraint €2, for an arbitrarily small § > 0, in contradiction to Lemma 1. We deduce that the assumption is false,

and C W) < C(WQ)}szA(swoo) =Cx(W). O

APPENDIX D
PROOF OF LEMMA 4
To prove that R} (W) = C(W), we begin with the property in the lemma below.
Lemma 17. Let w}, \I, i € [1: n], be the parameters that achieve the saddle point in (21), i.e.

> Co(wy, Ap)- (128)

%

RI(W) =

SRS
Il
-

Then, for every 4, € [1 : n] such that §; = 6;, we have that w} = wj and A} = \J.

Proof of Lemma 17. For every i € [1 : n], let p;, ¢; denote input and state distributions such that E¢(X;) < w?, El(S;) < Af
for X; ~ p;, S; ~ ¢;. Now, suppose that §; = 6; = ¢, and define

V(@) = 5lpi@) + ()], d(5) = 5lails) + a5(5)] (129)

Then, E¢(X') = 1[E¢(X;) + E¢(X;)] and EI(S’) = L[EL(S;) + EI(S;)] for X’ ~ p/, 5" ~ ¢'. Furthermore, since the mutual
information is concave-N in the input distribution and convex-U in the state distribution, we have that

5 U (X YlTs = 0) + 1 (X3 1T, = 0] < L (X5 Y77 = 1)
% I, X Y'|T = 1) 4+ 1, (X, Y'|T =t)] > L(X";Y'|T' =1t). (130)
Therefore, the saddle point distributions must satisfy p; = p; = p’ and ¢; = ¢; = ¢/, hence w; = w} and \] = \}. (|
Next, it can be inferred from Lemma 17 that
RXOW) = n)mnT Jmax > Pr(t)Celwr, M)
Sier Prt)M<A X,cr Pr(tw,<0t€T
= min max I,(X;Y|T)

(M)teT s a(slt) s (wi)teT , p(at)
B, [1(S)|T=0]<Xe E[6(X)|T=t]<w,
Ztg’r PT(t)AtSA EpeT PT(t)thQ

= min max I,(X;Y|T) = Cy(W), (131)

a(slt)  Eql(S)<A p(alt) : E$(X)<Q
where Pr is the type of the parameter sequence 6™. The second equality follows from the definition of C(wy, A) in (20),
using the minimax theorem [96] to switch between the order of the minimum and maximum. In the third line, we eliminate
the slack variables \; and w; replacing E,[(S;) and E¢(X,), respectively. The last equality holds by the definition of CX(WV)
in (16). O

APPENDIX E
PROOF OF LEMMA 8

Consider the AVC W with fixed parameters under input constraint {2 and state constraint A. Let 6" be sequence of fixed
parameters for a given blocklength. Recall that 7" is a random variable that is distributed as the type of 6. We extend the
proof in [30]. First, we give an auxiliary lemma, which we also used in [85].

Lemma 18 (See [30] [85, Lemma 11] ). For every pair of conditional state distributions Q(s|x,t) and Q’(s|x,t) such that

max { Z Pr(t)p(x[t)Q(s|z, ) Z Pr(t)p(z|t)Q' (s|z, t)l(s)} < Au(p), (132)

t,x,s t,x,s
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there exists & > 0 such that

Ixng)y( ‘ Z PT(t)Q(SL%u t)WY|X.,S,T(y|x7 Sat) - Z PT(t)Q/(SLrEu t)WY|X.,S,T(y|:Z'7 Sat) 2 5 . (133)
e t,s

t,s

Proof of Lemma 18. Assume to the contrary that the LHS in (133) is zero, and define

1
Qa(s|z,t) = 3 (Q(s|z,t) + Q' (s|x, 1)) . (134)
Using the symmetry between @ and @', we have that

OZmEiX}ZZPT (s, )Wy x50 (Wle, s,t) = > Y Prt)Q'(sle, t) Wy x,s,7(yld, s f)‘

DY eT ses teT seS
ax Z ZPT (sZ, )Wy x5, 7(ylz, s Z ZPT (slz, )Wy x 5,7y, s, )’
T, T,y
teT, s€ES teT, s€ES
+ 5 ax Z ZPT (s|z, )Wy x s,7(ylz, s, Z ZPT (slz, )Wy x 5,7y, s, )’
Y teT, ses teT, sES
x| > Pr(t)Qa(slz, )Wy x50 (ylE,s,) — Y ZPT(t)QA(S|57at)WY|X,S,T(y|x7Svt)’ : (135)
’y teT, s€S teT, sES

Since we have assumed that Pr(t) > o for all ¢ € T, it follows that
D Qalslz, )Wy x 57 (ylE, s, t) = Y Qalsld, )Wy x srylz, 5,1), (136)
seS s€S

forallt € T, z,2 € X and y € ). In other words, QA(|-,t) symmetrizes the channel Wy x g 7(:|-,-,t) for all t € T.
Therefore, by the definition of A,,(p) in (27), we have that

> Pr(t)p(x[t)Qa(s|a, t)i( ZZp 20:)Qa(s]z, 0;)1(s) >N, (p) (137)

t,z,s zlzs

in contradiction to (132). The equality above holds because 7" is distributed as the type of the parameter sequence 6", hence
averaging over time is the same as averaging according to Pr. It follows that the LHS of (133) must be positive. This completes
the proof of the auxiliary Lemma. O

We move to the main part of the proof. To show that (37) holds for sufficiently small 7, assume to the contrary that there
exists y™ such that (y™,0") is in D(m) N D(m) # (. By the assumption in the lemma, the codewords {f(1,0")},,c[1:2n7]
have the same conditional type. In particular, P)?|T =Pxir=p

By Condition 1) of the decoding rule,

D(Pr x,syl||Pr x Pxir x Psjp x Wy|x,s,7)
PT,X,S.,Y(ta z, s, y)

Pszy(t ZT,s y)log Sn, (138)
t;y Pr(t)p(z[t) Psir (s|t)Wy | x,s,7(y|z, 5, 1)
and by Condition 2) of the decoding rule,
Ps (Z|z, s,t,y)
- X|X,8,T,Y 155 b
I(X,Y; XIS, T) = Y Prygsy(t:a,dsy)log 'P~ G ST (139)
t,x,T,s,y X8, T ’

where T, X, X, S,Y are distributed according to the joint type of 6™, f™(m,0"), f™(m,0"), s™, and y"™. Adding (138) and
(139) yields

P,y 5oyt ,s,y)
- T7,X,X,5,y\LA, T, 5,
(t,z,Z,s,y)log R <27n. (140)
2 Prxxsy )18 S T Py (o STOWa s 5.1
That is, D(PT,X,)?,S,Y”PT XpXpx Py Wy |x,s,7) < 2. Therefore, by the log-sum inequality (see e.g. [27, Theorem
27.1]),

D(PT,X,)?,Y”PT XpXpX VY\X )?.T)
SD(PT)X7)}7S)Y||PT XpXpX PS|X T X WY|X.,S,T) <2n, (141)



24

where Vi, v 5 7(y |z, 2,t) = > cs Wyx,s,7 ¥z, Svt)Psp? +(s]Z,t). Then, by Pinsker’s inequality (see e.g. [29, Problem
3.18)),
o IPrx gy (b w & y) — Pr(t)p(a[t)p(E[H)Vy x5 p (e, 2, 1)] < /20, (142)
t,x,T,y

where ¢ > 0 is a constant. By the same arguments, (34) implies that

Y Pry gy (e, @, s) = Pr)p(el)p(@Vy ¢ pWle, & 0] < ey/2n, (143)
t,x,T,y
where V1//|XX LWl 2,t) =3 s Wy|X757T(y|:E,s,t)P-SvIX)T(skv,t). Now, observe that inserting the sum over ¢ € T into

the absolute value maintains the inequality, by the triangle inequality. Furthermore, since p(z|t) > 01, for x € X, t € T, we
have that

. 2¢4/2n
max| Y- PrtVy x g0 0le. 80 = 3 Prt)Vy, ¢ oo, &0 < <57 (144)
T teTn teTn
Equivalently, the above can be expressed as
2¢/2n
P 5 (|2, )Wy x,5,7(ylz, s ZPT Py x (sl )Wy x,5,7(y|Z, s t)‘ 5T (145)
Now, we show that the state distributions @ = | 2T and Q' = | X7 satisfy the conditions of Lemma 18. Indeed,
max{ Z Pr(t)p(z]t)Q Z Pr(t)p(z|t)Q' (s |x)l(s)}
t,T,s tx,s
_max{ > Pr(t)p(E[t) Py z 4 (s, D)I(s), D Pr(t)p(a]t)Ps ¢ 4(s |x,t)l(s)}
t,T,s t,x,s
= max {Z Ps(s)l(s), Z Pg(s)l(s)}
= max {{"(s"), "(3")} <A < A, (p), (146)
where the last inequality is due to (36). Thus, there exists ¢ > 0 such that (133) holds with Q) = SI 2T and Q' = SI X1
which contradicts (145), if n is sufficiently small such that QCF <E&. O
APPENDIX F

PROOF OF LEMMA 9
Let Z™(m,0m), m € [1 : 2"F], be statistically independent sequences, uniformly distributed over the conditional type class

T™(p). Fix a™ € X™ and s™ € 8™, and consider a joint type PT X.X.5° such that Py = P)?|T = p. We intend to show that

{Z™(m,6™)} satisfy each of the desired properties with double exponential high probability (1 — e_QEn), E > 0, implying
that there exists a deterministic codebook that satisfies (38)-(40) simultaneously. We begin with the following large deviations
result by Csisdr and Narayan [30].

Lemma 19 (see [30, Lemma Al]). Let o, 5 € [0,1], and consider a sequence of random vectors U™ (m), and functions
Om 2 XM —[0,1], for m € [1: M]. If

E (om(U™(1) ...,U(m)|U™(1) ..., U"(m—1)) S as., form e [L:M], (147)

then

M
Pr <Z em(U™(1) ..., U (m)) > Mﬁ) <exp{—M(B — aloge)}. (148)

To show that (38) holds, consider the indicator
1 if (0™, Z™(m,0™), Z"™(m, ™), s") € Tn(PT,X,)?,S)
om(Z™(1,0™),..., Z"(m,0")) = for some m < m (149)
0 otherwise

By standard type class considerations (see e.g. [67, Theorem 1.3]), we have that

E [ (Z"(1,07), ..., Z"(m,0")| Z"(1,0"),..., Z"(m — 1,67)] <2 "(IXTXS)=5-R) < 9=n(I(GXSID-5-R) ' (150)
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where the last inequality holds since I(X;T, X, S) > I(X; X, S|T).
Next, we use Lemma 19, and plug

M = 2", U (m) = 2" (m, 6",

o= 2—71([()?;X,S\T)—E—R) , B — 2”([R*I(X§X75|T)]+*R+5) ) (151)

For sufficiently large n, we have that M(8 — aloge) > 21¢/2 Hence, by Lemma 19,
2nR

Pr| Y gn(zn (07, 2@, 7)) > 2" (B Exsi]2)
m=1

_one/2
<e? .

(152)

By the symmetry between m and m in the derivation above, the double exponential decay of the probability in (152) implies
that there exists a codebook that satisfies (38).
Similarly, to show (39), we replace the indicator of the type Py 5 S|T in (149) by an indicator of the type Pz S| and

rewrite (150) with 1(X;S|T), to obtain

Pr (1 (0, 2"0,07), ") € T" (P )} > 2" P ESIDLEa)) o mrenrt, (153)
where €; > 0 is arbitrarily small. If T ()N( ;S|T) > e and R > &, then choosing €1 = %, we have that
[R ~I(X; S|T)L te <R- % : (154)
hence,
Pr (|{m L (67,27 (7, 07),5") € T"(Prz.6)} > 2n(Rf%)) <e (155)
It remains to show that (40) holds. Assume that
I(X; X,S|T) - [R ~ I(X; S|T)L > e (156)

Let J,, denote the set of indices m < m such that (6", Z"(m,0"),s") € T" (P g ), provided that their number does not
([Rfl(X;SlT)LJrg); else, let J,, = 0. Also, let
Loif (07, 2" (m,0"), Z"(m,0"),s") € T"(Pr x .5
Y (Z7™(1,0™), ..., Z"(m,0")) = for some m € Jy, , (157)

0 otherwise.

n
exceed 2

Then, choosing €1 = g in (153) yields

2nR

Pr ( > (271,07, 2" (m,0") # [{m
m=1

0", Z"(m,0m), Z"(m,0"),s") € T"(Pp 5 ¢) for some m < m}|) <e 2 (158)
Therefore, instead of bounding the set of messages, it is sufficient to consider the sum > ,,(Z™(1,0™),..., Z™(m, 6™)).
Furthermore, by standard type class considerations (see e.g. [67, Theorem 1.3]), we have that
E (¢ (27(1,07), ..., Z"(m,0™)|Z"(1,6™),. .., Z"(m — 1,6")) < |Fn| - 27 "X SITI=5)
<2n([R—I()?;S|T)]+—I(X;)~(,S|T)+%) < 9-8ne/a (159)
where the last inequality is due to (156). Thus, by Lemma 19,
2nR n(R73_5) s
Pr( S wn(Z2(1,07),..., 2% (m,0") > 2"(F5) | < 2T < o2 (160)
m=1

as we have assumed that R > . Equations (158) and (160) imply that the property in (40) holds with double exponential
Ein
probability 1 — e=2"", where E; > 0. O
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APPENDIX G
PROOF OF THEOREM 6

A. Achievability Proof

Suppose that L}, > A for sufficiently large n. Let € > 0 be chosen later, and let Px |1 be a conditional type over X, for
which Px|p(zt) >0 Ve € X, t €T, and E¢(X) < Q, with

An(Pxir) >A. (161)

As explained below, we may assume without loss of generality that for some g > 0 that does not depend on n, we have that
Pp(t) > 0¢ for all ¢t € T. Indeed, following our assumption in (25), the asymptotic capacity formula lim inf C,, (W) does not
change when we remove parameter values ¢t € T such that Pr(t) — 0. Hence, coding can be limited to the rest of the block
with negligible rate decrease, thus removing those parameters from consideration. Then, choose 1 > 0 to be sufficiently small
such that Lemma 8 guarantees that the decoder in Definition 5 is well defined. Now, Lemma 9 assures that there is a codebook
{2™(m, 0™)} uep1:2nr) of conditional type p that satisfies (38)-(40). Consider the following coding scheme.

Encoding: To send m € [1 : 2"%], transmit 2™ (m, ™).

Decoding: Find a unique message 7 such that (y",0™) belongs to D(7i), as in Definition 5. If there is none, declare an
error. Lemma 8 guarantees that there cannot be two messages for which this holds.

Analysis of Probability of Error: Fix s € 8" with ["(s") < A, let ¢ = Pg|p denote the conditional type of s™ given ¢,
and let M denote the transmitted message. Consider the error events

& ={D(Pr,x,s,y||Pr x Px;r X Pgr x Wy|x,g) > n} (162)
&> ={Condition 2) of the decoding rule is violated} (163)
and
Fi ={I,(X; S|T) > €}, (164)
Fo ={I,(X; X,S|T) > [R — I(X;8|T) | e for some i # M} (165)

where (T, X, X, S) are dummy random variables, which are distributed as the joint type of (8™, z™(M, 6™), z™ (i, 6™), s™).
By the union of events bound,

PM(F|s™,0™) <Pr(F1) 4 Pr(Fa) 4+ Pr (&1 NFL) + Pr(& N FS) (166)

where the conditioning on S™ = s™ and 7™ = 6" is omitted for convenience of notation. Based on Lemma 9, the probabilities
of the events /7 and F» tend to zero as n — oo, by (39) and (40), respectively.
Now, suppose that Condition 1) of the decoding rule is violated. Observe that the event £ N F7 implies that

D(Prxsyl|lPrx,s < Wy|x,s)

=D(Prx,s,y||Pr x Pxjr x Psjp x Wy |x s.7) = I(X;5]T) > n —e. (167)
Then, by standard large deviations considerations (see e.g. [27, pp. 362-364]),
Pr(&nFy) < max 9—n(D(Pr,x,5,v||Pr,x s xWy|x,s,7)—¢€)
Pr x,s,y : £1NFy holds
<g~nn=2) (168)

which tends to zero as n — oo, for sufficiently small ¢ > 0, with € < %77.

Moving to Condition 2) of the decoding rule, let Do denote the set of joint types P 5 ¢ such that
D(Pr x,syl||PrPxr x Psjr x Wy |x.s,7) <1, (169)
D(Pz 5vlIPg, x Pgp % Wy |x,s,7) < n, for some S ~ q(slt), (170)
I,(X,Y; X|S,T) > 1. (171)

Then, by standard type class considerations (see e.g. [67, Theorem 1.3]),

Pr&nFs|M=m)< Y [{m: (0" 2" (m,0"), 2" (m,0"),s") € T"(Pp x 5.}

PT’X}’SeDz :

F5 holds
« 9~ n(Ia(X;Y|X,8,T)—¢) 7 (172)
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for every given m € [1 : 2"%]. Hence, by (38),

Pr(&NF5) < Y

PT’X,§’56D2 :
F5 holds

9 (Iq(f(;Y|X.,S,T)7[Rflq(f(;X,S|T)]+725) ' (173)

To further bound Pr (€; N F5), consider the following cases. Suppose that R < Iq()? ; S|T). Then, given F5, we have that
L,(X; X|S,T) < I,(X; X, S|T) <. (174)
By (171), it then follows that
I,(X;Y|X,S,T) =I,(X; X,Y|S,T) — I,(X; X|S,T)
>n—ec. (175)
Returning to (173), we note that since the number of types is polynomial in n, the cardinality of the set of types Dy can be
bounded by 2"¢, for sufficiently large n. Hence, by (173) and (175), we have that Pr (€, N F5) < 2*"(’7’45), which tends to
zero as n — oo, for € < Aln.
Otherwise, if R > I,(X;S|T), then given F3,
R>1,(X;X,S|T)+ I(X;S|T) — e
—I,(X; X, S|T) + I(X; S|T) — ¢
>1,(X; X, 8|T) —¢. (176)
Thus,
[R—Iq(X;X,Sm] <R-I,(X;X,9|T) +e. 177)
Jr
Hence, by (173) we have that

Pr(&NnF5) < Y 9—n(I(X;X,S,Y|T)~R—-3¢)

PT,X,)?,SG,D2

F5 holds

< ¥ 91y (X3Y|T)~R=32) (178)

PT’X}’SeDz :

F5 holds

For PT7 xXs € Dy, we have by (170) that PT7 %5y is arbitrarily close to some PT) X357 where

Prx 55 (@ s,y) = Pr(t)Px 7 (2[t)q(s[t)Wy x5, 7(y|2, 5, 1), (179)
if 7 > 0 is sufficiently small. In which case,
I,(X;Y|T) > I;(X;Y|T) -4, (180)
where ¢ > 0 is arbitrarily small. Therefore, provided that

. D e 181
<Q(S\t)%irll(5)§A «(XGYT) €, ash

we have that Pr (£, N Fg) < 2~ n(a(X:YIT)=R—42) ends (o zero as n — oo. O

B. Converse Proof

We will use the following lemma, based on the observations of Ericson [37].
Lemma 20. Consider the AVC with fixed parameters free of state constraints, and let ¢ = (f, g) be a (2", n) deterministic
code. Suppose that the channels Wy |x s 7(:|-,-,0;) are symmetrizable for all i € [1 : n], and let J;(s|z), t € T, be a set of
conditional state distributions that satisfy (24). If R > 0, then

PM(G, 0", %) > (182)

RNy

for

_ 12
Q(s"(0") = 5o D Jon (8" " (m, 0")) (183)
m=1
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where Jgn (Sn|1‘n) = H?:l J9¢ (Silxi)-
For completeness, we give the proof below.

Proof of Lemma 20. Denote the codebook size by M = 2" and the codewords by 2™ (m, ") = f™(m, ™).
Under the conditions of the lemma,

2=
M=

P (g,6",€) = Y a(s"0") Yo W (m,6"), 5", 6")

snesSn m=1 yr g(yn_"gn)#m
2n M
M2 Z Z Jon (8™ 2™ (M, ™)) Z Z W™(y"™ "™ (m, "), s", 6™) (184)
m=1s"eS" m=1yn: g(y™,0m)#m

where have defined W" = Wy xn gn pn for short notation. By switching between the summation indices m and m, we
obtain

P(n)( 2M2 Z Z Z W™ (y™|2" (m, 07), 5™, 0™) Jgn (s 2" (70, 0™))

m,m ym: g(yn,0n)#m smeS™
1 ~
+ o Z > ~ ST Wyt (i, 07, 5", 0) Jgn (5" (m, 67)) (185)
m,m y™: g(y",0m)#m sTeES™
Now, as the channel is memoryless,

n

Z W"(y"™ "™ (m, 6"), s", ™) Jon (™2™ (m, ™)) —H Z Wy, 1x,,8:,1 (Wilzi(m, 0™), s, 0;) Jg, (si]2: (m, 0™))

snesSn 1=1s,€S
=11 D Wviix..s.m (wilai(m, 07), 55, 0:).Jo, (silai (2, 0™))
1=1s,€S
= > W™y a"(m,0"),s",0")Jgn (s" " (7, 0")) (186)
smesSn

where the second equality is due to (24). Therefore,

1
(n) (= pn n(,n|,n n n an n|.n(s an
P (g, 0 ,%)22,\/'2 Z Z [ Z W™(y"™ "™ (m, 0™), s",0™) Jon (s™|z"™ (M, ™))
m#m sTES™  yn: g(ym,0m)#Em
+ > W"(y"|x"(m,9"),s",9")J9n(s"|x"(ﬁz,9"))}
Y™ g(y™,0m)#m

> S S Wm0, 57 6 (" 7, 07))

ﬁ’l;ém sn ES" yn eyn

_M(M—l) 1 1 1 (187)
o2M2 2 M)
Assuming the sum rate is positive, we have that M > 2, hence Pe(") (g, 0", %) > %. O

Now, we are in position to prove the converse part of Theorem 6. Consider a sequence of (2"%,n, a,,) deterministic codes
%, over the AVC with fixed parameters under input constraint €2 and state constraint A, where «,, — 0 as n — oo. In
particular, the conditional probability of error given a state sequence s” is bounded by

P (6,]s",0™) < ay, , for s" € S™ with ["(s") < A. (188)

Let X" = f(M, 6™) be the channel input sequence, and let Y™ be the corresponding output.

Consider using the same code over the compound channel with fixed parameters, i.e. where the jammer selects a state sequence
at random according to a product distribution, S" ~ []_, ¢(:|6;), under the average state constraint LS L Egl(S;) < A—6.
Here, there is no state constraint with probability 1, as the jammer may select a sequence S" with l”(?n) > A. Yet, the
probability of error is bounded by

PG 0" %)< Y. a0 R (@ s, 0m) + Pr (1M(5") > A). (189)
smin(sm)<A
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The first sum is bounded by (188), and the second term vanishes by the law of large numbers, since § € Pp_s(S[0>). It
follows that the code sequence of the constrained AVC achieves the same rate R over the compound channel Wy | g 1. As
in Appendix A, Fano’s inequality implies that for every jamming strategy g"(s™|6"),

R< i L(X;Y|T) + en, 190
= G(slt) | Egl(8)<A (X YIT) +e (130)

with X 2 Xx, T =0k, Y £ Yk, where K is uniformly distributed over [1 : n]. Hence, T is distributed according to the
type of the parameter sequence 0" (see (111)).

Returning to the original AVC, suppose that L} > A. It remains to show that R > 0 implies that A, (Pxir) > A. If the
channels Wy x s,7(:|-,-,0;) is non-symmetrizable for some i € [1 : n], then A, (Px|7) = +00, and there is nothing to show.
Hence, consider the case where Wy |x g 7(:|-,-,0;) are symmetrizable for all i € [1 : n]. Assume to the contrary that R > 0
and Kn(PX|T) < A. Hence, there exist conditional state distributions Jp, (s|x) that symmetrize Wy |x s 7(:|-,,0;), such that

An(Pxir) = ZZPX\T 2(6:)Jo, (s]x)l(s) < A (191)

zlzs

Now, consider the following jamming strategy. First, the jammer selects a codeword X" from the codebook uniformly at
random. Then, the jammer selects a sequence S™ at random, according to the conditional distribution

Pr (5” =" | X = x”) = Jpn (s"|z") HJe (si|z:) - (192)

At last, if l"(§") < A, the jammer chooses the state sequence to be S™ = S™. Otherwise, the jammer chooses S™ to be some
sequence of zero cost. Such jamming strategy satisfies the state constraint A with probability 1.
To contradict our assumption that A(Px|7) < A, we first show that E{" (5") = A(Px|r). Observe that for every 2™ € A™,

~ 1
E (l"(S")|X" - :v") == Z > " U(s) Ja, (s]s) - (193)
n i=1 seS
Since X™ is distributed as X " we obtain

EIM(S™) = "(s) ZIEJg s|X;) ZZPX|T 10;)Ja, (s])1(s) = A (Pxyr) < A. (194)

seS zlxs

Thus, by Chebyshev’s inequality we have that for sufficiently large n,
Pr (1”(5”) > A) <6, (195)
where &g > 0 is arbitrarily small. Now, on the one hand, the probability of error is bounded by
P (q,0",6,) = Pr (g(Y™",0") # M,1"(5") < A)
= q(s™0") P (als™, 07) (196)
s ln(sn)<A

where ¢(s™]0™) is as defined in (183). On the other hand, the sequence S™ can be thought of as the state sequence of an AVC
without a state constraint, hence, by Lemma 20,

1
JSP@ONE) < Y (TP (Gls",0m) + Pr (z”(sn) > A)
snn(sm)<A
< D> GO P (Gals™,0m) + b - (197)
snn(sm)<A
Thus, by (196)-(197), the probability of error is bounded by P(") (q,0™,%n) 2 = — dp. As this cannot be the case for a code
with vanishing probablhty of error, we deduce that the assumption is false, i.e. R > 0 implies that An (Pxir) > A

If L} < A, then A, (Px|7) < A for all Px |y with E¢(X) <, and a positive rate cannot be achieved. This completes the
converse proof. o
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APPENDIX H
PROOF OF COROLLARY 7

Assume that the AVC W with fixed parameters satisfies the conditions of Corollary 7. Looking into the converse proof
above, the following addition suffices. We show that for every code %, as in the converse proof above, A, (Px|r) = A implies
that R = 0. Since there is only a polynomial number of types, we may consider Pxr(z|t) to be the conditional type of
S (m, 0™) given 6™, for all m € [1: 2"F] (see [29, Problem 6.19]).

Suppose that A, (Px|r) = A, assume to the contrary that R > 0, and let .J;(s|x) be distributions that achieve the minimum
in (27), i.e.

ZZPXIT 10:)J;(s]x)l(s) = A (198)
=1 x,s
Based on the condition of the corollary, we may assume that J;(s|x) is a 0-1 law, i.e.
1 if s =Gi(x),
Ji(s|z) = { ne (@) ; (199)
0 otherwise

for some deterministic function G; : X — S.
Recall that we have defined X = Xk, Y = Yk in the converse proof, where K is a uniformly distributed variable over
[1:n]. Thus, by (198),

BI(Gx (X)) = - 30 3 plalfi) Jlsla)i(s) = A 200)

=1 xz,s

Now, consider the following jamming strategy. First, the jammer selects a codeword X" from the codebook uniformly at
random. Then, given X" = 2™, the jammer chooses the state sequence S™ = (G;(x;));—,. Observe that

zn:l =FI(Gx(X))=A, (201)

where the last equality is due to (200). Thus, the state sequence satisfies the state constraint. Now, observe that the j _]ammlng
strategy S™ = (G()?l)) ~ is equivalent to S™ ~ g(s™]0™) as in (183). Thus, by Lemma 20, we have that P(n)(q, Cn) > 1

4?
hence a positive rate canﬁét be achieved. O
APPENDIX I
PROOF OF LEMMA 10
Suppose that L* > A. The proof is similar to that of Lemma 4. We begin with the property in the lemma below.
Lemma 21. Let w}, A}, X;*, i € [1: n], be the parameters that achieve the saddle point in (43), i.e.
1 — ~
R.(W) = — Co, (Wi, AT, D). 202
W) == Co(w)s A7, M) (202)

i=1
Then, for every 4, € [1 : n] such that 6; = §;, we have that w} = wj, X;‘ = X;, and A} = A7

Proof of Lemma 21. For every i € [1 : n), let p;, ¢; denote input and state distributions such that E¢(X;) < w?, Ag, (p;) > X;‘,
Ei(S;) < Aj for X; ~ p;, Si ~ q;. Now, suppose that §; = 0; = ¢, and define

SIpia) + 23] () = 3lals) + 45(5)] 203)

Then, E¢(X') = $[E¢(X;) + Eo(X;)], Ae(p') = 2[Ae(pi) + Ae(p;)], and EI(S’) = $[EL(S;) + EI(S;)] for X' ~p/, 8" ~¢'.
Furthermore, since the mutual information is concave-N in the input distribution and convex-U in the state distribution, we
have that

p(x) =

1

5 L (X YilTi = 1) + 1y (X33 Y5|T; = )] < Ly (XY T = 1)

1

3 [Iqi (XLY'NT =)+ I, (X", Y'|T = t)] > L(XLY'|T =t). (204)
Therefore, the saddle point distributions must satisfy p; = p; = p’ and ¢; = ¢; = ¢/, hence w; = Wi, X:‘ = X;, and

A=A O
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Next, it can be inferred from Lemma 21 that

R,(W) = min max Z Pr(t)Ci(we, At)
(A)ier: (we)teT (Ae)eeT: teT

2 PrM<A S Pr(t)w <

teT teT
T Pr()X>A
teT

= min max I,(X;Y|T)
(M)eeTH a(slt) s (wi)ieT, (Xt)teTyx p(z|t) :

E,[I(S)|T=t]<A+ _
LMY B IT=t<w A2

teT > Pr(H)we<Q, Y Pr(t)Ae>A
teT teT
= min max IL(X;Y|T)=C, (W), (205)

gls[t) : Egl(S)<A plalt) s E¢(X)<Q,
An (p)ZA

where Pr is the type of the parameter sequence 6". The second equality follows from the definition of C;(w, A¢, Xd) in (44),
using the minimax theorem [96] to switch between the order of tlle minimum and maximum. In the third line, we eliminate the
slack variables \;, w;, and \;, replacing E,I(S;), E¢(X;), and A(p, 6;), respectively. The last equality holds by the definition
of C,(W) in (29). (]

APPENDIX J
ANALYSIS OF EXAMPLE 2

Consider the fading AVC in Example 2. To show the direct part with random codes, set the conditional input distribution
X ~ N(0,w(t)) given T =t in (21). Then, for every t € T,

1 tw(t
L(X;Y|IT=t)> 3 log (1 + Wj—)ﬁ) ; (206)
where we have denoted \'(t) £ E(S?|T = t). The last inequality holds since Gaussian noise is known to be the worst additive
noise under variance constraint [34, Lemma I1.2]. The direct part follows. As for the converse part, consider a jamming scheme
where the state is drawn according to the conditional distribution S ~ N'(0, A(¢)) given T = ¢. Then, the proof follows from
Shannon’s classic result on the Gaussian channel Y = tX + V with V ~ N(0, \(t) + o).

We move to the deterministic code capacity. By Definition 4, the constant-parameter channel Wy | x s r—¢ is symmetrized
by a conditional pdf ¢(s|z) if

/ o(s|za) fz(y — tay —S)dSZ/ o(s|lz1)fz(y — tas — 8)ds, V1, 22,y €ER, (207)

— 00 — 00

where fz(z) = \/2;?6722/ 20 Equivalently, the constant-parameter channel is symmetrized by ¢, (s) = @(s|zx) if

| eotzly—to-s)is= [ ou(s)taty - 5)is. 208)
for all z,y € R. By substituting z = y — tx — s in the LHS, and zZ = y — s in the RHS, we have
/ woy —te — 2)fz(2)dz = / oy —2)fz(2)dz . (209)

For every € R, define the random variable S(x) ~ ¢,. We note that the RHS is the convolution of the pdfs of the random
variables Z and S(z), while the LHS is the convolution of the pdfs of the random variables Z and S(0) + z. This is not
surprising since the channel output Y is a sum of independent random variables, and thus the pdf of Y is a convolution of
pdfs. It follows that o (y —tx) = . (y), and by plugging s instead of y, we have that , symmetrizes the constant-parameter
channel Wy |x s 1—; if and only if

Pa(s) = po(s — tx). (210)

Then, the corresponding state cost satisfies

/‘: /‘: Fxir(alt)ps (s)s” d ds :/OO /00 Fxir(@lt)po(s — tx)s® ds do

— 00 — 00

[ ] rmteltota+ ) dads
:/OO [/OO (te + a)? fxr(alt) de| go(a) da @11

— 00 — 00
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where the second equality follows by the integral substitution of a = s — tz. Observe that the bracketed integral can be
expressed as

/Oo (tz + a)” fxr(a|t) de = E[(tX + a)?|T = t] = E[X*|T =t] + a”. (212)
Thus, by (211), -
[ txinelogns)st e s =PEXT =1+ [ doofa) da
T >t2E[X2|T =t]. - (213)

Note that the last inequality holds for any ¢, which symmetrizes the channel, and in particular for ¢, (s) = §(s — tx), where
d(-) is the Dirac delta function. In addition, since ¢y gives probability 1 to S = 0, we have that (213) holds with equality for
¥z, and thus,

A(Fx7) = Z PEX?T =] = Y Pr(*E[X?|T = 1] = E(T%w(T)), (214)
teT
with w(t) = E[X?2|T = t]. Hence,

L = E(T?w(T)). 215
" w(t):rﬁlﬁér)gﬂ( w(T) (215)

Having shown that the minimum in (27) is attained by a 0-1 law, we have by Corollary 7 that the capacity of the fading
AVC is C(W) = liminf C,,(W), with

min max I(X;Y|T) if max  E(T?w(T)) > A,
Fgir:ES?<A Fy|r:EX?<Q, w(t): Ew(T)<N
C.(W) = E(T2X2)>A . (216)
0 if max  E(T?w(T)) <A

w(t): Ew(T)<Q
To show the direct part, we only need to consider the case where " magc) E(T?w(T)) > A. Then, set the conditional
w(t): Ew(T)<Q
input distribution X ~ N'(0,w(t)) given T' =t in (216). As in the direct part with random codes,

_ - 1 t2w(t)

with \'(t) = E(S?|T = t), since Gaussian noise is the worst additive noise under variance constraint [34, Lemma I1.2]. The
direct part follows. As for the converse part, for the conditional distribution S ~ A(0, A\(¢)) given T' = ¢, we have that

1 2w’ (t)

IL(X;YIT=t)<z-log |14+ ——= 218

q( I | )_20g<+)\(t)+0'2>7 ( )

with w’(t) £ E(X?|T = t), since the Gaussian distribution maximizes the differential entropy. The proof follows. O

APPENDIX K
PROOF OF LEMMA 13

Part 1

Since Z i P =80>0, there must be some j € [1 : d] such that P = o — (N + 07) > 0, thus @ > NF + o7, If

N =0, then it follows that § < a , hence

a> NI+ U_O' >05. (219)

J

Otherwise, NJ’-k =p- 032- > 0, thus by the assumption Pf > 0, we have that
0<P'=a—(N;+0})=a—8. (220)

Part 2

Assume to the contrary that N = (§ — a > 0 and P/ = 0. The assumption P} = 0 implies that o < N} + 0 =/, in
contradiction to part 1 of the Lemma Hence the assumptlon is false, and N; > 0 1mp11es that P/ > 0.
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Part 3 and Part 4
By the definition of N7 in (72), we have that N + o3 = max(3,073) for all j € [1 : d]. Thus,

P;+ N} + 032- = max(, UJQ-) + [a — max(, UJQ-)} = max(«, 3, UJQ-) = max(a, 02), (221)

+ T

where the last equality is due to part 1. Part 4 immediately follows. O

APPENDIX L
PROOF OF LEMMA 14
Let X< be a zero mean random vector with the covariance matrix K x. Observe that by (84), the AVGPC is symmetrized
by a conditional pdf o a(s?) = ¢(s?|z?) if

[ ety - at = shast = [ [ ol - shast, 22)
for all ¢, y? € R?. By substituting 2% = y¢ — 2% — 5% in the LHS, and 2? = y? — 5% in the RHS, this is equivalent to
[ oo et at = pehast = [ [ oty - (et (223)

For every 2? € RY, define the random vector S (%) ~ @,4. We note that the RHS is the convolution of the pdfs of the
random vectors Z? and 5° (), while the LHS is the convolution of the pdfs of the random vectors Z¢ and gd(O) + 2. This
is not surprising since the channel output Y'¢ is a sum of independent random vectors, and thus the pdf of Y is a convolution
of pdfs. It follows that ¢ (y? — 2%) = ¢,a(y?), and by plugging s? instead of y?, we have that ¢« symmetrizes the AVGPC
if and only if

pra(s) = po(s? — z?). (224)

Then, the corresponding state cost satisfies

[ retaontsh ) ot ast

[ [ el ) s s et
[ [ ettt o+ o) da et
:/w /°° [/m /OO e + a?|® fra(e®) da| po(a®) da (225)
where the second equality follows by the integral substitution of a? = s — z%. Observe that the bracketed integral can be
expressed as
/°° /°° 2% + a?|)? fxa(z?) dzt = E|| X4 + af||* = tr(Kx) + ||| . (226)

Thus, by (225),
/ / Fxea(@h)pga(s?) ||| da ds®

:tr(KX)—i-/ / HadHQ(PO(ad)dad
>tr(Kx). (227)

Note that the last inequality holds for any (.« which symmetrizes the channel. Now, observe that (224) holds for $,a(s%) =
§(s% — x%), where §(-) is the Dirac delta function, hence ¢,q symmetrizes the channel. In addition, since ¢o gives probability
1 to S = 0, we have that (227) holds with equality for ¢, 4, and thus, A(Fyxa) = tr(Kx). O

APPENDIX M
PROOF OF THEOREM 15

Consider the AVGPC under input constraint {2 and state constraint A.
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Achievability Proof

Assume that Q > A. We show that C(X) > C(X) = CX(X). By [28, Theorem 3], if there exists an input distribution Fxa
such that A(F'x«) > A, then the capacity is given by

C(%) = max min I(X%yd), (228)
Fya: X4, Pi<Q Fgq: 320 Nj<A
A(F,a)>A

where P; = EX? and N; = ES7.
Consider the input distribution Fiya of a Gaussian vector X? ~ N(0, Kx), where the covariance matrix is given by
Kx = diag(Pf,..., PJ). By Lemma 14, we have that

d
A(Fyxa) = tr(Kx) Z =Q. (229)
Having assumed that © > A, it follows that A(Fxa) > A, hence (228) applies. Then, setting X% ~ A (0, Kx) yields

Cc(®) > min I(X%yd) (230)
FSd : Z?:l Nj A

> min I(X 231
T Fga: X4 N <AZ 231
d
1 P
> min —log | 1+ , 232
Fsd:zj?:legAj;2 g< Nj+o ) (232)

where the second inequality holds as X1, ..., X are independent and since conditioning reduces entropy, and the last inequality
holds since Gaussian noise is known to be the worst additive noise under variance constraint [34, Lemma I1.2].

From this point, we use the considerations given in [61]. To prove the direct part, it remains to show that the assignment of
N; = N;‘, for j € [1 : d], is optimal in the RHS of (232), where N;‘ are as defined in (72)-(73). An assignment of Ny,..., Ny
is optimal if and only if it satisfies the KKT optimality conditions [20, Section 5.5.3],

d
ZNJ-/:A,NJ-ZO, (233)
=1
by <0 (234)
(Nj+a2)-(Nj+o5+Pr) =’
0 i N; =0 (235)
(Nj+0)-(Nj+of +F7) |7
for j € [1:d], where 6 > 0 is a Lagrange multiplier.
We claim that the conditions are met by
9:9*éa_ﬁ,and N; =N;, forje[l:d. (236)

of
Condition (233) is met by the definition of N7, j € [1 : dJ, in (72)-(73). Let j € [1 : d] be a given channel index. We consider
the following cases. Suppose that N7 = 0. Then Condition (235) is clearly satisfied. Now, if P* = 0, then Condition (234)
is satisfied since o > 3 by part 1 of Lemma 13. Otherwise, 0 < P/ = a — (N} + o5 ) =a— a , and then

P;‘ a—ajz a—f

(N-+02)~(N-+02+P*): a?a - af

—0* (237)

where the last inequality holds since N = 0 only if 8 < 02 Thus, Condition (234) is satisfied.
Next, suppose that N > 0, hence N*—l—a = (. By part 2 of Lemma 13, this implies that P} > 0, i.e. P/ = a— (N;-‘—l-ajz-) =
«a — (. Thus,
P; _ a—pf
(Nj+02)-(Nj+as+PF) B«
and thus Condition (234) is satisfied with equality, and Condition (235) is satisfied as well.

As the KKT conditions are satisfied under (236), we deduce that the assignment of N; = N J’-*, j € [1: d], minimizes the
RHS of (232). Together with (232), this implies that C(X) > CX) for Q > A.

— 0 (238)
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Converse Proof

We use a similar technique as in [32] (see also [37, 16]). In general, the deterministic code capacity is bounded by the
random code capacity, hence C(X) < C*X) = CXX), by Theorem 12. It remains to show that if 2 < A, then the capacity is
zero. Suppose that 2 < A, and assume to the contrary that there exists an achievable rate R > 0. Then, there exists a sequence
of (2"F n,e,) codes €, = (f?, g) for the AVGPC such that ,, — 0 as n — oo, where the size of the message set is at least
2,ie. M2 2R > 2,

Consider a jammer who chooses the state sequence from the codebook uniformly at random, i.e. S = £¢(M’), where M’
is uniformly distributed over [1 : M]. This choice meets the state constraint, since the square norm of the state sequence is
HSdH2 < Q < A. The average probability of error is then bounded by

P (Fga, %) M2 Z Z / fza(z%)dz? (239)

m=1m’'=1 De(m,m’)

dy d 1 —|lz 20
where fza(z%) = [];_, ety I1231%/207  and
J

De(m,m’) = {z¢ : g(f(m) + £ (m) +2%) # m}. (240)

By interchanging the summation variables m and m’, we now have that

1
(n) E il E
Pe (Fsd 2M2 /e - fzd )dz + M2 e /

m,m/ ’ e(m/,
1 / dy g,d
> fza(z%)dz" . (241)
2M2 m m;n;éml De(m,m’)UDe(m,m’)
Next, observe that for m # m’, D.(m, m’) U D.(m, m’') = R, and thus the probability of error is lower bounded by
MM-1) _ 1
P (Faa, €) > ——— 2 > = 242
e ( S, ) = M2 =3 ( )
where the last inequality holds since M > 2. Hence, the assumption is false and a positive rate cannot be achieved when
Q < A. This completes the proof of the converse part. o
APPENDIX N

PROOF OF THEOREM 16

Consider the AVC with colored Gaussian noise. First, we show that the problem can be transformed into that of an AVC
with fixed parameters. Then, we derive a limit expression for the random code capacity, and prove the capacity characterization
in Theorem 16 using the Toeplitz matrix properties in the auxiliary lemma below. To derive the deterministic code capacity,
we use similar symmetrizability and optimization arguments as in our proofs for the Gaussian product channel.

Lemma 22. [35, Section 2.3] (see also [43, 53] [39, Section 8.5]) Let ¥ (w) be the power spectral density of a zero mean

stationary process {Z,;}7°,. Assume that Uz : [—m, 7] — [0, 7] is bounded and integrable, for some v > 0, and denote the
auto-correlation function by

1 (7 ;
rz(0) = 2—/ Uy (w)e’dw, £=0,1,2,... (243)
T J_
with j = /—1. For a sequence Z of length n, let 0%, ..., 02 denote the eigenvalues of the n x n covariance matrix Kz, where
Kz(i,5) = rz(Ji—j|) for 4,5 € [1 : n]. Then, for every real, monotone non-increasing, and bounded function G : [0, v] — [0, 1],
B N B
Jim Z Gloj) =5 | G(¥zw))dw (244)

—T

if the integral exists.

A. Transformation to AVC with Fixed Parameters

Let Kz denote the n x n covariance matrix of the noise sequence Z. Consider the eigen decomposition of the covariance
matrix Kz, and denote the eigenvector and eigenvaule matrices by @ and ¥, respectively, i.e.

7 =Q¥QT, where QQT =TI and ¥ = diag{o?,...,02}. (245)
We claim that the capacity of the AVC with colored Gaussian noise is the same as the capacity of the following AVC,
Y =X'+7Z+¥5, (246)



36

where X' = QTX, Z' = QTZ, and S’ = Q7'S. Since @ is a unitary matrix, i.e. Q~! = Q7T the input and state constraints
remain the same, as ||X'||° = (X)X’ = XTQQTX = XTX = || X||* < nQ, and similarly, |S'|* = ||S|* < nA.
Furthermore, the noise covariance matrix iS now

Kz = QTK;Q =% = diag{o?,...,02}. (247)

This transformation can be thought of as a linear system, which is not time invariant. Hence, the noise of the transformed
channel is a Gaussian process, but it is non-stationary. Thereby, the input-output relation above specifies a time varying channel,
{Fyy,.. Y| X1, Xn,S1,.,S0 f ey - From operational perspective, if there exists a (278 n,e) code € = (f,g) for the original
AVC with colored Gaussian noise, then the code ¢’ = (£, '), given by £’(m) = QTf(m) and ¢/(y') = g(Qy’). is a (2"F,n, )
code for the transformed AVC in (246). Similarly, if there exists a (2"%,n,e) code ¥’ = (f',g’) for the transformed AVC,
then the code € = (f, g), given by f(m) = Qf’(m) and g(y) = ¢'(QTy), is a (2"F,n,¢) code for the original AVC. Thus,
the original AVC and the transformed AVC have the same operational capacity.

Therefore, we can assume without loss of generality that the noise sequence has independent components Z; ~ N(0, %),
i € [1:n]. Assume, at first, that 2 € T for i € [1 : n], with some set 7 of finite size, which does not grow with n, and that
0?2 > §, where § > 0 is arbitrarily small. Hence, observe that the channel in (246) is equivalent to a channel Wy x1 g
with fixed parameters, specified by

Y"=X"+8"+ 27, where Z] ~ N(0,1?) (248)

with the parameter sequence o1, 0g, .. .. It is left to determine the random code capacity and deterministic code capacity of the
Gaussian AVC with fixed parameters in (248). Although we previously assumed in Sections II and III that the input, state, and
output alphabets are finite, our results can be extended to the continuous case as well, using standard discretization techniques
[15, 5] [36, Section 3.4.1].

Now, consider the double water filling allocation,

by =[5 -], , (249)
af =[a' — (bf +0})] (250)

for i € [1:n], where 3 > 0 and o/ > 0 are chosen to satisfy w2 [ —of] = Aand 1YL [of = (b +07)], = Q,
respectively. Define

+ 3

Cr(Kz) & — Zlog<1+ + 2> (251)

B. Random Code Capacity

Now that we have shown that the problem reduces to that of an AVC with fixed parameters, we have by Corollary 5 that
the random code capacity is given by

* . . .
C(¥z) = lim inf Pl,magn. Nl)mln Z Cs.(Pi, Ny) (252)
iy p<o i L Ni<a =1

n

where CX(P, N) is the random code capacity of the traditional AVC under input constraint P and state constraint N. Hughes
and Narayan [60] showed that the random code capacity of such a channel, where the noise sequence is i.i.d. ~ N(0,c?), is
given by

1 P
* —— [E—
C(P,N)= 2log (1+N+02) . (253)
Hence, for the AVC with colored Gaussian noise,
CHUy) = lim inf Nl)mi%n' p, A% —Zlog <1 + ¥ +U > . (254)
71,, n N <A 1 Zn P1SQ =1

Next, observe that this is the same min-max optimization as for the AVGPC in (78), due to [61], with d + n, Q < (n2),
A < (nA). Therefore, by Theorem 12 [61] and (254),

CH(Wz) =liminf G} (K 7). (255)
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Given a bounded power spectral density ¥ : [—m, 7] — [0, v], define a function G : [0,v] — [0, 7] by

llog (%) ifa<p
1 [a/_[ﬂ/_;_:z:]JrLr ? 5/ o /
0 if x > o
and observe that
1 n
CH(Kz) ==Y G(c?). 257
WEKz) =3 Glo}) (257)

As G(z) is non-increasing and bounded by n = 1 log[1 + €2/6], we have by Lemma 22 that

liminf C5 (K yz) = 2i ! G(¥Uz(w))dw. (258)

n—00 T J)_r

Observing that the function defined in (256) is also continuous, while ¥z (w) is bounded and integrable, it follows that the
integral exists [86, Theorem 6.11]. Plugging (256) into the RHS of (258), we obtain

1 /"1 [a—[B+Vz(w)], ],
liminf C7 (K7) = QW/ ok g( [B—WZ(W)]++WZ(¢U)> de (259)

where § and « satisfy (91) and (93), respectively. Since the covariance matrix of the stationary noise process is Toeplitz
(see e.g. [43]), the density of eigenvalues on the real line tends to the power spectral density [44]. Given that the power
spectral density is bounded and integrable, we have that the sequence of eigenvalues 0%, 03, ... is summable [43, Theorem
4.2], and thus, bounded as well. Hence, we can remove the assumption that the set of noise variances has finite cardinality,
by quantization of the variances. The random code characterization now follows from (255) and (259).

C. Deterministic Code Capacity

Moving to the deterministic code capacity, observe that for a constant-parameter Gaussian AVC, where the noise sequence
is i.i.d. ~ N(0,02), we have that A(FX, o) = EX?2, by Lemma 14, taking d = 1. Therefore, for the Gaussian AVC with a

parameter sequence 0’%, ey O'

ne

L = max = AFxir—0,,04) = max Y EXT =0,]=9Q, 260
" Fxir: 5 X, EIX2?|T=0;]<Q 1 Z X|T=os ) Fxir: 5 25, E[X?|T=0;]<Q Z | ] (260)
where the first equality holds by the definition of L}, in (28) and by (42). It can further be seen from the proof of Lemma 14
in Appendix L that the Gaussian channel Y = X + S + Z,, is symmetrized by a distribution ¢(s|z) that gives probability 1
to S = z, and that the minimum in the formula of A(Fx,o) in (41) is attained with this distribution.
Therefore, by Corollary 11, the capacity of the AVC with colored Gaussian noise is given by the limit inferior of

thign: | omax %;::1 Cor (P h, N;) if L7 > A,
Ra(W) =q 350, Vi< 2 Ly hca iy KA (261)
0 ifLr < A
where
Co(P,A,N)=  min max I(X";Y"T" = o). (262)

Fgi :ES"2<N Fy .y :EX"?<P,
KU(FX”)G')ZA

Consider the direct part. Suppose that 2 > A, hence L} > A (see (260)), and set P; = Xl =aj fori € [1: n]. This choice
of parameters satisfies the optimization constraints in (261), as Z?:l P; = ), and also 27.11 i = € > A. Therefore,

n

. 1
R,(W) > y min Z Co,(al,al, \i) = Mo %11%5”71 : - Z[ (XY T = oy,
ED MR N ES/?<N;, L3, Ni<a
1 "1 al
> i —log 1+ —— 263
= NN S, Ni<nh n =2 g ( TN 0?) ooy

where the the last inequality holds since Gaussian noise is known to be the worst additive noise under variance constraint [34,
Lemma II.2]. Next, observe that this is the same minimization as in (232), in the proof of the direct part for the AVGPC, with



38

d <+ n, Q<+ (n), A < (nA) (see proof of Theorem 15 in Appendix M). Therefore, the minimum is attained with V; = b7,
and the RHS of (255) is achievable with deterministic codes as well, provided that 2 > A.

The converse part is straightforward. Since the deterministic code capacity is always bounded by the random code capacity,
we have that C(¥z) < CV¥z) = CHUyz). If Q < A, then L} < A by (260), hence C(Kz) = liminf R, (W) = 0 by the
second part of Corollary 11. O
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