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Capacity-Achieving Private Information Retrieval
Schemes from Uncoded Storage Constrained
Servers with Low Sub-packetization

Jinbao Zhu, Qifa Yan, Xiaohu Tang, and Ying Miao

Abstract

This paper investigates reducing sub-packetization of capacity-achieving schemes for uncoded Storage Constrained Private
Information Retrieval (SC-PIR) systems. In the SC-PIR system, a user aims to download one out of K files from N servers
while revealing nothing about the identity of the requested file to any individual server, in which the K files are stored at the N
servers in an uncoded form and each server can store up to u/ equivalent files, where p is the normalized storage capacity of
each server. We first prove that there exists a capacity-achieving SC-PIR scheme for a given storage design if and only if all the
packets are stored exactly at M = N servers for u such that M = uN € {2,3,..., N}. Then, the optimal sub-packetization
for capacity-achieving linear SC-PIR schemes is characterized as the solution to an optimization problem, which is typically hard
to solve since it involves non-continuous indicator functions. Moreover, a new notion of array called Storage Design Array (SDA)
is introduced for the SC-PIR system. With any given SDA, an associated capacity-achieving SC-PIR scheme is constructed. Next,
the SC-PIR schemes that have equal-size packets are investigated. Furthermore, the optimal equal-size sub-packetization among
all capacity-achieving linear SC-PIR schemes characterized by Woolsey et al. is proved to be %, which is achieved by
a construction of SDA. Finally, by allowing unequal size of packets, a greedy SDA construction is proposed, where the sub-
packetization of the associated SC-PIR scheme is upper bounded by %NT]&I)). Among all capacity-achieving linear SC-PIR
schemes, the sub-packetization is optimal when min{M, N — M }|N or M = N, and within a multiplicative gap %
of the optimal one in general. In particular, for the special case N = d - M £ 1 where the positive integer d > 2, we propose
another SDA construction to obtain lower sub-packetization.

Index Terms

Private information retrieval, uncode, storage constrained servers, sub-packetization, capacity-achieving, storage design array.

I. INTRODUCTION

Along with the rapid advancement of Distributed Storage Systems (DSSs), protecting the download privacy of a user against
public servers is of vital importance. The problem of Private Information Retrieval (PIR) was first introduced by Chor et al.
in [9] and has attracted remarkable attention within computer science community subsequently [9], [11I], [18], [33]]. In the
classical framework, a user wishes to retrieve one out of K files from N servers, each of which stores the whole library of
K files, while ensuring that any server can not learn any information about the file index being requested. To this end, the
user sends a query string to each server. Then the server responds truthfully with an answer string depending on the received
query and the contents stored. Finally, the user correctly decodes the requested file from the answers. Note that to prevent each
server from obtaining information about which file is being requested, the query distribution has to be marginally independent
of the desired file index.

A trivial strategy is to download all the K files in the library no matter which file is requested by the user, but this results in
impractical communication cost, especially in a modern DSS, which typically maintains a large number of files. In the seminal
work [9] where each file is of one bit size, the communication cost was measured by the sum of upload cost (the total size
of query strings) and download cost (the total size of answer strings). In the sense of information-theoretic security, which
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assures privacy even if the servers have unbounded computational power, it was shown in [9] that the naive strategy is the
only feasible solution to a single server, whereas low communication cost can be attained by replicating the files at multiple
non-colluding servers. To improve the efficiency, single-server PIR has been widely studied in the sense of computational
security, whose privacy is guaranteed by some computational hard problems, for examples, the problems related to so-called
®-hiding number-theory [6], [12]], trapdoor permutations [[13], [4], or quadratic/composite residuosity [13]], [8]. These works
improve the efficiency at the cost of non-zero possibility of disclosing information relevant to the identity of the requested file.

Instead of retrieving a single bit, Shannon theory allows the file size to be arbitrarily large, and therefore the upload cost
can be neglected compared to the download cost since it does not scale with file size [20], [7], [22]l, [3]l, [23]. Then, the
communication efficiency is usually measured by retrieval rate, defined as the number of bits that the user can privately
retrieve per bit of download data across all random realizations of queries. Particularly, the supremum of retrieval rates over
all achievable schemes is called capacity. To implement a PIR scheme, the files typically need to be partitioned into some
non-overlapping packets. The number of packets is referred to as sub-packetization in the literature. The sub-packetization
reflects the complexity of the scheme in practice and is preferred to be as small as possible. This is because any practical
scheme will require each of the packets to include some header information for user to decode [27], especially the header
overhead may be non-negligible when there are a large number of packets. This problem has already been noticed in other
applications, for example coded caching [32], [33], [34], [27], [21].

In 2014, Shah et al. revisited the PIR problem and reported an interesting scheme achieving the PIR rate 1 — % and requiring
sub-packetization N — 1 [20]. Later in the influential work by Sun and Jafar [22], the exact PIR capacity was characterized as
(1 + % + .+ ﬁ) ! for any N and K. However, to achieve the capacity, the smallest sub-packetization of the proposed
PIR schemes is N, which increases exponentially with the number of files K and thus is impractical even for moderate
number of files. Soon afterwards, the sub-packetization was decreased to N*~1 in [23]], which was proved to be optimal under
the assumption that the download cost are identical over all random realizations of queries. In a very recent work [28]], Tian
et al. innovatively introduced a new capacity-achieving scheme, which incurs different download cost for distinct realizations
of queries. As a result, the sub-packetization was decreased to N — 1, which is independent of K and shown to be optimal
among all the capacity-achieving PIR schemes.

A common assumption in the aforementioned results is that each server has sufficiently large storage capacity to store all
the files in the library, i.e., a repetition coding is used to store the files across servers. Though repetition coding can offer
simplicity in designing PIR schemes and the high immunity against server failures, it suffers from extremely large storage
cost. The storage cost in a PIR system has been widely investigated in terms of the coding structures in the storage design,
such as specific Maximum Distance Separable (MDS) codes [3]], [23], [37], an uncoded storage [26]], [1]], [31]], and other more
complicated coding techniques [20], [10], [5], [19], [36], [14]], [2]. Moreover, the tradeoff between the storage cost and retrieval
rate was considered without any explicit constraints on the storage codes [24]], [29], [30].

As the first step toward exactly characterizing the tradeoff between storage cost and retrieval rate, Tandon et al. formulated
the problem of uncoded Storage Constrained PIR (SC-PIR) in [26]], [1]|. In this setup, each server can store up to K L symbols
by some storage design, where % < w < 1 is the normalized storage and L is the number of symbols of each file. The capacity
of SC-PIR was proved in [I] to be (1+ 2 + ...+ W)_l for M = uN € {1,..., N}. However, the capacity-achieving
SC-PIR scheme in [26], [1] has sub-packetization (ﬁ) M* . Thus the problem of high sub-packetization shows up again in
this SC-PIR model. Recently, Woolsey et al. proposed a general construction of SC-PIR schemes by establishing the
connection between storage design and Storage Full PIR (SF-PIR, i.e., the case that each server can store all the files). Then,
the sub-packetization to achieve the capacity of the SC-PIR system was reduced to NMX~! in [31], which also increases
exponentially with K.

In this paper, we are interested in characterizing the optimal sub-packetization to achieve the capacity of SC-PIR systems.
Note from the previous work [1]], that /inear schemes are sufficient to achieve the capacity of SC-PIR. Additionally, it was
proved in that, for any g with % < p < 1, the capacity of SC-PIR system can be achieved by memory-sharing technique
between the discrete points such that M € {1,2,..., N}, where M = 1 is a trivial case since the user has to download all
the contents stored at the N servers to assure privacy. Therefore, the problem comes down to the case M € {2,3,..., N} for
linear SC-PIR schemes, which is the focus of this paper. The contributions of this paper are:

1) We prove that there exists a capacity-achieving SC-PIR scheme for a given storage design if and only if all the packets



are stored exactly at M servers in the storage phase.

2) We characterize the optimal sub-packetization of capacity-achieving linear SC-PIR schemes by an optimization problem.
Consequently, a general construction of capacity-achieving linear SC-PIR schemes with optimal sub-packetization can
be obtained based on the optimal solution of this optimization problem.

3) Storage Design Array (SDA) is introduced to obtain feasible solutions to the optimization problem. Any given SDA is

associated to a practical capacity-achieving linear SC-PIR scheme with low sub-packetization.
4) We prove that the optimal equal-size sub-packetization is %
SC-PIR schemes characterized by Woolsey et al. [31].

5) In order to further decrease sub-packetization of capacity-achieving SC-PIR schemes, we investigate the problem under

among all the classes of capacity-achieving linear

a more general assumption, i.e., the sizes of the packets are allowed to be unequal. In particular, a greedy algorithm is
proposed to construct SDA for any positive integers N, M such that 1 < M < N. The sub-packetization of the associated
SC-PIR scheme is shown to be optimal among all capacity-achieving linear SC-PIR schemes when min{M, N — M }|N
or M = N. In the other cases, the sub-packetization is within a multiplicative gap % compared to its lower
bound. Moreover, for the case N = d - M £ 1 where the integer d > 2, we propose another construction of SDA to
achieve lower sub-packetization compared to the greedy SDA.

The rest of this paper is organized as follows. In Section [l we introduce the system model and problem formulation.
In Section [[lll we establish an information-theoretic lower bound on sub-packetization of capacity-achieving linear SC-PIR
schemes. In Section [[V] we characterize a generic construction of capacity-achieving linear SC-PIR schemes with optimal sub-
packetization. In Section [V] we introduce SDA to construct capacity-achieving SC-PIR schemes with low sub-packetization.
In Section [Vl we present the results under the assumption of equal-size packets. Section [VII proposes two SDA constructions
and proves the optimality of the resultant sub-packetization. Finally, the paper is concluded in Section [VIIIl

The following notation is used throughout this paper.

« For any integers n,m, s, N with n < m, [n: m] and ([n : m] + s)n respectively denote the sets {n,n+ 1,...,m} and

{i+s(mod N):n <i<m};

o For a finite set S, |S| denotes its cardinality;

o Denote Ai.,;, a vector (Ai,...,A,,), and define Ar as (A,,,...,A,,) for any index set I' = {v1,..., 7%} C [1 : m]

with 3 < ... < 7 or any index vector I' = (v1,...,7k);

o Define 1(z) as a function of a logical variable z, i.e., 1(x) = 1 if « is true and 1(z) = 0 otherwise.

II. SYSTEM MODEL
Let IF, be the finite field for a prime power g. Consider a non-colluding PIR system with K files Wy,..., Wk € IE‘qL 1

stored across IV servers in an uncoded fashion. Each of files is comprised of L i.i.d. uniform symbols over F, i.e.,

HWy) =...= HWg) =L, (M

K
HWy,...,Wk) =Y H(Wy), )
k=1

where the entropy function H(-) is measured with logarithm ¢. Let Z,, (n € [1 : N]) be the contents stored at server n, which

is subject to the storage capacity of server n, then the storage constraint for each server is
H(Z,) <uKL, Vnel[l:N], 3)

where p is the normalized storage capacity. Notice that, when p < %, the total storage capacity of N servers is insufficient
to store all the K files. For i = 1, each server can store all the K files. Thus, we are interest in the case % <upu<l.

The system operates in the following two phases:

Storage Phase: Each file W, is partitioned into £ disjoint packets and thus it will be convenient to label the F' packets as
Wi, Wia,..., Wy r, where Wy, ; is the i-th packet of file Wj,. By convention, we call F' sub-packetization. Then, for any
kel: K],

WkZ{Wk)i:iE[liF]}, 4)



F

H(Wy) = H(Wi,). ©)
i=1

Clearly, each of these packets must be stored at at least one server because of the constraint of reliable decoding. In

particular, all the files are partitioned and stored in the same mannelﬁl, ie.,

H(WLZ'):H(WQJ'):...:H(WKJ'), Vi€ [1ZF], (6)
Zn={Wii ke[l:K],i€ 2.}, ¥Ynel[l:N] %)

where Z,, is a subset of [1 : F)| such that 7, satisfies (). In other words, Z,, C [1 : F] consists of the indices of packets
stored at server n.

Retrieval Phase: A user selects an index 6 € [1 : K| privately and wishes to retrieve the file Wy from the system without
disclosing any information about 6 to any individual server. For this purpose, the user generates N queries Q[le:]N and sends

QL? I'to server n € [1: NJ]. Indeed, the queries are generated independently of file realizations, i.e.,
1Q\: Wik) =0, VOe[l: K], ®)

where I(-) is the mutual information function. Upon receiving the query ng ], server n responds with an answer Agf ], which
is determined by the received query and its stored contents. Thus, by the data processing inequality,

HANQY, z,) = HAY QY Wy.x) =0, Vnel[l:N]. ©)

Finally, from all the answers A[lez]N collected from the N servers, the user must be able to decode the desired file Wy correctly,

ie.,
H(W A[G] 0y = 0, VAe[l: K 10
( 9| 1:N> 1:N) ) [ : ] (10)

To ensure the privacy, the strategies for retrieving any two files Wy and W)y, must be indistinguishable in terms of any individual

server, i.e.,
QW) ALY, Z,) ~ Q¥ AP, 2,,), ¥0,0' € [1: K],¥n e [1:N], (an

where X ~ Y means that the random variables X and Y are identical distribution. Equivalently, the desired index 6 must be
hidden from all the information available to each server, i.e.,

I(QL?J,A£1917Z”;9):()7 VnE[l:N]. (12)

Throughout this paper, we refer to this system as a (u, N, K) Storage Constrained PIR (SC-PIR) system. If p = 1, the
system is also referred to as an (N, K') Storage Full PIR (SF-PIR) system.
In order to measure the performance of SC-PIR systems, the following two quantities are considered:

1. The sub-packetization F', which reflects the complexity of the SC-PIR scheme in practical applications, and thus is
preferred to be as small as possible.

2. The retrieval rate R, which is the number of desired bits that the user can retrieve privately per bit of downloaded data,
is defined as

H(Ws)

L
R — % __ —
SN HAY) D

13)
where D £ Zﬁle H (ALO ]) is the average download cost from the N servers over random queries. Obviously, R and D
are independent of § by () and (II).

A retrieval rate R is said to be achievable if there exists a design of both storage and retrieval phases satisfying (G)—(12)
such that its retrieval rate is greater than or equal to R. The capacity of the SC-PIR system, denoted by C*, is the
supremum over all the achievable rates, i.e.,

C* =sup{R: R is achievable} .

'To the best of our knowledge, all the previous storage constrained PIR schemes satisfy this assumption [26], [1]], [31]], which is also a popular storage
manner in coded caching (16, [34], [27], [211, [17].



Define the total normalized storage capacity as
M = uN € [1,N].

For the case M € [1 : N], the capacity of SC-PIR is exactly characterized in as
. 1 1\t
c* = 1+M+"'+W . 14)

Generally, for other M € [1, N] (or equivalently 11 € [4,1]), the capacity can be achieved by memory-sharing technique
between the integer points [M] and [M | (see [} Claim 1 & Theorem 2]). Thus, in the sequel, we will concentrate our
discussion on the case M € [2: N] since it is straightforward to prove that the optimal sub-packetization is ' = N for the
case M =1.

Moreover, the existing work [26]], [, have shown that linear SC-PIR schemes can achieve the capacity.

Definition 1 (Linear SC-PIR Scheme). For a given scheme of the (u, N, K) SC-PIR system, let {,, be the answer lengtlﬂ of
query Q%)]. It is said to be a linear SC-PIR scheme if the answers Al (n € [1: NJ) are formed by

Al =1el(z,) = (LY (Za),... . LCY, (Z)), ¥nell:N]

with each entry LC[ ] ( Zn) (j € [1:4y]) given by a linear combination of the packets stored at server n, i.e.,

LCS(Za) = > > Brkiy Wi (15)
ke[l:K]i€Z,
where ﬁn kij € [, is the coefficient of packet Wy, ; in the j-th entry of An and is determined completely by the received

query Qn]. Here, it implicitly assumes that each of packets {Wy; : k € [1 : K|,i € [1: F|} is represented by a vector over
. If the packets have different dimensions, then the additions are performed by padding the vectors with zeros to the largest
dimension.

The objective of the paper is to design (u, N, K) linear SC-PIR schemes achieving the SC-PIR capacity with the minimum
sub-packetization for the case M € [2: N].

III. A LOWER BOUND ON SUB-PACKETIZATION OF CAPACITY-ACHIEVING LINEAR SC-PIR SCHEMES

To simplify our notations in the following discussion, denote W, s the set of packets of file W, that are exclusively stored
by servers in S, S C [1: N, i.e.,

WkS—{sz <ﬁ Zn>\( U Zm)}, VkE[llK]. (16)
nes me[l:N]\S

Obviously, Wy g = () and H (W y) = 0 due to the constraint of reliable decoding. Then, file T/, and the storage contents at
server n can be respectively rewritten as

W= U Wis, VkE[llK] (17)
SC[1:N]

and

Zn= U @] Wk)s, Vn e [1:N]. (18)
ke[1: K] SC[1:N]
nes

Notice from (6) and (Z) that both the entropy of random variable Wy.s and the size of set Wy, s are irrespective of k.
Thus, for all S C [1 : NJ, we can set H(Wys) = asL and Fs = |Wj, s| where as € [0,1]. In other words, as is the
normalized file size of Wy, s and Fs is the number of packets in Wy, s. By (I), @), (I7) and (I8), the file size, storage size,
and sub-packetization F' are respectively constrained as

3 as=1, (19)

2Throughout this paper, the “length” is counted by the number of packets, thus “answer length” refers to as the number of packets in the answer.



Y as<p, Vnel:N] (20)

SCJ[1:N]
nes

and
F= Y Fs 21
SC[1:N]
In the following, we establish an information-theoretical lower bound on sub-packetization of any capacity-achieving

(s, N, K) linear SC-PIR scheme with M = pN € [2: N], which is characterized by the following optimization problem.

Definition 2. Given any positive integers N and M = uN € [2 : N|, Problem 1 is defined as

{o5}scivy,si=a = argmin Y 1(as > 0)
SCJ[1:N]

|S|=M
s.t. Z as=p, Vnell:N] (22)
SCJ[1:N]
|S|=M,neS
0<as<l, VS C[1:N],|S| =M (23)
where {5} scpi:ny,|s|=Mm IS called the optimal solution to Problem 1 and n* = > 1(af > 0) is called the optimal

SC[I:N],|S|=M
value of Problem 1. In addition, the parameters {QS}Sg[l:N],\&:M satisfying @2) and Q3) are called a feasible solution to

Problem 1.

A. Necessary Conditions of Capacity-Achieving Linear SC-PIR Schemes

In this subsection, we derive five necessary conditions (Lemmas [ and 2] below) for capacity-achieving linear SC-PIR
schemes, whose proofs are left in Appendix.

Lemma 1. Given any (u, N, K) SC-PIR system with M = uN € [2 : N] and {as : as € [0,1],§ C [1 : N]}, the storage
design of any capacity-achieving SC-PIR scheme must satisfy:
Pl. All the packets must be stored exactly at M servers, i.e., as =0 for all S C [1: N| with |S| # M;

P2. The storage capacity at all servers must be used up, i.e., > as = foralln €[l: NJ.
SC[1:N],neS

Remark 1. Given any parameters {«s : as € [0,1],8 C [1: N}, P1 along with P2 are equivalent to the constraints (22) and
3) of Problem 1.

— 6
For any K C [1: K],8 C [l : N], denote Wi s = Y Wi.s. Given 6 € [1 : K], let LCL](Zn) be the answer of server
€

01

- [0 — 16
n when receiving the query realization QLO I Let LC,, (Wk.s) be the part of LCL] (Z,,) involving the linear combinations of

packets in Wi s, i.e.,

0] > i
LC, (Wk.s)= <LCn71(W,C75), ..., LC, 7 (W;gg)) , Vnel[l:N], (24)

n,ly
~ ~ —1[6
where ¢, is the answer length for the query realization QL? ], and LCL_’]J-(W;C,S) is given by

—[6] ~ , ~
LC, ,(Wis)= Y. Bk Wi, Vjel:0) (25)
ke, Wy €Wk,s

9]

. o] .
wxi; in (I3 when the query realization Q5" is received by server n.

in which the coefficient BLO }k i is the realization of f3

Lemma 2. Given any (j1, N, K) SC-PIR system with M = uN € [2: N], let S C [1: N] and 0,0 € [1 : K] such that
|S| = M, 0 # 0. For every realization of queries @[10]]\, with positive probability, the retrieval phase for any capacity-achieving
linear SC-PIR scheme must satisfy:

P3. (Independence of the retrieved data) The M random variables

— (6]
LC, (Wss), Vnes (26)



are independent of each other;
P4. (Independence of the requested data) The M random variables

—[0]
LC, (Wh.kp\fors), VneS (27)

are independent of each other;
P5. (Identical information for the residuals) The M random variables

—~ [0]
LC, (Wi.kpjo0},s), VnesS (28)

are deterministic of each other.

B. Lower Bound on Sub-packetization of Capacity-Achieving Linear SC-PIR Schemes

Lemma 3. Given any capacity-achieving (11, N, K) linear SC-PIR scheme with M = uN € [2: N]and {as : as € [0,1],8 C
[1:N]},

Fs>M-1, if as>0,SC[l:N]|S|=
Fs =0, otherwise

Proof: Tt is clear that F's = 0 if as = 0. By Lemmal[Il we just need to prove Fis > M —1ifas > 0,S C [1: N|,|S| =
Let Wy~ and @[10]\}, be the desired file of the user and a realization of queries with positive probability, respectively. For
any S with |[Wp- s| > 0, recall from (T8 that W+ s are exclusively stored at servers in S. Thus, in the conditioning of the
realization of queries @[19]\],, to ensure that the user can correctly decode Wp-, there must be a server n € S such that the

—~— [9*
coefficients of packets Wy- s in LCL ](Zn) are not all zeros, i.e.,
—— [9*
H(IC, (Wi 5)) >0, Ynes.

Note that, the random queries for retrieving distinct files at a given server have the identical distribution by the privacy
constraint (IT). Thus, the following observation holds:
Observation: For any realization of queries @[19;\], with positive probability, the query @%) *], sent to server n for retrieving
file Wpy~, can also be sent to the same server n but for retrieving any distinct file 6 # 6* in another realization of queries
@[IG]N with positive probability, where @f - @Lf I Asa result, for the two realizations of queries @[19;\], and @[19]]\,, server
n will respond the same answer, i.e.,

—~ [67] —~[0]

ve, 2, = (L z.. LCl (2)) = (TehZ). . KO (2)) 1€ 2,)

That is, for any 0 € [1 : K]\{6*}, there exists another realization of queries @[19]]\, with positive probability such that server
0] —~[07]

n will respond with the same answer LC, (Z,) = LC,, "(Z,), where the terms involving Wy~ s are identical, i.e.,
—— (o —~ [0*

H(LC, (Wy-5)) = H(LC, (Wy- 5)) > 0.

Then, for any 6" € [1 : K]\{0, 60"},
(LC (W K]\{0,0’},S))
(a) — (6]
> H(LCn (W[HK]\{Hﬁ/}-,S)|W[1:K]\{979/-,9*}-,5)
— [0
® H(LCL](WQ*)S))
> 0, (29)

where (a) holds because conditioning reduces entropy; (b) follows from the linearity of @23).

Assume that the number of packets in Wy s is less than M — 1, i.e., Fs < M — 1. According to 23) and 26), the M
random variables féf,] (W973) (n' € S) consisting of linear combinations of Fs packets in Wy s are independent of each
other. Thus, Fs < M — 1 results in that there must exist two distinct servers 7,7 € S such that

—~ [0 —~ [0
LC, (Wy,5) = LC) (Wis) =0, Vije8,i#] (30)



However, we have

—~ [0] —~ [0]
LC, (Wi.kp(oy,s); LC; (W[lzK]\{e/},S))
[ [0]

—~ —~ [0] —~ [0] —~ [0
= I(LC- (Wikger.0y.s) + LC; (Wa,s); LC; (Wi jor,63,5) + LC; (We,s))

—~ [0] —~ [0]
LC; (Wji.k)\{er,6}.5); LC; (W[lzK]\{G’,G},S))

(d) —~ [0]
= H(LC, (W[l:K]\{O’,O},S))

where (a) follows by @7); (b) follows from the linearity of 23) again; (c) is due to 30); (d) is because of @8); (e) holds

since
—~ [0] —~ [0]
H(Lci (W[l:K]\{e,ef},s)) = H(LCn (W[1:K]\{9,9/},s)) >0

by @8) and @29). Thus, Fs > M — 1 and the proof is completed. ]
Now, we are ready to characterize a lower bound on the sub-packetization among all capacity-achieving linear SC-PIR

schemes.

Theorem 1. For any given (u, N, K) SC-PIR system with M = uN € [2 : N, the sub-packetization of any capacity-achieving
linear SC-PIR scheme is lower bounded by

F>n - (M-1), (3D
where 0" is the optimal value to Problem 1.

Proof: Given any capacity-achieving linear SC-PIR scheme with {as : as € [0,1],S C [1: N|}, the sub-packetization

F2 3 s

SCJ[1:N]

®)

> > 1as>0)- (M —1)
SC[1:N]
|S|l=M

©

2 77* ’ (M - 1)5

where (a) follows by 2I); (b) holds by Lemma[3 (c) is due to Lemma [ and Remark [ that {as : as € [0,1],S C [1: N}
of any capacity-achieving SC-PIR scheme must satisfy (22) and 23).

Definition 3. The sub-packetization F of a capacity-achieving linear SC-PIR scheme is said to be optimal if it achieves the
equality in (31).

IV. A GENERIC CAPACITY-ACHIEVING LINEAR SC-PIR SCHEME WITH OPTIMAL SUB-PACKETIZATION

In this section, we present a generic construction of capacity-achieving linear SC-PIR schemes with optimal sub-packetization.

A. SF-SC-PIR Schemes Based on Transformation From SF-PIR Schemes to SC-PIR Schemes

We first introduce a class of SC-PIR schemes in Algorithm [l which are constructed by a transformation from SF-PIR
schemes to SC-PIR schemes, where we term the resultant schemes as SF-SC-PIR schemes for convenience. Actually, the

transformation was first characterized in [31]].

Theorem 2. For any positive integers N, KK, M with M € [2 : N], given any feasible solution {cs }sci:n1,|s|=m to Problem 1
and any capacity-achieving (M, K) linear SF-PIR scheme with sub-packetization Fsy, the (n = M /N, N, K) linear SF-SC-PIR

scheme obtained in AlgorithmlIlis capacity-achievable with sub-packetization F' = 1)+ Fsp, where n = > 1(as > 0).
SC[1:N],|S|=M

Proof: Obviously, the output SF-SC-PIR scheme of Algorithm[Tis linear if the input SF-PIR scheme is linear. Furthermore,
by Lines DIl the sub-packetization of the output scheme is F' = 7 - Fsp. Consequently, we prove the theorem by showing



Algorithm 1 Capacity-Achieving SF-SC-PIR Schemes
Input: A feasible solution {cs}sci:n],|s|=m to Problem 1 and a capacity-achieving (M, ') SF-PIR scheme with sub-

packetization Fgp

Output: Capacity-Achieving SF-SC-PIR Scheme with sub-packetization F' = 7 - Fsp, where 1 = > 1(as > 0).
SC[1:N],|S|=M

—_

procedure Storage
for ke [1: K] do
Divide Wy, into {Wk75 : S C [1 : N], |S| =M,as > 0} such that H(Wk_’g) =aslL
Further divide each W}, s into Fgp disjointed packets for S C [1: N],|S| = M,as >0
end for
for n € [1: N] do
Zp 4+~ {Wis:kel[l: K],SC[1:N],|S|=M,as>0,neS}
end for

R A S

end procedure

10: procedure Retrieval

11: for each S C [1: N, |S| = M,as > 0 do

122 Employ the (M, K) capacity-achieving SF-PIR scheme® independently to retrieve W s privately from the M servers
in S and the K packet sets in {Wy, s : k€ [1: K|}

13: end for

14: The user combines Wy s (S C [1: N1, |S| = M, as > 0) to recover Wy

15: end procedure

that the storage design in Algorithm [I] is achievable and the SF-SC-PIR scheme is capacity-achievable while satisfying the
constraints of correctness and privacy.

In Line 3 each file can be partitioned into Wy, = {Wys : S C[1: N|,|S| = M,as > 0} since the feasible solution
{as}scpny,s=n that satisfies @2) and @23) has

Z as = Z as (32)

SC[1:N] SC[1:N]
|S|=M,as>0 |S|=M

2% Z as Z 1(nesS)

SCJ[1:N] ne[l:N]

|S|=M
1
= Z Z as-1(neS)
n€[1:N] SC[1:N]
|S|=M
1
S S
ne[l:N] SC[1:N]
|S|=M,neS
(@ pN
M
=1

)

where (a) is due to (22). In Line [ the storage content Z,, at each server is

Zy= U U Wis, VYnell:N].
ke[1:K] SC[1:N],|S|=M
as>0,neS

Since all the random variables W}, s are independent of each other, by applying H (W}, s) = asL and @22), we get

H(Zy,) =KL Y  as=pKL,
SC[1:N],|S|=M
as>0,neS

31t is not necessary to use different SF-PIR schemes as building blocks since the sub-packetization of resultant SC-PIR scheme can be further reduced by
adopting the identical SF-PIR scheme with minimum sub-packetization.
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which satisfies the storage constraint (3). Thus, the storage design in Algorithm [ is achievable.

Then, we prove the scheme in Algorithm[I] to be capacity-achievable. By Lines [ and[7] for any S C [1: N|,|S| = M, as >
0, each Wi, s (k € [1 : K]) is partitioned into Fsp packets and is stored at M servers in S. Thus, in Lines [[1{13] the non-zero
Wy, s can be retrieved from servers in S by employing the capacity-achieving (M, K') SC-PIR schemes independently. Then,
according to (I3), the download cost for retrieving Wy s is

H(W;.5) 1 1
Ds=""%% (14— 4+ 4+ —)asL
s Cor + 57 Tt g ) osks

where Csp = (1+1/M + ...+ 1/M~X _1)71 is the capacity of (M, K') SF-PIR scheme. Therefore, the rate for retrieving W
is

R—L— L —1+1++1 -
D 3 Ds M T ME-L ’
SCJ[1:N]
|S|=M,as>0

which achieves the capacity of SC-PIR in (I4).
The user can recover Wy by combining all non-zero Wy s, where privacy is guaranteed because the SF-PIR scheme satisfying
the constraint of privacy is independently employed to download the desired packet sets. |
We know from Theorem 2] that any parameters {as : as € [0,1],8 C [1 : N|} satisfying (22) and (23) result in a storage
design of a capacity-achieving SC-PIR scheme. Thus, we have the following corollary according to Remark [1l

Corollary 1. Given any parameters {as : as € [0,1],8 C [1 : N]}, PI and P2 are necessary and sufficient conditions for
the storage design of a capacity-achieving SC-PIR scheme.

B. Capacity-Achieving Linear SC-PIR Schemes with Optimal Sub-packetization

From Algorithm [Il we can construct a capacity-achieving SC-PIR scheme by using any feasible solution to Problem 1 and
any capacity-achieving SF-PIR scheme as a building block. Such capacity-achieving (M, K') SF-PIR schemes have been found
in [22], [23], [28]. If the SF-PIR scheme with sub-packetization M %1 is employed, then we can obtain a capacity-
achieving SC-PIR scheme with sub-packetization 77 - M !, which has identical download cost across all random realizations
of queries. Whereas, if the scheme with sub-packetization M — 1 in [28] is adopted, the asymmetry of download cost over all
realizations of queries will be inherited by the resultant SC-PIR scheme so that the sub-packetization is reduced to 7- (M —1).
In particular, when any optimal solution to Problem 1 is further employed, a capacity-achieving SF-SC-PIR scheme with
sub-packetization n* - (M — 1) can be obtained.

For the sake of completeness, we summarize the scheme of [28] in Algorithm 2l where Q is defined as

Q= {(q1,...,qx) €[0: M —1]%}.

Note that the dummy packets in Line 2] are not stored by the servers at all. Let A = 37,1 )\ {9y Wi,q,» then the user
can decode file Wy, = (Wyo,..., Wy pm—2) from the answers (Age], . ~7AE\9)—1) in Line [3 because of (Ag’], .. ,AE@_I) =
(A+ Woqps-- s A+Wonr—2, A+0,A+Wpo,...,A+ W@)qg_l).

The following result is immediate by Theorems [I] and

Theorem 3. For any positive integers N, K, M with M € [2 : N], given any optimal solution {5} sc1:n],|s|=m to Problem
1 and the capacity-achieving (M, K) linear SF-PIR scheme in Algorithm 2} Algorithm [I] outputs a capacity-achieving (p =

M/N, N, K) linear SC-PIR scheme with sub-packetization F* = n* - (M — 1), where n* = > 1(af > 0).
SC[1:N],|S|=M
Particularly, the sub-packetization F* is optimal among all capacity-achieving linear SC-PIR schemes.

V. STORAGE DESIGN ARRAY

According to Theorem[3] in terms of designing capacity-achieving linear SC-PIR schemes with optimal sub-packetization, it
is crucial to solve the optimization problem in Problem 1. However, it is not easy because of the involved indicator functions.
Thus, in this section, we dedicate to construct concrete capacity-achieving linear schemes with low sub-packetization by finding

sub-optimal solutions to Problem 1.
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Algorithm 2 Capacity-Achieving (M, K) Linear SF-PIR Scheme with Sub-packetization M — 1
1: Relabel the indices of the M servers as 0,1,..., M — 1.
2: For each k € [1: K|, file W}, is uniformly partitioned into M — 1 disjoint packets W o, Wi 1, ..., Wi ar—2. For easy of

exploration, each file W, is appended a dummy packet Wy, pr—1 20, ie.,

Wi = Wko,- o s Wim—2,0), VEkell: K]

3: Select a vector from the set Q independently and uniformly:

q= (qla'"7q9713q95q9+17"'7qK)-

4: Query Phase: Based on the vector q, the user constructs a query sent to server m as

Q%] = (qla"'7q9—17(q9+m)M7q9+17"'7qK)7 Vm e [OM_]‘]

5: Answer Phase: After receiving the query Qﬁ], the answer at server m is

(0] NULL, if Q%]Z(M—l,...,M—l)
Am' = Yo Wig +Wo (go4m)n else , Yme[0: M —1],
i1 K\{6}

where the value NULL indicates that the server keeps silence.
6: Decoding Phase: Decode file Wy = (Wy.o, ..., Wy pr—2) from the answers Ag)], e ,AB&L1

For clarity, we first introduce Storage Design Array (SDA) to construct feasible solutions of Problem 1.

Definition 4 (Storage Design Array (SDA)). For any positive integers N, M with M € [1 : NJ, an (N, M) storage design
array is an array of size N x W with each entry being either “x” or “NULL” that satisfies

S1. Each column has M “x”s;
S2. Each row has

M .
gcd(N, M) ¢S

Definition 5 (Number of Distinct Columns of SDA). Let P = [p; ;] y

N
X ged(N, )
let S; be the set of row indices corresponding to “x”s in column j, i.e.,

be an (N, M) SDA. For each j € [1 : m],

S; & {i€1:N]:pi;=*}, VJE{LM]' >

We denote np as the number of distinct columns in P, i.e.,

{s0< v e} 9

_ N N
Let {S;,}]%, be the np distinct ones in {S; }‘f;dl(N'M) and s; be the occurrence that S;, appears in {S; }‘f:fN'M) Sforle[l:np],

A
np =

Le.,

, Viell:np] (35)

L ; . N .S — 8.
vt e [ v -
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Example 1. An (N =9, M =4) SDA P and another (N = 11, M = 5) SDA P’ can be written as follows, respectively.

[ % % % % % i
[ % % x i x ok ok ok ok
x ok ok ok x ok ok ok ok
x ok k% X x k ok k
x ok k% X x k ok k
P= * ok k% , P = x ok k% ok
x ok ok * x ok ok ok *
x % % x ok ok %
* x ok ok ok x ok ok
I £ kx| * x % ok %
L * ko kx|

In fact, the SDAs P and P’ are constructed by greedy Algorithm Bl which will be illustrated in Section [VI[ZA] in detail.
Apparently, there are np = 6 distinct columns in P (i.e., columns 1,5,6,7,8 and 9) with {s;1 = 4,50 = 1,83 = 1,84 =
1,85 = 1,86 = 1} and nps = 7 distinct columns in P’ (i.e., columns 1,6,7,8,9,10 and 11) with {s1 = 5,82 = 1,83 = 1,84 =
1,85 =1,86 = 1,87 = 1}.

Lemma 4. Given N and M € [1: N|, any (N, M) SDA P is associated to a set of parameters {as}sc(i:n],|s|=m that is a
feasible solution to Problem 1.

Proof: Notice from S1 and (33) that |S;,| = M for all [ € [1 : np]. Thus, we can obtain a set of parameters
{GS}SQ[LNHS\:M,

) (36)

SZ.W, if S$=3§,, for some [ € [1: np]
as = .
0, otherwise

where s; is defined in (B3). Then, for any n € [1 : N],

> es= ¥ e,

SCJ[1:N] le[1mp]
|S|=M,neS nes;,

gchM Z 5

l€[1l:mp]
neS;,
(a) ged(N, M) _
- N ZN 1(pnj = *)
7€ gearn |
®) ged(N, M) M
N N ged(N, M)

= u,
where (a) follows from (33) and (35), and (b) is due to S2. That is, the parameters {cs}scii:n],|s|=nm satisfy @2) and @23),

and thus are feasible for Problem 1. [ ]
Obviously, taking the feasible solution {as}scii:n),s/=am and the (M, K) SF-PIR scheme in Algorithm [2] as inputs of
Algorithm [II one can obtain a storage design scheme by Lines in Algorithm [ and a capacity-achieving SF-SC-PIR

scheme with sub-packetization np - (M — 1) by Theorem 2] where np = > 1(as > 0) by (G6).
SC[1:NT,|8|=M

Theorem 4. Given any positive integers N, K, M with M € [2 : N] and any (N, M) SDA P, there is a capacity-achieving
(uw=M/N,N, K) linear SC-PIR scheme with sub-packetization np - (M — 1).
Example 2. For the (N =9, M = 4) SDA P in Example [T} set

4 1
(11,2,34} = 9’ 56,78y = A{5,6,7,9} — ¥{56,8,9} — {5,789} = *¥{6,7,8,9} — 9’
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and all the other a5 to be zeros. It is easy to see that {cs } sc1:9),5/=4 is a feasible solution of Problem 1 with > 1(as >
SC[1:9],|S|=4
0) = np = 6. Then, we can generate a capacity-achieving (u = 4/9, N = 9, K) linear SC-PIR scheme with sub-packetization

18. Similarly, the (N = 11, M = 5) SDA P’ in Example [1] is associated to a capacity-achieving (1 = 5/11, N = 11, K)
linear SC-PIR scheme with sub-packetization 28.

VI. EQUAL-SIZE CAPACITY-ACHIEVING LINEAR SC-PIR SCHEMES

Recall that the setup in Section [Tl allows us to partition each file into unequal-size packets. Actually, the equal-size partition
of the files is one of the most important cases in practice, which is also considered by the previous capacity-achieving SC-PIR
schemes [26]], [1]], and SF-PIR schemes [22], [23], [28]] in the storage phase. Thus, we first focus on capacity-achieving
SC-PIR/SF-PIR schemes with small sub-packetization by imposing the assumption of equal-size packets, i.e.,

L
H(Wia) = HWiz) = ... = HWir) = 5, Vhe[1: K], 37)

For simplicity, we will refer to the sub-packetization of a scheme satisfying (37) as equal-size sub-packetization. In particular,
we characterize the optimal equal-size sub-packetization of all capacity-achieving linear SF-SC-PIR schemes in the following
theorem.

Theorem 5. Given any (u, N, K) SC-PIR system with M = puN € [2 : N, the optimal equal-size sub-packetization of all

N(M—1)

capacity-achieving linear SF-SC-PIR schemes is given by Zed (N3

The theorem will be proved by constructing an SDA-based SF-SC-PIR scheme with equal-size sub-packetization and showing
the optimality of its sub-packetization separately.

A. SDA-Based SF-SC-PIR Schemes with Equal-size Sub-packetization

In this subsection, we construct an (N, M) SDA P with all columns being distinct, i.e., np = 3 Later, it will be

N
ged(N,M

shown that such SDA P is associated to a capacity-achieving SF-SC-PIR scheme with equal-size sub-packetization %.
Before that, a simple example is presented.
Example 3. For N = 12 and M =5, an SDA with all columns being distinct is given by
[« * * * * 7
* * * * *
* * * * *
* * * * *
* * * * *
P_ * * * * *
* * * * *
* * * * *
* * * * *
* * * * *
* * * * *
L * * * * * 1ot
Then it corresponds to a set of non-zero and equal-size parameters
Qf1,2,3,4,5) = Q(6,7,8,9,10} = Q{11,12,1,2,3} = O{4,5,6,7,8} = ({9,10,11,12,1} = {2,3,4,5,6} (38)

1
= ®{7.89,10,11} = *¥{12,1,2,3,4} = {5,6,7,8,9} — *¥{10,11,12,1,2} — ¥{3,4,5,6,7} — ¥{8,9,10,11,12} — E-

By employing these parameters and the (M = 5, K) SF-PIR scheme in Algorithm ] as inputs of Algorithm [ a capacity-
achieving SF-SC-PIR scheme is obtained, where each packet has equal size %L and sub-packetization 48.

Formally, an (N, M) SDA P = [p; ;] ~__ satisfying np = is constructed as

X Sd(N, )

*, ifi€8;
Dij = { ’ (39)

N
ged(N,M)

NULL, ifi¢S; ’
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where
SE(0:M—-1]+(G—1)-M), +1, Vje[l:L] (40)
ged(N, M)

It is easy to check that the array P is an (N, M) SDA satisfying np = W, by the following three facts from S;
(jelt: m]):
F1. For each j € [1: m], set S; is of size M, i.e., |S;| = M forall j € [1: m];
F2. All the sets in @0) are distinct, i.e., S; # S; forany i # j € [1: m];
F3. For any given n € [1 : N], n exactly occurs in W different sets in @0), i.e., [{j € [1: W] :n € S5} =

W for all n € [1: NJ.

By (38, as = W if S =8, for some j € [1: m], and as = 0 otherwise. Accordingly, all the non-zero

{Wis:ke[l:K],SC[l:N],|S| =M,as > 0} are of equal size and each is partitioned into M — 1 equal-size packets

by Algorithms [TH2] Therefore, its capacity-achieving SF-SC-PIR scheme has equal-size sub-packetization %.

B. Optimality of Equal-Size Sub-packetization

Recall from Algorithm [I] that any feasible solution {as}sc(i:n,|s|=a to Problem I can support a capacity-achieving
(u = M/N,N, K) linear SF-SC-PIR scheme by employing any specific capacity-achieving (M, K) linear SF-PIR scheme as
a building block. According to Line 4 in Algorithm [ and 37), each Wy, s of size as > 0 is partitioned into Fsp equal-sized

disjoint packets. Thus, to design a linear SF-SC-PIR scheme with equal-size sub-packetization, it is necessary that as > 0 is

a constant.

Lemma 5. Given any (u, N,K) SC-PIR system with M = uN € [2 : N| and {as}scp:n), the storage design of any
capacity-achieving linear SF-SC-PIR scheme with equal-size sub-packetization must satisfy:

P6. The equal-size partition storage is adopted, i.e., all the non-zero as has the same value.

From Theorem [1] the equal-size sub-packetization of any SF-SC-PIR scheme is no less than n* - (M — 1), where 1’ is the
optimal value of the following problem by Lemmas [l and

Definition 6. Given any positive integers N and M = uN € [2 : N|, Problem 2 is defined as

({QZ}SQ[I:NHS\:MvA*) = argmin Z 1(0&5 > O)

SC[1:N]
|S|=M
s.t. Z as=p, Vne[l:N] 41
SCJ[1:N]
|S|=M,neS
as € {A, 0}, VS C[1:N|,|S| =M 42)
0<A<1 (43)
where ({a%}scpi:n,|s|=m> A") is called the optimal solution to Problem 2 and n} = > 1(a% > 0) is called the

SC[1:N],|S|=M
optimal value of Problem 2.

Thus, we just need to prove that the optimal value 7} of Problem 2 satisfies ) > m. From Problem 2,

1(2 Z s
SCJ[1:N]
|S|=M
= A" Y 1k >0)
SC[1:N]
|S|=M

= A",

where (a) follows by (32) and #I)-@3). Thus, we have A* = L.

T
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By (1), the storage constraint of any server n is

p= >, as

SC[1:N]
|S|=M,neS

=A*. Z 1(a% > 0)
SCJ[1:N]
|S|=M,neS

1
= —*V.
Ne

Note that v = > 1(af > 0) is an integer. Then, the above equation indicates that
SC[1:N],|S|=M,neS

* M *
VEplle =55 Tle

is an integer. Therefore, 7} must be greater than or equal to which completes the proof of Theorem

__N
ged(N,M)>
VII. CAPACITY-ACHIEVING LINEAR SC-PIR SCHEMES WITH LOWER SUB-PACKETIZATION

The sub-packetization reflects the implementation complexity of a scheme, specifically in a PIR system, low sub-packetization
achieves low complexity [28]]. In order to further reduce sub-packetization, we allow unequal-size packets in this section.
Notably, unequal-size packets are usually unavoidable in such SC-PIR [26], [}, since the memory-sharing technique typically
results in schemes with unequal-size packets [1]], [16]. Particularly, memory-sharing is often used to achieve the capacity for
any storage M € [1, N| by resorting to the discrete points with M =1,2,..., N.

Next, we first present an example to illustrate that allowing unequal-size packets can further decrease sub-packetization of
capacity-achieving SC-PIR schemes.

Example 4. An (N =12, M = 5) SDA can be also constructed by the form of

* ok ok ok ok
* ok ok ok ok
* ok ok ok ok
* ok ok ok 3k

P =
* ok ok X *
* ok ok X *
* ok * ok X
* ok * ok X
*  x ok ok %
*  x ok ok X

- < 12x12
There are np = 6 distinct columns in P, i.e., columns 1,6,8,10,11 and 12. By Theorem H] the SDA can be used for
constructing a capacity-achieving (1 = 5/12, N = 12, K) linear SC-PIR scheme with sub-packetization 24, which is smaller

than 48, the optimal equal-size sub-packetization as illustrated in Example 3l

Based on Theorem [l we wish to construct an SDA P with np as low as possible for further reducing sub-packetization.

A. Greedy Construction of Storage Design Arrays

In this subsection, we propose a greedy construction of (N, M) SDA P for any N and M € [1 : N]. By convenience, for
any positive integers n, m, we use [],xm, to denote an array of size n x m with all the entries being “x”s.
Clearly, when ged(N, M) > 1, an (N, M) SDA P can be yielded by

P/
P= : ged(N, M) , (44)
P’ ~

NX ceatv 70
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where P’ is an (gcd(J]VV,IL{)7 gcd(%_’M)) SDA of size gcd(%yM) gcd(%yM). That is, P is generated by repeating P’ gcd(N, M)
times. Hereafter, we only concentrate on the construction of (N, M) SDA for ged(N, M) = 1.
Notice that we aim to construct (N, M) SDA P with np as small as possible for gcd(N, M) = 1. Intuitively, by the

definition of 77p in (34)), the columns of SDA should be repeated as much as possible to reduce 7p, i.e., s; should be as big

X

as possible for every [ € [1 : np]. However, s; is upper bounded by min{ M, N — M} since

e 57 < M follows from S2 directly.

o If s, > N — M, i.e., some column is repeated more than N — M times, without loss of generality, assume that the first
M rows and first m (m > N — M) columns of P form array [*]asx,. Then by S1, the first m entries of the (M + 1)-th
row are NULL and thus the (M + 1)-th row has at most N —m < M “x”s, contradicting S2.

Based on the above fact that each column in SDA is repeated at most min{M, N — M} times, Algorithm [3] is proposed to
recursively construct (N, M) SDA for ged(N, M) = 1 as follows:

1) Case 1 (Lines [6{7): If N — M > M (i.e., N > 2M), min{M, N — M} = M. Thus, greedily generate [*]rx s and

then proceed an (N — M, M) SDA.

2) Case 2 (Lines[@{I0) If N—M < M (i.e., N < 2M), min{M, N —M} = N — M. Hence greedily generate ]/ (n— 1),

[*](N—ar)xm and then proceed an (M,2M — N) SDA.

The two cases above are recursively carried out until N =1, i.e., P = [*]1x1.

Algorithm 3 Greedy SDA Algorithm (G-SDA)

Input: Positive integers (N, M) with 1 < M < N and ged(N, M) = 1,
Output: An (N, M) array P of size N x N;

1: Procedure GreedySDA (N, M)

2: if N =1 then

3 P =[#]ix1;

4: else
5. if N > 2M then
6 P’ = GreedySDA (N — M, M);

o opo [dheari f
L P N x N

8: else
9: P = QreedySDA(M, 2M — N);

) | P’
10: P— [ vex (v—n1) | ] :

; [*](NfM)xM Nx N

11:  end if
12: end if

13: end Procedure

Example 5. The SDA in Example [ is in fact constructed by the G-SDA algorithm with input parameters (N = 12, M = 5).
The recursive processes are illustrated in (#3), where P; (1 < i < 6) is the output array in the i-th recursive step with input
parameters specified in the brackets to its right.
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P1 (125) P, (7.5) P; (5.3) P, 3.1)

* k% ok %
* ok x ok %
* ok ok k% - _
* ok
* ok ok k%
* ok x ok
* ok x ok % i
* % P; * o« Py
: *
— | *x % — | * % — |
H IP5
* % N N : 3x3
* ok x % % Pokok %
P> : 5x5
* ok ox ok %
L 477
L J12x12
Ps (2,1) Ps (1,1)
*
I ] as)
i Pg 1x1
! 2% 2

Theorem 6. Given any positive integers N, M with 1 < M < N, there exists an (N, M) SDA P with np = 77(
where n(N, M) is recursively defined for any N, M with 1 < M < N and gcd(N, M) =1 by

N M )
&cd(N, M) ged(N, M) )’

1, if N =1
n(N,M) =< 1+n(N—-MM), if N>1andN>2M . (46)
1+n(M,2M = N), if N>1and N <2M

Proof: For any N, M with 1 < M < N, the SDA P in (@4) has np = np, where P’ is an array output by Algorithm [3]
with input parameters (gc d(ZXL ) 5 d(%_’ M)). Thus, it is sufficient to prove that the output array of Algorithm [3is an SDA P
with np = n(N, M) for any N, M with 1 < M < N and ged(N, M) = 1.

First of all, for any input parameters (N, M) with 1 < M < N and ged(N, M) = 1, we observe two facts from Lines
6 and 9 of Algorithm B} (1) During each recursive procedure, the recursive input parameters (N, M) always maintain the

property that 1 < M < N and ged(N, M) = 1; (2) N strictly decreases and thus eventually decreases to 1. Then, the recursive

procedure will terminate at Line 3, i.e., N = 1. Actually, it is also easy to observe that the recursions of Algorithm 3] happen
n(N, M) times.

Secondly, it is easy to verify from Lines 7 and 10 that P satisfies S1 and S2 with parameters (N, M) if and only if P’
satisfies them with parameters (N — M, M) (if N > 2M) or (M,2M — N) (if N < 2M). So, we can easily prove that the
output P is an SDA with np satisfying (@6) by the induction method. [ ]

The corollary below follows from Theorems H] and

Corollary 2. For any positive integers N, K, M with M € [2 : N|, there exists a capacity-achieving (u = M /N, N, K) linear

SC-PIR scheme with sub-packetization n( (% Wik gcd(% M)) (M —1).

Remark 2. Here, we show that the SDA P constructed in (44) can further decrease the sub-packetization of capacity-achieving

SC-PIR schemes compared to the optimal equal-size sub-packetization % in Theorem [3 Since the (N, M) SDA P
has M

W columns for any M € [2: N|, np = n(gcd(%)M), gcd(N)M)) < gcd(%)M). Remarkably, it is easy to prove from
N—M

(EEI) that the equality (ie np = gcd(%) holds if and only if m =1 or gy = 1 In the other cases, ie.,

m # 1 and W # 1, we have np < w and thus such SDAs can be used for generating capacity-achieving

SC-PIR schemes with sub-packetization strictly smaller than the optimal equal-size sub-packetization %
N—

[@). In addition, when m =1or WZ\%@ = 1, it will be shown in Theorem [§] that the associated capacity-achieving
! ' N(M-1)
ged(N,M)*

(e.g. Example

SC-PIR scheme has the optimal sub-packetization



B. Improved Construction of Storage Design Arrays

Recall that Algorithm [3] always greedily repeats columns in the current recursive step , which may lead to many s; = 1 in
the latter steps and thus results in large np. Particularly, when N = 2M + 1, it generates SDA with {s; = M,ss = ... =
so+m = 1}. In principle, in order to minimize np of SDA, it should be better to design repeated columns from a global
perspective. For this case, by decreasing s; to M — 1 and increasing some s; from 1 to 2, we are able to present an improved

construction to decrease the sub-packetization.

Before that, it is worthy to point out the following simple property of SDA.

Lemma 6. For any (N, M) SDA P = [p; ;| ___~___, its opposite array P = [p; ;]

ged (N, M)
_ o *, if Dij = NULL
Pii = ANULL, if piy =+

is an (N, N — M) SDA. Moreover, the number of distinct columns in P and P are equal, i.e., np = U2
Firstly, given any positive integer M > 2, we construct an (N, M) = (2M +1, M) SDA Q) of size (2M +1) x (2M +1)

as
o If M is even,

diag(*)QXQ
[*]MX(M—I) :
Qm = diag()2x2
[*](%H)XM
I diag(«) y o | diag(s)a o | [y
o If M is odd,
: | diag(*)3xs
(s i) | | (.) h
Qu = ' -
. [#] 245 ar1) | diag(+)sxs
| diag() s s ¢ diag(e) sy oaro | (Ko

where diag(*), x, denotes an n X n array with the entries in diagonal being “x”’s and the rest entries being “NULL”s. It is

casily checked that Qyy is a (2M + 1, M) SDA with nq,, = [&] + 3.

Example 6. When M =4 and M =5, Q4 and Q5 are the following forms, respectively.

ged (N, M)

defined by

% blocks diag(*)2x2

(2M +1) x (2M +1)

dem+1)xem+1)

C I T *
B * ] C I T *
S * Xk ok % *
S * Xk ok % *
S * C N T *

Qs = X% % % , Qs = R *

Xk k% ko ok *
Xk k% Xk ok *
* kL ok ok Xk ok *
i * P * k] >f< kox %
L * bk ok %

Obviously, g, = 5 with {s1 = 3,50 = 2,83 = 2,54 = 1,85 = 1} and ng, = 6 with {s1 = 4,50 =2,53 =2,54 = 1,85 =
1,86 = 1}. Compared to P with {s; =4,s0 =1,83 =1,84 = 1,55 = 1,86 = 1} (resp. P’ with {s1 =5, s9

1,85 = 1,86 = 1,87 = 1}) in Example[I the distribution of repeated columns s; is more flexible than the greedy algorithm,

which leads to a smaller number of distinct columns.

=1,s3=1,54 =

MEL blocks diag(+)3x3

11x11
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Notice that Qp/—1 is a (2M — 1, M — 1) SDA with nq,, , = |2 | + 3 for any M > 3. By Lemmal@l we can obtain a
(2M —1,M) SDA Q) with g =171Qy_, = [ %] +3 forany M > 3. Next, based on Qas and Qy_y, for any given
positive integers M, d such that M > 3,d > 2, we can construct a class of (N, M) SDA with N =dM +1 as:

d—2

[ [*]MXM

[*]MXM
) 47)

[ arxar |
P’

4N XN
where
P SM, if N=dM +1
Qu_1, ¥ N=dM -1
The following result is straightforward.
Theorem 7. Given any positive integer N = dM + 1 for integers M € [3: N| and d > 2, there is an (N, M) SDA P with
Ja+ A+ fN=dM+1
T Td L] 41, N =dM -1
Remark 3. Notice that ged(N, M) =1 when N = dM + 1 for any integer d > 2. Let (N, M) be the input parameters of the
G-SDA algorithm, then the number of distinct columns of the output SDA is equal to n(N, M) in @@) at N = dM +1, i.e.,
d+ M, if N=dM+1
n(N, M) = :
d+M-—-1, f N=dM -1

Thus, the SDA presented in (&7) decreases the number of distinct columns and further reduces the required sub-packetization
of capacity-achieving SC-PIR scheme.

Finally, we obtain the following corollary from Theorems [ and [71
Corollary 3. Given any positive integers N, K, M with M € [3: N] and N = dM =+ 1 for some integer d > 2, there exists a
capacity-achieving (u = M /N, N, K) linear SC-PIR scheme with sub-packetization (d+ [2] +1)- (M —1) if N = dM +1
or (d+ 2| +1)- (M —-1)if N =dM — 1.

In general, it is difficult to extend the above improvement to all the parameters N and M € [1 : N, since the modification of

s; becomes very complicated and sometimes even unsolvable under the SDA constraints S1 and S2 if there are many different

values of s;.

C. Optimality on Sub-packetization of Greedy SDA
In this subsection, firstly we establish a lower bound on the optimal value of Problem 1. Next, we discuss the optimality

on sub-packetization of the SC-PIR scheme associated to the proposed SDA with respect to this bound.

Lemma 7. For any positive integers N, M with 2 < M < N, the optimal value of Problem 1 satisfies

rom{[3] [}

Proof: Suppose that {a5}scpi:n),s|=a is the optimal solution to Problem 1. Let {Si};’;l be the indices of non-zero
elements in the solution, i.e., a§ > 0 if and only if S € {Sl}?:1 By (32), the optimal solution satisfying 22) and 23) implies
the following constraint

Z as = Z ag, = 1. (49)

SC[1:N] 1€[1:m*]
|S|=M
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Hence, there must be an index j € [1 : 7*] such that
1
Assume that n* < [%] Then, % —n* > 0 since n* is an integer. Accordingly, there must exist a positive number
c:%—n* > 0. By (30),

ag, (50)

i 1
s
S; = % _ .
- M
N
= M'
Thus, for any n € S;,
Y ag=as > (51)
SC[1:N]
|S|=M,neS

which contradicts 22). Thus, n* > [%].
Assume that * < [257|. Similarly, we have n* = 2 — ¢ for some ¢ > 0. Then,

Since M < N, there exists n € [1 : N]\S; such that

* *
>, as= >, as

SC[1:N] SC[1:N],|S|=M
|S|=M,neS S#S;,neS
@
<1- as,
<
where (a) is due to [@J), a contradiction to (22) again. That is, n* > [ 2] -

Recall from Theorem [6] and Corollary 2] that the capacity-achieving linear SC-PIR scheme associated to the SDA in (@4)
has sub-packetization

(VM) N M
F S (M —1). 2
G-spa 11 <gcd(N, M) ged(N, M)> ( ) (52)

In general, it is difficult to directly compare the sub-packetization Fé{\sfblf) and the optimal value F* = n* - (M — 1)

in Theorem [3] since 7( m d(]}\\/] T E d(% M)) is defined in (@6) as a recursive form. In the following theorem, we obtain a

multiplicative gap by relaxing n(gc d(% ) & d(% M)) to an upper bound and n* to a lower bound. In addition, this theorem

also characterize two special optimal cases.

Theorem 8. Given any (u, N, K) SC-PIR system with M = puN € [2 : NJ|, the sub-packetization Fé{\sfbl\;{) is within a

multiplicative gap % of the optimal sub-packetization of capacity-achieving linear SC-PIR schemes. In particular,

in the cases min{ M, N — M }|N or M = N, the sub-packetization FG({\S[]’)AZ) = % is optimal.

Proof: From Theorem [ the optimal sub-packetization is F'* = n* - (M — 1). In the case M = N, since n* > 1,

FNAD — M — 1 = F* s optimal. When M € [2: N — 1],
(N, M)

1< FG»SDA
< oA

N M
a n C s ? gc
(@) (g d(N,M)*g d(N,M)) (53)
n
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®) gcd(J]vV,M)

= max (15 ] [v 5}

min{M,N — M}

54

ged(N, M) (>4

where (a) follows by (52); (b) is due to the lower bound in (@8) and the upper bound n(gc d(]]\\f, M 5 d(%_ M)) <z d(J]VV_ a7y by
Remark

In particular, in the case min{ M, N — M }|N, we have gcd(N, M) = min{M, N — M }. Thus, FéAS]D]K) = F* by (34, i.e.,

Fé{\srblf) = m - (M —1) is the optimal sub-packetization in this case. |

Remark 4. The SC-PIR problem straightly degrades to the problem of replicated PIR by setting M = N. Obviously, when
M = N, our SC-PIR scheme associated to the SDA in (4) achieves the optimal sub-packetization F'* = M —1 = N — 1,
which is the same as that in [28]].

VIII. CONCLUSION

In this paper, we investigated the sub-packetization of uncoded Storage Constrained PIR (SC-PIR). We first characterized the
optimal sub-packetization of capacity-achieving SC-PIR schemes by an optimization problem, which is hard to solve due to
the involved non-continuous indicator functions. We introduced Storage Design Array (SDA) to construct practical operational

SC-PIR schemes with low sub-packetization. It turns out that, for the SC-PIR system with N servers and a total normalized

N(M—1)
gcd(N,M)

SC-PIR schemes characterized by Woolsey et al.. Finally, by allowing unequal-size packets, two constructions of SDAs were

storage capacity M € {2,..., N}, the equal-size sub-packetization is optimal among all capacity-achieving linear

proposed to further decrease the sub-packetization. The resultant sub-packetizations were shown to be optimal in the cases
min{M, N — M}|N or M = N, and within a multiplicative gap of min{M,N_M}

2cd(N3D) compared to a lower bound on the optimal
sub-packetization otherwise.

APPENDIX

In this section, we provide the proof of the five necessary conditions P1-P5 for any capacity-achieving linear SC-PIR scheme.
To this end, we first refine the converse proof of SC-PIR capacity given in [1l], and accordingly, we have placed an emphasis
on the necessary properties of capacity-achieving SC-PIR schemes by constraining the inequalities in the refined proof to be
held with equalities. Further, the obtained properties are specialized to linear SC-PIR schemes to complete the proof. Actually,
the similar approach was used in [28] and for the setups of replicated PIR and MDS-coded PIR, respectively.

We start by proving two useful lemmas.

A. Preliminary Lemmas

Lemma 8. Foranyi € [1: N,KC[1: K], and N C[1: N],
H(A Wi, Zy, Q) = H(A Wi, Zx, Q). VO €[1: K], (55)
Proof: Notice that

0

I /\

H(AY |W Zn, Q) — HAP Wi, Zy, Q)

£9 7 1 N\ {i }|WIC72./\/7Q[9])

oLw 1K]\K7Q%1N\{ }|W/C,ZN,Q[ )
Wik Qi 1y Wies 2w Q) + IAY; QI 11y Wi, Zv, Q1)
W

Il
~

1=
S

IN

1 WIK;ZN7Q% \{}|Q9])
IW1K72N7 [])

IWlKaQ )

—
= IN

(A
(A
(
ITWhaks Q[l N\ (i W Zn Q")
(
(
(

H’
N
o

)
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where (a) holds because AEGJ is a function of Wi.x and QE"] by @); (b) follows from the fact that Z is a function of the
files W1.x by ([@; and (c) follows from the independence of files and queries by (8). [ ]

Lemma 9. Foranyi € [1: N, K C[1: K], and N C[1: N],
H(AP Wi, 2y, Q) = H(A" Wi, 2y, Q). v6.0' € [1: K], (56)
Proof: For any 6 € [1: K],
1(QY, A, Wi, Zy;0)
1QY, AP Wik, Zy;9)
QY Wik;0)
QY 0) + I(Wk:01QL")

~
= =2 =2 =2 =2 =
-

where (a) holds because AEO] and Z,r are determined by QEO] and W1y.g, (b) holds because the files are independent of the
desired file index and the query, and (c) follows from the privacy constraint (I2).
Notice that, I (QEG], AL"], Wi, Zar; 8) = 0 indicates that (QEG] , AEG], Wi, Zxr) and 0 are independent of each other. Therefore,

(36) holds. [ ]
Next, we present some properties of any SC-PIR scheme.

B. Properties of SC-PIR Schemes
Forne[0: N —1] andkE[O:K—l] define

T(nk) 2 NK— > H(A Wi, Zy, Q) (57)
( k ) ;cg [LLK]NC[L:N] 0€[1: K]\K i€[1: N]\N
|K|=k |N|=n
and
T(n,K)20, ¥Ynel[0:N—1]. (58)
In addition,
nE i Y. Y HWylZy), Vne[0:N-—1]. (59)
( NC[1:N]0€[1:K]
\N| n

Lemma 10. Foreachn € [0: N—1] and k € [0 : K —1), any SC-PIR scheme must satisfy the following inductive relationship.
N-1

ST k+1)+ M| (60)

n’'=n

T(n,k) >

—-—n

Moreover, to establish the equality in (60), for every realization of queries Q 1.N With positive probability,

o Forany K C[1: K] of size k, N C[1: N] of size n, and 6 € [1 : K]\K,
6 (% (%
Z ( ]|W/C72N’Q1N = [1:]N):H(A%1]:N]\N|W’C’ZN7 1N_Q ) (61)
i€[LLN\N

o Forany K C[1:K],0 € K,NL C[1: N[N C[1: N\Nyand i € [1: N\(N1UN2) such that |K| =
Mol =n'—n withn €[n+1:N —1],

=n,

(AP Zu, Wi, Zn,, AR QY = QP = 0. (62)
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Proof: Forany n € [0: N — 1] and k € [0: K — 1], T'(n, k) in (57) can be lower bounded as

> > S = A Wi, Zy, Q1)

NK( k )( n )ICClK]NClN Pe[1: KI\Ki€[1:N)\N
|Kl=k  [N]=n

@— H(A Wi, Zx, QY
NRET Yo XL D HAT|Wk. Zy.Qry)

n ICC LK) NC[1:N] 0€[1: K]\K i€[1: N|\N

T(n,k) =

|/q k W|_n
(®)
(6] [9]
> W Z Z Z H(A[l N \N|W’C5ZN7 ~) (63)
k n ICClK]NClN]Oe[lK\
IKl=k |N|=
© ) ) ) )
= W > X [H(A[l:N]\N|W’C7 Zn, Qrin) + H(Wol Ay vy W ZN7Q1:N)}
k n ICClK]NClNOe[lK
IKl=k |N|=

- ——— T HAW s Wol Wi, Zne, Q)
NK( B )( Z Z Z ( [l:N]\N’ 9| K Nan,N)

n ICClK]NClN](-)E[lK\

IK|=k  |[N|=
(d) ) ,
- W Z Z Z H(A%l]:N]\NWV(ICU{@})a Zn, Q)
k n ICClK]NClN ] 6€[1: K]\
IKl=k  IN|=

+—NK( T > > HWlzy)

n ) KC[LK]NC[L: N 10€[L:K\K
IK|=k

|N=
© ST Y HA Wic, Zn, QYY)
= 3 N < 1N\N| Ks 4N, )
NK( k )( n )ICC[lK]NC[lN ek
K[=k+1 |N|=
27 (n,k)
1
+N—n KK 1)( Z Z Z H(W|Zx)
/CC[lK C[1:N] 0€[1: K]\K
\’CI k |N|=n
N & 1
& T(n,k)+N_n KT Z Z Z H(Wp|Zxr)
C[1:N] 0€[1:K] KC[1:K] \{9}
N|=n IK]=
~ 1
9 T, B+ 55— > Z (WolZn)
)NClN]HG[lK]
V=
(h) & 1
= T(n,k — A, 64
(n,k) + 57— (64)

where (a) follows by (33); (b) follows from the property of independence bound on entropy; (¢) follows from (@) in which
AB\Q/] are a determined function of Zxs and QAO/, thus with (AE)]N}\N, ZN, QleN) the file Wy can be decoded by (I0), i.e.,
H(Wol AT gy Wik, Zov, Q) = 05 (d) is due to H(Wy[ Wi, Z, QY\) = H(Wy|Zy) for 0 ¢ K by the independence of
the files (2) and the fact that queries are independent of the files @); (e¢) and (f) follow by simply changing the summation
)

indices; (g) follows from > H(Wy|Zy) = (K 1) (WolZn); (h) follows from the definition of A, in (39).
KC[1:K\{0},IK|=Fk
Notice that when n € [0 : N —1] and k = K — 1, all the files W7, are presented in the conditions of each entropy function

in Tv(n, k). Since the answers AF;]:N]\/\/ is a function of QF;]:N]\/\/ and Wi.x by @), we have T(n, K —1) = 0. Thus, by (64),
forne[0: N—1]and k = K — 1,

Tn, K —1) > A, (65)

This proves (60) for n € [0 : N — 1] and k = K — 1. We proceed to prove the other cases by deriving a lower bound on
T(n, k).
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Let Py be the set consisting of all possible permutations of [1 : N], and o £ (01,09,...,0N) € Py denote a permutation
operation of [1 : N]. Forany n.€ [0: N — 1] and k € [0 : K — 2], we further lower bound T'(n, k) as follows.

T(n, k)

Do 2 > HATwIWe Zx, Q1)

NK( k )( n )ICClK]GEK:./\/C[lN]

|K[=k+1 \N|
(a) [9
= ——— H(AY Wi, Zy ,”Q N)
SR o w2, A Wi
|/q k1

@N.mm DD 3D b STEUIITE SRR

ICC[I K] 0eKoePn n'=n
IK|= k+1

(0]
N'K(K 1 Z Z Z ZH I ’+1|W’C’ 0[11"]’Za[71+1:n’]’A£2]71+1:n’]’ 1:N) (66)

/CC[l K] 0eKo€Pn n'=n
IK|= k+1

(i) N'K(K 1 Z Z Z ZH U'+1|W/C’ U[lrn]’Z"[nH:n/]’Q[le?]N)

ICC[I K] 0eKoePN n'=n
IK|= k+1

(e
- N'K(K ! Z Z Z Z U ’+1|WK:, 1in’] 7an’+1)

/CC[l K] 0eKn'=nocPn

|K|= k+1
&) [6] [6]
£ N'K(K - Z > Z N-—n=1! > Y HA Wk, Zn. Q)
/CC[l K] 0eKn'=n NC[1: N]ze [L:N\N
|K|= k+1 INl=
(0] (0]
Q H(AZ |W’C72N5Qi )
ICC[IK ]0eKn'=n /\/C[l N]ze [LLN\N 0’€[1: K]\K
|K|=k+1 IN|=
(h) k+1 0] [0
- VIR 1) Z Z N-w'=10 >0 > Y g HA Wi, Za, Q1)
ICC[I K]n'=n NC[1: N] P€[LLN\N 0’€[1: K|\K
IK|= bt ww

1 ! ’
- N_nZNK(kH)(n/ Z Z Z Z (AEQHW/OZN’QEQ])

KC[1:K] NC[1: N] 0’ e[1: K]\K ie[Ll: N\N

IK|=k+1 |N|=
;o Nl
— I
—N_HZ_:T(n,k—i-l), (67)
where (a) holds because for each A/ C [1: N] with |[N] = n, there are exactly n!(N — n)! permutation operations o € Py
satisfying H(Ag[n+1 s IWies Zop s Q N) = H(AE]N \N|W’C= ANS Q1 N) i.e., such n!(IN —n)! permutation operations o are
restricted over A/ and [1: N\, hence
0 0
ST oHAY Wi, Zey, s Q) = nl(N —n)t- > HAT G Wi, Za, QU );
oc€PN NCJ[1:N]

\Nl=n

(b) follows from the chain rule of entropy; (¢) holds because conditioning reduces entropy; (d) holds because the answers
[6]

AU[n+1:n’] / !

similar arguments to (a); (g) follows from (3@); (k) is due to D, H(A; 1o ]|W,c, Zy, Q[e ]) (k—l—l)H(AEg ]|W,c, Zyr, Qge }).
We prove (60) by replacing (64) with (&7).

Remarkably, to establish the equality in (&Q), the inequalities in (63) and (G6) have to hold with equalities.

. . . (0] )
is a function of the stored contents Z, ., and the queries Qg i 0Y @D; (e) follows by (B3); (f) follows from
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« The equality in (63) indicates that for any K C [1 : K| of size k, N' C [1: N] of size n, and 0 € [1 : K]\K,
9 0 0 0
S HAP Wi, Za, Q) = H(A[ Wi, Z, QU)-
i€[1:N)\N
That is,

0= > HA Wi, 2y, Q\) = H(A ) Wi, Zu, QUN)
i€[1:N)\N

6 0] 6
:ZP =000 | Y HAT W, 2w, QY = QUN) — H(AL vy Wi, Zn, QU = Q) | - (68)
i€[1:N\N

Whereas, for each realization of queries Q . With positive probability,

Z H(Aie]|W’C7 N [10]]\7 = [0] N) = H(A \NleCv N [10]N = ~[10]N)
i€[1L:N)\N
That is, the terms in square bracket of (68) are nonnegative. Accordingly, (61)) holds for all realizations of queries Q[le]N
with positive probability.
o Similarly, the equality in (66) indicates that for any X C [1 : K|,0 € K,N; C [1 : N],N, C [1 : N]\N; and
i €[1: NJ\(N1UMN) such that |[K| =k + 1, [NM1| =n, [N2] =n' —n with n’ € [n+1 N —1],

0= H(AM Wi, Zn,, AL, Q1) — HA Wi, 2, 2, AN, Q)
= 1(A, ZN2|W,C, ZM,ANQ, 0y
= 3 Pr@YN = QUMI(AY: Zn Wik, Zs, ARLL QY = QY. (69)
1N
Notice that the mutual information terms in (69) are nonnegative. Consequently, they have to be zero for all realizations
of queries @[1611\/ with positive probability, i.e., (62) holds.
The proof of this lemma is completed. [ ]
Define coefficients &, and a function D(¢) as follows:

G s~ > as, VLE[0:N], (70)
( SC[1:N]
[S|=¢
~ 1
D(g)é1+z+...+£K—_1, Vee[l:N+1] (71)

with the boundary conditions
N1 20, D(0)2NK.
We next apply o to write the constraint of file size in (I9) as

NN
Z(E)&g_l. (72)

=1
Lemma 11. The download cost D for any SC-PIR scheme has the following lower bound:

N N\ ~
D>L-Y (€)D(f)ag. (73)
=1

Moreover, given any S C [1: N| and 0,0" € [1 : K] such that |S| = M € [2: N| and 0 # 0, if the equality in (13) holds,
then for every realization of queries @[19]]\, with positive probability, any SC-PIR scheme must satisfy
P3'. The answers at servers in S are independent of each other in the conditioning of Wi.rngey and Zj.nps, i-e.,

0 [0 0 0 [0
> H(A AWk g0y, Zowps: QN = Q) = A Wik g0y, Ziawps, QY = Q).
eS8
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P4'. The answers at servers in S are independent of each other in the conditioning of Wy and Zj.n\s, Le.,

> HA W, Zpowps, = Q\N) = HAQWor, Zpnps, Qi = QUy).
€S
P5’. The answer at server i is independent of the contents stored at server j in the conditioning of Wo, Wor, Zj1.n)\s and
Ag_e] forany i,j €S, ie.,
(AP 2| Wo, Wor, Znns, AL QU = Q1) =0, Vije .

Proof: We have the following two boundary conditions on T(n k) in (&) and A, in (39):

T0.0)= v S 3 #ATQN Y L S e, (74)

96 1:K]i€[1:N] i€[1:N]
where (a) follows from (38) by setting N'= 0 and K = (), and

1 a
=2 S HW) L, (75)
e[1:K]
where (a) is due to (). Therefore,
N
D@y H(A)
i=1
N
> > 24
i=1
(®)
2 N . T(0,0)
© N-1
> X+ Y T(n,1)
n1:0
(@ No1y N-1 N-1 \ N-1 N-1 N-1 \
Z AO"’ 1 _"_ n2 _"_ n3
P TR PP D T R D DR DIy (o ey
. N—1 N-1 Nz—:l My + Zf:[K:an T(ng, K)
11=0 ne—n, N =T (N — nl) X (N — 712) X X (N — TLKfl)
N-1 N-1 N-1 N-1 N-1 N-1
(e) )\nl /\ng /\ng
= L+ + +
Lvom 2 L W om v 2,2 2 T - m) N )
N-1 N-1 N-1 \
+...+ HhisS
n1=0 ng—ny nK7§K72 (N — nl) X (N — 712) X ... X (N — TLKfl)
0 N N /\N N nag )\N NK -2 )\N
=L+ -+ = 4 = -+ _ ONTmeer
n1Z:1 nlzl nzzl nmn2 mz:1 nzzl nszl n1n2n3 nlzl nKzl P X XK -1
. N NOON NoONoONO N N \
K N—nq N—nq N—ny
=L .. .. _
+Yy Mmooty D DED DD Bl SUL D DR Do
ni=1 ni=1ns=ny ni1=1ngs=n1 nz=nsg ni=1 NK-_1=NMK_2
N 1 N 1 N N 1 N N 1
=1L — . e — | - AN-n
3 (m+ I VD W TR SR S T
ni=1 na=ni Nn2=ni N3=nz n2=ni NK—-1=NK-2

éS(’ﬂl,K)

ni=1/¢=1
N n
=L-(14> a Yy (61)5(711,1())
=1 nl—f
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where (a) follows from ([@3); (b) follows from (7Z4); (c) and (d) follow by applying (60) K times recursively; (e) follows from
(@) and (38]); (f) and (g) follow by changing of the summation indices simply; (k) holds because A, = é\;" (N ;)L
by the result in I, Eq. (54)]; (i) follows from the definition of D(¢) in (ZI) and a(¢, K) = (]Z) (D(¢) — 1) by the result in
[T, Eq. (60)]; (j) follows from (72).

In order to establish the equality in ([Z3), it is easy to see that, in the steps of applying (G0), all the inequalities must hold
with equalities. This implies that the equality in (60) holds for all n € [0 : N — 1] and k € [1 : K — 1]. Thus, by Lemma [0
(61 and (®2) hold for any n € [0: N —1] and k € [1 : K — 1].

Accordingly, for any 6,6’ € [1: K] and S C [1: N] such that § # 0" and |S| = N —n = M, we have

o Let £ = [1: K|\{0} and N = [1 : N]\S, then K is of size k = K —1 and N is of size n € [0 : N — 1] (i.e.,

M € [1: NJ). Thus, by (&),

> HA Wik oy Znns: Qi = Qly) = HAS Wik oy Zivns: Qi = Qll)-
i€s
e Let K={0"} and V' = [1: N]\S, then K is of size k =1 and NV is of size n € [0 : N — 1]. Thus, by (6I) again,
> HA | Wer, Ziwps, Qtly = Qi) = HAS Wor, Ziwps, Qi = Qiiny)-
i€s
e Forne[0: N—-2](ie, Me[2:N]),letk=1andn’ =n+1, then K = {6,0'} is of size k+ 1, N7 = [1: N]\S is
of size n, No = {j} is of size n’ —n =1 for j € S. Thus given any i € S\{j}, by (62),
LA Z,|Wo, Wor. Znawps. A, Qi = Q1) = 0.

To conclude, P3/-P5’ must hold if the equality in (Z3) holds. [ |

C. Proof of Lemma[ll

For fixed j € [0 : N, the total storage of the N servers (20) is constrained as

pN> > Y as (76)

n€[1:N] SC[1:N]

nes
NN
- g(f>af
/=1
N _ N\
=i+ Y (E)(é—j)aw(jﬂ)am, (77)

Le[L:NI\{7,j+1}

where the last two equalities follow from (Z0) and ({Z2), respectively. Hence,

D @ XL /NN ~

- N\ (= o~ o\~ N/~ <\
“ho+ S (3) (o -Ba)ac+ (1) (BG+1-D0)
> DG+ Y (f) (D0 -DG)) @+ (DG +1-DG)) (N =j= > (;V)(f—j)&e) 79)
Le[1:N\{7,5+1} Le[L:N\{7.j+1}
— N = DBGAD - N - -0BG)+ S () (B =i 0B - - )DG +1)a
Le[1:N\{j,j+1}

N~ HBG +1) - (uN — j— 1)B() (80)
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= (M = §)D(j +1) = (M - j = 1)D(j), 81
where (a) follows by @3); (b) is due to [Z2); (¢) follows from (7Z) and the fact that D(j 4+ 1) — D(j) is negative for all
j €[0: NJ; (d) is because &y > 0 and D(£) + (¢ — j — 1)D(j) — (¢ — j)D(j + 1) > 0 for all £ € [1 : N)\{j,j + 1} by
Lemma 5].

Therefore, by (I3) and (§T), we have

_ _ -1
R<((M=j)DG+1)=(M-j-1)D() , Yjel:N]. (82)
In particular, for j = M and j = M — 1, (82) results in
~ -1 1 1\
Rg(D(M)) :(1+M+"'+W> : (83)

which achieves the capacity of the SC-PIR system (see (I4)).

Thus, for any capacity-achieving SC-PIR scheme, the inequality in (83) must hold with equality, which implies that the

inequalities in (Z8), (79) and (8Q) hold with equality for both j = M and j = M — 1. Therefore,

o It is easy to prove D(¢) + ({ —j — 1)D(j) — ({ — j)D(j + 1) > 0 for all £ € [1 : N]\{j,7 + 1} by [I. Lemma 5].
Moreover, we also have &, > 0. Thus, the equality in (80) for j = M and j = M — 1 indicates that &y = 0 holds for
all £ € ([1: NN{M, M +1}HU(([1: N\{M —1,M})=[1: N\{M}. Accordingly, by (Z0Q), we have as = 0 for all
S C[1: N] with |S| # M.

e Due to D(j +1) — D(j) < 0 for all j € [0: N], thus the equality in (79) indicates that the equality in (Z6) also holds,
i.e., the equalities in (20) hold for all n € [1 : N].

As a result, P1-P2 must be satisfied in the storage design phase of any capacity-achieving SC-PIR scheme. In addition, the

equality in (Z8) indicates D = L - Zévzl (];[ )ﬁ(ﬂ)&g, thus we obtain the following corollary by Lemma [[11

Corollary 4. Any capacity-achieving SC-PIR scheme must satisfy P3'-P5’.

D. Proof of Lemma

By Corollary @ P3’-P5’ hold for any capacity-achieving SC-PIR scheme. Next, we prove Lemma 2] by specializing P3’-P5’
to linear SC-PIR schemes.

According to Lemma [Il in the capacity-achieving SC-PIR scheme, all the servers only store the packets placing in M
different servers, thus the stored contents (I8) at server n are simplified to

Zn= U U Wis, VYne[l:N] (84)
ke[1: K] SC[1:N]
|S|=M,neS

For any realization of queries @[1611\/ with positive probability, the answer ALO Vis a deterministic function of the corresponding
query realization @L? I and the stored contents Z,, by @)). Therefore, by the stored contents in (84), ALO Vis merely the function
of Wy s and @Lﬁ’] conditioned on the files W;.x\ {0y and Z|;.n)\s- For linear SC-PIR scheme, it is exactly Ij(/Z:)](Wg,s)
conditioned on Wiy.x)\ 9} and Zj1.n)\s- Therefore,

Z H(Ag’] ]W[LK]\{(;}, Z[l;N]\SaQ[ﬁ]N = N[le]N)
nes

— [6] 0 ~[0
=Y H(LCn (Wo,s) | Wivrp 61> Ziivs: N = [1:]N)
nes

WS H(LC (Was)), (85)
nes

where (a) follows from independence of all the packets (B), and the fact that queries are independent of files by (8).
Similarly,

[ [ ~[6
H(Afs] | Wik oy Ziennss Qi = [lle)

— [6] -
= H(LCn (Weo.s):n €S| Win.k)\(o}> Z11:N)\s5 [19]1\/ = Q[le]zv)
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[0
= 1 (IC, (Wys) i nes). (86)
Substituting the two sides in P3’ for (83) and (86), we obtain
—~ [0] — [0]
3 H(LCn (W973)) - H(LCn (We.s):n € 5).

nes

— [0
Hence the random variables {LCL](WQS) nes } are independent of each other, i.e., P3 holds.
By the similar argument to (83), P4’ can be rewritten as

Z H(i\éf] (W[lzK]\{(-)/},S)) = H(i\éf]
nes

(W[l:K]\{H/},S) n e S) .

Therefore,
—[]
LCn (W[l:K]\{O/},S)a Vnes

are also independent of each other, i.e., P4 holds.
Let n,n’ € S and 0’ # 6. By P5,

0= I(A[" 7.

Wo, War, Zsns A Q1 = QU )
@ —[6]
(LC (Wikng0.0'1.8): Wik go.0y.s | LCy (Wu:m\{e,e'},s))
= H(@n Wik go.01,s |LCn/ Wi\ (o, e'}8>)
—10]
—H(LCn (Wirpgo.0y.s} | Wi o015, LG,y

(b) —=10] -
= H(Lcn Wia:x)n\0.01.5) | LCn’ (W[I:K]\{G,G’},S))a

—10]
(W[I:K]\{G,G’},S))

——[6
where (a) follows from the similar argument to (83) again; (b) is due to the fact that LCL](W[L K)\{0,0'},s) is a function of
packets in Wii.x)\9,6},s by @4 and @23). Thus,

——I0]
LCn (W[I:K]\{G,G’},S)a Vne S

are deterministic of each other, i.e., P5 holds.

As a result, P3-P5 are necessary conditions of any capacity-achieving linear SC-PIR scheme.
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