arXiv:2007.03996v1 [csIT] 8 Jul 2020

A complete characterization of the APN property

of a class of quadrinomials

Kangquan Li, Chunlei Li, Tor Helleseth and Longjiang Qu

Abstract

In this paper, by the Hasse-Weil bound, we determine the necessary and sufficient condition on coeffi-
cients a1, az,as € Fan with n = 2m such that f(z) = 232" + a122" T L aor?" 2 & qa2? is an APN
function over Fan. Our result resolves the first half of an open problem by Carlet in International Workshop
on the Arithmetic of Finite Fields, 83-107, 2014.
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1. INTRODUCTION

Substitution boxes, known as S-boxes, are crucial nonlinear building blocks in modern block ciphers.
Sboxes used in block ciphers are required to satisfy a variety of cryptographic criteria in accordance
with known attacks. For instance, the differential uniformity of an S-box, one of the most classic and the
most important properties, characterizes the resistance of the cryptographic component against differential
cryptanalysis [EI]. Moreover, it is well known that for even characteristic, the almost perfect nonlinear (APN
for short) functions with differential uniformity 2 provide the best resistance to the differential attacks. In
the last three decades, APN functions have been extensively studied and the construction of infinite classes
of APN functions (even permutations) is one of the most important topics [E]. Up to now, there are 6 (resp.
10) infinite classes of APN power (resp. quadratic) functions ﬂ, Ch. 11].

Let n = 2m and Fy. be the finite field with 2" elements. Denote Z = 22" for any = € Fy.. In this paper,

by the Hasse-Weil bound, we completely characterize the APN property of the following quadrinomial

flx) = 4+ a1Z%x + asZx® + aza’, (1
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where ai,as,a3 € Fon. The motivation of studying this quadrinomial originates from the Kim function
k(z) = 2% 4+ 20 4 ur®*, where u is a root in Fos of the primitive polynomial 26 4+ z* + 2 + 2 4 1, which
is Carlet-Charpin-Zinoviev (CCZ) equivalent [8] to the unique known APN permutation over Fas [3]. It is
clear that the Kim function is an example of f(z) over Fos with (a1,a2,a3) = (0,1, 1). Extending from
the form of the Kim function, Carlet in [6]] presented the following open problem.

Problem 1.1. [6] Find more APN functions or, better, infinite classes of APN functions of the form X3 +
aX ¥t 4 p X2t 4 X539 where g = 2"/2 with n even, or more generally of the form X2HL 4 g X2+ 4
bX 20t 4 X2t where ged(k,n) = 1.

The above problem is the main motivation of our study in this paper. As a matter of fact, polynomials of
the two general forms in Problem have been studied from different perspectives. In Crypto’16, Perrin et
al. investigated the only APN permutation by means of reverse-engineering and proposed the open butterfly
and the closed butterfly structures [20]. The closed butterfly structure is represented as a bivariate function, of
which the univariate form has the forms as in (I)). Canteaut et al. later in [4] proposed the generalized butterfly
structure and showed that it can only produce APN functions over Fos. For the functions from (generalized)
butterfly structures, the coefficients of their univariate forms reside inherently in Fon. Krasnayova in [12]
considered f(x) with the coefficients a;s in Fon and study its permutation and APN properties. More
specifically, Krasnayova proposed a necessary and sufficient condition that is expressed in terms of a trace
function of the coefficients a;s and a new variable 7', which is taken from an inexplicit subset of Fom
satisfying four equations. Recently other cryptographic properties of f(z) in (Il) have been investigated as
well. A sufficient condition for f(z) to be a permutation of Fy. with boomerang uniformity 4, which is
a new cryptanalysis property [2, (9, [15, 18], was given in [22, 23] . The necessary condition for f(z) to
be a permutation has been characterized in [14]. Furthermore, the permutation and boomerang uniformity
property of a more general quadrinomial have been studied in [13, [16, [17].

In this paper we will investigate the APN property of the quadrinomial f(x) as in (), which completely
resolves the first part of Problem The techniques, unfortunately, does not seem to work for the more
general cases in its second part. Before presenting the main theorem in this paper, we first make a basic
transformation on the quadrinomial f(z), which enables us to restrict the coefficient a; to the finite field

Fom (instead of For). Indeed, for any a; € Fa-, one can take b = a%"H and then have

fbz) = (073 + a1(07)%bx + azb®a*bT + az(bx)?
= (@ + ar(b/D)Tx + as(b/D)*2F + az(b/b)%2?) .

Since f(z) and f(bx) has the same differential uniformity and a;(b/b) = b>"*! belongs to Fom, it suffices



to consider the coefficient a; in o in subsequent discussions. Let

01 =1+ a? + asds + asas

o = a1 + azag

_ _ (2)
93 =ag + ai1a3
04 = CL% + a2a9.
It is easy to check that
0205 + 0303 + 6104 + 62 = 0. 3)

Let Tr,,(-) denote the absolutely trace function over Fom, namely, Tr,,(z) = z + 22 + - + 2277, Our

main theorem in this paper is as follows.

Theorem 1.2. Letn = 2m withm > 4 and f(x) = 23+a122v+asx2%+azx®, where a1 € Fom, as, a3 € Fou.
Let 0;’s be defined as in @) and define

60 _ .
I, = {(al,ag,ag) | 01 £ 0, Try, (%) =0, 0204 + 01020, + 0305 + 6205 = o} 4)
1
and 0.0
Iy = {(abaz,a:s) | 01 # 0, Try, <%> =0, 0703 + 0105 + 0565 + 0505 = 0} . 5
1

Then f is APN over Fon if and only if
(1) m is even, (a1,az,a3) € 'y Uy, or
(2) m is odd, (a1,az,a3) € I';.

Remark 1.3. It is worth pointing out that the sets I'y and I's are not empty since (a1, az,as3) = (0,0, a3)
with 1 + agas # 0 belong to these sets clearly. In addition, Tu et al. [23] and Li et al. [14] showed that
f(z) defined as in (I) permutes Fy. if and only if m is odd and (a1, as,as) € I, where

0 _
I'= {(al,ag,ag) | 91 75 0, TI'm <9—4> == 1, 9% == 9193}
1

and 6;’s with i = 1,2,3,4 are defined as in (). A natural question to ask is whether there exist APN
permutations of the form f(x) for m > 4. According to our result, the answer to this question is unfortunately
negative. This is due to the fact ' N T’y = (). Indeed, if there exist some (a1, as,a3) € I' NIy, one can plug
03 = 0105 into 620, + 610902 + 6303 + 0303 = 0. After a simplification, it follows that 6160, = 620, and thus
Tr,, (%) =Tr,, (%?2 ), which is a contradiction. Hence there is no APN permutation of the form (I for
m > 4.

The rest of this paper is organized as follows: in Section 2] we first introduce some notations and useful
lemmas on algebraic curves, e.g., the Hasse-Weil bound, as well as give a proof sketch of Theorem [1.2]
for readers’ convenience. According to the proof sketch steps, Section [3]is devoted to the detailed proof of

Theorem of which some lengthy subcases are placed in the appendix section. Section 4 concludes our



work in this paper.

2. PRELIMINARIES

In this section, we first introduce some notations and several basic facts on finite fields. We always assume
n = 2m and f(z) is the quadrinomial over Fy. defined as in (I)). For any finite set E, the nonzero elements
of F is denoted by E* and #F denotes the number of elements of E.

Let Fyn be the algebraic closure of Fom and Tr,,(-) the absolutely trace function over Fom, namely,
Trp(z) = 2 + 22 +--- + 22" . Suppose k is an element in Fon with Tr,,(k) = 1 and w is a solution
of 224+ 2+ k = 0 in Fy.. Then w is a primitive element of . over Fom satisfying w = w + 1 and
ww = k. The element w induces a one-to-one correspondence between For and F2,. by z = xyw + x93 —
(x1,x2). For convenience, given any element (except for a) in Fa., we will use the subscripts to denote
its coordinates in Fom, €.g., we use x1,xs for x and 611,612 for ;. The unit circle of Fy. is defined by
2m 41

pormi1 = {x €Fon |z = 1}. For any element a € pon41\{1}, it is well known that there exists a
_ Adtw

unique element A € Fan such that a? = yuvt

A. Some results on algebraic curves

In this subsection, we give some well known results on algebraic curves and algebraic function fields,
mainly the Hasse-Weil bound, which plays an important role in our proof. These classical results can be

found in most of the textbooks on algebraic curves and algebraic function fields.

Lemma 2.1. [[/1, 121, Hasse-Weil bound] Let G(X,Y) be an absolutely irreducible polynomial in Fam [ X, Y]
of degree d and let #Vyz | (GQ) be the number of zeros of G. Then

[#Viz,, (G) — 27| < 29272,
where g is the genus of the function field Fom (X,Y)/Fom and X,Y are transcendentals over Fom with
G(X,Y) =0.
Let F'//K be a function field and K be perfect. Let g denote the genus of F//K. Then we have the

following upper bound on the genus.

Lemma 2.2. [1], 2]] Let F = K(X,Y), where X,Y are transcendentals over K. Then the genus of the
function field F/K satisfies:
g < (F: KX)] = D(F: K(Y)]-1).

Given two plane curves A and B and a point P on the plane, the intersection number 1(P, AN B) of A
and B at the point P is defined by seven axioms. We do not include its precise and long definitions here.

For more details, we refer to [10].



Lemma 2.3. [10, Bézout’s Theorem] Let A and B be two projective plane curves over an algebraically
closed field K, having no component in common. Let A and B be the polynomials associated with A and
B respectively. Then

> I(P, AN B) = (deg A)(deg B),

Iz

where the sum runs over all points in the projective plane PG(2, K).

B. APN functions and the proof sketch of Theorem [[.2]

For a function F'(z) over Fo» and any a € [F5,, the function
DoF(2) = F(z) + F(x + a)
is called the derivative of F'(z) in direction a. The differential uniformity [19] of F'(x) is defined as

max  #{x € Fy | D, F(x) = b}.

a€F%, bEFn

Since D, F(z) = Do F(x + a) for any z,a in F3, the minimum of differential uniformity of F'(x) is 2. The
functions with differential uniformity 2 are called almost perfect nonlinear (APN) functions.
For a quadratic function F'(x) with F'(0) = 0, it is well known that F'(x) is APN if and only if for any
a € I, the equation
DoF(z) + F(a) =0

has only two solutions = = 0, a in Fon, equivalently, the equation
D,F(ax)+ F(a) =0

has only two solutions x = 0,1 in Faa.
Now we take a closer look at the quadrinomial f(x) defined as in (I). For an element b € Fon, it is clear
that

fbz) = (b2)3 + a1 (b%)?bx + agbz(bx)* + as(bx)® = b2 f(z).

The above property of f(x) enables us to restrict the element a in the equation D, F'(ax)+ F(a) = 0 to the
unit circle pom 1. Indeed, for any a € F3,, there exist a unique b € I5,, and ¢ € pomy; such that a = be,

we have
D,f(ax)+ f(a) = f(bcx + be) + f(bex) + f(be)
= V(flcx+ )+ flex) + f(c) = b*(Def (cx) + f(c))-

This means that the solution of D, f(ax)+ f(a) = 0 is independent of the choice of b € F3,.. Therefore, we

only need to determine the condition on (a1, a2, as) such that D, f(azx) + f(a) = 0 has only two solutions



x =0,1in Fy. for any a € pom1. A simplification of the equation D, f(ax) + f(a) = 0 for a in pgmq
gives
€72 4 €T + 631‘2 + eqx =0, (6)

where

€ = as + a1d2a

€9 = a° + agaa?

, @)

€3 = agda2 + asa

€4 = aléQa + a3a3.

Note that € + €3 + €3 + ¢4 = 0. Taking 2™-th power on both sides of (6)) gives
e12° + 61 + 637% + 647 = 0. (8)

Computing the summation of the left side of (@) multiplied by €3 and the left one of (8) multiplied by e,
we get
22 + 1o + vy = 0, 9)
where
V1 = €363 + €161 = ata0y + a3a0; + aatfs
vy = €9€3 + €461 = a’a>0y + aa'y + aa’ls (10)

V3 = €4€3 + €2€1 = CL4C_LQ€2 + a3d3(91 + 94) + CLC_LSHg,

and 6;’s with 7 = 1,2, 3,4 are defined as in (2).

Li et. al in [17] showed that if v1 # 0, the number of solutions of (@) is the same as that of (6).
Moreover, the following lemma determines the number of solutions in Fa. of (@), which for v; # 0 is
actually 22 + 72 + (1 + 7)z = 0 with 7 = 2. The proof of Lemma [2.4] can be found in [22], where the
authors assumed that n = 2m with m odd. In fact, the condition m odd can be deleted. Since the proof is

very similar, we omit it here.

Lemma 2.4. [22] Let 7 € F3.. Then the equation x® + 7% + (1+ 1)z = 0 has two or four solutions in Fan.
Moreover, the above equation has two solutions if and only if

(1) 1+7+7=0, or

(2) 1+ 7+7#0 and Tr,, (77) = 0.

Before ending this section, we present a proof sketch of Theorem as the proof itself is technical and
lengthy. The details of the proof will be given according to the sketch steps in the next section.

The proof sketch of Theorem [1.2] It suffices to show that (@) has only two solutions x = 0,1 for any
a € pgmyq if and only if (a1,a2,a3) € T'1 UT'y (resp. I'1) when m is even (resp. odd). The proof can be

divided into the following five steps.

Step 1). Determine the necessary and sufficient condition (aq,as,as) for a = 1 such that (6) has only two



solutions = = 0, 1. See Proposition 3.11

Step 2). For the case a € pomy1\{1}, we first consider the elements a’s that lead to v; = 0, and find the
necessary and sufficient condition such that (@) has only two solutions x = 0,1 when 11 = 0. See
(14).

Step 3). For the elements a’s such that vy # 0, it follows from Lemma [2.4] that (@) has only two solutions
x = 0,1 if and only if

1+ 2402 0o 14212240 and Trm<”2—?>:o
141 141 141 141 vy

Thus for such a’s with vy # 0 and 1+ 22 + 2 # 0, Try, <”5—§2) always equals zero. Recall that
for any a € pgmy1\{1}, there exist a unique element A € Fon such that a? = 1‘2—:[;,
a solution in Fgn of 22 + 2 + k = 0 for an element k € Fon satisfying Tr,, (k) = 1. Substituting
the expression of a into Tr,, ("5?2), we obtain Tr,, ( LLZ 1((21))2) = 0 for at least (2™ —4) A € Fam,
where L1(Y),La(Y) € Fan[Y]. Moreover, the Hasse-Weil bound tells that when m > 5, there
exists some polynomial L(Y) € Fan[Y], such that L(Y)La(Y) + L(Y)? = Ly(Y).

Step 4). Using the method of undetermined coefficients, determine the condition (aq, az, as), see Proposition
B.3] such that there indeed exists some polynomial L(Y) € Fon[Y] satisfying L(Y)Lo(Y) +

L(Y)? = L1(Y). There are four cases in this part of the proof.

where w 1s

Step 5). Together with all conditions on (a1, az, az) obtained in Steps 1), 2), 4), we finally prove that (6)) has
only two solutions x = 0,1 for any a € pgm 41, i.e., f(x) is APN if and only if (a;, as,a3) € T'1UTls

(resp. I'y) when m is even (resp. odd).

3. THE DETAILED PROOF OF THEOREM [1.2]

In this section, we give the whole proof of Theorem [[.2l mainly completing the five steps of the proof

sketch in the above section.

A. The proof of Step 1).

In this subsection, we determine the condition on (a1, as, a3) such that (6) has only two solutions z = 0, 1
in Fy. for a = 1. In this case v; = 0; + 0 + 6. We divide the proof into two cases: v; = 0 or v # 0.

Case A.1: 11 = 0. In this case we have €161 = e3€3. We need to consider two subcases. (i) If v, = 0,
then (@) becomes 0 = 0 and thus we consider the equation (@) directly. For any x € 5., let = yz, where

y € F3,. and z € pgmyq, then (@) becomes

(61272 + 6322) Y= ezl + €42 (11D

If e; = 0, then we have e3 = 0 and e = ¢4. Thus (@) becomes €3(Z + z) = 0, whose number of solutions

is greater than 2. If €; # 0, it is clear that there exist some z € ugm4q\{1} such that €122 + €322 # 0.

In addition, by checking directly, we can find that 255

127 24€322

€ Fom for any z € pgm,q and thus (6) has



solutions x = %, where z € pigm 1 satisfies ;272 4 €322 # 0. Hence, the number of solutions in
Fo. of (6) is greater than 2 in the subcase. (ii) If 15 # 0, then from (9), we have T = x. Plugging 7 = =
into (@), we get (€1 + €3)(2? + x) = 0, which has two solutions in Fy. if and only if ¢; + €3 # 0, i.e.,
14+ a1 +ag+as #0.

Therefore, in this case, () has only two solutions in Fo. if and only if
§2+93+047é0and 1+a1+a2+a37é0,

where 0;’s with ¢ = 1,2, 3,4 are defined as in (2).
Case A.2: 11 # 0. In [17, Lemma 7], the authors showed that (@) and (9) have the same set of solutions
in Fy.. Thus it suffices to consider the equation (9), which is equivalent to

x2+ﬁf+<1+@>x:0. (12)

V1 V1

By Lemma 2.4, (I2) has only two solutions in Fa. if and only if 1+ 22 + “—(0orl+ 2+ % # 0 and

V1

Tr,, <”i—‘;’2> = 0. Firstly, in this case we have
1

vy Do 01+ 03405

1+ 242 = .
vi v 01 +02+0,

and thus 1+ 22 + Y2 — () if and only if 6; + 5 + 03 = 0. Moreover, if 6; + 05 + 63 # 0,

v, <I/212/2> — Ty, <(92 + 03 + 94)(92 :i— 53 + 94)) _o
v (01 + 62 + 02)?

1
From the above analysis, we have the following conclusion.

Proposition 3.1. Let n = 2m, a; € Fom, ag,a3 € Fon, 6;’s with i = 1,2,3,4 be defined as in ([2) and
f(z) = 23 + a17%x + as72® + azx>. Then the equation f(x+ 1)+ f(x) + f(1) = 0 has only two solutions
xz = 0,1 in Fon if and only if

(1) 14+ 0y+05=0,00+03+604#0and 1 +ay + as + az # 0;

(2) 01+ 0o+ 60y #0 and 61 + 03 + 03 = 0;

(3) 01+ 0y +603#0, 01 + 05+ 03 £ 0 and

v ((52 + 05+ 04)(02 j—9_3 + 94)) _ 0
" (61 + O + 65) '

B. The proof of Step 2).

Next, we determine the condition on (a1, ag, az) such that the equation (6) has only two solutions x = 0, 1
in Fyn for any a € pgm11\{1}. In this subsection, we mainly consider the case v; = 0. Recall that k& € Fon
satisfies Tr,,,(k) = 1 and w is a solution of 22+ + k = 0 in Fo.. Moreover, for any a € ugm . 1\{1}, there

exists a unique element A € Fyn such that a? = Af‘—ig.



Furthermore, we have

VG = a292+91+(z2§2
A4+ w A+w+1-
Y | 0 SR —
A+w+12+1+ At w 2

©1A% + 01 A + @9

A2+ A+ k

and

vo = 04+ a0y + a‘bs
A+w+1-  A24+w?+1

A+w + A2 4 2
342 + 03A + @4

A2+ k4w

03

)

where B
o1 ="01+ 0+ 0o

02 = (01 + 02 + 02)k + wby + (w+ 1)0s
03 =03+ 05+ 0,
Y4 = (93 + 52 + 94)]€ + wbly + (w + 1)93.

(13)

For the case v; = 0, similar with the case a = 1, the equation (@) has only two solutions in Fy. if and
only if
vy 20 and €] + €3 # 0,

ie.,
vy #0 and f(a) #0 (14)

for such a’s satisfying v; = 0.

In the final of this subcase, we consider the number of A € Fy» such that v = 0.

Proposition 3.2. Let all notations be defined as in the above discussion and Z(vy) be the number of A € Fom
such that v1 = 0. Then

(1) if o1 =0, 01 =0, 03 =0, then Z(v1) = 2™;

(2) if o1 =0, 0, =0, 03 #0, then Z(v1) =0;

(3) if o1 =0 and 01 #0, or o1 # 0 and 01 =0, then Z(v1) = 1;

(4) if o1 # 0. 01 # 0, Tryg (%22 ) = 0, Z(1) = 0;

(5) if o1 £0, 01 £ 0, Trp, 9;?2 =1, Z(n) =2

Proof. The proof is obvious and it suffices to show that Tr,, (“’“"2> = Try, (9292> + 1 if ¢ # 0 and

67 07



0, # 0, which holds since

<WP2> <(91 + 02+ 02) (61 +92+92)k+w92+w92+92)>
h 07
Oay\ 1 (634 B+ w10y 4 (w + 110 + w83 + (w + 103
07 " 02
14Ty, (%_g%) v, ((w92 + (w + 1)85)? _;291@92 + (w+ 1)9‘2)>
1 1

92@2

= T, () + Ton

C. The proof of Step 3).

For the case v # 0, also similar with the case a = 1, (6) has only two solutions in Fy. if and only if

1+ 207 g o 142072 4 gng Trm(’@_gz):o.
131 151 141 V1 Vi

By computing directly and simplifying, 1 + Z—f + 22 = () if and only if

v

(01 + 03 + 03)A* + 01A% + (01 + 03 + 03)k? + (03 + 03)k + wh3 + O3 + wh3 = 0. (15)

Then, Tr,, (”12/—’272) = 0 always holds for all A € Fyn but several A’s satisfying v; = 0, i.e., 01 A% + 61 A+
©9 = 0 or (I3) holds, whose number is at most 4. Namely, the number of A’s such that Tr,, (”fj—’?) =0

holds is at least (2™ — 4).
123%) Ll(A)
T 22 ) =T 1
o (557) = () o

Moreover, by simplifying,
where Ll(A) = l11A4 + l12A3 + l13A2 + l14A + 115,

lin = p3p3
li2 = Oaip3 + 0253
lig = 0202 + P304 + P304 (17)
li4 = 0204 + 024
( 115 = Papu,

Lo(A) = p1 A% + 01 A + g and @;’s with i = 1,2,3,4 are defined as in (13).
Let 4 (Y) = l11Y4 + l12Y3 + l13Y2 4+ 114Y 4+ l15 € Fom [Y], LQ(Y) = ngAQ + 60, A+ g € Fom [Y],

G(X,Y) = Ly(Y)*(X? + X) 4+ L1(Y) € Fon [X, Y]



and
Vin (@) = {(z,y) € F3. | G(z,y) = 0}.

Then deg G = 6. Since the number of A’s such that Try, ( LL2 1((2‘))2) = 0 holds is at least (2™ — 4),

#Vm(G) 2 2(2™ — 4). (18)

If G(X,Y) is irreducible over Fan, let X, Y be transcendentals over Fon with G(X,Y) = 0. Then by
Lemma the function field Fom (X, Y)/Fon has genus

9 < ([Fan (X,Y) : Fom (X)] — 1)([Fam (X,Y) : Fom (Y)] — 1) < (4 — 1)(2 — 1) = 3.
Then by the Hasse-Weil bound, i.e., Lemma we have
LV (G) < 2™ 4142922 <M 4 146-2™2 < 2(2™ — 4),

when m > 5, which is contradictory with (IS8).

Therefore, G(X,Y) is not irreducible over Fom and we assume that G(X,Y) = sG1(X,Y)G2(X,Y),
where s € F3,., G1,Go € Fon[X,Y] are irreducible and degy G1 = degy Go = 1. If Gy ¢ Fan[X,Y],
choose 0 € Aut(Fam /Fam) such that 0(Gy) # Gi. Then 0(G1) = Gs. Assume that (z,y) € Viu(G).
Then (z,y) € Vin(G1) or Vi, (Ga), say (z,y) € Vi, (G1). Then (z,y) = (0(x),0(y)) € Vin(o(G1)). Hence
(z,y) € Vin(G1) NV (0(Gy)) and we have

Vin(G) C Vin(G1) NV (0(Gy)).
Thanks to Bézout’s Theorem, i.e., Lemma
H#Vin(G) < # (Vin(G1) N Vin(0(G1))) < (deg G1)* <9,

which is also contradictory with (I8). Thus G1, G2 € Fon[X,Y]. Namely, there exists some L(Y) € Fom[Y]

such that L) L(v) L(Y)
2 1 _
X +X+L2(Y)2_<X+L2(Y)) <X—|—1+L2(Y)>.

Hence,
L(Y)Lo(Y) + L(Y)? = Ly (Y). (19)



D. The proof of Step 4).

Clearly, from (19), deg L = 2 and we assume that L(Y) = [1Y2 + 1Y + I3 € Fon[Y]. After comparing

the coefficients of two sides of (I9) and together with (17, we have

( Dy: 13+ o1l = 0303
Dy : 0111 + p1ly = b2p3 + 0253
Dy : ool + 01la + @113 + 15 = 0205 + 0364 + G304
Dy : aly + 0113 = G204 + 024

Do : 13 + ¢al3 = papa.

(20.1)
(20.2)
(20.3)
(20.4)
(20.5)

In the above equation system, D;’s denote that the equation in the same row is from comparing the coefficient
of degree i, where i = 0,1,2,3,4. Thus for v; # 0, (6) has only two solutions in Fy. if and only if 20Q)
has solutions for I; € Fom with ¢ = 1,2,3. Next, we divide this part of the proof into four cases: (D.1)
w12 # 0; (D.2) ¢1 # 0 and w2 = 0; (D.3) 1 = 0 and 3 # 0; (D.4) ¢1 = 0 and 2 = 0. For convenience,

we summary the four cases firstly as follows.

Proposition 3.3. (D.1) If p1p2 # 0, (20) has solutions if and only if 61 # 0,(0303 + 0103 + 0305 +

0205)(0204 + 01005 + 6205 + 6203) = 0, Ty, (%ﬂ) _0.

(D.2) If 1 # 0 and @y = 0, then (20) has solutions if and only if m is odd, (021 + 031)k> + O22k? + (04 +
921)k+921 +6099 = 0, (921 —|—931)k‘2+(921 —|—922—|—931)k‘—|—932 = 0and (9%1 —|—921931)k—|—921931 4099031 =

0.
(D.3) If p1 =0 and o3 # 0, then (20) does not have solutions.
(D.4) If o1 =0 and po = 0, then (20) has solutions if and only if m is odd and 04 = 035 + 67.

Next, we give the discussions of all four cases.
Case D.1 If 19 # 0, then [; and I3 are solutions of (20.1) and @20.3)), respectively and thus

Tr,, <903f3> =0 and Tr,, <—@4f4> = 0.
1 2

We assume that %‘f‘”’ =¢2+ ¢ and %f“ = n? 4 1, where £, € Fom. Then W.L.O.G., we have [; = &

and I3 = @on. Moreover, from (20.2) and (20.4), we have

_ 0203 + 0293

la + 0:1&
©1
and p :
105
Iy = 2¥P4 2¥P4 4O,
Y2

respectively.



If 61 # 0, together with the above two expressions of /5 and vanishing l», we obtain

_ 02203 + 020203 + Oap104 + Oap1 Py

§+n 7 1)
1P1¥2
Moreover, it is clear that
— — 2 — 2 —
+
52 +§+772 = 9038203 4 804<§4 _ @2@3@32 ﬂ2P1SO4ﬂP4. (22)
©1 ¥5 P1¥2
Together with 1)) and @22)), we get
020, 4 01020, + 0203 + 0265 =0 (23)
or
(0703 + 0703 + 0105 + 0105) w? = 0703 + 0105 + 0505 + 0305. (24)

Furthermore, plugging I = &, Iy = %ﬂ + 6:€ and I3 = p9n into 20.3) and simplifying, we
obtain
0105 + (9193 + 9% + é% =0 (25)

or (23) holds.
In addition, it is clear that when @1 # 0, 61 # 0 and (6203 + 6105 + 0305 + 0305)(0204 + 010205 +
03205 + 0205) = 0, %‘2& + %‘2@ = &2+ ¢+ 1%+ and thus

Tr,, <¢3f > =Tr,, (¢4f4) .
#1 Y2

Therefore, if 192 # 0 and 6; # 0, (20) has solutions if and only if

(9%93 + 915% + 9%93 + 9_%9_3)(9%94 + 91929_2 + 9%93 + 9_%9_3) =0 and Tr,, <¢Zf3> =0.
1
If 6, = 0, from 20.2) and 20.4), we have I, = 9—“%@'5—3 and [ = 0—2‘%292@, respectively. Thus we

have ~ = _
oz + 0203  O2p4 + 0204

)

®1 2]
1.€.,

0263 + 6305 = 0. (26)

The next lemma shows that if §; = 0 and (26)) holds, Tr,, (“";‘53) = 1 and thus (20) does not have solutions.

Lemma 3.4. If 01 + 65 + 9_2 #0, 0 =0 and 9%93 + 539_3 = 0. Then

Téﬁm<%%)zl

©?

Proof. Clearly, 5 # 0 and 05 = 939: ' \which will be used sometimes in the following. From (3)), 6205 +0303 =

02 °
02



62. By computing directly, we have

Tr <(9_2+93+94)(92+9_3+94))
" (01 + 02 + 62)?
Tr ((9252 + 0305 + 02) + 04(02 + 9_2)7%- 0203 + 0203 + 0304 + 9_394>
" (02 + 92)2
03 + 0203 + 0205 + 0304 + 0304

= Trm ( (05 + 05)? ) ’

where the last equality holds thanks to Tr,, <9(49(2€i;5f)22)> = Tr,, ((9;7%2)2) and 0905 + 0303 = 03. Plugging

into the expression of T' and continuing simplifying, we get

T —

%) 020:
fa = 2222
3 02

T - Ty (9%5293 + 9%93947—{— é%@ij— 929_%93 + 9_%9394)
" 02(0 + 02)2
- Ty <9%9293 + 9%9394 + 929% + 9%_9393 + 929%93 + 9%9394)
" 03(02 + 62)2

9252 929352(92 + 9_2) + 9%9% <9394>
Ty | —— Tr,, — — Try | = ).
(i) ™ (P i) o (%

Moreover, since b2 ¢ Fon\Fom= and 0205 ¢ Fo», which can be proved by computing directly, we
p y puting y

0240, 52(92+92)

have 6,0 0 62
Try, 27%>:Trm< 2_ 4 2 >:1
<(92 + 63)? 02462 (02 + 62)2
and _ _
Ty <929392(92 + 92) + 9%9%) Ty < 0565 9%9% > —0

" 02 (65 + 62)2 "\ Oo(02 + 02)  02(69 + 0o)2 .

Furthermore, - _ _ _
o, 93__24 Ty, 932?:24 _ T, 9393(92922_: 0s63)\ _ 0.
03 0565 0565

Thus T'=1+ 0+ 0 = 1. The proof is complete. U

All in all, in this case p1p2 # 0, (20) has solutions if and only if

01 # 0, (0205 + 0102 + 0205 + 0203) (020, + 010505 + 0205 + 6205) = 0, Tr,,, (9”;;”3) = 0.
Case D.2 If ¢ # 0 and @2 = 0, then

(01 + 02 + O2)k + why + (w + 1)02 = 0. (7)

We assume that 6o = 021w + 099, O3 = 031w + O32, Where o1, 022, 631,030 € Fom. Then it is easy to obtain
that 0y = 091w + 021 + 022, O3 = O31w + 031 + 032,

02 + 0 = Bo1, 03 + 03 = 031,



and
929_2 = 951]{3 + 921922 + 952, 93@3 = 9%1]{3 + 931932 + 9%2

Plugging 0 = 021w + 099 into @7), we get

(01 + 021)k + 621 + 622 =0 (28)

and thus k = % since @1 = 01 + 021 # 0. Also plugging 05 = f21w + 099 and 3 = 031w + O30 into

and simplifying, we can obtain

o1 =01+ 021, v3=p31w+ P32, and @4 = P41W + V42, (29)

where
w31 = b21 + 031

w32 = B21 + ba2 + O32 + 0,4
w41 = kb2 + k031 + 032 + 04
40 = kOs1 + kboo + kb31 + (/{7 + 1)932 + k0O,.

Furthermore, from 20.3) and (20.4), we have

(30)

13 = 04®1 = ©h1k + o012 + ¢

and

0113 = Oops + O2ps = 021(pa1 + Pa2) + 020041,

respectively. By vanishing /3, we obtain

07 (¢ink + earpas + i) = 051 (911 + ©i2) + 032071
After simplifying the above equation, we can get S7; = 0, where
Si = 0705k + 07021020k + 07021030k + 0702104k + 0302104k + 0703,k + 07022031k
+02009030k + 030200,k + 0703, k3 + 026031050k + 0703104k + 070310,k + 0702, k>
+0703004 + 007K + 03,03,k + 63,07k% + 03,67 + 03,03,k + 63,03, + 65,67, €2))
Moreover, since 1 # 0, from @20.1), we have Tr,, (%‘;ﬁ) = (0. We assume that %fﬁ = ¢2 4+ ¢ and thus
l1 = p1&€. In addition, from (20.2) and simplifying,

b203 + 023 021031 + 021032 + 2031
=" T2 4 0=
®1 ®1

lo

+ 60:1€. (32)



Furthermore, we have
w3¢1 = (p31w + 32) (Pa1w + Pa1 + Pa2)
= (p319042 + ©320041) W + P31041Fk + P32(Pa1 + Pa2)

and thus
P304 + P3P4 = P31P42 + Y3204
Next, by (20.3) and simplifying, we have Sy = 0, where
Sy = 9%921931](5 + 9%921932]{3 + 9%92194](5 + 9?922931]{3 + 9:1593194 + 9%9%1931 +
003,032k + 02031039 + 03203,04k + 07091029031k + 03091029031 + 07091029035
103010990, + 0105,k + 0103,099 + 0103,031k + 0103, 030k + 6103, 04k +
01031039 + 0105,095031 k + 6103,03, k + 01603,05, + 0163,03103 +
0103,031 + 05,032k + 03,04k + 05,04 + 03,092031 K + 03, 022030 + 03,6290, (33)

In addition, from 003 + 0303 + 6104 + 63 = 0, we have S3 = 0, where

S3 = 0104 + 031k + 091029 + 03 + 031k + 031039 + 035 + 03 (34)

The following lemma determines the condition on (a1, as,as) such that Try, (“";?) =0, i.e., 20) has
solutions in this case.
Lemma 3.5. If 1 75 0, (91 + 921)]{3 4+ 021 + 020 =0, S1 = Sy = S3 =0, where S1, 52,53 are defined as
in (31), (33) and (34)), respectively, then

T2 Ty, <¢3f ) —0
Y1

if and only if m is odd, (021 + 031)k> + Oa2k* + (04 + O91)k + 091 + 020 = 0, (021 + 031)k* + (021 + b2 +
931)]{3 + 035 = 0 and (9%1 + 921931)]{3 + 091031 + 620031 = 0.

Proof. The proof is lengthy and is placed in first subsection of the appendix section. U
Case D.3 If ¢; = 0 and ¢y # 0, then ; = 03 + O. From 20.I) and 20.2), we have I3 = 33 and
0111 = 093 + O2p3, respectively and then by vanishing /;, we obtain
(03 + 03) w33 + 0503 + 0355 = 0,
ie.,

(0303 + 02p3) (02 + O3 + 03 + O3) = 0. (35)

Moreover, from (20.3), we have Tr,, (“’4“’ ) = 0 and we assume %f“ = 12 + 1, where 7 € Fy. Then

3




I3 = @on. Furthermore, from 20.4), we get

_ 024 + 0204
2

ly +61n
Plugging the expressions of Iy, o, 13 into (20.3) and simplifying (note that w? + w + k = 0), we get
(0303 + 0303) (02 4 02) (B2 + Oz + 03 + 03) (k* + k + w) + 0203 + O3 + O205) = 0. (36)
The following lemma tells that (20) does not have solutions in this case.

Lemma 3.6. Let 01 = 05 + 02, o # 0 and (33), (36) hold. Then

Tr,, <S04S20 ) =1.
¥3

Proof. The proof is lengthy and is placed in the second subsection of the appendix section. U

Case D4 If o1 = po =0, then 0 = 0> + 52 and wly = (w + 1)9_2 If #; = 0, then 65 = 0 and f(x) is
not an APN clearly by Proposition Thus 6; # 0, and then (Z0) has solutions in this case if and only if

03p3p3 = 0303 + 0553, (37)
03paps = 0303 + 0353, (38)

and

0. %, 5
Trm< 2 2+9039%§4+803904) _0
1

The following lemma characterizes the condition on (a1, as, as) such that (20) has solutions in this case.

Lemma 3.7. If 61 = 03 + 03 # 0, whs = (w + 1)0a, (32) and (38) hold, then

696 24+ @
TéTrm< 2 2+<P30t§4+@3@4> —0
1

if and only if m is odd and 0, = O35 + 05;.

Proof. We also assume that 0o = Oo1w + 029, 03 = 031w + 032, Where 021, 09, 031,030 € Fom. Then from
01 = 03 + 05 and why = (w + 1)h,, we get

01 = 0a1 = a2 # 0.

Moreover, the expression of T, (37), (38) and (3) become

031(021 + O31)k + 021052 + 031030 + 603, + 63 n k)

T ="Tr,, < 9%1

(021 + 031)((021 + 031)k + 032 + 64) =0, (39)



((B21 4 031)k + O35 + 04)((Pa1 + 031)k> + 031k + 635) = 0, (40)

and
(021 + 031)%k + 02104 + 031035 + 02, + 65 = 0. 41)

From (39) and @0Q), we divide the proof into two cases: (i) 21 +63; = 0 and (921+931)k2+931k+932 =0
(ii) (021 + 031)k + 032 + 04 = 0.

(i) In this case, 67 = 63; and by {I), we have 021604 + 631030 + 0%2 + 92 = 0, i.e., 04 = 035 or
04 = O35 + 021. If 64 = O35, then

2 2
T = Tr,, (k) + Trpy, <‘932 j 94) =1.
[
21

If 84 = 032 + 021, then
02, + 62
0%,

T = Trp (k) + Trp ( > =1+ Trp(1),

which equals zero if and only if m is odd.
(ii) In this case, (021 + 031)k + 632 + 64 = 0. By (1)), we get

021035 + 03104 + 035 + 07 = 0.

Moreover,

T = Trm(k)+ Try, <931 (032 + 0a) + 021632 + 0316032 + 603, + 92)

05,
021032 + 03104 + 03, + 03
05,

= Trp(k) + Trp, <
= Try,(k) =1.

E. The proof of Step 5).

In this subsection, together with all conditions on (aj, a2, as) in Propositions 3.1l 3.3] and (I4)), we can
finally finish the proof of Theorem We also divide this part of the proof into three cases. Note that we
do not need to consider the case ¢; = 0 and @9 # 0 since (20) does not have solutions by Proposition [3.3]
and thus f(z) is not APN in this case.

Case E.1 ¢1¢92 # 0. In this case, from Proposition 33| (20) has solutions if and only if 61 # 0, (6265 +
0102 + 0305 + 0203) (0204 + 010905 + 0303 + 0303) = 0, Tr,y, (—‘%%) = 0, under which the following two

lemmas show the relation between Tr,, (9522) and Tr,, (%‘;ﬁ), as well as the reason why the conditions
1 1

on (aj,asy,as) are not the same when the odevity of m is different in Theorem



Lemma 3.8. If ¢ 7é 0, 61 7é 0 and 9%94 + 919252 + 9%93 + 9%53 = 0. Then

66 7
Tr,, (—222) =Tr,, <S038203> .
01 1

Proof. Note that 0205 + 0303 = 0104 + 6. By computing directly, we have
303 92§2>
Tr,, + =
( N
Ty 929293 + 929294 + 929293 + 929393 + 929394 + 929294 + 929394 + 9392 + 9293 + 9294
- 02 (62 + 0% + 63)

Moreover, it is clear that

9292 Ty 9%94(91 + 69 + 92)
03 (03 +605+03) ] "\ 67 (67 + 03+ 63)

Ty 919292 + 919%93 + 919253 +_9%9294 + 9%@294
" 0% (67 + 63 + 63) ’

where the last equality is by 620, = 010205 + 0305 + 0303. Thus

Tr,, <(9_2 + 03 + 04) (02 + 03 + 04) 929_2>
(01 + 05 + 65)2 0?

(0203 + 0903)01 (01 + O + O2) + (6204 + 010202) (03 + 03) + 0302 + 0203 + 63 (0202 + 0303)
03 (03 + 03 + 03)

+ 9293 (93 + 93)(9293 + 9293) + 9392 + 9293 + 92(9292 + 9393))

= A ( 62 (62 + 03 1 62)

Il
o

m

9292 + 9393 92 + 92 + é%)
07 (67 + 92 + 63)

9292+9393> . <9194+9§> _0

= Tr,, 9%

O

Lemma 3.9. If o1 # 0, 6 # 0, 9%93 + 919_% + 9%93 + 539_3 =0 and 9%94 + 91929_2 + 9%93 + 9_%53 75 0. Then

(1) 0d
Tr,, 222 + 803@3 = Tr,n(1).
07 SO1

(2) Moreover, when m is odd and Tr,, (%?3) =0, ([4) does not hold.
Proof. The proof is lengthy and placed in the third subsection in the appendix section. U

Lemma@]tells that if ©1 75 0, 91 75 0, 9%93 + 919_% + 9%93 + 9_%9_3 =0, 9%94 + 91929_2 + 9%93 + 539_3 75 0,
m is odd and Tr,, (%‘?3) = 0, (I4) does not hold and thus f(x) is not APN. Clearly, in another cases,
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the conditions (a1, as,as) in Proposition [3.1] also hold and there is no a € pgm41\{1} such that v; = 0 by
Proposition Thus f(x) is APN.

Case E.2 ¢ # 0 and ¢ = 0. In this case, by Proposition 3.3, (2Q) has solutions if and only if m is
odd, (021 + 031)k> + O22k? + (04 + 021)k + 021 + 022 = 0, (B21 + 031)k* + (021 + B2 + 031)k + 032 = 0 and
(9%1 + 021031)k + 021031 + 0226351 = 0. The following lemma tells that in this case, (I4) does not hold and
thus f(x) is not APN.

Lemma 3.10. If the conditions of Lemma3.3 hold, m is odd, (6914031 )k>+020k?+ (044021 ) k+091 4029 = 0,
(O21 + 031)k% + (Oo1 + o2 + 031)k + 032 = 0 and (03, + 021031)k + 021031 + 022031 = 0, then (I4) does not
hold.

Proof. 1t is clear that when m is odd, we can let k¥ = 1 and w satisfy w? 4+ w + 1 = 0. Then in this
case, we have 0 = 021 + 031,030 = 022,01 = 029,035, = 022031, under which we will show that f(a) =
1 + w?a; + was + a3 = 0, which is a contradiction with (I4). We assume that as = asjw + ags and

a3 = aziw + ags, where as1, ase, asy, ass € Fom. Moreover, by computing, we have
(1+ w2ar + wag + a3)(1 +way + was + as) = ag) + agy + asy + aq(aze + as; + asz).
Next, we show that ag; + age + a3y + aj(az + as; + asz) always equals to zero. From 635 = 029, we have
(a1 + a21)(1 + as1 + asz) = az(asz + 1).

If ago = 1, then agy (a1+az2;) = 0. If az; = 0, then from 64+6;+090+021+6031 = 0, we get a1 +ag+age = 0.
Moreover, from 9%1 = 022031, we have agq(aj + az2) = 0. Thus ag; = 0 and a; = ago. Furthermore, we
have 61 + 0 + 0 = 0, which is a contradiction. If a; = as1, then agy + aso + a1 + a1(azs + az + asz) =
(age + as1)(a1 + 1), we assume which does not equal zero. Then from 04 + 691 + 631 = 0 and 61 = 6ao,
we get az; = 1 and a1 = ago and then 61 + 65 + 05 = 0, which is also a contradiction.

If ago # 1, then a9y = (aﬁamggi?ﬁa”) and plugging it into 64 + 01 + 031 + 01 + 6o = 0, we have
(a1 + a91 + a3y + 1)(@%1 + agzjaszs + a§2 + 1) = 0, which means a?n + agzjaszs + a§2 + 1 = 0, since if
ar +ag +azx + 1 = 0, then ag; + ax + az1 + ai(age + az1 + az2) = (a1 + a21 + azp + 1)(a1as; +
ajasy + a1 + agy) = 0. Together with a§1 + asiass + a%z 4+ 1 =0 and 64 + 61 + 031 = 0, we obtain

a3y (araz) + az1) = 0, meaning 01 + 63 + 0y = a3;(a1a31 + ag1)*(a1 + a21 + az; + 1)? = 0, which is a
contradiction. Thus 1 + w?a; + wag + a3 = 0 holds. [l

Case E.3 ¢, = 0 and ¢y = 0 In this case, by Proposition 3.3l (20) has solutions if and only if m is
odd and 64 = 035 + 021. The following lemma tells that in this case, 1 + a1 + as + ag = 0, which is a
contradiction with Proposition 3.1l and thus f(x) is not APN.

Lemma 3.11. If the conditions of Lemma 3.7 hold and m is odd, as well as 04 = 635 + 021, then 1 + a1 +

a2+a3:0.
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Proof. 1t is clear that when m is odd, we can let k = 1 and w satisfy w? +w + 1 = 0. Then we have
O30 = 031k = 031. We assume that as = as1w + ago and ag = agiw + aze, Where asq, a2, a31,a32 € Fom.

Moreover, by computing, we have
(I+a1+az+a3)(1+ar+az+as) = (a1 + 1)(ag1 + as1).

Next, we assume ao; # ag; and a; # 1. From 032 = 631, we get ass = ajage and plugging it into
021 = 031, we have (ago + 1)(ajasy + ag1) = 0. If agy = 1, then from 6 = 031, 091 = 629, 64 = 0,
we obtain (ag1 + as1)(a; + ag1 +ag1 +1) = 0, asi1(a; + ag1) = 0 and agi(a; + ag1) = 0, respectively.
Thus a; + as; +a3z1 +1 = 0 and ag; = a; (otherwise as; = az; = 0), then az; = 1, leading to
f21 = 0, which is a contradiction. If ajas; + a1 = 0, together with age = ajass, we have ao = ajas and
01 = (a2 +1)(1+a3; +asiase + a3, +1). However, by 61 = 651, we get 1 +a3, +asjase +a3y+1 =0 and
thus 6, = 0, which is a contradiction. All in all, we have (a1 +1)(a21+as1) = 0 and 1+a;+as+az =0. O

In conclusion, f(z) is an APN function over Fy. if and only if
1) m is even, 0y # 0, o103 % 0, Trmy (979) — 0 and (0203 + 0,02 + 0205+ 6205) (0204 + 01050 + 0205+
9%93) =0
2) m is odd, 8; # 0, 0105 # 0, Try (%gz) = 0 and 020, + 010505 + 0205 + 6205 = 0.
In addition, the condition (12 # 0 can be deleted. The reason is as follows. If 1 = 61 402+ 05 = 0, then

60 650
91 92+92

If oo =0, by 28), we have 0, = M. Let u = 01k + 021 + 6. Then u # 0 since 6; # 0 and

Tr. <92§2> STy, <9%1k3 + O1090k> + 9%221452) . </<:2 n HL]‘Q + @) -1
91 (921k3 + 021 + 922) u u

Therefore, the proof of Theorem has finally been completed.

4. CONCLUSION

This paper presents a necessary and sufficient condition for a family of quadrinomial to be APN, which
provides a complete answer to the first part of an open problem by Carlet [6]. The main theorem is proved
based on the Hasse-Weil bound, which is valid for all positive integers m > 5. Experiment result indicates
that the main theorem also holds for m = 4, 5. Exhaustive search of APN quadrinomials of the discussed
form gives two CCZ equivalent classes for m = 3, which are the Gold function 2 and the Kim function,
and gives two CCZ equivalent classes for m = 4, which are the Gold functions x3 and z°. For m = 5 and
6, the numbers of APN functions f(z) are 16336 and 257858, respectively. It indicates that the classification
of APN quadrinomials f(x) is beyond the computational capacity of a personal computer when m > 5. It
is interesting to classify the APN quadrinomials for m > 5 in this paper and readers are cordially invited

to work on the (theoretical) classification of it under the CCZ equivalence.
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5. APPENDIX
A. Proof of Lemma 3.3
After simplifying directly, we can have

T — Ty <(9%1 + 9:%1)]6 + (022 + 031 + 039 + 04) (021 + O22 + 32 + 94)>
" (01 + 021)? :

In addition, plugging 6, = % + 621 into the expression of 7', Sq,.S; and S3 and simplifying, we can

obtain
T - Tr <(9%1 + 9%1)/{73 + (922 + 031 + 039 + 94)(921 + 099 + 039 + 94)/{:2>
" (O21 + 622)? ’
(021 + 031)K* + (021 + 022 + 031 )k + 032) Sa = 0, (42)
((631 + 021031k + 021051 + 022031) Sa = 0 (43)
and
(031 + 031) k* + (021022 + 02104 + 035 + 031030 + 035 + 03) k + 02104 + 02204 = 0, (44)
respectively, where
Sy = (03 +03,051)k + (03, + 05,031 + 05,032 + 02105, + 05,04 + 05,031 )k> +
(03,092 + 035)k + 03,04 + 0350, (45)

Next, from (@2) and (@3), there are two subcases here: (i) Sy = 0; (ii) (021 +031)k>+(0o1 +020+031 ) k+030 =
0 and (9%1 + 921931)]{3 + 091031 + 620031 = 0.
(i) In this subcase, S; = 0.
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If 657 = 0, then Sy = 9%2(931/€2 + 099k + 94) = 0 and thus 64 = 931k2 + 099k since 99 = 099 + 091 =
k(01 + 621) # 0. Moreover, plugging 027 = 0 and 04 = 051k2 + O9ok into the expression of T and (44) and
simplifying, we get

T 02, k5 + (035 + 02))k* + (022031 + 02))k3 + (025 + 022031 + 031030 + 02,) k>
" 03,
and

E(O31k% + (022 + 031)k + 032) (031 k% + (B9 + 031)k + 031 + 032) =0

respectively. Then 631k? + (fag + 031)k + 032 = 0 or 031k% + (022 + 031)k + 031 + O30 = 0. Plugging them
into the expression of 7', we can both obtain

03, k" + 03,k + 922931/<72> T <k2 . 02,k 031k

_|_
03 03 O22

T =Tr, ( ) = Tr,, (k%) = 1.

If 621 # 0, then from Sy = 0, we obtain 030 = f=, where A = (03, + 63,031)k® + (63, + 03,031 +
02103y + 03,04 + 035031)k? + (03,022 + 035)k + 03,04 + 03,0,. Plugging it into the expression of 7' and
S3 = 0 and simplifying, we get

S5
T ="Tr,, ,
' (931(921 +922)2/<?4>

and
((Ba1 + O31)k? + Ok + 04)Ss = 0,
where
Ss = kP05, + k503,03, + k003,020 + k003,031 + 15031020051 + k563,03, + k563,03,03, +
k805,02, + k203,020 + kP05, 090031 + k503,03, + k503,03,031 + k05,604 +
k203,02, + k105,03104 + k403,02,0, + k*03,02,05104 + k*05, + k265,03 + k205,62
and

S = kW63, + k03,051 + kP05, + KP0%,090 + k205, + k202,035,051 + k202103, +
k2055031 + k031022 + k05y + 05,04 + 03,04

Therefore, 04 = (021 + 031)k? + Oaok or Sg = 0. If the former holds, plugging it into the expression of

T, we have

Tr ((9%1 + 030k + (021 + 022) (022 + 931)k‘2>
" (021 + 622)?
T <k4 n (03, + 03)k* (022 + 931)k‘2>
" (B21 + 622)? 021 + 022
= Tr,(k*) =1
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If the latter holds, i.e., Sg = 0, plugging Sg = 0 into the expression of 7" to vanish 64, we obtain

Tr <(921 + 022)2(031 + 021022 + 022051)%k* + O22(021 + 022)* (621 + 022 + 031) k>
" (091 + 622)6
+9§1(9%1 + 03)KC + 03, (621 + 031) (21 + 922)3]€3>
(091 + 622)6
= Try, (K) + T <9%2(921 + 022)2(021 + 022 + 031)?k* + 022(021 + 022)* (021 + 022 + 931)k2>
(091 + 622)6
9%1 (921 + 931)2k6 + 9%1 (921 + 931)(921 + 922)3/<:3>
(091 + 022)6

T:

+Tr,, <

= T, (k) =1.

(ii) In this subcase, (021 + 031)k? + (01 + 0o +031)k + 032 = 0 and (03, + 021031 )k + 021031 + 022031 = 0.
Plugging 035 = (021 + 031)k? + (021 + 022 + 031)k into the expression of T and @4) and simplifying, we
obtain

T T ((931 + 02)k5 + 035k + (021092 + 020031 ) k3 + (022 + 031 + 04) (021 + O + 94)k2>
(021 + O22)?

and
((B1 + 031)k? + Oogk + 04) (A1 + 031) k> 4 Oa0k? + (04 + Oo1)k + Oy + 020) = 0, (46)

respectively. Then (921 + 931)k2 + 099k + 64 =0 or (921 + 931)k3 + 922/€2 + (94 + 921)]{ + 691 + 099 = 0.
If the former holds, plugging it into the expression of 7', we have
(63, + 05)k" + (021 + b22) (fa2 + 031K
(021 + O22)?

If the latter holds, then 04 = ((021 + 031)k3 + 0a2k? + 021k + 021 + 022) /k and plugging it into the expression
of T, we get
™ <(9§1 + 02))k* + (021092 + 0% + 022031)k% + (021 + 092) (021 + O31)k + 02, + 9§2>

" (021 + 022)?
v, <(9§1 + 9%1)14‘l + (021 + 092) (022 + O31) k> n 1) T, <921931k2 + (621 + 922)2(921 + 931)k>

T = Tr, < ) = Tr,, (k%) = 1.

T —

(021 + 622)? (021 + 022)
(021 + 022)?

= 14 Try(1)+ Try, <
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In addition, since (9%1 + 921931)k + 691031 + 099031 = 0, we have

Tr,, <(921931 + 63, + Hgl)kZ)
(021 + 622)?

(021031 + 03, + 05,)03, (021 + 022)* )
(021 + 092)2603, (021 + 031)2

T <9219 1+ 03, (021 + 631)? )
" 63, (021 + 631)?

T <921931 + 021031 (021 + 031)* )
" 03, (021 + 031)?

021031 >
= Ty, (2L )
<(921+931)2

T=1+Tr,(1)+0=1+Tr,(1)

Thus in the case,

and then 7" = 0 if and only if m is odd.
All in all, T = 0 if and only if m is odd, (621 + 031)k® + 022k? + (04 + 021)k + 021 + 022 = 0,
(021 + 031)k% + (021 + 022 + O31)k + 032 = 0 and (03, + 021031)k + 091031 + O22031 = 0.

B. Proof of Lemma

According to (33) and (36), we divide the proof into two cases: (i) 03¢3+02p3 = 0; (i) o +02+03+03 = 0
and 6903 + 92 + 9293 =0.
Now we also let f5 = 091w + 099 and 03 = O37w + O35. Then

02 = why + (W + 1)0s = B9 + b9,

03 = 31w + P32 and g = 41w + P42, Where P31, P32, V41, P42 are defined as in (3Q). Moreover, after
simplifying, (3)), i.e., 6202 + 0305 + 6104 + 02 = 0 is equivalent to

(021 + 031)%k + 021095 + 035 + 031039 + 035 + 04(021 + 04) = 0. 47)

In addition,

T AT (@4@4) Ty (@?uk + Q41042 + wig)
- m - m .
3 (021 + 022)*

¥
(i) In the case, 03¢5 + 03¢5 = 0. Plugging 6 = 021w + 62 into the above equation, we get
031031k + 031031 + 031032 + 035031 = 0,

ie.,

02, (021 + 031k + 03,005 + 03,031 + 02,055 + 02,04 + 02103, + 03,031 = 0. (48)
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From @-ED, if 697 = 0, then 6%2(931 =0 and 637 = 0 since fyy = w2 + 021 7é 0. Plugging 031 = 031 = 0 into
@71), we obtain 84 = 099 + 039. Furthermore, T' can be reduced to

k@%g + 099039 + 9%2
03,

T:Trm< >:Trm(l<:):1.

If 651 # 0, from {S), we get 6, = 9%, where
__n2 2 2 2 2 2
A = 921 (621 + Hgl)k + 921022 + 921631 + 621032 + 621022 + 622031.

Plugging 64 = 9% into (47) and the expression of T', we obtain

(621 + 031) (031 (021 + 031) K + 03,031k + 03,031 + 03,030 + 03,055 + 021055 + 03,031) =0 (49)

and

T Ty (LY
"N\ 03,021 + 022) )

where

Sy = kS, 4 k105,03, + k265, + k205,000 + k265,031 + k205,03, + k>03,09903, +
k205,02, + k202,05, + k203,023,053, + k205,03, + k63,095 + k05,031 +
k03,031 + k03,03, + k05,05,031 + k63,035,035, + 05,0203 +
03,031030 + 03,02, + 03,032,035 + 02,0203, 603

From (@9), we have 057 + 03; = 0 or (9%1 ((921 + 931) k2 + 63103114 + 931931 + 031932 + 031952 + 921932 +
9%2931 = 0. If 37 = 031, then

T T 03, (031k2 + (021022 + 62)k + 021632 + 022630 + 62,)
" 05, (021 + 092)2
" (021 + 022)% 021 + 020

= Tr,(k) =1.

If 03, (021 + 031) k% + 03,031k + 05,031 + 05,032 + 03,02 + 02103, + 03,031 = 0, then we can obtain an



28

expression of 03, and plugging it into S7, we get

T — Tr <(9§1 + 051035 + 05,035 + 03,03,03,) k° + (03,622 + 02,631 + 05,622031) k
" 03, 0%,
+931922931 + 05,03, + 05,03, + 031 + 03,035,035, + 05,05, + 9329§1>
031
(021092 + 021031 + 020031)%k> N (0216022 + 021631 + 022931)k>
031 02,
021035 + 05,031 + 031020031 (02103, + 03,031 + 931922931)2)
03 0%,

= Tr,, (k‘2) + Tr,, <

+Tr,, < +

= Tr,(k*) =1

Thus when 023 + 02¢3 = 0, Tr,, (%‘gﬂ) =1.
(ii) In this case, O3+ 605 +05+603 = 0, i.e., 021 = 031, and 02605 + 65+ 0265 = 0. In addition, by computing,
we know
0203 + O + 0203 = (621 + 021031 )w + O21 + O22 + 021050 = 0

and thus fa1 + 021031 = 03, + Oo1 = 0 and fo1 + 029 + 021035 = 0. If 31 = 0, then Ha9 = 0, which means
2 = 0, which is a contradiction. Thus 97 = 1 and 99 + 632 = 1. Moreover, by @7), we get 4(04+1) = 0.
If 64 = 0, then

k2 + (9%2 + 922)/€ k2 k
' < (B9 + 1)2 : (922-1-1)24_922—1-1+ o ()
If 8, = 1, then
k625 4 09 + 1 1 1
T="Tr, | —2—2=_ ") =Tr,, [ k+ + ):ka =1.
' ( (O22 +1)? > g ( (O +1)%  f2+1 v (k)

All in all, the proof has been finished.

C. Proof of Lemma
Firstly, from 0303 + 0103 + 6303 + 0305 = 0 and 61 # 0, we have

01 (93 —|—9_3) = 9% + é%,

and thus (i) 63 = 03 and Ay = 05; or (ii) 03 # 05 and 0; = %. Next we divide the proof into two cases.
The proof of (1). (i) If 03 = 53 and 09 = 92, then from 9%93 +619§ —i—@%@g—i-g%ég =0and 9%944—9192924—

9%93 + 9_%9_3 % 0, we have 0,03 = 9% and 63 # 6, respectively. Moreover, together with 050, + 0505 =
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0104 + 0% and 0105 = 03, we have (61 + 03 + 04)(05 + 04) = 0 and thus 6; = 05 + 04. Hence,
6205 803953)
Tr,, | —— +
( 07 o
_ ﬂm<%+«%;%+ﬂb>
i

92
= Tr, <9—%> = Tr,,(1).

(i) If 65 # O3 and 6; = Zi%, plugging the above equation into 6203 + 6,03 + 6203 + 0203 = 0 and

simplifying, we obtain
(02 + 05 + 02 + 03) (6365 + 6303) = 0.

If f3+03+605+05 = 0, then 0, = gigf = #9465, which is a contradiction with the condition 6 +65+05 # 0.

Thus we have 03605 = 0205. Moreover, from §203-+60102+0203+0203 = 0 and 020,+010205+0303-+0303 # 0,
we have 0,603 = 9_% and 6303 # 92, respectively. Next we use 9_% = #1603 and 9% = 6,03 to replace Ay and 0,.
In addition, let f5+603 = o and 305 = 3. Then from 0303 +6303 = 0303 +07, we have 073+ 3% = 6203+ 04,
ie., 02 = 0% + 3 since 03 + 3 = 03 + 0303 # 0. Moreover, we have

(05 + 035 + 03) (63 + 05 + 63)
= (0105 + 03 + 637) (0103 + 03 + 67)
= 0?8+ 6,020+ B2 + 0108 + %03 + 05,

and
07 + 02 + 03 = 07 + 6,(03 + 03) = 62 + 0,00

0,0, 0202 0305
o () = (%) = 1o (7

Besides, we have

and thus

N~
[>
=
3

(02 + 6,0)*
0f + 0103a + %07 + 2B + 5% + 0108
(6 + 010 |

( B 028+ 0,020+ B% + 0108 + 0202 + 9;‘;)
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Plugging 02 = 6% + f3 into the above equation, we obtain

T - Tv, 0F + 03 + 6202
(6 + 6ra)°

= Tr, <1 + ﬂ) = Tr,,(1).

0? + a2

The proof of (2). Clearly, when m is odd and Tr,, (%‘?3) =0, Tr,, (93?2) = 1 and by Proposition 3.2

there are two elements, e.g., A € Fon such that v; = 0. Next, we will show that for such A and a? = fj&,
f(@) = 0. Clearly, now we can let £ = 1 and w satisfy w? +w + 1 = 0. In the following, we also divide

the proof into two cases.

(i) 05 = 05 and 65 = 6. In the case, we have 0, = 63 + 6,. Moreover, v; = 0 becomes 0; A% + 6; A +
01 + 62 = 0. Let % = £2 4+ ¢, where & € Fom. Then a2 = gg;—”; and simplifying f(a), whose numerator
equals to

N(f(@) = (1+ay+as+a3)é®+ (way + was + waz + w?)E?
+ (wap + wlag + wlas + w)€ + w?ay + was + az + 1.

Plugging &2 = £ + % into N(f(a)) and simplifying, we get
N(f(a)) = Ni{+ Na,

where

Ni=(1+a1+az+as)fp + (a3 +1)6;

and
Ny = (w2a1 + was + wlas + w)boe + (was + w2)91.

We assume that ao = aojw + age and asz = asziw + ase, where asy, ase, asi, aze € Fom. Then

01 = 1+ ai + a3y + ag1age + a3 + aziaz + a3; + a3
2 = (a21a32 + agaszi)w + a1 + aziasz + azaszs + azias; (50)
03 = (a21 + a1a31)w + a1 + aze + ajaz; + ajass

_ 2 2 2
0y = ay + a59 + ag1a922 + a3y .

From 3 = 03, we have ag; = ajagz; and then plugging it into 6o = 03, we get azi(ajass + a) = 0. If

az1 = 0, then by 0y = 03 + 64, we have ajass + az + a§2 4+ 1 = 0. Moreover,
Ny = (a1 + ag + agy + 1)(ajazs + azs + a3y + 1) = 0

and
Ny = (a1 + wags + ass + w)(a1asy + ag + a2y +1) = 0.
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Thus f(a) = 0. The subcase ajass + azs = 0 is similar and we omit here.

(ii) In this case, we have 01031 + 021 = 0, 03,030 = 03,031, 01 + O30 + 0, = 0,0103 + 03, = 0,
01030 + 03, = 0, 03 + 03 + 03, + 03, + 031030 = 0 and 67 + 03, + 03, + 031032 # 0. Moreover, assume that
A € Fym satisfies 1 A% + 1A + o = 0 and by computing and simplifying, the numerator of f(a) is

N(f(a)) = N1A+ Na,
where
Ny=(1+a+az+ ag)(ﬁf + p1p2) + (wag + w?as + wag + w2)91g01 + (wag + w?as + wlas + w)gpf
and
No = (14 a1 + ag + az)b1p2 + (waq + w?as + wag + w2)tpgap1 + (way + wlas + w?as + w)ap%.

By 0y = 035 + 64, we have ao; = ajasg; + ajase + as + a§1 + aszi1aszz + a§2 + 1 and plugging it into
9% + 92 + 9?2’1 + 9?2’2 + 931932 =0, we get

(a2 + aras2)(az + arazs + a%y + aziazs + a3y + 1) = 0.
If age = ajasg, then by 62,035 + 02,051 = 0, we obtain
(a3; + asiase + a3y + 1)% (a1 + az1)? = 0.

However, 92 + 9%1 + 9%2 + 0316032 # 0 tells that a%l + azjass + a§2 + 1 # 0 and thus a; = as3;. Then it is
easy to check that N; = Ny = 0 and thus f(a) = 0. The subcase azx = ajaze + a§1 + asiass + a§2 +1is

similar and we omit it here.
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