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Abstract

In this paper, we present two new families of APN functions. The first family is in bivariate form
(z® + ay? + 93 + zy,2° + 'y + y° + zy + 2?y?) over F3,.. It is obtained by adding certain terms of the
form S (a;a? y2', b;z? y2') to a family of APN functions recently proposed by Gologlu. The second family
has the form L(z)2" *1 4v22"+1 over Fysm, which generalizes a family of APN functions by Bracken et al.
in 2011. By calculating the I'-rank of the constructed APN functions over Fos and Fye, we demonstrate that
the two families are CCZ-inequivalent to all known families. In addition, the two families cover two known
sporadic APN instances over Fys and Foo, which were found by Edel and Pott in 2009 and by Beierle and
Leander in 2021, respectively.

Index Terms
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1. INTRODUCTION

S-boxes are crucial nonlinear components in block ciphers. They should satisfy a variety of cryptographic
criteria [16], such as having low differential uniformity to resist differential attacks [4]. An n X n S-box can
be seen as a function from the finite field Fo~ to itself, which is commonly termed an (n,n)-function. The

differential uniformity of an (n,n)-function is defined as follows.

Definition 1. [28] Given an (n,n)-function f : Fon — Fon, its differential uniformity is given by

Oy = nax, #{ziz€Fa | fz+a)+f(z) = b}

Furthermore, when 6y = 2, the function f is called almost perfect nonlinear (APN for short).

APN functions provide the best resistance against differential attacks [28] and also find applications in

sequence design and coding theory [15]. In the last three decades, one of the most important topics in the
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TABLE I
ALL KNOWN APN MONOMIALS OVER [Fan

Family Function Conditions Ref.
Gold 224 ged(i,n) =1 [23]
Kasami Z2 -2 ged(i,n) =1 [25]
Welch 22743 n=2+1 [19]
Niho-1 L2421 n=2t+1,teven [18]
Niho-2 L2201 o todd  [18]
Inverse ‘ zQ_Zt_l_ ‘ n=2+1 [28]
Dobbertin 22" +2%+2%+2'-1 n = 5i [20]
TABLE 11

ALL KNOWN POLYNOMIAL APN FAMILIES IN UNIVARIATE FORM OVER [Fan

No. Function Conditions Ref.
- S gtk gmis n :pk,gcd‘(k,?)) = ged(s, 3k) =1, .
F1- F2 221 2 —127+ p € {3,4},i = sk (mod p),m =p — i, [11]

n > 12, u primitive in F3,
qg=2",n=2m, ged(i,m) =1,

522" (a+1) 4 527+ 4 La(2741)

, , 241 2t
T et eluon e wi et =1
F4 23+ a 1Tr} (a329) a#0 [12]
F5 23+ a " 1Trf (a®2° + ab21%) 3| n,a#0 [13]
F6 23+ a " 1Try (a®218 + al223%) 3|n,a#0 [13]
F1-F9 uz2i+1 + uszTm“nLJrs—|—+ n = 3m, ged(m, 3) = g.cd.(s., 3m) =1,v,w € Fom (6]
w22 L 2T 202 vw # 1,3 | m + s,u primitive in F3,
F10 a2zj:n+1+1 + ITJn2z2m+1+1+ n=3m,m odd, L(z) = az®" + b22" + cz (8]
az? " T2 4 522" T2 4 (2 4 ¢)23  satisfies the conditions of Lemma 8 of [8]
Fl1 23 —|—_+w221’+1 + w?232" n= 2m,m odd, 3tm, w primitive [14]
42 2™ in Fy2,5s =m —2,(m —2)~! (mod n)

n=2m,modd, ¢ =2", a ¢ Fy,

FI12 aTry, (b2°) + a?Try, (0°2°) b not a cube

(31]

study of APN functions is to construct new families of APN functions. Several infinite families of APN
functions are described in the literature. We summarize all known families of APN functions in Tables
I-III according to [9, Table 3], where in Tables I and II functions are given in univariate form in z € Fan
and in Table III functions are given in bivariate form in (z,y) € F2.. More specifically, Table I lists
all known APN monomials, which is conjectured to be complete [18]; Table II lists all known families
of polynomial APN functions, where Tr]’, denotes the trace function from Fa» to Fom for any m | n,
ie, Tt (2) = 2+ 22" 4+ + L2

originally in bivariate form, where Py (z) = 22" 1 +az+band Py(z) = (c22 T1 4022 1)2"/ +1 4,277 +1

" and Table III lists all known families of APN functions proposed



TABLE III
ALL KNOWN APN FAMILIES IN BIVARIATE FORMS OVER F3m

No. Function Conditions Ref.
FI3  (ay, 22! + az@ D2 ) ged(k,m) = 1, m even, o non-cubic [32]
Fl4  (ay, 222 4 02?2 4+ by 1) ged(k,m) = 1, Py has no root in Fam [29]
FI5 (xy,a? ! + x21+m/2y2m/2 + b:vai + cygi“) m even, ged(i,m) = 1, P, has no root in Fam  [15]
F16 (22 +! + xy oy 22 g g2 et g2 ged(3i,m) = 1 [24]
F17 (22! + 2y + % ) 22y 4+ 2y ged(3i,m) = 1, m odd [24]

In this paper, we propose two new families of quadratic APN functions. The construction of the first
family is inspired by Dillon’s method [7] and its generalization by Budaghyan and Carlet [10]. Dillon in

[7] presented a way to construct APN functions of the form

f(2) = 2(A2? + B 4 C2%%) + 2*(D2? + E2%1) 4+ G231 0

over Fg= with ¢ = 2™. In particular, Budaghyan and Carlet in [10] obtained a family of APN hexanomials
of this form, namely, the family F3 in Table II. Let fi(z) = Az3 + C229H1 + D29%2 4 G239, Recently Li,
Li, Helleseth and Qu completely characterized the coefficients for which f; is APN [26]. Later, Chase and
Lisonék [17] proved that when m > 4, f; is APN if and only if f; is CCZ-equivalent to one of two instances
of Gold functions. This indicates that the APN hexanomials of the form (1) can be seen as the summation
of a known APN function f(z) and Bz9+! 4+ E22(4+1)_ Such an observation inspired us to seek new APN
functions over [F> by adding special terms of the form ) _, 22t ¢ e ;. to known APN families. Note
that for the bivariate form over Fg, > cizy(q“) is actually of the form Zi(aixziyy, bimyyw), a;,b; € IE‘;;.
It turns out that this approach can give rise to a new family of APN functions over F2,, by adding the terms
(zy, 2y + 2%y?) to F16 in Table IIL

Theorem 2. Let m be a positive integer with ged(3, m) = 1. Then the function
flz,y) = (x?’ + 2y + 2 + 2y, 2 + 2ty + 0 4y + :1:2y2)
is APN over F3,,.
The construction of our second family arises from the following APN quadrinomial over Fasm [6]:

s m —m m-+s —m m s m-+4s
F(2) = uz 2 22T AR 2L g 2L

Assume w # 0 and take vy = wﬁ, which always exists since gcd (2™ — 1,2° — 1) = 280d(ms) _ ] — 1,
Then f(y2)?" =2 TH(L(2)2" ! + (vw +1)22" 1), where L(z) = u?" 22" + 2. Note that the equation
L(z) = 0 only has z = 0 as a solution in Fosm since ged(23™ — 1,2m+5 — 1) = 28cdBmm+s) _ | — 7 and

w is primitive in Fosm. Thus L is a linearized permutation of Fosm. Therefore, f is linear equivalent to an



APN family of the form L(z)?"*! + v22"*! with L a permutation binomial and v # 0. By choosing a

linearized permutation trinomial L, we propose another new family of APN functions over Fos» as follows.

Theorem 3. Let ged(s,m) = 1 and v € F5,.. Choose i € T, such that ;> T2"+1 £ 1 and L(z) =
22" 4 uz? + 2 permutes Fosm. Then f(z2) = L(2)2" ! + 022"+ is APN over Fasm.

Interestingly, the two families in Theorems 2 and 3 both contain previously known sporadic APN instances.
According to the code isomorphism test, the family in Theorem 2 includes a sporadic APN function over
Fys (No. 1.9 in Table 9) originally discovered by Edel and Pott in 2009 with the switching method [21]; and
the family in Theorem 3 covers a sporadic APN function over Fos, which was recently found by Beierle
and Leander in 2021 using a recursive tree search [3]. Here we emphasize that the APN instances in [21]
and [3] were not covered by any family before our constructions.

The remainder of this paper is organized as follows. First, in Section 2 we demonstrate that the proposed
two families contain APN functions that are CCZ-inequivalent to those from the known families. Sections
3 and 4 prove the APNness of the families in Theorems 2 and 3, respectively. Section 5 summarizes the

work of this paper and presents some related problems.

2. CCZ-EQUIVALENCE

Two functions f and g over Fo» are said to be Carlet-Charpin-Zinoviev (CCZ) equivalent if there
is an affine permutation of F3, that maps the graph G5 = {(z,f(2)): 2 € Fan} to the graph G, =
{(2,9(2)) : z € Fan}. CCZ-equivalence is the most general form of equivalence used in the classification
of APN functions. To justify that a family of APN functions is indeed new, it is necessary to show that its
instances are CCZ-inequivalent to those of the currently known APN families. As a theoretical proof of such
a task is rather challenging, in practice one typically chooses to demonstrate that the constructed family
contains an APN function that is CCZ-inequivalent to those from another family for small dimensions n.
Two common approaches are used for this purpose. The first one, known as the code isomorphism test, is
to check whether two linear codes associated with the functions are isomorphic. More precisely, for an

(n,n)-function f, its associated code C; is the linear code defined by the following generating matrix:

1 1 ... 1
0 U o w21 ,
FO) flw) - f(u®T)
where v is a primitive element of Fa-. It is shown [7, 22] that two functions f and g are CCZ-equivalent if
and only if Cy and C, are isomorphic. The test of code isomorphism is implemented in MAGMA [5], and
it can be used to test CCZ-equivalence between two (n, n)-functions for small integers n. Another common
approach is to compare certain CCZ-invariants, i.e., properties that are preserved under CCZ-equivalence, of
two (n, n)-functions for small integers n. If two functions exhibit different values of a given CCZ-invariant,

then they must be CCZ-inequivalent. One CCZ-invariant is the I'-rank [21]. The I'-rank of an (n, n)-function



TABLE IV

CCZ-INEQUIVALENT REPRESENTATIVES FROM THE KNOWN APN FAMILIES AND THAT IN THEOREM 2 OVER [Fys AND THEIR

I"-RANKS
No. Function I'-rank Ref.
1 23 11818 Gold
2 29 12370 Gold
3 257 15358  Kasami
4 23 4 21T 818 3233 4 23t 4 248 13200 F3
5 23 + Trg(2?) 13800 F4
6 23+ u  Trg(u32?) 13842 F4
7 (zy, 23 + vy'?) 13642 F13
8 (zy, 22 + 2ty + ¢3) 13700 Fl4
9 (wy, 2'2 4+ 2ty? + v7y?) 13798 F14
10 (23 4+ zy? + o3, 25 + 2ty +9°) 13642 F16
11 (zy, 23 + 2%y + vaty® + 05y3) 13960 F15
12 (2 +ay? +y3 +ay,2° + 2ty +9° + vy + 2%9y%) 14034  Theorem 2
TABLE V
CCZ—INEQUIVALENT REPRESENTATIVES FROM THE KNOWN APN FAMILIES AND THAT IN THEOREM 3 OVER FQQ AND THEIR
I'-RANKS
No. Function I'-rank Ref.
1 23 38470 Gold
2 25 41494 Gold
3 217 38470 Gold
4 213 58676 Kasami
5 224 61726 Kasami
6 219 60894 Welch
7 2255 130816 Inverse
8 23 + Trg(2%) 47890 F4
9 23+ Trd (27 + 218) 48428 F5
10 23+ Trd (218 4 2%6) 48460 F5
11 Z3 4 u246210 + u47zl7 + u181z66 + u428z129 48596 F10
12 (210 4+ P2 + 2) + ™20 48558  Theorem 3

f is defined as the rank of the incidence matrix of a design dev(G), whose set of points is F3, and whose

set of blocks is {(z + a, f(2) + ) : z € Fan} for a,b € Fan.

In this section, we demonstrate that our newly constructed APN families are CCZ-inequivalent to all

known APN families by comparing the I'-ranks of the representatives from all known APN families and

ours over Fos and Fgo, see Tables IV and V.! In Table IV, u and v are elements in Fos and Fy: with minimal

"In Tables IV and V, the DI-ranks of the representatives from all known APN families are retrieved from the website

https://boolean.h.uib.no/mediawiki/index.php/Tables



polynomials 28 + 2% + 23 + 22 + 1 and z* + z + 1 over [y, respectively. In Table V, u denotes an element
of Fyo with minimal polynomial 29 + 2% + 1 over Fs. The last column, denoted by “Ref.” for short, refers
to the known APN families listed in Tables I, II and III. As shown in Tables IV and V, the two families
proposed in this paper contain instances that are not covered by any known family, which indicates that the
two families in this paper are new up to CCZ-equivalence. Moreover, according to the code isomorphism
test, we observe that the two families also cover known sporadic APN instance that does not belong to any
other known families. As a matter of fact, our first family in Theorem 2 covers one sporadic APN function
over Fos (No. 1.9) in [21, Table 9], which was found by the switching method. The covered APN instance
is
25+ uTrg (u63z3 + u252z9) + 41T (u68z3 + u235zg) + 43 Trg (u21623 + u11629) :

where u is defined as in Table IV. In addition, our second APN family in Theorem 3 covers one (No. 9)
of the APN functions over Fo in the dataset [2], which were obtained by a recursive tree search due to

Beierle and Leander [3]. The covered APN instance is CCZ-equivalent to
wl49,384 | 339,320 | 498 288 | 404,272 | 125 264 | 274,260 | 125 258 432 257
u241,192 | 14 160 | 500 144 | 376 136 | , 258 132 | 470 130 , 430,129 | 407 96 |
w3780 4 209 72 | 371 68 | 77 66 4,502 65 | 464 48 4 640 4 188 36 |
w198 ,34 4 (508 33 | 199 24 | 41,20 4 158 18 | 218 17 | 16,12 4 7 10
w69 4 437 ,6 4 5025 | 237

where u is defined as in Table V.

3. A NEW FAMILY OF APN FUNCTIONS OVER F3,,

This section is dedicated to the proof of Theorem 2. We first give several useful lemmas. The following

lemma allows us to determine the number of solutions of cubic equations over Fom.

Lemma 4. [30] Let a,b € Fom, b # 0 and define
f(z) = 2% 4+ az + b, h(t) = t* + bt + a>.

Let t1,to be two solutions of h(t) in Fozm. Then:
o [ has three zeros in Fom if and only if Tr,, (Z—;) = Tr, (1), t1 and ty are cubes in Fom (resp. Fozm)
when m is even (resp. odd).
o f has exactly one zero in Fom if and only if Tr,, (2—3) # Trp (1).

3

o [ has no zeros in Fom if and only if Tr,, (%) = Tr,, (1), t1 and ty are not cubes in Fam (resp. Fozm)

when m is even (resp. odd).

The following simple results will be frequently used in the proof of Theorem 2 later.



Lemma 5. Ler gcd(m,3) = 1. Then,
(1) the equation 2> + z +1 = 0 has no solution in Fom;
(2) any element w € F92\Fy is not cubic in Fom and Fozm;
(3) the equation a3 + a*b+ a + b +b* + 1 = 0 holds for a,b € Fon if and only if (a,b) = (1, 1).

Proof. 1t is clear that any solution of 2% + z + 1 = 0 is in Fos. Furthermore, any solution in Fon actually
belongs to Fs since ged(m, 3) = 1. Since 0, 1 are not solutions of the equation, the first statement follows.
For the second statement, the element w is cubic in a finite field Fo- if and only if wzn% = 1, which
implies 3]% since w € [Fy2\Fy. This is equivalent to saying that w € Fy2\Fs is cubic in Fa. if and only
if 9|2™ — 1, which holds only if n is a multiple of 6. Since gcd(3, m) = 1, w cannot be a cubic in Fon and
Foom.
Let B = a® +a%b+a+ b% + b2 + 1. In the following, we prove that B = 0 if and only if (a,b) = (1,1).

Plugging a = a; + b into B = 0 and simplifying it, we get

ai + (b* + Day + (b+1)* = 0. )

If b =1, then a; = 0 and thus @ = a; +b = 1. If b # 1, plugging a; = (b+1)az into Eq. (2) and simplifying
it, we have a% + a9 + 1 = 0, which has no solution in F9» from the first statement of this lemma. Thus
B =0 if and only if (a,b) = (1,1). O

Since the resultant of polynomials will be used in our proof, we now recall some basic facts about it.
Given two polynomials u(z) = apmz™ + am_12™ 1 + -+ + ag and v(z) = byz™ + by_12" L + -+ + by
over a field K with degrees m and n, respectively, their resultant Res(u,v) € K is the determinant of the

following square matrix of order n + m:

Qm Am—1 “ee ag 0 e O
0 Am Am—1 e ag O e 0
0 0 Ay Am-—1 ao
bn  bp—1 e bo 0
0 bn bn—l o bO
0 - 0 bn bn71 - bO

For a field K and two polynomials F'(x,y), G(z,y) € K|[z,y], we use Res,(F, G) to denote the resultant

of F and G with respect to y, which is the resultant of F' and G when considered as polynomials in
the single variable x. In this case, Res,(F,G) € Klz| belongs to the ideal generated by F' and G. It is
known that F'(z,y) = 0 and G(z,y) = 0 has a common solution (z,y) if and only if x is a solution of
Res, (F,G)(z) = 0 (see [27, P. 36]).

In the final part of this section, we give the proof of Theorem 2.



Proof of Theorem 2. Since f is a quadratic function with f(0,0) = (0,0), it suffices to show that for any
(a,b) # (0,0) € F3,., the equation

flx+a,y+b)+ f(z,y) + f(a,b) =0 (3)

has exactly two solutions (z,y) = (0,0), (a,b) in F3,.. By a simple calculation, Eq. (3) is equivalent to the

following equation system:

F(x,y) = ax® + (a2+b2—|—b):ﬂ—i—(a—|—b)y2+ (a+b2)y:0 4.1)
G(z,y) = (a+b)a* + b2 + (a* +b) v + by* + a’y* + (a* +a+b*) y = 0. (4.2)

Firstly, we consider the case (a,b) = (1,1). In this case, Egs. (4) become

{x2+$:0 (5.1)
2+t +y=0. (5.2)

From Eq. (5.1), we know z € {0,1}. If 2 = 0, plugging it into Eq. (5.2), we have y* + 32 +y = 0 and
then y = 0 by Lemma 5 (1). If = = 1, together with Eq. (5.2), we get y* + 32 + y + 1 = 0, which means
y = 1. Thus in this case, Egs. (4) have only (x,y) € {(0,0),(1,1)} as solutions in F3,..

In the following, we always assume that (a,b) # (1, 1). With the help of MAGMA (see Appendix-A for

more details), we obtain the resultant of F' and G with respect to y as follows

Resy (F, G)(z) = (a® + ab® + b3)2 x(x+a)H(z,a,b)H(x + a,a,b), (6)

where
H(z,a,b) =2+ (a*+ab+a+ >+ b+ Dz +a®+d’b+a+ 0> +b* + 1.

In the sequel we shall show that Res, (F,G)(x) = 0 is equivalent to z(x + a) = 0.

First of all, we have a3 + ab® + b® # 0 for any (a,b) # (0,0) € F%,.. Otherwise, for some element
(a,b) # (0,0) € F2,., a® 4+ ab®> + b3 = 0. If b = 0, then the above equation becomes a® = 0, which
contradicts the assumption (a,b) # (0,0). If b # 0, then we have ¢* + ¢+ 1 = 0, where ¢ = ¢ € Fan,
which contradicts Lemma 5 (1).

In addition, we need to show H(z,a,b)H(x+ a,a,b) # 0. Note that H (z, a,b) = 0 has the same number
of solutions in Fom as H(x+a, a,b) = 0. It suffices to show that the equation H (x, a,b) = 0 has no solution

in Fo». Now we consider the equation H(x,a,b) =0, i.e.,

3+ Az + B =0, (7)

where A=a?+ab+a+b>+b+1and B=a’+a’b+a+b>+b>+ 1. By Lemma 5 (3), B # 0 holds



under the case (a,b) # (1,1). Let h(t) = t> + Bt + A3. By computation, we have

A3—0+02+1
B2 B B2 ’
where

C=a’b+a’+ab®>+a+b>+0.

Thus Tr,, A—; + 1) = 0 and the equation A(¢) = 0 has two solutions t; = C' +wB and t3 = C + w?B in
B q

Fom (resp. Fo2m) if m is even (resp. odd), where w € Fa2\[Fy. Moreover,

t1 = w(w?C+B)
= w(Wa®b+a®+ab®+a+b*+b)+a’+a*b+a+b+b°+1)
= w(a+wb+w2)3,

which is not cubic by Lemma 5 (2). Similarly, 5 is not cubic, either. Thus from Lemma 4, the equation
23 + Az + B = 0 has no solution in Fgm.

Hence from Eq. (6), we have © = 0 or x = a. Next, we will show that from Egs. (4), y =0 or y = b,
respectively. Namely, Eqgs. (4) have only (z,y) € {(0,0), (a,b)} as solutions.

If @ = 0, then = 0. Moreover, Eq. (4.1) and Eq. (4.2) become by? + b%>y = 0 and by* + b*y = 0,
respectively. Thus y = 0 or y = b. In the following, we assume that a # 0.

Case 1: x = 0. In this case Eqgs. (4) become

(a+b)y* + (a+b*)y=0 (8.1)
byt + a%y? + (a4 +a+ b4) y=0. (8.2)

We now show that Eqs. (8) have only one solution y = 0 for any (a,b) € F3,.\{(0,0),(1,1)}. If a = b # 1,
then by Eq. (8.1), we get y = 0. Suppose now that a # b. If b = 0, then a # 0 and Eq. (8.1) becomes
a(y? +y) = 0, ie., y € {0,1}. In addition, Eq. (8.2) is equivalent to a?y? + (a* 4+ a)y = 0. Since
a*+a%+a # 0 for any a € F},., which holds by Lemma 5 (1), y = 1 is not a solution of Eq. (8.2). Namely,
y = 0 is the unique solution to Eqs. (8). If a # b and b # 0, then from Eq. (8.1), we get y € {0, <21,

' a+b
Plugging y = ‘th; into Eq. (8.2) and simplifying, we get

ala+b*)(a® + ab® + b*)(a® + a*b+ a + b* +b* + 1) = 0. )

Let ¢ = ¢. Then a® + ab® + b® = b (¢* + ¢+ 1) # 0 for any b # 0 due to Lemma 5 (1). In addition, by
Lemma 5 (3), we know that a® + a?b+a + b> +b? +1 # 0 for any (a,b) # (1,1). Thus by Eq. (9), we get

a = b2, which means that y = 0 is the unique solution of Egs. (8).



Case 2: = = a. In this case Egs. (4) become

{(a+b)(y+b)2+(a+b2) (y+b) =0 (10.1)
by +b)* +a(y +b)* + (a* +a+b*) (y+b) = 0. (10.2)

It is clear that y = b is the unique solution of Egs. (10) by the discussions of the case if x = 0.
On the whole, Egs. (4) have only (z,) € {(0,0), (a,b)} as solutions in F3,, for any (a, b) € F2,.\{(0,0)}.
Therefore, f is APN over F3,.. O

4. A NEW FAMILY OF APN FUNCTIONS OVER Fasm

In this section, we will show that the univariate function in Theorem 3 is APN. Before that, we give some

important lemmas.

Lemma 6. Let gcd(m,s) = 1, p € F,. satisfy P22 L gnd Lg(z) = 2" 4 u2? 4 Bz with
B € Fom. Then Lo(z) permutes Fosm. Moreover, L1 permutes Fosr if and only if Lg does for any [ € F3,.

Proof. Since Lg(z) is a linearized polynomial, it suffices to show Lg(z) = 0 only has z = 0 as a solution

2" 4 ia® = 0, which contradicts

in Fosm. Suppose Lg(a) = 0 for some a € F3.,.. If 3 = 0, we have a
the condition p? " +2"+1 £ 1. If B # 0, let € € F},. satisfy € ~' = j, which always exists since

ged (2™ — 1,285 — 1) = 28¢d(™5) _ 1 — 1. Then we have

m+s s

Lg(ex) = (ex)?""" + plex)? + Blex) = ¥ (22" + pa® +x) = € Ly ().

The desired statement thus follows. O

Lemma 7. Lel. ,u c F;3m’ L(Z) — ZQ"rz+s + /JJZQS + . and L/ (Z) _ ZQNH»S + M2’IYLZ2’HL + - Then L permutes
Fosm if and only if L' does.

Proof. For the linear polynomial L, it is known that its adjoint polynomial denoted by L* is L*(z) =
227 4 " 22" 4 2 and L permutes Fos if and only if L* does. Moreover, it is easy to check that
L'(z) = (L*(2))*""". Thus L permutes Fos if and only if L' does. O

Let ged(s,m) = 1, a € Fosm and v € F,.. Choose 1 € Fi,,. such that 2" +2"+1 £ 1 and L(2) =

22" 4 uz? + 2 permutes Fosm. Define

A= L(a)a®"""

B = (L(@" + 12" L(a))a®""

C = (L(a) + va)a®" (11)
D = pL(a)*"a*

E = (L(a) +va)*"a

a

a




and denote

Uy = D¥"E?"+1 4 AC¥"E*" 4+ B*"C¥"+1

Uy = A2 E2"+1 4 BO?*" 2" 4 02" +1p2”

Us = BY"E2"+! 4+ C¥" DE?" + A" 02"+

Uy = CZ"+27+1 4 p22r+27m+1

Vi = AP 202" 4 ABC?" D" + AB2'HLE? 4 A2D2" B2

Vy = AZTH2E2T L ABDYT R 4 APV O L ACDP 2"

Vs = A¥" B E 4 ABYTICYT 4 A2CPT DY 4 ADT N E

Vi— (B4 4 AD¥)(AB¥" 4 D¥"41) 1 (4" 1 1 BD¥")(A¥" 41 4 B" D)

(12)

\

The following lemma is crucial to the main proof in this section.

Lemma 8. Let A, B,C, D, E be defined as in (11), U;, V; with i = 1,2, 3,4 be defined as in (12). Then for
any a € [F3;,.,
(i) A+ B+C+D+FE=0, ABCDE #0and C+ FE # 0,
(ii) U;V; 20 with i = 1,2,3;
(iii) Uy =V =0;
(iv) UpVE + U Ve + UsVE + U VE = 0;
(v) UsVE + U VE #0.

m—+ 2

Proof. (i) Recall that L(a) = a®>""" + pa® + a and v € Fam. It is readily seen that

m-rs s 2m’ m m-rs s m m
A+B+C+D+E = L(a) <a2 "+ pa? —i—a) + L*"(a) <a2 " pa? +a>+a2 Hw+02") =0.

Next we show ABCDE # 0. First, the fact AD # 0 is clear since A = L(a)a®>""", D = pL(a)*"a*
and L permutes Fosn. Second, let H(z) = 22" + u2" 2. Then H permutes Fosm since p2" 27+ £ 1. In
addition, it is easy to check that B = H(L(a))a®>""" and thus B # 0 for any a € F},,.. Third, CE # 0 is
equivalent to L(a) +va = a®"" + pa® + (v + 1)a # 0, which follows easily from Lemma 6.

Finally, assume that there exists some a € F,, such that C+E = (L(a)+va)a®" + (L(a)+va)?*"a = 0.
Then L(a) 4+ va = na for some n € F5,.. Let 5 =1+v+1n € Fon. Then Lg(a) = 0 for some a € F3s..,
which is also impossible by Lemma 6. Thus C' + E # 0 for any a € F5,,..

(ii) Let

2m 2m+s 1 22m+s 1 2m+s 2m 2m 1 22m 2m+s 22m 1 22m+s 2m 22m+s 22m
U — /1/ a + + a + + a + + H + a + + ,U/ + a + + /,La + X

Plugging the expressions of A, B, C, D, E into those of Uj, Us, Us and investigating their factorizations with
the help of MAGMA (see Appendix-B), we get

Ul _ Ua227n+s+2m0227n U22m _ Ua27n C22m (a2s U)22m
U2 _ Ua2m+s+2m C22m Uzm — ’Ua2m C22m (a25 U)2m (13)
Us = va?" 2 C?¥"U = va?" C¥" (a*'U).



Moreover, let
V _ a2m+2s + u2ma22m+2m+s + M22ma22m+5+2m + a22m+s+22m

and
T _ (N22m+2m+1 + 1)a25 + M22m+2m@ + M22m azm + a22m_

Similarly, plugging the expressions of A, B, C, D, E into those of Vi, V5, V3 and investigating their factor-
izations (see Appendix-B), we obtain

Vi = 0a? AR LTV = 22 LV (g V)2
V2 — /Ua227n+s+1+27n+5+27nL(a)TV27n — /Ua22m+s+1+27n+sL(G)T(av)an (14)
Vs = va®" TR L(@) TV = 0a2 T2 L(a) T (aV).

Thus in order to show that U;V; # 0 with ¢ = 1,2,3, it suffices to prove that UVT # 0. Let P =
™" 4+ 42" a?™" . Then P +# 0 for any a € [F,,, since the binomial 22T

2m m .« .
Fosm when p? " +2"+1 -£ 1, In addition, we have

T2 clearly permutes

22m

V=ad>"P+ad>" P>,

If there exists some a € F,,, such that V = 0, then P = 7a?" for some 7 € F5,.. Furthermore, we have
2177, 27—n,+

" 2@ 4 ra?" =0, ie., a2 + pa® +7a = 0, which is impossible by Lemma 6. Thus V # 0.

Moreover, U # 0 due to the crucial observation that
U=Vv¥"+uv,

which is a permutation in V' over Fasm. Finally, if there exists some a € F3;,. such that T = 0, then

("2 L D) + 1 a4 e+ d¥T =0 (15)
Raising (15) to the 2" -th power, one gets

(272 L e 4 e 4 e +a = 0. (16)
Comparing (15) and (16), one can eliminate 42" +t1a2" + a?™™ in (16) and obtain
(12" 4 1) L(a) =0,

which is impossible since 2" *2"+1 =£ 1 and L(a) # 0 for any a € Fj,,..
(iii) Tt is trivial that Uy = CZ*"+2"+1 4 2" +2"+1 — () due to the fact E = C?"a'~%"". The statement
V4 = 0 holds due to the following four equations, which can be checked directly.
B2m+1 + AD2m _ (L(G)Qm + 'LL2mL(a))277L+1a22m+s+2m+s + 'LL2mL(a)22m+1a22m+s+2m+s

_ a22m+5+2m+sL(a)2m (L(a)QQm + /,L22mL(a)2m + M22m+2mL(a)) ’



AB22m + D22m+1 _ L(a)a22m+s (L(a)Qm + M2mL(a))22m a2s + M22m+1L(a)2m+1a22m+5+2s
= " L) (L@ + 1 L) + L))

AT BDT = L(a)® " e 4 (L) 4 L(a)*)a® T ¥ L(a)a® "
= a2 T2 La) (L(a)?"’" + 17" L(a)*" + M”"’”’”L(a))

and 2m+s s m m m 2m—+s m s
A" L B D = L(a)?" Y 4 (L(a)p®" + L(a)?") " o uL(a)?" o

_ a22m+s+25L(a)2m <ML(a)227n + M22m+1L(a)2m + L(a)) )
(iv) Plugging (13) and (14) into Us V¥ + UiV + UsV2 + U V', we get
UVE + U Vs + UsVE + Ui Vi
=A (a2’““U2’" @"VEN LU (@PVEYE £ U VET) 42T (aV)25>
=a®"" A (aT"“U?’” VET LUV L P uvETT P UrT V25> :

s 2m+42s+1 m—+42s m 2m s s . .
where A = v¥'+1q?2 F2ITERT O [(a)* T . Moreover, it is easy to check

a22m+s U22m + a2m+sU2m + CLQSU _ 0 (17)

and

a?"VE" a2V paV =0. (18)
By multiplying both sides of (17) with VE" we get
N i VN A i L TS
In addition, by raising (18) to its 2°-th power and multiplying both sides with U 2" we obtain
a2"TUTTVET L UV = 2Ty

Together with the above two equations, we have

22m,+s 22711, 2m+s 22m,

a"UTTVET L 2TTUETVET 2 UvETT 12UV =0

and therefore
UV + UWVE +UsVE + U VE =o.

(v) By direct computations, we have
UV + U Vi
:A (a2m+s Uzm(a22mV22m)2s + a22m+s U22m(a2mv2m)2s)

om
2m+s m+s m+s m s
— 22 (UV2 +U? Vz) ,



where A = 212" 22T 02 [(0)2° T2 Thus in order to prove Us V' + U V2™ # 0, it suffices
to show UV2""" 4 U?"V? # 0. If there exists some a € F,, such that UV?""" 4 U?"V?" = 0, then
U =~V? for some vy € F3,.. In addition, since U = V2™ 4+ uV, we obtain

VE" LV 44V = 0.

Let € € [, satisfy €!=2" = ~. Replacing V with €V in the above equation and multiplying both sides of
the equation with ¢!, we have V2" + uV + V2" = (. By raising the above equation to its 2"-th power,
we get

VI 2V v =,

which is impossible by Lemma 7 and the fact that L permutes Fosm. O

Now we give the proof of Theorem 3.
Proof of Theorem 3. Since f is a quadratic function, it suffices to show that for any a € [,,., the equation
flaz+ a)+ f(az) + f(a) = 0 has exactly two solutions z € {0,1} in Fysm. More specifically, we need to

show that the equation
(L(az) 4+ L(a))*" ™ + L(az)*" ' + L(a)*" ™" + v(az + a)*" T + v(az)*" ™ + va®" (19)
:Az22m+s + BZerHrs + 0227” + DzQ:. + EZ _ 0

where A, B,C, D, E are defined as in (11), has exactly two solutions z € {0,1}. By Lemma 8 (i), we know
ABCDE # 0 for any a € F,,.. Raising (19) to its 2™-th power and its 2*™-th power, we have

AT L BT L O e DY T L BT =0 (20)
and

AT L BET Y L O DY L BRI <, 21)

respectively. In the following, we will use the method of elimination twice and finally acquire two equations
(23) and (26).
After computing the summation of (19) multiplied by E2" and (20) multiplied by C' and simplifying it,

we get

(AE*" + B¥"C)2"" 4 C¥" 12" 4 (BE?" + CD?")22"" 4 (DE?" + A¥"C)2Y + E¥" 1z = 0.

(22)
By computing the summation of (21) multiplied by E2"*! and (22) multiplied by C*", we have
U1222m+s + U222m+s + U3Z2S + U4Z22m =0,
ie.,
U227 4 U227 4 U32% =0, (23)



where U; with ¢ = 1,2, 3,4 are defined as in (12) and Uy = 0 by Lemma 8 (iii).
After computing the summation of (19) multiplied by B>" and (20) multiplied by A and simplifying it,

we get

m

AC?" 22" 4 (B 4 AD?")22" 4 (B C 4+ AE*™) 2" + (B D + A" + B2 Ez = 0.

(24)
By calculating the summation of (20) multiplied by D™ and (21) multiplied by B2", we obtain
(C2mD22m + B2mE22m)z22m + (D22m+2m + A227nB2'rn)Z2m+s + D22mE2mZ2m +
(A2"D¥" 4 B2 L BT Oz = 0. (25)

Now computing the summation of (24) multiplied by (D?*"+2" + A%"" B2™) and (25) multiplied by (B2"*+1+
AD?"), we have
Viz?" 4 Vo2 4+ Vaz + V¥ =0,

1.e.,
s 2m+s s m-+s El El
V12 22 + V22 22 + V32 22 = 0, (26)

where V; with ¢ = 1,2, 3,4 are defined as in (12) and V; = 0 by Lemma 8 (iii).
Now the summation of (23) multiplied by V2" and (26) multiplied by U; gives

(U VE +VEUL) 22"+ (UsVE + VETY) 2% =0,

ie.,
UV + V5 Uh) (ZTHS + 223) =0

since U2V12S+V225 Uy +U3V125+V325U1 = 0 by Lemma 8 (iv). Moreover, by Lemma 8 (v), U2V} S+V2 U #0
and thus 22" + 22" = 0. In other words, z € Fan. Plugging it into (19), we get

(C+ E)z* +2)=0.

By Lemma 8 (i), C + E # 0 and thus 22" + z = 0. Then z € Fyeeam ) = Fo.
In conclusion, Eq. (19) has only two solutions z € {0,1} in Fasm for any a € F3;,, and then f is APN

over Fosm. ]

Remark 9. The existence of the parameter ;1 € 5., in Theorem 3 for any m is a crucial problem to the
significance of the theorem. During the review process, by using techniques from algebraic varieties over
finite fields, Bartoli et al. [1] proved that when m > 3, for the particular case s = 1, there always exists
1 € Ty, satisfying p2"+2"+1 £ 1 such that L(z) = 22" + pz? + 2 permutes Fos. That is to say,

Theorem 3 indeed always produces APN functions over Fasw for any positive integer m > 3.



5. CONCLUSION AND FURTHER WORK

In this paper, we obtained two new infinite families of APN functions over Fo2» and Fosm. It is demon-
strated that our APN families are CCZ-inequivalent to all known infinite families of APN functions by
comparing their I'-ranks over Fos or Foe. Furthermore, it is worth mentioning that our two APN families
cover two known sporadic APN functions over Fos and Foe, which were found by Edel and Pott [21] in 2009
using the switching method and Beierle and Leander [3] in 2021 using a recursive tree search, respectively.

Note that the newly found APN family over F3,. can be expressed using
f(z) = 234 AR B2 L 0012 L DS 4 B0 4 et L quatt o praatt o 120t

over [Fg: with ¢ = 2™. Thus the next question is whether it is possible to obtain new infinite families of

APN functions over 2 of the above form, or more generally,

f(2) = 2(A22 4+ B2 + C21 + D2% + E2%) 4+ 2%(G2* + Hz + [2%1 + J2*9)
+24 (K29 4+ L2%7 + M2%9) + 29(N2%7 4+ P2%%) 4+ Q2%

which was discussed in [10]. In addition, for the newly found APN family over Fas=, it is important to study
the CCZ-equivalence among the APN functions f(z) = (22" 4 pz?" 4 2)2" ! 4 022" +! with different
parameters i, s, v and to determine a lower bound on the number of CCZ-inequivalent APN functions over

Fosm of this form.
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Appendix

A. The MAGMA code in the proof of Theorem 2: In order to calculate the resultant of F'(z,y) and G(z,y)

for any (a,b) # (1,1), we treat them as polynomials in indeterminates x,y,a,b. In this way, we have

polynomials

F(z,y,a,b) = az® + (a® + 0> + b) 2 + (a +b)y* + (a + %) y
G(z,y,a,0) = (a+b)a* +b%2? + (a* +b) x + by* + a’y* + (a* +a +b')y

Observe that the resultant of F'(x, y) and G(x, y) with respect to y is the same as the resultant of F'(z,y, a,b)

and

G(zx,y,a,b) with respect to y over Fo, where the indeterminates a, b take values from Fa. In this way,

we obtain the resultant of F'(z,y) and G(x,y) with respect to y and further factorize it over Fy with the

following Magma code:

P<x,y,a,b> := PolynomialRing (GF(2) ,4);

F
G

:= a#*x"2+(a"2+4b"2+b)xx+(a+b)xy "2+(a+b"2)xy;
= (a+b)*x"44+b"2xx"2+(a"4+b)xx+bxy"4+a"2xy"2+(a"4+a+b"4)xy;
Res

:= Resultant(F,G,y);

Factorization (Res);

B. The MAGMA code in the proof of Lemma 8.

In the equation system (11), we assume that al := a®", a2 := a®> ", as := a*, asl := a*" ",



2 2m+s 2 m

as2 = a*"", u = p, ul = p?" and w2 := p¥". Then A, B,C,D,E can be seen as polynomi-
als in Fala,al,a2,as,asl, as2,u,ul,u2,v]. We also suppose X1 := X2" and X2 := X" for X €
{A,B,C,D,E}. Then we can use the following MAGMA code to compute the factorizations of the
polynomials U1, U2, U3,V1,V2,V3.

P<a,al,a2,as,asl ,as2,u,ul,u2,v> := PolynomialRing (GF(2),10);
A := (asl+uxas+a)=xas2;
Al

(as2+ul=*asl+al)=*as;

A2 := (as+u2=xas2+a2)=xasl;

B := (as2+ul=xasl+al+ul=x(asl+uxas+a))=xasl;

Bl := (as+u2=xas2+a2+u2=x(as2+ul=xasl+al))=*xas2;
B2 := (asl+uxas+a+u*x(as+u2=xas2+a2))=*as;

C := (asl+uxas+a+v*a)=xal;

Cl := (as2+ul=xasl+al+v=al)=a2;

C2 := (as+u2=xas2+a2+v=a2)=a;

D := ux(as2+ul=xasl+al)=as;

D1 := ul=(as+u2=xas2+a2)=xasl;

D2 := u2=x(asl+uxas+a)*as2;

E := (as2+ul=*xasl+al+v=al)=a;

El := (as+u2=xas2+a2+v=*a2)=xal;

E2 := (asl+uxas+a+v=a)=xa2;

Ul := D2+El1*E+A*C2xE1+B1xC2xC;

U2 = A2xE1*E+B+C2%xE1+C2xCxD1;

U3 := B2%El1+E+C2+«D+E1+A1+C2xC;

V1 = A2xA"2+Cl1+A*B+Cl1*D2+A*B1*B+*E2+A"2+DI1*E2;
V2 := A2xA"2+E1+A*B+D2xE1+A2xA*B1+C+A*C+«D2xD]1 ;
V3 = A2xAx*Bl1+E+A*B1+BxC2+A"2+xC2xD1+AxD2+DI1*E;

Factorization (Ul);
Factorization (U2);
Factorization (U3);
Factorization (V1);
Factorization (V2);

Factorization (V3);



