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Generic Decoding in the Sum-Rank Metric

Sven Puchinger, Member, IEEE, Julian Renner, Student Member, IEEE, Johan Rosenkilde

Abstract—We propose the first non-trivial generic decoding
algorithm for codes in the sum-rank metric. The new method
combines ideas of well-known generic decoders in the Hamming
and rank metric. For the same code parameters and number of
errors, the new generic decoder has a larger expected complexity
than the known generic decoders for the Hamming metric and
smaller than the known rank-metric decoders. Furthermore, we
give a formal hardness reduction, providing evidence that generic
sum-rank decoding is computationally hard. As a by-product of
the above, we solve some fundamental coding problems in the
sum-rank metric: we give an algorithm to compute the exact size
of a sphere of a given sum-rank radius, and also give an upper
bound as a closed formula; and we study erasure decoding with
respect to two different notions of support.

Index Terms—Decisional Sum-Rank Syndrome Decoding Prob-
lem, Erasure Decoding, Generic Decoding, Probabilistic Hardness
Reduction, Sum-Rank-Metric Codes

I. INTRODUCTION

HE sum-rank metric is a family of metrics which contains

both Hamming and rank metric as special cases and in
general can be seen as a mix of the two. It was introduced under
the name “extended rank metric” as a suitable distance measure
for multi-shot network coding in 2010 [2]. Since then, several
code constructions and efficient decoders have been proposed
for the metric [3]-[13]. The codes have also been studied in the
context of distributed storage [14], further aspects of network
coding [10], and space-time codes [15]. Recently, the authors
of [16] derived several fundamental results on sum-rank-metric
codes, including various bounds, MacWilliams identities, and
new code constructions.
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A generic decoder is an algorithm that takes a code and a
received word as input and outputs a codeword that is close
to the received word, without any restriction on or knowledge
about the structure of the code. Designing such algorithms
has a long tradition in coding theory, both for theoretical and
practical reasons: studying the complexity of generic decoding
is essential to evaluate the practical security level of code-
based cryptosystems such as the McEliece [17], Niederreiter
[18] and Gabidulin—Paramonov—Tretjakov [19] cryptosystems,
or the numerous variants thereof. A trivial generic decoding
algorithm is to simply tabulate the input code and compare
each codeword with the received word, but there are much
more efficient approaches. For the Hamming metric, the related
decision problem is NP-hard [20], and there is also a hardness
reduction for the rank metric [21], so it is not surprising that all
known generic decoding algorithms have exponential running
time in the code parameters.

Prange [22] presented in 1962 a generic decoder for the
Hamming metric whose type is now known as information-set
decoding. The basic idea is to repeatedly choose n — k random
positions, where n is the length and k the dimension of the
code, until the chosen positions contain all the errors and the
complementary positions form an information set. This event
can be detected by re-encoding on the remaining k positions,
obtaining a codeword, and seeing that this is close to the
received word. There have been at least 27 papers improving
Prange’s algorithm (see the list in [23, Section 4.1]), which
have significantly reduced the exponent of the exponential in
the complexity expression.

In the rank metric, the first generic decoder was proposed
in 1996 [24] and since then, there have also been several
improvements [25]-[28]. One idea here is to repeatedly choose
a sub row space (or column space) of the received word until
this contains the error row space (resp. column space), and
when it does use rank-erasure decoding techniques to decode
using linear algebra. The complexity of generic decoding in the
rank metric remains significantly higher than in the Hamming
metric, which results in a substantial advantage of rank-metric-
based cryptosystems over their Hamming-metric analogs.

A. Contributions

In this paper, we propose the first non-trivial generic decoding
algorithm for arbitrary IF;»-linear codes in the sum-rank metric,
where [Fy= denotes the field over which the code is defined. The
algorithm takes as input parameters which specify the metric,
a parity-check matrix of the code, the received word, and the
sum-rank weight of the additive error ¢. The algorithm outputs
a vector with weight at most ¢ such that the difference of this
vector and the received word is a codeword. If ¢ is at most
half the minimum distance of the code, the obtained vector is
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equal to the error of the received word. For this purpose, the
algorithm combines the sketched ideas for the Hamming and
rank metric: we first randomly choose a rank in each block
according to a carefully crafted distribution, and then for each
block choose a random row or column space of the given rank.
The process succeeds when the error row or column space in
each block is covered, whence decoding is performed using
sum-rank erasure decoding using linear algebra.

The most involved part is to design a suitable distribution
from which to draw random vectors of a given sum-rank. In
fact, we first observe that even counting the number of such
vectors is non-trivial, and so drawing uniformly at random is
also non-trivial. Our distribution is more involved than this,
since it turns out that the probability of successful decoding
depends on how the rank errors are distributed across blocks.
Roughly, the complexity of our decoding algorithm smoothly
interpolates between the basic generic decoders in the two
“extremal” cases of the sum-rank metric: Hamming and rank
metric.

Our work can be seen as a proof-of-concept that known
methods of generic decoding can be adapted to the sum-rank
metric. Though out of scope of this paper, it seems reasonable
that many improvements for generic decoding in Hamming and
rank metric can also be applied, which might further reduce
the complexity.

As related results, we study several fundamental problems
related to the sum-rank metric:

« We propose an efficient algorithm to compute the number
of vectors of a given sum-rank weight. Apart from the use
in our work, this can e.g. be used to efficiently compute the
sphere-packing and Gilbert—Varshamov bounds in [16].

« We give a simple upper bound on the size of a sum-rank-
metric sphere.

« Besides the existing notion of row support [29] and
an associated row-erasure decoder [14], we introduce a
“transposed”” notion of column support and an associated
column-erasure decoder. We analyze the computational
complexity of both erasure decoders.

Finally, we generalize the formal hardness proof of [21]
from the rank metric to the sum-rank metric. We show that
if, for sufficiently large base field, the decisional sum-rank
syndrome decoding problem is in the complexity class ZPP,
then NP = ZPP. Loosely, ZPP is the set of problems which are
computationally easy if one is allowed to use randomness, and
includes the problems which are easy to solve deterministically,
i.e. P. Our result means that sum-rank syndrome decoding is
either hard (i.e. not in ZPP), or that all NP problems are easy.

B. Reader’s Guide

After giving some preliminaires in Section II, we study the
problem of counting vectors of a given sum-rank weight in
Section III. This gives a first comparative line for the generic
decoder and is also required for the formal hardness proof. In
Section IV, we introduce two notions of support in the sum-rank
metric and show how to efficiently erasure-decode w.r.t. these
types of support. Erasure decoding is an essential ingredient
of the new generic decoder. Section V presents the generic
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decoder. We explain how to randomly find a super-support of
the error and show how to efficiently implement and bound
the complexity of the proposed algorithm. In Section VI, we
compare the generic decoder to other (naive) generic decoders,
as well as existing algorithms for the Hamming and rank metric.
Section VII presents the formal hardness proof.

II. PRELIMINARIES
A. Notation

Let ¢ be a prime power and m be a positive integer: the codes
we consider are over Fym, the finite field with ¢ elements,
whose elements we often expand into Fj* vectors. For r € Z~
and a fixed basis of Fym over F,, we define the mapping

ext”

. r mxr
gm - Fgm = FF70,

xr— X,

where the ¢-th column of X is the expansion of x; in the
fixed basis over F,. We use the big-O notation family to
state asymptotic costs of algorithms, and O™ (-), which neglects
logarithmic terms in the input parameter. For a finite set S,
we denote by s & S the operation of drawing uniformly at
random an element s from S.

B. Sum-Rank Metric

Throughout the paper, n is the length of the studied codes,
and / is a blocking parameter satisfying ¢ | n. The length of
each block is 1 := n/{, and we let y := min{n, m}. For a
vector € 1., we define rkg, () := dimg, (21,...,2,)F, =
rkp, (ext], (x)). Obviously, rkp, () < p. The sum-rank
metric is defined as follows.

Definition 1. The ({-)sum-rank weight is defined as
wtsr,e : F;Lm, — Z207
z = iy vk, (),

where we write © = [:L’1|ar:2| o |acg] with x; € ]Fz’m. We call

kg, (x1),...,1kr, (/)] € {0,... Lt

the weight decomposition of x. Furthermore, the ({-)sum-rank
distance is defined as

dsr.e : Fgm X Fgm — Zzo, [.’1}, CC/] = wthx(cc — :B/).

The family of sum-rank metrics includes two well-known
metrics as extremal cases: For ¢ = 1, it coincides with the rank
metric, wtr, and for £ = n, it is the Hamming metric, wty. In
between, we have wig () < wtgg ¢(x) < min {pl, wtn(z)}
for x € ]Fgm.

Remark 1. Some results in this paper can be generalized in
a relatively straightforward way to the sum-rank metric with
varying block size (i.e., subblocks of x are of the form x; € ngn
for positive integers 0, . .., Mg with Zle n; = n). We decided
to present only the constant block size case (n; = n for all i)
to avoid an even more technical presentation.
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C. Gaussian Binomial and Number of Matrices

For non-negative integers a and b, the Gaussian binomial

[Z]q is defined by the number of b-dimensional subspaces of

]F‘ql. We have

a b @bt — 1
M . E g —1
and the bounds [30]
g < 3], < veat TR, )
where .
=0 -aH)" )
i=1

Note that -y, is monotonically decreasing in ¢ with a limit of
1, and e.g. 2 = 3.463, v3 ~ 1.785, and 4 ~ 1.452. We let
NM,(a, b, %) denote the number of a x b matrices over F, of
rank exactly ¢, for 0 < ¢ < min{a,b}. We have [31]:

i—q

NM,(a, b, i) = H (qafgj)(quq’) < 4qiath)=i® 3y
7=0

D. Weight Decompositions and Partitions

For a non-negative integer ¢ < fu, we define the set

L
7;,[,;1, = {te{(L..,/,L}é N th:t},
=1

which contains all possible weight decompositions of a vector
with /-sum-rank weight ¢.

The set 7; ., has also a combinatorial interpretation: its
elements correspond exactly to the ordered partitions of the
integer ¢ with part size at most ¢ and number of parts at most
£. Hence, its cardinality is the ¢-th coefficient of the generating
polynomial'

¢

o
) = (Y X',
=0

ie.,

|7;,Z,u

L] .
O\ (tH0—1— (u+1)i
= ()

=0

In particular, |7 ¢,,| can be computed efficiently, and we have

the upper bound
C+t-1
< .
Tl < (7101

Depending on the relative size of £ and y, the cardinality |77 ¢,
may grow super-polynomially in ¢.

'We would like to thank Cornelia Ott for deriving this closed-form expression
for | T e, ul-

E. Linear Codes

Throughout this paper, we consider F,~-linear codes. An
Fym-linear code C over Fym of dimension k and length 7 is
an F,m-linear k-dimensional subspace of Fgm, and we write
Cln, k']]qu. The minimum (¢-)sum-rank distance of C is given
by

d= c{%lenc{dsw(a d)}.
c#d

If d is known, we call the code C an [n, k,d]r .. code. A
matrix G € IFZ%” is a generator matrix of C if and only if
its rows form a basis of C. Furthermore, a parity-check matrix
H e ]F((;,f X" of C is matrix whose rows form a basis of the
right kernel of G.

In this paper, we aim at solving the following problem for

any given code C:

Problem 2 (Generic Sum-Rank-Metric Decoding).
Given:
e Parameters q,m,k,n,{,t with £ | n and 0 < t <
min{n, m}¢
o Parity-check matrix H € ]Fé?fk)xn
[n, k], code C
e Received vector r = c+ e € Fgm, where ¢ € C and
WtSR)g(e> =t
Objective: Find a vector €' with wtsg ¢(€e') < t such that
r—e eC.

of an Fym-linear

Remark 3. We formulate Problem 2 such that the sum-rank
weight of the additive error is known and at least one solution
to the problem exists. This results from the fact that this is true
for most of the applications of generic decoding algorithms.
For instance in the code-based encryption schemes BIKE [32],
HQC [33], ROLLO [34], RQC [35], and ClassicMcEliece [36],
whose security relies on generic decoding in either the Ham-
ming or the rank metric (all systems reached at least the second
round of the NIST post-quantum standardization process [37]).

III. COUNTING ERROR VECTORS

As the generic decoding problem can be solved by brute-
forcing through all vectors of a given sum-rank weight, we are
interested in finding the number of such vectors. The question
of counting is also related to explicitly writing down a list of
such vectors (hence, how to realize this naive generic decoder)
and provides a comparative line for the complexity of our new
generic decoder that we present in the remainder of the paper.
In the extreme cases of the Hamming and rank metric, simple
closed-form expressions are easy to obtain. The question seems
more involved for the general sum-rank metric.

We denote by N, ;. (¢, £) the number of vectors in F%, of
{-sum- rank weight exactly ¢ < pf. It is easy to see that we
have

¢
Napm(t: £) = Z HNMq(myn,ti)-
teET 0, 1=1

However, the number of terms in this formula is |7; ¢,,| and
it is not obvious how the sum can be computed efficiently.
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For this reason, we propose an efficient dynamic programming
routine to compute the number. The method is based on the
following lemma and outlined in Algorithm 1 below; note that
q, M, and m remain constant throughout the recursion.

Lemma 4. N, . (t,¢)= 0 for t > pl. Otherwise:

NM,(m, n,t), ifo=1,
min{n,m,t}
qu,m(tv@: Z NMq(mm’t’)
=0
Nogpm(t =1, 0=1), ifl>1.

Proof. The first claim is obvious since each of the ¢ blocks can
have at most rank weight p. For ¢ = 1, the formula is simply
the number of m X 7 matrices of rank ¢. For larger ¢, we sum
up over the number of possibilities to choose the rank weight
t' of the first block multiplied with the number of sum-rank
weight words in the remaining ¢ — 1 blocks. O

We also give a simple upper bound on N, (¢, £), which
we use for bounding the complexity of Algorithm 1, as well
as for proving the formal hardness of generic decoding in
Section VII.

Theorem 5. For ¢ > 1 and t < pl, the number of vectors in
IFZZ f U-sum rank weight t can be bounded by

(+t—-1 b — L
qum(t@ﬁ%( /-1 )qt( ),

where v, < 3.5 is given in (2).
Proof. By definition,

J4
Z H NMq(ma , t’L)

tE’Tt,gY# i=1

V4
Tt e, terr%’ifu { };[ NM, (m, tz)}

Nq,n,m(ta €) =

IN

1
< <£ Zfl 1)%(1“‘”“6?“ (i tmn—to}

where the latter inequality follows from |7; ¢ | < (e'gil) and

NM, (m,n,t;) < 7,q"™+7~%). Thus we should upper-bound
maxee7; , . { Zle ti(m +mn —t;)} subject to Zle t; = t,
which simplifies to maximising

¢
tm+n)—> 7.
i=1

By Jensen’s inequality, this is upper-bounded by choosing ¢; =
t/¢ for all 4, i.e.

¢
{Zti(men - ti)} <tlm-+n)—t2/L.

i=1

max
teTi o

O

Fig. 1 shows example values of N ,, ., (¢, ¢) and the bound
in Theorem 5 for different divisors ¢ of a fixed length n. It
seems that the bound is quite tight for most values of ¢, and
only significantly differs for ¢ close to n. This deviation is due

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. , NO. , MONTH YEAR

to the factor 75 , which is large for these values of ¢, and which
is due to a relatively bad bound on the number of matrices.
Note that for £ = n, we know better bounds on Ny, (¢, £)
from the Hamming metric.

1,000 T T T T T T T T T T
—e— Exact number logy (Ny.;.m (¢, £))

==== Upper bound: log, ((ijzl)?)ﬁfqi(m%if% ) 2

800 -

700

600 -

500 -

|

| |
12 15 20 30 60

|

400 | | | | | |
1 2 3 4 5 6 10

¢ (axis not linear)

Figure 1. Comparison of the exact number of vectors of sum-rank weight
t = 10 and the derived upper bound for ¢ = 2, m = 40, n = 60 as a function
of £.

Algorithm 1: Compute N ,, . (t,¢)
Input

: Prime power ¢ and 1, m,¢,t € Z>¢ such that
0 <t < pland p:=min{n,m}
Output : Number N, ,, ., (¢, ¢) of vectors in IE‘an of
{-sum-rank weight ¢ )
1 Initialize table of integers {N(¢',¢') = O}f,i(l))’:_'::f
2 fort' =0,...,tdo
3 L N(t',1) <= NM,(m,n,t")
4 for /' =2,...,0 do
5 fort' =0,...,t do
6 N, ¢) +
min{u,t’'}
> NMg(m,n,t")N(t— ", — 1)

=0

7 return N(t,¢)

Theorem 6. Algorithm 1 is correct and has bit complexity
O~ (6** + £¢*(m + n) log(q))-

Proof. The algorithm computes a table that fulfills N(¢', ¢') =
Nynm @ 0) forall ¢ =0,...,¢t and ¢/ =1,...,¢ using the
recursive formula in Lemma 4. This implies the correctness.

Complexity-wise, the algorithm performs ¢t2 integer mul-
tiplications, where the size of the integers are such that they
impact performance. An upper bound is given by

(4+t—1 it
qum(t,z)g( o )qut( +n—1

-1 \
< (eB5)  apgth @
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where the first inequality follows from Theorem 5, the second
inequality follows from an upper bound on binomial coefficients,
and e is Euler’s constant. Since integer multiplication can be
implemented with quasi-linear bit operations in the bit size of
the involved integers [38], each multiplication costs at most

o~ ((e —1)log (qu%) +tm+n—1%) 10g(<1)>

C O™ (£ +t(m+n— t)log(q))
C O~ (L +t(m +n)log(q).
O

Corollary 7. There is a deterministic algorithm that solves
Problem 2 using at most Weyrors operations in F,, where

®)

Proof. Algorithm 1 can be easily adapted to create a list of
all errors of sum-rank weight ¢: instead of storing the number
of vectors in the table N(-,-), we store lists of the respective
vectors. By brute-forcing the overall list and checking whether
the received word minus each error is a codeword (this costs at
most O(n(n —k)m?) operations over F,. Notably, the constant
in the O notation is small.), we obtain a generic decoder with
complexity

Werrors € O (n(n — kym® (‘T ) veg e )

O (n(n — kYm* Ny m(t,0))

< O{utn— (1 ol +0-0),

using (4) in the proof of Theorem 6. O

The binomial in the expression can be simplified, depending
on the relation between ¢ and ¢: for instance, since ¢ < fpu,
then ﬁ < 2u, and therefore

_ _\¢ 1 ¢
(“z_ill) < (eejif) € O<[6(2N+ 1)] ) )
where ¢ is Euler’s constant.

Remark 8. The recursion in Lemma 4 can be turned into an
efficient algorithm to draw uniformly at random from the set
of vectors of sum-rank weight t, see Section A.

Remark 9. In [16], several fundamental bounds of sum-rank-
metric codes are derived. To evaluate two of their bounds, the
sphere-packing and Gilbert—Varshamov bound, one needs to
efficiently compute the volume of a ball of given sum-rank
radius, but this is not addressed in [16]. Algorithm 1 (and
a straightforward variant thereof for variable block size and
extension degree in each block) provides an efficient method
to do this. Furthermore, the upper bound in Theorem 5 allows
a significant simplification of their Gilbert—Varshamov bound,
though we have not investigated how much weaker it becomes.

IV. ERASURE DECODING AND SUPPORT IN THE
SUM-RANK METRIC

In Section V, we will present a new generic decoding
algorithm for the sum-rank metric. The idea is similar to the
generic decoders in the Hamming and rank metric: first we
find the “support” of an error (e.g., the error positions in the

Hamming metric) in a randomized fashion and second we
compute the full error by erasure decoding (e.g., computing
the error values after having found the error positions).

In this section, we therefore study two notions of support
in the sum-rank metric: row and column support. We describe
erasure decoding w.r.t. these two notions, i.e., we explain under
which conditions and in which complexity we can uniquely
recover an error from a received word given its support. We
will see in the next section that the two notions of support are
advantageous on different parameters: If 7 < m, our generic
decoder is faster if we aim at finding a row support, and for
n > m, it is faster to find a column support.

The notion of row support was already introduced in [29]
in a different context. From [14, Corollary 1], one can easily
derive that erasure decoding w.r.t. this support is unique if the
support weight is smaller than the minimum distance. For the
row support, our contributions are hence an explicit description
of an erasure decoder and a complexity bound. We are not aware
of previous work on the column support or erasure decoding
thereof.

A. Two Notions of Support

LL)

The following lemma gives rise to two notions of “support
in the sum-rank metric, which we state in Definition 2 below.

Lemma 10. Let e € Fj,. have (-sum-rank weight t and let t
be its weight decomposition. Then there are vectors

a; € Flin, tkp, (a;) = t;, fori=1,...,¢,
as well as matrices over the sub-field IF:

B; € Fii*" rky (B;) =t;, fori=1,...,4,

such that . BeFxn
::aeFZm B1 0 0 0
0 B, 0 ... 0
e=la; ay a3 a) - o 0 B o
0 0 0 By

Furthermore, the decomposition is unique up to elementary IF-
row operations on the matrices B;. In particular, the F ;-row
spaces of the matrices B;, as well as the I -column space of
extli . (a;), are uniquely determined by e.

Proof. By basic linear algebra, see e.g. [39], there is an a; €
Ffl’;n and B; € IFZiX” such that e; = a;B;. Also the uniqueness
up to row operations follows directly from the analogous results
in the rank metric. O

Definition 2. Let e € Fj.. be of sum-rank weight t.

e Row Support: The row support of e is defined as the
product of subspaces

SéR) = 51(R) X 52(R) X o X €,§R),

where Ei(R) C F7 is the Fy-row space of B; € Ff;x” as
in Lemma 10. A product

FR .= ]-'1(R) X .FQ(R) X +ee X ]-'lfR)
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of subspaces }'i(R) C FJ is called a row super-support of
e, denoted by EéR) c F®), ifE,L-(R) C .Fi(R) for all 1.
o Column Support: The column support of e is defined by

£Q = 51(C) X SQ(C) X - X Ee(c),

where Si(c) C F}* is the column space of extli, (a;) €
F %t gs in Lemma 10. A column super-support F(©) D
f)ec) is defined analogously to the row case.
If it is clear from the context that we mean the row or column
support, we will simply write E,, F, and £, C F, and omit
the prefixes “row” and “column” to simplify notation.

Remark 11. It is easily seen that Definition 2 specializes the
usual notions of support for Hamming metric when ¢ = n, and
the row and column support, respectively, in the rank metric
for £ =1.

The following notation will be useful in the next section.

Definition 3. Let ( be a positive integer and 0 < s < (. For
s € Ts ¢, we define the set

Eq’g(s) = {]: :]:1 X o X ]:g :
Fi is an s;-dimensional subspace of Fg}

For any F € 2, ¢(s), we say that its weight decomposition is
s and its weight is s.

B. Erasure Decoding

The following theorem generalizes the classical Hamming
metric statement that d — 1 is the maximal number of linearly
independent columns, as well as the analogous statement in
rank metric [39, Theorem 1]:

Lemma 12. Let H € Ff]fn_k)xn be a parity-check matrix of
a code C[n, klr, ... Define for any integer 0 <t < n the set

B, 0 0 .. 0
L O B2 O PR O tXTL,
Bie=y10 o By ... o|C€F":
0 0 0 .. B

¢
ti n/l J— J—
B, € Fq x(n/ )7 I‘k(Bl) =1;, Ztl =1
i=1
Then, C has minimum (-sum-rank distance d if and only if
e we have rk]qu(HBT) =d—1 forany B € By 41 and
o we have rqum(HBT) < d for at least one B € By 4.

Proof. The proof follows by the decomposition of words of
a given {-sum-rank weight in Lemma 10, together with the
definition of the minimum sum-rank distance, i.e., that Ha " #+
0 for any word of wtgg ¢() = d — 1 and there is at least one
x € Fym with wtsg ¢(x) = d and Hz" =o0. O

Lemma 12 implies the following statement about erasure
decoding w.r.t. the row support in the sum-rank metric. The
uniqueness of the recovered codeword can also be derived from
[14, Corollary 1].

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. , NO. , MONTH YEAR

Theorem 13 (Column Erasure Decoding). Letr = cte € Fiin
be a received word, where c is an unknown codeword of a
code with minimum sum-rank distance d and e is an unknown
error of sum-rank weight at most d — 1. If we know a row
super-support F = F(©) of e of weight at most d— 1, then we
can uniquely recover c from r with complexity O((n — k)3m?)
operations over IF.

Proof. 1t follows from Lemma 10 that e can be written as a B,
where B is a block-diagonal matrix containing bases of the
super-support entries F;. Let H be a parity-check matrix of the
given code C of minimum sum-rank distance d. Since F has
weight t < d—1, by Lemma 12, the matrix HB' € Ffﬁ,—k)”
has F,m-rank ¢. Hence, the linear system

Hr" =He' =(HB")a",

where a is unknown, and r, H, and B are known, has a
unique solution a and we can uniquely determine a, e, and
thus c¢ using linear-algebraic operations. Using elementary
matrix multiplication, Gaussian elimination, and polynomial
multiplication algorithms, the involved operations have the fol-
lowing complexities: Multiplying HB ™ costs O((n — k)snm)
operations in [F, since each row of B has at most 1 non-zero
entries. The only remaining step is solving the linear system
(HB")a" = s", where s is the syndrome of the received
word. This costs O(s*(n — k)) operations over F =, and any
operation in F,m costs again O(m?) operations in F,. O

Similarly, we can recover a codeword from the received word
and a column super-support of the error.

Theorem 14 (Row Erasure Decoding). Let 7 = c+e € Fin
be a received word, where c is an unknown codeword of a
code C with minimum distance d and parity check matrix H €
]F‘E]Z,_k)xn. Further e is an unknown error of sum-rank weight
t < d. If we know a column super-support of dimension t' <
d — 1, then we can uniquely recover c from r with complexity

O((n — k)>m3) in operations over F,

Proof. Let H = [H,...,H,], where H; € Féﬁ_k)xn. Then,
using the same notation as in Theorem 13, the syndrome is
equal to

¢ ¢
~ T
s'=HB'a' =) H;B/a] =) H:B;a/,
i=1 i=1
~ A~ A~ ’ . .
where @ = [a, ..., a] € Flm is a basis of the known column

super-support (more precisely, the columns of extf;; m(a;) form
a basis of the i-th constjtuent subspace of the super-support)
of the error and B; € IFZY‘X". To perform erasure decoding, we
solve the latter system of equations for the 7¢’ unknown entries
of El, ey By over F,. The system over IF, can be written as

T ’r 3T
Syt = Hexb

where Sey € an_k)m

ﬂem EAF;’;L(TL—MXW
vector b is defined as

is the expanded syndrome and the matrix
depends only on H and a. Further, the

i) = [Bllla ) Bitzﬁ]a
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where Bij,, denotes the entry in the j-th row and r-th column
of the matrix Bz

The system has a unique solution if and only if rk(Hey) =
nt'. To see that this is always the case, suppose s., =
H..b" =0 and rk(ﬂ ext) < Mt’. Then, there exists a vector
b # 0 such that H. bT = H(dB)T = 0 which means
aB € C\ {0}. Since wtsg(aB) = t' < d, this is a
contradiction.

The heaviest step is to solve an m(n — k) x nt’ linear system
over IF,, where nt’ < m(n—F). This can be done in O(m?>(n—
k)3) operations over F,,. O

Remark 15. As we consider Fym-linear codes in this paper,
it is necessary to treat row and column sum-rank supports
separately. However, in case F-linear or non-linear codes are
considered, this distinction can be neglected since transposition
preserves I -linearity, and therefore, the column support can
be thought of as the row support, and vice versa. Note that
the presented algorithm can be adapted to F4-linear codes if
an erasure decoder of this code is known. However, deriving
an erasure decoder for F ;-linear codes is outside the scope of
this paper.

V. THE GENERIC DECODER

We have seen in the previous section that we can uniquely
recover an error e if we find a row or column super-support
F DO & of sum-rank weight s with ¢ < s < d. In this
section, we describe a Las Vegas-type algorithm (Algorithm 2
below) that chooses row or column supports F of weight s at
random according to a designed probability mass function (here
denoted by DrawRandomSupport(s,t, (), see Algorithm 4 in
Section V-B). Notation-wise, there is no difference between
drawing random row or column supports if we allow the
ambient space dimension dim F;s of a constituent support
subspace to be arbitrary. We denote this dimension by ¢ and
setit ( =n (e, F; = ]—'i(R) C F7) in the row support case
and ( =m (i.e., F; = fi(c) C F?) in the column support case.
We also omit the prefixes “row” or “column” in this section.
This allows us to treat both cases in a unified manner.

The main statement of this section is Theorem 16, which
bounds the expected runtime of Algorithm 2. Note that by
ignoring the cost of one iteration (i.e., setting Witer = 1)
in Theorem 16, one obtains lower and upper bounds on the
expected number of iterations that the algorithm takes until a
suitable support is found. Since the proof is rather technical,
we prove it in the course of this section. In the statement, we
use the notation (); ¢ ,,, which is defined in (15) below.

Theorem 16. Let ¢ be a codeword of a sum-rank metric code
C of minimum sum-rank distance d. Further, let e be an error of
sum-rank weight t < d. Then, Algorithm 2 with input r = c+e
and parameter s witht < s < d returns an error €' of sum-rank
weight t such that r — €’ is a codeword.

Each iteration (Lines 5-9) of Algorithm 2 costs Witer €
o~ (n3m3 log2(q)) bit operations. By including also the ex-
pected number of iterations, we can bound the overall expected
runtime (in bit operations) Wy of Algorithm 2 by

Wiew) < Waew < Wiigy?) < Wiey e,

new

Algorithm 2: Generic Sum-Rank Decoder
Input

: Parameters ¢, m, k,n, ¢, t
Parity-check matrix H € Fgﬁfk)xn of an
[Fym-linear [n, k]p, .. code C
Received vector r € Fy..
Integer s witht < s <n—k
Output : Vector e’ € 7. such that wtsg ¢(e’) < ¢ and
r—e eC
e+ 0
n < n/l
¢ < min{m,n}
while H(r —€')" # 0 or wtsg ¢(e’)>t do
F <+ DrawRandomSupport(s, t, () (Algorithm 4 in
Section V-B)
6 if ( = n then
7 L €’ + column erasure decoding w.r.t. 7, H, r
(cf. Theorem 13)
8 else

L

10 return e’

N R W N -

e’ < row erasure decoding w.r.t. F, H, r
(cf. Theorem 14)

where, for ¢ = = min{n, m}, we define (see (15) for Qy..)

WD = T 00 ™ Qs 6)
WUB) .= Witer Q1 0., and (7)
WEBsimple) .=y, (“F1 )AL, (8)

Furthermore, the more precise bounds (6) and (7) can be
computed in bit complexity O™ (tsn®u¢? logy(q)).

Proof. See Section V-F. O

Remark 17. We can guarantee uniqueness of erasure decoding
in Algorithm 2 only for s < d, but it might work up to s =
minyn —k, [7(n — k)] ¢, depending on the chosen super-
support. Most generic Hamming- and rank-metric decoding
papers use s = n — k without analyzing the erasure decoding
success probability. Since in practice, the latter probability is
high for many codes, s = min {n — k, L%(n — k)] } is indeed
a good heuristic choice for a practical generic decoder.

A. Aim and Design of the Support Drawing Algorithm

Our aim in designing the probability distribution for drawing
a random support F of weight s is to minimize the worst-case
expected number of iterations until we find a super-support of
Ee. Since we draw random supports F until one of them is a
super-support of &, the expected number of required draws is
equal to the inverse of the probability that F contains &.. As
we draw one support F per iteration, we have

{Feem)

Our algorithm draws F in two steps: First, we choose
at random a weight decomposition s € 7T, ,, of weight s,

max
e€Fym :

wtsr,e(e)=t

max
ec ]FZ'm :

wtsr, ¢ (€)=t

El[#iterations] =
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according to a designed probability distribution ps. Then, we
draw the support F uniformly at random from the set =, (s)
of supports with weight decomposition s. The following lemma
states that the success probability of this decoder, conditioned
on a specific weight decomposition s, only depends on s and
the weight decomposition ¢, of the error.

Lemma 18. Let e be of {-sum-rank weight t. Further, let
s € Ts,u and choose F uniformly at random from Zg ¢ (s).
Then,

Pr(ge g ]: | S) == Qq,c<37t€)7

where we define

¢
0ac(s,t) =[] ©)

In particular, Pr(Ee C F | 8) only depends on the decomposi-
tions s and te, and we have Pr(E. C F | s) > 0 if and only if
s = te where > is the partial order given by coordinate-wise
comparisons.

Furthermore, we have (with 1 < v, < 3.5 as defined in (2))

L0 S s S p(e—s,
vy lqm = ) < gy (s, 1) < b Zi= HET) L (10)

Proof. Since F is drawn uniformly, the subspaces F; are drawn
independently and uniformly from the set of s;-dimensional
subspaces of F§. Hence, Pr(€, C F | s) equals the product
of the probabilities that the i-th subspace JF; is a superspace
of &;. This probability is given by [i:tiii] [fj 71, where the
numerator counts the number of possibilitigs to qexpand the ¢;-
dimensional subspace &; into an s;-dimensional space and the
denominator gives the total number of s;-dimensional subspaces
of Fg. By properties of the Gaussian binomial coefficient, we get

[C_f"‘] [C} o [s"]q [C} _1. The bounds immediately follow

s;—1; q Lt t; q

from (f) .Si O

Lemma 18 allows us to compute the worst-case number of
iterations of the algorithm for a given probability mass function
ps of s by

-1

E[#iterations] = max
t€7_t,e‘u

max
e€Fym :
Wtsr, e (E):t

Z Ds0q,c(8:1)

sE€ETs e,
(11)

The problem of minimizing (11) over all valid distributions
Ds on T ¢, can be formulated as a linear program and solved
numerically for small parameters ¢, {, s using standard methods.
Note that the unknowns are the ps € [0, 1], and the number
of unknowns, |7 |, grows fast in ¢, ¢, and s. Due to this
limitation, we present a formal discussion in Appendix B of
this “optimal” choice of ps, and continue with a more scalable
solution.

We relax the problem of maximizing (11) as follows.

o We give a randomized mapping scomp; : Tr e — Tsop

that maximizes g4 ¢ (scomp,(t, s),t) fora givent € Ty ¢,
(see Algorithm 18 and Lemma 19 below). This mapping is
randomized, i.e. for each input there are multiple possible

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. , NO. , MONTH YEAR

outputs and one is selected at random; we discuss this
further below.

« Instead of choosing a vector s € T, , directly, we first
choose a vector t € T, ¢, at random according to a de-
signed distribution p; on Ty ¢,,,, and set s < scomp, (2, 5).
This means that for a fixed error e, we can bound

Pr(fe CF)= Y Paqc(s:te)

567—3,2,p
> Pt - 0q,c(scomp(te, s), te).

This bound is relatively tight for this choice of s (see
Proposition 20 below).

o Instead of minimizing (11), we minimize the following
upper bound on the worst-case expected number of itera-
tions

max
e€Fm :

wtsr,e(e)=t

E|[#iterations]

(12)

1
< max [pt~gq,<(scomp<(t,s),t)} ,

T teTi e

over all valid probability mass functions p; on T ¢ .

This comes at the cost of a slightly smaller success probability
than the optimal choice of ps (cf. Section VI for a numerical
comparison), but allows us to give a support drawing strategy
that can be practically implemented and whose running time
we can bound.

Algorithm 3 formally defines the randomized mapping
scomp, and Lemma 19 proves that s = scompg(t,s) max-
imizes g4¢(s,t) among all s € 7,,,. The randomization
in Line 6 prevents a bias in preferring certain positions
(compared to some deterministic choice), and seems to be
practically advantageous, especially for large ¢: in fact, for
the Hamming case with 4 = 1 and n = /¢, then such a
randomization is essential for the efficacy of Prange’s generic
decoder (cf. Section VI-A). Our analysis, however, is not able
to take the randomness properly into account, and will depend
merely on g4 ¢ s(t), which is defined as

Q‘LQS(t) = Qq,C(ScompC(t7S)7t) (13)

for all ¢ € T; ¢, and a fixed s > t. Note that though scomp,
is randomized, then g4 ¢ s(t) is not.

Algorithm 3: scomp,(t, s)

Input :tc 7,4, and s € Z with t < s < lp.
Output:s c 7,0,
18=[s1,...,80) < &

2 while 6 > 0 do

3 jl%giE{l,...,n}ISi#C}
— 11 t, = t;

4| Beliced max {t; } }

5 J3<—{i€j2 : §; = min {sj}}

JjET2
$
6 h < j3
7 Sp < sp+ 1

b+ s—t

b+ o6—1

8 return s
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Lemma 19. Let t € Tiy, and let t < s < lu. Then,
s = scomp,(t, s), with scomp, as in Algorithm 3, maximizes
0q,c(8,1), ie,

max 0q.¢(s,t).

gq,c(scompc(t7 s),t) = s
s, €,

Proof. As the denominator of (9) is independent of s, it suffices
to show that s = scomp(t, s) maximizes

1y

for a given ¢. Say that we start with s = ¢ and increase entries
of s by one until we have Zle s; = s (note that we can
assume this since (14) is zero if s; < t; for some 7). We
observe that (14) is increased by a factor

]
ti q
Sq
2],
if we increase position ¢ of s. For s; > t;, we have
I:Si"'l] t; q5i+2*“—1
- gsitl—n_1
7 S i
qs,,—i-l —1
= qSiftiJrl _ 1

(14)

. sitl_ . .
For a fixed ¢;, the quantity qq_tﬁ is monotonically decreas-

ing in s;, and we have

. qSH‘l -1

i ti
q < qsi—ti-&-l -1

<qz+1.

It follows that the largest increase of (14) is achieved by
increasing a position ¢ with smallest s; among those positions
with largest t;. Increasing such a position in a greedy fashion
attains a global maximum since this choice will also maximize
the possible increase in the following steps. Hence, (14) is
maximized by iteratively increasing s; by one such that s; < ¢
and Zle s; < s for some 7 with smallest s; < ¢ among
those positions that have a maximal ¢;. This is exactly what
scomp (-, -) does. O

B. The Support-Drawing Algorithm

Based on the ideas presented above, Algorithm 4 outlines the
support-drawing algorithm that we propose. The probability dis-
tribution p¢ is chosen to minimize the bound on the worst-case
expected number of iterations in (12). The following proposition
presents bounds on the expected number of iterations. Note
that the lower and upper bound are independent of the error
and differ by only a factor |7; ¢, ,|, which is relatively small
compared to the absolute values of the bounds for not too large
£. For notational convenience, we define the following value:

Quep= Y 04cs)"

teTi o0

15)

Algorithm 4: DrawRandomSupport(s, ¢, ()
Input :Integers ¢,s,( with p < and t < s < /lp
Output : F of weight s

1 Draw t € T; 4, according to the distribution

bt = Qq,QS(t)ith_,el}u Vte Tiep

where () is defined as in (15)
2 8« scomp,(t, s)

3 FE 2,005
4 return F

Proposition 20. Let e be an error of sum-rank weight t and
let s be an integer with t < s < lu. If F is a super-support
that is drawn by Algorithm 4 with input t and s, then we have

1
~1 .
|7275,M| Qt%u = Pr(ge C f) = Qtﬁ# )

where Q¢ is defined as in (15).

Proof. Denote by ps the distribution of s = scomp,(t,s),
where t is a random variable with probability mass function
pe. By (11), we have

Pr(é. CF) = Z Pt0q,¢(scomp(t,s),te)
teTs 0,0

> Pt 0q,c(scompe(te, 5), te)
—1
= Qt,f,p,‘

This proves the upper bound on Pr(&, C F)~L. For the lower
bound, we first observe that forall £ € 7y ¢ ,, Lemma 19 implies

gqyg(scompg(t, s),te) < gq’g(scompg(t,s),t) = 04.¢,s(t).
This yields

Pr(é. CF) = Z Pt0q,¢(scomp(t,s), te)
teTs 0,0
< > proges(t)
t€7—s,e,u
= Z Qtill?;t = |7;’Z’”|Q;;7u )
t€7_s,l.u
which proves the claim. O

At first glance, the lower and upper bounds in Proposition 20
appear infeasible to compute since the number of summands,
|T¢,¢..|, may grow super-polynomially in ¢ (depending on £ and
). Furthermore, it is at this point unclear how to efficiently
implement Line 1 of Algorithm 4. Below, we answer these two
questions, and also give a simple upper bound on Q; ¢,,.

C. A Simple Bound on the Success Probability

We start with a simple bound on @ ¢,,, from (15).

Proposition 21. For any t < s < {u, we have

max t) 7 < Algtlem D),
L0 0q,¢,5(8) <74
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In particular,
Qe < (“F1NEgH 1)
where v, < 3.5 is defined as in (2).

Proof. By (10) in Lemma 18, we have

max 0q,¢,s(t)

tE'Tf,,e,u
<~% max { Y til6=s) | g = scomp, (t, 5 }
_fthETt_’z,“ 4q | pg(v )
:’ngthi mintht’e’“ {Zle tisi|s:scomp<(t,s)}

We claim that the last exponent satisfies:

’

ts

min t;s; | s =scomp.(t,s) p > —.
teTe o, ; i | pg( = /

We will prove this by relaxing the variables to reals, and
consider only the ordered vectors ¢, so define the set:

¢
ﬁf?ird)iz tERéo:Zti:tati <p, bty 2t > >t
i=1

and the mapping scom péR) : ﬁf?ird) — RE,,

bt [Co Gt HE+ Lty FE+ L,
N——

h times g times
th+g+1 +f+5,...,th+f+f+5,th+f+1,...,td,
f—g times
where
h = max{h' €{0,1,...,0} :
h/
SUC—t) S 5= ttn >ty to = o tesy = —1},
=1

fi=max{f €{l,...,¢0} : tpr =thy1} —h,
h

Stem (=S —1 — Z(C - ti)a

i=1
Sl‘em
e[
g = LsremJ -¢f,
5= Srem — |_5remJ .
f—y

Note that scomp(R) agrees with a deterministic variant of?

R,ord . ¥4 .
scomp; on Z(fu ) N Z¢. Since D oic1 tisi|s=5compt(t7s) is

independent of the ordering of the entries of ¢ and the set

The outputs are equal if we choose j + min {j : s; = _ma;scg{si}}
1:8;

instead of a random choice in Line 6 of Algorithm 3. Note that in what follows
here, the choice of j is irrelevant, so we may w.l.o.g. assume that j is chosen
like this.
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of sorted elements (vectors) of 7z ¢, are subset of 7;(5’:"1), we

have

¢
' tisi|s= t
Qi ; isi | 8 = scomp,(t, s)
¢
>  min Ztisi | s = scompéR) (t,s)
i=1

teT im0

For t € ’Efg{iird) and s = scompgR) (t,s), we have
¢ h htg
Ztisi = Czti + Z (t; + &+ D)ti+
i=1 i=1 i=h+1
h+f J4
Yo ti+E+Oti+ >t (16)
i=htg+1 i=h+f+1
h
=Y titglthrr +E+ Dinpat
i=1
¢
(f =9t +E+ Nt + Y, &
i=h+f+1
h
=CY i+ g(E+ Dtngr + (F — 9)(€ + Otnpr+
i=1
¢
>t
i=h+1
h ¢
=CQ it (€ Hgt A —g) Mt D
; — 1:21
= \_Sremj =Srem — LSrch
h ¢
=Y it sembnr + Y . (17)
i=1 i=h+1

Since t; <t;11+E+6 <tip1+E+1 < ¢, it follows that (16)
is minimized by a sequence in 7;?’:“1) with smallest-possible
h. Among these sequences with minimal h, it is minimized
by sequence with largest f. Since ¢; are non-increasing, these

requirements directly imply that (17) is minimized for

t
1) Z} )
for which we have
¢
I
i=1

1=

! ¢
St
=1 €

|k

This proves the first claim.
We get the bound on Q¢ ¢, by

Qt,é,u: Z Qq,(,s(t)il
teTi o

T t)”
Tt pmax 0q,¢,5(t)

< (T . O

A

D. Computing Bounds on the Success Probability Efficiently

We turn to the question of computing Q¢ ., as in (15),
exactly. Below we give a dynamic-programming algorithm that



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/T1T.2022.3167629, IEEE

Transactions on Information Theory

PUCHINGER et al.: GENERIC DECODING IN THE SUM-RANK METRIC

computes this sum efficiently using a recursion formula. The
algorithm is similar to the counting algorithm for the number
of vectors of a given sum-rank weight (Algorithm 1), with a
major complication: we have

1 ! liti]q
006" =] ompra
=1 [ t; ]q

where scomp,(t, s); (the i-th entry of the vector scomp(t, s))
depends on the entire vector ¢ and not only on ¢;. Hence, we
cannot easily split the product into a part depending only on ¢;
and one depending only on ts,.. ., t,. Note, however, that if ¢
is ordered in non-decreasing order and j is such that ¢; > ¢;1,

then
H {scompc(t7 s),]
t; q

i=1
depends only on 1, ...,%;, and is invariant under the random-
ness of scomp.. This motivates the following statement, for
which we define the following two notions:
d
T = {t € Tigy : 1 > t2 > > 4},
Git):={j:t;=14} Vi=0,...,0,t €T,

Lemma 22. For all £ > 1, s < ¢(, and 0 < t < min{s, {u},
we have

Qt,[,u =/ M(t7£a H, 5)7

where for any t', V', i, s' € Z>o, we define

(18)

e Nl
ot N ) ilg
M(t 7€ y M5 S )_ Z H(S’L(t)' H [scompg(t,s’)i] )
teTi) |, \i=0 i=1 i q
Jor 0/ > 1,0 < ¢ < min{s, 'y}, and s < ¢,
M@ sy == 1, for ¢! =t = & = 0, and
M(t', ¢ i, s") =0, else.
Furthermore, M(t', 0/, 1’ ') fulfills the following recursive
relation.

min{p’,t'} max{d§:6< t;5<t'}

2 2

M<t/7 K/a ,U//7 8/) =

t1:[%] d=max{t'—¢'(t1—1),1}
i (1]
1 tilg
5! H S times
-
' fscompe (1, s rlmin{s! ~(/=5t1).5C})1
ty

q

M (t’ St 0 — 8,1 — 1,5 —min{s’ — (¢ - 6t1),6§}>.
Proof. Equation (18) holds since, by definition, we have

‘ 7]
Quep= Y 0qcs®)™'= > H[m;(f)]
t; q

te€Ti o teTi 0, 1=1

el .
Furthermore, the term Hle [E}q[scomptqﬁ(tvs)l] is invariant
under permutations of £, so we can group these summands into

those that belong to a unique sorted vector ¢ € 7;(?2). The
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number of these summands belonging to the same sorted ¢
equals the number of permutations of ¢, which is #I&(t)‘
This proves (18).

The recursion formula is correct by the following argument.
The restrictions on the choice of ¢; and ¢ are as follows (which
directly yield the limits of the sums):

« t < min{#',;'} by definition of T,\%) .

ot > % since for a given t1, the entire vector £ may only

sum up to at most £ (since 6 < ¢’ and ¢; < ;). On
the other hand, the entries of the vector must sum to ¢/,
which is impossible for 10" < t'.

o 1 < § </ since t; may appear between 1 and ¢’ times.

e 110 < t/ since t sums to ' and thus we must have ¢;6 < ¢'.

e 0 >t —/¥'(t; — 1) since the remaining entries of t have

values < t; — 1 and must nevertheless sum to ¢'. This is
only possible for (¢ — §)(t; — 1) > t/ — ¢} 4, which is
equivalent to § >t/ — ¢/(t; — 1).

For fixed ¢; and § < ¢, a vector t € TEO;)M whose first §
positions equal ¢; and whose remaining positions are <¢; — 1
can be split into two parts ¢ = [t(l) \ t(2)], where

= [t1,...,t1] € Z°,
o= [tsp1,. .. te] €{0,... t; — 1} 70,
In particular, we have
2 (ord)
ARS To 16,0064y —1-

Hence, we can split up the product

’

ﬁdi(t)! =4l

=0

t1—

1
IT 6:(™).
=0

Furthermore, note that by definition of scom Pe, We have that
[sV) | s™)] is a valid output of scomp,(t,s’), where

s = scompy (t(l),min{s’ — (t' = 6t1),0¢}),

s = scomp, (@, s —min{s’ — (t' — ot1), 6¢Y).
In particular, sV and s® only depend on t!) and t(®),

respectively, and on the parameters s’, 1, and 4. Hence, we
can also split the product

_ ’ i
ti q o t1 q
H [Scompc(t,s/)f} o H [scompc(t(l),min{s’—(t’—étl),&(})q
=1 ti q =1 t1 q
= [té)}q
scomp, (¢(2) s’ —min{s’ — (¢ —8t1),6¢})s
i=1 [ tgz) ]q

For 6 = ¢/, we have t = [t1,. ..

" ' -1y [tf]q
E)(Si(t)- HW

i=1 t;

,t1]. Hence, we get

q
(1] :
. % H?:l [Scomp:ﬁ, if t/ = (Stl and S/ S (54,
= " .
0, else.

/
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By definition of the base case,

we get exactly this summand for § = ¢/. This proves the
recursion. U

else,

Proposition 23. If  we initialize a table
(M@, ! VY S5 with ME 0 s') = —1
for all entries and call Algorithm 5 with input t, 0, 11, s, then
the algorithm computes the entry M(t, 4, 11, s) in

o~ (tsnB,uC2 log, (q)) ,

bit operations. In particular, we can compute Qs ¢, from (15)
in this bit complexity.

Proof. The correctness of the algorithm follows from
Lemma 22. For the complexity, we observe the following:
Lines 2-13 of the algorithm are only once called for each table
index [t/, ¢, i, s']. The number of table entries, and thus the
calls of these expensive lines, is in O(tsuf) C O(tsn). It is neg-
ligible compared to the entire recursive call of the algorithm to

pre-compute the products §!~1- [tCJ é.Hle [S(l)([tlvi-l-atl]as/)i]
forall 0 <6 < ¢, 0<t; <min{t,p}, and t;6 < s’ < (0.

The bottleneck of the algorithm is Line 10, where we multiply
two rational numbers and add the result to another rational

number. All these rational numbers are in :~1Z, where

(i)

< 04y S )

< 9tlogy (O)+20u¢+£u¢? logy (q)

q

Hence, we can implement all operations in +~'Z, and operations
have a quasi-linear cost [38] in the size of the numerators plus
the size of (. Furthermore, the numerator is upper bounded
by Q¢ Which is again upper bounded by the bound in
Proposition 21. Thus, Line 10 costs

O™ (H(C—2) logy(q)+ (0 —1) logy (t+0—1) + £u>¢* logy(q))
C O™ (nu¢logy(q))
bit operations.

Since Line 10 is called O(¢u) C O(n) times for each table
entry, the overall bit complexity of the entire recursion is

O™ (tsn®u¢*logy(q)) ,

which proves the claim. O

E. Efficiently Drawing Decomposition Vectors

With the help of Algorithm 5 and a bit of extra work, we
can draw efficiently from the distribution p; as in Algorithm 4.
The idea of the method (see Algorithm 6 below) is based on
enumerative encoding [40]. To formalize the idea, we need the
following notation. We denote by ¢ < t for t,t' € Z° the

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. , NO. , MONTH YEAR

lexicographical (total) ordering on Z‘. For t € Z¢, t' € 7",
and ¢ < min{¢, ¢'}, we define the preorder t <; t’ as

..

Further, we write t =; ¢/ if t <; t' and t' <, t, as well as
t<;t ift <;t,butnott=;t. The following lemma shows
how to compute the sum

4! In—1
> miwtacs(®

teT )

t=,t

efficiently, where we only sum over those vectors ¢ € ﬁf;ri)

who have a given prefix ¢ of length ¢'. This is a key ingredient
for the enumerative-coding-based drawing method presented
below.

Lemma 24. Let 1 < /¢ </l and t c 7;(2,"2. Denote by ty the

0'-th entry of t and by 1 < § < {' the number of times ty
occurs in t. Thus, we can split t into

t:= [t(l),t@)} :

where t() € {tp+1,..., 1} "0 and t?® = [ty ... ty] € 7°.
Write t(V) .= Zf:_l(s tgl) and sV ;= min{s—t+tV (¢'—5)C}.
Then,

Y. msantacs®7

7 o 4-(ord)
BT o
=yt
¢
-5 [tm]
_ 0! H i Tq
H::L:tzr+15i(t(1))! Pl [Scompc(t(l)’s(l>)i]
j=1 +(D
i q
max {8’ :6'<b—0'+6,t, 5 <t—t(D} 5

2 sl

§'=max{t—t(1) —(t,, —1)(£—€'+35),5}

(]

5" times
scomp, ([Cpry ..., Tpr],s(2(8));
[ c([Lery v ste ]
tyr q

: M(t—é'tg/—t(l),é—(€'—5+5’),tg/—1, s—s<1>—s<2>(5’)),

q

where s (8') := min{s — s(1) — (t — &'ty — tM), 8¢} and
M(t', 0,1, s")} is defined as in Lemma 22.
In particular; if the table {M(t', ¢, 1/, s’)}ﬁft”éfff is pre-
A
computed, we can compute 2567@(,?2 mgq@s(t) in

t=yt
O™ (n*¢*logy(q))
bit operations.

Proof. The statement follows by the same arguments as the
recursive formula for M(-,,-,-) in Lemma 22. The only
difference is that we split the sum (only) into those subsets of
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Algorithm 5: Fill table {M(¢', ¢/, i/, s/)}z’gﬁt;féls’g%s

Input
Output: M(¢', ¢/, 1/, s")
1 if M(¢, ¢/, 1/, s") = —1 then

:Integers ¢/ <t ¢/ < {1/ < p,s <s, global table {M(t', ¢, 1/, s’)}ﬁ,ft“fgs, global parameters ¢, ¢

2 if ¢/ =t =5 =0 then
3 L res < 1
4 else
5 if ¢/ >1and 0 <t' <min{s, '/} and s’ < ' then
6 res < 0
7 fortlzf%L...,min{u’,t’} do
8 for 6 = max{t' — '(t; +1),1},...,max{é : § < ¥, ;6 <t'} do
9 s scomp([t1, ..., t1], min{s’ — (¢ — 0t1),8¢})
5 )1
10 res < res + I\/I(t' —t, 0 — 6,1 — 1,8’ —min{s’ — (t' — 5751),(5(}) o1t [fl]q : Hf:l [gz ]q
11 else
2 | res 0
B | M, s") «res

14 return M(¢', ¢/, 1/, s)

{te 7;(?2) : £ =4 t} in which the value ¢, occurs exactly the
same number of times ¢’. Since we know that ¢, is contained
0 times in the last positions of the prefix vector, it must occur
8’ > ¢ times in ¢. Furthermore, &’ must be chosen large enough

such that
t—tW <tpd + (to — 1) — (' =5 +5)),

which gives the other lower bound (and sum limit) on ¢’. On
the other hand, we must have §’ < ¢ — ¢’ + ¢ since the length
of £ is £ and the length of t(") is ¢/ — §. After subtracting the
sum of the entries > ¢4 of the prefix vector, the remaining part
of the vector ¢ can only sum up to t — t(). In particular, we
must have 6’ <t —t(!). This gives the upper bound (and
sum limit) on &’
The formula follows by splitting the product (w.r.t. j) in

¢
2 A 2! : [{J’]q
I, 5i(i)!gq’<’s( ) I, 6 (E)! H scompc(i,s)j
Jj=1 [ i }

q
into the following subsets of positions j:

« the positions of the prefix vector with values t; > t,,
o the part of ¢ in which ¢, is repeated ¢’ times, and
o the remaining part of ¢.

The sum over the latter part is given by M (t — 'ty —tW ¢ —
048 =6ty —1,5—s1) -5 (5’)}) since this part of ¢ must

sum up to t— &'ty —t™), it is a vector of length £— (' =3 +¢'),
we have #; < tp for these entries of . The choices of s(1),
5(2(4"), and s — s(1) — 5(2)(§") are to ensure that

5’ times
[scompc(t(l), s) | scompc([ter, ..., te], sP(8")) |

scompg([t}/_(;H/H, oty s = s — 5 (5/)}

is a valid output of scom pc(fﬁ7 s) (i.e., independent of scomp,’s
randomness, we can split the product []'_, [FomPe (t’s)i]
the given three parts).

Complexity-wise, the bottleneck are at most £ multiplications
and additions of rational numbers in ¢:~'Z, where ¢ is the same
as in the proof of Proposition 23. Also the numerators of all
involved rational numbers are bounded as in Proposition 23.
Hence, computing Z ~1 costs

into
q

o i
T =yt T, 0.0 20r6s (D)
O~ (fnu¢?logy(q)) € O~ (n?¢?log,(q)) bit operations. [

Proposition 25. Algorithm 6 is correct and has complexity
O~ (n°¢*log,(q))

bit operations. In particular, Line 1 of Algorithm 4 can be
implemented with this complexity.

Proof. Since py = pg» for two vectors t' and ¢” that are
permutationally equivalent, we can simply draw a sorted vector

from 7;(2’:‘1) using the probability mass function

2 _
)
Dy 1= =

YieTi,, Qac.s(®)

ﬁ!&(i)!gmc(t/)*l

0! £)—
2ierey T, ooy 2o ()

for all t' € 7;(2"2) (recall that ——“— is the number of

H?:o 8 (i)!
permutations of the vector ¢'). This is done in Lines 1-7.
Subsequently, we randomly permute this vector and obtain
a vector that is drawn according to the distribution p; (see

Lines 8 and 9).
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Algorithm 6: Draw Efficiently from Distribution p; as
in Algorithm 4

Input :Parameters g, (,t, s, ¢, u, precomputed table

r< , r<
{M(tla 4/7 Hle 5/)}5§t;;€f§78

Output:t € 7; 4 ,, drawn at random from the
distribution (Qy,¢,,, as in (15))

Pt = Qq7C,S(t)_1Q;,el,y Vt' € Teop

PNy
v 0 (o o 7], )
2 x < uniformly at random from the set of non-negative
integers < ¢} ger,  0g.c,s(t) 7!
x <+ x/L
4fori=1,...,¢do
5 t;

-

w

t’—1
", 14 )1
max gt E E qu,C,s(t) <
M= teT'T)
t=;[t1,...,ti—1,t']

ti—1
0! \—1
|- Y g
/= e ord
t 0~t€7—t(,£,;,>L
t=;[t1,...,ti]

t <+ [tl,...7td

8 7 < permutation drawn uniformly from the
permutations of a multiset with set multiplicities
do(t),01(t),...,0,(t)

return 7(t)

=

b=

The idea of Lines 1-7 is to partition the interval

7= O, Z Qq’g’s(i)_l

teTi o,

|
=10, Y, mgq,c,s(t) !
BT

into the intervals

L= | 2 mmmm tecs®

e (ord)
LT
t<t

2 s ®
teT
i<t
for all t € 7;(2”2) Then, we draw a random rational number x
from Z. Since the intervals Z; form a partition of Z, there is
a unique t € 7;(?2) with x € Z;. As all the interval borders
are rational numbers whose denominators divide ¢, it follows

from the way of choosing x, that the probability that x € Z; is

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. , NO. , MONTH YEAR

exactly the ratio of the lengths of the intervals Z; and Z—hence,
t is drawn from the distribution py.

The remaining question is how to determine which vector ¢
is such that = € I;. Algorithm 6 computes ¢t efficiently using a
technique similar to enumerative coding [40]. The idea is that
we iteratively compute for which prefix of ¢ of length ¢, the
real number x is contained in the interval

Iéi) _ {Iéi,l)’léi,r))

R 0! -1
= m s @7

T
i<t
2 -1
Z -, 5i(”)g9q7C,S(t)
T
i<t
Note that

It(i’l) < It(Jil) < It(Jvr) < It(lr)
forall 1 <i<j</and
I, =1,

Note that if 2 € Z\' ™V

) [t1,estizn]
that © € I[(t? ]’ and we can compute it as

, then there is exactly one ¢; such
— . 7@
t; = max {t” : I[tl,uwt'ifht”] < I} (19)

Furthermore, we have

_Ai—1,0)
71[’51 vvvvv ti—1]

) _
I[th---,ti—l,t”] - Z
T
t<i_ 1 [t1,..,ti—1]

ti—1
> >
t'=0 te€Ti 0,

t=;[t1, .., ti1,t’]

4] -1
T, s 2acs(F)

| I\ —
m&;,g,s(t) g

(20)

Equations (19) and (20) combined prove that Lines 1-7 indeed
compute the “index” ¢ for which x € Z;. This concludes the
correctness proof.

The complexity follows since we need to compute

o -1
Zieﬁ{?’d,ii:ﬂ/t mgq,c75(t) for at most EILL < n
different vectors ¢, and the cost to compute each of these
sums from the precomputed table {M(t',¢', 1/, s")}; ggtﬂ ;55
as derived in Lemma 24. The cost of drawing = corresponds
to drawing uniformly at random a non-negative integer smaller

N—1 : N . 2

tha'n L Zieﬁw 0q.c.5(t) ", ie., of b1.t size € O(nu¢ 1og2(g)).
This cost, as well as the cost of drawing a random permutation

of t, is negligible. O
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FE. Proof of the Main Statement

The following proof summarizes the statements shown in
this section, which all together imply the main statement,
Theorem 16.

Proof of Theorem 16. First note that for n < m, the algorithm
sets ¢ = n and draws a random row support. For n > m, we
do the same for the column case. Correctness follows since
if a suitable e exists, there is a non-zero probability that a
(row or column) super-support of e is drawn, and erasure
decoding has a unique result for a super-support of weight
s < d (cf. Theorem 13 and Theorem 14).

The expected complexity is given by the product of the
cost of one iteration Wi, (erasure decoding plus random
support drawing) and the expected number of iterations. The
first value can be lower-bounded by 1 and upper-bounded by
O(n*m?log,(q)) due to Theorem 13, Theorem 14, and Propo-
sition 25. The bounds on the expected number of iterations
directly follow from Proposition 20 and Proposition 21.

The claim that the bounds (6) and (7) can be computed
efficiently follows directly from Proposition 23. O

VI. COMPARISON TO OTHER GENERIC DECODERS

We compare the new generic decoder to other (naive) generic
decoding strategies, as well as to existing generic decoders in
the extreme cases £ = 1 (rank metric) and ¢/ = n (Hamming
metric).

A. Comparison to Extreme Cases: Hamming and Rank Metric

In the Hamming-metric case (¢ = n), the set 7 ¢, consists
of all permutations of the vector [1,...,1,0,...,0], where the
number of ones equals ¢. In particular, we have |T; ¢, | = (7)
Fort € T;y, and t < s < n — k, the function scompg(ts)
(Algorithm 3) returns a random vector s € {0, 1}" with exactly
s ones and whose support contains the support of ¢. In particular,
0q,¢c,s(t) =1 for all t € T; ;. Hence, Algorithm 2 uniformly
at random selects a subset of s positions in a vector of length
n, and succeeds if and only if these s positions contain the
error positions of an error corresponding an error €’ with r —
e’ € C, where r is the received word. Although the bounds in
Theorem 16 are—as expected—quite bad for this case (we get
0 < Whaew < Witer (7;)) this algorithm equals exactly Prange’s
information-set decoder [22], which has expected runtime

n
iterEz;-
t
where Wite, denotes the (polynomial-time) cost of one iteration.

In the rank-metric case (¢ = 1), the set 7; ¢, contains only
one element: [t] € Z!. Algorithm 2 thus chooses uniformly
at random a row or column space of dimension s, and row-
or column-erasure decodes in the rank metric. This method
is exactly the rank-syndrome decoder by Gaborit, Ruatta,
and Schrek [26]. The complexity bound (8) in Theorem 16
simplifies to

WPrange =

Wars = Wigerg!(mintromt =),

15

where t < s < min{n —k, |Z(n — k)] } and Wi, denotes
the (polynomial-time) cost of one iteration. This coincides
exactly with Gaborit, Ruatta, and Schrek’s complexity bound.

For arbitrary ¢ and ¢ < s < minyn —k, |7 (n — k)] }, the
simple upper complexity bound (8) in Theorem 16 is

= Witer (Z—;:l)’qut(Ci%)
brt—1\ 0 tmin{n,lm}fs
< Witer( —1 )’qu ¢

For constant ¢, the factor (e‘gil)'yg is polynomial in the code

length, and can be neglected compared to the exponential term.
Hence, the exponent of the sum-rank-metric generic decoder
is roughly a factor ¢ smaller than in the rank-metric case
(¢ = 1). Note that the bound W UB simple) appears to be a
loose approximation of the actual work factor for large ¢ (cf.
Figure 2, 3, and 4). Therefore, we refrain from a discussion of

{osimple) for ¢ (n) as this does not necessarily give a
good intuition about the work factor.

Overall, the new generic decoding algorithm smoothly inter-
polates two generic decoding principles known for the extreme
cases: Prange’s information-set decoder [22] for the Hamming
metric and Gaborit, Ruatta, and Schrek’s decoder [26] for the
rank metric. The bounds on the work factor in Theorem 16
are, in a rough sense, good for ¢ not too large. For constant
¢, the logarithm of the work factor of our generic /-sum-rank
decoder is roughly a factor ¢ smaller than Gaborit, Ruatta, and
Schrek’s rank-metric decoder.

W(UB,simple)
new

B. Comparison to Naive Generic Sum-Rank Decoders

We compare the new generic decoder to other possible
generic decoding strategies. One naive strategy for generic
decoding is given by brute-forcing the codewords, which has
a complexity We = ¢™¥m?kn, where m2kn is the cost of en-
coding. Another naive approach is brute-forcing the errors with
complexity Werrors as in (5) (see Corollary 7 in Section III).
For the extreme cases £ = 1 and £ = n, we compare the bounds
on the work factor of the new decoder with the Gaborit—Ruatta—
Schrek decoder (WgRrs) and Prange’s information-set decoder
(Wprange), respectively, cf. Section VI-A.

In Figures 2, 3, and 4, we compare the expected complexities
of these generic decoding algorithms with the algorithm that
we propose. We plot all bounds on the work factor of the
new generic decoder that we present in the main statement,
Theorem 16, as well as the work factor of the “optimal choice”
for ps as derived in Section B. We show the log, of the number
of operations required.

For all considered parameters, we observe that the difference
of the derived upper and lower bound Wr%V}VB ) and WIEBWB ) is
small, which indicates that the bounds must be tight on the true
work factor. Furthermore, for small values of ¢, the simplified
upper bound WIEEWB ssimple) is very close to WIEEWB ) and becomes
loose only for large values of /. We note that the optimal
solution derived in Section B is almost exactly on the accurate
upper bound Wég“]? ), for all cases in which we can compute
it. Further, the work factor of Prange’s algorithm (case ¢ = n)
and the generic rank-metric decoder (case ¢ = 1) are close to

the upper bound W,EEWB ).
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Figure 2. Comparison of different generic decoding strategies for ¢ = 2, m = 20, n = 60, k = 30, t = 9, s = 10. The work factor W¢ is 2620 for all
values of ¢ and Werrors is equal to 2661 for ¢ = 1.
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Figure 3. Comparison of different generic decoding strategies for ¢ = 2, m = 60, n = 60, k = 30, t = 10, s = 30, where we chose the row support for all
values of ¢ in the proposed algorithm. The work factor W is 21823 for all values of £ and Werrors is equal to 21125 for £ = 1.
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Figure 4. Comparison of different generic decoding strategies for ¢ = 2, m = 25, n = 60, k = 20, t = 30, s = 30. The work factor Werrors is equal to
21225 for £ = 2. The case £ = 1 is not feasible since the condition ¢ < s < min{n — k, L7 (n— k)]} is not fulfilled.
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VII. FORMAL HARDNESS PROOF

In this section, we formally prove the hardness of the
decisional version of the generic decoding problem in the sum-
rank metric. We adapt the approach of Gaborit and Zémor
[21], who probabilistically reduced the decisional Hamming
syndrome decoding problem to the decisional rank syndrome
decoding problem over a sufficiently large field extension. We
generalize the method from ¢ = 1 to arbitrary ¢, where the size
of the extension field can be chosen smaller than in [21] for
> 1.

A. Complexity Classes

Let A be an algorithm that gets as input a sequence of
random bits r and the input x of a problem. Then A is called
probabilistic polynomial time (PPT) algorithm if the size of
the random sequence |r| (number of bits) is polynomial in the
input |z| and A runs in time polynomial in |z|.

We make use of the following complexity classes (see, e.g.,
[41]). Here, L is a decision problem, 0 < A < 1 is any
constant:

e L € P (polynomial time): there is a PPT algorithm
AP with output true, false such that Vo € L we have
Vr AP(x,7) = true; and Vx & L we have Vr AP(z,r) =
false.

e L € RP (randomized polynomial-time): there is a PPT
algorithm ARP with output true, false such that Vo € L
then Pr[ARP(z,7) = true] > A; and Vo ¢ L we have
Vr ARP(x,r) = false. Note that the probability is over
the randomness of the bits 7, and the input x is considered
fixed.

e L € coRP (co-randomized polynomial-time): there is a
PPT algorithm A°RP with output true, false such that
Vo € L then Vr A“RP(z,7) = true; and Vo ¢ L then
Pr[A©RP (z, ) = false] > A.

e L. € ZPP (zero-error probabilistic polynomial time): there
is a PPT algorithm A%PP with output true, false or fail
such that the following two are satisfied: 1) For all x
then Pr[A%PP(z,r) = fail] < A; and 2) for all z and 7
then A%PP(z,7) = true = z € L and A*"P(2,r) =
false = x ¢ L. Note that ZPP = RP N coRP.

o L € NP (non-deterministic polynomial time): there is a
PPT algorithm ANP such that = € L exactly when there
exists an r such that ANP(z,7) = true.

We have that P C ZPP C RP C NP. Assuming that
the widely believed conjecture ZPP # NP was true, then
our hardness reduction below would imply that the decisional
generic decoding problem in the sum-rank metric was in NP\ P,

Hence, it appears likely that the problem is hard to solve.

B. Decoding Problems

We relate the complexity classes of the following decision
problems to each other.

Problem 26 (Decisional Hamming Syndrome Decoding
(SynDecy, ) Problem).

17

Given:
e Parity-check matrix H € ]Fénik)xn of a code C
e Syndrome s € ]F;‘*l€
o Integer 0 <t <n
Question: Is there an e € Fy with wtu(e) < t such that
s=eH'?

The SynDec, problem was proven to be NP-complete in
[20].

Problem 27 (Decisional /-Sum-Rank Syndrome Decoding
(SynDec,_gg ) Problem).
Given:
e Parameter { | n
e Farity-check matrix H € F

o Syndrome s € F k
o Integer 0 <t <n

Question: Is there an e € Fy with wtsg ¢(e) <t such that
s=eH'?

(n—k)xn
q"Tl

of a code C

Note that the SynDec,, gz problem and the SynDecy
problem are the same. The SynDec; gz problem is the
decisional rank-syndrome decoding problem, which was shown
to be hard in the following way [21]: If the SynDec;_gg
problem is in ZPP = RP N coRP, then NP = ZPP. The
next subsection generalizes this statement to arbitrary /.

C. Hardness Reduction

The following statements constitute the formal hardness
proof, which is summarized in Theorem 31. The proof strategy
is similar to the proof of the probabilistic reduction of the
“decisional minimum rank weight problem” in [21] (note that
Gaborit and Zémor prove the reduction for the SynDec,_gg
by referring to the analogy to the latter problem). Compared
to the original statement in the case £ = 1, we can improve
the tightness of the reduction (for £ > 1) using the bound
on the sum-rank-metric sphere size derived in Theorem 5 in
Section III. We start with a technical lemma, which we will
use to bound some probabilities in our probabilistic reductions.
Lemma 28.2Let € > 0 be fixed and m,n, ¢ be positive integers
with m > "= 4+ nlog,(8n) + log,(2¢"). Let H € F{nRxn
s € F;L*k and x € FZIL, where x is a vector of minimum
Hamming weight ty such that xH'" = s. Further let 3
be chosen uniformly at random from (F.)" and let then
x' € Fym be a vector of minimum sum-rank weight such that
x'(H diag(ﬁ))T = s. Then, the probability that wtggr ¢(x') <
ty is at most €.

Proof: Let H, s and ty be fixed. We define P as the
probability (randomness in 3)

Pr {Hw’ €Fym @' (H diag(ﬁ))—r = s Awtsr (') < tﬁ} .

For randomly chosen 3 & (F5m )", let &, be the event that
for a fixed vector a € F.., the equality a(H diaug(,@))T =
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s holds. Further define the set X(ty — 1) := {a € Fj.. :
wtsr,¢(@) < tu}. Then,

Prida’ e Fy:a' (H diaug(,@))T = s Awtgg(z) < tH}

{
:Pr[

Next, we bound Pr[&,] for a given x’ € Fy,.. If there

exists a B € (F;n)" such that @' (H diag(ﬁ))T = s, then, by
[21, Lemma 4], there exists a subset W C {i : a} # 0} of
cardinality |W| = ty such that the columns h; of H indexed
by i € W are linearly independent. Hence, if we fix 3; for all
i ¢ W, then the set of vectors ' (H diag(ﬁ))T obtained by
choosing the remaining 3; € Fy.. for ¢ € VV has cardinality

(¢™ — 1)t Hence, for 3 & (F3m)", we have

1
Prily] < ———.
el < (g™ — 1)t
Otherwise, if there is no B € (Fj.)" such that

x' (H diag(ﬁ))T = s, then we have Pr[€, ] = 0, which is
obviously < L

q’”—l)tH'
Define
miy
q 1
F t = = .
N S | AN (RO

Since m > ty by assumption, we have

1
[(g,m,tu) < m
_ 1
2izo (P) (=)
() 1
<
— 1—mg™™
<2

where we use mq~ " < %, and (x) follows from the fact that
the terms in the sum in the second line are alternating and their
absolute values are strictly monotonically decreasing, i.e.,

—(i+1)m _ —m m—i —im
(iJrl)q 1 ’*1(2‘)61
1(m\ _;
<3 (M)
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Combining the arguments above, we get

P< |X (ty — 1)

(gm — 1)t
th—1

1 .
= P(Qa m’tH)W Z Nq,n,m(za f)
=1

1 .
< qutH (tu —1) max Ny ym(i,0)

i€[l,ty—1]
< 2qitﬁ (tn — 1) (f J;til 1— 2) 4t q(tn= Dm0
=2(tn — 1) <€ ;tf 1_ 2>4fqm+(m1)n(m;1)2
ot (10 Dot
<2(tg—1)(l+ty— 2)é_14€q_m+§—%
ot

_ (tg—1)2

’IL2
<2404ty —2))g T T T

2 —1)2
< 9g—mHE- D7 4 plog, [4(0+t—2)]

< 2q_m+§+z log, [4(£+tn—2)]

< 2q—m+§+n log,(8n)

<e.

|
We first show, that if there is a coRP-algorithm for
SynDec,_qg, then we can make a coRP-algorithm for SynDecy
(Algorithm 7 below). The idea is simple: The algorithm
transforms the input into an instance of the SynDec,_gg
problem via a random linear map, and simply calls the coRP-
algorithm for SynDec,_gg. Using Lemma 28, we can show
that the solution to this problem will usually project back to a
solution to the SynDec,_gg instance.

Lemma 29. Forany { < n and m > §+nlogq(8n)+logq(2),
if the SynDec,_gg problem is in coRP, then the SynDecy
problem is in coRP.

Proof: Let ASRY be a hypothesised coRP-algorithm for
the SynDec,_cg problem, i.e. it inputs an instance (H' €

]F‘E]Z,_k)xn,s € Fgﬁk,t € Z~o) and outputs true whenever
tsr < t, while it outputs false with probability at least 1 — &
if tsg > t, where tgg is the minimum sum-rank weight of the
vectors ' € [Fym such that 2’ H'" = s, and £ > 0 is some
fixed constant.

Then Algorithm 7 details an coRP-algorithm ASRP for the
SynDec,; problem that inputs an instance (H € Fg’“’“)”, EXS
F=F.t € Zso). We should show that A{PR" outputs true
whenever ty < ¢, while it outputs false with at least some
non-zero constant probability if ¢ty > ¢, where ¢y denotes the
minimum Hamming weight of the vectors x € [/ such that
zH' = s.

Observe first that if ty < t, it follows that tsg < t, so ALRP
outputs true. Consider now the case ty > t. By the definition
of m, we may choose a non-negative constant € < 1 such that
m >

%= + nlog,(8n) + log,(2e~"). Hence by Lemma 28,
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with probability > 1 — ¢, we have fsg = ty > ¢, and so A§I°RP
outputs false with probability at least (1 —&)(1 — &), which is
again a constant. ]

Algorithm 7: ASRP

Input :H ¢ ]F((]"*k)xn, s € IFZ"“, integer t
Output : true or false
$ * \n
13 (Fym)
2 H' « H diag(8) € T ™"
3 return AP (H', s)

The RP reduction is more involved: in order to solve the
SynDecy, problem, we solve its related search problem by
calling a (hypothetical) RP-algorithm for SynDec,_gg at most
n times on certain punctured and randomly transformed parity-
check matrices.

Lemma 30. For any { < n and m > "Tf + nlog,(8n) +
log, (4n), if the SynDec,_¢g problem is in RP, then the
SynDecy problem is in RP.

Proof: Let ASY be a hypothesised RP-algorithry for
SynDec,_qg. i.e. it inputs an instance (H' € Fgﬁf’c)xn ,8 €
IFZ*k,t € Z-y), and outputs false whenever tsg > ¢ and
outputs true with probability 1 — € if tsg < ¢, where tgg is the
minimum sum-rank weight of the vectors x’ € IFZ/, such that
o H' = s, and € > 0 is some constant smaller than 1. By
iterating A§F at most O(log n) times, we may assume & < 5-.

Then Algorithm 8 details an RP-algorithm ARP for the
SynDec,; problem that inputs an instance (H € Fg"_k)xn7 s€E
Fi=F t € Zsp). We should show that AP outputs false
whenever ty > ¢, while it outputs true with at least some
constant non-zero probability if ty < ¢, where ty denotes the
minimum Hamming weight of the vectors & € Fy such that
cH' =s.

The idea of the algorithm is to determine a Hamming super-
support S of cardinality at most ¢ of a vector € Fy such that
xH' = s. The function KeepCols(H,T) returns the sub-
matrix of H consisting of the columns indexed by the index
set 7. Note that each line runs in polynomial time: in particular,
Line 9 is simply solving a linear system. From Lines 9-12,
we observe that the algorithm outputs true whenever a super-
support is found, and outputs false otherwise. Hence AR"
outputs false whenever ty > ¢, and we need to show that
if tyg <t then Aﬁp returns true with some non-zero constant
probability.

So assume ty < t. The purpose of Lines 3-7 is to answer
the following question:

(Q) Is S\ {i} a super-support of a vector & € I, with
Hamming weight wtg(z) < ¢ and syndrome s = Hx ' ?

Since we start with S = {1,...,n}, it is clear that if we
always get the correct answer to this question, at termination,
the set S will be the support of a vector  of Hamming weight
wtp(x) <t and syndrome s = Hx . If we get an incorrect
answer in only one of the < n loops, then we are not guaranteed

19

that S has this property, but we can detect this event by Lines 9—
12.

We show that the probability that Lines 3—7 answer the
question (Q) correctly in all iterations of the loop is at least
a constant. Note that there are two types of randomness in
these lines, which both can influence the answer that we get:
the choice of B and the randomness in the algorithm ASF.
We distinguish two cases and denote for given s € ]Fg*k,

S,i,B€F lﬂ*l, the smallest Hamming weight of a vector

T < IFLS‘_l such that ZH = s by ty and the smallest /-sum-
rank weight of a vector e Fgﬂ_l with # H' = s as tsR.
Note that the answer to (Q) is true if and only if fy < t.

o Case 1: The answer to (Q) is true (i.e., ty < t): Indepen-

dent of how 3 is chosen, we always have fsg < ty < t,
— .
so ARF(H', s,t) returns true (the correct answer) with

probability at least 1 —& > 1 — 5~ (randomness in ASf)
and false (the incorrect answer) with probability at most

E< 5 i
o Case 2: The answer to (Q) is false (i.e., ty > ?):

— With probability > 1 — ﬁ (randomness in the choice
of 3), the vector 3 is chosen such that tsg = ty due to
Lemma 28 where we set € = i, which is permissible
with our restriction on m. In this case, we thus have
tsr > t, and ASRRP(H/, s,t) outputs always false (the
true answer).

— The counter-event of the above occurs with probability
< 5= the vector 3 is chosen such that {sg < t < ty.
In this case, ARF(H', s, ) may return true (the wrong
answer) or false (the correct answer).

Hence, in both cases, Lines 3-7 answer the question (Q)
correctly with probability greater than 1— % Since the question
is asked at most n times, we get the correct answer to (Q) in
all iterations with probability at least 1 — 5= = % by the union
bound. [ ]

Algorithm 8: ARP

Input :H € F" "

Output : true or false
1S§={1,...,n}
2fori=1,...,ndo
3 H < KeepCols(H,S\ {i}) € IFEI”"“)X(‘S“”
o | BE @S2
s | H' « Hdiag(B8) € Fgﬁfk)x(‘s‘*l)
6
7

, S € F;“k, integer t

it ARP(H', s,t) = true then
| S« S8\ {i}
H <« KeepCols(H,S) € E(Infk)x‘sl

9 if 1 <|S| <tand 3x € IFLSI st. zH' =s then
10 L return true

*®

11 else
12 L return false

The lemmas above imply the main statement of this section.
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Theorem 31. For { < n and m > % +nlog,(8n)+log,(4n),
if the SynDec,_gg problem is in ZPP = RP N coRP, then we
have NP = ZPP.

Proof. 1t is well-known that ZPP C NP. The other inclusion,
ZPP DO NP, follows from the NP-hardness of SynDecy ,
Lemma 29, and Lemma 30. O

Remark 32. In the special case of Theorem 31 for the rank
metric (¢ = 1), which was shown in [21], the restriction on
the extension degree is m > n? It can be seen that our
assumption, m > "Tf +nlog,(8n)+log,(4n), is less restrictive
for £ > 1. An interesting special case is £ € Q(n), i.e. a sum-
rank metric close to the Hamming metric, for which we can
choose m € O(nlog(n)).

VIII. CONCLUSION

We have proposed the first generic decoder in the (/-
)sum-rank metric, which combines known generic decoding
algorithms in the Hamming metric (¢ = n) and rank metric
(¢ = 1). For ¢ = n, the algorithm resembles the information-set
decoder by Prange [22] and for ¢ = 1, it coincides with the
generic decoder for the rank metric by Gaborit, Ruatta, and
Schrek [26].

We have derived lower and upper bounds on the runtime
of our generic decoding algorithm, which can be computed in
small-degree polynomial time in the code parameters. Further-
more, we derived a simple upper bound on the complexity of
the new generic decoding algorithm. For a constant number of
blocks ¢, the bound shows that the exponent of our algorithm’s
work factor is roughly a factor ¢ smaller than for the generic
rank-metric decoder by Gaborit, Ruatta, and Schrek [26]. Our
formal hardness proof in Section VII extends a result by Gaborit
and Zémor [21] from the rank metric, and provides evidence
that generic decoding in the sum-rank metric is a hard problem.

Besides being of theoretical interest, the results open up
the possibility to study sum-rank-metric codes in code-based
cryptosystems. We have also derived results on the cardinality
of sum-rank-metric spheres, which can, among others, be used to
efficiently compute bounds on code parameters (cf. Remark 9).
Furthermore, the new notion of column support and the erasure
decoding algorithms can be of more general interest.

The article can be seen as a proof-of-concept that ideas for
generic decoding in the extreme cases, Hamming and rank
metric, can be adapted to the family of sum-rank metrics. An
obvious open problem is the study of the many improvements of
[22] in the Hamming and [26] in the rank metric. In particular,
it would be interesting to adapt the very recent significant
improvement of generic decoding in the rank metric based on
algebraic methods [28] to the sum-rank metric. As for the rank
metric, it is an open problem whether there is a deterministic
reduction from an NP-hard problem to the decisional sum-rank
syndrome decoding problem.

APPENDIX A
GENERATING UNIFORMLY AT RANDOM ERRORS OF
A GIVEN SUM-RANK WEIGHT

The recursion in Lemma 4 can be turned into a variant
of enumerative coding [40] to efficiently draw uniformly at
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random from the set of sum-rank vectors of weight ¢. Such
an algorithm is outlined in Algorithm 9, and its correctness is
proven in the following proposition:

Proposition 33. Let q,m, k,n,¢, and t be integers such that
¢ n and t < pl. Then, Algorithm 9 outputs a vector e € F
drawn uniformly at random from {€' € Fy.. : wtsg ¢(€’) = t}.

Proof. The set {e' € F}. : wtgr(e’) = t} has cardinality
Nonm(t0). Let o @ {1,... \Nypm(t,0)} — {€ € Fpa :
wtgr,¢(€’) = t} be a bijective mapping. If we know an efficient
algorithm to realize the mapping ¢, then the drawing could be
simply realized by choosing uniformly at random D) from
{1,..., Nynm(t,£)} and outputting o(D™M)). However, the
drawing algorithm can also be realized with a different method.

Let ¢ : {e € Fyn : witsre(e) = t} = Tiop € —
[rkr,(€1),...,rkr, (er)]. Then, the drawing can be conducted
by computing t = (¢ o )(D™")) and sampling a; & lace
Fi. : rke,(a) = t;} and B; & {B € F7*" : rkg,(B) =

tj}, for j € {1,...,¢}. Since e; = a;B; € F.. is a vector
drawn uniformly at random from {e’ € FJ.. : rkr (€’) =t;},
it follows that e = [a1B; | --- | a¢By] is a vector drawn

uniformly at random from {e’ € Fy... : wtgr ¢(€') = t}.

To derive the mapping ¢pog : {1,..., Ny nm(t,0)} = Tiep
suppose that ¢ < p. Then, the number of vectors that have a
weight decomposition [0, ...,0,t] is equal to NM,(m,n,t),
and therefore, we map

De{1,...,NM,(m,n,t)} —[0,...,0,¢].
Furthermore, the number of vectors that have a

weight decomposition [0,...,0,1,¢ — 1] is equal to
NM,(m, n, 1)NMy(m,n,t — 1), which means that we map

D e {NM,(m,n,t)+1,...
..oy NM,(m,n,t) + NMy(m,n, 1)NM,(m,n,t — 1)}

to the vector [0, ...
map

,1,¢ — 1]. It follows by induction that we

tj—1
De {Z NM,(m,n,t") - Nggm(@E —t,0—5)+1,...

t'=0
tj
oy Y ONMy(my ) - Ny (=t — j)}
/=0

to [0,...,0,t;,...,t¢], where Zf:j+1ti =t—t;.

Algorithm 9 performs this routine. In Line 1, the integer
D is drawn uniformly at random from {1, ..., N, m (¢ £)},
and in Lines 2 to 6, the respective weight distribution vector
(¢ 0 p)(DW) is determined (the cases of ¢ > y are taken into
account by starting to sum from tU) — ;(¢ — §) instead of 0).
The method to compute (¢o¢)(DM) is illustrated in Figure 5.
In Lines 7 to 10, the vectors e; € IFZm are drawn uniformly
at random from the set of vectors of rank weight ¢;, and the
vector [e; | ... | eg] is returned. O
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Algorithm 9: Drawing Uniformly at Random an Error of Given Sum-Rank Weight
Input
Output : Vector e & {e' € Fym : wtsr e(€') =t}

$
D(l) — {17 e 7Nq,’l’]~,’m(t7£)}
t) ¢
for j € {1,...,¢} do

4 | t; « max {t" € {0, DY ST oy NM (m,0,t) - Ny (89 — 2,0 — ) < D<J’>}

5 DU « pU) — Zt/:ﬂj)—u(@—j) NMy (1, 1,) - Ny (t9) = #/,£ = )

6 tU+1) () — t;

7 for j € {1,...,¢} do
s | a; < {aeFl. ke, (a) = t;}
s | B; & {BeF; " 1k, (B) = t;}

: Parameters ¢, m, k,n, ¢, t

W N -

10 e < [a131 ‘ a> B> ‘ s ‘ ang] S Fgm
11 return e
D'(0,1) D'(1,1) D'(2,1) D'(tM —2.1) D'(tM —1,1) D'(tM 1)
\\\\\\\\HHH\\\\\\\H\\\\\\\\H\\\\\\H\H\\\\\\\\\h\\\\\\\\H\\\HH\\H\\\\\\\\H\\\\\\\\\H\\HH\ﬁﬂ\\\\\\\\H\HHHH\HHH\HHHH \H\\\\\H\\\\\\\\\H\\\\\\\HHH\\\\hH\\\\\\\\\H\\\\\\HHH\\\\\\\H\\\\\\\\\H\\\\\h\H\\\\\\\\\H\\\\\\\\\H\\HHHH\HHHHHHH% >
=0 Tt =1 tlit(l)fl tlit(l) DM
D'(0,2) D'(1,2) D'(2,2) D'(t® —2,2) D@ —1,2)" D(®,2)
WWW W+TTWWTWW+WW—’
to=0 to=1 te =t —1 to =t D®
D'(0, ) D'(1,0) D'(2,0) DO —2,0) DO — 1,07 DO, )
MHHIHNI%HNHNHH%HIHH HNHIH%INHIHHI%NHIHIHN% >
=0 te=1 =10 1 t,=® DY

Figure 5. Illustration of the mapping ¢ o ¢ : {1,...,Ngnm(&, 0} = Te o, D) — ¢, The variables are defined as in Algorithm 9, and the function
TV e VA | / j ’ :
D (t 7.7) = Zt’:t(j)fu(lfj) NMq(m» n,t )Nqﬂi,m(t(]) —t,l— .7)-

APPENDIX B following theorem reformulates the optimization problem into

OPTIMAL SUPPORT-DRAWING ALGORITHM

In Section V, we saw that the worst-case expected number of
iterations of a super-support drawing algorithm that first draws
a vector s € 7,4, according to a probability distribution ps

and then F & Eq.c(8), can be given as (cf. (11))

-1

E[#iterations] = max
teﬂ,e,u

max
e€Fym :

wtsr,¢(e)=t

Z ﬁqu,g(S, t)

s€Ts e,

Section V presented a scalable method to design p, that can
be implemented in polynomial time, but does not guarantee
to minimize (11). Here, we show how to achieve an optimal
solution, at the cost of a super-polynomial complexity. The
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a linear programming instance.

Theorem 34. Fix arbitrary orders si,...,81,,, and
ti,..., 47, of elements in Ts 4, and Tiy ., respectively.
Let

0
g 0
c= || eRITeenltnx1  p_ | 1| cRITeeulx1
' 0
! 1
_71_
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and A € RUTeenl+2)x(Te.ell+1) pe equal to

_Qq,c(sl7t1) _quC(s‘,Ts,Luhtl) 1
—0q.c(81,t2) —04,¢ (817, t2) 1
—0q,¢(81: 17, 1) —04.¢(8172 b 70 ) 1
1 1 0

I ~1 -1 0]

If @ € RUTsenl#0X1 g g solution to the linear program
T

Maximize cx
subject to Ax <b 21)
and x >0,

then ps, = x;, forallt =1, ..., ‘ﬁ,g)u , is a distribution that

maximizes (11), and we have
-1
—1 . -
T, e = ming max |7 paogc(s,t)

teTe b s€Ts.0
s,0,p

Ps €10,1)Vs € Tapps D, Pa=1p. (22)
sE€Ts e,

Proof. We write ps, = x; and § = x|, , |41 for a solution x
of the linear program. The last two rows of A are equivalent
to

[Ts 0,

ﬁs‘i, = 17
i=1

Together with > 0, we get that the ps, form a valid
discrete probability mass function. The first |7; ¢ ,,| rows of A
correspond to the constraints

|7-s,l,,u‘
ﬁSiQQ»C(Sivtj) >¢ Vi=1,..., |7;7€7#|'
i=1
Since ¢ is the maximal positive value for which this constaint

is fulfilled for all j = 1,...,|7;,,| and solutions ps,, we have
‘7_5,241"
min s, Q%C(Si’ tj)

& = max
J=L | Te el

=1
‘7_5.2,;1‘
Pe, €10, 1Vi=1,...,[Toepul, Y Pay=1p,
=1

which is equivalent to (22). This proves the claim. O

Using standard methods, the linear program (21) in Theo-
rem 34 can be solved in polynomial time in the number of
variables, |7, ¢.,.|+1 (note that the number of linear constraints
is in O(|7s.¢,4])). As, depending on the relative growth of s,
1, and ¢, this number may grow super-polynomially in s, it
is usually not possible to solve the linear program efficiently
for large code parameters. Furthermore, even if a solution @ is
found or pre-computed, it is not apparent how to draw efficiently
from the distribution p,, = ; (for all ¢ = 1,..., |75 .-

Nevertheless, we include this “optimal” solution to the design
of ps in the discussion in Section VI for all values of ¢, u, s for
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which we can retrieve a solution in short time (and ignore the
issue of efficient drawing). For these computations, we apply a
trick that reduces the number of variables and constraints: We
assume that the restriction to those solutions x such that x; =
x; for all 4, j with permutationally equivalent s; ~ s;. Hence,

we can reduce the number of variables to |7;(2ri)| + 1 (which

may still be super-polynomially in s, though) and the number
of constraints to |’7;(§r;)\ +2< \’7;((;1” + 2. The complexity
of this generic decoding approach is roughly given by

i -1
Woptimal = Witer x‘Ts,LM‘JFP

where 1, ..., 27, , ,|+1 is a solution vector to the optimization
problem in Theorem 34 and Wi, is the cost of one iteration.
The latter value is at least the cost of erasure decoding, which
is in O~ (n®m31og(q)), but the real cost might be larger since
we need to be able to efficiently draw from the distribution ps.
In the plots in Section VI, we use the same Wi, as for the
other algorithms, which is an optimistic estimate.

It can be seen that in all cases in which we can compute the
expected runtime of a generic decoder that draws s according
to such an optimal distribution pg, the “optimal” runtime is
only insigificantly smaller than the practical solution presented
in Section V.
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