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Abstract

This paper considers the problem of covert communication with mismatched decoding, in which a sender wishes to reliably
communicate with a receiver whose decoder is fixed and possibly sub-optimal, and simultaneously to ensure that the communication
is covert with respect to a warden. We present single-letter lower and upper bounds on the information-theoretically optimal
throughput as a function of the given decoding metric, channel laws, and the desired level of covertness. These bounds match for
a variety of scenarios of interest, such as (i) when the channel between the sender and receiver is a binary-input binary-output
channel, and (ii) when the decoding metric is particularized to the so-called erasures-only metric. The lower bound is obtained
based on a modified random coding union bound with pulse position modulation (PPM) codebooks, coupled with a non-standard
expurgation argument. The proof of the upper bound relies on a non-trivial combination of analytical techniques for the problems
of covert communication and mismatched decoding.

I. INTRODUCTION

In contrast to classical information-theoretic security problems that are concerned with hiding the content of information, the
problem of covert communicatiorﬂ instead aims to hide the fact that communication is taking place. Covert communication has
potential applications in a variety of important scenarios, such as military communications. For example, the communication
between two submerged submarines should be covert when an enemy maritime patrol aircraft is present, otherwise serious
consequences may OCCUr.

Due to its potentially widespread applications, covert communication has attracted significant attention in recent years.
The pioneering work by Bash ef al. [1] first demonstrated a square-root law for covert communication, stating that one
can only covertly and reliably transmit ©(y/n) bits of message over n channel uses. Building upon [1f], subsequent works
further characterized information-theoretic limits of covert communication for diverse channel models, as well as developed low-
complexity covert communication schemes by exploiting a variety of coding techniques. We refer the readers to Subsection
below for a detailed literature review.

While the problem of covert communication has been extensively studied, most, if not all, of the prior works focused on the
setting in which the encoder and decoder can be optimized according to the channel law. However, in some practical scenarios,
one may not have accurate knowledge about the channel (e.g., submarines often only have an imperfect channel estimation in
the ocean). In other scenarios, even if the channel is precisely known, one may still wish to implement a sub-optimal decoder
due to computational complexity considerations. Motivated by these practical considerations, we consider the problem of covert
communication with mismatched decoding [2|]-[5]], where the decoder is fixed a priori and possibly sub-optimal. It is assumed
that the decoding rule is governed by a given decoding metric, and the only freedom for designers is to optimize the codebook
and the encoder. Given the differences between the current problem and standard covert communication problem, it is then
natural to ask (i) What is the highest rate at which message bits can be transmitted covertly and reliably with mismatched
decoding (which is formally referred to as the covert mismatch capacity), and (ii) In which case using a mismatched decoder
also lead to an optimal throughput?

To address the aforementioned questions, this work investigates the following covert communication setting. The sender
occasionally communicates with the legitimate receiver through a binary—inpuﬂ discrete memoryless channel (BDMC), and it
is assumed that there is a warden who can eavesdrop their communication through another independent BDMC. The goals are
twofold. One one hand, the receiver should be able to reliably reconstruct the message by using the given decoding metric.
On the other hand, the covertness constraint requires the warden to be unable to determine whether or not communication is
taking place. More specifically, we require that at the warden’s side, the output distribution when communication takes place
is almost indistinguishable from the output distribution when no communication takes place, where the discrepancy between
the two output distributions is measured by the Kullback-Leibler (KL) divergence.

The main contributions of this work can be summarized as follows.

» We first develop an achievability scheme and derive a lower bound on the covert mismatch capacity (Theorem [I)). Our
scheme is based on pulse position modulation (PPM) codebooks and a careful expurgation argument.

« We also provide a single-letter upper bound on the covert mismatch capacity (Theorem [2)), which improves on the trivial
upper bound—the covert capacity (6], [7].
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« When the given decoding metric matches the channel law (which is referred to as the matched case), our lower and upper
bounds both equal the covert capacity.

« When the channel between the sender and receiver is a binary-input binary-output channel, the lower and upper bounds
coincide and thus we have an exact characterization of the covert mismatch capacity (Theorem [3)). It is also worth noting
that in this case, covert mismatch capacity exhibits a dichotomy—it equals either the covert capacity or zero.

« Finally, we apply our lower and upper bounds to the problem of covert communication with zero undetected error, which
is a special case of covert communication with mismatched decoding (by choosing an appropriate decoding metric). The
zero undetected error problem is a classical information theory problem, and requires that the decoder should never output
an incorrect message, and that the probability of erasure (i.e., detected error) should tend to zero. Perhaps surprisingly, our
lower and upper bounds coincide for covert communication over BDMCs (Theorem [), and thus we have an exact single-
letter expression for the so-called covert erasures-only capacityﬂ In contrast, to the best of our knowledge, there does not
exist a computable capacity expression for standard (non-covert) communication over BDMCs (while an incomputable
expression was given in [2]).

A. Technical challenges and solutions

Unlike the standard mismatched decoding problem, the requirement of covertness puts forth new challenges in designing
achievability schemes and proving new coding theorems. We first discuss two challenges from the achievability’s perspective.

« First, our lower bound is established using a low-weight PPM codebook (rather than a more common constant composition
codebook), due to the requirement of covertness. The PPM codebook can be viewed as a highly structured sub-class of
constant composition codebooks, and its optimality for covert communication was first derived by Bloch and Guha [§].
While the PPM codebook is ideal from the perspective of covertness, the use of it also raises issues in the reliability
part under mismatched decoding. For example, a standard technique to circumvent the non-independent issue of constant
composition codebooks is to approximate the probability of each constant composition codeword by the probability of its
corresponding i.i.d. codeword (see [9, Chapter 2.6.5] for an example). However, this technique does not apply here because
the probability of each PPM codeword is significantly larger than its corresponding i.i.d. codeword. Another issue is that
the fixed decoding rule prevents us from designing decoders that have been shown to be suitable for low-weight codebooks
(e.g., the modified information-density decoder [7], [10], [11]). To overcome these issues, we exploit specific properties
of the PPM codebook to obtain a chunk-wise independent structure, which allows us to decompose the blocklength n into
©(y/n) disjoint chunks and then analyze each chunk independently (see Eqns. (BI)-(33) for details).

« Second, in the context of covert communication, the two common reliability criteria—average and maximum probability
of error—cannot be simply connected through the standard expurgation techniqueﬂ This is because although expurgating
codewords is helpful from the perspective of reliability, it changes the output distribution induced by the code and thus
the resultant code may no longer satisfy the covertness constraint. In this work, we adopt the more stringent maximum
probability of error as the reliability criterion. To ensure a vanishing maximum probability of error, we use a recently
developed result by Tahmasbi and Bloch [[10] to show the existence of a code such that every subset of codewords (with
a fixed cardinality) satisfies the covertness constraint. This allows us to apply an expurgation argument to the set of “bad”
codewords and to simultaneously ensure the resultant code is still covert (see Remark [3] for a detailed discussion).

The proof of the upper bound requires a non-trivial combination of analytical techniques for the problems of covert
communication and mismatched decoding. We first use an expurgation argument to show that for any code satisfying the
covertness constraint, there must exist a low-weight constant composition subset of codewords whose size is almost as large
as the original code. Our next step, which analyzes the probability of error of the resultant subset, is inspired [12]], in which
the authors established, for the first time, a single-letter upper bound for the mismatched decoding problem. The main idea is
to translate the mismatched-decoding error of the original channel to the maximum-likelihood decoding error of an auxiliary
channel. However, their key result [12, Theorem 5] is not readily applicable to our setting due to the stringent input constraint
imposed by the covertness requirement. We circumvent this difficulty by proving a strengthened lemma (Lemma [3) that allows
us to lower bound the probability of error for any low-weight constant composition code. A detailed comparison between our
strengthened lemma and the original result [12) Theorem 5] is presented in Section [VI] right after Lemma [5]

B. Related works

The theoretical underpinnings of covert communication have been extensively studied following the pioneering work by
Bash er al. [1]. Researchers have progressively established information-theoretic limits of covert communication for a variety of
channel and network models, including discrete memoryless channels [6]], [7]], [10], [13]-[16], Gaussian channels [6], [7], [17],

3The covert erasures-only capacity is defined as the highest rate at which the covertness could be guaranteed, the probability of undetected error exactly
equals zero, and the probability of erasure could vanish.

“The standard expurgation technique states that for any code of size | M| with a vanishing average probability of error, one can simply expurgate |M|/2
codewords that have highest probability of error to obtain a new code that has a vanishing maximum probability of error.



multiuser channels [18]-[22]], channel with states [23]], [24], channel with jammers [25]-[28], Rayleigh-fading channels [29]-
[31]], continuous-time channels [32]]-[34]], quantum channels [35]-[37]], MIMO channels [38]], adhoc networks [39], [40], etc. In
addition to characterizing the information-theoretic limits, researchers have also studied covert communication from a coding
perspective, and have investigated various coding techniques such as concatenated codes [41]], PPM [_8], multilevel coding with
PPM [42]-[[44]], and polar codes [45]. In recent years, the concept of covertness has also been incorporated into other research
fields, ranging from information theory to information security and wireless communications. Specific topics include secret key
agreement [46], source coding [47], identification-via-channels [11]], authentication [48|], unmanned aerial vehicle [49]-[51],
etc.

The mismatched decoding problem [2[]-[5] is a classical fiendishly hard problem in information theory, and the objective is
to understand the highest communication rate when the decoding rule is fixed and possibly sub-optimal. It is closely related to
other long-standing problems such as the zero-error capacity. While multiple lower and upper bounds have been developed, the
capacity of the mismatched decoding problem still remains open. The most notable single-letter lower bound is the so-called
LM rate, which was first derived by Csiszar and Korner [4]] and Hui [5] based on constant composition codes. Csiszar and
Narayan [2] later showed that the multi-letter version of the LM rate is in general better than its single-letter counterpart.
Another line of works studied mismatched decoding for multiuser settings [52[]-[54]; in particular, Lapidoth showed that the
LM rate can be improved by treating the point-to-point channel as a multiple access channel and using a multiuser scheme [52].
While there have been extensive studies on lower bounds, until recently, much less has been understood about upper bounds.
Kangarshahi and Guillén i Fabregas [[12]] recently provided a single-letter upper bound on the mismatched capacity, and Somekh-
Baruch presented both single-letter and multi-letter upper bounds in a series of works [55]-[57]. These recently developed
upper bounds significantly promote the understanding of mismatched decoding. We refer the readers to [9]] for a comprehensive
survey of the mismatched decoding problem.

C. Outline

The rest of this paper is organized as follows. We provide some notational conventions and preliminaries in Section [[} and
formally introduce the problem of covert communication with mismatched decoding in Section In Section we present
lower and upper bounds on the covert mismatch capacity, and further provide analytical and numerical evaluations of these
bounds for a variety of scenarios of interest. Finally, Sections [V] and [V]] respectively provide the detailed proofs of the lower
and upper bounds.

II. PRELIMINARIES
A. Notation

Random variables and their realizations are respectively denoted by uppercase and lowercase letters, e.g., X and z. Sets are
denoted by calligraphic letters, e.g., X'. Vectors are denoted by boldface letters, e.g., X or x, where the length of each vector
will be clear from the context. We use X; or x; to denote the i-th element of the vector X or x, and X’ or 2 to denote the
subsequence (Xg, Xot1,.-.,Xp) OF (Xg, Tat1,---,Tp). Let Wty (x) be the Hamming weight, or number of non-zero elements,
of the vector x.

In our calculations, logarithms log and exponentials exp are to the natural base e. For any real number ¢ € R, we define
[c]* £ max{0, c}. For any probability distribution P over the finite set X', we denote its n-letter product distribution by P®",
and the largest probability and smallest non-zero probability respectively by

max A min A .
[P]max = max P(z) and [P]™" £ ze;\fr:nPl(I;;)>0 P(x). (1)
For any two probability distributions P and () over the same finite set X, their KL2 divergence and y»-distance are respectively
given by D(P||Q) £ >, .+ P(z)log SE;; and x2(P[Q) £ X ,cx %. We say P is absolutely continuous with
respect to ) (denoted by P < Q) if the support of P is a subset of the support of @ (i.e., for all x € X such that Q(x) =0,
P(z) =0).

B. Preliminaries on the method of types

Given a length-n vector x € X", we define its type (or empirical distribution) as Ty (x) £ %Z?Zl 1{x; = z}. The rype

class corresponding to a specific type P € P, (X) is denoted by Tp = {x € X" : Ty, = P}. Given two sequences x € X"
and y € Y™, we define their joint type as Ty y(z,y) = %Z?Zl 1{z; = x,y; = y}, and the conditional type of y given x as

T,y (®,y) :
Ty(yle) 2 { A 1 ) >0,
[
For a given x € Tp and a conditional distribution V' € P(Y|X), the set of y € Y™ such that (x,y) has joint type P x V is
denoted by Ty (x) = {y € V" : Txy = P x V}. Let Vp(Y|X) be the set of all V € P(Y|X) for which the conditional type
class of a sequence of type P is non-empty.

2)

otherwise.



III. PROBLEM SETTING

A. Model

The sender may occasionally communicate with the receiver through a binary-input discrete memoryless channel (BDMC)
(X, Wyx,)), where the input alphabet X' = {0, 1} with ‘0" being the innocent symbol, and the output alphabet ) is assumed
to be finite. The fransmission status of the sender is denoted by a binary-valued variable A € {0,1}:

o When A =1, the sender sends a message M (which is uniformly chosen from the message set M) to the receiver;

o When A = 0, the sender always sends the innocent symbol ‘0’ to the channel Wy|x.
The communication between the sender and receiver is possibly assisted by a shared key K, which is uniformly distributed
over the key set K. There is also a warden who can eavesdrop the communication through another BDMC (X, Wy x, Z),
where Z is a finite alphabet. The warden does not know the shared key. For notational convenience, we further define

Py £ Wy x—9, P12 Wyx_i, (3)
Qo £ Wy x—0, Q15 Wz xo. “4)

Following the convention in the covert communication literature, we make three assumptions on the channels Wz x and Wy x:
(A1) Qo # Q1, (A2) Q1 < Qo (i.e., @1 is absolutely continuous with respect to (Jg), and (A3) P; < Py. The first two
assumptions (Al) and (A2) respectively preclude the scenarios in which covertness is always guaranteed or would never be
guaranteed. Without assumption (A3), the sender and receiver are able to communicate ©(y/n logn) bits reliably and covertly,
breaking the square-root law [7, Theorem 7].

B. Code and Mismatched decoder

A code C of blocklength n consists of a message set M, a shared key set C, a collection of length-n codewords
{x(m, k)}mem,kex (called the codebook), and a encoder f : M x K — A™ that maps the message-key pair (m,k) to
x(m, k). The channel laws corresponding to n channel uses are denoted by Wﬁ; (y[x) £ [T, Warx (ws]@;) and WZ‘%}(L( z|x) £
IT:— ) Wzx (2i]x:). Upon receiving y € Y™ and based on the knowledge of the shared key k € K, the decoder outputs the
message M such that

]/\Z: argnjtat“an(x(m7k)7y)7 where qn(x(m’ k)7y) = Hq(xz(m7k)7yz)u (5)
me N

and q: X x Y — (0,00) is the given decoding metric. When there is a tie, the decoder simply declares an error.

Remark 1. For simplicity, we consider the setting in which q(x, y) takes on values on the positive real line, while some other
works may allow q(x,y) to only be non-negative. This helps us to avoid some complicated special cases that arise in covert
communication. For example, if there exists a y € ) such that P;(y) > 0, q(1,y) > 0 and q(0,y) = 0, the sender and receiver
can adopt the scheme described in [7, Appendix G] to communicate O (y/nlogn) bits of message over n channel uses—this
breaks the square-root law for covert communication, and the coding rate (measured according to Definition [3) would become
infinity.

C. Reliability and covertness criteria
In this work, we adopt the more stringent maximum probability of error to measure the reliability of communication.

Definition 1 (Probabilities of error). When transmitting x(m, k), a decoding error occurs if there exists another codeword
x(m’, k) having a higher value q"™(x(m/, k),y). The corresponding probability of error P, (m, k) is

Peyy(m, k) = IP’WY%; (Hm’ #m:q"(x(m',k),Y) > q"(x(m, k), Y)) (6)

The maximal probability of error of the code C, which is maximized over all the message-key pairs (m,k) € M x K, is
defined as P™a(C) £ MmaXye M, kek Perr(m, k).

err

As is common in the covert communication literature, we measure the covertness with respect to the warden via a KL

divergence metric. To be specific, when the transmission status A = 1 (i.e., communication is taking place), the output
distribution at the warden’s side is denoted by
An A ®n n
Qi(z) 2 IMII Z > Wik(zlx(m, k), Vze Z". (7)
meM kek

Note that Qc is the distribution induced by the code C and channel W x. When the transmission status A = 0, the output
distribution at the warden’s side is Q$", since the channel 1nput is always the innocent symbol ‘0’. As shown in Deﬁmtlon I
below, we require the KL divergence between Qc and Q to be bounded from above by a covertness parameter 6 > 0.



Definition 2 (Covertness). The code is said to be J-covert if its output distribution @g satisfies D (@g”@égm) <.

Remark 2. In addition to the KL divergence metric, another widely used covertness metric is the variational distance metric [1]],
[10], [13[]-[15]. Both of the two metrics impose stringent constraints on the warden’s estimator, and require that the best
estimator should not outperform random guessing by too much. Besides, other metrics, such as the probability of missed
detection for fixed probability of false alarm [10], have also been studied in the literature. Although this work focuses on the
KL divergence metric, our results can also be extended to other metrics.

D. Covert mismatch capacity

Prior works on covert communication have already shown that, due to the stringent covertness constraint, one can only
transmit ©(y/n) bits reliably and covertly over n channel uses (i.e., the square-root law). Thus, it is natural to define the rate to
be the logarithm of the message size | M| normalized by /n (rather than n in non-covert communication). Below, we present
the definitions of the achievable rate pair and covert mismatch capacity.

Definition 3. For the given decoding metric q and covertness parameter 6 > 0, a rate pair (R, Ry ) is said to be (q, d)-achievable
if there exists a sequence of codes with increasing blocklength n such that

1 1
liminf 22 M S g limsup 22 < g (8)
n— 00 \/ﬁ s 00 n
lim D (Q2IQ§™) <6, lim PE(C) = 0. ©)

The covert mismatch capacity Cq s is defined as the supremum of R over all (q, §)-achievable rate pairs.

IV. MAIN RESULTS

This section comprises the main results of this work. In Subsections and we respectively present a lower bound
and an upper bound on the covert mismatch capacity Cq 5. While these bounds do not match in general, Subsection shows
that they do match when the channel W4 is a binary-input binary-output channel, and thus we have an exact characterization
of the covert mismatch capacity. In Subsection we provide numerical evaluations of our bounds when the channel Wy x
is a binary-input ternary-output channel. In Subsection [[V-E] we introduce the problem of covert communication with zero
undetected error, in which the capacity can be characterized based on our bounds derived for mismatched decoding.

Before introducing the results, we first define the weight parameter ts as

. 2
N G@il0) {10

whose operational meaning is that the average Hamming weight of codewords in any é-covert code should not exceed t5+/n(1+
0(1)). Note that the weight parameter ¢5 is an increasing function of the covertness parameter ¢, and a decreasing function
of x2(Q1]|Qo). This makes intuitive sense because the average Hamming weight is allowed to be larger if the covertness
constraint is less stringent, or the warden’s observed output distributions )¢ and J; become closer to each other.

A. Lower bound

Theorem [I| below presents a single-letter lower bound on the covert mismatch capacity Cq 5.

Theorem 1 (Lower bound). For the given decoding metric q, any covertness parameter § > 0, and any pair of BDMCs

(WY\Xa Wz\x), we define
. aLy)] o ey
Rys =ts (21;% Epl{log 40, 7) log Ep, 2077 ) (a0

The rate pair (R, 5, Rx) is achievable for any Ry > max {0, t5-D(Q1]|Qo) — Rqs} - Thus, the covert mismatch capacity
qu5 > Bq 5

The proof of Theorem [I]is presented in Section [V} Some remarks on Theorem [I] are in order.
1) When particularizing the decoding metric q to the channel law Wy x (i.e., q(0,0) = Py(0), q(0,1) = Py(1), q(1,0) =
P1(0), and q(1,1) = Py(1)), it can be shown that s = 1 maximizes the right-hand side (RHS) of (TI)) and thus

Rys =ts-Ep, [log(P1(Y)/Po(Y))] = t5 - D(Py| Py). (12)

Recall that the covert capacity for covert communication [6], [7] is also Cs5 = ts - D(Py||Py). This means that our lower
bound is optimal under the matched case (i.e., the case when the decoding metric matches the channel law).



2) While the form of qu5 in (TI) looks like the GMI rate [58]], [59] (compared to the LM rate [2[|-[3]]) in the mismatched
decoding literatureﬂ R, is actually more similar to the LM rate since its derivation relies on a special sub-class of
constant composition codebooks—the PPM codebook. As we shall see in Subsection . when the output alphabet )
is binary, R, ;5 possesses the same property as the LM rate, i.e., it equals either the covert capac1ty or Zero.

3) The ch01ce of Ry in Theorem [I] ensures that the size of the Whole codebook is at least exp{tsD(Q1]|Qo)v/n}, which,
from a channel resolvability perspective, is the necessary condition for driving ID)(Qc Q™) to be less than 6.

B. Upper bound

In the following, we first introduce the definition of maximal joint conditional distribution (adapted from [12| Definition
1]), and then present a single-letter upper bound on the covert mismatch capacity Cg s.

Definition 4 (Maximal joint conditional distribution). For each pair (y,3) € Y x ), we define

Sq(y,9) = {xe)(‘x—arzgen;(ax zg’z;} (13)

A joint conditional distribution Py € P(¥ x Y|X) is called a maximal joint conditional distribution if Py, <, glz) =0

for all (y,9) € Y x Y and = ¢ Sq(y,3). The set of maximal joint conditional distribution is defined as

Mumax(q) = { vyix € POV X V|X) : Pyg s maxnnal} (14)

Theorem 2 (Upper bound). For the given decoding metric q, any covertness parameter 6 > 0, and any pair of BDMCs
(Waix, Wyix ), we define

qugét5'|‘ min

}D)(PA P ) , 15
Py € Mas (@) Py | x =W Y\X:l” P1x=0 ] (15)

and the covert mismatch capacity Cq5 < Rq.s.

The proof of Theorem [2] is presented in Section From Theorems [T] and [2} it is clear that the covert mismatch capacity
satisfies R, 5 < Cq5 < Rq,6. Also note that the covert capacity is a trivial upper bound on the covert mismatch capacity, i.e.,
Cq,56 < Cs, since in the standard covert communication problem, the decoder can be chosen arbitrarily and thus the capacity
can only be higher. Indeed, the upper bound Rq s is in general better than the trivial upper bound Cs. This is because the set
M nax(q) contains a joint conditional distribution P YP|x whose marginal distributions Py |x = ?| x = Wyx, implying

Rq,é <ts 'D(Py|x 1” YV|X= 0) ts - D(Pr[|Py) = Cs. (16)

As a result, the covert mismatch capacity satisfies R, 5 < Cq 5 < Rq,(g < GCs.

C. Covert mismatch capacity for binary-input binary-output channels

When the channel W x between the sender and receiver is a binary-input binary-output channel (ie., X =Y = {0,1}),
Theorem (3| below states that the lower bound R, 5 and upper bound Rq s coincide, and thus we have an exact characterization
of the covert mismatch capacity. Theorem [3] I also shows a dichotomy of C, s—it equals either the covert capacity Cs or zero.
Note that the output alphabet Z at the warden’s side is not necessarily binary.

Theorem 3. Let X = Y = {0, 1}, and without loss of generality we assume the channel Wy x satisfies Py(0) + P1(1) >
Po(1) + P1(0).
1) When q(0,0)q(1,1) > q(0,1)q(1,0), the covert mismatch capacity is Cq5 = R, 5 = Ra.s = ts - D(P1||Py), which also
equals the covert capacity Cs.

2) When q(0,0)q(1,1) < q(0,1)q(1,0), we have Cq s =R, 5 = Rqs = 0.

Theore is proved by evaluating R, 5 and Rqﬁ for the binary-input binary-output setting, and the details can be found in
Appendix [Al In the classical mismatched decoding problem (without covertness constraints), it is also known that the mismatch
capacity exhibits a dichotomy (i.e., equals either the channel capacity or zero) for binary-input binary-output channels [2]]. Thus,
Theorem [3] can be viewed as a counterpart of the aforementioned classical result under the covert communication framework.

SWe refer the readers to [9, Section 2.3] for a comprehensive survey of the GMI and LM rates in the mismatched decoding problem. Roughly speaking,
the GMI rate is derived using an i.i.d. codebook, while the LM rate is derived using a constant composition codebook. The LM rate is in general larger than
the GMI rate.
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Fig. 1: Plots of the lower bound, upper bound, and covert capacity for the binary-input ternary-output setting in Example 1

D. Numerical evaluations of the lower and upper bounds when |Y| = 3

When the cardinality of the output alphabet || > 3, the lower and upper bound do not match in general. In the following,
we provide numerical evaluations of R, 5 and Rq s for a binary-input ternary-output setting.

Example 1 (Binary-Input Ternary-Output). We set the covertness parameter 6 = 0.1, and the channels and decoding metric q
to be

0.6 0.2 0.2}7 _{u 11 0.8 0.1 0.1]’ a7

WYP(_{O.Z 0.2 0.6 11 3} and WZX_[O.2 0.3 05

where v € R is a variable. In Fig. , we plot the lower bound R, s, upper bound qug, and covert capacity Cs as u increases
from 0 to 10. As expected, the lower bound achieves maximum (and also achieves the covert capacity) when v = 3, which
corresponds to the matched case where the decoding metric q is proportional to the channel law W x. Besides, we note that

when u < 1, the upper bound Iflq,g is strictly better than the trivial upper bound Cs.

E. Covert communication with zero undetected error

In this subsection, we consider the problem of covert communication with zero undetected error. We say an undetected
error occurs if the decoder outputs an incorrect message, and an erasure occurs if the decoder chooses to declare an error.
Since undetected errors are often more harmful, it is of interest to investigate the highest rate at which the undetected error
can be exactly zero and the probability of erasure vanishes as the blocklength grows. This problem is referred to as the zero
undetected error problem or the erasures-only problem. It has been noticed [2]] that the erasures-only problem is a special case
of the mismatched decoding problem with decoding metric

q(z,y) = .
fa if WY\X (y|33) = 07

where £ € (0,1) can be chosen arbitrarily. With this decoding metric, the decoder chooses a codeword x if it is the only
codeword satisfying q"(x,y) = 1 (or equivalently, Wﬁ;(y\x) > 0), and declares an error if there are multiple codewords
satisfying q"(x,y) = 1. Since the correct codeword x always satisfies Wfl’; (y|x) > 0, an undetected error would never occur,
and the probability of error in this specific mismatched decoding problem is exactly the probability of erasures. Thus, we
define the covert erasures-only capacity C((SCO) as the covert mismatched capacity when q is particularized to the erasures-only
metric in (I8).

For any BDMC Wy |x, we define the set D as a collection of symbols y € ) that can only be induced by the innocent
symbol X =0, i.e., D 2 {y € V: Py(y) >0, P;(y) = 0}. Also note that the set {y € Y : Pi(y) > 0, Py(y) = 0} is empty,
since the channel Wy x satisfies the absolute continuity assumption P; < Fp.

(18)

Theorem 4. For any covertness parameter § > 0 and any pair of BDMCs (Wyx, Wy x ), the covert erasures-only capacity

eo 1

Theorem []is proved by evaluating the lower and upper bounds for the covert mismatched capacity when particularizing the
decoding metric to (I8), and the details are deferred to Appendix [B] To the best of our knowledge, a computable expression



of erasures-only capacity for standard (non-covert) communication over a BDMC is not known. In contrast, we show that
for covert communication over BDMCs (with the aforementioned absolute continuity assumption), the covert erasures-only
capacity can be precisely characterized by a single-letter expression.

V. PROOF OF THEOREME](LOWER BOUND)

We first introduce our code design and provide a short proof sketch, and defer the detailed analyses to Subsections [V-Al
Let the sizes of the message set and key set to be
log | M
e | Ry —m, and (20)
log |[M| + log |K|
vn

where 71,12 € (0,1) can be made arbitrarily small. Note that no shared key is needed if Rys—m > tsD (Q1]|Qo) + 12
(corresponding to the scenario when the channel W x is sufficiently noisy).

For each message-key pair (m, k) € M x K, we generate a codeword x(m, k) € X™ independently according to the so-called
PPM distribution P;é’l (to be described in Subsection below). The code C contains all the codewords {x,,  } for m € M
and k € K. For every k' € K, the corresponding sub-code Cjs contains all the codewords {x(m, k') }mear indexed by &', and

=max {R, 5 — 11, tsD (Q1]|Qo) + m2} . Q1)

its average probability of error Pe(rarvg) (C) and maximal probability of error Pe(;?ax) (Ck) are respectively given by
1
Pve) () = ™ > Pax(m, k), (22)
meM
Pmax)(c, ) = Peor(m, k). 23
e (Ck) = max Pere(m, k) (23)

Also note that P29 (C) = maxpex P2 (Cy).

Proof Sketch: While the ultimate goal is to show that lim,,_, Pe(rnr‘ax) (C) = 0 (i.e., the maximal probabilities of error of
all sub-codes are vanishing), we instead choose to analyze the average probability of error of each sub-code as our first step,
by using a modified random coding union (RCU) bound. The details are provided in Subsection [V-B]

Based on a random coding argument, in Subsection we show the existence of a code C = {Cj }rex such that

1) The average probabilities of error Pérarvg) (Cy) of all sub-codes are vanishing.

2) Every subset of the codebookﬂ Z C C with cardinality |Z| = n~!|C| satisfies the “resolvability” property—its induced
output distribution (i.e., the distribution induced by the uniformly distributed codewords in Z and the channel Wx) is
close to the distribution Py L (which, to be defined in (26), is induced by the PPM distribution P;é’l and channel Wy x).

The second property is critical for our expurgation argument described below, since it ensures that every subset of the code C
satisfies the desired “resolvability” property (which is the key for achieving covertness).

We then construct a new code C = {Cy }xex from the original code C = {Cy }xex, by expurgating n~1!| M| of the codewords
that have the higllest probabilities of error from each of the sub-code {Cy}rcic. We show in Subsection that the new
expurgated code C has the following desired properties:

1) The maximal probabilitig\s of error Pe(rrf a:() (@) of all sub-code @ are vanishing; R
2) The output distribution Q7% induced by C satisfies the covertness constraint, i.e., ]D)(QgHQ%B") < 4;

3) The message size of each sub-code @ is almost as large as that of Cy, i.e.,

lim inf log |5k| = lim inf log |Ci| = lim inf log | M| = —-n
n— o0 \/ﬁ n—00 \/E N300 \/ﬁ q,5 1,

where 171 > 0 can be made arbitrarily small.

(24)

Remark 3. It is worth noting that applying the expurgation technique makes the proof of covertness challenging. This is
because although it is relatively standard to prove that the output distribution of the original code C satisfies the covertness
constraint (e.g., through a channel resolvability argument), it is more challenging to do so for the expurgated code C since
its output distribution differs from that of the original code C (due to the expurgation process). To solve this issue, we use
a recently developed result in [10] showing that for every subset of the original code C with a fixed cardinality, its output
distribution satisfies the covertness constraint (as shown in Lemma [2] below). This eventually implies that the expurgated code
C satisfies the covertness constraint.

OWith a slight abuse of notation, we use C to denote both the code and the codebook.



A. Pulse position modulation (PPM)

We now formally introduced the PPM distribution P;’l used in our code design. Let the Hamming weight of each codeword
(26—n—1/3)n
x2(Q1]/Qo)

such that w £ [n/l| and r £ n — wl. We use x € X,y € Y*,z € Z“ to denote vectors of length w. Let

in the codebook be | £ { J, and note that lim,,_,~ [/ts1/n = 1. We also define (w, s) as non-negative integers

x\X .
0, otherwise,

P (x) 2 {1/w7 if wtg(x) =1,

be the distribution on X such that Pg(x) is non-zero if and only if x has Hamming weight one. For each length-n vector
x and each i € [1 : ], we define x(¥) £ xéﬁnw 41 as the length-w subsequence that comprises consecutive elements from

T(;i—1)w+1 10 Ty Thus, x can be represented as x = [X(l), X x

, Thy41], where 27}, | is of length r. The PPM distribution
is defined as

l
PEl(x éH Py (x™) - 1 {wtg(zl, 1) =0} . (25)

That is, we require each generated vector x to contain exactly [ ones; in particular, each of the first [ intervals [1 : w], [w+1 :
2wl, ..., [(I — 1I)w + 1 : lw] contains a single one, and the last interval [wl + 1 : n] contains all zeros. The PPM output
distribution P, induced by P;é’l and the channel W x, takes the form

Ppl(z) 2 Y PRI oWa(a]x). (26)

xeXxn

B. Analysis of the average probability of error

We first consider the expected average probability of error (over the codebook generation) for each sub-code Cj, where
k € K. By applying a modified RCU bound that is adapted to the decoding metric g, one can show that for every C,

B(Pe) =B [P U (@K, ¥) > 6" (X(m). ¥} X, Y @)
m’eM\m
< fmin {1,000 - ) x P ("R, ¥) > q”(X,Y>‘X, v)}] (8)
- T"(X,Y) '
<E|[min<l, M| xE || ————= X, Y (29)
i 100 5 | (£6E5)
| "(X,Y) ’
<P |log M| +1logE | [ T2 11X, Y| > log A| + A (30)
_ g M|+ log an(x,Y) g
for any s > 0 and A > 0, where (X,Y,X) ~ Py "x) - Wﬁ)’(b( |x) - P;l(i) Note that
X,Y)
—logE l( EX Y > ’X Y] (€2))
n,l j~ q l(X7Y) )5
=—logy PYR) (L 32
52T )<qn<x,Y> (32)
: w HL 19" (x © X(i))s'qnfwl('f?ulﬂayﬂlﬂ)s
- IOgZ HPK( 1 {WtH wl+1 o O} (@) (1)ys n—wl n n s (33)
% \i=1 H@ 19% (XY, Y")s - q (le+17le+1)
%@ Y( )) qn- M( Yn. )°
= —log prErnI == L | 1 {wtg(Z";,,) =0 Suwil Zwit (34)
H; X X( ) Y( )) 5%1 { b } qn wz(X1ul+1’}/;ul+1)
( ) Y( )) qnfwl(onfwl yn )
= log )  PY —log P witl] (35)
; ; X X® v )) qn- wl(le-s-lele)



The second term in (35) always equals zero since X, ., = 0"~w! with probability one (due to the property of the PPM
distribution P;é’l). Thus, it suffices to focus on the first [ terms

Lg% y@)ys
Sis —logy P2 x.Y")

—_—= = (36)
() qv (X(z) ) X(l))s

Lemma 1. There exist two constants B and B such that B < S; < B (i.e., S; is bounded), and the expectation of S; satisfies

, q(L,Y)*\ q(1,Y)*\  Co

for some constant Cy > 0.

We prove Lemma in Appendix [C| Note that E(.S;) is finite since the decoding metric q is only allowed to take on positive
values. By applying Hoeffding’s inequality and choosing A = exp(—n'/4), one can bound the first term in (30) from above as

l 1 -
S, -1/3 1/4
Plzsiglog/\/ﬂlog)\]IP Z%fflfxﬁz(si)g 1/1+257iW*1 E(Sl—)—m;/ﬁ+n7 (38)
=1

< 2exp (~O(Von -n(m)?)) (39)

where 7(n;) — 0 as 11 — 0. Therefore, for each sub-code C, the expected average probability of error satisfies
E (Péfrvg) (C’k)> < 2exp (—(9(\/ on - 77(771)2)) + exp(—nt/*) < 2exp(—nt/*) (40)

for sufficiently large n.

C. Analysis of the randomly generated code C

We first introduce a result showing that, with a positive probability, the randomly generated code C simultaneously satisfies
the two properties mentioned in the beginning of this section.

Lemma 2 (Adapted from Lemma 4 in [10]). For every A1, A2,y > 0, we have that if

22102

JEICERy
log? (ks

— Hy(M) ) 41

1
1—=>expq —|M]|
n

where Hy(-) is the binary entropy function, then with a positive probability, the following two events occur simultaneously:
o Event &,: For every sub-codes {Cy}rex, the average probabilities of error satisfies

P@v8)(C}) < 2nexp(—nt/4). (42)

o Event E: For every subset of the codebook T C M x K with cardinality |Z| = A\ |M||K
Q%, which takes the form Q%}(z) = \%I 2 (mk)eT Wz(%;(z|xm,k), satisfies

®n
_ 1 Wy (ZIX) exp(7)
D(”P”’l>§10 14+ ———— | X Pponigpen [ log —————— —_—
Wil ° [Py i B\ TRy z) A [MIK]
The proof of Lemma [2] is adapted from that for [10, Lemma 4] with appropriate modifications, and the details are provided
in Appendix [D] In the following, we evaluate (#T) and @3) by setting \; = 1 —n~!%, Ay = n~%, and v = log(]M||K|/n?).
First note that [Py ™™ > (min{[Qo]™", [Q1]™"})", and the RHS of satisfies

, its induced output distribution

+ Ao (43)

20102

Toa? (Alwufcuzw)
& (ipgminge

exp { —|M| — Hy(\) < exp{ — M- (C’ln*w — Con~Mlog n) } (44)

for some constants Cy,Cy > 0. Therefore, the condition in {I)) holds for sufficiently large n, and there must exist a code
C = {Ck }rex, with each |C| = |M], satisfying @2) and (43)) simultaneously.
We next evaluate @]} According to [10, Lemma 7], we have

Wy (Z[X) [y = ID(Q1| Qo))
<10g P (2) M)Sexp{_ o) “

< exp {_ [ty/nD(Q1]|Qo) + U;?(fk)g—j;;gn — ID(Q1]|Qo)]? } 7 (46)

Poni,on
Py WZ\X




where (6] is due to the choices of y and | M||K|. For sufficiently large n, the first term in the RHS of @3) satisfies

Wik (Z|X)
Z Z
1 [tv/nD(Q1|Qo) + 12/ — 4log n — ID(Q1]|Qo)]?
S |:(77, + 1) IOg min{[QO]min’ [Ql]min}:| X exp { l- (1og w)2 } (48)
< exp (—C3v/n) (49)

for some constant C3 > 0. Thus, for every subset of the codebook |Z| C M x K with cardinality Z = (1 —n~"")|M||K], its
induced output distribution Q% satisfies

expllog(MIKI/Y) 4,
(—nmmE] T = e

D (Q21P5") < exp (~Cav/m) +

D. Analysis of the expurgated code C

As described in the beginning of this section, we construct a new code C= {@} rek based on the original code C = {Cj }rex
that satisfies (@2) and (@3), by expurgating n~ | M| codewords that have the highest probabilities of error from each of the
sub-code {Ci }rexc. Since PS8 () < 2nexp(—nl/4) for every k € K, by Markov’s inequality we have that

~ 1
Pmax) () < i 2n exp(—n'/*) = 2n'? exp(—n'/*) (51)
for every k € K. This implies that
. (max) (A _ 1 (max) (7 | _
g Fer ™ (0) = Jimg e P (6 =0 2

Since the new code C is a subset of the original code C and satisfies |C| = (1 — n~1)|M||K], its induced output distribution
& satisfies (50), i.e., D (Q%HP&”) < 3n~%. Following the analysis in |11, Lemmas 4 and 5], one can further show that the
choice of [ implies

1
D (PplQF") <6 —3nY/3,  and (53)

Therefore, the KL. divergence between @’Cl and Q?" can be bounded from above as

~ n An || pn n n AN n Pml Z
D (QzllQs") =D (Qalrg') +D (Ppl1Q5") + X (@@ — Pp'(2) ) log Qg,f(z)) <. (55)
z 0
where the last inequality is valid for sufficiently large n. Finally, we note that
log |Cy log |C 1
timinf P8I _ i g 10810 i g logIMI (56)

n— o0 \/ﬁ n— oo \/7’7, n— oo \/7’7, Bq,5 -

and the proof is completed by taking 1; — 0.

VI. PROOF OF THEOREM 2] (UPPER BOUND)

Similar to the definition of the maximal joint conditional distributions in Definition 4 below we introduce the definition of
the maximal joint conditional type.

Definition 5 (Maximal joint conditional type). A joint conditional type TY?I s called a maximal joint conditional type if
TY}A,lX(y@\x) =0, forall (y,9) €Y xY and x & Sq(y, 7). (57)

Suppose there exists a d-covert code C containing |KC| sub-codes {Cy }rex of size | M|, where q,6 + o for some

log\\ﬁ/\/l\ - R
o > 0. Since the code C satisfies the covertness constraint D(@’CLHQ(‘?") < 4, by [[10, Eqn. (234)] we know that there exists a
subset of codewords D C C and a vanishing sequence =, such that
K t
7|MH | and (ii) maxw 1 (x)
n xeD n

(i) D] =

< (1 + )t (58)



For each sub-code C;, we define CP = C; ND as the intersection between C; and the subset D. By the Pigeonhole principle,
there must exist a subset CP such that |CP| > |M|/n and max,cop Wty (x) < (1 + v, )tsy/n. By applying the Pigeonhole
principle again to CP, one can obtain a constant composition code C¢¢ C CP such that

M| th

We denote the type of the codewords in C¢¢ by P, i.e., T = P° for all x € C¢. Note that P\ (¢;) > P{2™) (cee) by
the definition of maximum probability of error, thus it suffices to show that Pe(rr? ax) (Ct€) is bounded away from zero.
If the weight parameter ¢/, of codewords in C{¢ satisfies ¢, € 0(@), then there must exist two identical codewords

x,x' € C{¢ (since the size of the type class (t, ’\L/E) is even smaller than the number of codewords in C{¢), thus Pe, (CS°)
), which is

equivalent to saying that lim sup,, 1/?% > 0. This implies that there exists a subsequence of blocklengths {ns}%2, such

that ¢7, logny > € for some ¢ > 0. By passing to a subsequence (as above) if necessary, we can assume that ¢, logn is a

convergent sequence and its limit is greater than zero. In the following, we also abbreviate ¢/, as ¢’ for notational convenience.
We denote the set of conditional types V' € Vpe:(Y|X) that are close to the channel Wi x as

(i) €] =

must be bounded away from zero. Therefore, in the following, we only consider the scenario in which ¢/, ¢ O(loén

A _ 1
Ve 2 {v € Ve (DIX) 1 ¥y € Y. V(1) = Puly)] < [PI™n /%, |V (y]0) = Po(y)| < [Rol™ i”} (60)

and recall that Py = Wy | x—g and Py = Wy |x—;.

l[PO]min

Lemma 3. For any codeword x € C§¢, with probability at least 1 — 2n™3

<, , Bob’s received sequence Y satisfies
Ty|x € Vpee.

Lemma [3] can be proved via standard concentration inequalities, and we defer the detailed proof to Appendix [E] We

now consider the joint conditional distribution P; that minimizes (135]), and note that its marginal distributions must

. * * s * *
satisfy Pg | < Py, since D(P}A,IXZIHP{/
V' € Vpee (Y| X) that are close to P}i,‘x as

Y|X
X= 0) would be infinite otherwise. We denote the set of conditional types

= . Pyl VP2 + Y

[Po]"|Y|VIogn | 2|V + (2] }

(61)

V(310) - Py (510)] < 2 .

Lemma [] below shows that regardless of the conditional type V' € ¥pcc that Bob’s received sequence Y falls into, there
always exists a maximal joint conditional type VY}A’I  such that its marginal conditional types Vy|x =V and Vf,‘ « € Vpee,

thus VY?|X is also close to PY}?‘X.
Lemma 4. For any conditional type V' € Vpee satisfying that V'(y|z) = 0 if Wy x (y|z) = 0, there exists a maximal joint
conditional type VY?I  such that its marginal conditional types Vy| x =V’ and VVI € Vpee.

Proof. See Appendix [F| O

Next, we present a key lemma (Lemma [5) stating that if the size of constant composition code C; were too large (as

quantified in (62)), then there would exist a codeword x(m) having a non-vanishing probability of error (under the decoding

metric q), thus Pg? ax) (Cfc) would be non-vanishing. Lemma |5 can be viewed as a strengthened version of [12, Theorem 3],

which was developed by Kangarshahi and Guillén i Fabregas for the classical mismatched decoding problem.
Lemma 5. If the constant composition code C;¢ satisfies that for some integer a > 2, for all x € Tpee and all Ve %:cc,
T

cee| - V- > a?, (62)
[Vpee| - [ Tpeep|

where PV is the marginal output type induced by P and V, then there exists a codeword x(m) € C° such that
2

a+1’

Proof. See Appendix O

P (J\? £ m|M = m, Ty x(m) € “//Pw) >1— (63)



Roughly speaking, the term |7,..¢| /|75 (x)] in (62)) corresponds to the mutual information of the conditional type V € Vpee,
thus one can interpret (62) as the condition that the rate exceeds the mutual information. We remark that the key difference
between Lemma E] and [12] Theorem 3] lies in the condition (62), where [12} Theorem 3] instead requires that

minf/e“ﬁpcc |71 (x)| )

G5 - > a”. (64)
’ (maxvevfpm ‘TP“VD

~

Pecec

In standard (non-covert) communication, the effect of the minimization and maximization over = Ypee is essentially
negligible, thus maxg 5 |[Tpeci|/ ming 7 . [T (x)| can approximately be interpreted as the mutual information of any

conditional type Ve ¥pec. However, due to the stringent constraint on the Hamming weight of x in covert communication, the
two quantities |75 (x)| and | 7p..| have the same first-order term and only differ in the second-order terms. This further implies
that the effect of the minimization and maximization over V € ”/7pcc is not negligible, and in fact, the constant composition
code C{° does not satisfy (64) for any a > 2. To overcome this challenge, we provide a strengthened result in Lemma [5} where
the condition (62) is more relaxed compared to the condition (64) in [12, Theorem 3]. R

Next, we show that the constant composition code C;¢ satisfies Lemma [5| for a = exp((o/4)n). For V € Vpee, we denote
its output types corresponding to X = 0 and X = 1 respectively as % and 171, thus one can show that for any x € Tpee,

t/ = t/ =
175 (0)] > (0 + 1)K exp {n ( (T + (1 - ﬁ> H(%)) } . and (65)
(AP '\
|TPCC‘7| < exp {nH (\/ﬁvl + (1 - \/ﬁ> Vo) } . (66)
By Taylor expansions and some simple algebras (as detailed in Appendix [H), one can show that
t/ - t/ . t/ - tl - t/ PN C4 . (t/)Q
H | —=V, 1-— W] —-——HW)—-|1—-— ) HW) < —=D(W||V —_— 67
<\/ﬁl+( ﬁ>o) \/ﬁ(ﬁ( \/ﬁ)(o)_\/ﬁ(ﬂ’o)-&- - (67)
for some constant Cy > 0. Since each Ve “I/pcc is close to P}?\X we show in Appendix [I| that there exists a vanishing
sequence L, such that
(V1||V0) < D( vix 1 1F5x = 0) Tt (68)
Thus, by combining (63)-(68) and noting that [#pec| < (n + 1)I*11¥], we have
cee| Ty (x)]
[Vpec| - | Tpeep |
M| « "2 —2|X||Y|
s VA B (Rl a) ] 0P}

= e (VR + o)~ OV [B (P o) + ] - o 02} D

2 oxp (VA 1D (B3 1P o) o] — (e [B (P2 ) o ] - a0} D
(71)

> exp{(c/2)v/n}, (72)

for sufficiently large n. Thus, the constant composition code CS¢ satisfies Lemma |5| for @ = exp((o/4)n), and there exists a
codeword x(m) such that

— 2
IP’(M M = m, Tyt 7/cc)>1f— 73
7l ™ Lylx(m) € - exp((o/4)n) +1 (73)

Finally, the maximum probability of error plmax (CCC) can be bounded from below as
PE0(C°) 2 B(M # m|M = m) (74)
> P (M\ £ m|M = m, Ty jx(m) € "ﬁpw) P (Tyix(m) € Voee|M = m) (75)

2 1 min

>(1- ———————— 1 —2n~ 5] 76
—( exp((a/4)n)—|—1> x (1- 2078, (76)

which tends to one as n tends to infinity. This completes the proof of the upper bound.



APPENDIX A
PROOF OF THEOREM [3]

To simplify the expression of the achievable rate R, 5, we first define f(s )2 Ep, [log qEO Y; ] log Epo[qgévggj, and note
that R, 5 = ts - (sup,s( f(s)). The derivative of f(s) is

df(s) ( q(0,0)q(1, 1)) 1
= IOg X 1—Py (0 0.0)%q(1.1)° _PI(O) . (77)
a(0, a(L,0) L+ TRy S0 e

a) When q(0,0)q(1,1) > q(0,1)q(1,0): One can check that the derivative
df(s)

- =0, when 0<s < sg, log Po(0)Pi(1)

df(s) _ _ _ 98 RMPi(0)

.- =0, when s= s, where s = Tog A0 (78)
d’:l(ss) <0, when s> s, 98 q(0,1)a(1,0)

Note that sy is non-negative since the numerator log % > 0 when the assumption Py(0) + Pi(1) > Py(1) + P1(0)

holds. Thus, f(s) achieves its maximum when s = s, and

Rys =ts- f(s0) =ts D(P1||Fy). (79)

Next, we analyze the upper bound Rg s in Theoreml By noting that Sq(0,0) = S4(1,1) = {0,1}, S4(0,1) = {1}, S4(1,0) =
{0}, one can verify that the set of distributions {P, vvix € Muax(q) : Py|x = Wy x} can be characterized by

Pygx(00[1) = P1(0) =72 Pyg x(011) =ry
PYYIX(10|1) =0 PY?|X(11|1) = Pi(1)

for r1 € [0, Py(0)] and ro € [0, P;(0)]. Thus, the marginal distribution Py, x takes the form

PY?|X(OO|O) = Py(0) YY‘X(01|O) =0
Py x(100) =1 Pyg (11]0) = Ry(1) =7

P0(0)+7"1 Po(l)—’l“l
PY|X |:P1(0) — T Pl(l) +re|’ (80)
in which the rows represent X and the columns represent Y. Note that
Pl(O)—’f‘ P(l)—|—7’2
D(Py Ps = (P1(0) —rg)log —— + (A1 (1 log ———— 81
( y\leH Y|X:0) (P1(0) = rz)log Po(0) + 11 + (P1(1) +7r2) log Po(1) — 8D
= D(Bern(P;(0) — r2)||Bern(FPo(0) + r1)) (82)
> D(Py||Fy), (83)

where ([82) holds since Py(1) +r2 = 1 — (P1(0) — r2) and Py(1) —r1 = 1 — (Py(0) + r1), and (83) can be verified by
calculating partial derivatives with respect to r; and ro. The equality in (83) is achieved when r; = ro = 0. Thus, the upper
bound Ry s = t5 - D(P1| Py).

b) When q(0,0)q(1,1) < q(0,1)q(1,0): The second term in (77) is at least Py(0)— Py (0) for all s > 0, and Py(0)— P;(0)
is non-negative when the assumption Py(0) + P;(1) > Py(1) + P;(0) holds. Thus, %(SS) <0 for all s >0, and

Rys=1ts-f(0)=0. (84)

Next, we examine the upper bound R s. By noting that Sq(0,0) = Sq(1,1) = {0,1}, Sq(0,1) = {0}, S4(1,0) = {1}, one
can check that the set {PY?I x € Muax(q) : Py|x = Wy x } can be characterized by

Pygx(00[0) = Po(0) =1 Pyypx(010) =1

PY}?|X(1O|O) =0 nyf\x(ll‘o) = PR(1)

for r; € [0, Pp(0)] and ro € [0, P1(1)]. We then have

Py g (00[1) = P1(0) Py g (01]1) =0

and
PY};‘X(IO\I) =1y PY};‘X(H\I) =P (1) —rg

Py = [PO(O) - Po(l)+ 7"1] ’ (85)

P1(0)+T2 Pl(l)—’l“g

where rows represent X and columns represent Y. Note that the assumption Py(0)+ P (1) > Po( ) + P;1(0) implies Py(0) >
P1(0), Pi(1) > Py(1), and Py(0) — P1(0) = Py (1) + Po(1). Thus, it is valid to set r; = rp = 20720 = AWZR) iy
which case the two rows in (83) are identical, yielding ]D)(PY‘ e |1P VX = o) = 0. Therefore, the upper bound Ry s = 0.




c¢) When q(0,0)q(1,1) = q(0,1)q(1,0): Tt is clear that L(S) = 0 for all s > 0, thus R, 5 = t5 - f(0) = 0. To
examine the upper bound R, s, we first note that Sq(0,0) = S, (1 1) = 854(0,1) = S4(1,0) = {0,1}, and thus the set
{Pyyx € Mmax(q) : Py|x = Wyx} can be characterlzed by
Py5x(00]0) = Py(0) — 71 YY‘X(01|O) =r d Py x(00[1) = P1(0) — 75 YY‘X(Ol\l) =7}
Py g x(10]0) =1} Py x(11]0) = Po(1) — 7} Py x(10[1) =1y Py x(11]1) = Pi(1) =2
for 1 € [0, R(0)], 74 € [0, Po(1)],75 € [0, P1(0)),r2 € [0,P1(1)]. Setting 7y = ry = D@ RO OB g
ry =ry =0 yields D(Py y_, || X — o) = 0. Therefore, the upper bound Ry 5 = 0.
APPENDIX B
PROOF OF THEOREM [4]
To evaluate the lower bound R, 5, we substitute the decoding metric in (I8) to the expression in (TI), yielding that
1,4)° 1,4)°
Rys =ts- (sup 3 Pit)log 5205 — 1o 3 Ao 452 (56)
s>0 yEV\D q\v,y yey qlY,y
=t5 -(bup—log{Po(y\D —|—ZPO f}) (87)
5>0
yeD
= ts-log (1/P(Y\ D)), (88)

where (87) holds since q(1,y) = q(0,y) = 1 for every y € Y \ D, and q(1,y) = £ and q(0,y) = 1 for every y € D. This
means that the rate 5 - log (1/Py(Y \ D)) is achievable.

Next, we evaluate the upper bound Ifiq s in (T3). Based on the decoding metric in (T8), one can characterize the sets Sq(y, 9)
for different pairs (y, ) € Y x ) as follows:

o« If y¢ D and gy € D, then Sq(y,§) = {0} and Sq(9,v) = {1}

o If both y ¢ D and § ¢ D, then Sq(y, ) = {0,1};

o If both y € D and § € D, then Sq(y,y) = {0,1}.

Given these sets Sq(y, §), one can check that any joint conditional distribution PYY|  belonging to the set

{Pyy|x € Mmax(a) : Pyjx = Wox} (89)
also satisfies the following two properties:
Z vix=1(9) =1 and Z VIx= o(9) < B(Y\ D). (90
JeEV\D JeEV\D

Thus, for any joint conditional distribution PYY| + belonging to the set in (89), we have

P?\X:1@)
]D)(Py|X 1” Y|ixX= 0) :y;y VIX= 1 logm (C2))
Py x_1(9)
= Z v 1x =1 logpylxilm (92)
JEV\D Y[X=0
Py _o(#)
= 9)log 5————— 93)
yeg\D il Py ix-1(9)
" P}A’\X:O(A)
>—log > P ‘leﬁ (94)
JEV\D |[X=1
> log(1/Po(Y\ D)), (95)

where (©2) follows from the first property stated in (90), inequality (94) follows from Jensen’s inequality, and inequality (93]

is due to the second property stated in (90). Moreover, one can check that the following joint conditional distribution P}’/Y| e

whose non-zero entries are given by
F ific y* D;{P’ “10) = P, } ,{P’A 1) = P } : 96
or a specific y* ¢ vox Wy710) = Fo(y) VeD vox Wy D) = Pi(y) VD (96)

For a specific y' € D : {P;?‘X(yy”O) = Po(y)}yeD, o7



also belongs to the set in (§9), and this distribution satisfies
( o 1x=1 125 x— o) = log(1/Py(Y \ D)). (98)

Combining (93) and (98), we note that the upper bound R s exactly equals t; - log(1/Py() \ D)), which matches the lower
bound R
22q,0

APPENDIX C
PROOF OF LEMMA[I]

We first prove that the random variable .S; is bounded. By symmetry, one can set X® = ey, where e; is a weight-one
length-w vector with the j-th element being 1. We then rewrite .S; as

S logzw (6J7 ) — 1Og Zqo ) q( 7j,) ’ (99)

= wqe(e, YO w = q(1, Y1) q(0, ¥ )e

where Xgi) ~ P; and Xg-i) ~ Py for 2 < 57 < w (since X(i) = ey). It is clear that for any realization of X(i),

—log {( max a(0,y) > < max a(L, y) >} <S; < —log {( min a(0,9) > ( min a(L,y) )], (100)
v:P1(y)>0 q(1, )% ) \w:Po(y)>0 q(0,7)* y:Pr(y)>0 q(1,4)* ) \w:Po(y)>0 q(0,y)*

which means that S; is bounded since q takes on values on the positive real line.
Next, we calculate the expectation of 5;:

w 149 ej y(z))
B SRl |-lesd L L (o
\X w
k 1y() =1 wq ek: y( ))
~ 149 (ejay(i))s
=3 WEY(yDle —log ) ——= (102)
Z Y\X ler) - ;wq w(eq,y®)s

E(t)

—-> e > R () -loglz (103)

40 o =1 a(l, y(’))s a(0,y")*

w 1 (1)5
ZPI @y 3 pg@wl( (y™)s )10g;2% ;o (104

I
31
—_
o)
crta

where (T02) is due to symmetry. Note that the first term in (T04) equals -, P1(y)log ggé;;s The second term in (T04) can
be bounded using Jensen’s inequality as follows:

w (i)\s
a(L,y5)

PO S S (MRS
0

(O = a0,y
el e E
B o =190,
~ log w;l (zyjpo(y)ggég) . (zyjpl(y)zgég)] (106)
< log <Zy: Po(y) 3L z;> + % (107)

for some constant Cy > 0. Combining (T04) and (I07), we complete the proof of Lemma [T}



APPENDIX D
PROOF OF LEMMA [2]

First, the probability of £ can be bounded from below as

P(&) =P (ﬂ { P8 (C)) < 2nexp(— 1/4)}> (108)
kel
_ [1 _Pp (ng@ () > 2n exp(—nl/‘*))} " (109)

K|
> (1 - 1) , (110)
n

where (]17'(7_9[) holds since the sub-codes are generated independently, and (IT0) follows from Markov’s inequality and the fact
that E(P. Py (C1)) < 2exp(—n'/*). The rest of the proof essentially follows from that of [10, Lemma 4]. As shown in [10,
Eqns.(94)-(100)], the probability of £ can be bounded from below as

20102

P(&)>1— —|M||IK — Hy(\ . 111
( 2) - exXp | H | 10g2 ()\ﬂMIlKHZ”‘) b( 1) ( )
([Pg"]mim)2
Therefore,
P& N&) =1 -P(&) - P(&3) =P(&1) + P(&2) — 1 (112)
|| 2
1 202
> (1 - ) —exp{ —|M|IK| 172 — Hy(\1) ) (113)
n log? (M\MIIIKI_IZ"\)
[Pz min)2
which is positive when the condition in @) holds.
APPENDIX E
PROOF OF LEMMA [3]

Without loss of generality, we consider a specific codeword x € C{¢ such that its type Tx = P, w1 = - = xp s = 1,
and zy g = -+ = o, = 0. For every y € ), the expected value of Z ]l{(acj7 Y;) = (1,y)} is t'v/nPi(y), and by
applying the Chernoff bound we have that for any ¢; > 0,

t'/n
P[0 1@, ) = (L)}~ 1VaP)| > et VaPi(y) | < 2exp {elt VP (y )} (114)
j=1

Setting e; = n~'/8, we obtain that with probability at least 1 — 2exp {—$t/n!/4[P]min},

‘\ztﬁﬂ{ 2;,Y;) = (L)}

| Ty (y[1) — — Pi(y)| < Pu(y)n~ /8 < [P>n 18, (115)

i n

Similarly, for every y € ), the expected value of Z?:t’\/ﬁ+l 1{(z;,Y;) = (0,y)} is (n —t'/n)Py(y), and by applying the
Chernoff bound we have that for any e; > 0,

n

Pl Y 1{@.Y) =019}~ (n—t'Va)R(y)| > ex(n —t'vn)Po(y) szexp{—éezm—tvmpo(y)}. (116)
j=t'v/n+1

min

Setting €5 = /(logn)/n, we obtain that with probability at least 1 — 2n~ 3 [F0]

S i U, Y5) = (0.9} log )
Ty x(y10) — Po ‘ - n—t'\/n —Po(y)| < Poly 5 e, | 257 (117)

Combining (TT3) and (T17), we complete the proof of Lemma 3]




APPENDIX F
PROOF OF LEMMA ]

First, we construct a joint conditional type VY?|  that corresponds to the joint conditional distribution P;?‘ - For every
x € X and y,7 € ), we set Vyglx(y,mx) to be either
pww>agm<mmjor{mw<W%w@@ml s
nPcc( ) nPcc( )

such that 3, YY|X(y7 §|x) = 1. By construction, Vy?\x is a maximal joint conditional type, and every pair (y, ) € Y x Y
satisfies

_ 1
Vs 1) = g (0 10)] < s (119)
Furthermore, if we consider the marginals of VYY| y and P, YY| W have
% < V. jlz)| < W 120
vix (ylz) — Py x (ylz) Z vox (U 917) = Plg i (dlo)| < Spes (120)
Vo i+ (9 P V jlz)| < . 121
Y|X(y|x) ?\X( Z YY|X y,y\x) YY|X(y y|$) = nPCC(x)' ( )

For simplicity we define x,(0) = n_‘?fl\ﬁ + [Po]maxy /182 and k,(1) £ t/D\}/‘E + [Py]™2*n=1/8 Since the conditional type

V' € ¥pee and by noting that P{ilX = Wy x, we have that for all y € ),

[Vyix (ylz) = V' (yla)| < [Vyix (ylz) = Wax (yl2)| + [Wapx (yla) — V' (yl2)| < kn(2). (122)
We now construct another joint conditional type VY?I « as follows:
o For y € Y such that Vy x(ylr) < V'(ylr), we add non-negative real numbers {e(x,y,7)}sey to the elements in
{Vypix (¥, 912) }gey such that Vig)  (y. 9lz) = Vyp x (v, 9]2) + e(2,y.§). We choose {€(z,y,7)}gey in such a way
that (i) 0 < e(x,y,9) < n(@), (i) €(z,y,9) = 0if Vg (y,§la) = 0, and (i) 3o e(2,y,9) = V'(ylz) — Vy x (y]2).
o For y € Y such that Vyx(y|z) > V'(y|x), we add non-positive real numbers {e(x,y,gj)}gey to the elements in
{ YY|X(yv?7|x)}@€y such that Vy¢ (v, g|x) £ VY)?|X(?/737|$) + e(x,y,9). We choose {€(x,y,7)}yecy in such a way
tPat 1) —kn(z) < €e(z,y,9) <0, (i) VYY‘X(y,mg:) +e(z,y,y) > 0 for all § € Y, and (iii) Zy e(x,y,9) = V'(ylx) —
Vy x (yla).
The properties of {e(z,y,§)}yey ensure that (i) VY)A,‘  1s a maximal joint conditional type and (ii) the marginal conditional
type Vy|x satisfies

Vyix (ylz) = Zvyy,x v gle) =V'(ylz), VeeX,yel. (123)

Finally, we examine the other marginal conditional type V?I  as follows:

Ve (@) = P (3l)] < Z\me (4:912) = Py gy (0,912 (124)
< Z\ v 317) = Prg (0 1)] + Y le(,3,9) (125)
Yy
|V
< e - Rale). (126)

where (126) follows from the inequality in (IZI) as well as the fact that |e(x,y, §)| < K, (z). This completes the proof of
Lemma @]

APPENDIX G
PROOF OF LEMMA

We label all the elements in 77pcc by {XA/l, ‘72, e V1 7peel } The first step is to show that there exists a codeword x(m) € C¢©

and a collection of sets B; C Ty, (x(m)) for j € {1,2,..., |%Dcc|} such that
D Bj| = 22 | Ty, (x(m));



2) For all § € B;, the code C{¢ contains a other codewords x'(1),...,x'(a) that have exactly the same conditional type
with X(m), i.e., Ty\x/(l) = =ldyix(a) = Ty\x(m)

We prove the above argument by contradiction. Suppose for every x € Cf°, there is a set Ax C Ty, (x) for some j €

{17 27 ceey |/1/Pcc|} SuCh that

D) [Ax| > L |Tp, (x)

2) Forally € A, there are at most a—1 other codewords x'(1),...,x'(a—1) € C{¢ satistying Ty |x(1) = - - = Ty|x/(a—1) =
Ty ix-

We then partition the constant composition code C° into | #pe. | disjoint subsets C°(j), where C°(j £{xelr: A C TV]( x)}.
For every y € TPLCVJ, one can prove that it is a member of at most a sets {Ax}xeCfC( i that corresponds to codewords in a
single C£(j). This is because if y were belonging to Ay (1) M Ax(2) M- ﬂAx(a_H (where x(1),x(2),...,x(a+1) € CCC( s
then such y would satisfy § € A1) but there are a other codewords x(2),...,x(a + 1) € C° such that T vix() = Tyix(z) =
. = Ty|x(a+1), thus violating the second property that Ay ;) should satisfy. Then for every j € {1,2,. |”f/pcu|} we have
> M=) ) MyeAd= > ) 1eAd<ax|Tpl. (127)

x€CE(7) x€CE(J) VET pee s V€T pecyi XECEE(J)

On the other hand, by the first property of A, we have

1 | Vpee |
SoAd> D - Tos(x)] > Ga X | Tpeeps | (128)
x€eCge(j) x€Cge(j) xecge(j) !
[Zpee][CE°(5)]
= T X a X |Tpeeps]| - (129)
By the Pigeonhole principle, there must exist a C£¢(5') (where j' € {1,2,. |7/pcc|}) such that [CEe(57)| > |Cse|/ |“I/pcc thus
ST A > ax [Tpepy (130)

xecge(j')

Therefore, a contradiction for C{¢(j) arises due to (T127) and (I30). This means that when (62) holds, there must exist a
“bad” codeword x(m) such that for all conditional type V7 € ¥pcc, a large fraction of ¥ sequences in the corresponding type
class cause a type conflict with a other codewords (i.e., there are a codewords x'(1),...,x'(a) satisfying Ty, (1) = --- =
Tyix (@) = Tyix(m))-

The rest of the proof is essentially due to [12]. Now, suppose the aforementioned codeword x(m) is transmitted, and Bob’s
received sequence Y belongs to a conditional type V' € ¥pee (which occurs with high probability). By Lemma [4} one can
find a maximal joint conditional type VY?I « such that its marginal conditional types Vyx =V and V?‘ € Vpee. As noted
in [12]], any pair of sequences (y,y) in the maximal joint conditional type has the following property.

Claim 1 (Lemma 3 of [12]). If (y,y) € TVYY\X( x(m)), and y has a type conflict with another codeword x' € C§<, i.e.,
T T.

yix = Tylx(m) = Vypxo hen 4" (x,y) < a"(x',).

Claim [1] implies that for any y € 7y (x(m)), if one can find a y such that (i) (y,y) € TVYY\X( x(m)), and (ii) y has a
type conflict with a other codewords, then the probability of decoding error when receiving y (under the decoding metric q)
is at least _{7. In fact, [12, Lemma 2] shows that at least 2=1 fraction of sequences y € Ty (x(m)) satisfies the above two
properties 51multaneouslyl Thus, when Bob’s received sequence Y €V for some V € ¥pec, we have

a—l_ 2
a+1 a+1

> (131)

P (]\//_7 £ m|M = m, Tyx(m) = v) >

"Roughly speaking, this is because for the “bad” codeword x(m), most sequences (of fraction “;1) in TV?\X have a type conflict with at least a other

codewords.
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APPENDIX H
PROOF OF EQN. (€7)

By using Taylor expansions, we have

H(;ﬁ%—i— (1— \%) \70> —jﬁH(Vl)— (1—\%> H(Vp)

:_<1—\j,ﬁ>z‘70(y)1og 1—\%+jﬁ“;1$ —\%fol(y)log \;%4—(1—55) f’g; (132)
y 0 y 1
(N0 | P Vi) - Va(y) (t')?
- (1 ﬁ)%:%(y) Vi o) +O< n>

t' 5 Voly) t' Vi(y)

- — Vi log | < — — = 133

Va2 T T ) (39

< jﬁﬂ) (%)) + S0 (134)

for some constant Cy > 0.

APPENDIX I
PROOF OF EQN. (68)

max 2 max 2 o~ o~
For simplicity we define 7} £ EeY kil A ‘ytl,:/rnm and 70 & (Po] \%l Viogn , 21Y| :\23?\. For each V' € ¥pec, we have

77’1/8
- R R
p(Vile) = > i)l 52‘1{; + Y Ti@)log ‘;E@f; (135)
571.5)> %0 () W )< o
Ps (g)1) + 7} Px (g1) + 7}
. n VX n . a VX n
= (P (@11) + 7, ) 1og 37 ECAS (P (@11) — 7 ) log 3 G0y =70
571>V () Yix " @) <%@) Yix "
(136)
Py (@I1) + 7, Py (@11) + 1,
v /e VX n 1 VX n
< P: D1 1 137
< D Py x(91)log 5= — 2+Tnz %8 B —a10) 70 | (137)
gey VX gey PIx
where (136) follows from the definition of ”/7pcc. By applying Taylor expansions, we have
2 W) + 7, = x (@11
log Pi'x o ~ <log PE'X o+ Cs7 4 G (138)
?IX(M ) —Th ?IX(y| )

for some constants C5, Cs > 0. Combining (I37) and (I38), we eventually obtain that there exists a vanishing sequence s,
(depending on 7, and 70) such that

D (‘71”‘70) =D ( ii’IX:IHP;/\X:O) + in- (139)

REFERENCES

[1] B. A. Bash, D. Goeckel, and D. Towsley, “Limits of reliable communication with low probability of detection on AWGN channels,” IEEE J. Sel. Areas
Commun., vol. 31, no. 9, pp. 1921-1930, Sep. 2013.
[2] I. Csiszar and P. Narayan, “Channel capacity for a given decoding metric,” IEEE Trans. Inf. Theory, vol. 41, no. 1, pp. 35-43, 1995.
[3] N. Merhav, G. Kaplan, A. Lapidoth, and S. S. Shitz, “On information rates for mismatched decoders,” IEEE Trans. Inf. Theory, vol. 40, no. 6, pp.
1953-1967, 1994.
[4] I Csiszar and J. Korner, “Graph decomposition: A new key to coding theorems,” IEEE Trans. Inf. Theory, vol. 27, no. 1, pp. 5-12, 1981.
[5] J. Y. N. Hui, “Fundamental issues of multiple accessing,” Ph.D. dissertation, Massachusetts Institute of Technology, 1983.
[6] L. Wang, G. W. Wornell, and L. Zheng, “Fundamental limits of communication with low probability of detection,” IEEE Trans. Inf. Theory, vol. 62,
no. 6, pp. 3493-3503, Jun. 2016.
[71 M. R. Bloch, “Covert communication over noisy channels: A resolvability perspective,” IEEE Trans. Inf. Theory, vol. 62, no. 5, pp. 2334-2354, May
2016.
[8] M. R. Bloch and S. Guha, “Optimal covert communications using pulse-position modulation,” in Proc. IEEE Int. Symp. Inf. Theory (ISIT), Aachen,
Germany, Jun. 2017, pp. 2825-2829.
[9] J. Scarlett, A. G. i Fabregas, A. Somekh-Baruch, and A. Martinez, “Information-theoretic foundations of mismatched decoding,” Foundations and Trends
in Communications and Information Theory, vol. 17, 2020.
[10] M. Tahmasbi and M. R. Bloch, “First-and second-order asymptotics in covert communication,” IEEE Trans. Inf. Theory, vol. 65, no. 4, pp. 2190-2212,
Apr. 2019.



[11]
(12]
[13]
[14]

[15]
[16]

[17]
[18]

[19]
[20]

[21]
[22]
(23]
[24]
[25]
[26]
[27]
[28]
[29]
[30]
[31]
[32]
(33]
[34]
[35]
[36]
(37]
[38]
[39]
[40]
[41]
[42]
[43]
[44]
[45]
[46]
[47]
[48]
[49]
[50]
[51]

[52]
[53]

[54]

[55]
[56]

21

Q. Zhang and V. Y. F. Tan, “Covert identification over binary-input discrete memoryless channels,” IEEE Trans. Inf. Theory, vol. 67, no. 8, pp. 5387-5403,
2021.

E. A. Kangarshahi and A. G. i Fabregas, “A single-letter upper bound to the mismatch capacity,” IEEE Trans. Inf. Theory, vol. 67, no. 4, pp. 2013-2033,
2021.

P. H. Che, M. Bakshi, and S. Jaggi, “Reliable deniable communication: Hiding messages in noise,” in Proc. IEEE Int. Symp. Inf. Theory (ISIT), Istanbul,
Turkey, Jul. 2013, pp. 2945-2949.

P. H. Che, M. Bakshi, C. Chan, and S. Jaggi, “Reliable deniable communication with channel uncertainty,” in Proc. IEEE Inform. Th. Workshop, Hobart,
TAS, Australia, Nov. 2014, pp. 30-34.

——, “Reliable, deniable and hidable communication,” in Proc. Inform. Th. Applic. Workshop, San Diego, CA, USA, Feb. 2014, pp. 1-10.

M. Tahmasbi, M. R. Bloch, and V. Y. F. Tan, “Error exponent for covert communications over discrete memoryless channels,” in Proc. IEEE Inform.
Th. Workshop, Kaohsiung, Taiwan, Nov. 2017, pp. 304-308.

S. Yan, Y. Cong, S. V. Hanly, and X. Zhou, “Gaussian signalling for covert communications,” IEEE Trans. Wirel. Commun., vol. 18, no. 7, pp. 3542-3553,
2019.

K. S. K. Arumugam and M. R. Bloch, “Covert communication over a K-user multiple-access channel,” IEEE Trans. Inf. Theory, vol. 65, no. 11, pp.
7020-7044, Nov. 2019.

——, “Embedding covert information in broadcast communications,” IEEE Trans. Inf. Forensics Secur., vol. 14, no. 10, pp. 2787-2801, Oct. 2019.

V. Y. F. Tan and S.-H. Lee, “Time-division is optimal for covert communication over some broadcast channels,” IEEE Trans. Inf. Forensic Secur., vol. 14,
no. 5, pp. 1377-1389, May. 2019.

D. Kibloft, S. M. Perlaza, and L. Wang, “Embedding covert information on a given broadcast code,” in Proc. IEEE Int. Symp. Inf. Theory (ISIT), Paris,
France, Jul. 2019, pp. 2169-2173.

K.-H. Cho and S.-H. Lee, “Treating interference as noise is optimal for covert communication over interference channels,” IEEE Trans. Inf. Forensic
Secur., vol. 16, pp. 322-332, 2020.

S.-H. Lee, L. Wang, A. Khisti, and G. W. Wornell, “Covert communication with channel-state information at the transmitter,” IEEE Trans. Inf. Forensics
Secur., vol. 13, no. 9, pp. 2310-2319, Sep. 2018.

H. ZivariFard, M. Bloch, and A. Nosratinia, “Keyless covert communication in the presence of non-causal channel state information,” in Proc. IEEE
Inform. Th. Workshop, Visby, Gotland, Sweden, Aug. 2019, pp. 1-5.

T. V. Sobers, B. A. Bash, S. Guha, D. Towsley, and D. Goeckel, “Covert communication in the presence of an uninformed jammer,” IEEE Trans. Wirel.
Commun., vol. 16, no. 9, pp. 6193-6206, 2017.

J. Song, Q. Zhang, S. Kadhe, M. Bakshi, and S. Jaggi, “Stealthy communication over adversarially jammed multipath networks,” IEEE Trans. Commun.,
vol. 68, no. 12, pp. 7473-7484, 2020.

Q. Zhang, M. Bakshi, and S. Jaggi, “Covert communication over adversarially jammed channels,” IEEE Trans. Inf. Theory, vol. 67, no. 9, pp. 6096-6121,
2021.

H. ZivariFard, M. R. Bloch, and A. Nosratinia, “Covert communication via non-causal cribbing from a cooperative jammer,” in Proc. IEEE Int. Symp.
Inf. Theory (ISIT), 2021, pp. 202-207.

M. Tahmasbi, A. Savard, and M. R. Bloch, “Covert capacity of non-coherent rayleigh-fading channels,” IEEE Trans. Inf. Theory, vol. 66, no. 4, pp.
1979-2005, 2019.

M. Zheng, A. Hamilton, and C. Ling, “Covert communications with a full-duplex receiver in non-coherent rayleigh fading,” IEEE Trans. Commun.,
vol. 69, no. 3, pp. 1882-1895, 2020.

J. Hu, S. Yan, X. Zhou, F. Shu, and J. Li, “Covert wireless communications with channel inversion power control in rayleigh fading,” IEEE Trans. Veh.
Technol., vol. 68, no. 12, pp. 12 135-12 149, 2019.

L. Wang, “On gaussian covert communication in continuous time,” EURASIP J. Wirel. Commun. Netw., vol. 2019, no. 1, pp. 1-10, 2019.

——, “Covert communication over the poisson channel,” IEEE J. Sel. Areas Inf. Theory, vol. 2, no. 1, pp. 23-31, 2021.

Q. Zhang, M. R. Bloch, M. Bakshi, and S. Jaggi, “Undetectable radios: Covert communication under spectral mask constraints,” in Proc. IEEE Int.
Symp. Inf. Theory (ISIT), Paris, France, Jul. 2019, pp. 992-996.

B. A. Bash, A. H. Gheorghe, M. Patel, J. L. Habif, D. Goeckel, D. Towsley, and S. Guha, “Quantum-secure covert communication on bosonic channels,”
Nature communications, vol. 6, no. 1, pp. 1-9, 2015.

L. Wang, “Optimal throughput for covert communication over a classical-quantum channel,” in Proc. IEEE Inform. Th. Workshop, 2016, pp. 364-368.
C. N. Gagatsos, M. S. Bullock, and B. A. Bash, “Covert capacity of bosonic channels,” IEEE J. Sel. Areas Inf. Theory, vol. 1, no. 2, pp. 555-567, 2020.
S.-Y. Wang and M. R. Bloch, “Covert MIMO communications under variational distance constraint,” IEEE Trans. Inf. Forensic Secur., vol. 16, pp.
4605-4620, 2021.

K.-H. Cho, S.-H. Lee, and V. Y. Tan, “Throughput scaling of covert communication over wireless adhoc networks,” IEEE Trans. Inf. Theory, vol. 66,
no. 12, pp. 7684-7701, 2020.

H.-S. Im and S.-H. Lee, “Mobility-assisted covert communication over wireless ad hoc networks,” IEEE Trans. Inf. Forensic Secur., vol. 16, pp. 1768-1781,
2020.

Q. Zhang, M. Bakshi, and S. Jaggi, “Covert communication with polynomial computational complexity,” IEEE Trans. Inf. Theory, vol. 66, no. 3, pp.
1354-1384, 2019.

I. A. Kadampot, M. Tahmasbi, and M. R. Bloch, “Multilevel-coded pulse-position modulation for covert communications over binary-input discrete
memoryless channels,” IEEE Trans. Inf. Theory, vol. 66, no. 10, pp. 6001-6023, 2020.

——, “Codes for covert communication over additive white gaussian noise channels,” in Proc. IEEE Int. Symp. Inf. Theory (ISIT), 2019, pp. 977-981.
S.-Y. Wang and M. R. Bloch, “Explicit design of provably covert channel codes,” in Proc. IEEE Int. Symp. Inf. Theory (ISIT), 2021, pp. 190-195.

G. Fréche, M. R. Bloch, and M. Barret, “Polar codes for covert communications over asynchronous discrete memoryless channels,” Entropy, vol. 20,
no. 1, p. 3, 2018.

M. Tahmasbi and M. R. Bloch, “Covert secret key generation with an active warden,” IEEE Trans. Inf. Forensic Secur., vol. 15, pp. 1026-1039, 2019.
R. A. Chou, M. R. Bloch, and A. Yener, “Universal covertness for discrete memoryless sources,” IEEE Trans. Inf. Theory, 2021.

M.-C. Chang and M. R. Bloch, “Covert authentication against a myopic adversary,” in Proc. IEEE Int. Symp. Inf. Theory (ISIT), 2021, pp. 196-201.
X. Zhou, S. Yan, F. Shu, R. Chen, and J. Li, “UAV-enabled covert wireless data collection,” IEEE J. Sel. Areas Commun., 2021.

S. Yan, S. V. Hanly, and I. B. Collings, “Optimal transmit power and flying location for UAV covert wireless communications,” IEEE J. Sel. Areas
Commun., 2021.

X. Zhou, S. Yan, D. W. K. Ng, and R. Schober, “Three-dimensional placement and transmit power design for UAV covert communications,” IEEE Trans.
Veh. Technol., 2021.

A. Lapidoth, “Mismatched decoding and the multiple-access channel,” IEEE Trans. Inf. Theory, vol. 42, no. 5, pp. 1439-1452, 1996.

A. Somekh-Baruch, “On achievable rates and error exponents for channels with mismatched decoding,” IEEE Trans. Inf. Theory, vol. 61, no. 2, pp.
727-740, 2014.

J. Scarlett, A. Martinez, and A. G. i Fabregas, “Multiuser random coding techniques for mismatched decoding,” IEEE Trans. Inf. Theory, vol. 62, no. 7,
pp- 3950-3970, 2016.

A. Somekh-Baruch, “Converse theorems for the DMC with mismatched decoding,” IEEE Trans. Inf. Theory, vol. 64, no. 9, pp. 6196-6207, 2018.
——, “A single-letter upper bound on the mismatch capacity via a multicasting approach,” in Proc. IEEE Inform. Th. Workshop (ITW), 2021.



22

[57] ——, “Robust multicasting and an upper bound on the mismatch capacity of the DMC,” in Proc. IEEE Int. Symp. Inf. Theory (ISIT), 2021, pp. 1130-1135.

[58] G. Kaplan and S. Shamai, “Information rates and error exponents of compound channels with application to antipodal signaling in a fading environment,”
AEU. Archiv fiir Elektronik und Ubertragungstechnik, vol. 47, no. 4, pp. 228-239, 1993.

[59] A. Ganti, A. Lapidoth, and I. E. Telatar, “Mismatched decoding revisited: General alphabets, channels with memory, and the wide-band limit,” /EEE
Trans. Inf. Theory, vol. 46, no. 7, pp. 2315-2328, 2000.



	I Introduction
	I-A Technical challenges and solutions
	I-B Related works
	I-C Outline

	II Preliminaries
	II-A Notation
	II-B Preliminaries on the method of types

	III Problem setting
	III-A Model
	III-B Code and Mismatched decoder
	III-C Reliability and covertness criteria
	III-D Covert mismatch capacity

	IV Main results
	IV-A Lower bound
	IV-B Upper bound
	IV-C Covert mismatch capacity for binary-input binary-output channels
	IV-D Numerical evaluations of the lower and upper bounds when |Y| = 3
	IV-E Covert communication with zero undetected error

	V Proof of Theorem 1 (Lower Bound)
	V-A Pulse position modulation (PPM)
	V-B Analysis of the average probability of error
	V-C Analysis of the randomly generated code C
	V-D Analysis of the expurgated code C"0365C

	VI Proof of Theorem 2 (Upper Bound)
	Appendix A: Proof of Theorem 3
	Appendix B: Proof of Theorem 4
	Appendix C: Proof of Lemma 1
	Appendix D: Proof of Lemma 2
	Appendix E: Proof of Lemma 3
	Appendix F: Proof of Lemma 4
	Appendix G: Proof of Lemma 5
	Appendix H: Proof of Eqn. (67)
	Appendix I: Proof of Eqn. (68)
	References

