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Abstract

We study communication over a Multiple Access Channel (MAC) where users can possibly be adversarial.
The receiver is unaware of the identity of the adversarial users (if any). When all users are non-adversarial,
we want their messages to be decoded reliably. When a user behaves adversarially, we require that the honest
users’ messages be decoded reliably. An adversarial user can mount an attack by sending any input into the
channel rather than following the protocol. It turns out that the 2-user MAC capacity region follows from the
point-to-point Arbitrarily Varying Channel (AVC) capacity. For the 3-user MAC in which at most one user may
be malicious, we characterize the capacity region for deterministic codes and randomized codes (where each user
shares an independent random secret key with the receiver). These results are then generalized for the k-user
MAC where the adversary may control all users in one out of a collection of given subsets.

Introduction

p—

1.1 Motivation and setup

Communication systems such as the wireless Internet-of-Things (IoTs), which consist of devices of varying security
levels connected over a wireless network, pose new security challenges [2,3]. Since, the devices share the same
communication medium, a malicious® device may attempt to cause decoding errors for the honest device(s). This
motivates the present problem. We study the uplink of a communication network in which users may behave
maliciously.

Consider a Multiple Access Channel (MAC) with users who are potentially adversarial. An adversarial user may
not follow the protocol and may choose its channel input maliciously to disrupt the communication of the other
users. The receiver is unaware of whether any of the users is adversarial and the identity of the adversarial user(s)
(if any). We call such a channel a “byzantine-MAC”. If all users are non-adversarial (i.e., honest), we require that
their messages be reliably decoded. However, if some of the users are adversarial, the decoder must correctly recover
the messages of all the other (honest) users. Adversarial users have no side information about the messages of the
honest users. We call this the problem of reliable communication in a byzantine-MAC.

*This work was presented in part at the 2019 IEEE Information Theory Workshop [1].
N. Sangwan and V. M. Prabhakaran were supported by DAE under project no. RTI4001. N. Sangwan was additionally supported by
the TCS Foundation through the TCS Research Scholar Program. The work of M. Bakshi was supported in part by the Research Grants
Council of the Hong Kong Special Administrative Region, China, under Grant GRF 14300617, and in part by the National Science
Foundation under Grant No. CCF-2107526. The work of B. K. Dey was supported by Bharti Centre for Communication in IIT Bombay.
V. M. Prabhakaran was additionally supported by SERB through project MTR,/2020/000308.

We use ‘malicious’ and ‘adversarial’ interchangeably.
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1.2 Related works

The present model is different from other well-studied models involving non-byzantine users and adversaries, both
passive and active. In all such models, the adversary is different from all the legitimate communicating parties and
its identity is known to all parties.

For example, a wiretap channel [4] has a passive eavesdropper who gets a noisy version of the communication
between the sender and the receiver. The goal is to ensure reliable and private (from the eavesdropper) communication
from the sender to the receiver. On the other hand, in Arbitrarily Varying Channels (AVC) [5, 6] the adversary is
active and controls the channel. The adversary can change the channel law for each channel use with the goal of
jamming the communication between the sender and the receiver. Arbitrarily Varying Multiple Access Channels (AV-
MAC) [7-12], which consider a Multiple Access Channel (MAC) where the channel law is controlled by an adversary,
have also been studied. Jahn [8] obtained the randomized coding capacity region where each user has independent
randomness shared with the receiver. He also showed that this region is also the deterministic coding capacity
region under average probability of error whenever the latter has a non-empty interior, a result along the lines of
Ahlswede’s dichotomy for the AVC [13]. Gubner [9] proved necessary conditions (non-symmetrizability conditions)
for the deterministic coding capacity region to be non-empty. Ahlswede and Cai [10] showed that Gubner’s necessary
conditions are also sufficient for the deterministic coding capacity region to have a non-empty interior. More recently,
Pereg and Steinberg [11] obtained the capacity region for the AV-MAC with state constraints. Wiese and Boche [12]
considered the two-user AV-MAC with conferencing encoders. In a recent work, Beemer, Graves, Kliewer, Kosut,
and Yu [7] considered an authentication like model in a two-user AV-MAC, where all states, except one, are treated
as adversarial states. Under adversarial states, the decoder’s output can be a declaration of the presence of an
adversary while also decoding at least one user’s message.

In contrast to these works, the current model has byzantine users, i.e., one of the legitimate users is potentially
adversarial. There are other works on models with byzantine users in the information theory literature, mostly in the
setting of network coding. Byzantine attacks on the nodes and edges of networks have been studied under omniscient
and weaker adversarial models in [14] and [15, 16], respectively. He and Yener [17] considered a Gaussian two-hop
network with an eavesdropping and byzantine adversarial relay where the requirement is decoding the message with
secrecy and byzantine attack detection. La and Anantharam [18] studied the MAC with strategic users modeled as
a cooperative game with the objective of fairly allocating communication rate among the users.

For the byzantine-MAC, in a previous work [19], we looked at a weaker decoding guarantee than the present
model, called authenticated communication. Under this weaker guarantee, the decoder must still reliably recover the
messages when all the users are honest. However, if any user behaves adversarially, the decoder may either output the
correct messages for the honest users or declare an error, i.e., an adversary should not be able to cause an undetected
erroneous output for the honest users. In a similar model of communication with adversary identification [20] in a
byzantine-MAC with two users, a slightly stronger decoding guarantee was considered. Again, reliable decoding was
required when all users are honest. In the presence of a malicious user, the decoder may either output a pair of
messages out of which the message of the honest user is correct, or declare an error together with the identity of the
malicious user. Both these models are different from the present model, where we always require reliable decoding

of the honest users’ messages and the decoder may never declare an error?.

1.3 Two-user byzantine-MAC

For the 2-user byzantine-MAC, consider the problem of reliable communication when any one of the users might be
adversarial (though the decoder does not know a priori which, if any, of the users is adversarial). Clearly, each user
can at least achieve the capacity of the AVC where the other user’s input is treated as the channel state. Further,
it is also easy to see that no higher rate is possible as, for the honest user’s perspective, the other user, when
adversarial, can behave exactly like an adversary in the AVC setup (see Figure 1(a) and (b)). Thus, the capacity
region is the rectangular region defined by the AVC capacities of the two users’ channels (Figure 1(c)), i.e., there is

2Journal versions of [19] and [20] are in preparation. Together with the present paper these constitute our multi-part study of Byzantine
MACs encompassing various decoding requirements.
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Figure 1: Capacity region of a two-user byzantine-MAC is given by the rectangular capacity region obtained by treating the channel from
each user to the receiver as an AVC with the other user’s input as the AVC state sequence.

no trade-off between the rates®. Thus, the simplest non-trivial case is that of a 3-user byzantine-MAC with at most
one adversarial user.

1.4 Three-user byzantine-MAC with at most one adversary

It turns out that all the key ideas can be presented in the relatively simpler setting of a 3-user byzantine-MAC
(Figure 2) with at most one adversarial user. The general results then build on this. For this model, we characterize
the capacity region under randomized coding where each user shares independent secret keys with the decoder, and
deterministic coding with an average probability of error criterion.
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Figure 2: Byzantine-MAC: At most one user may be adversarial. Reliable decoding of the messages of all honest users is required. Clearly,
no decoding guarantees are given for an adversarial user.

3This observation holds true under deterministic coding, stochastic encoding (where the encoders have private randomness), and
randomized coding settings under both maximum and average probabilities of error. A similar observation can be made for a k-user
byzantine-MAC where up to k — 1 users may adversarially collude.



1.4.1 Randomized coding

Consider a three-user byzantine-MAC in which each user shares independent randomness with the decoder which is
unknown to the other users. Notice that similar to the two-user byzantine-MAC where a malicious user could induce
an AVC from the honest user to the receiver, in a three-user byzantine-MAC, a malicious user-i, i € {1,2,3} can
induce a two-user AV-MAC W) from the honest users {1,2,3}\ {i} to the receiver, where the input of the malicious
user is treated as the adversarially chosen state sequence. For instance, if a rate triple (R, R2, R3) is achievable for
the byzantine-MAC, then the rate pair (Ry, Ry) is also be achievable over the two-user AV-MAC W) * We use this
intuition to show the converse of the randomized coding capacity region (Theorem 3). We show the achievability by
using a randomized code (from [8]%) for the two-user AV-MAC W@ i € {1,2,3} and using random hashes for each
message, generated using the independent shared randomness. See Section 3.2.2 for a sketch of achievability and
Section 4.2 for a detailed proof of achievability and converse.

1.4.2 Deterministic coding

For deterministic coding, before discussing the capacity region, let us consider the following question: in which
channels can all users communicate reliably?

In the AVC literature, the channels over which reliable communication is infeasible are called symmetrizable
channels [21,22]. In a symmetrizable AVC, the adversary can mount an attack which introduces a spurious message
that can be confused with the actual message, resulting in a non-vanishing probability of error.

To answer the question, we first recall that a malicious user-i, i € {1,2,3}, in a three-user byzantine-MAC, can
induce a two-user AV-MAC W@ formed by treating user-i’s input as an adversarially chosen state and the inputs
of other two users as the inputs of legitimate users in the two-user AV-MAC. Thus, we inherit the symmetrizability
conditions [9, Definition 3.1-3.3] from the three AV-MAC W) W2 and W), We show that, in addition to the
symmetrizability conditions inherited from the AV-MAC, fully characterizing the feasibility of reliable communication
of a 3-user byzantine-MAC requires three additional symmetrizability conditions (Eq. (8)). Roughly speaking, each
of these conditions reflect whether or not an adversarial user at a node k can attack in a manner that is also consistent
with an adversarial user at a node j # k while resulting in a decoding ambiguity about the remaining user’s message
(see Figure 7). Example 1 (page 14) shows that the new symmetrizability conditions are not redundant given the
symmetrizability conditions inherited from the two-user AV-MAC.

We characterize the deterministic coding capacity region under the average error criterion for most channels.®
There are two different approaches towards showing the achievability for the AVC using deterministic codes. We
show achievability for the 3-user byzantine-MAC using both approaches and show a more general result for k-user
byzantine-MAC using one of them.

First approach. The first approach uses a randomness reduction argument of Ahlswede [13] (and its extension
for AV-MAC by Jahn [8]). He showed that given a randomized code of achievable rate R and block-length n, there
exists another randomized code of achievable rate R which requires only O(logn) bits of randomness. This small
amount of shared randomness can be established using deterministic codes. This shows the surprising fact that
when the deterministic capacity is positive (which is the case for non-symmetrizable channels), it is in fact equal to
the randomized coding capacity. Thus, to show achievability under deterministic codes, it suffices to show that all
non-symmetrizable channels admit positive rates. Ahlswede and Cai in [10] took this route for the achievability proof
of the two-user AV-MAC. For byzantine-MACs, we may follow a similar recipe (in fact, we do this for the general
k-user byzantine-MAC). We show a randomness reduction argument along the lines of Jahn [8] and Ahlswede [13]

4In fact, a stronger necessary condition follows by noting that the encoder of each user must not depend on the knowledge of which
user, if any, is the adversary. Thus, as in compound channels, the same code should work for w® e {1,2,3}. We use this observation
in our converse arguments.

5Note that similar to the current model, in the AV-MAC model of [8], users share independent randomness with the decoder.

60ur characterization for deterministic codes is incomplete for channels in which some, but not all users are symmetrizable (for
an appropriate notion of symmetrizability for a 3-user byzantine-MAC). See remark 1. We only study average probability of error
under deterministic coding since the capacity under maximum probability of error remains open for multiple access channels (even with
non-byzantine users) [23].
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Figure 3: Consider a k-user byzantine-MAC where the set containing users 1 and 2 belongs to the adversary structure. The figure depicts
the case when users 1 and 2 deviate from the protocol under the control of an adversary. Then we require reliable decoding of the
messages of all the honest users, i.e., users 3 to k.

(see Appendix E). With this and the randomized coding scheme discussed above (Section 1.4.1), all that remains
is to show that in a non-symmetrizable byzantine-MAC, all users can transmit at positive rates using deterministic
coding. The main difference from [10] in showing this, is that the code should be able to handle any user behaving
maliciously. Please see Section 5 for details.

Second approach. The second approach is a direct argument based on the method of types which establishes
a deterministic code. The technique does not rely on the achievability of the randomized coding capacity. For
the (point-to-point) AVC, Csiszar and Narayan [22] established the deterministic coding capacity using such an
approach. Their achievability proof is based on a concentration result [22, Lemma Al]. A similar approach for
multi-user channels (e.g. AV-MAC, byzantine-MAC etc.) requires extending this concentration result. We specialize
the concentration result in [24, Theorem 2.1] to obtain just such an extension (Lemma 4 on page 20). This allows
us to directly achieve all rate triples in the capacity region of a non-symmetrizable three-user byzantine-MAC (see
Section 4.1). Our technique can also be used to obtain the deterministic coding capacity region of a two-user AV-
MAC directly. We believe that this technique may have applications in other multi-user deterministic coding settings
for adversarial channels and may be of independent interest.

1.5 k-user byzantine-MAC

In Section 5, we consider a general k-user byzantine-MAC in which an adversary may control all users in any one
of a set of subsets of users, called an adversary structure’ (see Fig. 3). The receiver is unaware which of these
subsets the adversary controls. We provide a general symmetrizability condition for the k-user byzantine-MACs.
On the achievability side, we take the first achievability approach described above (see Section 1.4.2) and show a
randomness reduction argument along the lines of Jahn [8] and Ahlswede [13]. We then show that as long as the given
byzantine-MAC is non-symmetrizable, i.e., none of the symmetrizability conditions hold, the deterministic coding
capacity region has a non-empty interior, in other words, all users can communicate at positive rates. Finally, we
characterize the randomized coding capacity region using the same ideas as that for the three-user case. For the
k-user byzantine-MAC, we do not pursue a direct proof using the second achievability approach described above (in
Section 1.4.2) as it appears to be cumbersome.

"The term ‘adversary structure’ is borrowed from cryptography. An adversary structure is a collection of subsets of users. The
adversary may control all the users in any one of these subsets and use them to mount an attack (see, e.g., [25-27]).



1.6 Summary of contributions

e We introduce the model of reliable communication in a byzantine-MAC, where malicious users may deviate
from the prescribed protocol. The model requires that decoded messages should be correct for the honest users
with high probability.

e We completely characterize the capacity region under both deterministic codes (with an average probability of
error criterion) and randomized codes for any k-user byzantine-MAC.

e We also provide an alternate direct achievability for the 3-user byzantine-MAC, in the spirit of [22], where the
achievability is based on a recent concentration result. This technique can be used to obtain a similar direct
achievability for the 2-user AV-MAC (see Section 1.4.2) and may be of independent interest.

1.7 Outline

The system model and main results for the 3-user byzantine-MAC are given in Section 3 (Page 6). This section also
contains the proof sketches. The main proofs of the results in Section 3 are given in Section 4 (page 18). Others
are deferred to the appendices. Section 5 presents the k-user byzantine-MAC model and gives main results. All the
proofs of theorems in this section are given in the appendices.

2 Notation

Random variables are denoted by capital letters (possibly indexed) like X7, Xo, X3,Y, etc. The corresponding alpha-
bets are denoted by calligraphic letters in the same format, for example, the random variable X; has alphabet A7j.
Its n-product set is denoted by AT*. We use bold faced letters to denote n-length vectors, for example, & denotes
a vector in X and X denotes a random vector taking values in A™. For a random variable X, we denote its
distribution by Px and use the notation X ~ Px to indicate this. For an alphabet X', let P} denote the set of all
empirical distributions of n length strings from X™. For a random variable X ~ Px such that Px € P%, let T% be
the set of all n-length strings with empirical distribution Px. For € A", the statement @ € T'% defines Px as the
empirical distribution of & and a random variable X ~ Px. For a set S, 25 denotes it power set, S¢ denotes its
compliment and int(S) denotes its interior. A uniform distribution on any set S is denoted by Unif(S). For any n,
the set {1,2,...,n} will be denoted by [1 : n]. We will use the acronyms ‘w.h.p.” to mean ‘with high probability’.
For any real number A, we use |A|T to mean A if A > 0. Otherwise, |A|T = 0.

The following notation will be used in Section 5. For any sets S;, ¢ € [1 : k] and for B C [1 : k], Sp denotes the
product set x;epS;. The tuple (s; € S; : 4 € [1 : k]) will be denoted by s, € Spi:k) and when restricted to B, we
write sg € Sp. The notation gg(sg) denotes (g;(s;) : ¢ € B) for function g; defined on S;, ¢ € [1: k.

3 The three user byzantine-MAC with at most one adversary

3.1 System model

Consider the 3-user byzantine-MAC setup shown in Fig. 2. The memoryless channel Wy | x, x, x, has input alphabets
Xy, Xy, X3, and output alphabet ).

Definition 1 (Deterministic code). An (N1, N2, N3,n) deterministic code for the byzantine-MAC Wy x, x,x, con-
sists of the following:

(i) three message sets, M; = {1,...,N;},i=1,2,3,
(ii) three encoders, f;: M; — X, i=1,2,3, and
(iii) a decoder, ¢ : Y™ — M X Ma x Ms.



We define the average probability of error P, as the maximum of average error probabilities under four different
scenarios, one corresponding to all users being honest and three corresponding to exactly one user being adversarial.
Let (Ml, Mg, Mg) = ¢(Yn)

Pe(fla f2, fs, ¢) = maX{Pe,Oa PE,la PE,Qa Pe,3}a
where the terms on the right-hand side are defined below. Note that our notation suppresses their dependence on
the code. P is the average probability of error when none of the users are adversarial,

. 1
Popg® ——— E eo(m1, ma, m3), where
N1N,N;
(m1,ma2,m3)EM1XMazxMs

eo(my, ma, ms) = IEI’((]\21,]\2"2,]\%3) # (m1,me, m3)| X1 = f1(m1), Xo = fa(ma), X3 = f3(m3))-

P.;,i=1,2,3is the average error probability under worst case deterministic attacks when user-¢ is adversarial. P, 1
is as below. P2, P 3 are defined similarly.

1

def

P.1 = max g e1(x1,ma, m3), where
(ma2,m3)EMax M3

e1(x1, ma, m3) = ]P)((M%MS) # (mz,mg)’)ﬁ =x1, Xo = fa(m2), X3 = f3(m3))- (1)
We emphasize that

a) the decoder is unaware of whether any of the users is adversarial and the identity of the adversarial user (if
any).

b) the adversary knows the encoders and the decoder, but is unaware of the messages transmitted by the other

(non-adversarial) users®.

Note that it is sufficient to define P, ; under deterministic attacks by the adversarial user. To see this, consider
the setting where user-1 is adversarial. Then, under any randomized attack X; ~ @ for any distribution @ on A7,

Eq N21N3 Z P((MQ,MB) # (mz,ms)‘)ﬁ =X, X5 = fo(ma), X3 = fg(mg))‘|
= ml;\ﬁnQ(ml)Nst m;BP((Mz,J\A&) # (mz,mg)’Xl =x1, Xy = fo(ms), X3 = fg(mg))
< Y. Q@i)Pe

xT1EX]

= Le,1- (2)

In other words, the probability of error is maximized when the adversarial user selects a deterministic attack vector
(that depends only on the channel and the deterministic code used). We also note that

Pe,OSPe,1+Pe,2+Pe,3- (3)

This is because

1

Peo =N NN, > ]P((MlaMzJ%) # (m1,ma,m3)| X1 = fi(ma), Xo = fa(ma), X3 = f3(m3))

mi1,Mm2,Mms3

8Recall that at most one user is adversarial.
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A > P({(MlaMz) # (m1,ma)} U {(Mz, My) # (m2,ma)} U{(M, Ms) # (m1,mas)}

miy,Mm2,Ms3

‘X1 = fi(m1), Xo = fo(ma), X3 = f3(m3))

1

_m {P({ (M, My) # (m1,m2)}’X1 = fi(m1), X2 = fa(mz), X3 = f3(m3))

miy,m2,m3

+P({ My, Ms) (m27m3)}’X1 = film1), Xo = fa(m2), X3 = f3(m3))

+IP’({ My, Ms) (m1,m3)}’X1 = f1(m1), Xo = fo(ma), X3 = f3(m3))}

§P€71+P€,2+P€73'

Definition 2 (Achievable rate triple and the deterministic coding capacity region). We say a rate triple (R1, Ra, R3)

is achievable if there is a sequence of (|27 |, |27R2 |, |2nBs | n) codes (f{™, 3™, £, ¢(™) for n = 1,2, ... such that
limy, 5 00 Pe( 1("), D fgn) qﬁ(")) — 0. The deterministic coding capacity region Rdeterministic 1S the closure of the set

of all achievable rate triples.

Definition 3 (Randomized code). An (N1, N2, N3,n) randomized code for the byzantine-MAC Wy |x, x, x, consists
of the following:

(i) three message sets, M; ={1,...,N;},i=1,2,3,

(ii) three independent randomized encoders, F; : M; — X where F; ~ Pp, takes values in F; C {g : M; —
A}, i=1,2,3 and

(ii) a decoder, ¢ : Y™ X Fy X Fa X F3 = My x My x M3 where
oy, F1, Fo, F3) = (¢1(y, F1, F2, F3), p2(y, F1, Fo, F3), ¢3(y, F1, F2, F3)) for some functions ¢; : Y™ x F1 x Fa x
F3— M, i=1,2,3.

In other words, a randomized code consists of independent random encoding maps Fi, Fs, F3 and a decoder ¢
(which takes F, Fy, F3 also as inputs), 4.e., the encoders randomize independently of each other and their random-
ization is available to the decoder. This is similar to the randomized code of Jahn [8] for 2-user AV-MACs. Notice
that the decoder is a randomized decoder since the decoding function ¢ takes the random encoding maps Fi, Fs, F3
as inputs’. We emphasize that each byzantine user is unaware of the encoding maps of the other users. We also
assume that the (byzantine) user-i samples its encoder F; which is then made available to the decoder. Notice that
the decoder ¢ is a function which maps the channel output as well as the random encoding maps to the decoded
messages. This allows the adversarial user to adversarially choose its encoding map (in addition to its channel input)
as part of its attack and thus attempt to influence the decoding. This means that an adversarial user ¢ may choose
x; € X as input to the channel and any f; € F; as the encoding map. This is shown in Fig. 4a. We denote the
randomized coding capacity region by Riandom- We also consider another adversarial model, called the weak adversary.
An adversary is a weak adversary if it does not have access to its own random encoding map when choosing its input
vector, that is, the random encoding map F; is sampled according to P, and the adversarial input to the channel
x; is chosen independent of F; (see Fig. 4b)!Y. We denote the corresponding randomized coding capacity region

9 Any additional private randomness at the decoder can be subsumed as part of the randomness shared with each encoder in a slightly
more general definition of randomized code (i.e., a slight generalization of Definition 3) for which our converse in Section 4.2 continues
to hold. In this generalization, the users first sample (Fj, B;);i¢ = 1,2,3 where B; are uniform bit strings, independent of F;. Now, any
additional private randomness at the decoder may be thought of as a bit string D which is XOR of B;, B2 and Bs. Even, when one of
the users, say user i, maliciously chooses B;, note that D remains uniform and unknown to user 3.

10An intermediate model is the one where the adversary knows the random encoding map but does not have control over it. That
is, for a malicious user i, F; ~ Pp, and the input to the channel x; can be chosen as a function of F;. In the proof of Theorem 3, the
achievability is proved for the default adversary (who is stronger) while the converse is proved for the weak adversary. Hence, the capacity
region for this intermediate model is the same as in Theorem 3.



by R;’fﬁé‘om. We show converse for the weak adversary. Clearly, Riandom C R;’fﬁé‘om. Thus, a converse bound on
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Figure 4: A figure depicting various adversary models for randomized coding when user-1 is malicious.

Analogous to the deterministic case, the average probability of error Pr2d is defined as
P;and (PFlangaPF3;¢) def rnax{ rand Prand Prand Prand

where

rand def 1 rand
P = NNaN, E ey (m1, ma, ms), where

mi,m2,Mms3
eroand(ml,mg,mg) = ]P)(d)(yn,Fl,FQ,Fg) 7é (ml,mg,mg) X1 = Fl(TTLl),XQ = Fg(mg),Xg = Fg(mg))

The probability is over independent F; ~ Pr,, ¢ = 1,2,3 and the randomness in the channel. Prand is as below,

Prand Prand are defined similarly.

1
prand & max Z e (x1, ma, ms3), where 4
el T EX™, f1eF N2N3 fl( ’ ’ ), ( )

e (@1, mg, m3) = P((¢2(YaflaF25F3)a¢3(YaflaF23F3)) # (m2,m3)| X1 = x1, Xo = Fp(ms), X3 = F3(m3))-

The probability is over independent F; ~ Pp,, ¢ = 2,3 and the channel. Restricting the attacks to deterministic
attacks is without loss of generality along the lines of (2). We define achievable rate triples and and capacity region
for randomized codes in a similar manner as the deterministic case'.

Definition 4 (Achievable rate triple and randomized coding capacity regions). We say a rate triple (R, R, R3) is
achievable, if there is a sequence of (|27 ] [27F2] |27B3 | n) codes {F(") F(" n) , @™ }ee | such that

lim,, oo Prand(PFl(n) , PFQ(") , PFS(n) , (b(”)) — 0. The randomized coding capacity Tegwn Rrandom 1s the closure of the set
of all achievable rate triples.

The probability of error P8¢ and the capacity region Rﬁ‘fﬁé‘om for randomized codes with a weak adversary are

defined by replacing Peri.“d with PeV,Vie"‘k, i=1,2,3 in the definition of P**(Pg,, Pr,, Pr,, ¢), where

o 1
Pwe“k = max . eveak(xy, mg, ms), (5)
xT1EX N2N3

m2,ms3
where e (21, ma, m3) = P((¢2(Y5F15F25F3)a¢3(YaF13F23F3)) # (ma2, m3)
X1 = (1]‘1,X2 = F2(m2>,X3 = Fg(mg))

The probability is over independent F; ~ Pr,, i = 1,2,3 and the channel. ngak and ngak are defined similarly.

1 Along the lines of [28, Problem 12.6 (b)], one can show that for randomized codes, the capacity region will remain unchanged for
maximum and average probabilities of error criteria. Hence we only consider the average error criterion here.



3.2 Main results
3.2.1 Deterministic coding capacity region

We first present our results for the three user byzantine-MAC with at most one adversary under deterministic coding.
Analogous to the notion of symmetrizability [10,22] in the AVC and AV-MAC literature, we give conditions under
which at least one user cannot communicate with positive rate.

T2 WeYy T ?ﬁ )
T3 J T3 Ji
(a) (b)

Figure 5: We say Wy |x, x,x, is X2 x A3-symmetrizable by X1 if, for each (z2,Z2,x3,%3), the conditional output distributions in the
two cases above are the same. Thus, the receiver is unable to tell whether users 2 and 3 are sending (z2,x3) or (Z2,Z3).

ro — |
T3 4‘

x2 WYy

iE;

z3

Figure 6: We say Wy | x, x,x, 18 A3| Xo-symmetrizable by X if, for each (z2,x3,&3), the conditional output distributions in the two
cases above are the same. The receiver is unable to tell whether user-3 is sending x3 or Z3.

1

T3

x2

LE
[

8 8
[

€3
Figure 7: We say Wy | x, x, x, is A3-symmetrizable by X} /Xy if, for each (%1, x2,23,Z3), the conditional output distributions in the two

cases above are the same. The receiver is unable to tell whether user-3 is sending z3 (and user-1 being malicious) or user-3 is sending Z3
(and user-2 being malicious).

3.2.1.1 Symmetrizability conditions

Definition 5. Let (i, j, k) be some permutation of (1,2, 3). We define three symmetrizability conditions for Wy x, x, x,
(See Fig. 5-7).

1. We say that Wy |x, x,x, is Xj x Xg-symmetrizable by X; if for some distribution q(z;|z;, zx)

> a(wilzy, 3) Wy x, x, x, Wl @5, k)

T

= Zq(iz|z]7xk)WY\X1Xij (y|i'“ i]vjk%

Ty

Vaj,z;eX;, o dp € Xy, ye V. (6)

10



2. We say that Wy |x, x,x, is &|Xj-symmetrizable by X; if for some distribution q(z;|xy)

> a(@il @) Wy x, x, x, (y|2i, 2, )

T

= Z q(@i|zi) Wy | x,x; x, (Y| %3, 25, Tne),

Zq

V.Tj S Xj, T, T € X, Yy € V. (7)

3. We say that Wy |x, x,x, is Xg-symmetrizable by X;/X; if for some pair of distributions q(z;|Z;,#x) and
)~
q(Zj|zj, x1)

Z (x| Zi, T) Wy x, x; x,, (Y| @i, 25, k)

Zq

= Z q/(j_]|f1/'], xk)WY|X1X]Xk (y|'i'la 'i']a jk)7

T

V1 €A, ijXj, T, T € X, yey. (8)

We say that user-k is symmetrizable if any of the above three symmetrizability conditions (6)-(8) holds for some
distinct 4,5 € {1,2,3} \ {k}.We say that the channel is not symmetrizable if user-k is not symmetrizable for every
k € {1,2,3}. In Section 5.3, we generalize the symmetrizability conditions to more than three users and provide a
unified way of looking at them.

The first two symmetrizability conditions arise from the possibility that the decoder cannot tell apart different
messages of honest user(s) when a particular user behaves adversarially. These symmetrizability conditions are thus
inherited from those for the AV-MAC model. Specifically, symmetrizability conditions for the two-user AV-MAC
with X; as the state and X;, X; as the inputs are also symmetrizability conditions for our problem. Thus, the
first two conditions (6)-(7) (Figures 5 and 6) follow from two-user AV-MAC symmetrizability conditions given by
Gubner [9]. Notice that (6) involves a distribution ¢(z;|z;, zx) whereas (7) involves g(z;|x). The third condition
(8)(Figure 7) is new (see Section 3.2.1.5) and arises from the byzantine nature of the users in this problem. In a
byzantine-MAC, the decoder may not be able to tell apart two messages since while one message is explained by the
possibility of another user (say j) behaving adversarially, the other message may be explained by the possibility of a
third user (say k) behaving adversarially. We discuss the implications of the third condition in Section 3.2.1.2 where
we argue that a symmetrizable user cannot communicate reliably using deterministic codes.

3.2.1.2 Symmetrizability implies non-feasibility of communication. Suppose that (8) holds for (i, j, k) =
(1,2, 3). Thus, user-3 is symmetrizable. In the following, we show that user-3 cannot communicate reliably at positive
rates. For fixed vectors (&1, 2, x3, Z3), Eq. (8) with (4,4, k) = (1,2, 3) implies that the output is same under the
following two cases:

(i) User 1 sends X7 ~ ¢"(.|#1,&3), i.e., a vector distributed as the output of the memoryless channel ¢ on input
(Z1,Z3) (see Figure 7 which depicts single use of the channel), user-2 and user-3 send x5 and x5 respectively,
and

(ii) User 2 sends X3 ~ (¢')"(.|z2, z3), and user-1 and user-3 send &; and &3 respectively.

Hence, for a given (M, My, M3,n) code (fi, fa, f3,¢) and independent M; ~ Unif(My), M2 ~ Unif(Ma),
My ~ Unif(M3) and M3 ~ Unif(M3), the output distributions are identical in the following two cases:

(i) User 1 sends X1 ~ ¢"(.|f1(My), fs(Ms3)), user-2 and user-3 send fo(Mz) and f3(M3) respectively, and
(ii) User 2 sends Xo ~ (¢)" (.| fo(M2), f3(Ms)), and user-1 and user-3 send fi(M;) and f3(Ms) respectively.

11



Thus, the receiver is unable to tell apart the two possibilities, ¢.e., whether user-1 is malicious with user-3 sending
Ms or user-2 is malicious with user-3 sending Ms. We can argue along the similar lines to show that the symmetrized
user(s) in (6) or (7) cannot communicate reliably. On the other hand, we can show that when no user is symmetrizable,
we can work at positive rates. This brings us to our main result.

3.2.1.3 Deterministic capacity region. Let R be the set of all rate triples (R;, Ra, R3) such that for some
p(u)p(x1|u)p(ra]u)p(zs|u), the following conditions hold for all permutations (i, j, k) of (1,2, 3):

R; < (Ini|n)I(Xi;Y|Xj,U), and (9)
q(zk|u

Ri+R; < (Hlifl)I(Xi,Xj;YW)a (10)
q(zk|u

where the mutual information terms above are evaluated using the joint distribution p(u)p(z;|u)p(z;lu)g(x|w)
Wy x, X, x5 (Y21, w2, 23). Here, U is an auxiliary random variable distributed over some alphabet ¢/ with U] < 6.
The bound on the cardinality of & can be shown using the convex cover method [29, Appendix C].

Theorem 1. Rycterministic = R if Wy |x, x,x, is not symmetrizable. Furthermore, int(Rdcterministic) 7 @ only if
Wy |x,x,x, 18 not symmetrizable.

Remark 1. As argued, we prove the converse part of Theorem 1 by showing that if user-k is symmetrizable, then
any achievable rate triple (R1, R, R3) must be such that Ry = 0. Our capacity region characterization does not
cover the case where some (but not all) users are symmetrizable. In this case, by Theorem 3 (which shows that
Rrandom = R), R restricted to rates of non-symmetrizable users is clearly an outer bound on Rgecterministic- 1t 18
tempting to conjecture that these regions are equal. A similar result for the two-user AV-MAC was recently studied
by Pereg and Steinberg [11] for the case where the users can privately randomize.

3.2.1.4 Overview of the proof of Theorem 1. The detailed proof of Theorem 1 is given in Section 4.1. Here,
we describe the main ideas behind the achievability. The codebooks used in the achievability are obtained by a
random coding argument (see Lemma 4). We will briefly describe the decoder here and also point out its connection
to the non-symmetrizability of the channel. A high-level proof-idea is also given in the flowchart in Figure 12.

f2(m5) X, J2(mz2) Xo I
Falmy) X] E*El o f§<m§> X3 E*E 1

fa(mz2) Xo WhrYy f2(my) X5 WPeYy

fa(ms) Xs fa(my) X3

(a) XéXé — X1 — X2X3Y Markov chain holds approximately. (b) XoX3 — X{ — XéXéY Markov chain holds approximately.

Figure 8: The subfigure (a) above describes the decoding condition 2a. The quantities in blue describe it operationally while the random
variables describe the single-letter joint distribution. Non-symmetrizability implies that, for (@1, ], fa(mz2), f2(m}), fs(ms), f3(m}),y) €
% both (a) and (b) cannot hold simultaneously (see Fig 5).

X1X| Xa X4 X3X4Y"

Upon receiving the channel output, the decoder works by separately collecting potential candidates for each user’s
input message and subjecting them to further checks. Finally, we will show that there will be at most one potential
candidate for each user (see Lemma 2) which the decoder outputs. In the following, we describe these steps for
decoding user-3’s message. Similar procedures are also employed for user-1 and user-2’s decoding.

Let C;, i = 1, 2, 3 denote the codebook of user-i. Given a received vector y € V", we say that the message m3 € M3
of user-3 is a “candidate” with an “explanation” (x1,x2) € (AT x C2) U (C1 x X3) if the tuple (z1,x2, f3(ms),y) is
jointly typical with respect to a joint distribution that corresponds to independent channel inputs and the channel
output following the channel conditional distribution given the inputs. The choice of the set of explanations is
motivated by the fact that at most one user can be malicious. Note that, in general, a candidate message may have
multiple explanations.
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fa(my) X3 X1 x fa(ms) X3 Xy )

fa(me) Xo —— | W > Y y fa(me) Xo —— W = Y y
fa(mz) Xs J .ff&(”’q’;) Xé
(a) X:/,) — X1 — X2X3Y Markov chain holds approximately. (b) X3 — X1 — XQX:/,)Y Markov chain holds approximately.

Figure 9: The subfigure (a) above describes the decoding condition 2b. The quantities in blue describe it operationally while the
random variables describe the single-letter joint distribution. Non-symmetrizability implies that, for (a1, 2], f2(m2), f3(ms), f3(m}),y) €

T;1X{ Xa X5 XLV both (a) and (b) cannot hold simultaneously (see Fig 6).

fi(m)) X,
fz(mi) Xi :@le 1 fi(m}) X1 —L
fo(ma) Xo

f2 ks
fa(ma2) Xz WprYy fa(ms) Xs :ET, WYy
fa(ms) X3 ‘/'3(771:;) X;
(a) X] X} — X1 — X2X3Y Markov chain holds approximately. (b) X2X3 — X}, — X{X,Y Markov chain holds approximately.

Figure 10: The subfigure (a) above describes the decoding condition 2c. The quantities in blue describe it operationally while the random
variables describe the single-letter joint distribution. Non-symmetrizability implies that, for (@1, f1(m}), fa(ma), x}, fs(m3), f3(m}),y) €

T;1X{X2X§X3X§Y’ both (a) and (b) cannot hold simultaneously (see Fig 7).

1. The decoder first forms a list of all candidate messages of user-3 along with their explanations.

2. The list of such candidate messages is then pruned by only keeping those messages that “account” for every other
candidate message in the sense described below. Suppose that the candidate message ms has an explanation
of the form (x1, fo(m2)) for some x; € X" and my € My. Similar procedures are followed if the explanation
for mg is of the form (fi(m1),z2) by interchanging the roles of user-1 and user-2 below. Let m% be another
candidate message. We say that mg accounts for mj if one of the following three conditions is satisfied.

(a) mj has an explanation (], f2(m})) for some m} # mg, such that the collection

(1, fa(m2), f2(mb), fs(ms), f3(m}), y) may be interpreted as typical instances drawn from a distribution
Px, x,x5x;x;y that specifies that XX}, and X2 X3Y are (roughly) conditionally independent given Xj.
The condition 2a may be interpreted as follows: @1, fa(m2), and f3(ms) as inputs to the channel are a
more plausible explanation of the channel output than the alternative input (f2(m5), fs(mj)), which is
part of (adversarial) user-1’s attack strategy (see Fig 5a and Fig. 8a). It can be shown that for a non-
symmetrizable channel, an analogue of Fig. 5b (see Fig. 8b), which (roughly) corresponds to the Markov
chain X9 X35 — X7 — X, XY, cannot simultaneously hold (also see proof of Lemma 2).

(b) m4% has an explanation (x}, f2(mz)) such that the collection (@1, f2(ms), f3(ms), f3(m}),y) may be inter-
preted as typical instances drawn from a distribution Py, x, x, X5y that specifies that X} and XoX3Y are
(roughly) conditionally independent given X; (see Fig. 9).

(¢) mj has an explanation (f1(m}), z4) such that the collection (z1, f1(m}), fo(mz2), fs(ms), f3(m}),y) may
be interpreted as typical instances drawn from a distribution Px, x;x,x;x;y that specifies that X 1X4% and
X2X3Y are (roughly) conditionally independent given X; (see Fig. 10).

See the decoder definition below for a complete description, which accounts for all candidates. Items (a) and (b)
in the decoder definition are similar to the decoding conditions in [10] where user-i is the adversary and x; is the
state. Item (c) is associated with our new non-symmetrizability criterion (see Fig. 7) and handles the situation in
which an adversarial user tries to make another user appear adversarial while pretending to act honestly.
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Decoder: Let n > 0. For a received vector y € Y™, the decoder outputs ¢(y) = (mq1,ma, ms) € My x Ma x M3

ify e D,(ﬁz N D,(,%Z N D,(sz where D,(T?i, 1 =1,2,3 is defined as below.
Yy < D,(S’g if there exists some permutation (i, ) of (1,2), m; € M, x; € A", and random variables X;, X;, X5 with

(i, fj(m;), f3(ms), y) € T%, x, x,y and D(Px,x,x,v|[Px, X Px; X Px, x W) <1 such that the following hold:

(a) Disambiguating (mj,m3) from (m’,m3): For every (m},mj3) € M; x Mz, m; # m;, my # ma, x;, € A7,

and random variables X[, X7, X3 such that (x;, @, fj(m;), f;(m}), f3(ma), f3(m3),y) € T;iXQXjX;nggY and
D(PX£X§X;Y||PX{ X PX§ x Pxr % W) <n, we require that I(X;X3Y; X} X3|X;) <.

(b) Disambiguating ms from mj: For every mjs € Ms, mb # mg, x; € X, and random variables X/, X3 such that
(a:i, .’13;, fj(mj), fg(mg), fg(mé),y) S T;ngXngXéY and D(PX;X]X{,,YHPX; X PXj X PXé X W) < n, we require

(c) Disambiguating (m;, mg) from (m;, m4): If there exist (m;, ms) € M; x Mg, ms # ms, ¢; € X", and random

7 b
variables X/, X7, X3 such that (i, fi(mi), fj(m;), @, f3(ms), f3(m3),y) € T)?ingjX]fX;:.XéY and

D(PXQX]’.XLQYHPX{ X PXj X Pxé X W) <mn, we require that I(XJXQ,Y,X;X:HXZ) <.

The decoding sets Dfﬁz and Dgz are defined similarly. If y ¢ D%Z ﬂDgZ ﬂDgg for all (my, ma, m3) € My X Max Mas,
the decoder outputs (1,1,1).
Note that the decoder is not well defined if y € D,%Z N D,(,%Z N D,(f{g and y € Dfi,) N Dfi? N ij,) for (mq, ma, ms) #
1 2 3
(mf, mb, m}). This is ruled out by the following lemma (proved in Appendix A) which guarantees that, for sufficiently

small n > 0, there is at most one triple (mi, ms2, ms) such that y € D&Z N Dgz N D,(S’g This is analogous to [22,
Lemma 4].

Lemma 2 (Disambiguity of decoding). Suppose the channel Wy x, x, x, is not symmetrizable. Let Px, € Py , Px, €
P%, and Px, € Py, be distributions such that for some a > 0, min,, Px, (21), min,, Px,(z2), min,, Px,(z3) > a.
Let fi: My =Ty, fo: Ma— Ty, and f3: M3 — Ty, be any encoding maps. There exists a choice of n > 0 such

that if (s, 7h2, 7023) # (m1,ma, m3), then (DY) N DY) N DY) N (DL] NDG) N D)) = 0.

1 2

Notice that the decoder definition does not require consistency of the input message for the same user. For
example, when y € ’D,%Z N D,(T%; N D,(,?g, in which case the decoder outputs (my,ma,ms), the message ms plays no
special role in ’D,%Z or D,(f{z That is, an “explanation” for the candidate m1 may be (f2(ms2), x3) € X3 x X3 which
passes checks (a), (b) and (c) in the definition of DY) where ms need not be same as my or even be unique (for
instance, there might be another simultaneous “explanation” (f2(m5),x%)). At the same time, an “explanation” for

the candidate mg which passes checks (a), (b) and (c) of D,(f{z may be (z1, f2(mz)) € X" x X3 where mq need not
be same as Mo or mas.

3.2.1.5 “Xj-symmetrizable by X;/X;” is new. The following example shows that the third symmetrizability
condition (8) does not imply the others. The channel below is neither X; x Xj-symmetrizable by X; nor X|X;-
symmetrizable by X; for any permutation (4, j, k) of (1,2,3). However, it is X3-symmetrizable by X} /Xs.

Example 1. Let X} = X, =Y = {0,1}3 and X3 = {0,1}. Consider the channel Wy |x, x,x, (where the output is
Y = (Yl, YQ, Yg)) defined by

(Y1,Y2) = (C1, Cy),
7] Bo® (420 X3) wp. 1/2

where ® denotes multiplication and @ denotes addition modulo 2.
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To see that this channel is A3-symmetrizable by X /&>, consider the “deterministic” q((a1,b1,c1)|(a1, by, é1),%3)
and q/((&Q, bg, 52)|(a2, b2, CQ), 1'3), fOI‘ (0,1, bl, Cl), (&1, bl, &1) S Xl, (ag, bg, &2), (ag, b2, CQ) S XQ and 22'37563 S Xg, deﬁned
as follows: let g,g’ : {0,1}* — {0,1}? be defined as

9((a@r,b1,¢1),3) = (0,b1 @ (a1 @ 73), &),
g ((az, b2, ¢2),23) = (0,ba @ (a2 © x3), c2).

Then

Q((a’lv b1, Cl)|(‘~11a l;la 51>a f3> = 1{(a17b1751):g((al,51,51)@3)}a

ql((dQ’ 62’ c2)|(az, b2, €2), 23) = 1{(&2752752)29'((1127172,02),13)}'

Consider the two cases shown in Figure 7 with Z; = (a1, by, ¢1), 2 = (a2, ba,c2), and ¢ and ¢’ defined as above. It
follows that, in both the cases, the channel output Y has the same conditional distribution given each input. In
particular,

(Y1,Y2) = (c1,¢2),

v _ by @ (a1 ©&3) w.p. 1/2
’ b ® (a2 ®x3) w.p. 1/2.

This shows that the symmetrizability condition (8) holds for (4,4, k) = (1,2, 3).

Since (Y1,Y2) = (C1, Ca), it is clear that neither user-1 nor user-2 is symmetrizable. It only remains to be shown
that the channel is neither X5|X5-symmetrizable by X; nor Xs|X;-symmetrizable by Xs. Suppose the channel is
X3|Xa-symmetrizable by X;. Then, to satisfy (7) for x5 = (0,0, ¢2) and (z3,Z3) = (0,1), it must hold that

q(0,0,0[1) + ¢(0,0,1[1) 4 ¢(1,0,0[1) 4 ¢(1,0, 1[1)
= ¢(1,1,0]0) + ¢(1, 1,1]0) 4 ¢(0,0,0[0) + ¢(0,0, 1]0).

However, to satisfy (7) for zo = (1,0,¢2) and (x3,%3) = (0,1), we must also satisfy

14 ¢(0,0,0[1) + ¢(0,0, 1]1) + ¢(1,0,0[1) + ¢(1,0,1[1)

which is a contradiction. Hence, the channel is not X3|Xe-symmetrizable by X;. By symmetry, it is also not X3|X;-
symmetrizable by Xs.

Next, the following examples also show that none of the three types of symmetrizability conditions given in
Definition 5 are redundant given the others. Example 2 gives a channel that is x| X;-symmetrizable by X; for every
permutation (4,7, k) of (1,2,3) but does not satisfy other any other symmetrizability condition from Definition 5.
Example 3 gives a channel that is X} x Xo-symmetrizable by X3 but does not satisfy other forms of symmetrizability
conditions (i.e., conditions of the form 2 and 3 in Definition 5). We skip the detailed proofs here as these properties
can be verified following similar arguments as the AVMAC examples from [9] and [10].

Example 2 ( [9, Example on pg. 264]). Let &} = A = X3 = {0,1} and Y = {0,1,2,3}. Consider the channel
WY|X1X2X3 defined by
Y =X+ X5+ X3,

where + denotes addition over integers. This channel is Xy|X;-symmetrizable by X; but is neither X; x Aj-
symmetrizable by X; nor Xy-symmetrizable by X;/X; for any permutation (¢, j, k) of (1,2,3).
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Example 3 ( [10, Example 1]). Let &} = &, = &3 =) = {0, 1}. Consider the channel Wy x, x, x, defined by

v — X3 X1 X0 X3=0,
ZNBer(l/Q) Xl@XQ@Xg =1.

The channel is X} x Xy-symmetrizable by X3 but is neither Xj|X;-symmetrizable by X; nor Xy-symmetrizable by X; / X
for any permutation (i, 7, k) of (1,2, 3).

3.2.2 Randomized coding capacity region

Theorem 3. The randomized coding capacity region of the 3-user byzantine-MAC with at most one adversarial user
is given by
7—\)drandom = Rweak =R.

random

Remark 2. The statement Rdeterministic = K, if int(Rdeterministic) 7 @ can also be shown directly using the exten-
sion, provided in [8], of the elimination technique [13] to first show that n2-valued randomness at each encoder is
sufficient to achieve any rate-triple in R;’fj&‘om (see Lemma 14). A deterministic code of small rate can be used to
send 2log, n bits out of each message. These message bits are then used as the encoder randomness in the next

phase to communicate the rest of the message bits using a randomized code.

Below, we sketch the proof of achievability. A detailed achievability proof and a converse proof for the weak
adversary case are available in Section 4.2.

Proof sketch (achievability of Theorem 3). The scheme is depicted in Figure 11. The achievability uses the two-user
AV-MAC randomized code used in the proof of [8, Theorem 1]. Let (R1, Ra, R3) be a rate triple such that, for some
p(u)p(xy|u)p(z2]u)p(zs|u), the following conditions hold for all permutations (i, j, k) of (1,2, 3):

R; < min I(Xi;Y|U,Xj), and

q(zk|u)

R+ R; < min I(X;, X;;Y|U),

q(zk|u)

with the mutual information terms evaluated using the joint distribution p(u)p(x;|u)p(z;|uw)g(zk|w)W (y|z1, z2, x3).
We show the achievability of these rate triplets. Note that for the AV-MAC W) the rate pair (R;, R;) is achievable
by the first part of the direct result of [8, Theorem 1] (see [8, Section ITI-C])'?. Here, W*) is the two-user AV-MAC
formed by the channel inputs from user-k as the state and the remaining channel inputs as the inputs of the legitimate
users of the AV-MAC.

In order to design a code for the byzantine-MAC, for each user-i € {1, 2,3}, we consider the randomized encoder
F; which maps each message independently to a codeword generated i.i.d. according to p;. The realization of each
user’s codebook is shared with the decoder as independent shared randomness, i.e., Fy, Fo and F3 are independent.
We note that the encoders F; and F} are identical to the ones in the proof of [8, Theorem 1, Section III-C] for the
two user AV-MAC W), The decoder for the byzantine-MAC will be implemented using the decoders ¢(1) (F, F3),
¢ (Fy, F3) and ¢ (Fy, Fy) (from the proof of [8, Theorem 1, Section ITI-C]) of AV-MACs W) W) and W)
corresponding to the encoder pairs (Fy, F3), (F1, F3) and (Fy, Fy) respectively. It is clear that if, say, user-3 is

malicious, and honest users-1 and 2 send m; and ms respectively, then the output (m§3>,m§3>) of the decoder

#3) (Fy, Fy) will match (m;,mso) with high probability. However, since the decoder does not know the identity of
the malicious user, there is an additional decoded message m§2) from decoder ¢(?)(Fy, F3) for user-1 (and similarly

12Note that Jahn’s proof does not involve the auxiliary random variable U. However, it can be easily incorporated along the lines
of [30].
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Message sets

User 1

User 3

I!I

(a) The figure shows the message sets for each user. For each message set, a subset (shown in color) is picked
randomly using the independent randomness shared with the decoder. Only the messages in the colored subset

are valid messages and used for communication in the byzantine-MAC.

User 1 [ »® T aP ] sa®c@rmn®cl?

User 2 Is my!) € .? Is > e. ?

User3 | [ mg” ][ md | sl @2 sm® el
¢ (Fy, Fs) ¢ (F1, Fy) ¢ (Fy, F) Post-processing

(b) The decoder works in two steps. Suppose the encoders are Fy, F> and F3. To decode user-1’s message, the
decoder uses the decoder ¢(2) (Fy, F3) of AV-MAC W) and ¢G®) (F1, F») of AV-MAC W) | to get candidates
mﬁ” and m§3) respectively. These candidates pass through a further post-processing step where a candidate
which does not belong to the set of valid messages is rejected. If user-1 is honest, at least one of the the
decoders among ¢ (F1, F3) and ¢(3) (F1, F») will output correctly with high probability. Since a small set of
valid messages was chosen using independent shared randomness, a malicious user cannot correlate their attack
with messages of honest user(s) with high probability. This ensures that erroneous messages are rejected in
the post-processing step. The decoder for other users proceeds similarly.

Figure 11: A figure depicting the decoder for the randomized code of a 3-user byzantine-MAC
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there is an additional decoded message for user-2 from ¢()(Fy, F3)). The message m§2> can potentially be different

from T}Lg3). This is because the decoder ¢(?)(Fy, F3) assumes that user-3 is honest and no decoding guarantees are

available for its output when user-3 is in fact malicious. When mf’ =+ 7’?152), it is not clear what the receiver should
output as the decoded message for user-1. This is where we can leverage the independent shared randomness shared
by each user with the receiver.

We use a form of random hashing in order to add a further post-processing step which filters the outputs of the
decoders of the AV-MACs as follows. Using the randomness they share with the receiver, each user randomly selects a
subset of the original message set which is of nearly the same rate but is only a small fraction of original message set in
size. These randomly selected subsets will be the valid message sets for communication in the byzantine-MAC. If the
decoders of AV-MACs decode to messages which are not in these randomly selected subsets, they will be rejected in
the post-processing step. Since these subsets are chosen using the independent shared randomness between each user
and the receiver, their identity is hidden from the malicious user. For a malicious user-3, the output of ¢(3) (F1, F)
will be correct with high probability and will be accepted in the post-processing step as honest users-1 and 2 will
only send valid messages. On the other hand, the outputs of ¢! (F,, F3) and ¢(2) (Fy, F3) will be rejected with high
probability if they are different from the output of ¢(3)(F;, Fy). This is because the size of valid message set is only
a very small fraction of the original message set, so an arbitrary decoded message will fall outside the set of valid
messages with high probability. This crucially uses the fact that these sets are constructed using independent shared
randomness which protects the identity of the set of valid messages (and thus the set of valid codewords) and prevents
the malicious user from correlating the attack with those messages. These ideas are formalized in Section 4.2. o

4 Proofs

In this section, we present proofs of the results presented in the previous section for the three user byzantine-MAC
with at most one adversary.

4.1 Deterministic coding capacity region (Theorem 1)

Proof (Converse of Theorem 1). The outer bound on the rate region, when non-empty, follows from Theorem 3.
Below, we show that a symmetrizable user cannot communicate.
Clearly, symmetrizability conditions for the two-user AV-MAC with X; as the state alphabet and &}, X} as the
input alphabets are also symmetrizability conditions for our problem. Conditions 1 and 2 follow from Gubner [9].
To analyze the rate region when condition 3 holds, consider (i,j,k) = (1,2,3), the other cases follow similarly.
Suppose ¢(Z1|z1,z3) and ¢'(Z;|x;, xx) satisty (8), i.e.,

ZQ(jﬂxlva)WY\XngXg (Y21, 22, 23)
T1
= Zq/(j2|x27x3)WY\X1X2X3 (ylz1, T2, T3),
T
leeé\ﬁ, .TQEXQ, wg,jge/‘k'g, yey. (11)

Let ms,m3 € M3 be distinct, and let &5 = f3(m3) and &3 = f5(m3). We consider two different settings in which
user-3 sends x3 and &3 respectively:

(i) In the first setting, user-1 is adversarial. It chooses an M; ~ Unif(M;). Let X3 = f1(M7). To produce
its input X 7, to the channel, it passes (X, #3) through ¢", the n-fold product of the channel q(Z1|z1, x3).
user-2, being non-adversarial, sends as its input to the channel X5 = fo(M3), where Ms ~ Unif(Ms). user-3
sends x3 corresponding to message ms. The distribution of the received vector in this case is

1
NNy

n
Z H Z q(@1,m, 1 f1,6(M1), T3, )Wy | x, X0 X5 (Y| T1,m85 f2,6(M2), 23.8).

my1,ma t=1 %1 gt
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(ii) In the second setting, user-2 is adversarial. It chooses an My ~ Unif(Ms). Let Xo = fo(Ms3). To produce
its input X27m3 to the channel, it passes (X2, x3) through ¢, the n-fold product of the channel ¢'(Zs|z2, x3).
user-1, being non-adversarial now, sends as its input to the channel X; = f1(M;), where M; ~ Unif(M,).
user-3 here sends &3 corresponding to message ms3. Here, the distribution of the received vector is

> H > (Fam il F2.(m2), 23) Wy x, xo.x0 (Ve 1t (M), B2y 1, B3 1)
N1N2

m1,m2 t=1%2 mgq,t

By (11), the above two distributions are identical. Hence, for any decoder, the sum of probabilities of decoding error

~ . . ~ def ~ . .
for messages m3 and 13 must be at least 1, i.e., if we define e3(mgz, 1) = ﬁ Zm; e1(&1, mh, m3) and similarly
2

3 (s, &) = NLI >y €2(m, &2,703), then

Ex, ., [60(ms, X1+ Ex,  [3(m3, Xom, )] =

> NlN > HZ (@1,¢]fr.e(ma), 3,0 ) Wy 1, x5 x5 (Y| B2t f2,6(mz), @3,0)

y:p(y)#ms mi,m2 t=1 21 ¢

+ Y N1N2 > HZQ (@2, f2,0(m2), 23,0) Wy | x, x5 x5 (Y| f1,e (1), T2,0, T3,0)

y:¢(y)#£ms my,ma t=1Tg

(a)
> 1,

where (a) follows from (11).

Note that the distribution of X (resp. Xs) does not depend on ms (resp. 7ms). Arguing along the lines
of [22, (3.29) in page 187],

2P.(f1, f2, f3,0) > Per + Pep2

> NBZE e} (ms, X1)] +—ZEX2 [e3(m3, X2)]

ms
for any attack vectors Xl and XQ. In particular, for the attack vectors NLB st f(lmig and NLB st f(gms,
Po(f1, for far N2 >3 (Bx,,,, e, Ko +Ex, (6307, Xamy)])
m3 Mm3

For mg3 # mg, the term in brackets on the right is upper bounded by 1, otherwise it is upper bounded by zero. Thus,

Pe(fl,fQ,f3,¢) Z W
3
1
> .
-8

O

Next, we turn to achievability of Theorem 1. It uses [24, Theorem 2.1] which provides a concentration result for
dependent random variables. We use it to obtain the codebook given below. This codebook is a generalization of the
codebook for the point-to-point AVC (Lemma 3) studied in [22]. In particular, (12) is similar to [22, Lemma 3, (3.1)].
(13) and (14) are generalizations of [22, Lemma 3, (3.1)] to a pair of messages. Similarly, (15) is a generalization
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of [22, Lemma 3, (3.2)], and (16), (17) and (18) are generalizations of [22, Lemma 3, (3.3)]. As we mentioned in
Section 1.4.2, proving these generalizations requires establishing an analogue of the concentration result [22, Lemma
A1] for multi-user channels. We specialize the concentration result in [24, Theorem 2.1] to obtain such an extension.
We illustrate the proof idea by proving (13) immediately following the lemma statement. For the complete proof,
please refer to Appendix B.

Lemma 4 (Codebook Lemma). For any € > 0, n > ng(e), N1, Na, N3 > exp(ne) and types P; € Py, P2 € Py, P3 €
77}3, there exists codebooks x11,..., 21N, € A", @21,...,%2N, € AF, ®31,..., %3N, € A3 whose codewords are of
type P1, P, Ps respectively such that for every permutation (4, j, k) of (1,2, 3); for every (i, z;, zx) € A" x X' x A%

for every joint type PXiX{XjXJ’-XkX,; € PRyxxix; xx,; x xpx 2,5 and for R; & (1/n)logy Ni, R; = (1/n)logy Nj, and

R, = (1/n)logy Ny; the following holds:

{u € [1: N (@ @i, @) € Ty, H < exp (0 (1B = T(X] X Xa Xo)| T+ ¢/2) ); (12)
H{(u,v) € [1: N x [L: Ny| 2 (@iw, Tjos Tiy T, Tk) € T;;X;XinXk}l
< exp (n (|[Rs = I(X5 XX X0 + Ry = IX)3 XX, Xt = IXE XXX X0)| +¢/2))s (13)
H(uaw) € [1 : Ni] X [1 : Nk] : (wiuamk"w)miawjawk) € T)?{X;XinXk}l
< exp (n (||Rs = T(X} XX X0+ | Ri = T(XGs XiX; X001 = IOXG XXX X0) [T 4 e/2)): (14)
1 ne .
() € [ N X L N (@ s, @) € T, < exp (=55 ) 16 T(X3 X) + 1(X5 XiXe) 2 6 (15)
i1V
—1 n
NiNj |{(T,S) € [1 : Nl] X [1 : N]] = (’U,,’U) € [1 : Nl] X [1 : Nj]v u # r,v 7& 5, (mirvmj57miuamjv;mk) € TXlXJX;X;Xk}|
<ex (—E)
p(-%5 )

+
if T(X3; X X[ X5 X)) + (X5 X[ X0 Xy) > ’|Ri*I(Xi/;Xk)|++‘Rj*I(X_;;XkHJF*I(XZ{;X_HX]C)’ +¢ (16)
1
NN,

{(r,s) € [1:N;] x[1:N;]:3(u,w) €[1:N;]x[L:Ni], w7, (Tir,Tjs, Tin, Thuw, Tk) € T;inXl(X);XkH
- ( ne)
exp (——
p 5 )

Jr
if 1(Xi5 XXX Xe) + 1(X53 Xi X Xy) > ’IRi — I(X7; Xp)[ "+ [Re — I(X7: Xp) | — I(Xé;XIQIXk)’ +e (17)
1
N;N;
if T(X5 X; X! X5) + I(X55 X1 X5) > |Ri — I(X) Xe)| T + e (18)

. ne
{(r,s) € 1: N;] x [1:Nj]:Jue[1:N;], u##r, (Tir, Tjs, Tin, T) € TXinX;XkH < exp (7?) ,

Proof idea. The existence of a codebook satisfying properties (12)-(18) is shown by a random coding argument. For
fixed (zi, zj, k) € A" x AT x Aand joint type Pxixix;x1x0X], € Plyxca, iy x xyx xp x 0 We Will show that the
probability that each of the statements (12)-(18) does not hold, falls doubly exponentially in n. Since ||, |XT'],
| X5 | and PR, « x, x &, x x; x 2, x x, | 870w only exponentially in 7, a union bound will imply the existence of a codebook
satisfying (12)-(18). We first restate [24, Theorem 2.1] for ready reference.

Lemma 5. [24, Theorem 2.1] Suppose that V,,a € 7, is a finite family of non-negative random variables and that
~ is a symmetric relation on the index set J such that each V,, is independent of {Vj3 : 8 » a}; in other words, the
pairs («, f) with o ~ (3 define the edge set of a (weak) dependency graph for the variables V,,. Let U := )"V, and
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p:=EU =" EV,. Let further, for a € 7, U, = Eﬁr\«a V. If t > > 0, then for every real r > 0,

P(U>p+t)<e P+ > P (U >—) (19)

aeJ

We will now show the analysis of (13) using Lemma 5. Let T;*, 1 € {1, 2, 3} denote the type class of P,. We generate
independent random codebooks for each user. The codebook for user I € {1,2,3}, denoted by (X1, X2, ..., Xin,),
consists of independent random vectors each distributed uniformly on 7}*. Fix (x;, x;, @) € X" x X' x Xj'and a joint
type Px,x;x,x/ Xu X}, € PR, xx,xx, x X, x X, x 1, Such that for I € {1,2,3}, Px, = Px; = P and (@, @, x) € TX x x, -

In order to apply Lemma 5, let J = {(ir,js) : (r,s) € [L : N;] x [1: N;]}. For every (ir, js) € J, we define binary
random variable V(;; ;) as

Viirje) = L if (X, Xjs) € T3 xr1x,x, %, (k)
7 0, otherwise
andU =3, joyeq Viirgs) = {(r,s) €[1: N x [L: Ny« ( Xy, Xjs, i T, ) € T;{X(XinXk}‘- Note that (ir, js) ~

(iu, jv) if and only (ir, js) N (iu, jv) # @. Thus, for (ir,js) € J, U(iT,js) = D (o) €7 (o) (i) 20 Vi) -
Next, we will compute (= E[U]). Note that

|T)?gx;\xixjxk (@i, 2, @)
7%, IT%, |

exp {nH (X[ X}|X;X;Xy)}
~ (n+ D)% Xl exp {n(H(X]) + H(X]')}
= (n+ 1)~ YD exp {—n (H(X]X)) — H(X/X]|X: X;Xe) — HX]X]) + H(X]) + H(X}))}
= (n+ 1)"UXHIXD oxp {=n (I(X]X}; XiX; Xp) + I(X]; X)) }
<exp {—n (I(X;X}; X;X; Xy) + 1(X]; X)) }
=exp {—n (I(X}; X; X; Xp) + 1(X[; Xi X; X3, | X)) + [(X[; X})) }
=exp {—n ([(X}; X X; Xp) + [(X]; XX X Xy)) }

P (Viirgs) = 1) =

o= E[U] = Z E [‘/(ir,js)} = Z P (‘/(ir,js) = 1)
(r,8)€[1:N;] X [1:N;] (r,8)€[1:N;] X [1:N;]
<exp{n (R +R; — I(X[; X[ X; X; Xp) — [(X}; X; X; X)) }

+
<exp {n ’|Ri — I(X5 XX X)) + |R; — I(Xg;XinXk)\Jr - I(XZ(;X§|XZ-XJ-X;€)’ } =FE.

Let v = exp (ne/2). We are interested in P(U > vE).

P(U > vE) = P(U - E[U] > vE — E[U])
< P(U —E[U] > vE — E)
= P(U > E[U] + (v — 1)E)
—P(U > p+ (v — 1)E)

Let t = (v — 1)E and r = exp(ne/8). We will use (19) now.
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1 ~ vV — 1)E
1\E L exp(ne/s) pl(g,. - =DE N
PU>pt+v-DE)<em " Z Utirge) > 2 exp(ne/8)
(ir,js)eT
o (v—1)FE
We need to analyze P (U(ims) > W).
_ (v—1)E
P Ugr,j —
( (ir.js) = 2 exp(ne/8)
v—1)E
=P Z ‘/(iu jv) > o oy
' 2 8
(iu,jv) €T :(iu,jv)N(ir,js)#0 eXp(ne/ )
_ v—1FE
=P Viirjs) + Z Viirjv) + Z Viius) > 2 exp(ne/8)
V#£S uFEr
- l)E
=P Z ‘/(7/!‘,]1}) + Z ‘/(zu,_]s) 2 eXp(ne/S) ‘/(ir,js)
V#£S uFEr
- l)E
<
>~ P Z ‘/(zr jv) + Z ‘/(zu,_]s) 2 eXp(ne/S)
V#£S uFEr
(v-1E 1/ (v-1E
< 1 P iujus) > ol oo — 1
<P UZ#SV("’JU) ) <2exp(ne/8) + ;V(W’J%) 2 \ 2exp(ne/8)
The last inequality uses a union bound. Note that
1/ w—1)E _q 1 (eXp(ne/Q)—l)E_1
2 \ 2exp(ne/8) 2 2 exp(ne/8)
- 1 ((exp(ne/2) —1E B
— 2 2 exp(ne/8)
(w1,
2 2 exp(ne/8)
> M E | for large n
exp(ne/8)
= exp (ne/4)
Thus,
(v—1E 1/ (v-1E
SIS g > 5 (1
UZ#V(”’J”) <2exp(ne/4) * ;qu,gus) 73 2exp(ne/4)

<P Z‘/(iT7jU) >exp(ne/4)E | +P

v#S

Z Viiu,js) > exp (ne/4)E
uFr

22

(20)



Let us first analyze P (Zw&s Wiir,jv) > €xp (ne/4)E)

P Zv(im'v) > exp (ne/4)E | = Z P(X,s = x;s)P ZV(““J”) > exp (ne/4)E| X s = x5

vFS mjseT;;‘XinXk (@i,@;),) v#s

We will apply Lemma 5 on P (Zv# Viir,ju) > €Xp (ne/S)E‘XjS = :cjs) for 7" = {(ir,jv) :v € [1: Nj]\ {s}}. For
every (ir, jv) € J’, we define binary random variable V(’W jv) 38

Viirjo) =

, 1, if (Xjru) ET;J{‘X;XinXk(miT’mi’mj’mk)’
0, otherwise

and U’ =37 V/

(ir.js)- Note that (ir, jv) ~ (iu, jv’) if and only if v = v’. Next, we will compute E[U’].

ir,jv)eJ’

E[U/] =E Z ‘/(/ir,jv)
(ir,jv)eT’

<D P (V(/z'mm = 1)

vES
= Z]P) (va S Tn;\X;XinXk (:Bi’!‘;miawj)mk))
vES
Z |T§]{‘X’£XinXk(miT7miamjamk)|
- 77|
exp {nH (X}| X[ X; X; X) }
(n + 1)I%l exp {nH(X]’)}
<exp{n(|R; — I(X}; X] X X; X)[")}
< FE.

< exp {nR;}

Now,

P Z Viir jo) > xp (”6/4)E‘st =z | =P Z V('Z-m-v) > exp (ne/4)E
v#s (ir,jv) €T’
=P (U > E(U’) + exp (ne/4)E —E(U"))

QB > BU) + (exp (ne/4) — 1)E)

(2) e—% exp(ne/8) + Z PV, . . > (eXp(?’LG/4) - 1)E
N (irjo)e " (irjv) 2 exp(ne/8)
ir,ju

(c)
< e~ 5 exp(ne/8) | Z P (V(’imv) > E) for large n

(ir,jv)eT’

(i) €7§ exp(ne/8)
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where (a) holds because E[U’] < E, (b) uses (19) for r = exp(ne/8), (¢) is true for large n and (d) holds because
Vv € {0,1} while £ > 1. Thus,

P Z Viirjv) > exp (ne/4)E | < e~ 5 exp(ne/8)
vF#S

Similarly,
P Z Viiu,js) > exp (ne/4)E | < e~ 3 &xP(ne/8)

uFET
This implies that

- v—1FE 1
P, 0> L2 ) < gp—Fexnes),
< (irjs) = 2 exp(ne/8) €

Thus, from (20),
]P)(U > U+ (V — 1)E) < e_%exp(nﬁ/g) + |j|26—%exp(ne/8)
= TR ORSS) |\ N |2 /D)
which falls doubly exponentially. 0

Proof (Achievability of Theorem 1). For an input distribution p(z1)p(x2)p(xs), we first show the achievability of the
set of rate triples (Ry, Ra, R3) which, for all permutations (i, j, k) of (1,2, 3), satisfy the following conditions:

Ry < min I(X; X)), and (21)
Tk

R+ R; < I?in)I(XZ-,Xj;Y), (22)
9\ Tk

where the mutual information terms are evaluated using the joint distribution p(z;)p(z;)q(zx)W (y|x1, z2, 23). Fix
distributions P; € Py , P> € Pk, and P3 € P%, (which approach p(z1), p(z2), p(z3) as n — oo). For these distribu-
tions, consider the codebook given by Lemma 4 and the decoder as given in Definition 6 for some n > 0 satisfying
the condition in Lemma 2. Choose € > 0 such that > 6¢. Below, we repeat the decoder from section 3.2.1.4 for the
sake of completeness.

Definition 6 (Decoder). For a received vector y € Y™, some n > 0, ¢(y) = (m1, ma,m3) € My x Ma x Ma, if

Yy e D,(ﬁz N D,(,%Z N D,(sz where D,(T?i, i =1,2,3 is defined as below.

y e D&Z if there exists some permutation (j, k) of (2,3), m; € M;, € A, and random variables X1, X;, X, Y

with (fi(m1), fj(m;), @e, y) € T}, x, x,yv and D(Px, x, x,v[|Px, X Px, x Px, x W) < n such that the following hold:

(a) Disambiguating (mi,m;) from (m},m}): For every (mf,m}) € My x M; m| # my, m; # m;, z) € AL,
and random variables X1, X7, X} such that (fi(m1), f1(m}), fj(m;), f;(m}), @, x},y) € Tng{XjXJ’.XkX,;Y and

D(PX{X;_X;CYHPX{ X PX; x Py x W) <, we require that I(X1X;Y; X{X]|X%) <.

(b) Disambiguating m; from m/: For every mj € My, m} # mq, =), € &}', and random variables X7, X, such that
(fi(ma), fr(my), fj(m;), xi, ), y) € T%, x1x, x.xy and D(Px;x,x;v||Px; x Px; x Px; x W) <, we require
that I(X,X,Y; X/ Xk) < 1.

(c) Disambiguating (m1,m;) from (m},my): If there exist (mj,my) € My x Mg, mj # m1, ®; € AT, and
random variables X7, X7, Xj such that (fi(m1), fi(mh), fj(m;), z;, ®x, fr(mi),y) € T;IXinX;XkX;Y and
D(PX{XJ,-X;CYHPX{ X ij{ X ]D)(;C X W) <7, we require that I(XlXjY;X{XMXk) <.
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The decoding sets D( ) and D,(f{l are defined similarly. If y ¢ DWQ ﬂD,(,%Z ﬂD( ) for any (mq,ma, ms) € My X Max Ms,
the decoder outputs (1 1,1).

Next, we give some standard properties of joint types as given in [22] (as Fact 1, Fact 2 and Fact 8). As mentioned
n [22], these bounds can be found in [28]. For finite alphabets X, ), the type class P%, any channel V' from X to
Y and random variables X and Y on X and ) respectively with joint distribution Pxy, the following holds:
PRI < (n+ DI
(n+1)"*lexp (nH(X)) < |TR(2)] < exp (nH(X))  if [T ()| #0
(n+1)"*Wlexp (nH (Y|X)) < |TY\X( x)| <exp(nH(Y|X)) if [Ty x(x)| #0
> V'(ylz) < exp(—nD(Pxy||Px x V)

yETY‘X( x)

We first analyze the case when user 3 is adversarial. The probability of error when user 3 is adversarial (see (1)) is
given by

P&g d:ef max P613($3),
T3

where P, 3(x3) is the average probability of error for users 1 and 2 when a malicious user 3 sends @3 as input. That

is,

1
P, 3(x3) := Z ]P’({y s o(y) # (r,s,1) for some t € M3} | X1 = @1, Xo = @25, X3 = .’Bg). (27)
NN reMi,seMz

We will argue that for every 3 € X3, P. 3(x3) — 0 as n — 0o. The analysis of P. 3(x3) follows the flowchart shown
in Figure 12.
From the decoder definition, we know that for (r,s) € My x My, if ¢(y) # (r,s,t) for some t € Mg, then

yé¢ D,(al) N D§2). In other words, y € (D,(ol)) U (D§2)) . Thus,

1 c
P =g 3 B({vrwe (00) 0(00) } X = o Xo = wa X =)

i X E({wwe (o) ofurue (00) ) = X = e X = )

reMi,se Moz

a) 1 ¢
(1) _ _ _
NN E P({y Y€ (D ) }‘X1—IB1T, X2—fv2s,X3—iB3)

—~

IN

2 reMi,s€Ms

1 (&
+ YN Z P {y Y€ (D(Q)) } ‘X1 =T, X2 = T2, X3 = iBs)
1V2

reMi,se Mz

where (a) uses the union bound. Thus, for

1
Py(zx3) := NN Z P({y:y¢p’$‘1)}‘xl:mlT)X2:m285X3:w3)?
1-v2 reMi,seMs
and
1
Py(x3) = > P({yilﬁépg)}‘xl=:B1T,X2=$2S,X3=$3)a
N1N2 reEMy,s€EMa
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P, 5(x3)

Union bound | eq. (28)

P, 3(x3)| the average probability of error when malicious
user 3 sends a3
Py(zs) Py (x3) the average probability of error for user 1
P (x3) the average probability of error for user 2
Py, the probability that channel inputs are atypi-
cal
€q. (32) ng7 . the probability that the channel output is atyp-
7 ical
Pp, Dy, is such that AZN By . C Dy
P, condition (a) in Definition 6 does not hold
B, condition (b) in Definition 6 does not hold
P condition (c) in Definition 6 does not hold

small
(atypical event)

[m eq. (36)
small

(atypical event)

P, B, P,

4 N
continued in Figure 13.

Figure 12: Flowchart depicting the flow of analysis of P. 3(x3), the average probability of error when malicious user 3 sends x3. In the
flowchart, only P (a3) is further broken down and shown. The flowchart is continued in Figure 13.

we have the following upper bound on P, 3 (x3).

Pe3(x3) < Pi(x3) + Pa(x3) (28)
We will first analyze Pj(x3). Let
A = {PXleXzY S PX1><X2><X3><J/ D(PX1X2X3||PX1PX2PX3) 2 6} (29)
Bie = {Pxi X2 € Posaaxasxy : DIPX, Xoxov || Px X0, W) = — €}, (30)
and Dy, = {Px, x, %57 € Phsaaxtsxy * D(Px, xax,5v || Px, Pxy, Px, W) < n}. (31)

In defining B, ., recall that 1 > 6e. We will use A¢, By . and Dy to denote Py, v,y x,xy \ Aes PR xayxasxy \ Bre
and P, v, xxsxy \ Dy respectively.

We first note that AC N BC C D,,. This is because D(Px, x, x,v ||Px, Px, Px,; W) = D(Px, x,x,v || Px, X x, W) +
D(Px, x,x,|Px, Px, Px,) and for PXIXZXSY € AN B ., D(Px, x,Xav [ Pxy X2 x: W) + D(Px, x,x, | Px, Px, Px, ) <
e+n—e=mn. Thus, PY v, xx,xy = Ac UB, . UD,. We focus on the first term on the RHS of (28) and split the
set of joint types P, v, xx,xy into Ae, By e and D,]. Further, we use loose upper bounds on each of these terms,
for example, in the first terms in (32) below, we upper bound the summand by 1.

1
NNy

Pi(as) = S P({y:y¢ DI} XT = @1, X5 = @2y, X = a3)

(rys)
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- N11N2 Z Z Z Wn(y|mlram2s;m3)

PXIXZXSYEP;IﬁxXZxngy (r,s): . yET)T,L‘XIX2XS(a:1T,w2S7m3),
(®1r,@25,23)ETR | x5 x4 yg DO
1
<V 2 > !
14V2
Px, xox3v €A (r,8):

n
(@1, @2s,23)€ETY | x5x5

+ N11N2 Z Z Z Wn(y|w1raw253w3)

Px, xox37 €By e (r,s): yGT;‘XlXQX3 (T1r,@2s,23)
T
(T1r,@2:T3) €T x, x4

+ N11N2 Z Z Z Wn(ylmlr;:BQs;m?:)

Px1x3x3v €Dy (r,s): YETY | x, x5 x4 (T1r,T25,23),
(wlmwzs@s)ET;lXZXs y%'Dﬁl)

=: P.AE + PBn,E + PDnv (32)

where we define the P4, , Pp, . and Pp, as the three summation terms. We will analyze each term on the RHS of
(32) separately. We start with the first term.

1
Pa=wom, 2 2

Px, xox3y €A (r,8):
(T1r:@25,23) ETX, Xy x5

—_

1

= N1N2 Z |{(T, S) : (CBlT,IBQS,IEg) € T§1X2X3}|

Px, xox3y €A

Z |{(7", s): (:BlTa:BQSa:B?)) € T§1X2X3}|
N1 Ny

Px,x,x5v €A

(a)

< > ew(ne?)
Px,x,x5v €Ac

S |P;71(1><X2><X3><y|exp (_n6/2)

(b)
< (n 4 1)WX XXXV oy (—ne/2)

—0asn — oo.
Here, (a) follows from (15) (as I(X1; X3) + I(X2; X1X3) = D(Px, x,x,||Px, Px, Px,) > € for every Px, x,x,v € Ac

as defined in (29)). The inequality (b) uses (23). We now analyze the second term. For fixed r € [1 : Nj] and
s € [1 : NQ]

Pg, .= Z Z W™ (ylx1,, Tas, T3)

. n -
PX1X2X3Y€fn,E- yeTY\X1X2X3(w1T’m25’w3)
(®1r,®25,23) ETY | x, x4

(&)
< > exp (=nD(Px, x, x5y || Px, x5 x, W)

Px, x5x37€By e
n
(T1r,@2s,23)€ETY | x5 x4

< ) exp (~n(n - €))

Px, xox3y €8y e
n
(@1r,@25,23)ETX| x5 x5
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S |P;7I(1><X2><X3 Xy| eXp (_n(n - 6))

(©)
< (n-+ 1) exp (< - )

— 0 asn — oo as 1 > Ge.
Here, the inequality (a) uses (26), (b) follows by noting that Px, x, x,v € By, (see (30)) and thus, D(Px, x, x,v || Px, x,xs W) >
n — €. The inequality (c) follows because Py v, xx,xy<(n + 1)IF1X¥2X¥xY] by yusing (23). This shows that the
second term on the RHS of (32) also goes to zero as n goes to infinity.
It remains to analyze the third term of (32), that is, Pp, . This only involves joint distributions Px, x, x,y which
satisfy D(Px, x,x,v||Px, X Px, X Px, x W) <1, i.e., Px,x,x,v € Dy (see (31)). When Px, x,x,y € Dy, we notice
from Definition 6 that y ¢ DY only if for each of (4, k) = (2,3) and (4,k) = (3,2), at least one of the conditions

among (a), (b) and (c) in Definition 6 fails. Thus, to upper bound Pp,, it is sufficient to analyze the probability that
at least one of (a)-(c) in Definition 6 fails under (j, k) = (2,3). This implies that at least one of the following holds:

(a) There exists u € My, u # r, v € My, v # s, 5 € X, and random variables X{, X}, X4 such that
(f1(r), fa(s), s, f1(u), f2(v), @5, y) € T, x, x,x; x,x5v > P(Px;xx;v || Px; Pxy Px;W) <7 and

(b) There exists u € My, u # r, x5 € X3, and random variables X{, X} such that (f1(r), f2(s), s, f1(u), x5, y) €
T)’?ngXSX{XéY’ D(PXiXZXéY||PX{PX2PXéW) <n and I(X1X2Y7X1|X3) > n.
(c) There exists u € My, u # r, ¢y € X}, w € M3, and random variables X1, X}, X4 such that (fi(r), f2(s), xs,
fi(u), o, f3(w), y) € TR, v, x,x: x5 x> D(Px;xpx;v||Px; Pxy Px; W) < and 1(X1 XoY; X7 X3/ X3) > 7.
To analyze these, we define the following sets of distributions:
Q1 = {Px, Xo X5 X1 XY € PRy sy x s x ¥y x oxy * Px1x0X5v € Dy NVAG, Pxixyxyy € Dy
for some X3, Px, = Px; = P1, Px, = Px; = P> and I(X1X.Y; X1 X5|X3) > n} (33)

Q2 = {Px, x, x5 X1y € Pyxxaxdsxtixxaxy * Pxix:x3y € Dy VAL Pxyx, x5y € Dy
for some X}, Px, = Px; = P, Px, = P, and I(X1X2Y; X1|X3) >n} (34)

Qs = {Px, X, x5 X;X4Y € Py xaaxtsx vy x s xy * Pxix:X5y € Dy VAL, Pxixyxyy € Dy
for some X}, Px, = Px; =P, Px, = P2, Px; = P3 and I(X1 XoY; X1 X35 X5) > n} (35)

For r,Ss e My x MQ, PX1X2X3X{XéY S Ql, PX1X2X3X{Y € Q9 and PX1X2X3X{X{;Y S Qg, define the fOHOWiDg sets:

Ers 1 (Pxixoxaxixgy) = {0 3(u,0) € My x Mo, u#r,0# s, (T1r, T2s, 3, Tru, T20,Y) € T x, x5 x1x,7 )
Ers2(Pxxoxaxpy) = {y s FJu € My, u# 7, (®1r, T2s, @3, @10, Y) € TX, x,x,x/v
Ers3(Pxyxaxax(x5y) = {y 1 3(u, 1) € My x Mg, u 1, (@1r, B2s, T3, T1ru, 31, Y) € T, x, x,x7 x5y )

Thus,

PDn = N11N2 Z Z Z W”(y|ﬂ’31r,ﬂ’32s,$3)

T8 Px | xyx3y €Dyt yET)T,L‘XIXZXS (Z1r,@25,23)
(1r,®25,23)ETX| x5 x4 y¢DWL
-
1 n
< E E W™ (Er 5,1 (Px, Xo x3 X1 x5 ) |10, T2s, T3)
N1No —

PX1X2X3XiXéY€QI

+ > W (Er,s,2(Px, x, x5 x1v)|® 17, T2s, T3)

PX1X2X3X1Y€QQ

28



+ Z W(Ers3(Px, X, X5 X1 x4 ) [T 17, T2s, T3)

PXIXQXSX{XéY€Q3

1 n
< NN, Z Z W (Er,s,1 (Px, x, x5 x7 x5v ) |17, T2s, T3)

T8 PX1X2X3X£XéYegl

1
+ > > W (Er,s,2(Px, x, x5 x7v) | ®17, 25, T3)

NN 78 lexzxg'xiyeg?
1
t YN > > W (Er,s,3(Px, x, x5 x; x4v ) |17, T2s, T3)
12 T8 lexzxgxixéyeg3
=P+ B+ P. (36)
where
1 n
P, = NN, > > W (Er 5,1 (Px, x5 x5 X7 x3v) |17, T2, T3), (37)
T,8 PX1X2X3X{X§Yegl
1
BPoi= Z Z W (Er,s,2(Pxy x, x5 X7 ) [ @17, T2s, T3), (38)
12 TS PX1X2X3X{Y€Q2
1 n
Pe:= NN, > > W (Er,s,3(Pxy x5 x5 X7 x4¥) |17, T2, T3). (39)

T8 PX1X2X3XiXéY€Q3

We have three terms in the summation on the RHS of (36). We will analyze them one after the other. We will start
with the first term. The analysis follows the flowchart given in Figure 13.

continued from Figure 12

P, B Fe

Union bound Union bound

Union bound

o joint type
joint type does  satisfies(69)
not satisfy(62)

joint type
satisfies(62)

joint type

satisfies(41) joint type does

joint type does
not satisfy(69)

not satisfy(41)

small small small
(by codebook (by codebook (by codebook
property(16)) property (18)) small property (17)) small
. (by bound on Rj)
Union bound (by bounds on R; and R3)

case:(49)
holds

I small small small (by bounds on
sma. (by bound on R;) (by bound on R3) R, and R»)

Figure 13: Flowchart, continued from Figure 12, depicting the flow of analysis of P, P, and P..

Analysis of P,
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We will follow the flowchart given in Figure 13. From (37),

1 n
P, = Z NN, ZW (Ers.1 (Pxy X, x5 x7 x5 ) [®17, T2s, T3). (40)

PXlXQXSXiXéYegl 78
Let
1 . n
P (Px,x,x:x1x5Y) = W (Er 5.1 (Px, Xy XX x5 ) [T 10, Tas, T3).

Note that Prljs(PX1 X2XsX/x,Y) is upper bounded by the probability of error when r and s are sent by user 1
and user 2 respectively. So, Prl,s(leszgX{XéY) < 1. Thus, from (40), we see that it is sufficient to show that
P%S(le X2 X5X] Xéy) falls exponentially. Let P, atypical be the set of joint types satisfying

+
I(X1; Xo X[ X5X5) + I(Xo; X{X5X3) > ||[Ry — I(X1; Xa)| "+ |Re — I(X5; X3)| " — I(X]; X5| X3)| +e, (41)

From (16), note that when Px, x,x,x;x;v € Q1 satisfies (41)

1 1
NN, ; P, o (Px, x,x5x x35Y) (42)
1 n mn
= N1N2 Z . . W ({y ‘Y S TY‘X1X2X3X{Xé (ml’l"ﬂ TL25, L3, L1y, m?v)} ’mlTv T2s, 1173) (43>
(r,8):3(u,v) satisfying
(mlr,Zzs7m3121u122v)€T;1X2X3X1Xé
1 n
< N1N2|{(7°,s) €1: N x[1:Ng]:Ju,vwe€[l:N]x[1:NoJuzrv#r (€1, T2s, X1y, Ly, T3) € TXIXZXiXéXS:H
< exp (—%) . (44)

Otherwise, when

Jr
I(X1; X2 X1 X5X3) + 1(Xa; X{X5X3) < ||Ry — I(X{; Xs)| " + [Ro — I(X5; X3)| " — I(X{; X5|Xs)| +¢,  (45)

+
depending on the evaluation of ||Ry — I(X}; X3)|" + |Ra — I(X4; X3)|T — I(X]; X}|X3)| , we consider four cases:

By — 1(X3: Xa)[* + (R — I(X5: Xa)[* — 1(X{: X31%3)| =0, (46)
Ry — (X[ Xa)| ™+ [Ra — I(X0 X)| ™ — I(X[; X3 X0)| = Ry — I(XY; Xo) — I(X[; X}/ Xa), (47)
|Ry — I(X{; X3)| "+ |Ra — I(X}; X3)| " — I(X]; X3|X3) TR, - I(X3; X5) — I(X1; X5|X3), (48)
|Ry — I(X{; X3)| " + | Ry — I(X3; X3)|" — I(X]; X3|X3) TR - I(X1: X3) + Re — I(X3: X3) — I(X1; X3]X5),

(49)
Before proceeding further, we first argue that (46)-(49) are the only possible evaluations of

+
IRy — I(X]; X3)|* + |Ra — I(X}; X3)|t — I(X}; X5|X3)| . To see this, first suppose Ry < I(X];X3). If Ry <
I(X%; X3), we get (46) as mutual information is always non-negative. When Ry > I(X}; X3), if R2 > I(X}; X3) +
I(X{; X5 X3), we get (48). Otherwise, we get (46). Next, suppose Ry > I(X7; X3). In this case, if Ry < I(X}; X3),
depending on whether Ry > I(X7; X3)+1(X7; X}|X3) or not, we get (47) or (46) respectively. When Ry > I(X4; X3),
we get (49) if Ry + Re > I(X]; X3) + I(X}; X3) + 1(X1; X5|X3). Otherwise, we get (46).
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Analysing each of the cases (46)-(49) separately, we will show that P} (Px, x,x,x/x;v) — 0 exponentially for
each Py, x,x;x;x;y € Q1. We will show this by using the following upper bound.

Pl (Px, x, x5 x1x5v ) = W™ (Er 61 (Px, X, X X, X4 )| T 17, T2s, T3)

< Z Z W (y|x1r, T2s, T3)

(uq'u):(zlr12257m31zlu122v) m251237m1u7m2u)

€Ty
X1XoX3X[ X}

< > exp (—n(I(Y; X X35| X1 X2X3) — €))

(w,v):(®1r, @25, T3, L1, L20)

€Ty
X1XoX3X[ X}

yeTn (x1r
Y[X1XgX3X] X} ’

(a)
< exp (n (||R1 — I(X}; X1 Xo Xa)|* + | Ry — I(X3; X1 X X3)[T — I(X]; X5 X1 Xo Xs)| " = 1(V; X X5 X1 X2 X3) + 36/2))

(50)
where (a) follows from (13).
Case 1: (46) holds.
We first note that when
+
|Ri — I(X{; X3)| " + |Re — I(X5: X3)| " — I(X1; X3| X3)| =0 (51)
holds, (45) implies that I(X7; XoX]X5X3) + I(X2; X1 X, X3) < e. This further implies the following:
€ > I(Xl; XQXiXéXg) + I(XQ; X{XéXg)
(@)
> (X715 X1 X5 X2 X3) + I(Xo; X1 X5 X3)
= I(X1X2; X]X5[X3) (52)

where (a) holds because I(X1; Xo X[ X5X3) = I(X1; X1 X5 X2X3)

+ I(X1; X2X3) and I(X1; X2X35) > 0 as mutual
information is always non-negative. Next, we will argue that when (51

) holds, the condition
|Ry — I(X1; X1 X0 X3)[ T + | Ro — I(X; X1 X0 Xs)|* — I(X1; X5 X1 X2 X3)| " =0
also holds and thus (50) evaluates to exp (n (0 — I(Y; X] X5| X1 X2X3) + 3¢/2)). We show this by contradiction.

Suppose ||Ry — I(X}; X1 X2 X3)|T + |Ry — I(X}; X1 X2 X3)|T — I(X}; X}| X1 X5, X3)|" > 0. This implies that at least
one of the following three conditions hold.

Ry > I(X]; X1 X2 X3) + I(X]; X5| X1 X2 X3), (53)

Ry > I(X5; X1 X2 X3) + I(X]; X5| X1 X2 X3), (54)
or Ry > I(X}; X1X5X3), Ry > I(X}: X1 X2 X3)

and Ry + Ry > I(X}; X1 X0 X3) 4+ I(X}: X1 X2 X3) + I(X]: X} X1 X5 Xs). (55)

If (53) holds, then

Ry > I(X]; X1 X2 X3) + I(X7; Xb0| X1 X2X3)
= I(X71; X3) + I(X1; X5|X3) + I(X7]; X1 X2| X5 X3)

(a)
> I(X1; X3) + I(X7; X5|X3)
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where (a) follows from non-negativity of mutual information. Note that the inequality (a) contradicts (51). The
condition (54) is symmetric and hence leads to a contradiction again. If (55) holds, then R; > I(X7{; X1X2X3) >
I(X1{; X3) and Ry > I(X4; X1X2X3) > I(X); X3). Furthermore, we have

Ry + Ry > I(X1; X1 X2X3) + I(X5; X1 X2X3) + I(X7; X5 X1 X2X3)
X{,XéXlXQXg) + I(Xé,XlXQXg)
X1; X3) + I(X1; X5| X3) + I(X3; X1 X2 X3)

X175 X3) + I(X71; X5|X3) + I(X35; X3).

~ o~~~

1
1
1

IV v

These conditions together contradict (51). Thus,

PT{S(PXI;QXSX{XQY) <exp(n(—I1(Y; X| X5 X1X2X3) + 3¢/2))
< exp (n (I(X1Xo; X| X5|X3) — I(X1X2Y; X, X3 X3) + 3¢/2))
(a)
< exp (n (e —n+3¢/2))

= exp (n (5¢/2 — 1))
— 0 as > Ge.

where (a) uses the fact that I(X;Xs; X1X5|X3) < € (see (52)) and I(X;XoY; X{X5|X3) > n (follows from the
definition of Q;. See (33).).
Case 2: (47) holds.

+
We consider the case when ||Ry — I(X]; X3)|" + |Ro — I(X4; X3)|T — I(X}; X}|X3)| = Ry — I(X}; X5X3). In this
case (45) evaluates to I(X1; XoX] X5 X3) + I(X2; X1 X} X3) < Ry — I(X]; X, X3) + €. This implies the following:

> I(X1; X1 X5X2X3) + I(Xo; X1|X5X35) + I(X]; X5X3) — By
= I(X{,XlXQXgXé) - Rl.

Thus,
Ry — I(X7]; X1 X2 X3X)) > —
This implies that
Ry — [(X7; X1 X2 X3)|T < Ry — I(X1; X1 X2X3) + €

and we get the following upper bound on (50):

exp ( ( |Ry — I(X}; X1 XoX3)|* + |Ro — I(X4; X1 X X3)| T — I(X{; X5 X1 Xo Xs)|F = 1(Y; X X5 X1 X2 X3) + 36/2))
< exp (n (Ry — (X1 X1 X2 X5X0) + e +0 — I(Y; XI X4 X1 X2 X3) + 3¢/2)) (56)
<exp(n(Ry —I(X 1,X1X2X3X'Y ) + 5€¢/2))

<exp(n(Ry — I(X]; X5Y) + 5e/2))

gexp( (31 I(Xl,Y|X2)+7+5e/2))

def

where Pz K Xa¥ = Px: x Px, x Px; x W and v is chosen to satisfy I(X{; X3Y) > I(Xl;f/pzb) — ~. Note that
Px:x;xy is such that D(Px; x,x;v||Px; x Px, x Px; x W) < n where 7 can be chosen arbitrarily small. Thus,
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Px/x,x;y s arbitrarily close to Pg, %, %,y and v can be chosen arbitrarily small. Thus, Prl,s(PX1X2X3XiXéY) —0
exponentially, if

Ry < I(X1;Y|Xs) — v — 5e/2.
Minimizing this in the limit of n — oo and €, — 0 over all Py, x, x,x/x;y € Q1 is same as minimizing I(Xl; }}|)~(2)
over Pg % %,y € P3 where Ps is defined as

def
Pg = {PX1X2X3Y : PX1X2X3Y = PX1 X PX2 X QXS X W fOI‘ some QXL;}

Using definition of P3, we obtain the following bound on R;

Px,x,x3Y €P3
Case 3: (48) holds.

+
Suppose ‘|R1 — I(X}; X3)| " + |Ry — I(Xh: X3)| " — I(X]; X}| X3)| = Ry—I(X}; X, X3). In this case (45) evaluates
to I(X1; Xo X[ X5 X3) + I(Xo; X, X5X3) < Ry — I(X}; X]X3) +e. Thus,

> I(X1; Xo| X1 X2 X3) + 1(Xo; X5| X[ X3) + I(X3; X1X3) — Ro
= I(Xé,XlXQXgX{) - RQ.

This implies that
RQ - I(Xé,XlXQXgX{) 2 —E€.

Thus, |Re — I(X5; X1 XoX3X))|T < Ry — I(X}; X1 X2X3X]) + €. Substituting this in (50), we get the following
upper bound:

exp (n (0 + R2 - I(Xé, XlXQXgX{) +€— I(Y, X{X5|X1X2X3) + 36/2))

This is same as the upper bound in (56) with X| and X interchanged, and R; replaced by Ry. Thus, we can do a
symmetric analysis as in the previous case to obtain the following bound on Rs:

Ry <  min _ I(Xy:Y|X) (58)

Px,x,x3v €Ps
Case 4: (49) holds.

JF
Suppose ‘|R1 — I(X}; X3)| " + |Ry — I(X4; X3)|" — I(X{;X§|X3)} = Ry — I(X}; X3) + Ry — I(X4; X! X3). In this
case (45) evaluates to I(X1; XoX] X5 X3) + [(Xo; X1 X, X3) < Ry + R — I(X]; X3) + I(X4; X1 X3) + €. Thus,

(Xl; XQXiXéXg) + I(XQ; XiXéXg) + I(X{, Xg) + I(Xé, Xng) - R1 - R2
(Xl;Xi|X2X3) + I(X17X5|X{X2X3) + I(X27X1|X3) + I(XQ,X£|X{X3) + I(X{,Xg) + I(Xé,X{Xg) - R1 - R2
= I(X{, X1X2X3) —|— I(Xé, X1X2X3X{) — R1 — RQ.

e>1
>7T
This implies that
Rl — I(X{, X1X2X3) + R2 — I(Xé, X1X2X3) — I(X{, X5|X1X2X3) Z —E€.
Note that

||[Ry — I(X{; X1 X2 X3)|t + [Ro — I(X}; X1 X0 X3) |1 — I(X{;X;|X1X2X3)}+
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Z R1 - I(X{, X1X2X3) + R2 - I(Xé, X1X2X3) - I(X{, X5|X1X2X3)
> —e.
So,
||[Ry — I(X{; X1 XoX3)[* + |Ro — I(X}; X1 X0 X3) |V — I(X7; X§|X1X2X3)|+
S Rl - I(X{,XlXQXg) + R2 - I(Xé, X1X2X3) - I(X{,X£|X1X2X3) + €.
Thus,

Prl,s(PX1X2X3X{X§Y) S exp (TL (Rl — I(X{,XlXQXg) + R2 — I(Xé,XlXQXgX{) +€— I(Y,X{X5|X1X2X3) + 36/2))

= exp (n (Ry — I(X}: X1 X2X3) + Ro — I(X5: X1 XoX3X!) — I(Y; X! X5 X1 X2X3) + 5¢/2))
< exp(n (R + Re — I(X! X} X1 XoX3) — I(Y; X, X1 X, X2X3) + 5e/2))

<exp(n(Ry+ Ry — I(X]X5; X1 X2X3Y) + 5¢/2))

<exp (n (R + Ry — I(X{X5;Y) + 5¢/2))

Following similar steps as earlier, we obtain the following sum rate bound

Ri+ Ry < min I(X:X9;Y).

Px,x,x3Y €P3

Analysis of P,
Now, we will look at the second term in (36), which is (see (38)),

1 n
Py = Z NN, Tzs:W (Er5,2(Px, X0 X5 x17 ) [T 17, T2s, T3).

PX1X2X3X1YEQQ

Let

P2 (Px,x,x5x17) i= W(Er s 2(Px, x, X x1v ) @17, @2s, 23).

From (18), we see that when Py, x, x,x/y satisfies

I(X3 XX X0) + I(X;: X1 X3) > | R — I(X5 X3)| T +e,

1 2
N1N2 ;PT,S(PX1X2XSX{Y)

1
= N1N2 Z Wn ({y ) S T{}‘X1X2X3X{(m17ﬁm257m3;m1u)} ’mlT;m255m3)

(r,s):3u satlsfymg
(17, ®25,®3,@10)ET XIXQXJX/

< N |{(r s)€[1: Ny x[1:Ng]:Jue[l: NiJu#r, (x1r, Tas, T3, T14) € Ty
1

ne
< exp (—?) .

Otherwise, when

T(X3; X, X[ X3) + 1(X3 X{X0) < |Ri = I(X[ X0 +e,

34

X1X2X3X,

H

(59)

(61)

(62)



we will show that PTQ’S(PX1 XX X{y) falls doubly exponentially for each Px,x,x,x;y € Q2. We will show this by
using the following upper bound.

P2 (Px, x,x5x17) = W™ (Ers2(Pxy X x5 X1 )| T 1, Tas, T3)

< Z Z W (y|x1,, T2s, T3)

U1(z¥ﬁm257m3121u) UGTQ‘XI X2 X3X) (T1r,T25,23,T10)

- ’
X1XpX3gX]

< > exp (—n(I(Y; X1|X1X2X3) —¢€))

u:(®1r,L2s,23,L10)

€Ty
X1X2X3X]

@ exp (n (|R1 (X X X X3) [T — IV X1 X1 Xa X5) + 36/2)) (66)

where (a) follows from (12).
Suppose Ry < I(X7; X2), then (65) evaluates to I(X1; XoX{X3) + I(Xo; X1 X3) < e. Thus, I(X1X9; X1 X3) <e.
We analyze (66) for this case.

P2,(Px, x,x;x7v) < €xp (n (|R1 (XL X X Xs)| T = IV X X Xo X5) + 36/2))

(n (0 — I(Y; X|| X1 X2X3) + 3¢/2))
= exp (n (I(XlXQ, X“Xg) — I(XlXQ, X“Xg) — I(Y, X{|X1X2X3) + 36/2))

= exp

= exp

(%) exp (n (e — n + 3¢/2))

— 0 as > Ge.

where (a) follows by using I(X;Xs; X1|X3) < € and I(X1X2Y; X{|X3) > n (see the definition of Q3).
Now, we consider the case when R; > I(X7; X5). In this case, (65) evaluates to

I(X1; Xo X1 X3) + I(Xo; X1 X3) < Ry — I(X1;X3) +¢
This implies that —e < Ry — I(X]; X1 X2X3) < |Ry — I(X{;X1X2X3)|+. Thus,
|Ry — I(X{;X1X2X3)|+ —I(YV; X]| X1 X2X3) < Ry — I(X]; X1 X2 X3) — [(V; X1 | X1 X0 X3) + €
Plugging it into the upper bound on Pa?,s(PXlszsX{Y)a we obtain

PES(PX1X2X3X1Y) S exp (n (Rl - I(X{, X1X2X3) - I(Y,X{|X1X2X3) + 56/2))
=exp(n(Ry — I[(X]; X1 X2X3Y) + 5¢/2))
=exp(n(Ry — I(X]; X2Y) + 5¢/2))
Since Px;x,x;v is such that D(PX{X2X§Y||PX{ x Px, x Px; x W) < n where n can be chosen arbitrarily
small, Px;x,x;y is arbitrarily close to Py , ¢.v £ Px; x Px, x Px; x W. So, for small positive number 7,
I(X; XoY) > I(X1;Y X)) — 72 > minpxé I(X1;Y|X2) — v2. Thus, if

R; < rlrglinl(f(l;}ﬂf(g) — 5€/2 — 72,
X

3

then, Ry < rlrglinI(X{;Y|X2) — 5¢/2,
x4
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and therefore, P, — 0 asn — 0. In the limit of e — 0, we get

€xq X1, X2 X3Y

R1 S min I(Xl,Y|X2) (67)
Px1 P %) %57
= XiXPXQXPXéXW

This is same as the upper bound on R; given in (57).
Analysis of P
We are left with the analysis of the third term in (36), which is given by (see (39))

1
Fe:= > NN Z W (Ers,3(Px, x5 x5 x7 x4v) |17, T2, T3). (68)

PX1x2X3X{xéY€QS
Let
3 . n
PT,S(PX1X2X3X{X§Y) =W (5T75,3(PX1X2X3X{X§Y)|w17‘a T2s, $3).

When Py, x, x;x;x;y satisfies the condition (see (17)),

Jr
135 X, XIX0X0) + (X3 XIXLX0) 2 (R = TOX X0+ Ry — (X X0 [T = TG XX+, (69)

1 3
NN ; P o (Px, X, x3X7X4Y) (70)

1

Wn ({y ) S T{}‘X1X2X3X{X; (mlTv T2s5, L3, Liu, m3’u})} ‘mlTv T2s, 1173) (71>

A
(r,s):3(u,w) satisfying
(er12257m3121u123w)€TX1X2X3X/ x4
< Nl |{(7° s)€l: Ny x[1:Na]:3u,we[l:Ng|x[1l:NsJur (i, Tas, T3, 10, T3w) € T;1X2X3X{X§}|
< exp (—%) . (72)

Otherwise, when
Jr
I(X0; XX XGX0) + 1(X 55 X{X[Xp) < |[Ri = IX[ X0)| T + (R — I(XGs Xe)| " = (X5 XGIXe)| +6, (73)

we will show that P;O”S(PX1 X2Xsxx,y) falls doubly exponentially for each Px, x,x,x;x;y € Q3. We upper bound
P? (Px,x,x;x:x,v) by the following set of equations.

PES(PX1X2X3X{X§Y) = Wn(gr,s,3(PX1X2X3X{X§Y)|w1ra T2s, T3)

< > > W (yl@1r, T2s, 23)

n
(u,w):(®1r,T25,T3, 10, T30) yeTY\X1X2X3X{Xé (T1r,T25,23,T10,T3w)

ET X1 X2 X3X] X}

< > exp (—n(I(Y; X1 X3 X1X2X3) — €))

(u,w): (@1, ®25,23,%10,T3w)

ET X1 X2 X3X] X}

@ exp (n (“31 — I(X}; X1 X Xa) |t + [Ry — T(X4; X1 X Xs)[ T — I(X{; X351 X1 X0 Xs)| " — (Y X{ X3|X1 X5 X5) + 36/2)).
(74)
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where (a) follows from (14). Now, we need to show that (74) goes to zero under the condition given in (73). This is
same as the previous analysis of (45) under the condition (50) with Ry and X} replaced by Rs and X4. Note that
with these replacements, the entire analysis follows through and we obtain the analogues of (57), (58) and (60) as
given in (75), (76) and (77) respectively. For

def
7)2 = {PX1X2X3Y : PX1X2X3Y :le X QX2 X PX3 x W for some sz}

Ri<  min _ I(X;Y|X3); (75)

Px,x,x3Y €P2

Rs<  min _ I(X3Y|Xy); (76)

Px,x,x3yY €P2

R+ Rs < i I(X1X3Y). 77
! 3 lexg?yep2 ( 18 ) ( )
Similarly, we will obtain rate bounds while analyzing the cases when user 1 and 2 are adversarial.
Thus, for any input distribution p(x1)p(z2)p(zs), we have shown the achievability of the set of rate triples
(R1, Ra, R3) which, for all permutations (i, j, k) of (1,2,3), satisfy the following conditions:

Ri < I?in)I(XZ-;Y|Xj)a and (78)
9\ Tk

Ri+R; < r?in)I(Xi,Xj;Y), (79)
ATk

where the mutual information terms are evaluated using the joint distribution p(x;)p(z;)q(xr)W (y|z1, 22, T3).

It remains to argue that the rate region R given by (9) and (10) is achievable. To this end, consider a distribution'?
PUPX,|UPX,|UPXsu- Without loss of generality, take U = {1,2,...,[U|}. It suffices to show the achievability for
pu(u) whose elements are rational numbers. Let I be such that Ipy(u) are integers for all w € U. For u € U, let
my = lpy(u) and n, =3, m;, and let ng = 0.

Consider the I-fold product W®! of the channel W. For this product channel, consider the input distribution
p(x1)p(x2)p(2s) defined by

Ny
pa) =p((a,....za) = [[ ] pxivl@lw).
UEU t=ny—1+1

By (78) and (79) applied to the product channel W& we may conclude that the rate triple (Ry, Ro, R3) is achievable
for W if, for all permutations (i, j, k) of (1,2,3),

IR; < I?in) I(X;Y|X;), and (80)
9Tk
a(xk)

The achievability of the theorem follows from the following observation (for concreteness we take (i, j, k) = (1,2, 3)
below):

!
min I(X7;Y|X2) = min ZI(XU; Y| X, X7

a(x3) q(x3 =

I3For clarity, in the rest of this proof we introduce subscripts to denote the p.m.f.s involved in (9) and (10).
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l

=~ min I(Xlt, Y, X7 Xy)
qles) 1=

l
> Z min I(X1:; Y:l X2)

© Z min I(Xq4; Ye| Xot)

T a(z3:)

=y Z min 1(X1e; V| Xot), (82)

wueU t=nq,—1+1 q(ZSt)

where (a) follows from the independence of X171, X12, ..., X1, Xo, (b) follows from the memorylessness of the product
channel across its components and the independence of Xa1, Xao,...,Xo. Notice that in (82), the n, — ny,—1 =
Ipy(u) terms in the inner sum corresponding to each u € U are identical. For u € U, let (X1 4, Xou, Xsu, Yu) ~

px, v (Clu)px, o (-lu)gx, v (-lu)W(-|-,-,-). Then, rewriting (82),

min I(X1;Y|X2) > > (py(u)) min  T(Xy.;Ya|X20)

q(x3) el axq v (-|u)

= [ min ZpU I(X1 0 Yul Xow)

QXS\U

= [ min I(Xl;Y|X2U).

dx3|U
Similarly,

min I(X1X2,Y) Z [ min I(X1X27Y|U)

q(x3) ax3|U

Thus, any rate triple satisfying the conditions in (9)-(10) also satisfies (80)-(81) and hence is achievable. O

4.2 Randomized coding capacity region

Proof (Achievability of Theorem 3). For each k = 1,2,3, let W*) be the 2-user AV-MAC formed by channel inputs
from node k as the state and the remaining channel inputs as legitimate inputs. Let (Rj, Ra, R3) be a rate triple
such that, for some p(u)p(z1|u)p(z2|u)p(zs|u), the following conditions hold for all permutations (4, j, k) of (1,2, 3):

R; < (Inlln)I(X“Y|UX) and (83)
q(zk|u

R+ R; < (Imln)I(XZ,XJ,Y|U) (84)
q(zk|u

with the mutual information terms evaluated using the joint distribution p(u)p(x;|u)p(z;|uw)q(zk|w)W (y|z1, z2, x3).
Note that, by the first part of the direct result of [8, Theorem 1] (see [8, Section III-C]), the rate pair (R;, R;) is
achievable for the AV-MAC W) (see the footnote on page 16). Let € > 0. For each i € {1,2,3}, let M; = [1:2nR]
and M; = [1 : 2% /y] for the largest integer v < 3/e. In the following, we show the existence of a randomized
(2nfis Jy ondtz [y onfts [y n) code (Fy, Fa, Fy, ¢) with P74 no larger than e, for sufficiently large n.
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valid inner messages for L;

M; = [2n4] Ay yn M,
(a) Encoder F; : L; o G; (b) Pre-decoder ¢{") : T*) o A,

Figure 14: The encoders and pre-decoders for Theorem 3.

Code design. We will first describe some randomized maps which will be used in the code design (see Figure 14).
For each i € {1,2,3}, let G; : M; — X be a randomized map such that it maps m; € M; to an n-length
iid. sequence G;(m;) generated according to the distribution p;. The sequences G;(m) are independent across
i € {1,2,3} and m € M,. The realization of G;(m;) for all i € {1,2,3} and m; € M, is shared with the decoder.
For any permutation (4, j,k) of (1,2,3), consider the AV-MAC W®*) which corresponds to user-k as the adversary.
If we consider M; and M ; as the message sets and G; and G as the corresponding encoders, then this construction
ensures that the randomness of the encoders GG; and G} is private from each other and also private from the adversarial
user-k. This joint distribution of G; and G; (and the corresponding codewords) is the same as that of the encoders
of AV-MAC W) in the direct part of [8, Theorem 1, Section III-C]. For G; and G; as encoders, let I'®) denote
the decoder corresponding to the decoding sets defined in proof of the direct part of [8, Theorem 1, Section ITI-C]
for the AV-MAC W*), Suppose (ng),f‘gk)) = T®) where I‘Z(-k) : V" — M,. For all € > 0, by [8, Theorem 1], there
exists a large enough n such that for all permutations (4, 5, k) of (1,2,3), the code (G;, G;,T'®)) has error probability
no larger than €/3. We consider that n.

For each ¢ € {1,2,3}, the message set M, is randomly embedded into the set M; as follows: We choose an
arbitrary partition of M, into |M;| many disjoint equal-sized subsets (each subset size is v). Let us denote the
partition by Sp,,, m; € M; where Upy,em, Sm; = M, and Sm; N Sm; = () for all m;, m} € M, where m; # m}. The
size of each S,,,, m; € M; is v (< 3/¢). The maps L; : M; — M, and A; : M; — M, are the forward and reverse
maps for an injection from M; to ./\;li where, independently for each m; € M;, L;(m;) is chosen uniformly at random
from S,,,. Both the encoder maps G; and L; are independent for ¢ = 1,2,3 and are made available to the decoder
as the shared secret between user-i and the decoder, unknown to other users.

For each i € {1,2, 3}, the encoder map F; : M; — X[ is defined as F;(m;) = G;(L;(m;)) for every m; € M. For
i €{1,2,3} and k € {1,2,3}\ {i}, we define pre-decoder'*

o (y) = {Aim‘-’“) W) 1) e LM,

1 otherwise.

The decoder ¢ : Y — My x My x Mg outputs ¢(y) = (1h1, e, m3), where, for each i € {1,2,3} and (j,k) a

141n this notation qﬁgk)(y), we are suppressing the dependence of the pre-decoder (and later the decoder) on the randomness of the
encoders.
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permutation of {1,2,3}\ {i},

o (y) it o (y) = oM (y) £ L
)o@ it P (y) # L and ¢ (y) =
m; = .

6P (y) it ¢ (y) # L and o (y) =

1 otherwise.

1
1

Error Analysis. We first show that as long as the rate triple (R;, Ra, R3) satisfy the constraints (83) and (84),
i.e., each pair of rates lie in the corresponding AV-MAC randomized coding capacity region, the following hold
simultaneously for every honest user ¢ which sends message m; € M, and potentially adversarial user k # i: (i)

P (Y) is m; w.h.p. (with probability at least 1 — €/3) if user-k is indeed adversarial and (i) qﬁz(-k) (Y) is, w.h.p.

K3
(with probability at least 1 — €/3), either L or m; if user-k is not adversarial. To this end, consider any permutation

(i,7,k) of (1,2, 3) and assume that the adversarial user (if any) is user-k which sends X}, as its potentially adversarial
input to the channel. Suppose, for (m;, m;) € M; x M, user-i and user-j send F;(m;) and Fj(m;) respectively. Let
Y denote the channel output.

(i) First, consider the AV-MAC W) Recall that ng) (Y') = L;(m;) with probability at least 1 — ¢/3. Thus, with
probability at least 1 — €/3, qbgk) (Y) equals m;.

(i1) Next, consider the AV-MAC W), In this case, FZ(-j) (Y) may not equal L;(m;) as X}, may not be a valid codeword.
We would like to compute P (qbgj)(Y) ¢ {m, L}) where the probability is over G;(L;(m;)), G;(L;(m;)), Xk

and the channel. Note that G; and L; are independent of (potentially jointly distributed and adversarially
chosen) Gy, Ly and X}. Thus,

P (o (Y) ¢ {mi, L})
=P (1Y) € Li(Mi \ {mi))
= Y P(0OW) = € LM\ {mi))

= Y P(tV) =) P (i € LM\ {mh) [T (v) = ;)

DD (PP (r) = is) P (s € Li(Mi \ {mi})

miE/\;l\Smi
<1/v<¢€/3.

Here, (a) holds as I‘Z(-j)(Y) AL L;(M; \ {m;}). This is because L;(m;) 1L L;(M; \ {m;}) and FZ(.j) U L;as T is

a function of AV-MAC encoders G; and G} which are independent of L;. The equality (b) holds because for
m; € M \ Smi,

P(m; € Li(M; \ {mi}))

= > P(Li(m}) =)

mieM\{mi}
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1
= Z Limies,iy 5

mieM\{m;}
1/v.

Thus, with probability 1 — €, for each non-adversarial user i, at least one of the decoders (bl(.j ) or gbz(-k) outputs
the true message while the other decoder outputs either the true message or L.

O

weak

Proof (Converse of Theorem 3). We show the converse for the weak adversary. Since, Rrandom C Riwas . a converse

bound on Rgefé‘om is also a converse bound on Ryandom- Suppose (Fi, Fy, F3, ¢) is a (27F1 2782 2183 n) randomized

code such that PYe2k < ¢ for some € > 0. Recall that Fy, Fy, F3 are independent. Let M; ~ Unif(M,), i = 1,2,3 be
independent. Let M; = ¢,(Y, F1, Fs, F3), i = 1,2,3. Then, € is an upper bound on (5) which is given by

Pk = max Pr,, ((M2,M3) # (M23M3)‘X1 =z, Xo = F>(Ms), X3 = F3(M3))

=maxPp, p, ((MmMs) # (M2,M3)‘X2 = Fy(M3), X3 = Fs(M3))-

pPx,
For a vector x; € X', j = 1,2,3, we use z;; to denote its it* index. That is x; = (xj1,%2,...,%,). Similarly, a
random vector X; distributed on A" can be written as X; = (X; 1, Xj2,..., Xjn). Fori € [1:n], let gx, , be some

distribution on &7. We consider the following px, .
n
bx, (131) = H ax.,; (:El,i)‘
i=1

By Fano’s inequality, under this px, and when X; = F;(M;), i = 2,3,
H(Mg, M3|Y, FQ, F3) S 1+ 7’L€(R2 + R3)

Ignoring small terms, we have

n(Rz + Rg) < H(MQ,Mg)
< H(Mz, M3|Fy, F3)
(a)
~ I(MQ,MQ,;Y|F2,F3)

I(My, Ms; Y;|Y*™1 Fy, F)

I
NIE

1

.
Il

I(Ma, M3, Fp, F5, Y"1, Y;)

I

s
Il
-

I(Mao, M3, F>, F5, Y"1 X0 4, X5, V)

I
M=

<.

e
M1

s
Il
-

I(X2,, X343 Y3),

where (a) follows from Fano’s inequality (ignoring an O(ne) term), (b) follows from the memorylessness of the channel
and the independence of X ; over i =1,...,n for the particular px, under consideration.
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Let U ~ Unif{1,2,...,n} independent of (My, Ma, M3, Fy, F5, F3,Y ). We have (where we ignore an additive O(e)
term)

Ry + R3 < I(Xoy, X305 Yu|U).

Since, the above bound holds for all px, (x1) = [, qx,.(x1,), and noticing that conditioned on X1 ¢, X2, X3,/
the channel law Wy | x, x,x, gives the conditional probability of Yy, we may write

q(z1|u

for some g(x1|u). We note that the distribution of U, X1, Xo, X3,Y is p(u)q(z1|u)p(z2|u)p(x3|u) Wy | x, x, x, (Y21, 22, 3)
where p(x2|u) is determined by the distribution of Fy and p(x3|u) is determined by the distribution of Fs.
Proceeding similarly, for px, (1) = [[;—; ax, . (z1,i),
TLRQ S H(MQ)
< H(Mz|Ms, F», F3)
~ I(MQ, Y|M3, FQ, Fg)

I(MQ;}/’L|Y,L715M37F25F3>

I

s
Il
—

I(Ma2, X255 Yi| X3, Y"1, My, Fy, F3)

|

N
Il
-

(X2, Y™, Mo, M3, Fy, F3;Yi| X3,)

I

N
Il
-

I

s
Il
—

I(X5,:; Y3 X3,4).

Hence, we have

Ry < min I(X2;Y|X3,U), (86)

(xq|u)

where the joint distribution of the random variables is p(u)q(z1|u)p(w2|u)p(w3|u)Wy | x, x,x, (|71, 22, 73). We note
that p(u)p(x2|u)p(zs|u) are the same as in (85). Similarly,

Rg < min I(Xg,Y|X2,U) (87)

T a(zfu)

Similarly, considering PY's** with px, (z5) =[] ¢x,, (#2,) (and X; = F;(W;), i = 1,3), we get

Rs < Efnil‘ﬂ)f(Xs;YthU), (88)
q(z2|u

Ry < {nil‘n)l(XnYIXmU), (89)
q(za|u

Ry + Ry < gni‘n)I(Xs,XquU), (90)
q(za|u

where the joint distribution of the random variables is p(u)p(z1|u)q(z2|u)p(z3|u)Wy | x, x,x, (Y|T1, T2, 23) for some
Gzylu- We note that p(u) and p(xs|u) here are the same as in (85)-(87). Considering PY§** with px,(z}) =
[T, ax,., (x34) (and X; = F;(W;), i = 1,2), we similarly arrive at

Ry < min I(Xy;Y|X5,U), (91)

q(z3|u)
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Ry < min I(Xy:Y|X1,U), (92)

q(z3|u)

Ry + Ry < min I(X,,X9;Y|U), (93)

q(z3|u)

where the joint distribution of the random variables is p(u)p(@1|u)p(@2|u)g(@s|u) Wy | x, x,x, (y|21, 22, 23). The p(u),
p(z1|u), and p(z2]u) are the same as in (85)-(93). This completes the proof of converse. O

5 The k-user byzantine-MAC

In this section, we generalize our model to a k-user byzantine-MAC for any positive integer k. We allow for a set of
users to be controlled by an adversary simultaneously.

We study the problem under both randomized and deterministic codes. The techniques for the 3-user byzantine-MAC

are extended to show the characterization of the randomized capacity region. For the deterministic part, we take the
first approach (Section 1.4.2) as mentioned in the introduction. We first show that for any randomized code with
vanishing probability of error, there exists another randomized code, also with a vanishing probability of error, which
requires only n?-valued randomness at each encoder for a code of blocklength n. This argument is along the lines of
the extension of the elimination technique [13] provided in [8]. Next, we generalize the symmetrizability conditions
to show that the deterministic coding capacity region has non-empty interior if and only if the byzantine-MAC is not
symmetrizable. This allows us to use a small rate positive code to share the random bits with the decoder whenever
the channel is not symmetrizable and then use the randomized scheme to achieve the entire randomized capacity
region under deterministic codes (also see Remark 2).

We give the system model in Section 5.1 and discuss the randomized and deterministic coding capacity regions
in Sections 5.2 and 5.3 respectively. We only give proof sketches in these sections and defer the complete proofs to
the appendices.

5.1 System model

A memoryless k-user byzantine-MAC (W, A) consists of a k-user memoryless MAC W with input alphabets X1, As, ...,
and output alphabet ) along with an adversary who can control a set of users simultaneously. The set of users the
adversary controls may be any one of the sets in A C 2% where 2['¥ denotes the power set of [1: k. The
other users and the decoder are unaware of the identity of the set Q of users, @ € A, that the adversary controls.
In the sequel, we refer to the users in this set @ € A which the adversary controls as the malicious users and
the other users as honest. If § € A, then it corresponds to the case when all users are honest. For the 3-user
byzantine-MAC (Section 3) which considers the case when at most one user is malicious, the adversary structure
is given by A = {0,{1},{2},{3}}. Along the lines of Definition 3 for the three user byzantine-MAC, we define
randomized codes for k-user byzantine-MAC (W, A) below.

Definition 7 (Randomized code). An (N, Na,..., Ng,n) randomized code for the byzantine-MAC (W, A) consists
of the following:

(i) k message sets, M; ={1,...,N;},i=1,2,... k,

(i) k independent randomized encoders, F; : M; — X', where F; ~ Pp, takes valuesin F; C {g: M; — X'}, i =
1,2,...,k and

(iii) a decoder, ¢ : Y™ X F1 X Fa X ... X Fr = My X Mg X ... X My, where
oy, Fr, Fa, ..., Fy) = (01(y, F1, Fo, ..o, Fr), G2(y, 1, Fo, oo F), oo 00 (Y, FL, By, .. Fy)) for some determin-
istic functions ¢; : V" X F1 X Fo X ... X Fp > My X Mo x ... x Mg, i=1,2,... k.

Next, we define the probability of error, achievable rate region and the capacity region. As mentioned in Sec-
tion 3.1, the decoder is a function which maps the channel output as well as the random encoding maps to decoded
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messages. Hence, the adversary can mount an attack by selecting the random encoding maps of the users it controls.
Note that while doing this, the adversary does not have access to the random encoding maps of the other (honest)
users. Similar to the 3-user case, the adversary selects the encoding maps and chooses the inputs of all malicious
users jointly. Note that while doing this, the adversary is unaware of the realizations of the other users’ encoding
maps. If the adversary controls the users in Q@ € A, then it may choose the encoding maps fo (i.e., (fi)ico) in
addition to the input vectors xo.

Let Per’aé‘d denote the average probability of error when the adversary controls the set Q of users.

1
Pt = WX Mo ) > P{(Y, fo, For)or # moe} | Xoe = Foe(mo:), Xo =x0),  (94)
ele=re Mliege M) ccemge
where ¢(y, fo, foc)ge denotes 1mge for 1.y € My such that ¢(y, fo, foc) = .. The probability is over
independent F; ~ Pp,, i € Q¢ and the channel.
The average probability of error P is given by
d d
Prn = e PG
Note that though the users controlled by the adversary do not use fg for encoding, the decoder uses it and hence its
choice gives the adversary additional power. We also emphasize that the decoder is unaware of the identity of the
set Q € A of users controlled by the adversary (i.e., in (94), the decoding map ¢ may not depend of Q.).

We say a rate tuple (Ry, Ra, ..., Ry) is achievable, if there is a sequence of (|27F1 ]| [2782] .. |27 | n) codes

(Fl(n), FQ(n), e F,En), #(™)22 | such that lim, . Pera“d(PF(m s Prinys ooy Py, ¢™) — 0. The randomized coding
1 2 k
capacity region Riandom 1S the closure of the set of all achievable rate triples.

We also study the weak adversary model for the converse where the adversary does not have any knowledge of
the any of the random encoding maps while choosing the inputs of the malicious users. Probability of error and
capacity region for randomized codes with weak adversary can be defined by replacing Perf‘é‘d with PeVTeQak for @ e A
in the above definition, where

wea. 1
Pean:manN, > P{e(Y,Fo,For)or #moe}|Xor = For(mo:), Xo = @o), (95)
o (HiEQC 7,)

mgecEMge

The probability is over independent F; ~ Pp,, i € [1 : k] and the channel.

We denote the randomized coding capacity region for the weak adversary by R;‘fﬁé‘om. As was the case in 3-user
byzantine-MAC, R;andom C R;’fjé‘om. We define determinsitic codes for k-user byzantine-MAC (W, A) along the
lines of Definition 1.

Definition 8 (Deterministic code). An (N1, Na,..., N, n) deterministic code for the byzantine-MAC (W, A) con-
sists of:

(i) k message sets, M; ={1,...,N;},i € {1,2,...,k},
(i) k encoders, f;: M; — X", i€ {1,2,...,k}, and
(iii) a decoder, ¢ : Y™ — M7 x Mg x ... x M.

Let P. o denote the average probability of error when the adversary controls the set Q € A of users.

P.o= nggxm D> P{¢(YV)ar #ma-}|Xo: = for(moe), Xo = o). (96)

mgecEMge
The average probability of error P. is given by

P, =maxP, o.
© Qe A eQ
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Similar to the randomized coding case, the decoder is unaware of which set of users from A are controlled by the
adversary.

We say a rate tuple (R1, Ra, ..., Ry) is achievable if there is a sequence of ([27%1 ], [2"F2| ... 278 | n) codes
(Fm f,gn), ™M) such that lim, e Po(£™, £, .., fk"), #™) = 0. The deterministic coding capacity
region Rdeterministic 1S the set of all achievable rate tuples.

Recall that for the three user byzantine-MAC (Section 3, where the adversary structure is A = {0, {1}, {2}, {3}},
we could show that P.g < P.1 + P.2 + P.3 (see (3)). Generalizing this to the k-user byzantine-MAC (W, A), we
can show the following lemma whose proof is in Appendix C.

Lemma 6. For any Qy,...,Q; € A, t € Nand Q C [1: k] such that Q = N!_,Q;, P.o < 3./, P..g,.

This lemma implies that even if a set @ = N{_; Q; as in Lemma 6 is removed from A, the capacity region of a
byzantine-MAC remains unchanged.

5.2 Randomized coding capacity region

Let R be the closure of the set of all rate tuples (Ry, Ra, ..., Ri) such that for some p(u)p(xi|u)p(z2|u) .. .p(zk|w),
the following conditions hold for all @ € A and J C Q°,

Rj < min [ (Xj; Y|X(QUJ)C, U) (97)
‘ a(zolu)
JjeET
where the mutual information above is evaluated using the joint distribution p(u)g(zolu) [[;co- p(z;[u)W (y|z 0, T <)
Here, an upper bound of 2* on || can be shown using the convex cover method [29, Appendix C].
Remark 3. As discussed after Lemma 6, the capacity region of a byzantine-MAC remains unchanged even if a set

Q =nNt_;Q; is removed from A. It is easy to verify that the rate region R shares this property. For instance, for the
three user case, let A = {0, {1},{2},{3}}. Consider the constraint corresponding to @ =) and J = {1,2,3} in (97)

Ry + R+ R3 < I(X1X2X3;Y|U).
This is implied by the following constraints which correspond to Q@ = {3}, J = {1,2} and Q = {1}, J = {3}

respectively

R1 + RQ S min I(XlXQ,Y|U) S I(XlXQ,Y|U) and

q(xs|u) ‘pm\u)’

R3 S min I(Xg,Y|X2U) S I(X3,Y|X2U)

q(@1|u)

plarfu)
Now, the implication follows from
I(X1 X X3 Y|U) = I(X1 X0, Y|U) + I(X3; Y[ X1 XoU)

W (X1 X YIU) + I(Xs; Y X3 | Xo0)

> I(X1 Xo;Y|U) + I[(X3; Y[ X2U),

where (a) follows from the conditional independence of X7, X9, X3 given U. Hence, the sum rate constraint (corre-
sponding to 0) is redundant in the three user case.
Theorem 7. For a k-user byzantine-MAC,

7—\)drandom = Rweak =TR.

random

Similar to the three user case (Section 3.2.2), we prove Theorem 7 by showing an achievability in the standard
model and a converse for the weak adversary. The converse can be proved by a simple extension of the proof of
the converse of Theorem 3 (three-user randomized coding capacity region) and is skipped. The achievability uses
arguments similar to the proof of achievability of Theorem 3. It is shown in Appendix D.
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5.3 Deterministic coding capacity region

Similar to the 3-user case (Section 3.2.1), we first give a general symmetrizability condition which characterizes the
class of channels under which all users cannot communicate reliably in a byzantine-MAC (W, A) using deterministic
codes. For the 3-user byzantine-MAC case, this condition (given below) specializes to the three conditions (6)-(8).

Definition 9 (Symmetrizability and symmetrizable byzantine-MAC). For a non-empty set 7 C [1 : k], we say
that a byzantine-MAC (W, A) is T -symmetrizable if there exist sets Q, Q' € A, not necessarily distinct, satisfying

ONT =09 NT =0, and a pair of conditional distributions PXQ\XTu(g\g/> and P;(Ql Xroiono such that

Z PXQ\XTU(Q\Q’) ($IQ|xT’ xQ\Q’)W(ylle’ IT,ToN\Q, T(TUQUQ)")
THEXQ

= Y Poixrene @l on o)W ylEe, 27, To\0s T(TUQUEN-) (98)
iQ/ EXQ/

for all x7,z7+ € X7, To\go € XQ\Q/, Tono € XQ/\Q, T(TUQUQ')* S X(TUQUQ/)C and y € ). We say that a
byzantine-MAC (W, A) is symmetrizable if it is T-symmetrizable for any T # (.

i — To\ Q!
D
I\rQ Xru(oNo!) F—>1
Lo\ Q! =P T
Q o —
Px /
——— )‘Q"XTU(Q’\Q)
To/\ o =——p < o\ o
\ y)
W > Y < W
T(TuQuE!)® =P le—— % (TUcQuQ/)°
T = l&—— =7

Figure 15: For each (Z7, 27,70\ 0/ To/\Q:sTTUQuUQ’<), the conditional output distributions in the two cases above are the same. Thus,
the receiver is unable to tell whether the users in set 7 are sending &7 or 7.

Fig. 15 illustrates the symmetrizability condition in (98). The set T of users are being symmetrized by the users in
sets @, @’ € A. The users not in 7 U Q U Q' are not symmetrized. Definition 9 extends the notion of symmetrizability
for the three users case (Definition 5) to the k-user byzantine-MAC with adversary structure A. It generalizes the
three conditions (6)-(8) to a single condition given by (98). In particular, T = {j, k} and Q = Q" = {i} recovers (6),
T ={k} and Q@ = Q' = {i} recovers (7), and T = {k}, @ = {i} and Q" = {j} recovers (8). Now, we are ready to

state our main result.

Theorem 8. For a k user byzantine-MAC (W, A), the interior of the deterministic coding capacity region, int(Rdecterministic)
is empty if and only if it is symmetrizable. Furthermore, when (W, A) is not symmetrizable, Raecterministic = Rrandom-

Proof sketch. For the converse, similar to the 3-user case, we show in Appendix H that if the channel is symmetrizable
then int(Racterministic) = 0. When the channel is not symmetrizable, the outer bound on the rate region follows from
Theorem 7. To show the achievability direction of the theorem, i.e., Rdcterministic = Rrandom if (W,.A) is not
symmetrizable, we take the first approach discussed in the introduction (Section 1.4.2). We first show the following
lemma (proved in Appendix G) which states that all users can communicate at positive rates if a byzantine-MAC is

not symmetrizable.

Lemma 9. If a k-user byzantine-MAC (W, A) is not symmetrizable, then there exists (R1, Ra, ..., Ri) € Rdcterministic
where R; > 0 for all i € [1: k.
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Next, we show that for every randomized code achieving a small probability of error, there exists another random-
ized code which also achieves a small probability of error, but requires only n2-valued randomness at each encoder for
a code of blocklength n. This randomness reduction argument is along the lines of the extension of the elimination
technique [13] given in Jahn [8, Theorem 1]. The formal statement and its proof is given in Appendix E.

The achievability of Theorem 8 is done in two phases. In the first phase, each user communicates a small number
of their uniformly distributed message bits using the positive rate deterministic codes given by Lemma 9. These
will serve as the shared random bits between the user and the receiver in the second phase. The first phase is short
compared to the second phase and only needs to communicate logn? bits for a second phase of blocklength n. In
the second phase, this small amount of randomness will be used by the new code obtained from the randomness
reduction argument to communicate the remaining message bits. Note that the first phase allows the adversary to
maliciously choose inputs of the users they control and thus the shared randomness between the malicious users and
the decoder. This is why in our model, we allow the adversary to select the encoding maps for all users in Q.

The above argument is formalized in Lemma 10 below and is proved in Appendix F. Its proof is along the lines
of the proof of [28, Theorem 12.11].

Lemma 10. For a byzantine-MAC, if there exists (R1, Ra, ..., Ri) € Rdcterministic where R; > 0 for all i € [1 : k],
then 7?fdeterministic 2 7?frandom-

O

Similar to the 3-user case, the proof of Lemma 9 (formally given in Appendix G) employs a codebook generated
using a random coding argument (see Lemma 15 in Appendix G) and is along the lines of [10, Lemma 2] and [22,
Lemma 3]. The decoder is a generalization of 3-user decoder given in Definition 6 and is defined below.

Definition 10 (Decoder). For n > 0, and encoding maps, f; : M; — X for i € [1 : k], the decoding set

Dy ms,...me © Y™ of the message tuple (mqy,ma,...,mg) € M1 x Mg X ... x My, is defined as the intersection of
def

the sets D)., i € [1:k], i.e, Dmyimo,..oms = ﬂleD,(,?i, where the sets DY, i € [1: k] are defined as follows:
A sequence y € D,(fl)i, i € [1: k], if there exists Q € A, i ¢ Q, g € X, mgc € Mge where m; = m; and random

variables Xoc, Xg and Y with (foe(fge), o, y) € T, v,y satisfying the following:

1. D(PXQCXQY”(Hiegc PXi)PXQW) <.

2. Suppose there exist Q' € A, not necessarily distinct from Q, a non-empty set 7 C (Q U Q')¢ with i € T,
o € X5, m'Q\Q, € Mg\o, m't € My such that mj # 1, for all t € T such that for the joint distribu-

tion PXQC XoX,X! XY defined by (fQC (mQC)a o, fT(m’T), fQ\Q’ (mlg\gr)a fB/Q/ ) y) € T)?QCXQX'T

o\’ X0\ o XY
D(PX’TX’Q\Q,XQC\(TUQ/)X’Q,Y||(H P)( [T Px)C II Px)Px, W) <n. (99)
teT JEQ\Q' 1leQe\(TUQ’)
Then,
[(XoeY; X5 Xy, 0/ Xa) < 1. (100)

In the definition of Dgﬁi above, condition 1 checks for typicality with respect to channel inputs (f;(m;), j
Q°) and xg. Under condition (99), where an alternative input to the channel (f;(my), t € T), (fj(m}), j € Q
'), (filmy), 1 € Q°\ (T U Q')) and @, looks typical, condition (100) implies that the input (f;(1;), j € Q°) an
X o is a more plausible explanation for the channel output than the alternative input (see Fig. 15).

As mentioned earlier, Definition 10 is a generalization of 3-user decoder in Definition 6. In particular, check (a)
can be obtained by setting Q@ = Q' = {3} and T = {1,2}, (b) by setting @ = @ = {3} and 7 = {1} and (c) by
setting @ = {3}, @' = {2} and T = {1}.

Similar to Lemma 2, we can show that for small enough 7 > 0, Dy ms,...omie N P ivg,..ive = 0 for every
(m1,ma,...,mg) # (M1,Ma,...,Mmy). See Lemma 17 in Appendix G for the formal statement and proof.

o _—Mm
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A Proof of Lemma 2

Proof. Suppose y € Y™ is such that y € D&Z QDE%Z for my,m1 € My where 1 # my. Then there exist permutations
(i,7) and (i, 7) of (2,3) such that one of the following cases holds.

Case 1: (1,7) = (i,5)

There exist m;,m; € M;, sequences &;, &; € X", and random variables X1, f(l,Xj,f(j, X;, X; with (fi(mq), f1(my),
fj(mj), fj(ﬁlj), T, &;) € T;1X1X1XJX¢)~Q such that D(PXlXinY”PXl X PXj X Px, x W), D(PXl)?j)ZiY||PX1 X Pg X
Pg, x W) <nand

J

Case 1(a) if 7, # mj, then I(X1X;Y; X1 X;|X;), [(X1X,Y; X1 X;|X;) <.
Case l(b) if ﬁ’L]‘ = mj, then Xj = Xj and I(XlXjY,XﬂXZ),I(XlXJY,X1|X1) <.
Case 2: (i,7) = (j

1) : N ~
There exist m; € Mj, € M;, sequences &; € X', ®; € A" and random variables X1, X1, X;, X;, X;, X;

m;
with (fl(ml), fl(ﬁ’bl), fj(mj), ij, x;, fz(ﬁ’bz)) S T;1)~(1Xj)~(in)~(i such that D(PXlXinY”PXl X PXj X Pxi X W),
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D(Pg, x, xv|IPx, X Pg, x Pz, x W) < nand I(X1 X;Y; X1 X,|X5), (X0 XY X0X51X;) <.
We first analyze Case 1(a). Let Wy |x, x,x, be denoted by W.

D(Px,x,x,v|[Px, x Px; x Px, x W)+ D(Pg, 5 |[Pg, x Pg )+ 1(X1X;Y; X1X;] X)) @

=

Px, x;x,v(z1, 2, %i,y) R Pg 5, (Z1,75)
- + Pz 5 (21,%5)log =——F5—F—
Px, (1) Px, (z;) Px, ()W (y|z1, 25, i) 2 Pz, (00,%) ng(l(xl)Pj(j(xj)

T1,T;

E Px, x;x,v (%1, 75, 7,y) log
T1,Z5,%4,Y
PX1)~(1XijY|Xi (1'1; T1,Tj,Tj, y|xz)

+ Z Py %.x.%.x,v (1, 1,75, %5, 2, y) log = =
XleX]X]X'LY( s b1y by bgy by PX1XjY|Xi($1"rj’y|$i)P)~(1)~(j|Xi(‘T1"Tj|xi)

1,21,%5,25,Ti,Y
PX1)~(1Xj)~(]‘XiY(‘T1"T1a'Tja :Eja-riay)

PXj (:CJ)PX] (jJ)PXl‘XlX] (x1|j17jJ>W(y|zla z]v'rz)

- Z PXleXijXiY(‘rl’il’xj"%j’xi’y)log PXl(z1>PX (jl)

T1,21,25,Z5,i,Y !
= D(Py, %, x, %, x:v1Px: Pz, Px, Pg Py, 5,5, W)
(b) - . y . o
> D(le)ZlXijY||PX1PX1PXj Py, V1) where Vi (y|z1, 21, 25,%5) = ZPX”XJQ (xi|Z1, 2)W (y|z1, 5, 24),

Ty

where (b) follows from the log sum inequality. From the given conditions, we know that the term on the LHS of (a)
is no greater than 3. Thus, D(Py %, x; )~(J_Y||PX1 Py Px; Py, V1) < 3n. Using Pinsker’s inequality, it follows that

> ‘lexlxjxjy(xlafla%a»”Ejay)—le(xl)le(fl)PXj(wj)ij(@)‘71(?/|901ai1a$j@j) <cy/3n,  (101)

L1,L1,Lj5,T5,Y

where ¢ is some positive constant. Following a similar line of argument, we can show that
3n > D(Pg, %, %.v||P%, X Pg, X Pg, x W) + D(Px, x,||Px, x Px,) + I(X1X;Y; X1 X;|X;)

> D(Py, 1, x,%,v|IPx, Px, Px, Px, Vi) where Vi(y|z1, &1, 25, %) = Y P, x,x, (@sln, 2 W (y|#1, &5, )

Using Pinsker’s inequality, it follows that
Z ‘lexlxj)zjy(thhxj,fj,y) — Px,(21)Pg (21)Px, (z;)Pg, (Z;)V1 (y|$1,f1,$j,ij)‘ <cy/3n.  (102)
z1,Z1,25,Z5,Y

From (101) and (102),

< 20\/%.

Y Pxi(w1)Pg, (81)Px, (x5) Py, (%) |Vi(yler, 1,25, %5) — Vilyler, &1, 25, &)

L1,L1,L35,2j5,Y

This implies that

~ - - - N 2¢v/3
max_ ‘Vl(y|x1,x1,$j,xj) = Vi(ylwy, &1, 25, %5) | < —5— "
T1,L1,L5,25,Y (0%

(103)

Similar to [10, (A.15) on page 748], since Wy |x, x, x, is not X1 x X;-symmetrizable by X; (i.e., (6) does not hold for
(i,4,k) = (1,7,1)), we can show that for any pair of channels P)Zi|X1Xj and PX'LleXj’ there exists (3 > 0 such that

max
T1,T1,235,%j5,Y

Vi(ylay, 1,25, %) — Vl(y|$17551,50j,fj>’ > (1.
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. . B . Cfas
This contradicts (103) if n < 3.

We now analyze Case 1(b).

D(PXlXinYHPXl X PXj X PXi X W) +I(X1X]Y,X1|Xl) (;)

Px, x;x,v (71,75, 2i,9y)
PX; (‘Tj)PXi (%‘)W(ybﬁh Tj, x;)

Z PXlXinY(xlv'rjazi;y)log PX (-Tl)

T1,T5,TiY
le)‘(lxjnxi (21, %1, 25, ylz:)

lexjypg ($17$j7y|zi)P)~(1|Xi (Z1]7i)

+ Z Py, %, x; x,v (@1, %1, 25, 5, y) log

T1,21,T5,%i,Y
Py g, x,x,v (@1, 1,25, 24, y)

21) Py, (Z1)Px, (2) Py, %, (@i|21)W (y|21, 25, 2:)

- Z PX1)~(1XJ'X¢Y(:C17'%17:CJ.’zi’y)log PX (
1

T1,L1,%5,TiY

= D(PXleXinY||PX1PX1PXj Pxip”(l W)
(b) - -
> D(Py, z,x,v||Px, Pz, Px,V2) where Va(ylw1, @1, 25) = > Py, %, (@il@)W (ylw, x5, 24),

where (b) follows from the log sum inequality. From the given conditions, we know that the term on the LHS of (a)
is no greater than 2n. Thus, D(Py 5, XjY||PX1 P Px;Va) < 21. Using Pinsker’s inequality, it follows that

> ’lexlxjy(xlaihxjay)—le(iﬂl)le(fl)PXj(%)‘72(?J|$1a501a$j)

z1,21,%;5,Y

< cv/2n, (104)

where c is some positive constant. Following a similar line of argument, we can show that
20> D(Pg, x, x,v||1Px, X Px; X Pg, x W) + I(X1X;Y; X1|X;)

> D(Py, 3, x,v||Px, P, Px,Va) where Va(ylw1, &1, 25) = Pg,x, (&|z0) W (y|71, 25, ).

Using Pinsker’s inequality, it follows that

< ¢\/3n. (105)

> ‘lexlxjy(xlaihxjay)—le(iﬂl)le(fl)PXj(%)Vé(9|$1a5ﬁla%)

z1,Z1,2;,Y

From (104) and (105),

Z Px, (x1)Pg, (21)Px, (zj>"72(y|$1,551750j> - V2(y|$1,~’517$j>’ < 2¢/3n.

T1,%1,%5,Y

This implies that
2¢/2n

at

max ‘%(yl:m,ihwj) —Va(ylz1, Z1,25)| <

z1,21,%;5,Y

(106)

Similar to [10, (A.5) on page 747], since Wy |x, x,x, is not &X1|X;-symmetrizable by X; (i.e., (7) does not hold for
(i,4,k) = (i,7,1)), we can show that for any pair for channels Pz ix, and Py %, there exists (o > 0 such that

max ’%(yLTl’i'laxj)_‘/é(ylxlai'laxj)
x1,T1,T;5,Y

> (Ca.

2 8
G

This contradicts (106) if n < 2.
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We now analyse Case 2.

D(lexxy||PX1 XPX XPX XW)+D( X X ||PX XP )+I(X1X Y XlX |X) i)
Px, x,; x,v (1,25, %i,y) %, %, (T1,T4)
Px.x. x.y (1, 25, 21, y) o i X + 3 P o (F1,5) log —2a XD
zlzzz.y X, X, X v (%1, 25, T, ) gPXl(xl)PXj(acj)PXi(xi)W(yml,xj,xi) Z; %, %, (@1, T3) gP (@) Pg. (@)

leXlijiy\Xi (1, &1, 5, &, ylwi)

+ Z P (x1,Z1, x5, i, T, y) log p-
i e X1 %X, X, X,y \B1L, X1, L5 Tiy Tiy Y Pg zix: (Z1, Zili) Px, x v x, (2, 35, Y] @)

leXlXinXiY(‘Tlﬂ ‘%1’ Xjy, L, jia y)
x1) Py, (1) Px, (2;) Py, (%) Px, 3, %, (@il @1, Z)W (y|@1, 2, 25)

= § : leXlijiXiY(xlaxlaxja$i,$i,y) log Py, (
T1,%1,%5,Ti,Ti,Y !

) ) _ o o
> D(PXl)ZlXj)ZiY||PX1P)~(1PXJ'P)~Q‘Z3) where ‘/3(y|$1,$1,1'j,1'i) = ZPX”leQ(xikclvxi)W(y|x17xjazi)a

where (b) follows from the log sum inequality. From the given conditions, we know that the term on the LHS of (a)
is no greater than 3n. Thus, D(Py 5 X, v 1Px, Px, Px; Pg,Vs) < 3. Using Pinsker’s inequality, it follows that

<ey/3n (107)

Z ’PX@lngiy(:Eh T1,25,Zi,y) — Px,(21)Pg, (%1) Px; () Py, (2:) Vs (y|w1, 21, 2, &)

T1,T1,235,%i,Y

for some constant ¢ > 0. Following a similar line of argument,

D(PXIXJX1Y||PX1 X Pf(] X Pf(l X W) +D(PX1X]~||PX1 X PX]') + I(XleY,XlX]|XJ) (g)
PXl)ZJXZY(id)i']vjhy)

ij (‘%J)Pf(l (.i'l)W(yu'l, .i'j, acz

PX1X (‘Tlax])
log ———1——""~~_
Px, (z1)Px; (z;)

7+ > Pxyx, (@1, 25)

T1,T;

> Pgox x.v (@18, 3i,y)log -
1 ~
F1,85,%:,y o le(xl)
Py ¢ v v.vi%. (€1, %1, 25,4, y|T5)
- L X1 X1 X; X,V | X; X1 X1, Tjs i, Y| 2T
+ Z Py 5 v % 3.y (@1, 21,25,%5, %, y) log Rk G _
o S 1 X1 X5 X5 X5 y L1y Lj, Ty Ty Pf(lf(iY\f(j(zl’zi’y|xj)PX1Xj|Xj(z1’zj|xj)

Py, %, x, %, %y (@1, 01,25, L5, Ti, y)
wl)PXl(fl)PXj(xj)P” (@ )PX | X1 X (@) |z, 2)Wyl|21, 25, 2:)

= § : PX1)~(1Xij)~(iY(z1’zl’zj7xj7xi7y) log PX (
1,21,%5,T5,%i,Y !

= D(le)ilxji(j)?iﬂ|PX1PX1PXjPXjP)~(j \Xlij)

> D(Py, 1, x, %.v||1Px, P, Px, Pg, V) where Vi (ylay, #1, 25, ) = Y Py x, x, (@1, 2)W (yld, 2, %).
From the given conditions, the term on the left of (a) is no larger than 3n. Thus, D(le)"(lxj v 1Px, Py, Px; Pg, V) <
3n.
Using Pinsker’s inequality, it follows that

> ‘ X1 % X, %,y (B0, 81, @5, &i, y) — Px, (21) Py, (81) Px;, (3) Py, (23) Va (yloy, 1, @5, 35)

T1,T1,2j5,Li,Y

<cy/3n.  (108)
From (107) and (108),

Y. Px(21)Pg, (81)Px, (2) Py, (&) |Va(ylar, 81,25, &) — Va(yler, 1, 25, )

L1,L1,L5,L35,Y

< 2¢/3n. (109)
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This implies that
2¢+/3n

<
S A

(110)

max_ "73(9|$1, T, 5, %) — Va(ylee, T1, x5, &)
zl,zl,zj,zj,y

Since Wy |x, x,x, is not Xi-symmetrizable by X;/X; (i.e., (8) does not hold for (4,5,k) = (4,4,1)), for any pair of
channels PX-\X . and PX~|X X, there exists (5 > 0, such that
i 14 j 1 J

max
T1,T1,L5,T5,Y

%(y|z17£17xjai'i) - %(yh‘lvflv'rjai'i) > 43-

Ga?
12¢2 °

This contradicts (110) if n < Let ¢ ¥ min {¢1,¢2, (3}, any 7 satisfying 0 < n < % ensures disjoint decoding

regions.

O

B Proof of Lemma 4 (Codebook Lemma)

To prove Lemma 4, we will first define some terminology and prove a concentration result in Lemma 11. This will
be used to prove Lemma 4 (Codebook Lemma) as a corollary.

B.1 A concentration result

In this subsection, we restate [24, Theorem 2.1] in a form that can be directly used for proving the properties of the
codebook.

For a positive integer b, let S, denote the symmetric group of degree b, i.e., it contains the permutations of
{1,2,...,b}. For a permutation o € S, let (i), i € {1,2,...,b} denote the image of ¢ under o. Let A be a set. For
a b—length tuple (aq,...,as) consisting of distinct elements of A, let

Hiar,on) = {a € ({ar,...,ap} U{x})": 30 € S, such that for all j € [1:b] if aj # * then a; = aa(j)},

where a; represents the j' element of the tuple a. For a € Har,...,an)> let |a| = [{i : a; # x}|. For atuple (v1,...,7)
consisting of distinct elements of A, we say that a € H(q,,...,a,) and (v1,...,7) are (au, . .., a,) —compatible (denoted
by (715 v 7/7b) ~ [a’a (ala v ,O[b)]), if for all [ € {17 s ab}v

= a, if a; # *,
v € A\ {oq,...,ap}, otherwise.

For example, let A ={1,2,...,9},b =5, (a1,...,a) = (1,2,3,4,5) and a = (1,2, ,%,4). Then, a € H(q,
with |a| = 3. Suppose (v1,...,7%) = (1,2,6,8,4). Then, (y1,...,7%) ~ [a, (@1,..., )]

,,,,, av)

Lemma 11. For an index set Z, let {Y; : i € Z} be a set of independent random variables. Let 8 be a positive
integer. Let J C TP be a set of 8 length tuples consisting of distinct elements from Z. For (i1,...,i8) € T, let
Wiis,...,i5) be a binary random variable which is a function of Y;,,...,Y;,. Suppose U = Z(il cig)ET Viiy,...ig)- Let

E > max max max [E Z Vijiois) (Yil,...,Yiﬁ):(yil,...,yiﬁ) JE[U] ¢,
(1,.s ig)eT (yil _____ yiﬁ)’ ]
acH, (Jl ,,,,, ig)eT
i100008) | (G yeenrig)~las(i1seensip)]

1<]a|<p—1
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For v > 0, v > 1 if there exists d1,02,...,03 > 1 such that for all i € [1 : 3], W ( 1217 Simazlp ﬁl) > §; F for 0y := v,
then

P(U > vE) < (7|8 +1)% e=/3, (111)

Proof. For (i1,...,ig) € J,let Uy, . i) = Z(jl _____ I8V ET tsenerjs HOV i s }£0 Viir,..js)- To show (111), we will first
show that

_ ~ (v—1)E
P(U Z Z/E) S e /3 + Z P (U(ll _____ iﬂ) > T (112)

using [24, Theorem 2.1], which is restated below.

Lemma. [2/, Theorem 2.1] Suppose that Yy, € A, is a finite family of non-negative random variables and that ~
is a symmetric relation on the index set A such that each Y, is independent of {Ys : B = a}; in other words, the
pairs (o, ) with a ~ 3 define the edge set of a (weak) dependency graph for the variables Y. Let X =3 Y, and
p:=EX =3 EY. Let further, for o € A, X, = ZBNa Ys. If t > > 0, then for every real r > 0,

P(X>p+t)<e 43P <X >—>

acA

In order to obtain (112) from [24, Theorem 2.1], we use J in place of A and V(;, . ;,) in place of Y. We note
that every (i1,...,48), (j1,.--,J8) € J such that {i1,...,ig} N {j1,...,58} #0, (i1,...,ig) ~ (j1,.-.,J3) as per the
symmetric relation given in [24, Theorem 2.1]. Thus, the definitions of f](il ) and X, are consistent. We upper
bound the LHS of (112) as follows:

P(X > vE) = P(X — E[X] > vE — E[X])
< P(X — E[X] > vE — E)
— P(X —E[X] = (v— 1)E)

Theorem [24, Theorem 2.1] is applied on P(X > E[X] + (v — 1)E) with (v — 1)E as ¢t and vy as 7.

Now, we will show (111). We will use strong induction on 3. When 3 = 1, (112) implies P(U > vE) < e /3,
This is because for any 1—length tuple (i) € 7, Ui = Vi), which, being a binary random variable, is at most 1.
However, W (”2—_71E7 ﬂ!) > 01 F > 0 implies that for g = 1, % (”2—_71E — 1) > 0. Therefore, ”2—;1E > 1 and the
second term on the RHS of (112) is zero. Thus, (111) holds for § = 1.

Now, for the induction hypothesis, consider any 8’ < k for some positive integer k. For an index set Z', let
{Y/ :i € T'} be a set of independent random variables. Let J’ C I’ be a set of '—length tuples consisting of

distinct elements from Z'. For (i1,...,ig) € J', let V(’i is) be a binary random variable which is a function of
1yeeylgl
/ I / ! __ /
Y“,YZZ,...,Y;B/. Suppose U —E(z VVVVV %/)eJ,V(. vvvvv is)"
Let
E’ > max max max E Z V('j1 iar) (YZII,...,Y;/B,) = (yél,...,yiﬂ,) JE[U'] 3,
(117 ﬂgl)EJ’ g
y'bl’ 1y1B, s (11 _____ JB/)EJ/
a€EH i 15/) Jlyeens Jgr)~|as (i1, ’LB/)]
1<]a|<B' ~1

54



5 _,—1
27

For 4" > 0, v' > 1, if there exists d7,05,...,d5 > 1 such that for all i € [1: ], W (
§( := v/, then

E ﬂ’!) > §/E' for

P(U' > VE') < (T8 +1)° e /3,
Now, for 8 = k+1 and any v, v, and FE and random variables satisfying the conditions in Lemma 11, (112) gives
—~/3 ~ (I/ - 1>E
P(U>vE)<e v + . Z P <U(i17-~~,ik+1) > T :
(41, sik+1) €T

For (i1,...,ik+1) € J, and any realization (yil,...,yikﬂ) of (Yil,...,YiHl),

~ (v—1)FE
P <U(i1,...,ik+1) > T (}/’il) R a}/ik+1) = (yi17 cee 7yik+1)
v—1FE
< ]P’( > Velhsian t Y 3> Viiian) > S
0ESK+1 aEH(il _____ ihi1) (312 i1 )ET:

1<lal<k  Urreodkt1)~a, (i1, iks1)]

(Yilv"'a}/ik+1) = (yi1a"-7yik+1)>

—1)FE
- ]P)< Z Z ‘/(j17“~1jk+1) > (V 2,}/> - Z Vo(il,...,ik+1)
a€EH

Jr1) (15 jk+1)€J: 0ESK+1
1<la|<k  (1s-dks1)~la,(in,. . ipg1)]

(Y;U""Yvilwd) = (yi1a"'7yik+1)>
(a) v—1FE
<P Z Z ‘/(j17~-~ajk+1) > 2y = [Sk41l (Yilv S Yik+1) = (yila o 7yik+1)
A€M (G, i (312 Jkg1)ET:
1(§1\a\§llz+ : (jla---ajkirl)Nfl;:(il7~~~,ik+1)]
(b) 1 (v—1)FE
<P . (k1))
- U Z ‘/(.717~~-1.7k+1) > |H(i1 Z_k+1)| _1_ (k‘ T 1) ( 2 ( + ) ) ‘
€M (i igy1) (41 Ik41)ET: v
1<la|<k (1 odrg1)~la,(in, o ikg1)]

1 (I/ — I)E
<P U Z ‘/(jla---7jk+1) > |,H(z < — (k + 1)'> ‘

,,,,, irs1)]
aEH(il ’’’’’ ifr1) ‘ (jl _____ jk+1?€~7’ . k+1)
1<]al <k (J1s-sdkg1)~[as (i, ing)]
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9 1 (v—1)E
S Z P Z ‘/(]1 »»»»» jk+1) > (2(l€+ 1))k+1 ( 27 - (k/’ + 1)') ‘
QEH(il ,,,,, ik+1) (jl ’’’’’ jk+1)631
1<]al <k (15 dkg1)~la,(F1,0 0 ik41)]
(Y;U""Yvilwd) = (yi1a""yik+1)>
@ 1 v—1)E
S Z ]P) Z ‘/(‘71 ----- jk+1) > (2(k+ 1>>k+1 ( 27 - (k + 1)'E) ’
aeH(-Ll ,,,,, 'LIH»I) (jl xxxxx j)H,l)EJ:
1<]a|<k (15 sdk+1)~[a, (i1, ik 41)]

(Vi

1""5Yvik+1) = (yi1a"-ayik+1)>

()
< Z P Z V(J'l »»»»» Jr1) = nE (Yila"-vY;k+1) = (yi1a-'-ayik+1) . (113)
a€H . . . . i
i1,eees ift1) (415 ik41)€ET:
1(§1|a|§l];+ (F15eerdr1)~[a, (@150 ik 41)]

Here, (a) holds because ) s Vo(i,.....i.1), being a sum of binary random variables, takes the maximum value |S|

which is (k + 1)!. The equality (b) holds because P (Zl<i<t A; > c) < P (Ui<i<t {Ai > ¢/t}) for any integer ¢, real
number ¢ and random variables A1, ..., A;. The inequality (c) uses union bound and the fact that [H, ., +1)| <
(# of subsets of {i1,...,ix+1}) X [Ske1l- Thus, [He, . | < 287k + 1)1 < (2(k + 1))*F1. Inequality (d) holds
because E > 1 and (e) follows from the conditions on v,y and 8 = k + 1 in the statement of Lemma 11.

Fix (i1,...,ik41) € T, (Yirs-- - Yiers) = Wirs- - ¥iny,) and a € R, 4, ) such that |a| =1 where I € [1: k.
We will use induction hypothesis at this stage. To use induction hypothesis, choose v/ = 41, v/ = v, E' = E,
B'=k+1—1landZ =T\ {i1,...,ik+1}. The set of random variables {Y; : i € I’} is given by Y/ = Y;, Vi € T'.
Foric[l:k+1],let [ai [ =|{j€[l:i—1]:a; #*}| Theset J consists of (k -+ 1 —I)—length tuples of distinct

elements from Z’ such that for every (j1,...,jr+1-1) € J', there exists (mq,...,mg41) € J such that m; = a; if
a; # *. Else, m; = Ji—jal-1)- For such (my,...,miy1) € J and (j1,. .., jr+1-1), we will say that (ji1,...,Jkr1-1)+a =
(m1,...,mgs1). Thus, for every (mq,...,mpt1) € J such that (my,...,mry1) ~ [a, (i1,...,ik+1)], there exists a
unique (j1, ..., jk+1-1) € I’ with (ji,..., jkr1-1) + @ = (M1, ..., Mpy1).

For (j1,...,jk+1-1) € J’, the binary random variable V(’j1 _____ re1) is the random variable Vi, ... m, ,) Where
(ma,...,mgs1) = (J1,-.-,Jk+1-1) + a and the random variables (Yil, ey Yik+1) are fixed to (yz-l, . ,yiHl). For

U'=3Grriisr €7 Vinoines > We will use induction hypothesis on P (U > 01 ).

P(U' > 6 F)

/
=P Z V(jl »»»»» Jkt+1-1) > 0K

(J1seeosdrt1-1)ET’

—P > Vi omisn) > 0B (Yis o Yis) = Wins -5 ¥inn) | - (114)
(m1sesmpqq)ET:
(mayecoompp1)~la, (i1, yik+1)]
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We know that

E > max max max E Z Viitsoinet) (Yil,...,YikH):(yil,...,yikﬂ) ,E[U] 7,

(yila---7yik+1) aEH(il ,,,,, ift1) (i1

..... i eJ:
(ireing)€T  1<[al<k Ik+1)

(J1seeosdrr1)~la, (i1, yik41)]

and for v > 0, v > 1 there exists d1,d2,...,0k+1 such that for all ¢ € [1 : k+ 1], §; > 1 and for §y = v,
1 51'7 —1

1)) ( B = (k+ 1)!) > 0;E.

We will use this to show that the choices of v/, v/, E’, 3’ satisfy the conditions in the induction hypothesis.

E[U/] =E Z V(/Jl »»»»» Jk+1—1)
L(1se e dkp1-1) €T’

=E Z ‘/(ml,...,mk+1) (}/ilv"';}/ik+1) = (yila"'vyik+1)

(misempq1)ET:
(M, mpqa)~(a, (i1, ikq1)]

<E=F

For (ji,...,jkr1-1) €T, @ € Hjy,...jpsr) With |a’| =1" for 1 <" <k — [, define a (k + 1)—length tuple a” as

” a, if ai 7& *,
a; =
’ .
if a; = *.

Gjaimrp B

foralll € [1:k+1]. Let (my,...,mg+1) € J be such that (j1,...,jk+1-1) + @ = (Mm1,...,mgs1). Then, for fixed
(yj17 ceey yjk+17l)5

E Z V(I!h ----- Ikt+1-1) (YJI R ij+1fz) = (yju cee ayjk+1,l)

(912295 41-1)ET":
(9150 sgrt1—0)~[a’,(J1, s kt1-1)]

=E Z V(hl »»»»» hit1)

(h1,-- b1 )ET:
(hiseohgpr)~[a”,(m,...;mpg1))

(@)
= ]E Z ‘/(hl,...,hk+1)

(h1,-- hgp1)ET:
(h1yeshig1)~[a”(ma,...ompq1)]

<FE=F.

(le,...,Ykarl) = (ymlv--'vymk+1)

In the above, (a) follows from definition of Z' and J'.
Now, we need to show that for v/ = 0y = 01, 7 = 7, there exists 01,05,...,05 such that for all i € [1: f],

Pl ﬂ’!) > §!E’. First note that as { € [1 : k], 8/ € [1 : k]. We know that there exists

1
5§>1andW( 27
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81,02, ., 851 such that for all i € [1: k+ 1], 6, > 1 and for dy = v ! (‘SH_IEf (k + 1)!) > 6,E. Let

P BT\ 2y

0! = 8;41 for all ¢ € [1: f’]. Then, for all ¢ € [1: g'], 0/ > 1 and

1 5271_1 / /
v (e - @)

0; — 1
Rt ) ( 7y O “””’)

With this, all the conditions in the induction hypothesis are satisfied and we are ready to apply induction

hypothesis. Thus,

=P > Vi) > 0 E

(m1,esmpyq)€T:
(ma,.mpyr)~a, (i, ik41)]

(}/'nv"'ay

YW > 6 E)

= (IZI(k +1 - 1)+ )* e,
where (a) uses (114). Continuing the analysis of (113),

Z P Z V(jl »»»»» Jk+41) >0 E (Y;1a"'7Y;k+1) = (yiu---
a€H (L i1 (jl xxxxx Jk 1)6.7:
B P NE R M W AR A

k
- Z Z P Z V(jl,---,jk+1) >0FE

I=1aeH ) G1seers Jra1)ET:
(l|;|‘;llk+l) (jl,---7J(k1+1)~)[€l;:(i)17~~~,ik+1)]
() & 2
<S03 (k- nETD e
[=1 e (i‘lv"“vlk+l)

k
=2 (kT 1) (k | 1)“<II|<k F1=D) e
k
(c) k+1 k+1 m2
< 1—m)(|Z 1 /3
Z(k+1m)(k+1m)(k+ m)(Zim + 1) e

3 (5 YD
(

)((k + 1)) (|Z|k + 1)F™e=/3
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i) = Wirs -

’ yik+1)

(115)

) yik+1)

(Yilv'-'a}/ik+1) = (yila"'vyik+1)



k+1

<> (") s vy gz e
m=0

k+1

—(k+ Dt S (k;; 1) ((zik+1)*)"
m=0

k+1
<(k+ Dt/ (1l + 1) +1)
<(k + 1)FDe=/3 ((|Z|k + 1) + 1)FEFD

Inequality (b) uses (115). The equality (c) is obtained by substituting ! with k& + 1 — m.
Thus, using this analysis, we see that for § =k + 1,

P(U Z VE) S 6_7/3 + Z P (U(” _____ ikt1) >

(i1, 00ik41)ET

<ePr N (kD)D) (k + 1) + 1)FETD
(i1, ik+1)ET

= e 17|k + 1)V (1T] (k + 1) + 1)

< e B3 T (k4 1)F DB (1T (k + 1) + 1)FETD

< e (|Z)(k + 1) e (1T (4 1) + 1)

< (1Z] (6 + 1) + 1) Y e=/3 1 (IZ)(k + 1) e /3 (1Z] (k + 1) + 1) Y
< ((IZ)(k 4+ 1))+ 4+ 1)e 3 (1Z)(k + 1) + 1)FED

< (IZ|(k + 1) + DF e 3 (|Z|(k + 1) + 1)F++D

< e~ /3 (|I|(k + 1) + 1)(k+1)(k+1) '

o)

2y

B.2 Preliminary codebook lemma

We use the concentration result from Section B.1 (Lemma 11) to prove the existence of a codebook with properties as
given in Lemma 12. Roughly speaking, each property counts the number of codewords which are typical with fixed
vectors. The codebook lemma (Lemma 4) follows from Lemma 12 as a corollary. We first state and prove Lemma 12
and give a proof of Lemma 4 in the next subsection.

We need to define the terminology of Total Correlation to state the properties of the codebook in Lemma 12.
For random variables 71, Zs, ..., Zy, let C(Zy;Za;...; Zy) denote the total correlation of the random variables
71,22, .., 4y which is given by

m

C(Z1; Z; ... L) = Z H(Z))— H(Zy, Za, ..., Zm). (116)
=1
Note that C(Z1; Zs; .. .; Zy,) can also be written as
N 1(Ziz 7).
1=2

Suppose R denotes the set of positive real numbers. Let k € {1,2...}. Consider random variables Uy, Us, ..., U, V
and a set S C [1: k] given by S = {al,ag, . .,a‘s|}. Let S¢ =[1: k] \ S be denoted by S¢ = {ﬂl,ﬁg, e aﬂk—lS\}'
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We define ggbw _____ UpV ° RE — Ry as

ggl,Ug,...,Uk,V(Rl’RQV' ’ <ZR ) 041’U042;"';Ua\s\;(UﬂlvUﬂw"'aUﬁkqswv)) (117>
€S

Note that the tuple (Ug,,Up,,...,Us,_ s, V) is treated as a single random variable. Thus, when [S| = 0,
ggl,Uz ..... Uk,V(R17R2""7Rk):O'

Lemma 12. For any € > 0, n > ng(e), N1, No, N3 > exp(ne) and types Py € Py, P» € Py, P3 € Py, ; there
exists codebooks {®11,..., 21N, € X7}, {Z21,...,x2Nn, € AT}, {®31,...,T3n, € X} whose codewords are of type
Py, Py, Pj respectively such that for every permutation (4, j, k) of (1,2,3); for every (x;,x;, zx) € A" x X' x A
= (1/n)logy N;, R; = (1/n)logy N, and

def def

for every joint type Pk, XIX; XX, X[, € PX W s X Xy X Xy X X X X and for R;
Ry, = (1/n)log, Ny; the following holds:

(i) Joint typicality of a codeword

{r e [1:Ni]: (@ir, wi) € T, x, } < exp{n (|Ri — I(Xi; Xi)[* +¢/2) }; (118)
{s € [1: Nj] = (@i, 25, k) € TR, x,x, } < exp {n (|R; — I(Xj; Xi, Xp)| " +€/2) }; (119)
{u € [1: Vi) (@i @i, ) € Thox v, x, 3 < exp (n (|R1 — I(XL XX X+ 6/2)); (120)

(ii) Joint typicality of a pair of codewords
{(r,s) € [1: Ni] x [1: Nj] : (@i, s, 1) € T, x,x, ]

< exp {on (|1~ 106 X0 4 1R, - 106301 = 1066 1%0[ 4 ¢/2) | (121)
() € [1: N % [1: Nl (i, @0, @8) € Ty 7 7 0}

< exp {on (|17~ 106 X0 + 1R = 10001 - 106 X1x0[ 4 e/2) | (122)
{(s00) € [L5 N [1: N5 @y @0 @) € TR, o0 5 7 0}

< exp {on (|1 = 100 X0 4R - 106G X0| - 1067160 +er2) b (123)
[{(r,w) € [1: N % [1: Na] : (i, @i @) € Ty

< exp {n< R — I(Xu; X)| T + | Ry, — I(X4; Xa)| fI(Xi;X,’C|Xk +e/2>} (124)
[{(5,0) € [13 Nj] X [15 N 5 (50, @ @0) € T 0}

+
< oxp {on (|1 = 106 X0+ e - 106 X0 - 106 63130]+ e/2) | (125)
(12 NGl 2 (@ius o, @i 25, @8) € Ty x,x, %03

< exp (n (|1 = 10X XX X0+ Ry — I(X); XX Xl — H(OX XJ1GXX0) [T+ ¢/2)) (126)
{(u,w) € [1:N;] x[1:Ng]: (i, Thow, Ti, Tj, Tg) € T)?{X;XinXkH

< exp (n ([1R: = I(X] XX X0)I T+ | Ry — T(XGs XiX; X0 ™ — (X5 XXX X0) [T+ ¢/2)) (127)

(iii) Joint typicality of three codewords
K{(r,s,u) € [1: Nl x [L: Nyl > [1: NiJ 2 (@i, s, Tiws Tk) € TX, x x1x,5 7 7 U]
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< S v (R, R, R 2)} d 12
_8&112%,3}exp{n (gXi’Xi’XiVXk(R,RJ,R)Jre/ ; an (128)

(iv) Joint typicality of four codewords
{(r,s,u,v) € [1: N;] x [1:Nj] x[1:N;] x[1:N;j]: (@ip, sy T, Ty, Tk) € T;inXﬁXJ’-Xk’ r#u,s# v}

< S o v v (RiR;,Rs, R, 2)} 129
_sg?ll,%),(u}e)(p{n (gXivXjanvaXk( B i)+ el (129)
{(r,s,u,w) € [1: N;| x [1:N;] x[1:N;] x[1:Ngl:(@ir, Tjs, Tin, Tjo, T) € T;inX;X,;Xk’ r # ul}|

S Sg?llvaé)q(gﬁl} eXp {n (g§i7X11X7€7XI/C1Xk (R“ RJ’ Ri’ Rk) + 6/2)} ’ (130>

Proof. We will generate the codebooks by a random experiment. For fixed (z;, x;, i) € X X X' x Ajand joint
type Px,x/x,x/ X, X[, € P xx,xx;xx;x X, xx,» We Will show that the probability that each of the statements (118) -
(130) does not hold, falls doubly exponentially in n. Since | X[, [X]'], [X7| and [P, v, xx; x 2, x 2, x 2, | 8TOW only
exponentially in n, a union bound will imply that the probability that any of the statements (118) - (130) fail for
some x;,x;, T} and Py, XX, X! X X)) also falls doubly exponentially. This will show the existence of a codebook
satisfying (118) - (130). The proof will employ Lemma 11 which we have restated below for quick reference.

Lemma. For an index set T, let {Y; : i € I} be a set of independent random variables. Let 3 be a positive integer.
Let J C TP be a set of B length tuples consisting of distinct elements from I. For (i1, ... vig) € J, let Wiir,....ig) be a

binary random variable which is a function of Y;,,...,Y;,. Suppose U = Z(il _____ is)ed Wiir,..vig)- Let
E > max ’ max) 5 max [E Z Vigi,eris) (Yil, . .,Yiﬂ) = (%l, e ,yiﬂ) JE[U] p, (131)
11,...,28)€ i1 seens B ,
' a(eyﬁ , ’ Bv) (92,-45) €7
(i118) | Groeerdg)~las(in,emis)]
1<]al<p-1
For~ >0, v > 1 if there exists 61,02,...,05 > 1 such that for all i € [1: F], W (61’2—17_1E — ﬂ') > 0, FE for dy :=v,
then
P(U > vE) < (2|8 +1)% e=/3, (132)

Let T",1 € {1, 2,3} denote the type class of P;. We generate independent random codebooks for each user. The
codebook for user | € {1,2,3}, denoted by (X1, Xi2,...,Xin,), consists of independent random vectors each dis-
tributed uniformly on 7}". Fix (i, z;,zx) € A" x AJ' x A'and a joint type P x1x,x0x0X], € Pyt sty x ;% X5, x X
such that for [ € {1,2,3}, Px, = Py; = P and (zi,zj,zy) € TR, X, %,

In order to obtain (118) - (130), we will use v = exp (ne/2) and v = exp(ne/45) in Lemma 11. For i € [1: f], let
0; = exp ((4[3;7?;)"6). Note that §; > 1 for all i € [1: f], o = exp (ne/2) = v and there exists ng s.t. for all n > no,

5 = exp (M)

8f
43 — 3
)
01
R
=~ ﬁ (51217 L ij) for large n
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The choice of 8, Z, J and the random variables will depend on the specific statement among (118) - (130).
Though, § will only range in {1,2,3,4}.
(i) Analysis of (118), (119) and (120) (Joint typicality of a codeword)
To obtain (118), choose Z = {il,i2,...,iN;} and the set {X;1, X;2,...,X;n,} corresponding to {Y; : i € Z}. We
choose 8 =1 and J = {(i1), (:2),...,(iN;)}. For all » € [1: N;],

1, if Xir € T2 (@k)
_ 9 l‘X 9
Viir) = { *

0, otherwise.

Note that

IT%, x, (@k)]
P (Vi =1) = e
exp {nH(X;|Xk)}
o+ 1 oxp {nH (X2}
= (n + 1) Ml exp {—nI(X;; X1)}

(a)
< exp{—nl(X;; Xy)}

IN

where (a) follows because (n 4 1)~1%l < 1.
Note that U = 3~ cy.n,) Vi) = Hr € [1: NiJ + (Xar, i) € T, x, }|- Note that for the case of 8 = 1, condition
(131) reduces to £ > E[U]. Thus, E[U] = >, c;.n  E Viiry] = >repng P (Viiry = 1)< exp{n (R; — I(X;; Xi))}

< exp {n IR; — I(X:; Xk)|+} .= E. Thus, (132) gives us
P({re[l:N;]:(Xir, k) € T% x, } = exp{n (|R — I(Xi; Xp)|T +¢€/2)}) < (N; + 1)e” @Plne//3, (133)
Replacing xj with (z;, z;, z), Xi with (X;, X;, X)), and X; with X/ in the above argument, one can show that
P (|{u € [1: N+ (Xaw @iy, 20) € T x, e, x, H = exp {n (|Ri — I(X[ XX, X0 X0)|* o+ 6/2)})
< (N + 1)e”Pe/D/3 - (134)

Similarly, choosing 7 = {j1,52,...,jN;}, {Yi:i € I} = {Xj1, Xjo,..., XN, }, T = {(j1),(52),...,(jN;)} and
replacing @y with (z;, zx), X with (X;, X), and R; with R; in the proof of (133), we can show that

P (I{s € [1: Nj] : (i, Xjor ma) € T x,x, 3 = exp {n (|R; = I(X;3 XiXi)|* +¢/2)})
< (Nj 4 1)e~opne/D/3 - (135)

(i) Analysis of (121) - (127) (Joint typicality of a pair of codewords)

We will only analyse (121) and (122). The analysis of other statements is similar. To show (121), choose Z =
{21,22, .. ,’LNl} U {jl,jQ, N ,ij}, {Y; 11 E I} = {Xil,XiQ, e ;XiNi} U {le,XjQ, .. .,Xij}. For 6 = 2, let
J =A{(ir,js) : (r,s) € [1: N;] x [1: N;]}. For all (r,s) € [1: N;] x [1: N;],

L i (Xir, Xjo) € TR x| x, (@h),
Wiirjs) =

0, otherwise.

This implies that U = 5, o v, g Viirgs) = |{(9) € [ N x [ NjT & (X, Xios i) € T x x, -
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Note that

|T)7}ixj|xk(wk)|
P (Viir,gs) =1) = TR

exp {nH (X, X;|Xy)}

(n + )X+ Xl exp {n(H(X;) + H(X;)}
= (n+1)"IMIHED exp {—n (H(X,X;) — H(X, X;|X8) — H(X,X;) + H(X,) + H(X;))}
= (n+ 1)~ UHIHND exp {—n (1(X; X5; Xi) + 1(Xi3 X))}
<exp{—n ([(X;X;; Xi) + [(Xi; X;))}
=exp {—n ([(X;; Xi) + I(Xi; Xi|X;) + 1(Xi; X;))}
=exp{—n ([(X;; Xp) + I1(Xi; X; Xk))}

<

Thus

3

EUl= > E[Vauol= Y PV =1)
(r,s)€[1:N;] X [1:Nj] (r,8)€[1:N;] X [1:N;]
S exp {7’L (Rl + Rj — I(Xi; XJX]C) — I(XJ,Xk))}
+
< exp {n 1R = 1(X65 X+ Ry = T(X53 Xe)[* = 1(XG5 X;1X)| } =E. (136)
We need to show that for any (ir,js) € J, and (X, Xjs) = (€ir, Tjs),
E > max (E [Zu;ﬁs Wir,jv)'(Xirans) = (wirasz)i| , E |:Zu;£r ‘/(iu,js)l(XiT;Xj ) = (:Bir;mjs)})- Note that

E ZWiT,jv)'(XiTans) = (wi’l‘asz)

VF#S
- Z]E I:‘/(iT7jU)|(XiT7 st) - (mir, (13]5)}
v#s
< Z]P) (‘/(ir,jv) = 1|(X’L7‘5XJ5) = (m’i’l‘amjs))
v#s
= Z]P) (va € TY, x, x, (@ir, ﬂfk))
v#s
_ Z |T;]‘X1Xk (wiT; :Bk)|
v#S |T§]|
H(X;|X: X
< exp {nR;} P AnH (X Xi X0}

(n+ 1)I%lexp {nH(X;)}
< exp {n (|B; — I(X;; XiXw)[") } (137)
<E.

Similarly, we can show that E [Zu# Viiu,jo) | (Xir, Xjs) = (@ir, mjs)} <FE.
Thus, (132) implies that

P(H(r,s) E: N % [1:N;] 2 (Xir, X ) € T)’éxjxk}\
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+
> exp o (|1 = 106 X0 + 1R, - 1065 X001 = 106 150[+ ¢/2) })

< ((Ni + N;j)2 + 1)*eexpne/8)/3, (138)

To show (122), let Z = {il1,42,...,iN;} and {Y; : ¢ € I} = {X;1,X42,..., Xin,}. We choose f = 2 and
J =A{(ir;iu) : (r,u) € [1: N;| x [1: N;] such that r # u}. For all (r,u) such that r € [1: N;] and w € [1: N;]\ {r},

. B L i (Xir, Xiu) € T, xo1x, (@),
(i) 0, otherwise.

By replacing X; with X/ in the proof of (138) and following similar arguments, we can show that
P( H(r,u) €1 N x [1: Ni] : (@i ®iw, k) € T, x0x,5 T F u}‘

+
> exp {n <’|Rz - I(Xi;Xk)|Jr + |R; — I(X{;Xk)|Jr — I(XZ-;X“X;C)’ + 6/2) })
< (2N; + 1)1e= expne/8)/3, (139)

(iii) Analysis of (128) (Joint typicality of three codewords)
Choose T = {11,22, .. ,’LNZ} U {jl,j2, ‘e ,jN]}, {}/z NS I} = {X“,XZQ, ‘e 7X1N1} U {le,XjQ, N ,XjN].}. For

B =3,
let J = {(ir,js,iu) : (r,s,u) € [1: N;] x [1: N;] x [1: N;], r # u}. For all (ir, js,iu) € J,

Vi oo s _ 1’ if (Xi'ranS’Xiu) € T;inXHXk(mk)’
(ir,js,iu) 0, otherwise.

Therefore, U = Z(ir,js,iu)ej Viirjsiuwy = H{(rys,u) € [1 0 Ng] x [1 2 Nyl x [1 2 Ny| = (X, Xjs, Xiu, 1) €

T)%ijgxka T # ufl.
Note that

|T)’réX,va|X (k)|
P (‘/(iT1j87iu) = 1) = Tn JTln an
Ty 1T I3,

< exp {nH (X, X; X!| Xr)}
= (n+1)2%H Y exp {n(H(X;) + H(X;) + H(X])}
= (n+ 1)~ BRI ey i (XX, XIX) — H(X,) — H(X,) — H(X) — H(X,)}

< (4 1)~ D exp {n (O(X5 X3 X X))}
<exp{—n (C(Xi; X;; Xi5 X)) }

where (a) follows from (116).

Note that
E[U] = Z E [‘/(ir,js,iu)} = Z P (‘/(ir,js,iu) = 1) (140)
(ir,js,iv)€T (ir,js,iv)eT
<exp{n(2R;+ R; — C(X;; X;; X!; Xx)))} (141)
< S , R R L.
< oy o 1 (S i (R R ) } (142)
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This is because for § = {1,2,3}, exp {n (gffi,xj,xf,xk(RiijaRi))}: exp{n (2R; + R; — C(X;; X;; X/; X))}

Let F := maxgc (12,3} €Xp {n (gf( X, X! X, (Ri,Rj,R;)) . Using similar arguments as the ones used to obtain (136)
and (137), we can show that for any (ir, js, iu) € J, and (Xip, Xjs, Xiu) = (Tir, Tjs, Tin),

E Z max <E Z Vv(ir,jv,iu)KXiTa st; qu) = (mi’!‘a Ljs, wzu) 5
vES

E Z WiW,js,iu)'(XiTastaXiu) = (:Bi’!‘)mjsamiu) 5

g {ru)

E Z ‘/(ir,js,iu’)l(XiTastaXiu) = (wi’l‘aszawiu) 5
v ¢{ru}

E Z Wir’,js,iu’)'(ximstaXiu) = (:Bi’!‘)mjsamiu) 5
_r’,vﬂ%{r,u}

E Z ‘/(ir’,jv,iu)|(XiTastaXiu) = (wi’l‘aszawiu) 5
| {rat ots

E Z ‘/(ir,j'u,i'u)|(XiT7stinu) = (miTaijamiu) )
| w &{ru},v#s

Thus, we can use (132) to obtain
i (|{(7’, syu) € [L: N x (12 N3] ¢ 12 N = (Xir, Xy Xino @) € TR x, i, 7 7 0|
+ s e )
< (3(Nj + Nj) +1)%e cxp(ne/12)/3, (143)
(iv) Analysis of (129) and (130) (Joint typicality of four codewords)
We will start with analysis of (130). Choose Z = {i1,42,...,iN;} U {j1,72,...,iN;} U{k1,k2,...,kNy}, {Yi:i €

T} = { X, Xig, .-, Xin, y U{ X1, Xjo, - oo, XN, F U{ X1, X2, ..., X, ) For B =4,
let J = {(ir,js,iu, kw) : (r,s,u,w) € [L: N3] x [1: N;] x [1: N3] x [1: Ng], r #u}. For all (ir, js,iu, kw) € J,

1’ 1f (XiT?XjSaXi’U,)Xk’w) S T)’rélXJX,ZXUXk (:Bk),

Viar gaimfw) { 0, otherwise

Therefore, U = Z(ir,js,iu,kw)ej Viirjs,iukw) = {7y 8, u,w) € [1 2 Ng]x[1 s Nj]x[L: No]x[1: Ni] 2 (X, X, Xy Xjo, Tr) €
;ixjxlfx;cxk’ r#u |
Note that
_ |T)Téixjxgx,;|xk ()]
= TR 1T, 7%, 7%,
< exp {nH(X; X; X! X} |Xk)}
T (n+ AN exp {n(H (X3) + H(X;) + H(X]) + H(X})}

P (‘/(ir,js,iu,kw) = 1)
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= (1) BRI ey o (XX, XIXX0) — HXG) — H(X,) — H(X) — H(X]) — H(X0)))}
@ (4 1)~ exp {—n (O(X3; X3 XU Xps Xi)))
<exp{—n (C(Xi; Xj; Xi; Xi; X))}

where (a) follows from (116).

Note that E[U] = Z(ir,js,iu,kw)ej E [V(ir,js,iu,kw)} = Z(ir,js,iu,kw)ej P (V(ir,js,iu,kw) = 1)
<exp{n (2R; + R; + Ry, — C(X;; Xj; X5 X; Xi))) } < maxsci,2,3,4} €Xp {n (gii,Xj,X{,X{c,Xk (Ri, R;, Ry, Rk)) } This
is because for § = {1,2, 3,4}, exp {n (g§i7xj1X£7X;;an (Ri,R;, R;, Rk)) }: exp{n (2R, + R; + Ry, — C(X;; X;; X!; X|; Xx))) }-
Using similar arguments as used on (136), (137) and (142), one can show that

E = maxgscq1,2,34} eXp {n (gii,xj,Xf,X,;,Xk (Ri, Rj, Ry, Rk))} satisfies condition (131). Using (132), we obtain that
P (|{(T,s,u,w) € [1 : Nﬁ] X [1 : NJ] X [1 : NZ] X [1 : Nk] : (Xir;Xj57Xiu,ka,mk> € T)TéinXgX,’cha r 7& u}|

> e e {n (9%, x, o xp o (Ris B B Ri) + €/2) })
< (4(Ni + Nj + Np,) + 1)16¢— exp(ne/16)/3, (144)

The analysis of (129) is very similar to that of (130). For (129), we choose T = {i1,42,...,iN;}U{j1,52,...,5N;},
{Y; 11 E I} = {Xil,XiQ, .. ,XlNZ} U {le,ng, .. .,Xij}. For 6 =4,
let J = {(ir, js,iu, jv) : (r,s,u,v) € [L: N;] x [1: N;] x [1: N;] x [1: Nj], r #u, s # v}. For all (ir,js,iu, jv) € J,

1, if (Xir,st,Xiu;Xj ) S T)TéinXifX]’.\Xk(mk)’

Veirga iugo) :{ 0, otherwise
, )

We follow the same analysis as done for (130) to obtain
P (|{(r,s,u,v) EM:N]x[1:NjIx[1:N;] x[1:N;]: (Xir, Xjso Xins Xju, Tk) € T;inXI{X;Xk, r#u,,s# v}

S
v v v/ x. (Ri, R, Ri, R 2)}
Sg?ll%),%,ﬁl} exp {” (gxl,xj,xi,xj,xk( j i) +e/ )

S (4(Nz +NJ) + 1)16e—exp(ne/16)/3. (145)

Lemma 12 gives Lemma 4 as a corollary, which we prove in the next subsection.

B.3 Codebook

We restate Lemma 4 below and show how it follows from Lemma 12.

Lemma. For any ¢ > 0, n > ng(e), N1, N2, N3 > exp(ne) and types P, € Py , P> € Py, P3 € Py, there exists

codebooks {x11,...,x1n, € X7}, {®21,..., 2N, € XT}, {@®31,..., 23N, € X} whose codewords are of type Py, Pa,
Py respectively such that for every permutation (i,j,k) of (1,2,3); for every (xi,xj, x) € A x X x A for
every joint type Px,xix;x;xux], € P xx,xx;xx;xxuxx,i ond for R; = (1/n)logy Ni, Rj = (1/n)log, Nj, and

Ry, = (1/n)log, Ny; the following holds:

{u € [1: N (@i, @i, @0) € Ty, H < exp (0 (1B = I(XE X0 X0 X)[ T+ ¢/2) ); (146)
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H(u,v) € [1: Ny] x [1: Nj|: (@iw, Tjo, Tiy T5, Tg) € T;;X;XinXk}l

+
< exp (n (|[R; = I(X} XX X + Ry = IX) XoX; X' = HXG XXX, X[+ ¢/2) )5 (147)
{(u,w) € [ Ni] x [12 N ¢ (@iu, T @1, 25, 20) € Ty x,x, x|
< exp (n ([|R; = I(X} X X5 X0+ |Ric = T(XGs XiX; X001 = IXG XXX XR) [T+ ¢/2)); (148)
1
() € [ N X L2 N (@ s, @) € T, ) < exp (f%) i I(X5 Xi) + I(Xj; XiXy) > e (149)
i4Vj
1
NiNj |{(T,S) € [1 : Nl] X [1 : N]] = (’U,,’U) € [1 : Nl] X [1 : Nj]v u # r,v 7& 5, (mirvmj57miuamjv;mk) € T;_ijxlxéxkﬂ
< €ex (—E)
pl-%)
. + + *
if I(Xa; X5 XX, X)) + I(X 55 X[ X[ Xy) > ’|R —I(X[; Xp)|" + |Ry — I(X}; Xi)| fI(X;;XﬂXk)’ + ¢ (150)
NN, (ry8) € [1: Ni] x [1:Nj]: 3 (u,w) € [1:N;] x [1: Ngly, w7, (Tig, s, Tings Thow, Th) € T X XXX }|
<e (,E)
Xp 5 )
+
if I( X X, XIX0X5) 4+ 1(X; X1 X1 X)) > ’|R — I(X} X)) + | R — T(Xp; Xa)|© — I(X;;X,;|Xk)] te
(151)
o () € (15 N (U N3 3 € (U5 N w7 s s s ) € T, H < 050 (f%) ,
if I(X3; X, XIX0) + I(X;; XIXe) > |Ri — I(X): X)) + e (152)

Proof. We will use the following identity, which follows from chain rule, throughout the proof. For random variables
U, V and W, the following holds,

HU;W) + I(V;W) + (U, VIW) = IU; VW) + I(V; W) = I({U; W) + I(V; UW). (153)

This identity is not often mentioned explicitly while using. Statements (146)-(148) are statements (120), (126) and
(127), restated directly from Lemma 12. To show (149), we divide the LHS and RHS of (121) by N;N; and substitute
the expression for the notation given by (117) to obtain

NiN, (r;s) € [1: Ni] x [L: Ny| 2 (i, s, i) € T, x, x,

+
<esp o |1 = 106001 + 18— 100 601 - 10|+ ez R )b
We will evaluate the RHS for different values of R; and R;. We see that when R; < I(X;; X}), the RHS is

exp {" (|Rj —I(X; X Xp)|" — Ry +e/2 - Ri)}
<exp{n(e/2 - Ri)}
(%) exp {—ne/2},

where (a) holds because R; > e. Similarly, we can show the same upper bound of exp {n (—¢/2)} when R; < I(X;; X}).
When R; + R; < I(X;; Xi) + I(X;; Xi) + I(X;; X1 X)), the RHS is upper bounded by exp(n(e/2 — R; — R;)) <
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exp(—ne/2). When R; > I(X;; Xi), R; > I(X;; X)) and R; + R; > I(X;; Xi) + I(X;; Xi) + I(X; X1 Xk), the RHS
evaluates to (using (153))

exp {n (—I(Xi; Xp) — I(X;; XiXp) + €/2)}
< exp{—ne/2}, if I( X5 Xp) + (X5 X X)) > €.
Next, we will prove (152). For this, we will first show that

1 ne
NN, H(r,s) € [1: N;]x [1:Nj]: 3u e [1:N;], u#r, (Tir, Tjs, T, Tk) € T;inXkaH < exp (—?) ,  (154)
i4Vj i
if any one of the following hold:
s
R+ Rj — sgn{lﬁ)z(g} 9X;,X;,X1, X5, (Ri, Ry, Ri) > e, (155)
Ri+ Ry — ||R; — I(Xs; Xi)| ™ + Ry — I(X;; Xu)[* — I(Xs: X1 X0)| " > e. (156)
We now show that (155) implies (154):
1 mn
NiN, {(r,s) € 1: N;] x [1:Nj]: Jue[1:N;], u##r, (Tir, Tjs, Tiws, T) € TXinXIka}|

(a)
< exp (—n (Ri + Rj — Scl?ﬁgg}gii,xj,xg,xk (R, Ry, Ri) — 6/2))

ne .
<exp (*7) ; it B+ R; — scII{lfuz(3} gffi,Xj,X;,Xk (Ri, Rj, R;) > ¢,

where (a) follows from (128). Next, we show that (156) implies (154).

WH(T, s)€[1:N;]Jx[1:Nj]:3uell: Ny, usr, (Tir, Tjs, Tiu, Tk) € T;inXIkaH
1
<

< NiNjH(T’S) €[L:Ni] x [1:Nj|: (ir, ®js, i) € T, x, x, }|

(a)
< exp (—n (Ri+ Ry — ||Ri = I(Xss Xl ™ + Ry — (X5 Xl " = I(X65 X1 X0) [ = ¢/2) )

ne
< exp (—?) iR+ Ry — ||Ri — I(Xs X)|* + Ry — I(X;; Xp)|F = I(Xe; X51X0) [T > ¢,

where (a) follows from (121). Now, we will show that the condition in (152) implies at least one of (155) or (156).
We restate the condition in (152) below for quick reference.

(X5 XX X0) 4+ I(X55 X1 X3) > |Ry — I(X}; Xi) [T + e (157)

To show that (157) implies at least one of (155) or (156), we will do case analysis based on the value of & &
argmaxsgf(i X;.X0 X, (Ri, Rj, R;), the set of maximizers of the expression gf(i X;,X0 X, (Ri, R, R;) in (155). Evalu-
ations of g)"’; X, X!\ X (Ri,Rj, R;, R;) under different values of S are provided in Table 1. The table also gives the
implications when S € argmaxg g)s(i X, X1 X (Ri, Rj, R;) in the fourth column. For example, the (6) row considers the
case of {1,3} € argmaxsgf(hxjﬁxgyxk (Ri,Rj, R;). Under this case, we have, for instance, 9277?’)};]',X£7Xk (Ri,Rj,R;) >
955 ¢ x, (Ris Ry, R, ey Ry — I(Xi X5 X3) + Ry — (X[ Xu X Xp) > Ry — I(Xy5 Xp) + Ry — I(Xi X, Xp) + Ry —
I(X!; X, X;Xy). Hence, R; < I(X;;Xy). This implication is given in the fifth column of the table against the
“reason” (6) > (8) where (8) is the row corresponding to S = {1,2,3}. The other implications are also easy to see from

the table. Instead of providing all the implications, the table only provide the ones which we will use in the proof of
(152).
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Case 1: S € § such that |S| <1 In this case, (155) holds as R;, R; > €.

Case 2: S € S such that |S| =2 If {1,2} € S, then it can be seen from the expression of 9}{(12)}@ x1.x,, (i By, Rg)

from Table 1 that (157) implies (155). If {1,3} € S, then R; < I(Xj; X;). This implies that the LHS of (156)
evaluates to

R, + Rj — |Rz — I(Xi;Xij)|+

which is at least € because R; > e. Thus, (156) holds. Similarly, when {2,3} € 5, one can use the fact that
R; < I(X;; Xy) and R; > € to show that (156) holds.

Case 3: S € S such that |S| =3 In this case, R; > I(X/; X;). Thus, conditions (157) and (155) are same. Thus,
(157) implies (155).

~ - Imphcatlons of
S . . .
Index S gXianaX,£7Xk (Bi, By, Ri) Se argmaxsgx XXX (R“R],R ) reasons
(@) [ 0
@) {1} Ri — I(Xi; X5 X Xk)
® {2} I(XJVXiXZ‘Xk)
@ {3} — I(X} XX Xk)
® {1,2} (X,,X Xk)—l—RJ—I(XJ,XXXk)
® {1,3} RZ I(X;; X;Xg) + R — I(X]; X3 X Xy,) R; < I(Xj; Xy) ®>0®
@ | 2.3 | R~ (X, XiXe) + R~ (XXX, %) Ri < I(Xi; X) D>®
R, — IXu; Xp) + R, — I(X;; XaXz) + Ri —
{1,2,3} I(ZX@X(Z-XIJ'X:)) S R ®=0
5

Table 1: Table showing different evaluations of maxscyi 2,3} gf(v X, X1 X, (Ri, Rj, R;) and their implications.
= i X5, X7,

Now, we will now show (150). Its proof is very similar to the proof of (152). To show (150), we will first show
that

NN, (rys) € [1: Ni] X [1: NjJ = 3(u,0) € [1: Ni] X [1: Nj|, w0 # 8, (@i, Tjs, T, T, Th) € T;x X/X1 X, H
< exp (f%) (158)
if any one of the following inequalities hold:
R; +R] - Sggg§,4}g§i’xbxé’x;’x}€ (RiaRj7Ri7Rj) > €, (159)
+
R; — “Rj — I(X; Xp)[ "+ | R — (X[ Xe)[ - I(Xj;XﬂXk)} > e, (160)
+
R; — ‘|R — I(X X)) [T+ | Ry — I(X X[ —I(Xj;X§|Xk)’ > e, (161)
+
Ri = [|Rs = I(X Xl + | Ry = T(XG Xl = 10X X0 > e (162)
+
Ry = || R = 10X X[+ | Ry = 10X X0)| " = 106 X1x00| > (163)
+
R+ R, - ‘|Ri — I(X3 X)) T+ IRy — I(X 55 Xp)| T = 1(X; X]-|Xk)‘ > e (164)

The fact that (159) implies (158) can be shown as follows:

o M09 € 10 N 0 N2 3 ,0) € [ N [ Nl 0 8, @i i s ) € T 5,
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S—N'N< H{(r,s,u,v) € [1: Nl x [1: N;] X [1:N;] % [1:Nj]:uw#7r,0#S, (Tir, Tjs, Tin, Tju, T) € T;ixjxij/,xkﬂ
i4Vj i X

(a)
< —n(R; +R; — 95 v x' x' x.(Ri,Ri,Ri, R;) —¢€/2
< eXP( ”< + 1 SE?ll%XB 4 X,X],Xi,Xj,Xk.( j i) — €/ >>

S exp (7TL€/2), if R1 + Rj - thvaX;aXJ/'ka (R“ Rj, Ri, RJ) 2 €,
where (a) uses (129). Next we show that (160) implies (158).

H{(r,s) € [1:N;] x [1:N;]:3(u,v) € [1:N;] x[1:N;], w#rv+#Ss, (Tir, Tjs, Tin, Tjv, Tk) € T; XXX, H

N;N;

1
Sml{(r,s,w € [L: Ni] x [Le Nj] > [L: NiJ = (@ss ®ius k) € Ty oy

Nile [L: N} < {(syu) € [ Nyl x [Le NiJ 2 (5, Bius ) € T o, M
:Nij|{(s,u) 1N [ Nt (i) € T o )]

(@) N
owp (= (= |1y~ 106 K01 + 1A~ 16K X0 = 106 x0%0[ = 2) )

+
<exp (—ne/2), if Rj — ‘|Rj — I(Xj;Xk)|+ +|R; — I(X{;Xk)|+ - I(Xj;X“Xk)‘ > e

Here (a) uses (122) with X; replaced with X/. The remaining conditions can also be obtained similarly. We can
show that (161) implies (158) by using (123) on the following upper bound.

1
NN, {(r,s) € [1: N x[1:N;]:3(u,v) €[1:N;] x[1:Nj], u#rv#S, (Tir, js, Tin, Tjuv, Tk) € Ty, X,XIXIX, H
iV
SN, (rys,0) € [1: N;] x [1: Nj] x [1:Nj]:s#v(xjs, @jy, k) € TX X! Xk}l
iV
1
:FH(S,’U) €[1:N;] x[1:Nj]:s#v(xjs, Tju, xk) € TX XX, }H.
J

To show that (162) implies (158), we use the following upper bound and (122).

-{(r,8) € [1: NI x [1: Nj]: 3(u,v) € [1: Ni] x [1: Nj|, w#r,0 # 8, (Tirs Tjs, Tiws Tjo, Th) € T XXX, }H

1
< iNj|{(r,s,u)€ [1:N;]x[1:N;]x [1:]\71-]:r%u(m”,mm,mk)ETXXX H

:Nii|{(r, w) € [ N x (12 N7 (i, @, w0) € T M

The condition (163) can be obtained similarly by using (122) (with X; replaced with X7) on the following upper
bound:

WH(T, s)€l:N;] x [1:N;]:3(w,v) € [1:N;] x[1:N;], us#r,v#s, (Tir, Tjs, Tin, Tju, L) € T;inX;X;XkH

|{(T,S,’U) S [1 : Nz] X [1 : N]] X [1 : N]] : (wimwjv,:l:k) S TX X Xy }|

{(r,v) € [1: N;] x [1: Nj|: (®ir, Tjo, Tg) € TX X', H.
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For (164), we use (121) on the following upper bound:

1
N;N;

{(r,s) € [1: N x[1:N;]:3(u,v) €[1:N;] x[1:Nj], u#rv#S, (Tir, Ljs, Tin, Tju, Tk) € T;inX;XJ,_XkH

<

NiN, [{(r,s) € [1: Ni] x [1: Nj| : (@ir, Tjs, 2h) € T, x, x, }H-

Now to show (150), we will show that the condition in (150) implies at least one of (159)-(163). We restate the
condition in (150) below for quick reference.

Jr
(X35 XXX Xg) + T(X55 XX X0) > || Ry = I(X X0)|* 4 [ Ry — 1(XJ; Xo)| = I(XG X XR)| +e (165)

To show that (165) implies at least one of (159)-(163), we do a case analysis similar to the one in proof of (152).
The case analysis will be based on the value of s« argmaxsgf(i,xj,xg,xj@xk (Ri,Rj, Ri, R;), the set of maximiz-
ers of the expression g}s(i X, X0X! X (Ri,Rj,R;, R;) in (159). For ease of reference, evaluations of the expression
gf;i XXX X (R;, R;, Ri, Rj) under different values of S are given in Table 2. Table 2 is similar to Table 1. It
also gives the implications when S € argmaxsg{172’374}g§i X5 XXX (Ri,Rj, R;, R;) in the fourth column. For
example, the (9-th row considers the case of {2,3} € argmaxsgf(i,xj,xg,x;,xk (Ri,Rj,Ri,R;j). Under this case,
2,3 1,2,3 .

gﬁ(h;ﬁjyxg,xjgxk(l?i,Rj,Rz',Rj) > gﬁ(iyxj}:xgﬁxj{yxk(RivRjaRiaRj)v Le, Rj—I(Xj; Xi X[ Xp)+ Ri — (X[ Xi X; X[ X)) >
Ry — I(Xi; X1 X0) + Ry — I(Xj3 X, X, Xi) + Ry — [(X}; X;X; X/ Xy,). This implies that R < I(X;; X/ X). It is given
in the fifth column of the table against the “reason” (9) > (15) where (15) is the row corresponding to S = {1,2,3}.
The other implications can also be seen easily from the table.

Case 1: S € S such that |S| <1 For this case, substituting the expression of gf;_ X, X! X1 Xy (Ri, Rj, R;, R;) from
i IR ARA ]
Table 2 and noting R;, R; > €, we see that (159) holds.

Case 2: S € S such that |S| =2 We start with {1,2} € S. For this case, (159) evaluates to I(X3; X[ X Xk) +
I(X;; X]X[X; X)) > e which is directly implied by (165). If {1,3} € S, we see from Table 2 that R; < I(X;; X} Xk),
Rj < I(X}; X;Xy) and Rj — I(Xj; Xg) + R; — I(X}; Xi) — 1(X;5 X} X)) <0. This implies that | [R; — I(X; Xi)| T+
[ — 10X X)| "

- I(Xj;X]{|Xk)‘ = 0. Thus, by noting that R; > ¢, (161) holds. Similarly; if {1,4} € S, (160) holds; if {2,3} € S,
(163) holds; if {2,4} € S, (162) holds; and if {3,4} € S, (164) holds.

Case 3: S € § such that |S| =3 If {2,3,4} € S, from Table 2, R; < I(X;;X;). This implies that the LHS
of (164) is R; + Rj — |R; — I(X;; X;X},)|" which is at least € because R; > e. Thus, (164) holds. Similarly, for
{1,3,4} € S, R; < I(X;; X)), which implies that (164) holds. If {1,2,4} € S, from Table 2, R; < I(X/]; X)) and
Rj > I(X}; X[ Xj). These imply that (165) evaluates to

I(Xy; XJXZ/X]/X;C) + I(X; X{X]/Xk) > R; — I(X;; X! Xk) +e.
Moreover, since {1,2,4} € §,(159) evaluates to

Ri + Rj - (Rz - I(X“X]/Xk) + Rj - I(XJ,XlXJIXk) + Rj - I(XJI,XZXJXZ/Xk)) Z €.
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It can be seen upon rearranging that (165) and (159) are the same. Thus, (165) implies (159). Similarly, for
S ={1,2,3}, (165) evaluates to

I(X; XX X0X0) + 1(X5; X[X5X0) > Ry — (X} X5X5) + e.

which implies (159).
For § = {1,2,3}, R; < I(X}; Xx) and R; > I(X]; X} X). This implies that (165) evaluates to

I(X3; X, XIX5X0) + I(X 5 X0 X0 Xp) > Ry — I(X[5 X X)) +e.
and for § = {1, 2, 3},(159) evaluates to
Ri + Rj - (Rz - I(XZ,X;Xk) + Rj - I(XJ,XlXJ/Xk) + Ri - I(X{,XlXJX]/Xk)) Z €.

It can be seen upon rearranging that the above two inequalities are the same. Thus, (165) implies (159) if {1,2,4} € S.
Similarly, for § = {1,2,4}, (165) evaluates to

I(XZ-;X]-X{XJ’»X;C) + I(Xj;X{XJ’»Xk) > R; — I(XJ’»;X{X;C) + €

which implies (159).

Case 4: S € § such that |S| =4 For {1,2,3,4} € S, (165) evaluates to

T(X5; X, X[X X)) + T(X53 XX X3) > Ry — I(X}: X3,) + R — I(X[; X, X3) + €
and (159) evaluates to
Ry + Ry — 2R — 2R; + I(XJ; Xp.) + I(X[; X Xp) + 1(X;; XIX5X3) + I(Xs; X; XIX[Xp) > e

which is same as (165). Thus, (165) implies (159).

Statement (151) can be proved similarly by using (121), (122), (124), (125) and (130), the equivalent statements
of (121)-(123) and (129) on replacing ;,, X} and the corresponding rate I; with @, X} and the corresponding
rate Ry respectively. In fact, by making these replacements in the proof of (150), we obtain the proof of (151). Note
that the proof of (150) only depended on (121)-(123) and (129).

O

C Proof of Lemma 6

This appendix gives the proof of Lemma 6. We restate it here for completeness.

Lemma. For any Q1,...,9: € A, t e N and Q C [1 : k] such that Q =N¢_,Q;, Pe.o < Zle P.o,.

Proof of Lemma 6.

Peo = maX;_ Y. P{s(Y)or # moc} [ Xar = for(ma:), Xo = o)
(Ijeqe Ni)

re mgecEMge
1
= MaX 0 > PUL {e(V)a: #mao: } [ Xoe = for(ma:), Xo = mo)
v (Iljeo: Ni) ,, ‘o
(a) 1 é
<Smax ———— > > P({¢(Y)o: #mg:}|Xg: = for(mg:), Xo = o)
T (Hjegc N;)

mge EMQC =1
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_ - Implications of
S Ri,R;,Ri, R; ~
Index S gXi,XpX{,X;,Xk( i, Ry, Ri, Rj) Se argmaxsg)s(i,xj,xg,x;,xk (Ri, Rj, Ri, R;) reasons
(@) [] 0
® {1} Ry — I(Xi; X; X[ X Xj)
® {2} Rj — I(X;; Xi X[ X[ X},)
®@ {3} Ri — I(X§5 Xi X5 X7 Xp)
® {4} Rj — I(X7; XiX; X[ X5)
©® {1,2} Ri — I(Xi; X[ X[ Xy) + Ry — I(X;; Xi X[ X[ Xy)
) ) ) Rj < I(X;5 X7 X) O>09
©) {1,3} | R — I(Xi; XX Xp) + Ri — I(X3 Xi X X0Xy) [ Ry < T(X[; X, Xy O>13
Ry — I(X;5 X)) + By — I(X}3X;X4) <0 ©>010
, , , R; < I(X;; X[Xp) ®>
{1,4} Ry — I(X3; X; X[ Xp) + Ry — I(X[; Xi X X[ Xp) [ Ry < 1(X;X;Xg) ®>03
Ry —I(X;;Xg) + R — I(X}; X;X,) <0 ®>016
/ / / Ri <I1(X;; X[ Xp) ©>05
® {2,3} Rj = I(Xj3 Xi X} X)) + Ri — I(X}; Xi X; X[ Xy) [ Ry < I(X; XiXg) ©®>02
) ) ) Ri <I(Xi; X]Xk) (O
{2,4} Rj — I(Xj5 Xi X[ Xg) + Ry — I(X}; Xa X X[ Xy) [ Ry < I(X[; XiXg) 10> 012
Ri — 1(Xi;X3) + Ri — I(X; XiXp,) <0 10> 016
R <I(Xi;;X;X >
I 3,4y | Ri — I(XL; XiX;Xp) + Ry — I(X); X X; X/ X TR Lot
, i i3 XA G j XXX Xe) | Ry <I(X; XaXy) an>0a2
Ri — I(Xs; Xp) + Ri — I(X;3 X5 X)) <0 >0
Ri—I(X;; X X))+ R —I(X; X; X, Xp)+ Rj —
@ | @34 | ok AT <o) @>
Ri—I(Xi;Xij)-‘rRi—I(X{;XinXk,)-f—Rj— . .
@ {17374} I(vaXZXJXZ/Xk) ‘ R] SI(vaXk) @Z
(1,2, 4} Ry — I(X3; X[ X)) + Ry — I(X;; X; X[ X)) R; < I(X[; Xy) 19>0e
o +R; — I(X}; X X; X[ Xy,) R; > I(X7; X[ Xy) W>®
) (1,2,3} Ry — I(Xy; X3 X)) + Ry — I(X;; X X[ Xk) R; < I(X7; X1 15> (6)
Ry — I(X4; Xi) + Ry — I(X;; Xi Xy) Ri > I(X}; Xi) 16>049
{1,2,3,4} | +R: — I(X[ X X;Xp0) + Ry — I(X[; X[XiX; Xp) | Ry > I(X7; X5) 16> 015
Ry — I(X[; Xi) + Rj — I(X[; X[; X3) > 0 16) > (6

Table 2: Table showing different evaluations of maxsc 1,2 3,4} gf(v X X
= i X5, X]

mgecEMge

mgoecEMge

1
ZTSX (Myeo: N7 > P{e(Y)e

mQZ@EMQ?

X,

?é mgf} |XQf = fo(me)vXQi = in)

Z%%Xm Yo P{o(Y)ar #ma:} [Xo: = for(mo:), Xo = o)

it m Y. P({e(¥)e: #mo:}|Xo: = for(me;), Xo, = 0,)

X, (Ri, Rj, R;, R;) and their implications.

where (a) follows from a union bound. To see (b) note that Q@ C Q, for any i € [1 : ¢] and thus, the maximization is

over a larger set.
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valid inner messages for L;

mi

M; = 2] y M;

(a) Encoder F; : Li o G; (b) Pre-decoder ¢2 : T2 o A;

Figure 16: The encoders and pre-decoders for Theorem 7.

D Proof of achievability of Theorem 7

For the achievability, we will require the following theorem which gives the randomized coding capacity region of a
t-user AV-MAC Wy x, . x, s where &j, i € [1 : k] are the input alphabets and ) and S are the output and the
state alphabets respectively. The theorem can be proved along the lines of the two user result given in [8] and [30](
see [8, Remark ITA3]).

Theorem 13 (AV-MAC randomized capacity region for ¢-users). The randomized capacity region of the AV-MAC
x,,s is the set of rate tuples such that

.....

R; < min I(X7;Y|Xg¢,5,U) for every J C [1: 1] (166)

icr a(slu)

for some joint distribution p(u)q(s|u) [T'_, p(xi|u) with U] < t.

Proof (Achievability of Theorem 7). This proof is along the lines of the proof of Theorem 3. For each Q € A, let
W< be the |Q¢|-user AV-MAC which corresponds to users in the set Q as adversary and the users in the set Q¢ as
the legitimate users. For users in Q, their combined input g and the product input alphabet x;co; correspond
to the adversarial state input and the state alphabet respectively. Let (R, Ra, ..., Ri) be a rate tuple such that for
some p(u) - p(z1|u) - p(xzlu) - ... p(zk|u), the following conditions hold for all @ € A and J C Q°,

> R; < min I(Xz;Y[Xqugye U) (167)
= g(wolu)

where the mutual information above is evaluated using the joint distribution p(u)q(zg|u) [[;c 7 p(z; W)W (y[z g, T 0- ).
Here |U| < k. Let € > 0 be arbitrary and let n be large enough. Note that, by Theorem 13, the rate tuple Rge is
an achievable rate pair for the AVMAC W<, For each i € [1: k], let M; = [1: 2"%] and M; = [1 : 277 /4] for the
largest integer v < (k|.A])/e. In the following, we show the existence of a randomized (2"%1 /v, ... 2" [y n) code
(Fy, ..., Fy,¢) with P no larger than e, for sufficiently large n.

Code design Before describing the code, we describe the following maps which will help in describing the encoders
and the decoder (see Figure 16). For each user i, let G; : M; — X" be a randomized map such that it maps
m; € M; to an n-length ii.d. sequence G;(m;) generated according to the distribution p;. The sequences G;(m)
are independent across i € [1 : k] and m € M,. The realization of G;(m;) for all i € [1 : k] and m; € M, is shared
with the decoder. For any Q € A, consider the |Q¢|-user AV-MAC W< as described above. For each i € Q°, if
we consider M; as the message set and G; as the corresponding encoder, then this construction ensures that the
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random encoders G;, i € Q¢ are independent and their randomness is also private from the adversarial users in the
set Q. Thus, the joint distribution of the encoders G;,i € Q¢ (and the corresponding codewords) is the same as that
of the encoders of AV-MAC W< in the direct part of [8, Theorem 1, Section ITI-C] (and its extension to a t-user
AV-MAC as in Theorem 13). For G;,i € Q° as encoders, let T'C denote the corresponding decoder for the AV-MAC
W< in Theorem 13. Suppose (Fjg,j € Q°) :=T'? where FjQ : V" — M. For all € > 0, by Theorem 13, there exists
a large enough n such that for all @ € A, the code ((G;,i € Q°),T'?) has error probability no larger than ¢/(k|.A|).
We consider that n.

For each i € [1 : k], the message set M, is randomly embedded into the set M, as follows: We choose an arbitrary
partition of M; into |M;| many disjoint equal-sized subsets (each subset size is v). Let us denote the partition by
Sm;, m; € M; where Upy, e, Sm; = M, and Sm; NSy = ¢ for all m; # m}, m;,m; € M;. The size of each
Sm;, mi € M; is v (< k|A|/e). The maps L; : M; — M; and A; : M; — M, are the forward and reverse maps for
an injection from M; to M; where, independently for each m; € M;, L;(m;) is chosen uniformly at random from
Sm; - Both the encoder maps G; and L; are independent for ¢ = 1,2, ...,k and are made available to the decoder as
the shared secret between user-i and the decoder, unknown to other users.

For the code of the byzantine-MAC, for each ¢ € [1 : k], the encoder map F; : M; — X" is defined as F;(m;) =
Gi(Li(m;)) for every m; € M;. For each Q € A and i € Q°, we define pre-decoder'®

$2(y) = {Ai(rg(y)) if T2(y) € Li(M,),

1 otherwise.

The decoder ¢ : Y™ — X;ep.5M; outputs ¢(y) = (1, ..., 1mx), where, for each i € [1: k] and Q € A,

o2(w) i [{62(y): Q € A} = 1 and 62 (y) # L
M= 02(y) i {02(y): Q € A} = {22(y), L} where 62(y) # L

1 otherwise.

Error Analysis We first show that as long as the rate tuple (Ry, Ra, ..., Ri) satisfy the rate constraints (167),
the following hold simultaneously for every honest user ¢ which sends message m; € M;, potentially adversarial set
of users Q € A with i ¢ Q and for channel output Y: (i) ¢2(Y') equals m; with probability at least 1 — ¢/ (k|.A]) if
users Q are indeed adversarial and (ii) ¢2(Y") either equals | or m;, with probability at least 1 — ¢/(k|.A]), if users
Q are not adversarial. To this end, consider Q@ € A and assume that the adversarial users (if any) are users in set Q
which send X ¢ as their potentially adversarial input to the channel. Suppose, for ¢ € Q¢ and m; € M, user-i sends
F;(m;). Let Y denote the channel output.

(i) First, consider the AV-MAC W<. Recall that I'2(Y) = L;(m;) with probability at least 1 — ¢/(k|.A|). Thus,
with probability at least 1 — ¢/(k|A]), ¢2(Y") equals m;. This also holds for any QO C Q, as we can think of
this as adversarial users Q where users in Q \ Q send valid codewords.

(74) Next, consider the AV-MAC W€, for O € A where 9O\ Q # 0. We would like to compute P ((b? (Y) ¢ {m;, J_})
where for i € Q°, the probability is over G;(L;(m;)), X o and the channel.

P (¢2(Y) ¢ {mi, 1})
=P (F?(Y) € Li(M;\ {mz}))
= Y b (r?(Y) = 1,1 € Li(M; \ {mi}))

my GM\Smi

15In this notation d)? (y), we are suppressing the dependence of the pre-decoder (and later the decoder) on the randomness of the
encoders.
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= > P(r2Y) =) P (i € LM\ {mh)[T(Y) = ;)

miE./\;l\SmI

@ Y o (F?(Y) - mz) P (r; € Li(M; \ {m;}))
miE/\;(\'SmZ

Oyt =)
M €M\ S, °

< 1/v <e¢/(k|A)).

Here, (a) holds as F?(Y)JLLi(Mi \ {m;}). This is because G;(Li(m;)) which produces Y is independent
of Li(M; \ {m;}) and T2 1L L;(M; \ {m;}) as T'2 is a function of AV-MAC encoders G;,i € Q° which are
independent of L;. The equality (b) holds because for m; € M\ Sy,

P (mi € Li(Mi \ {ms}))
= ) P(Li(m)) =)
1
S MR TR
mieEM\{mi}
=1/v.
By taking union bound over all users and all Q@ € A, with probability 1 — €, for each non-adversarial user i, at

least one of the decoders (big, Q € A outputs the true message while the other decoder outputs either the true
message or L.

O

E Randomness reduction lemma

Lemma 14 (Randomness reduction). Suppose € > 0. For large enough n, given any (Ni, ..., N, n) randomized
code (Fii.x), ¢(Fir:x))) satisfying
Perand(PF[Lk] ) ¢) < 26/2 -1,

there exist n? deterministic encoding maps f;;,7 € [1 : n?] for each user j € [1 : k] such that for every Q € A, jo €
[1: 0?19l 2o € XY and the decoder ¢,

1 Z 1
(n?)!e joc€1:n?]l9¢ (Iieqe N3)

> P{(AY, fayar forioc) = Mypy such that rige # mge) |Xge = foe joc (Moe), Xo = o} < €.
mgecEMge

Here, fo j, denotes (fi;, :i € Q).

Remark 4. Lemma 14 states that given a randomized code with a small probability of error (26/ 2 1), there exists
another randomized code of the same rate for all users which uses only 2logn random bits at each user such that
the new code also has a small probability of error (e).
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Proof. The proof follows along the lines of Jahn [8, Theorem 1], though there are significant differences because of the
byzantine nature of users. In particular, our result needs to incorporate the fact that a malicious user can maliciously

choose their encoding map to influence decoding. For each ¢ € [1 : K], let {F}; };i1 be independent samples of
codebook F; (also independent across i). This gives the set of codes {(Fy;,¢(Fy;)),i € [L: K],j € [1:n?],¢ := ¢}.
For every Q € A, define eg(fg, fo,Tg) to be the error probability for fixed encoding maps fgo for the adversarial
users and fge for the non-adversarial users and the channel inputs chosen by the adversarial users as xg € X3, i.e.,

eo(fao, foe, o)

= m Z Z WY\XQcXQ (’y|ch(ch),$Q)-

mgec€Moe  y:¢(y,fo,foc)=m[1.4],
where mge#mge

Note that for jo € [1: n?]I9l, joo € [L : n?}]I2]| eg(Fo,j0. For jo., o), as a function of Fg j, and Fge

doe is a
random variable. We wish to show that
: L , . 2112
Jm Plosgr Y eo(Foie Foren#o) 2 ¢ for some Q€ A jo € [1: % and wo € A3 | =0

joc €[1:n2]12¢]

Using a union bound over Q € A, jo € [1: 7?9l and zg € X3, we have

1
P COIEE Z €0(Fo,jos Foe joc, o) > € for some Q € A, jo € [1: n?)1e and zo € X5
joe €[1:n2]19¢I

1
< > P DI > eo(Fojo.For joe o) > €

Q€A joe[lin?]I®lmoeXy joe€[Ln?]19%

Note that the summands in ngce[mﬁ]‘gc‘ eo(Fo,jo, Foc joe, o) are not necessarily independent. Hence, an
exponential concentration inequality cannot be directly argued. However, using a similar procedure as Jahn [8,
Theorem 1], we decompose this sum into parts that consist of summands that are conditionally independent given
the adversary’s choices.

To this end, let 3,2 := {7; : i € [0 : n? — 1]} be a set of permutations of {1,2,...,n%} with

7:(j) = (i + j) mod n? for all j € [1 : n?).

Suppose |Q| =1 for some [ € [1: k]. For ease of notation, let @ = {1,2,...,1}. Then,

1 1
W Z eg(Fo jo, Foc joo o) = W Z eo(Fo,jo, For joc Q)
joec€[1:n2]19°] (Jr1semsdi) E[Lin2]RE =1
1 1
= Wﬁ Z F Z eQ(FQ,jga(Fl-i-l,jaFlJrzal“(j)a---aFk,ak(j))afl’Q)
(Uz+2,01+37~~~,0k)62:5171 j€n?]

Now,

1
P e > eo(Fojo.For jo o) > €
Joe€[lm?]Ie4
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1 -
=P > — Y eo(Foos (Fritgs Fivaor Gy s Fro) @a) | = (n%)71 e

(o’l+2,o’l+3,...,ak)62:;171 je[n2]
1
SPYG 0000, mo0es ;1 | 2 > eolFajo, (Fistjs Frynona(y - Frow)) @) = €
JE€M?]
1
< Z P n2 Z eQ(FQ,jQ’(Fl+17j’Fl+2701+2(j)"‘"Fkvdk(j))’wg) =€
(0142,0143,..,05)ESF ST j€[n?]

n

We note that eq(Fg jo, (Fit1j, Fi42,0120)s - -+ Frion())s T) is identically distributed for all (o142,0143,...,0%) €
2FSL Thus,

1
Z P ﬁ Z eQ(ngjgv(E+17jaﬂ+2,01+2(j)5'"7Fk,o'k(j))7mg) Z €
(<TL+2,01+37-~~,0k)62:5171 j€[n?]
< ()P Z o(Fojo, (Fit1,5s Fivam(i)s - - -+ Fhro())s TQ) > €
I 1
= (n*)F P 3 Z o(Fojo, (Fit1,5: Fiaj, - Frj) xg) > €

= ()P Z o(Fojo: (Fiy1j, Fiyay, .-, Frj),xo) > n’e

J€[n?]

= ()P exp Y eo(Fojo, (Firty Fiva .- Frj) @) ¢ > exp {n’c}

J€[n?]

(a)
< () exp {-n’e}E |expq Y eo(Fojo: (Fit1j Fisag, .- Frj) @)
j€n?]

=) exp{-n’}E | [ exp{ea(Fojo.(Fiy1, Friags-- - Frj)iza)}

j€ln?]
= ()" ""exp {-n’c} Ery,, |E H exp{ea(Fo,jo, (Fit1,5, Fit2,,- - Frj),®a)} |Fo,j0
Jj€[n?] .
) -
= (n2)k -1 exp {—nQG} EFQ,jQ H E |f3Xp {GQ(FQJQ, (E+17j,ﬂ+27j, .. .,Fkﬁj),m‘g)} FQJ'Q
Lj€[n?] ]
(0 -
= (") lexp {-n*e} Erg,, || E |exp{ea(Fajo: (Fit1,1, Fivas - Fii) o)} |Fajo
() 2\k—1—1 2 !
< (n%) exp{—ne}Epg,, || 1+E |ea(Foo: (Fiv11, Flvz .-, Fi), o) |Fa jq
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(e) n?
< (n2)kil71 exXp {_n26} EFQ,jQ (1 + Péand (PF[I:k] ) ¢)) :|

2

= (n2)k7l71 exp {—7126} (1 + Pera’“d (Pp[lik] , qﬁ))n

= exp {n2 <e —log (14 P*(Pry ., 9))) — % 10g(n2)) }

where (a) follows from Markov’s inequality. (b),(c) and (d) hold because for each j € [1 : n?], conditioned on
Fo o, e0(Fojo, (Fis1,5, Fit2,j, -+ Frj), ®g) are i.i.d. random variables taking values between 0 and 1 (recall that
2t <1+t for ¢t €[0:1]). The inequality (e) follows from the definition of Perand(PF[l:k] ,®)) by noting that for every

realization fg € Fo of Fo jo, Eleo(fo, (Fiy11, Fiy21,..., Fr1),2o)] < P 4(Pg,,,,¢)). This implies that the

random variable E |eq(Fg,jq, (Fi41,1, Fi42,1,-- -, Fr1),20)|Fo,jo | is upper bounded by Pera“d(PF[lik] ,®)). Thus,

1
W Z eQ(FQ,jQ’FQCJQca:BQ) > ¢ for some Q € Aan € [1 : n2]|Q| and To € X&
joc €[1:n2]12¢]

(a) k—1-1
< 20" [ 1" exp {—n2 (e —log (14 PI™(Pr, . 0)) = ——5— 1og<n2))}
i€ ([1:k]

— 0 for enough n.

Here, (a) follows by recalling that P;**(Pp, ., ¢)) < 2¢/2 — 1 and thus, € > 2log (1 + Prd(Pr 00 9))).- O

F Proof of Lemma 10

Proof of Lemma 10. This can be shown along the lines of the proof of [28, Theorem 12.11]. For € > 0 and large
enough n, let (Fji.x), ¢(Fj1:4))) be an (Ny, ..., Ny, n) randomized code satisfying

P (Pgy o 6) <297 — 1

€

Applying Lemma 14 on this code, for each user j € [1 : k], we obtain n? deterministic encoding maps f;;,i € [1 : n?]
such that for every Q € A,lg € [1: n?]!9l zg € X5 and the decoder ¢,

1 1
(n?)le”! 2. (ITicoe Ni)

chE[lﬂﬂ]‘Qc‘

Z P{(¢(Y, fQ,lech,ch) = m[l:k] such that mQC 7é mgc) |XQC = chleC (mgc>, XQ = .’BQ} < €. (168)

moe EMQC

Further, since R; > 0 is achievable for all i € [1 : k], there exists an (n?,...,n% k,) code (f[hk],f,%) where k, /n — 0
and

max Prs(fras d) < e (169)

for large enough n. We choose sufficiently large n such that both (168) and (169) hold. For a vector sequence
5 € 8"tFn for any alphabet S, we write § = (8,s), where 8 denotes the first k,-length part of § and s denotes

the last n-length part of the 8. Let (f[l:k},gb) be a new (Ny,..., Ny, @) code where 7 := k, + n, message set for
user-i, M; = [1: N;] := {1,2,...,n%} x [1 : N;]. Further, for [ € [1:n?],m € [1 : N;], let 7 := (I,m). We define
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film) = fil,m) = (fiD), fia(m)). For g = (g,y), let (@) := (junt, 0¥, f1.49.0,..,)) Where lpag = &(g). Then, for
Qe A,

Per,aéld(f[l:k] ) é)

1 - - - -
= max ——— Y P <{¢>(Y) = m/[1.4) such that m/ge # mgc} ‘ch = foe(ge), Xo = (@Q,mg)>
@oee) ([licoe Ni) ;. “
€X' xXE Qe Qe

1 . _ _
< max CEIEAT A 3 3 ]P’<{¢>(Y) — 1. such that loe ¢zgc}

lo lgc€[1:n2]1Q°l mgecEMqge
U{o(Y, faies forioe) = M1k such that moe # moe} ‘(XQ%XQC) = (fae(loe), farige (Moe)), (Xo = &0, Xo = mg))
Q)
1

P Y cloe) = M. h that mge c
+ mmax ) (Lo N0 > > <{¢( s faies forige) = M4 such that moe # mg }‘

v chE[ltnz]‘Qc‘ moe GMQC

< maxﬁ Z P({(i(f/) = l_[l:k] such that l_Qc 7é lgc} 'XQC = ch(ch),XQ =

o
lch[l:nZ]‘Qc‘

(ol

Xoge = foeige(mge), Xo = wg)

(a)
< 2e¢

where (a) follows from (168) and (169). O

G Proof of Lemma 9

We first give the codebook which is given by Lemma 15 below. Its proof is along the lines of [10, Lemma 2]
and [22, Lemma 3] and is given later.

Lemma 15. For any ¢ > 0, large enough n, N > exp(ne) and types P; € Py :i € [1 : k], there exist codebooks
Ci, i € [1 : k] for message sets M; = [1 : N|, i € [1 : k], whose codewords are of type P, i € [l : k| respectively
such that for every @ € A such that |Q| < k', zg € X5, T € Q% J C Q, and joint type Pxgoxox,x1, €
P;@QC X XX XX XL the following holds:

(a) If for any i € Q°, I(Xy; Xge\ (3 Xa) > €, then,
1 mn
1o [tmes € Moe : (foe(moe), 2q) € Tk g xo H < exp{—ne/2}.
(b) If for any i € Q°, I(Xi; Xge\(iy X7 X, Xo) > (|T|+ [T])(1/n)logy N + €, then,

1 . n
WHWQC € Mge : 3m/; € Mg, mi- € My, mj #m;, Vi € T, (foe(mge), fr(m4), f7(m;),zq) € TXQCX'TX&XQH

< exp{—ne/2}.

16Note that there are no decoding guarantees when all users are malicious, so we only consider the case when at least one user is honest.
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Proof of Lemma 9. For e > 0 (fixed later), large enough n, N > exp(ne) and types P; € Py , i € [1: k], such that
min;e(i.4) Ming, e x, P; > 0, consider the codebooks C;, i € [1 : k] for message sets M; = [1: N], i € [1: k] as given by
Lemma 15. The rates of the codebooks R; = R =logy(N)/n for some R > e. The decoder is given by Definition 10
for n satisfying Lemma 17. We will choose € such that n > (2k + 1)(k + 1)e.

Let @ € A be the set of adversarial users who attack with input vector xg € X3. The probability of error is
given by

1
iCE] > P({y: ¢(y) # (moe, mo)for some mo} | Xoe = for(moe), Xo = o) (170)
ch

From the decoder definition (Definition 10), we know that if ¢(y) = (1.4 where moe # 1mge, then y ¢ ﬂichD,(,?i,
that is, y € Ujeo- (D}, )¢. Thus, (170) can be written as

1 )
NI D P ({y Yy ¢ ﬂichfol)l} | X e = fge(mo:), Xg = iBQ)

mgoce
= g ﬁZP({y:y¢D§l}|XQC:fgc(mgc)vXQ:wg) (171)
(2 © mge

We will show that each term in (171) falls exponentially. It holds when for joint distribution Px,.x, defined by
(foe(moe),zg) € TR e X0 I(X3; Xge\{iy Xo) > € for any i € Q°. This is because for any j € Q°,

1 .
1o > P({y:y¢D§%§}|ch:fgc(mgc),XQ:mQ)
maei(fge(mge) ®QI€TR . x>
I(X;;X ge\ i3 X o) >e for some i€Q¢°

1
= Z Nlesl

PXQCXQ:
I(Xi;XQc\{i}XQ)ZE for some 1€ Q¢

(i) Z exp {—ne/2}

Pxgexg

{mae € Mge : (fo:(mge),zq) € Tx,.x, }

—0

where (a) follows from Lemma 15(a). Thus, we can assume that I(X;; Xge\(3Xo) < € for all i € Q°. This implies
that

|Qe > Z I(Xi; Xoe\ (i3 X0)

1€Q°
>D <PXQCXQ ( H Pxi)PXQ> .
i€Qe
Under this case, for any j € Q°,
1 )
~NToT > P({y:y¢D§%3}|ch:fgc(mgc),XQ:mQ) (172)

moc(fge (WLQC)va)eT)TIéQCXQ '
I(XiiXge\ (i} Xo)<eVi€Q?

< ) ot ) ) W™yl fer (o). ze)

PXoeXgo! mQes yeTy (foe(mge),xzo)
Qe Q g Y|XoeX
I(Xi;Xge\ (i} X)<eVi€Qe (foc(mae) @)k o xgo e
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1
< ) NI ) exp {-nD (Pxg:xor || ProcxaW) }

PXgeXg' mge:(foe(mge),wo) €Ty XgeXg
I(Xi;XQc\{i}XQ)<EVi€QC
< E exp {an (PXQCXQYHPXQCXQW)}
PXgeXg

I(Xi;XQc\{i}XQ)<EV7:EQC

S Z exp{—n (D (PXQCXQYH(H PXi)PXQW> _D<PXQcXQ (H PXZ)PXQ>>}
1€Q°

PXgeXg: 1€Q°
I(Xi;XQc\{i}XQ)<EV7:EQC

(173)

We will break (173) into two terms, first corresponding to joint distributions Px e xov for which
(PXQC XQyH icoe Px,)Pxo W) > n and second corresponding to joint distributions for which
(PXQC XQyH icoe Px,)Pxo W) <. Let us start by considering Px,.xoy such that

(PXQCXQY i€Qe Px,) XQW) >n.

Z exp{n <D <PXQCXQYH( H PXi)PXQW> - D (PXQCXQ (H PXi)PXQ>>}
1€Q°

Pxgexg: i€Q¢°
I(Xi;Xge\ (i1} X0)<e, VieQs,

D (PXQC xgov [|(ITicoe Px;)Pxg W) >n
< > exp {—n (n —|Q°le)}

PXoeXg®
I(Xi;XQc\{i}XQ)<EVi€QC

— 0 for n > ke.

Now, we need to evaluate (173) for joint distributions Px,.x,y for which D (PXQCXQYH(HiGQC Px,)Px, W) <.

In this case, since decoding condition 1 holds, y ¢ Dgﬂg if decoding condition 2 fails. That is, there exist Q' € A,
not necessarily distinct from Q, a non-empty set 7 C (QU Q)¢ with j € T, o € &g/, mg o € Moo
m'7r € My such that m} # m; for all t € T such that for the joint distribution Px_. Xo X X[, 0 XY defined by

o\Q’
(fQC (mQC)a Zo, fT(mlT)a fQ\Q’ (mIQ\Q/)’ w/Q’ ) y) € T)?QCXQX,TX,Q\Q/X,Q/Y?

D(Pxyxy, o % g roan XY I Px)C TT P TT Px)Pxg, W) <
teT JEQ\Q’ 1€Qe\(TUQ")

and I(XoeY; X7X4\ o[ Xo) > 1.

Let H = Q°\(TUQ) and PXQCXQX, vy y be the set of distributions Pxgexoxs x
Q\Q' o/

D (PXQCXQYH(HiGQC Px,)Pxg W) <0, D(Pxy xp, ox0 x5, v | (Ler Pxy)(Tjeovor Pxy)(Tien Pxi)Pxy, W) <
nand I(Xg:Y; X}X’Q\Q, |X o) > n. Using these definitions we see that, in this case, (172) is upper bounded by

> 1
NlQsl

PXQCXQX Q\Q/X’/Y

prgcxgx

o XY satisfying

{mgc € Mo: : Imig, o € Moo, my € Mg where m; # m; for alli € T,

X/ )Y
T Q\Q’
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such that (fQC (mQC)v fT(m{T)v fQ\Q’ (mIQ\Q’)a .’BQ) € T;QcX}X’ Xo }‘

o\o’
< Z exp{—ne/2} =0

PXQCXQX%_X/Q\Q,X’Q,Y

e’PXQcXQX%_X’Q\QIX’Q/Y
if for any i € Q°, I(Xy; Xoo\ (13 X7 X5 o Xe) 2 (IT|+ [(Q\ Q)[)R + €. This follows from the codebook property
Lemma 15(b). Thus, we only need to consider joint distributions for which I(Xy; Xge\ (3 X7X5, o Xo) < (IT]+

[(Q\ Q)R + € for all i € Q°. This implies that I(Xoe; Xg\ o X7[X0) < [Q°|((IT]+ [(Q\ Q)R+ €). This is
because I(XQC;X’Q\Q,XHXQ) < Dieoe I(Xis X\ o X7 X ge\ (13 X o).

2 _ 1 . .
Let PXQCXQX%'XIQ\Q/XIQ/Y - {PXQCXQX'/TX/Q\Q’X/Q/Y € PXQCXQX%'XIQ\Q/XIQ/Y ’ I(XQC’X/Q\Q/X%LXQ) < |QC|((|/T|jL

[((Q\ Q))R+¢€)}. So, for any j € Q°, it is sufficient to analyze the following:
1

> > NioT > > W (ylfge(mae), zo)

QEAPy v 1 xs X! y€& moe: yeTy (fge(mge)@g)
2T T ove e (foc(mae),®0)ETY __ x YiXgeXo 2
Qe ¢D(J)

X’Q\Q,X/Q,Y Y&EEm;

=D D DRSS >

2
ngcxgxir

‘e A Iox! ’ : moe! f / /s
o PXzQCXQXTXQ\Q’XQ'YE (fQC(mQC)vaQ)ET;QcXQ mg%%fe/\;/li\g
XQCXQX%_X’Q\Q/X’Q,Y (fQ\Q/(m,Q\Q/)1fT(m[7‘))€T;/Q\Q/X%_\XQCXQ(fQC(mQC)’mQ)
> W™ (ylfae(me-), To)
yeT;‘XQCXQX/Q\Q/X%(fQC(mQC)vath\Q/(m/Q\Q/)va(mfr))
<3 exp {n(|Q\ Q| +[TN)R - I(V; X(, o X7|Xo: Xo) +€)}
Q'cA PXQ0XQX%'X,Q\Q/X/Q/Y€:
2
XQCXQX,’T_XIQ\Q,X/Q,Y
-3 3 exp {n(|Q\ Q|+ TR — I(Xo:Y; X o Xy|Xo) + I(Xor; Xy 0 X Xo) +e)}
Q,GAPXQCXQX,/TX/Q\Q,X/Q,Yez
PchXQX%—X’Q\Q/X'Q/Y

From the definitions of P2 and Pl
PXQCXQX'TX/Q o XLY PXQCXQX'TX'Q\Q,

XL,y We not that I(Xg-Y; X5\ 0. X7 Xg) > 1
and I(Xge; Xo, o X7[Xg) < [Q°|((IT] +[(2\ Q)[)R + ¢). This implies that

Q\Q’

3 3 exp {n(1Q\ Q| + TR~ I(Xa-¥: Xiy, o Xy |X) + 1(Xor: Xy Xy X) +6) }
Q'cA PXQ0XQX%—X,Q\Q/X/Q/Y€:
?(QCXQX%_X’Q\Q/X’Q/Y
<y > exp{n((|Q\ QI +[THR —n+[Q°I(TI+[(Q\ Q)R +€) + )}
QeA PXQCXQX,IT_X/Q\Q,X/Q,YE:
?(QCXQX%,X’Q\Q/X’Q/Y
k
<2 > exp{n(kR—n+k(kR+¢€)+¢)}
PXQCXQX%,X’Q\Q/X’Q,YG‘
?(QCXQX%_X’Q\Q,X’Q,Y
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= 2k > exp {n((k+ k)R —n+ (k+ 1))}

P
XQCXQX’T
2
/ ’ ’
XQCXQXTXQ\Q,XQ,Y

n—(k+1)e
k+ k2

Yo\ X ¥

— 0 for R <

Since n > (2k 4+ 1)(k + 1)e, % > 2e. Thus, we can choose R between € and 2e. O

Proof of Lemma 15. This proof is along the lines of [10, Lemma 2] and [22, Lemma 3]. We will generate the codebooks

by a random experiment. For any Q € A, xg € &XJ and joint type Pxgexixixq € P?{QCXXTXX/ we will
J

XXg?
show that the probability that statement (b) does not hold, falls doubly exponentially in n. We will only analyze
statement (b) as choosing 7 = J = ) in (b)will also imply that the probability that (a) does not hold also falls
doubly exponentially. Since A, |X¥&.| and |7);’(ch Xrx Xl x XQ| grow at most exponentially in n, a union bound will

imply the existence of codebooks satisfying (a) and (b). The proof will use [22, Lemma A1] which we restate here
for a quick reference.

Lemma 16. [22, Lemma Al] Let Z;,..., Zy be arbitrary random variables, and let f;(Z1, ..., Z;) be arbitrary
with 0 < f; <1,j5€1,...,N. Then the condition

E[fj(Zlv"'7Zj)|Zla"'7ijl]<a’ jG[lN],

— )

implies that for any real number t,

N
1
P N;fj(zl""vzj) >t <exp{—N(t—aloge)}.

Let T7*, i € [1 : k] denote the type class of P;. We generate independent random codebooks for each user. The
codebook for user ¢ € [1 : k], denoted by C; = (X; 1, X 2,..., X n), consists of independent random vectors each
distributed uniformly on T}". Fix Q@ € A, g € XJ and a joint type PXQCX/TX/JXQ such that for every i € Q°,
Px, = P, for t € T, Px; = P, and for j € J, PXJ’. = Pj and zg € Ty . We will analyze the probability that (b)
does not hold under the randomness of codebook generation process. Note that the bound in (b) is non-trivial only
when Q° # (). For any | € Q°,

1
P(Wngc € Moo : Imly € My, m), # m; for all i € T, my € My,
(X0t moer X7y X g.mty Q) € Thoo xp x1, x0 4 > exp {~ne/2} )

1
:]p( 3 7 [me € My 3miy € My mi #m; for all i € T, my € My,
moe\ {1y €Maoe\ (1)

(XQC7chaXT,m’TaX.77mf7an) € T)’%QCX%—X&XQ}l > NIt eXp{—?’LG/Q})

IN

1
3 IP(NHmlGMl:Elm’TGMTm;#mi for all i € T, m’; € Mg,
mae\ {1} EMae\ (1)

(XQcmechT,m’TaXJ,m’Jva) € T)?QCX'TX'JXQH > eXP{*”f/Q})

IN

1 )
Z ( Z ]P)(XQC\{l},ch\{L} = wgc\{l})]P’(NHml eM;: EIm’T e Mr, m; #%m; foralli e T,

moe\ {1} e\ {1}
EMoe\py €T

;QC\{Z}‘XQ(mQ)

84



mly € Mg+ (Ximp ®oe\ (1 X7t X7t 2Q) € TR poxr x1 x> eXP{—”G/Q})>- (174)

To analyze this, we first consider the case when 7 # (). Recall that 7 C Q¢. Without loss of generality, suppose
1€ 9°NT. Then for [ = 1, we note that

1
P(N|{m1 € My :3Imlr € My, my #my for allt € T,m!; e My,
(X1ms oo\ (13 X7omt s Xgmi, Q) € Tx g xq x1, x o H > exp{—ne/2} ))

1, L
= P(Nlj eM;:di<jie Ml,m/T\{l} € Mn 1y, my # my for all t € T\ {1}, m); € Mg,
(X145, 00\ {1})s (X1,z',XT\{1},m/T\{1})aXJ,m’Ja$Q) € T)?QCX'TX&XQH

+ %U € My 1 3i > j,i € My, mip 1y € My, my # my for all t € T\ {1}, mly € M,
(X155 @oe\(13): (KXo X7\ (1ymiy, () X7l Q) € TR o xs x1, xo H > eXP{—nﬁ/Q})>-
< ]P’(%U eMi:di<jie M1,m/7—\{1} € M1y, my #my for all t € T\ {1},m/; € My,
(X1 oo\ (13): (X1, X\ 13.m, ) Xaams 2Q) € T g xr x1 x0 3| > %exp{—ne/Q})> (175)
JrIP’(%U eMp:3i>jic M1,m'7-\{1} € M1y, my #my for all t € T\ {1},m; € My,

n 1
(X1 oo\ (13): (X1, X\ 13.m, ) Xaams 2Q) € T xr x1 x0 3| > QGXP{—W/?})) (176)

We will now analyze (175) using Lemma 16. For j € [1 : NJ, let Z; = (X1 ;,C2.)) where the codewords for
mae\ (i} are fixed to €ge\ 1. Let szgc\“} (Z1,...,Z;) be defined as

fijC\{l} (Zla B Zj) = foC\{l}((Xl,lvc[Q:k])a R (Xl,jvc[Q:k]))
1, if 3i<j, (m’T\{l},mfy) € M 13 X Mg such that Vt € T\ {1}, m} # my,
= (X1 oo\ (13) (Xis X(m\(13.m, () X (7m0, Q) € TR xr x1 x0)0
0, otherwise.

For t = $ exp {—ne/2}, (175) can be written as

N

1 roc 1

N E ij\{}(Zl,...,Zj)>t
i=1

We will compute a in Lemma 16.
E [fijC\{l}((Xl,lac[Q:k]))v o (X1, Com (X 1,1,Cran)s - - -5 (X1, (=1), Cren))|
< > ]P’(((Xl,jawgc\{l})a (X1 X\ (1y.my, 1)) X(amiy ) ®2) € Tx oo xr x1 xo
1EM1,i<]

(M (13- m7) EMT\ (13 X Mg
mé#m“tET\{l}
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‘(X1,1,C[2:k]), c (X1,(j—1),C[2:k]))
exp {nH (X1 Xoge\ (1} X7X5 Xo)}
(n+ 1)~ 1%l exp {nH(X1)}
= (n+ )%l exp {n (IT] +|T)(1/n)logy N — I(X1; Xoo (13 X7 X7 X0)) }

< NUTIHD

Suppose I(X1; Xgo\ (13 X5 X7 X0) > (|T]+ |T])(1/n)logy N + €. Then, a = (n + 1)I*1l exp {—ne}. Thus,

N
~ SN2y, Z) >t
j=1
<exp{—N(t—alogye)}
— exp {N <§ exp {—ne/2} — (n+1)¥ exp {ne}> }

< exp { (—% exp {ne/2} + (n + 1)’“1') } because N < exp {ne}.

Thus, (175) falls doubly exponentially. Since (176) is symmetric to (175), we can obtain the same upper bound for
(176) as well. This implies that (174) falls doubly exponentially when 7 # (). Now, we consider the case when T = ().
In this case, in order to show that (174) falls doubly exponentially, we need to show that

1
P(NHml S ./\/ll : Emfj S Mj, (Xl,ml,$QC\{l},Xj,m:7,wQ) S T;QcX’JXQ}l > eXp{—ne/Q})) (177)

falls doubly exponentially. This can be shown in a similar manner as the previous case. Again, without loss of
generality, suppose | = 1. Let Z; = (X ;,Cja.x)), j € [1 : NJ, where the codewords ®ge\(1} corresponding to
messages moe\ (1} are fixed. Let gfgc\{l}(Zl, ...y Zj) be defined as

g; "2, 25) = g7 (X Cpa) -

z ,(X1,5,Cla:r))
_ 1, if Emfy S MJ such that ((Xl,j, :Bgc\{l}), X(J,m’y)a wg) S T;QCX:,]XQ,
0, otherwise.

For t = exp{—ne/2}, (177) is

N
1 o
P(N E g;l?g \{1}(Z1,...7Zj)>t).
j=1
Computing a,

E [g7°" M (X1.1,Cam) - - » (X155 Coag))(X 1.1, Cloarg) - - - (X1, (j-1): Crai)]
< > P((Xus @oer (1)) Xmy)s®0) € Th g xs 0, xol(X11,Catg) -+ (X1, o)

m',eEMz
exp {TLH(X1|XQc\{1}X\/7XQ)}
(n+1)"1%lexp {nH(X1)}

= (n+ )% exp {n ((17)(1/n) logy N — I(X1; Xgo\ (1) X X)) }

§N|~7\
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Suppose I(X1; Xgo\ (13X Xg) > (|7])(1/n)logy N + €. Then, a = (n+1)* ! exp {—ne}. Thus,

R Qe\{1}

Nzlgj (Z1,...,2Z;) >t
<e Ij){ N (t —alogye)}
p{ N (exp{—ne/Q} — (n4 1% exp{fne})}
{ (exp{ne/Q}—i—(n—i—l)‘Xl')}

which falls doubly exponentially. O

| /\

Lemma 17. Suppose the Byzantine MAC (W, A) is not symmetrizable. Let P, € Pyx,, i € [1 : k] be distributions
such that P;(z;) > 0, z; € X;, i € [1: k]. Let f; : M; — T%,, i € [L : k] be some encoding maps. There exists a
choice of > 0 such that if (m1,ma,...,mg) # (M1, M2, ..., M%), Dy ma....mi N Divy s, = 0.

Proof. Suppose for (1, 1s, ..., M) # (M1, Ma,. .., M), there exists Y € Dy, o, inx N Drvy g, i - Lhis implies
that there exists v € [1 : k] such that y € DEX N D%Zz for 7. # m~. Then, by the decoder definition, there exist
Q, Q € A, not necessarily distinct, with v ¢ Q, Q; zg € X5, &5 € X% 5; moe € Maoe; ma. € Mga. with my, = m.,
and m~, = my such that for 7 := {z €(QUQ):m; # mz} (note that v € T), and for the joint distributions

P _ / and Py ¢ o defined b
XTXQ\QX(TUQUQ)CXQY XTXQ\QX(/TUQUQ')CXQY Y

(fr(m7), faro(mavo): firuoug) (Miruoug)) ®e¥) € TR x g oxr o

(fr(mr), fQ\Q(mQ\Q) f(TUQUQ)C (m(TUQUQ)C) T5 ,Y) € TXTXQ\QX('TUQU@)CX'Y respectively, the following holds.

oY and

D | Px, x II II 2|Px.W|<n, (178)

<i€T ) jed\e le(TuQUQ)”

a\eX’(Tugug)cXeY

D Pir %4, 0% (roouay Xov || | 11T I1 R 11 B P W< (179)
€T JEQ\Q 1e(TUQUY)”
Then, the decoding condition 2 implies that
I(X7X5\0X " (7u0u0): Y XTX g\ 01 X0) <, (180)
I(X7X0\0X' (100u) Y5 XTX 5\ 01X ) <. (181)

For ease of notation, let H := (7 U QU Q). From (179), by the chain rule of relative entropy, we get
D(PXT)ZQ\Q”(HZGT Pi)(HJeQ\Q 7)) < n. Using this, (178) and (180), we get

30> D(Pxyxg oxuxov ([T POC ] PO POPxoW)+ D Lo S5 % HP 11 P

€T jGQ\Q leH €T jGQ\Q
+I(X7X g o X nY; XTXQ\ 51 Xo)

:D(PXTX@\QX’HXQY”(HPi)( H Pj)(HPl)PXQW) XTX || HP H Pj))

€T jed\Q leH €T JEQ\Q
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D(P o Px P
+ ( XTXQ'\QX/HXQXTXQ\QY” XTXQ\Q Q‘XTXQ\ XTXQ\QX HY‘XQ)

=D PXTXQ-\QX’HXQXTXQ\QYH(H P)( H Pj)(H Pl)(H P)( H Pj)PXQ‘)}T)'(Q\QWY‘XTXQ\QX/'HXQ
€T jGQ\Q leH €T jGQ\Q
(®)
=D PXTXQ\QX’HXTXQ\QY||(H Pi)( H Pj)(]:[ Pl)(]:[ P)( H Pj)VY|XTXQ~\QXfHXT)ZQ\Q
€T JEQ\Q leH €T ]eQ\Q

where VY\XTXQ—\QX’HXTXQ\Q(:ULTTax@\gax/ﬂatﬁTaiQ\Q Z XQ\XTX (:EQ"TTVTQ\Q (y|$TaxQ~\an/HaxQ)a
and (b) follows from the chain rule of relative entropy. Using Pinsker’s inequality, it follows that

~ / i~ i~ -~
E ‘PXTXQ—\QX’HXTXQ\QY(zTazQ\Qaz HazTazQ\va)
ITazQ\Qaz/HaiTviQ\va

(T P@nC IT P P@DIT PENCTT PEDVA xrxg, o fr Koo WIET: 201008 1 575 T 0)
€T jed\Q leH €T JjeEQ\Q

< ey/3n, (182)

where c is some positive constant. By a symmetric analysis, we can show that

~ / i~ i~ ~
g o ‘PXTXQ\QX HXTXQ\Q (:L'T,:L'Q\Q,:L'H,:L'T,ZL'Q\Q,ZJ)
TTHL G\ @sT HHTTHT o\ &Y

~ (I 2@CTT BT PETT PE@ENCTT PEI iy xy sy VT 0100850872 E0\0)
€T jed\Q leH €T jeQ\Q

< cy/3n, (183)

for

/ ’o~ ~ _ ~ ~ S N
VY‘XTXQ\QX HXTXQ\Q(?A:ET’:EQ\Q’:L‘ ’HaZCTa:L‘Q\Q) - ZPXQ‘XTXQ\ ( QleaZCQ\Q)W(yLTTa'TQ\QaZE Ha‘rg)
rg

By (182) and (183),

> (TP TT PN (] P P@EnC T Pi@E)

zT,mQ\Q,mH,zT,mQ\Q,y €T JEQ\Q leH €T jeQ\Q

/ - ’o~ A
VY\XTXQ\QX HXTXQ\Q(y|‘TTa'TQ\Qa :C HaxTa :CQ\Q) VY‘XTXQ\QX’HXTXQ\Q(?JLTT’ :EQ\Q’-T H :CTWTQ\Q)‘ < 2c V 377

This implies that for o := min;epy. ming, P;(2;) (note that o > 0),

max

V. T, T3 o Ly BT T\ &
TTLES\ 0 T3 BT T\ 85Y YIX7Xg o X uXTX (ler, A\ B Q\Q)

o\ 2

2¢y/3n
’
o VYIXTXQ\QX/HXTXQ\Q( |SC7’,:CQ\Q,:L' H?xTazQ\Q) < —- (184)

for some integer j. Since (W, .A) is not symmetrizable, there exist ¢ > 0 such that

P _ !
TT:TG\ @ IIL&)I(T IQ\Q Y ‘ Z XQ‘XTXQ\Q(:I:QLET) zQ\Q) (y|$7’7 xQ\Qa T, SCQ)
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- Z PX@\XTXQ\Q('%QLETa zQ\Q)W(y|jT7 jQ\Q) 1'/7'[7 j@) > g

)
That is
IT,ZQ'\Q,IZILa:)i(T,iQ\Q,y VY‘XTXQ'\QX'HXTXQ\Q(y|$T’zQ\Q’x/H’iT’iQ\Q)
— VXI/\XTXQ\QX’HXTXQ\Q (y|x7—, ‘TQ\Q’ ZCI’H, TT, ‘%Q\Q) > Q
This contradicts (184) for choice of n and « satisfying 2‘@(@ <. O

H Proof of the converse of Theorem 8

Proof. Suppose the given byzantine-MAC (W, A) is symmetrizable. Then, there exist 7 C [1 : k], Q, Q" € A, not
necessarily distinct, satisfying @ N7 = @' NT = (), and a pair of conditional distributions Px,|x. (oo, and

/ . . = .
Xor | Xrui0n o) satisfying (185) below:

Z PXQ\XTU(Q\Q/)(zIQ|$T7xQ\Q’)W(y|1'IQaZi'Tvxg’\va(TUQUQ/)C)
T €Xg

= D Py %o @ liT 2000 W (ylTo, 27,20 01 Z(TUQU)) (185)
CEQ/ GXQ/

for every y,x71,r0\0/, T(TUQUQ ), TT and Tong. Let my,myr € M3 be such that m; # m; for all i € T. We
consider two different scenarios in which users in set T send f7(m7) and f7(m7) respectively:

(i) In the first setting, users in the set Q are adversarial. They choose a message tuple Mg\ o/ ~ Unif(Mg\ o). Let
Xo\o = fo\g (Mg\ o). To produce their input X'g ;n, to the channel, they pass (fr(m7), Xo\o) through

. g .
Xl Xroionon’ the n-fold product of the channel Py, 1 Xro(000) " Users in the set (TUQ)¢, being non-adversarial,

send as their input to the channel X (o) = f(7ug)e(M(7UQ)e), Where M(ryg)e ~ Unif(M(ryg)e). Users in
the set T send fr(m7). The probability of any vector y under this scenario is

1 n
Z M _,| Z PXQ\XTU(Q\Q/)(:BIQLfT(mT)vfQ\Q’ (mo\or))
THEXS Qo\Q mo\ g/ €EMon o’
1 N N
Mooy > W™ (ylzg, fr (1), firug)e (m(Tug)-))

m(rue)e €EM(TUQ)e

1 n
> > [Tl Y Proxruee, @oidfrimr), foro i(mao)

Moo X MU0yl

mo\ g €Moy o/ M(TuQ)e€EM(TUg)e =1 \=f ,€Xo

W (yilzo i, fre (1) s frug)es (Meruo)-))

1 n
> II{ D Praixrooon @oudfrimr), fore i(mare)

M uonon)el
(TSN 1 1 0nare EM(ruanarye t=1 x5 EXo

w (yt|mIQ,t7 fT,t (mT) ) f(TUQ)C,t (m(TUQ)c))
= EX/QMT [eQ,T(ya mr, X/Q,mT)] . (186)
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_ 1 _ _ _
where eg (g, m7, o) denotes r—— 37 | cnir 0. W (T, fr (M), fiug)e (MiTU0)e)) for 4,
m7 € M7 and xg € X5. The notation y; represents the t*® component of the vector y and for any set S and
message tuple ms € Ms, fs.i(ms) and s, represents the |S|-length tuple containing the ¢*® components of

the vectors in fs(ms) and s respectively.

(ii) In the second setting, users in the set Q' are adversarial. They choose a message tuple Mgn g ~ Unif(Mgn o).

Let Xono = foro(Mgng). To produce their input X o'y to the channel, they pass (fr(mT), Xo\0')

m / 3 IAY
through PXQ/leU(Q/\Q)7 the n-fold product of the channel PXQ/\XTu(g/\Q)' Users in the set (T U Q')¢, be-

ing non-adversarial, send X(ryugye = fruae(Mrugr)e) as their input to the channel, where M7y ~
Unif(M(7ryugrye). Users in the set 7 send fr(m7). The probability of any vector y under this scenario is

1 . ) _
> Mol Yo P X one @A), fora(man o))

QQ/EXS, mQ’\QGMQ’\Q

1
—_ Wn T ’, s e e
Moo > (Yo, fr (m71), frruaye (mruane))

mrugrye EMrugre

1 = , 3 3
N [Monol x [IM(Tu0ne| Z Z H Z PXQ’|XTU<Q'\Q>("TQ"t'fT’t(mT)’fQ'\Q*t(mQ/\Q))

mono€Mong M(TueneEM(Tugne t=1Tor, 1 EXor

w (yt|jQ’,ta T (mT), f(TUQ’)C,t (m(TuQ’)C))

1 X N N
> T > P Xroone (Een il fTe (M), forna.i(man o))

M "ye
Mrucene) merucene’ e EMTuanane t=1Tor, EXg
W (yelZor e, fre (mT) s firuanes (meruene))
=Exg ., [69’,T(yamT7XQ’,mT)} (187)

where 691,7—(’!7, mr, wgz) denotes m Zm(TUQ’)CEM(TUQ’)C wmn (glmgr, fr (7’717*) , f(TUQ’)C (m(TUQ/)C)) for
yeY', mr e Mrand xo € Xgl.

Note that

Exo i, [69/,7(1/, mr, Xg/,ﬁw)] (188)

1 - N N
> I X PX 01X om0 (et fTa(mT), fonot(mane))

= Mroanan) ~
Mirueney) mrucenee EMruanane =1 Eor  EXgr

W™ (yelZar ts fre (m7) | firugnes (mruane))

(a

n

) 1
—_—— Z H Z PXQ|XTU(Q\Q/)($/Q,t|f7’,t(m7’),fQ\Q/,t(mQ\Q'))

MTU nNo’))e
(Mruenen) |m(Tu(QmQ’))CEM(Tu@mQ’))C t=lz'g,€Xg

W™ (yel2' .6, fre (Mr) , fru)e s (merug)e))
= EX/Q,mT [eQ7T(y7 mTa X/Q,mT)} (189)

where (a) follows from (185).
Arguing along the lines of [22, (3.29) in page 187],

1 1 -
2P, > My Z > Exy [leor(y,mr, X)) + My > Exz, [69/,T(y,m77XQ')

mT y:p(y)TAEMNT mT y:d(y)TEMT
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for any attack vectors X'Q and XQ/. In particular, for the attack vectors \M—17—| ZmT XQ/@T and ﬁ ZmT X0 mys

1 ) N
2P, > e 3 > Exyleorir, Xo )+ Y. Exzo [egf,T(y,mT,XQ',mT)]

mT mT \y:p(y)TFEmT yib(y)yEmr
(a) 1 ) )
~ My 2.2 Y. Exyleoromr Xou)+ Y. Exyleor(yimr. Xgm,)]
T m1 m7 \y:¢(y)TrEmT (3

where (a) follows from (189). For my # my, the term in brackets on the right is upper bounded by 1, otherwise it
is upper bounded by zero. Thus,

o Mr|(M7| -1)/2
- 2[Mr|?

P >

1
g

This completes the proof of the converse. O
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