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Corrections to “ALMS: Asymmetric Lightweight Centralized Group Key
Management Protocol for VANETSs”

Ahmad Mansour ™, Khalid M. Malik

In the above article [1], on pages 11 and 14, math appears
incorrectly in some paragraphs.

On page 11, the math should correctly read as:

To calculate time complexity, we make certain assump-
tions. First, basic arithmetic operations such as addition and
subtraction have time complexity O([log(n)] + 1). Second,
multiplication, division, and modulus have time complex-
ity O((llog(n)] + 1)?). Third, for very large numbers, the
extended Euclidean algorithm takes O (|log(n)]?), where n is
the largest operand [32].

Based on these assumptions, initialization of ALMS takes
O(m - (6-(Llog(X)] +1)* + Llog (X) > +2- (Llog (N1)] + 1)),
where X is the largest operand and m is the number of
registered vehicles. ALMS’s initialization requires two multi-
plications and one addition to compute N/, one multiplication
and one addition to compute ¢;, one multiplication of N; to get
W, performing the extended Euclidean algorithm to find A;,
and two multiplications to get S;. Now as X grows, the cost of
other factors becomes negligible. Therefore, time complexity
of initialization is O (m-(([log(X)|+1)*>+|log(X)]?)). Group
formation of ALMS takes O((2-n+1)-(|log(X)|+1)?), where
n is the number of vehicles in the receiving group. Moreover, it
requires n multiplications to get X, and n multiplications with
one modulus to compute Sgroup. Now as n grows, the constants
become negligible. Therefore, the time complexity of group
formation is O(n - ([log(X)] + 1)?). Group key computation
of ALMS takes O(2 - ([log(Sgroup)] + 1)2), where Seroup 18
the group encryption parameter that is computed to encrypt
the group key, as shown in equation (13). We multiply sk
by Sgroup, then take mod X to get gk, as shown in equation
(15). Now as Sgroup grows, the constant becomes negligible.
Therefore, the time complexity of group key computation is
O((Llog(Sgroup)] + 1)2). Group key retrieval of ALMS takes
O@3 - (llog(gk)] + 1)?) for one recipient, where gk is the
encrypted group key. We take mod k;, then multiply the result
by the random number y;, and we take mod a; to get sk,
as shown in equation (16). Now as gk grows, the constant
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becomes negligible. Therefore, the time complexity of group
key retrieval is O(([log(gk)] + 1)?).

Furthermore, the change in group membership takes O(n -
(L/0g(Sgroup)] +1)?) when a new member joins the group and
O((LLog(Sgroup)] + 1)?) when a member leaves the group,
where n is the number of vehicles in the receiving group.
For group member addition, it requires one multiplication
to get X', n multiplications with one modulus to compute
Seroup, and one multiplication with one modulus to get gk’.
Therefore, ALMS has a time complexity of O((n + 4) -
(Llog(Seroup)] + 1)%). Now as Seroup grows, the constant
becomes negligible. Therefore, the time complexity of new
member addition is O(n - ([l0g(Sgroup)] + 1)2). Group key
computation, after an existing member leaves the group, takes
one division to get X', one subtraction with mwo modulus
operations to get Sy,,,,, and one multiplication with one
modulus to get gk’. Therefore, ALMS has a time complexity of
O(5- (1108 (Sgroup)] +1)*+ [10g (Sgroup) | +1). Now as Sgroup
grows, the cost of the addition operation and the constants
becomes negligible. Therefore the time complexity of member
removal is O ((|log(Sgroup)] + 1)%). On the other hand, the
storage cost of ALMS is 2 - n for the TA and three for each
recipient. The TA needs to store every S; and N;, where each
recipient needs to store the private key elements k;, a;, and
yi. For the communication cost, ALMS requires one broadcast
to share the encrypted group key gk with all receiving group
members, after group key computation phase.

On page 14, the math should correctly read as:

To solve this issue, a size reduction of parameters needed
to compute the encrypted group key is performed, as shown
in section IV-C. It is clear that there is a slight overhead in
performing this reduction. However, it will occur only once per
receiving group at the TA side, which is negligible considering
the gain in terms of computational and communication cost for
both the TA and group members. Moreover, when performing
the offline registration and initialization, ALMS obtains a
huge performance gain in the group key computation phase
by reducing its complexity from O(n - (([log(X)] + 1)* +
llog(X)]?)) to O(([log(X)]+1)?), where n is the group size
and X is the multiplication of all N;s of group members, as
shown in section IV-B. It is important to mention that this
huge computational optimization at the TA does not affect the
size of the encrypted group key.
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