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Abstract—Educational software systems have an increasingly significant presence in engineering sciences. They aim to improve

students’ attitudes and knowledge acquisition typically through visual representation and simulation of complex algorithms and

mechanisms or hardware systems that are often not available to the educational institutions. This paper presents a novel software

system for CryptOgraphic ALgorithm visuAl representation (COALA), which was developed to support a Data Security course at the

School of Electrical Engineering, University of Belgrade. The system allows users to follow the execution of several complex algorithms

(DES, AES, RSA, and Diffie-Hellman) on real world examples in a step by step detailed view with the possibility of forward and

backward navigation. Benefits of the COALA system for students are observed through the increase of the percentage of students who

passed the exam and the average grade on the exams during one school year.

Index Terms—AES, algorithm visualization, cryptographic algorithms, data security, DES, Diffie-Hellman, RSA, security education
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1 INTRODUCTION

IN the modern e-world era security and reliability of
e-services are of the utmost importance. Nowadays peo-

ple live their entire life, both private and professional,
online. This would not be possible without complete trust
in e-services that are in use. Confidentiality and authentica-
tion are the two services that became indispensable in the
everyday use of Internet.

Therefore many schools that teach computer engineer-
ing worldwide have supplemented their curriculums
with courses in this area. A Data Security course was
offered to the undergraduate final-year students at the
study program in software engineering (SEU) and to the
one year master degree students at the study program in
computer engineering (CEM) at the School of Electrical
Engineering, University of Belgrade (SEE-UB). The course
covers topics from cryptographic algorithms, network
security and applications and system security. Crypto-
graphic algorithms are one of the crucial parts of the
course, since the confidentiality and authentication serv-
ices are achieved by using various combinations of differ-
ent cryptographic algorithms. Data Security is a one-
semester mandatory course, which consists of two lecture
classes, two problems classes, and one laboratory class
per week for the SEU group of students and an elective
course, which consists of two lecture classes and two
problems classes for the CEM group of students. The lec-
ture classes cover theoretical concepts of security

mechanisms, the problems classes deal with concrete
security mechanisms that are based on the concepts cov-
ered in lectures, and the laboratory classes provide practi-
cal experience in dealing with complex algorithms.

In previous years we have analyzed exam results from
the Data Security course and noticed that students had
trouble understanding cryptographic algorithms, which
resulted in lower grades on the part of the exam covering
this area and consequently the final grades for the exam.
The reason for this was the difficulty for students to
closely follow the execution of algorithms, because they
are too complex to be calculated manually on paper.

In order to help students to better understand the mate-
rial many teachers in different areas use educational soft-
ware systems. These systems have a significant presence in
engineering sciences, where it is important for students to
have practical work in addition to classes. Systems differ
significantly depending on the area in which they are used.
It is common in hardware related courses to use software
simulators [1] in order to avoid the high price of the neces-
sary equipment for the laboratory exercises. In software
related areas that teach algorithms, software systems for
visual representation of the algorithms [2] are often used for
both teaching and laboratory exercises.

Therefore we have decided to introduce a software sys-
tem to the course, which would help students to better
understand these topics. There are many available algo-
rithm visualization (AV) tools, which can be used in educa-
tion, with various features. We have analyzed the
possibility of using some of the existing tools in the Data
security course. These tools are presented and compared in
the next section. The analysis showed that although all of
them have been used successfully elsewhere, each was
developed to meet very specific requirements (e.g., specific
algorithms, specific level of execution, etc.), and therefore
none of them meets the Data Security course requirements.
That is why the decision was made to develop a new soft-
ware system.
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The software system is designed to support laboratory
exercises, which cover complex cryptographic algorithms
that caused most of the problems for students. Supported
algorithms are: Data Encryption Standard (DES), Advanced
Encryption Standard (AES), RSA, and Diffie-Hellman. We
have developed a system for CryptOgraphic ALgorithm
visuAl representation (COALA) and designed the related
laboratory exercises that make use of the COALA system.
The system aims to enable students to study the various
complex algorithms covered by the course in a user-
friendly, visual, and interactive environment. For every
algorithm that is supported, the system is able to visually
represent complete execution with the possibility of navi-
gating forward and backward through the execution,
obtaining intermediate results for every operation of the
algorithm, and presenting details of every operation in the
algorithm. The laboratory exercises intend to enable stu-
dents to execute complex algorithms quickly on real exam-
ples, where manual execution on paper would be time
consuming, and to help them learn details and notice
important attributes of these algorithms. The COALA sys-
tem and experiences from using it in the Data Security
course are presented in this paper.

The paper is organized as follows. Section 2 outlines the
related work and shows what motivated us to develop the
COALA tool, Section 3 gives short descriptions of each algo-
rithm and analyzes several key design issues that had to be
resolved during the implementation of the COALA system,
Section 4 presents functional description and explains the
main usage patterns of the COALA system, Section 5
presents and discusses the impact of the COALA system
introduction to the teaching process and Section 6 concludes
the paper.

2 MOTIVATION AND RELATED WORK

Algorithm visualization tools have been used in the educa-
tion process for a long time and a lot of different tools have
been created [3]. Some of these are described in a survey
paper focusing on program visualization and algorithm
animation systems [4]. In order to classify these tools
based on their learning outcomes, the survey uses the find-
ing that the interaction between students and a visualiza-
tion system is more important than the visualization
contents [5]. The engagement level taxonomy [6] that
includes six engagement levels: no viewing, viewing,
responding, changing, constructing, and presenting,
which are organized in a hierarchical structure where
higher level of engagement leads to higher educational
benefit, was used for the classification. Based on the analy-
sis of this classification, the survey suggests that moving
from the no viewing level to the responding level can
improve attitude and knowledge acquisition.

The introduction of active learning in the educational
process through algorithm visualization tools is explained
and design criteria are proposed in [7]. Five desirable design
characteristics for interactive classroom visualizations that
were considered are: high interactivity, easily understood
abstraction, simple is better, relevancy, and robust user
interface. The way these design features are implemented in
the COALA system is given in the next section.

Hundhausen et al. in [5] explained algorithm visualiza-
tion effectiveness. Four underlying theories were defined:
Epistemic Fidelity, Dual-coding, Individual Differences,
and Cognitive Constructivism. It was stated that the Cogni-
tive Constructivism theory has had the most significant
impact on AV effectiveness out of these four. According to
this theory students will not benefit from an AV system by
passively viewing the algorithm simulation, but instead
they must become actively engaged with the technology in
order to benefit most from it. The second conclusion that is
important is the way in which the effects of an AV system
can be measured. There are two important factors that
impact measurement of an AV system effectiveness: the
type of knowledge that is measured (conceptual knowledge
and/or procedural knowledge) and the way knowledge
acquisition is measured (post-test results measurement
and/or pre-test to post-test improvement measurement).

It was emphasised that using active learning techniques
increases students’ motivation and holds their attention lon-
ger than lecturing alone [8]. Some topics covered in security
courses can be very interesting to students (viruses, hackers,
etc.), in contrast to the topics concepts and theory on which
they are based on (e.g., algorithms) which are typically less
attractive and more challenging to students. Schweitzer
et al. in [8] suggested that these less attractive topics should
be covered by active learning techniques in order to keep
students’ interest.

Although there are a lot of visualization tools that are
used in the education process, there is a relatively low num-
ber of these tools that are used in security education and
especially for cryptographic algorithms. We analysed the
possibility to use aforementioned available tools and their
suitability for the Data Security course.

A visualization tool for wireless network attacks is pre-
sented in [9]. Some of the most popular wireless network
attacks (eavesdropping, evil twin, man in the middle, ARP
poisoning, and ARP request replay) have been demon-
strated with this tool. Demonstrations are in the form of ani-
mations and options that are available to users during an
animation are: play, trace step by step, rewind to see the
previous step, forward to see the next step, pause, and stop.
The tool provides a quiz that users can take with questions
on the animation they just finished.

In [10] a set of interactive visualization applets for teach-
ing cryptography algorithms is presented. Algorithms cov-
ered by this tool are: Shift Cipher, Simple Substitution
Cipher, Affine Cipher, Vigenere Cipher, RC4 Stream
Cipher, RSA Cipher, and DES Cipher. The interface allows
users to input the text to be encrypted and the key and to
interactively control analysis tools such as frequency
graphs, key length analysis, and diagram maps. The applet
for DES Cipher shows two rounds of a Feistel system as a
diagram with textual description of operations in a round,
and it interactively moves bits through the diagram to illus-
trate data flow in the algorithm.

Grasp [11] is a visualization tool for teaching security
protocols. It can be configured by a user to visualize any
security protocol (e.g., Diffie-Hellman), since it provides
protocol specification language that allows an arbitrary
number of actors and message passing with appropriate
commands needed for security protocols. Users can edit
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protocol commands during the visualization allowing them
to observe “what-if” scenarios and they can control the pro-
tocol execution by moving a step forward or backward,
resetting or finishing the execution.

ECVisual [12] is a tool for visualization of elliptic curve
based ciphers. This tool allows users to visualize elliptic
curves over the real field and over a finite field of prime
order, perform arithmetic operations, do encryption and
decryption, and convert plaintext to a point on an elliptic
curve.

In [13] a digital Lego system is designed, where atomic
security units such as cryptographic operations, authentica-
tion, etc. have been represented as pieces of a puzzle and
security protocols are presented as structures built from
these pieces. Users can construct security protocols in two
ways as a plain text input or through the interactive visuali-
zation interface. There are few preloaded protocols and few
preloaded attacks available with the system.

DESVisual [14] is a visualization tool for the DES algo-
rithm. It visually presents the execution of initial permuta-
tion and the first round of the DES algorithm, using 8 or
16 bits input and 6 or 10 bits key, as a diagram. There are
two modes of operation: trace mode and guided encryption
(or decryption) mode. In trace mode the tool executes all
operations and users can follow a specific bit across opera-
tions by clicking on it. In guided encryption (decryption)
mode the tool steps through each operation and asks users
to calculate the result of a current operation.

Tools described in [9], [12], and [13] cover different topics
from the ones selected to be covered by laboratory exercises
in the Data Security course. DESVisual [14] and visualiza-
tion applets [10] can both visually present only part of the
DES algorithm execution with limited size of the input.
Grasp [11] is able to visually represent Diffie-Hellman pro-
tocol only at the conceptual level. Visualization applets [10]
enable execution of the RSA algorithm without showing
details of the algorithm. None of the tools visualizes the
AES algorithm.

Previously mentioned tools were developed to meet
very specific requirements with a narrow scope of algo-
rithms covered and parts of algorithms that are visualized.
These tools only partially fulfill the need to improve the
critical topics of the Data Security course (e.g., algorithms
explained in Section 3 and Section 4). Therefore with the
COALA tool we aimed to close this gap between the avail-
able tools and the needs of the Data Security course.

3 KEY COALA DESIGN ISSUES

General COALA design guidelines are based on several rec-
ommendations from the literature. COALA system is
designed to be at the responding level of engagement [4],
which means that students are answering questions con-
cerning the visualization presented by the system. Previ-
ously our students were at the no viewing engagement
level, since no visualization tool was used. In order to have
high interactivity [7], the COALA system was designed to
enable students to control the execution of algorithms for-
ward and backward, it allows them to configure the algo-
rithm parameters before starting an execution, and it makes
it possible for them to follow the result of every operation in

any time. Abstractions used to present concepts are quite
intuitive and thus easy to understand. The user interface in
the COALA system is designed to show only relevant infor-
mation at a time (tabs are used to separate operations in
algorithms) and it includes only the minimum set of neces-
sary options. Algorithms presented in the COALA system
are the ones that were found difficult for students to cope
with and at the same time the ones that represent concepts
on which they are based on. The COALA system was
designed in a way that there is minimum room for user
errors, especially for users that are familiar with algorithms
that are executed. Discussion made in [8] about what topics
should be covered by active learning techniques assisted us
to decide to visually represent four algorithms covered
in the Data Security course (DES, AES, RSA, and Diffie-
Hellman) in the COALA system.

The COALA system was implemented in the Java pro-
gramming language, using the NetBeans IDE as a develop-
ment environment. The Swing API was used for GUI
development. New custom components were developed
and used in addition to the standard components of the
Swing API.

In the remainder of this section we will describe some
interesting details of the implementation of the COALA sys-
tem. These details are results from solving key problems
that came up while designing the COALA system.

3.1 Details of DES and AES Implementation

DES and AES are both symmetric block algorithms that
operate with data in several iterations before producing
ciphertext. There are several differences between these algo-
rithms, which are presented in Table 1.

Despite the differences mentioned above it was still possi-
ble to create a uniform visual representation for both algo-
rithms, which is important for visualization effectiveness, as
explained in Section 2. Algorithm execution software imple-
mentation, on the other hand, had to be separate for each of
the algorithms. A short description of the algorithms, the
selection of the options available to students during the algo-
rithms’ execution, algorithm execution itself, the way in
which iteration is graphically presented, and the graphical
representation of the binary data are explained next.

3.1.1 A Short Description of the Algorithms

The DES algorithm consists of the initial permutation, 16
identical iterations, 32-bit swap and inverse of the initial
permutation. Each iteration in the DES algorithm starts by

TABLE 1
Differences between the DES and the AES Algorithm
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the expansion permutation which permutes and extends the
right 32 bits to 48 bits in order to match the size of a round
key. This expanded value is XORed with the round key for
that iteration and the result is reduced to 32 bits using the
substitution. After the substitution, the value is permuted
once again, this time without the changes in the size, and
XORed with the left 32 bits in order to make the right 32 bits
for the next iteration. The left 32 bits for the next iteration
are the right 32 bits from the current iteration. The iteration
key creation includes an initial permutation of the original
key and a left circular shift and a permutation in each itera-
tion to create a 48-bit iteration key.

The AES algorithm consists of the initial XOR with the
original key, nine identical iterations and the incomplete
final iteration. Each iteration in the AES algorithm starts
with the substitute bytes operation, which substitutes each
byte of the state with a byte determined by a specially
designed substitution matrix. The iteration continues with
the shift rows operation, which performs a byte circular
left shift on each row of the state matrix. The mix columns
operation is next for all iterations except the last one,
which does not have this operation. The mix columns
operation makes that each byte in a column is calculated
based on all four bytes in that column. Each iteration fin-
ishes with a simple XOR of the state matrix with the itera-
tion key. Iteration keys are created by using the expansion
function on the original key.

The detailed explanations of the algorithms can be found
in [15].

3.1.2 The Options Available to Students during

Execution of the Algorithms

It is necessary to make it possible for students to follow each
step of the execution in order to improve algorithm under-
standing. The algorithms are too complex to be graphically
presented as a whole. However, since both algorithms are
iterative, it is possible to graphically represent an iteration
of the algorithm at a time. We have decided to graphically
represent an iteration of the algorithm at a time with results
of each step in the iteration available in its original size. Stu-
dents have the option of moving one iteration forward or
backward, as shown in Fig. 1.

The tool [10], which supports the DES algorithm, graphi-
cally presents only the first two rounds of the DES algo-
rithm as a static diagram that shows flow of bits through
those rounds without the possibility to view the actual val-
ues of steps in the algorithm and without the possibility to
move through iterations. In the tool described in [14], which
also supports the DES algorithm, only one iteration is
graphically presented in a form of a diagram with concrete
values, but the size of the plaintext is limited to 8 or 16 bits,
and the size of the key is 6 bits which is far from realistic
values. Also there is no possibility to move through the iter-
ations. As far as we know, there are no tools that support
the AES algorithm execution found in open literature.

3.1.3 The Execution of Algorithms

One of the challenges was the implementation of the full
DES and AES algorithm execution in a manner that allows
the desired visual representation of each algorithm step.
There are numerous implementations of these algorithms
available online and in the literature, and all of them are
capable of giving correct plaintext/ciphertext pairs. How-
ever, all these implementations are black box type solutions,
which do not show intermediate steps, but only execute the
whole algorithm. Therefore we designed new implementa-
tions of the DES and the AES algorithm from scratch, in a
way that is compatible with the visual representation where
each step of each round of the algorithm can be presented
to a user.

3.1.4 Graphical Representation of an Iteration

One way to graphically represent an iteration of these algo-
rithms is in a form of a diagram, where the results of opera-
tions would be presented as parts of a diagram and details
of operations could be obtained when the button is pressed.
Due to relatively large plaintext and key sizes and therefore
large results of operations of iteration, this approach would
produce graphical representations that are hard to follow.
In [10] and [14] this issue in the DES algorithm was resolved
by presenting a static diagram without values or a diagram
with shortened lengths of plaintext, key and intermediate
results. Since we wanted to present iteration with results of
all operations with original lengths, this approach was not
appropriate for COALA, especially when considering the
AES algorithm, which does not follow the Feistel structure
and deals with much bigger data. That is why we developed
a new approach used in the COALA system. Fig. 2 shows
how operations of an iteration are graphically presented
using tabs.

Students are able to view the results of all operations of
an iteration and the graphical representation is easy to
follow.

3.1.5 Graphical Representation of the Binary Data

An important design choice was the way binary data, used
in the DES and the AES algorithm, were going to be graphi-
cally represented in the COALA system. Since the opera-
tions in the AES algorithm are executed on byte level, it was
decided that states and iteration keys are represented
divided to bytes, as a 4� 4 byte matrix, which is consistent
with their original definition in the algorithm (Fig. 3a). The
hexadecimal values are used for individual byte values
instead of binary values, to improve clarity in visual

Fig. 1. Control panel for the DES and the AES algorithm execution.

Fig. 2. Graphical representation of an iteration of the AES algorithm.
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representation. On the other hand, because the operations
that are used in the DES algorithm are executed on a bit
level, data and iteration keys should be represented on the
bit level, making it possible to fully represent details of
operations. It was decided to represent them also as a
matrix, in order to keep the same graphical abstraction as in
the AES algorithm (Fig. 3b).

For both algorithms a matrix representation of binary
data is needed. These matrices are of varying size and that
is why a general matrix representation had to be designed.
Other tools that support the DES algorithm [10] and [14]
avoided this issue and decided not to show real size data in
visual representation.

3.2 Details of Diffie-Hellman and RSA
Implementation

Diffie-Hellman and RSA are both asymmetric public key
cryptography algorithms. The key difference between them
is that Diffie-Hellman can be used only for key exchange
between two users, while RSA can be used for encryption
and decryption of data. Even though these algorithms are
not the same it was still possible to create a uniform visual
representation for them. Unlike with the DES and the AES
algorithm where working with the real world sizes of
parameters was important, we believe that there would be
no more benefit to students if they observe real world
lengths for these two algorithms, especially since that
would be extremely difficult to visualize. A short descrip-
tion of the algorithms, the visual representation of a primi-
tive root for prime number calculation, and the visual
representation of the algorithm for fast exponentiation are
explained next.

3.2.1 A Short Description of Algorithms

The Diffie-Hellman algorithm enables two users to securely
exchange a secret value. First, global public elements must
be defined (prime number q and its primitive root a). Then
each user selects a private value X which is less than q, and
calculates a public value Y as aX mod q, using the previously
selected private value. Public values are then exchanged by
the users. At the end, each user calculates a common secret
value by himself using the formula K ¼ Y X mod q, where X
is his private value and Y is the public value obtained from
the other user.

The RSA algorithm starts with the key generation pro-
cess. At the beginning of this process two large prime

numbers ðp and qÞ are selected and multiplied to form n.
Next, the Euler’s totient function for n (F(n)) is calculated.
Then integer e is selected and it must fulfill the following
conditions: gcdðFðnÞ; eÞ ¼ 1 and 1 < e < FðnÞ. After that
integer d is calculated based on a formula d � e�1mod FðnÞ.
Finally, the public key is created as {e, n} and the private key
is created as {d, n}. Encryption of a message M, which must
be less than n, is done using public key and formulaMe mod
n. Decryption of a message C, which must be less than n is
done using private key and formula Cd mod n.

3.2.2 Visual Representation for a Primitive Root for a

Prime Number Calculation

The tool described in [11] enables users to follow the Diffie-
Hellman protocol scenarios with different actors on a con-
ceptual level, which is appropriate to present the attacks
like the man-in-the-middle. However, this kind of represen-
tation does not allow users to view the details of the algo-
rithm execution with the specific values. That is why the
Diffie-Hellman in the COALA system is designed to enable
students to observe the execution of the algorithm with the
values he/she assigns. Even though this algorithm is not as
complex as the DES or the AES algorithm, the key strength
of the algorithm is the use of very large prime numbers in
the algorithm, which makes it complex for computing. It is
possible to demonstrate the algorithm using simple exam-
ples, but we decided to make it possible for students to con-
figure these values on their own and observe the algorithm
with the values they specified. In that way the students are
able to understand how much the calculation in the algo-
rithm becomes more complex as the sizes of the parameters
get bigger. During the execution of the algorithm visual
representation was used to demonstrate details like repre-
sentation of all possible values for a primitive root for a
prime number (Fig. 4) and the usage of the algorithm for
fast exponentiation. Fig. 4 is a table used to determine which
values between 1 and 996 could be a primitive root for a
prime number 997. There is one row in the table for each
potential primitive root and only those who create a
sequence without repetition are primitive roots for 997.

3.2.3 The Visual Representation of the Algorithm for

Fast Exponentiation

The tool described in [10] has support for the RSA algorithm
execution, it uses fixed length (16-bit) blocks to demonstrate
the encryption and enables users to select p and q values.
We have decided that there should be no limitations when
it comes to the size of the data blocks for encryption and

Fig. 3. Graphical representation of: (a) the AES algorithm state matrix
and (b) the DES algorithm plaintext.

Fig. 4. Determination of all possible values for primitive root for a prime
number visual representation.
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that all configurable parameters in the algorithm ðp; q; e, and
dÞ could be changed by the students. The fast exponentia-
tion algorithm was used for the calculation for the RSA
encryption and decryption in the same way as in the Diffie-
Hellman execution (Fig. 5). By positioning the mouse
pointer on any intermediate result, a student can obtain a
tooltip that shows how the result was calculated (Fig. 5
shows a tooltip for column 4). In Fig. 5 d(i) are bits from the
binary representation of the exponent (659) and f represents
intermediate results for each step of the algorithm for fast
exponentiation.

4 THE USAGE OF THE COALA SYSTEM

This section describes the way in which the COALA system
is used in the Data Security course.

4.1 Interaction

Three laboratory exercises were designed: (1) DES, (2) AES,
and (3) RSA and Diffie-Hellman. Each laboratory exercise
lasts for 135 minutes. Students prepare for the exercises by
learning the algorithm concepts in lectures. At the laboratory
exercises they are assigned with a set of questions (between
25 and 40 questions, depending on the exercise). A part of
the questions requires concept knowledge and understand-
ing of the algorithm and the other part is focused on the algo-
rithm execution in the COALA system with specific values.
Questions are devised to complete the entire encryption and
decryption process for every algorithm, with the attention to
every detail of the algorithm. Students use the COALA sys-
tem to follow execution of an algorithm and answer these
questions about the execution on paper. Fig. 6 shows some
typical questions for the first laboratory exercise.

4.2 DES

The first laboratory exercise consists of three parts: a) DES
encryption, b) DES encryption with 1 bit changed in the
plaintext compared to a), and c) DES decryption. The first
part aims to show students the encryption process with
attention to every operation of the algorithm. The second
part requires students to notice the avalanche effect in the
DES algorithm. The third part uses ciphertext that was
obtained as a result of the encryption in the first part and
the same key that was used in the first part in order to show
students how Feistel structure uses the same algorithm for
both encryption and decryption with the inverse use of
round keys.

The window showing the first iteration of the DES
encryption is given in Fig. 7a. One iteration of the algorithm
execution is presented at one time in the COALA system.
Since the DES algorithm iteration consists of several opera-
tions, each operation has its own tab in the window. Fig. 7a

presents the PC1 permutation. The initial key and the result
of the PC1 permutation are shown and for each bit of the
result the position in the initial key can be viewed. Fig. 7b
shows the substitution for the first iteration of the DES algo-
rithm for encryption. The result of the Xor with the round
key is shown divided in the eight groups of six bits and the
result of the substitution is presented as the eight groups of
four bits. Between these two values there are eight buttons
representing eight S-box operations and by pressing any of
them a student can obtain details about substitution for the
pressed S-box (Fig. 7c).

4.3 AES

The second laboratory exercise consists of three parts, simi-
lar to the first one: a) AES encryption, b) AES encryption
with 1 bit changed in the plaintext compared to a), and
c) AES decryption. The first two parts have the same goal as
the first two parts in the first laboratory exercise, only this
time with the AES algorithm instead of the DES. The third
part uses ciphertext that was obtained as a result of the
encryption in the first part and the same key that was used
in the first part in order to show students how non-Feistel
structure uses different algorithms for encryption and
decryption. Students should notice how decryption has
lower performance than encryption in the AES algorithm.

Fig. 8 represents the first iteration of the AES encryption.
Execution of the algorithm is organized in the way that one
iteration is presented at one time in the COALA system.
Tabs in the window are used to show each operation of the
current iteration. Fig. 8a shows the substitute bytes opera-
tion of the first iteration of the AES algorithm for encryp-
tion. The input state is shown on the left, and the resulting
state after this operation is shown on the right. In the middle
there is a matrix of buttons 4 � 4, in which each button can
be pressed to show the S-box and how each byte of the input
state is substituted in this operation. Fig. 8b gives a portion
of the extracted key that is needed for the first iteration of
the AES algorithm for encryption. The initial key is shown,
and so is the key for the first iteration.

The COALA system provides additional help while exe-
cuting an algorithm. In each operation parts that are con-
nected are highlighted with the same colour when a mouse

Fig. 5. Visual representation of the algorithm for fast exponentiation (cal-
culation of 15659 mod 1994).

Fig. 6. Typical questions at the first laboratory exercise.
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crosses some of these parts. Binary representation of Xor
operation can be viewed as a tool tip where it is possible.

Fig. 9a presents an add round key operation at the
beginning of the first iteration of the AES algorithm for
encryption, where both a tooltip and colour are used as an
aid. The initial state and the initial key are used in the Xor
function and the result of this operation is shown. Fig. 9b
depicts the mix columns operation of the first iteration of
the AES algorithm for encryption where colour is used as
an aid. Here the multiplication of a state and the

multiplication constant matrix is shown, along with the
resulting state after the operation.

The COALA system enables users to view details of some
complex operations. Fig. 10a shows how the first byte of the
state is obtained in the mix columns operation. This win-
dow is shown when a user clicks on the first button of the
resulting state in the mix columns operation (Fig. 9b).

Fig. 10b shows how the fourth word (W4) of the portion
of the expanded key is obtained. This window is shown
when a button W4 is pressed in the key expansion operation
(Fig. 8b).

4.4 RSA and Diffie-Hellman

The third laboratory exercise consists of two parts: RSA and
Diffie-Hellman. The first part requires students to generate
a key pair for the RSA algorithm and to use it for encryption
and decryption. The fast exponentiation algorithm is dem-
onstrated while executing encryption/decryption. The sec-
ond part starts by showing students how global public
elements ðq and aÞ are chosen and continues by creating a
secret key for two users based on the selected global public
elements values.

The key generation process for the RSA algorithm
(Fig. 11a) starts with a student choosing two private prime
numbers p and q from two dropdown lists ðp 6¼ qÞ. Then the
public n is calculated by multiplying p and q. Also F(n) is
calculated as (p� 1)(q � 1). Next, a student chooses a public

Fig. 7. DES first iteration: (a) PC1 permutation, (b) substitution, (c) S-box
example view.

Fig. 8. AES first iteration execution: (a) substitute bytes, (b) part of the
expanded key.
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e from a dropdown list. The offered values for e fulfil
required conditions ðgcdðFðnÞ; eÞ ¼ 1 and 1 < e < FðnÞ).
Finally, the value for the private d is selected by a student
from the dropdown list, which is populated based on the
selected value for e, so that it fulfils the required condition
ðd � e�1modFðnÞ). At the end, the public key ðe; nÞ and the
private key ðd; nÞ are formed and the algorithm is ready to
be used for encryption and decryption.

The usage of the RSA algorithm for the encryption/
decryption (Fig. 11b) starts with a student entering a plain-
text value for which the ciphertext is calculated. The algo-
rithm used for the calculation is the fast exponentiation
algorithm. The table has as many columns as is the length of
the binary representation of the exponent. The way that the
value is calculated is shown as a tooltip when mouse is posi-
tioned on a column (Fig. 5). As a demonstration for each
ciphertext value the calculation of the plaintext value is also
represented.

The global public elements selection process for the Dif-
fie-Hellman algorithm (Fig. 12a) starts with a student choos-
ing a prime number q from a dropdown list. After that, the
table which makes it possible to calculate primitive roots for
q is shown. In each row of the table sequence of different
values is highlighted. Only rows that are completely
highlighted represent primitive roots for q and these values
are offered in a dropdown list for a. Then a student chooses
a value for a which completes the global public elements
selection process.

The usage of the algorithm for a user A (Fig. 12b) for the
Diffie-Hellman algorithm starts with a student choosing a
private number XA from a dropdown list, which offers only
values that fulfil the required condition ð1 � XA � q � 1Þ.
After that, the public value YA is calculated based on the
selected value of XA. At the end, the secret key for a user A
ðKAÞ is calculated based on the private value XA and the
public value YA. User B (Fig. 12c) similarly calculates secret
key ðKBÞ and the secret key value calculated for a user A
ðKAÞ and the secret key value calculated for a user B ðKBÞ
are the same.

5 RESULTS

The COALA system was introduced to the SEU group of
students in the school year 2012, and it has been used in
the last two school years. Our analysis of the COALA sys-
tem results consists of three parts. In the first part of the
analysis we measure the effect of the COALA system
introduction to the course in the school year 2012. In the
second part of the analysis we compare the results of the
first and the second year of the COALA system usage in
the course. In the third part of the analysis we present a
survey which shows the assessment of the students’ satis-
faction with the COALA system and how helpful it was.

5.1 Effects of the COALA System Introduction

At the SEE-UB for most of the courses, including the Data
Security course, students are graded independently

Fig. 10. AES: (a) the mix columns operation first byte generation view,
(b) W4 in the first round key generation.

Fig. 9. AES additional visual aid in following the execution: (a) add round
key, (b) mix columns.
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according to the percentage of the course material they
learned. Grades are formed in the following manner:
less than 51 percent grade 5 (student failed the exam),
between 51 and 60 percent grade 6, between 61 and 70 per-
cent grade 7, between 71 and 80 percent grade 8, between 81
and 90 percent grade 9, and between 91 and 100 percent
grade 10.

In the Data Security course, part of the points that form
the final grade is earned through the tests that students take
with the laboratory exercises using the COALA system.
This motivates students to continuously work during the
semester and helps them to prepare for the exam. Since the
laboratory exercises impact the final grade, students are
motivated to attend them and therefore they are familiar-
ized with the algorithms’ execution.

The fact that there are two study groups (SEU and CEM)
attending the Data Security course allowed us to measure
the effectiveness of the COALA system and compare it to the
case when this tool is not used. The students from the CEM
group are one year older than the students from the SEU
group, but both groups are taught the same material since
they are at the same level of prior knowledge from this area

(no prior knowledge). The COALA system was introduced
to the course for the SEU group of students in the school year
2012 (45 students in this group) and it was not introduced to
the CEM group of students (28 students in this group). In the
second year in which the COALA systemwas used (2013) 57

Fig. 12. Diffie-Hellman: (a) global public elements selection, (b) user A
secret key calculation, and (c) user B secret key calculation.

Fig. 11. RSA: (a) key generation and (b) execution.
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students from the SEU group took the course and 13 students
from the CEM group took the course. Since the number of
students in the CEMgroup in 2013. was significantly smaller,
these results should be taken with a grain of salt. That is why
we focused on the SEU group of students and comparison
with the previous year. Based on the discussion on the way
in which the effects of an AV system can bemeasured [5], we
decided to measure both procedural and conceptual knowl-
edge in order to assess the effectiveness of the COALA sys-
tem. The procedural knowledge is tested with the laboratory
exercises, while the conceptual knowledge is tested in the
exam. The post-test methodology is used for knowledge
acquisitionmeasurement.

Table 2 shows how many students there were in each
study group in the past five years (N1) and the second value
is the number of students who took the exam at the first
examination period in a school year (N2).

Several numerical indicators were chosen in order to
measure the effect of the COALA system. These indicators
are: the percentage of the students who passed the exam
during one school year (P1), the average grade on the exams
during one school year (G1), the percentage of the students
who passed the exam at the first examination period in a
school year (P2), and the average grade on the exam in the
first examination period in a school year (G2). The first two
parameters show students’ success in learning the course
material during an entire school year. The last two parame-
ters show students’ success in the first examination period
in a school year.

The P1 indicator (Table 3) shows a constant drop for both
groups of students until the year in which the COALA sys-
tem was introduced. Then for the SEU group of students

this indicator shows an increase, but for the CEM group of
students the drop continues. The P1 indicator for the SEU
group of students continues to rise in the school year 2013.

The G1 indicator (Table 4) shows a constant drop for
both groups of students until the year in which the
COALA system was introduced. Then for the SEU group
of students this indicator starts to recover, but for the
CEM group of students the drop continues. The G1 indi-
cator for the SEU group of students shows a negligible
increase in the school year 2013.

The P2 indicator (Table 5) for the SEU group of students
shows a constant high value, over 80 percent, which contin-
ues after the introduction of the COALA system (2012. 91.7
out of 100; 2013. 86.84 out of 100). The percentage of the stu-
dents who passed the exam at the first examination period
in a school year for the CEM group of students shows an
erratic trend, which also continues in the year when the
COALA system was introduced.

The G2 indicator (Table 6) shows a constant high value
for both groups of students at all the time.

The analysis shows that for the SEU group of students
who had the opportunity to use the COALA system the
first two indicators have shown growth, and for the CEM
group of students who did not use the COALA system
these indicators show another drop. Determination of the
cause for the previous downward trend would require a
separate analysis of many different factors and it is out of
the scope of this paper. It is important to emphasize that
during the observed period there were no other changes in
the course, except the introduction of the COALA system
for the SEU group of students (same instructors, same
material, and same examination criteria every year). This
result is better than expected, because reluctance from stu-
dents to use the system was expected, since the new system
demanded an extra effort on their behalf. We believe that
this result is going to be even better in the following years.

The percentage of the students who passed the exam at
the first examination period in a school year shows that
students who took the exam in the first examination period
had less problems than the other students in completing
the exam successfully and with a high grade. Second, the
analysis shows no significant impact to the average grade

TABLE 2
The Number of Students Who Took the Course in Each Year
(N1) and the Number of Students Who Took the Exam at the

First Examination Period in a School Year (N2)

TABLE 3
The Percentage of Students Who Passed the Exam

during One School Year (P1)

TABLE 4
The Average Grade on the Exams during One School Year (G1)

TABLE 5
The Percentage of the Students Who Passed the Exam
at the First Examination Period in a School Year (P2)

TABLE 6
The Average Grade on the Exam in the First Examination

Period in a School Year (G2)
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in the first examination period for both SEU and CEM
groups of students.

Students who take the exam in the first examination
period are those who attend classes regularly during the
semester and typically don’t struggle to finish their respon-
sibilities in time and pass their exams with high grades.
This part of the analysis shows that these students had ben-
efit from the COALA system (SEU group). However, the
usage of the COALA system did not affect their anyway
above average success on the exam significantly, just as the
lack of the COALA system (CEM group) did not affect the
success on the exam. Analysis results show that the intro-
duction of the COALA system brought the most benefit to
those students who postponed the moment when they took
the exam to the later examination periods in order to have
more time to study. These are typically students who do not
attend all of their classes and often skip some of their
responsibilities that are not mandatory. These students tend
to learn the material on their own. Before the introduction
of the COALA system they had trouble understanding cryp-
tographic algorithms, which is one of the key topics of the
Data Security course, and this caused them to have lower
grades or even to fail on the exam. We can see that the intro-
duction of the COALA system helped this group of students
to understand these complex topics and to be more success-
ful on the exam.

5.2 Comparison of the First and the Second Year of
Usage

The P1 indicator has increased compared to the year 2012
and it reached the highest value in the last four years
(Table 3). The G1 also reached the highest value in the last
four years, but the increase compared to the previous year
was not significant (Table 4). Therefore we investigated the
influence of the system on the students’ success on the
exam in more detail.

The distribution of the students’ grades on the exam for
an entire school year for the previous three years is given in
Fig. 13.

The percentage of students who scored above 90 percent
of the points on the exam during one school year is given in
Table 7 for the previous six years.

Fig. 13 shows that the percentage of students who fail the
exam (grade 5) is constantly dropping since the introduction
of the COALA system. The percentage of students that are
graded with the best scores on the exam (grades 9 and 10) is
increasing since the introduction of the COALA system.
Table 7 shows that the percentage of students who score the
top grade on the exam (over 90 percent of the points)
showed a significant drop from year to year until the year
2012 when the COALA system was introduced, when it
increased compared to the previous year and in the year
2013 the increase continues.

Although in the first part of our analysis we concluded
that the system brought the most benefit to the students
who previously had trouble passing the exam, this conclu-
sion can be extended with the observation that the introduc-
tion of the COALA system also brought benefit to the best
students to improve their grades.

Finally, in the second year that the COALA system was
used, we were able to compare the results at the laboratory
exercises in two consecutive school years. Table 8 shows the
average percentage of the points earned on the laboratory
exercises in a school year (L1) and the percentage of stu-
dents who scored over 90 percent of the points on the labo-
ratory exercises in a school year (S1).

We can see that students had better scores at the labora-
tory exercises in the second year of the COALA system
usage. We attribute lower scores in the first year to the prob-
lems that usually appear in the transitioning phase of the
use of a new system and a necessary habituation period for
the teachers.

Fig. 13. The distribution of the students’ grades on the exam.

TABLE 7
The Percentage of Scores Above 90 Percent

of the Points on the Exam during One School Year

Fig. 14. The Likert-scale questions used in a survey.

TABLE 8
The Average Percentage of the Points Earned on the Laboratory
Exercises (L1) and the Percentage of Students Who Scored

over 90 percent of the Points on the Laboratory Exercises (S1)
during a School Year
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5.3 Survey

In addition to our analysis based on the measurable results,
we conducted a survey among the students who took the
course in 2013. The survey was anonymous and 54 students
took the survey. The survey consisted of the Likert-scale
and free response questions. The Likert-scale questions
were as shown in Fig 14.

Table 9 shows the results of the Likert-scale questions
(the scales are strongly disagree (SD), disagree (D), neither
agree nor disagree (NAND), agree (A), strongly agree (SD).

If we use the scores 1 to 5 to represent the choices
strongly disagree to strongly agree, the averages for our
questions are 3.66, 3.38, 3.92, 3.72, 4.02, 3.70, respectively.
We can see that students gave very high scores for questions
3 and 5, which means that they were satisfied how the
COALA system was designed. The question 2 had the low-
est grade and we believe that the reason for this was that
the algorithms covered by the laboratory exercises are only
a part of the exam and thus it cannot help students to pre-
pare for the entire exam. Scores for questions 1 and 4 indi-
cate that the COALA system did help students to better
understand the course material and especially the details of
the algorithms covered by it. The sixth question shows us
general evaluation of the COALA system by the students
who used it and this score shows that most of the students
were satisfied.

In the free response questions, students commented on
problems and possible improvements. Some students com-
plained that the font in the COALA system is too small. A
couple of students suggested that more explanation about
the algorithms in the COALA system would help them to
better understand the algorithms. Many students com-
plained that some of the questions on the laboratory exer-
cises were exhausting because too much text had to be
written down on the paper. These students suggested that
the number of that type of question should be lower.

6 CONCLUSION

In this paper we have described the novel COALA system
for visual representation of the cryptographic algorithms,
and experiences from using it at the Data Security course
taught at the SEE-UB. The software system is designed to
support the laboratory exercises which cover complex
cryptography algorithms like: DES, AES, RSA and Diffie-
Hellman that are taught in the course. To the best of our

knowledge this is the first implementation of the AES algo-
rithm in a learning supporting tool. Also, unlike other
existing tools which describe other mentioned algorithms,
COALA has the possibility to walk students through the
whole algorithm execution step-by-step using real world
examples. The functional description of the system and
several key design and implementation details are pre-
sented in the paper.

The main goal of the introduction of the COALA system
in the Data Security course was to help students to better
understand the algorithms taught in the course and to help
them prepare for the exam. Numerical indicators show that
the percentage of the students who passed the exam and the
average grade on the exams during one school year
increased for the students who used the COALA system.
Results of measurements showed that the introduction of
the COALA system brought benefit to all students, espe-
cially to those students who previously could not pass the
exam in the first examination period of a school year and to
some of the best students to improve their grades.
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