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Assessing the Effectiveness of a Gamified Social
Network for Applying Privacy Concepts: An

Empirical Study with Teens
J. Alemany, E. Del Val, and A. Garcı́a-Fornes

Abstract—The concept of privacy in online social networks
(OSNs) is a challenge, especially for teenagers. Previous works
deal with teaching about privacy using educational online content
and media literacy. However, these tools do not necessarily
promote less risky behaviors and do not allow the assessment of
users’ behavior after the learning period. Moreover, few research
studies about the effects of social gamification have been per-
formed for this population segment (i.e., teenagers). To address
this problem, we propose the use of gamification in an OSN
called PESEDIA to facilitate the teaching/learning process and
assess its effectiveness in promoting suitable privacy behaviors.
We tested our proposal comparing teenagers’ performance in two
editions of a course about social networks and privacy (with and
without gamification) for one month. We measured the impact
of gamification in the participants’ behaviors towards privacy
concepts as a consequence of the privacy teaching/learning
process and the participants’ engagement in the educational
process. The results show that there are significant differences
in participants’ behavior regarding privacy and engagement in
the gamified social network. Moreover, there is also a significant
difference in participants’ engagement for the gamified male
participants. The gamified social network proposed in this work
may be relevant and useful for educators who wish to develop
and enhance teenagers’ privacy skills, or for a broader base of
aspects related to the development of digital competences and
technology in education.

Index Terms—Gamification, learning technologies, privacy,
social networks, teenagers.

I. INTRODUCTION

SOCIAL networks are an important element in the daily
lives of teenagers (ages from 13 to 17). According to the

latest Pew Research Center report [1], most teenagers have a
profile on an Online Social Network (OSN). This report also
points out that there is no clear consensus among teenagers
about the effect that OSNs have on their lives. OSNs make
it easier for them to keep in touch and interact with others
(i.e., friends and family or others with similar interests), but
they also entertain them and provide a new way of learning

Manuscript received July 10, 2019; revised March 6, 2020; accepted
September 24, 2020. Date of current version September 24, 2020. This work
was supported by the Spanish Government project TIN2017-89156-R and the
FPI grant BES-2015-074498. (Corresponding author: E. Del Val)

J. Alemany and A. Garcı́a-Fornes are with the Valencian Research Institute
for Artificial Intelligence (VRAIN), Universitat Politècnica de València,
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things. However, as teenagers benefit from the use of social
networks, they are also exposed to the risks [2]–[5] when
interacting, publishing, or sharing information in OSNs. This
lack of knowledge about the opportunities and risks derived
from the use of OSNs (as new consumers and users) may
have negative consequences on their lives. Therefore, they
need a proper education to enhance their current and future
performance in social networks.

To promote a critical and safe use of OSNs, researchers and
governments have emphasized the role of school education to
teach teenagers how to safely interact with others in OSNs [6].
Specifically, the European Union has developed initiatives to
support safer online access and use of OSNs for children [7],
[8]. An example is The European Strategy for a Better Internet
for Children [8] that has as goals, among others, promotion
of the production of creative and educational online content
for children as well as to increase children’s awareness of the
Internet and to empower them to use it safely and responsibly.
In addition, online safety has been formally included in school
curricula in many European countries through media literacy
to improve skills to avoid risks in OSNs [6], [9]. However,
it is unclear if these mechanisms can effectively increase
privacy awareness (i.e., the attention and understanding of an
individual regarding privacy aspects) [10] and prevent unsafe
behaviors in OSNs.

Recently, an approach that is rising in popularity is the
use of game mechanics and game components in a non-game
context (i.e., gamification) [11]. Gamification as an educational
learning tool is a powerful approach for dealing with the
teaching/learning of tedious or complex tasks [12], such as
the learning of safe privacy behaviors in social networks. This
approach is powerful due to its ability to teach and reinforce
not only knowledge but also important practical skills that
might be useful for their daily lives. On the other hand,
existing studies have highlighted the influence of OSNs for
improving usage levels and perceived levels of learning in
students [13]. The properties offered by social networks such
as centrality, communication, and connectivity significantly in-
fluence learners’ performance. Therefore, taking into account
the context of the learning goal (social networks, opportunities,
and risks), it could be interesting to use both approaches to
improve users’ learning performance. Moreover, the use of a
real social network allows us to assess the users’ behavior in
real scenarios after the learning period.

The aim of this work is to analyze the effect of introduc-
ing gamification in a social network so that students could
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autonomously learn the functionality of the network and the
options and consequences of the different privacy options. We
assessed the application of what was learned by the students
in the network and analyzed the influence that gamification
had on this process. Therefore, this study contributes to the
research field in the following ways: 1) by illustrating the
value of social gamification for introducing the social network
features to new users (reducing the “learning curve”) and for
learning and promoting the application of privacy behaviors
that prevent users from performing actions that could have
negative consequences; and 2) by exploring the effects of
social network gamification on teenagers by gender and age.
Moreover, the gamified social platform proposed in this work
may be relevant and useful for educators who wish to develop
and enhance teenagers’ privacy skills, or for a broader base
of aspects related to the development of digital competences
and technology in education. The technical and design contri-
butions that the paper makes to the development of learning
technologies are: 1) the development of a social network for
educating teenagers about safe privacy behaviors and social
network features as a unique tool in the “learning by doing”
approach; and 2) the design of the learning strategy integrated
into the social network with the gamification system.

In the remainder of this article, we first highlight relevant
research for education about privacy in social networks and
the advantages of gamification (Section II), which will lead to
the postulation of four research questions. Then, we discuss
the method of our study (Section III) and report the results
(Section IV). We end this article by discussing the implications
of the findings, what we learned compared with current
significant research, and the limitations of the study (Section
V). Finally, we conclude this article by answering our research
questions and by presenting future work (Section VI).

II. LITERATURE REVIEW

A. Educating Teenagers about OSN Privacy

Teenagers grow up surrounded by a wide range of social
media platforms and most of them are both consumers and
creators of content in them. However, they are not always
aware or have a limited perception of the implications of their
online actions and the risks that they can encounter. Several
educational strategies have been carried out by education
centers and public administrations to leverage teenage users’
awareness of privacy risks and to reduce their exposure to
cyberbullying or experiences that make them feel uncom-
fortable in OSNs [6], [14]–[16]. Previous studies that have
evaluated the impact of educational initiatives suggest that
these strategies are successful in increasing awareness about
online risks [17], [18]. However, the research community
considers that awareness and confidence do not necessarily
promote less risky behavior among young people [19]. This
result is aligned with the number of young people who report
negative online experiences despite the initiatives carried out
by education institutions [19].

As an alternative to educational materials, the use of tech-
nological tools [20], [21] has been proposed as a means of
offering practical experience to learn appropriate attitudes and

behaviors when using social network sites. Inoue et al. [20]
presented an online and offline version of a tool that helps
students to understand privacy risks in online social networks.
They performed an experiment in a practical lesson in a
school where the teacher interacted with the students using
the tool, creating scenarios where the privacy of the students
might be compromised. After each scenario, the teacher and
students analyzed the effects and potential consequences of
their performed actions. A survey conducted after the experi-
ment concluded that the students retained the knowledge about
how to handle personal information in OSNs. Wang et al.
[21] proposed the development of education tools with high
levels of usability and effectiveness to increase knowledge
about privacy risk in online sites. The authors presented a
prototype based on an educational game that incorporates ideas
collected from online crowds to increase the awareness of
online privacy. An extension of this proposal was presented
in [22]. Along the same lines, Li et al. [23] proposed the
development of labware for teaching location privacy in online
services. This labware was the mechanism to provide a deeper
knowledge about the topic of privacy and to increase the
students’ privacy awareness. Although the tools proposed in
these previous works made it easier to learn safer behaviors
on social networks, most were what-if web tools based on
hypothetical scenarios that did not put the user into a real
social network environment or in his/her own real scenarios.

B. Social Networks and Gamification in Education

Although the use of technological tools has a positive effect
on the users’ learning process of online privacy, these tools are
isolated from the context of the educational goal. Therefore,
they cannot determine whether the knowledge learned (re-
flected as awareness and concern about privacy) will promote
privacy-seeking behavior in real scenarios (i.e., the actions that
users get involved in to safeguard their information on the
social network). Studies that focus on using technological tools
for improving the teaching/learning process have highlighted
the influence of social networks on improving usage levels
and perceived levels of learning in students [13]. Research
works such as [24] have tested the power of social networks
to improve engagement and satisfaction with the course. Prop-
erties of social networks such as communication, interaction,
and information are translated into support, motivation, and
experience. These can reduce the anxiety levels of students
[25] and turn the educational expectations into reality by
applying a real social context in the teaching/learning process
that requires real decisions.

The inclusion of gamification is of interest to the design
of activities that are oriented to getting positive feedback
(possibly in a competitive environment). Recent research in
this field [11], [26], [27] has emphasized the gamification
features in order to facilitate a user-centered, autonomous, and
flexible learning environment that allows students to follow
their own learning path and encourage users to pursue their
own goals. The reviewed papers about the application of
gamification are mainly focused on MOOCs and e-learning
sites [12]. Moreover, according to Dicheva et al. [28], many
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works focus on the use of gamification in education, but the
majority only describe some game mechanisms and dynamics
without empirical research that validates the effectiveness of
including game elements in learning contexts. Hanus et al.
[29] also mention that although the benefits of gamification
are mentioned in many works, there is still a need for deep
empirical research on the effectiveness of gamification.

Social gamification aims to bring together gamification
and social networking to combine the potential of the two
approaches in order to create compelling socially-driven user
experiences. From an educational perspective, social networks
facilitate communication and interactions between students
(and with teachers) and highlight relevant content elements.
Their potential can also be harnessed to cooperate and create
meaningful conversations in learning interactions. On the
other hand, gamification stimulates motivational aspects such
as participation and engagement with learning content and
with other participants. In addition, different skills such as
competition, collaboration, and adaptation can be enhanced
depending on the gamification instruments used [11]. There
is little previous research in social gamification [13], [30],
and, to the best of our knowledge, none focus on the teenage
population or the context of improving users’ online privacy
through the learning of privacy-seeking behaviors. Therefore,
we set out to address the following research question:

RQ1 Is there a significant impact on teenage users’ learning
and behavior about online privacy between social network
configuration with gamification and configuration without
gamification?

Furthermore, we want to know if the gamification of the
social network improves teenage users’ engagement to the
social network (i.e., breaking the barrier of joining a new social
network site and consolidating them as regular users). There-
fore, we set out to address the following research question:

RQ2 Is there a significant impact on teenage users’ engage-
ment between social network configuration with gamification
and configuration without gamification?

C. Individual Differences

Different authors have shown that personal characteristics
play a role in the individual’s behavior. Acquisti et. al.
[31] analyze how different biases on information introduction
and personal characteristics influence users’ behaviors and
decisions. Al-Rahmi et. al. [32] test how education impacts
learning differently depending on students’ gender. Koivisto
and Hamari [33] study how individual learners interpret game
elements differently in highly unique ways. Pedro et al. [34]
perform a gender study in a virtual learning environment with
gamification. The results indicate that gamification contributed
to improving student performance in the case of male students
and did not have any effect on motivation and performance in
the female students. However, this work was a preliminary
study with 16 students; hence, the results cannot be gener-
alized. In this work, we aim to statistically validate conclu-
sions regarding the influence of gender in gamified learning
environments. We investigate the impact of gender and age on

teenage users regarding their learning about privacy and social
network features, safe privacy behaviors, and engagement in
the gamified social network. Therefore, we set out to address
the following research questions:

RQ3a Do female teenage users learn and have more privacy-
seeking behavior in the gamified social network than their
male counterparts?

RQ3b Do female teenage users engage more in the gamified
social network than their male counterparts?

RQ4a Does the age of teenage users influence learning and
privacy-seeking behavior in the gamified social network?

RQ4b Does the age of teenage users influence engagement
in the gamified social network?

III. EXPERIMENTAL DESIGN

A. Study Site

Introduction to Social Networks (ISNs) is a course that
briefly covers the basics of social networking and provides
students with basic competency for deciding which privacy
policy is most appropriate when they share information in
social networks. The course is aimed at teenagers who are
starting with the use of social networks. They are among
the heaviest users of social networking [35]. Moreover, this
particular group is developmentally vulnerable to online risks
such as depression, sexting, and cyberbullying [36]–[39].

The course lasts one month and has a total workload of
4.5 hours that matches with on-site teaching lessons. We only
have three on-site lessons and the course should be a fun
learning experience. An ethics consent letter was obtained
from each participant prior to the course. The participants
knew that anonymized data would be collected about their
activity on the social network. During the course, we provided
teenagers with access to our social network, PESEDIA [40]
(similar to Facebook), where only they could use it and
practice the learned knowledge acquired during the course.
PESEDIA was active and accessible 24/7. At the end of the
course, we analyzed the behaviors of the teenagers in the
social network to evaluate the success of the course, and we
presented them with some conclusions. Previous course edition
experiences had shown low motivation and participation rates
in the proposed activities. Providing teenagers with tools to
motivate participation may therefore be a sound approach to
improve learning, safe privacy behaviors and engagement. For
this reason, we added a gamification module in PESEDIA.

B. Instruments

In order to compare the performance as well as the attitude
towards social gamification, we carried out an experiment
using two configurations of our social network. One configura-
tion consisted of using only the instruments provided by a so-
cial network similar to Facebook. The other configuration con-
sisted of including a module in the social network to provide
gamification instruments. The social network, called PESEDIA,
was the same for both configurations of the experiment. A
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TABLE I
SUMMARY OF INSTRUMENTS REMARKING THE MAIN FEATURES OF THE DIFFERENT MEANS AND TARGETED BENEFITS

Instrument Features Approach and targeted benefit

Social
networking

Posting, sharing, comments, liking, friends,
activity river, user profiles, private
messaging, surveys, external guidance
(tutorials and activities)

- Cooperation and communication among participants
- Boost participation, collaborative work, and community building
- Promote student-driven discussion

Social
networking
with
gamification

Posting, sharing, comments, liking, friends,
activity river, user profiles, private
messaging, surveys, points, badges,
achievements, score, status, leaderboard

- Cooperation, communication, and competition among participants
with gamification
- Boost participation, collaborative work, and community building
- Promote student-driven discussion
- Motivate participation through public leaderboard comparison

Fig. 1. Block diagram that represents the architecture of PESEDIA. Also
represented is the relevant plugin for this work: the Gamification Module.

summary of the instruments used for each configuration is
presented in Table I.

PESEDIA is an online social network for educational and
research purposes. PESEDIA was designed as a tool for the
teaching/learning of OSN features and to increase concern,
awareness, and seeking behavior on privacy, especially in the
case of children and teenagers who are just beginning to use
OSNs. The main goals of PESEDIA include: (i) the design and
development of new metrics to analyze and quantify privacy
risks [41], [42]; (ii) the application of methods to influence
users’ behavior towards safer actions regarding their privacy
[43]; and (iii) the evaluation and testing of new proposals with
real users [44]. The underlying implementation of PESEDIA
uses Elgg [45], which is an open-source engine that is used to
build social environments. The environment provided by this
engine is similar to other social networks (e.g., Facebook).
We developed each functionality in PESEDIA through modules
following the design principles of the Elgg engine (see Figure
1). The modules allow us to enable and disable online features
of the social network at any time, adapting them to the needs
of the experiment. Moreover, the use of our social network
allowed users to interact with each other and to perform the
course activities.

The first configuration was based on the last non-gamified
course edition done. It was a non-gamified configuration of

Fig. 2. User wall of the social network PESEDIA. This screenshot belongs to
the gamified social network. The non-gamified configuration does not include
the “Score” representation in the top bar or the “Badges-and-points” menu.

PESEDIA, which provided the environment to perform the
activities planned in each lesson. Figure 2 depicts the different
elements that the social network offered to users: a profile
view with their profile elements presented (in the center of
the figure); a wall, where users post their publications and
comments (at the bottom of the figure, accessible via the
“Activity” tab or the profile icon in the top bar); friendship
management (group icon in the top bar); private messaging
service (message icon in the top bar); and other instruments
that are easily identifiable in the figure. The difference between
the PESEDIA course editions is the gamification module, so
the “Score” and “Badges-and-points” tab were not available
in the non-gamified course. The other instruments used in
this configuration were mainly tutorials and activities. The
difference between these instruments was related to the grade
of teaching assistance needed to complete them.
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The second configuration was a gamified PESEDIA that
allowed students to complete the activities planned in each
lesson autonomously at their own pace without the intervention
of teaching assistants. The gamification design included in
PESEDIA offers users the possibility to choose what activities
to complete and there are no penalties for poor activity
performance. We have considered game design elements at two
levels of abstraction: (i) educational gamification design prin-
ciples, and (ii) game mechanics [28], [46]. The gamification
design principles selected are based on the idea of progress.
The intention was to present practical lessons in stages that
scale by difficulty (i.e., scaffolded instruction), but that each
user can accommodate to his/her own pace and needs [29].
We considered a set of stages of mastery following the stages
established by Dreyfus when looking at how people engage
with systems [47]. The stages of mastery are the following:

• Newcomer: The user who just arrived to the social
network. He/she has created an account in the social
network and has logged in.

• Rookie: Similar to a newcomer but with information
already in hand about some privacy aspects. He/she is on
his/her way toward figuring out how the social network
works and what functionalities it offers.

• Trainee: Users have increased their practice in a wide
variety of typical social network actions such as sharing
and/or commenting on other publications, uploading pho-
tos, likes or labeling friends. Users also achieve a deeper
knowledge about the options that the social network
offers in order to restrict the visibility of their actions.
The situations that they deal with in the social network are
stored in order to provide a basis for future recognition
of similar situations that could appear in the future.

• Expert: The user starts to think about the different config-
urations of privacy policies and which ones are the most
suitable by considering different scenarios and types of
information (i.e., profile items or posts). He/she learns
how to create different personalized audience groups and
how to use them to restrict the audience of a publication.

• Master: The expert performer in the social network has
reached the final stage in the step-wise improvement of
privacy awareness and good practices that we have been
following. The user repertoire of experienced situations
is now quite broad, and he/she can intuitively dictate an
appropriate action for each specific situation.

The game mechanics proposed are based on the following
three key elements:

• Points: These allow us to see how users are interacting
within the social network, design for outcomes, and make
appropriate adjustments. We have considered two types of
points: experience points, which are used to track the user
activity in the social network; and skills points, which are
assigned to specific activities within the social network
that reflect whether the user has acquired certain skills
(see Figure 3).

• Badges: These offer a visual representation of progress
and are given for special achievements. We have con-
sidered different kind of badges: Status and Experi-

Fig. 3. View of “My Points” with a registry of the latest points obtained for
a specific user.

Fig. 4. View of the “Badge Gallery” with all of the badges the user has not
achieved yet.

Fig. 5. View of the “Leaderboard” with a top-ten ranking of the users with
the most points.

ence badges. The stages of mastery (Newcomer, Rookie,
Trainee, Expert, and Master) are represented as Status
badges, while activities are represented as Experience
badges. Each Status badge is composed of a set of
Experience badges (see Figure 4).

• Leaderboard: The goal of the leaderboard is to make sim-
ple comparisons. Based on the points and badges, users
are ranked on a leaderboard that encourages engagement
through competition (see Figure 5).

All of these instruments included in the gamification module
were used to complete learning activities. Each activity had
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a specific number of points associated to it (i.e., experience
points or skills points). Moreover, an activity was associated
with the requirements to obtain a badge. To obtain a badge, the
students had to complete several activities depending on the
level of the badge (i.e., Newcomer, Rookie, Trainee, Expert,
or Master), thus giving them a sense of progression towards
mastery and also providing points on the achievement of
each badge. The different activities/badges were gradually
enabled during each lesson so that the participants could
complete the activities/badges and have time to practice the
learned knowledge acquired before continuing with the other
activities/badges. In other words, a lesson had a set of activ-
ities/badges that were enabled at the beginning of the lesson,
and once the participants completed them, they had time to
practice them before the next lesson started. Based on the
number of activities performed (represented as badges and
points obtained), the leaderboard offered the possibility to
see other students’ positions in the ranking for competing
and sharing their achievements. Once they achieved all of
the badges (from a lesson, or from the whole course), the
participants could still get some extra points for performing
actions related to the activities. Therefore, they could continue
practicing the knowledge acquired on the social network but
without activity support.

C. Participants

A total of 405 teenagers participated in the experiment.
Of these, we excluded the participants who did not complete
all of the control lessons (13 participants) as well as the
participants who decided not to participate (5 participants did
not log into PESEDIA). Finally, 387 participants completed
the experiment (196 females, 191 males, 86 12-year-olds, 199
13-year-olds, and 102 14-years-olds, Mage = 13.04, range: 12–
14 years old). We included the participants in the experiment
taking into account their age in order to have a sample of
the teenage population (participants older than 12 years old).
All of the selected participants were attending high school
in different school centers of the Valencia area at the time
of the experiment. When the participants enroll, they were
assigned to one of the two groups of the experiment based on
when they sign up. The social network without gamification
was administered to a group of 178 teenagers (97 females,
81 males, 38 12-year-olds, 93 13-year-olds, and 47 14-year-
olds, Mage = 13.05). The social network with gamification
was administered to a group of 209 teenagers (99 females, 110
males, 48 12-year-olds, 106 13-year-olds, and 55 14-year-olds,
Mage = 13.03).

D. Procedure

Experimentation took place during the summer period. Both
course editions had a duration of one month and had the
same content and activities. The experiment was carried out on
the PESEDIA social network where both configurations were
applied: one configuration without the gamification module,
and another with the gamification module enabled. To prevent
interferences, we included a registry controller (using a secret
token) to avoid undesired registrations that could affect the

security of the participants and the experiment. The partici-
pants of the experimental group who used the social network
without gamification took the course first. Then the course was
taken by the participants of the experimental group who used
the social network with gamification. During the period of the
experiment, the participants had access to the PESEDIA social
network to share their experiences and feelings.

We organized three on-site lessons of 90 minutes in
equipped labs at the university to use as control points of
the experiment. In these lessons, activities were delivered
sequentially to be completed in the same session or from
home. These three on-site lessons were distributed at three
points in time: lesson 1, at the beginning of the one-month
period; lesson 2, in the middle; and lesson 3, at the end.
The aim of these lessons was to clarify any doubts that
might arise among the participants about the functionality and
features of the social network. Each lesson started with a brief
explanation of the activities that they should try to complete
during the lesson, and then participants had time to interact
using the social network and complete the different activities.
The activities had textual descriptions. Students were assisted
during the lessons to clarify doubts that could arise during
the performance of the activities. In the first lesson, we
introduced PESEDIA to the participants and they signed up on
the social network. Then, they had to complete some activities
that focused on customizing their user profiles, setting up
their general setting options, and building their friendship
relations (low-medium difficulty). In the second lesson, they
had to complete activities that focused on interacting and
posting, choosing their audience (medium-high difficulty). In
the third (and last) lesson, the participants had to complete an
extra activity (challenge). Finally, to conclude the course, we
also presented them with a course summary regarding their
behaviors and answers to the survey.

E. Measures and Data Analysis

During the experimentation, a log system was activated
to record all of the participants’ actions in order to analyze
them after the experiment. Information such as the privacy
policies chosen for profile items, general setting options, and
posts were used to assess the users’ privacy-seeking behavior.
The rate of private policies used over the total number of
privacy decisions chosen was computed for each participant.
Information such as the amount of content created, and the
rate of activity and survey completions were used to calculate
the users’ engagement with the educational process. All of
these values were normalized on a 0–1 scale, except for the
content-created variable. The Shapiro–Wilk test was used to
check the normality of the data distribution for the variables.
That indicated to us that we had to use non-parametric tests
since the data gathered did not follow a normal distribution.
Therefore, Mann–Whitney and Kruskal–Wallis tests were used
to analyze differences between groups.

IV. RESULTS

In this section, we present the participants’ results regarding
the behavior and activities performed on PESEDIA for both
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configurations (Non-Gamified and Gamified). We also test the
research questions considered above about the participants’
behaviors towards privacy concepts as a consequence of the
privacy teaching/learning process, the participants’ engage-
ment with the social network, differences in gender and/or
age behavior of the participants and their attitude towards the
instruments used. Note that the Shapiro–Wilk normality test
was run to analyze the distribution values of the private privacy
policies rate and the participation rate of the participants
(Tables II, III, and IV) collected from the social network
PESEDIA for running the appropriate statistical tests. The
results showed the non-normality of the data (since p-values
are less than α = 0.05). Therefore, non-parametric statistical
tests were applied to investigate our research questions.

A. Privacy-seeking Behavior

The participants’ behavior regarding privacy was measured
through the usage that participants made of PESEDIA. We
specially analyzed the data collected from the privacy policies
of the participants’ profile items, general setting options, and
publications. The data collection was done for the duration of
the experiment, which was one month.

Figure 6 shows the participants’ behavior regarding different
privacy decisions on the social network, which are split into
three dimensions: the privacy policy of profile items (e.g.,
name, phone number, etc.), the general privacy setting options
(e.g., friend list visibility, “who is allowed to tag me”, etc.),
and the privacy policy of publications. The values represent
the rate distribution of private privacy policies used by the
participants (ranging from 0 to 1, where 0 means that no
private privacy policies were used while 1 means that only
private privacy policies were used). Private privacy policies
include: Friends, personalized access lists (also known as
collections), and Only me. An analysis of the results reveals
three notable points for discussion. First, the profile items
that contain the most sensitive information of participants
such as name, email, or phone number had more permissive
privacy policies in the Non-Gamified configuration than in
the Gamified configuration. Although we explained to the
participants how to change these privacy policies in both
course editions, they figured out how to customize them better
in the Gamified configuration. In contrast, in the Non-Gamified
configuration, the vast majority of participants shared their
personal profile data with public policies (all of the quartiles
of the boxplot are in the 0 value) except for a few participants
(representing the outliers). Second, the general setting options
about privacy are an instrument that participants seldom take
care of, regardless of whether there is gamification. Both
scenarios have a median of value 0 for private privacy policies
(represented as a line in the middle of the boxplot figure).
The participants changed their privacy setting options towards
more restrictive privacy policies only in a few cases, more
in the Gamified configuration than in the Non-Gamified con-
figuration (where all of the quartiles of the boxplot are in
the 0 value). The most changed privacy setting options were
“who is allowed to tag me”, “who is allowed to publish on my
wall”, and the visibility of the friend list, in that order. Third,

Fig. 6. Participants’ behaviors regarding privacy decisions on profile items,
general setting options, and publications on PESEDIA for Non-Gamified and
Gamified configurations. Values (ranging from 0 to 1) represent the rate
distribution of private privacy policies (e.g., Only me, Collections, or Friends)
used by the participants, where 0 means that no private privacy policies were
used and 1 means that only private privacy policies were used.

the posting action, which is the main action for interacting
with others in a social network, also has a median value of 0
for the Non-Gamified configuration. However, there are no
outlier points (in contrast to the other dimensions for the
Non-Gamified configuration). This means that a significant
portion of participants also used private privacy policies. For
the Gamified configuration, the participants followed more
restrictive privacy policies for posting actions. Even so, we
observed that, in this configuration, the privacy policies were
slightly less restrictive than for the profile items. This is normal
since the information sensitivity of the profile item dimension
is probably higher than for the publication dimension. Finally,
for all of the dimensions about privacy decisions in the
Non-Gamified configuration, the participants used the social
network without taking too much care about who could access
their information. Research works such as [48] highlight OSN
users’ learning through regrets of their actions due to bad
decisions as the most common practice. In contrast, the use
of gamification to introduce and educate users about privacy
aspects in social networks as shown in our experiments may
help to improve these hurdles.

Research question RQ1 was tested in order to determine
whether or not there is a significant difference in privacy
behaviors between Gamified and Non-Gamified PESEDIA. We
collected the data from the privacy policies of the participants’
profile items, settings, and publications for the duration of the
experiment, which was one month. The rate data of the private
policies was normalized for each participant. Due to the non-
normality of the variables and the number of samples, we used
the Mann–Whitney test (α = .05). For this test, we calculated
the mid p-value since its Type I error rate is closer to the
nominal level. We investigated the research questions taking
into account the theory of the null hypothesis as well as the
Mann–Whitney test. In statistical hypothesis testing, a Type I
error is the rejection of a true null hypothesis. Thus, we are
able to reject the null hypothesis (H0) to accept the alternative
(H1).

To answer research question RQ1 about how the gamifica-
tion of the social network impacts the participants’ behaviors
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TABLE II
SUMMARY OF DESCRIPTIVE STATISTICS, THE SHAPIRO–WILK NORMALITY TEST, AND THE MANN–WHITNEY TEST FOR INVESTIGATING RESEARCH

QUESTION RQ1

Descriptive statistics Shapiro–Wilk test Mann–Whitney test

Variable Category N Mean Std. Dev. Std. Err. Min. Max. Statistic W p-value Statistic U p-value

Profile privacy Non-Gamif. 178 .013 .096 .007 0 1 .120 < .001 3108 < .001
Gamif. 209 .373 .246 .017 .939 < .001

Settings privacy Non-Gamif. 178 .001 .015 .001 0 1 .048 < .001 11314 < .001
Gamif. 209 .090 .124 .008 .670 < .001

Posting privacy Non-Gamif. 126 .259 .368 .033 0 1 .706 < .001 9642 < .001
Gamif. 201 .265 .235 .016 .902 < .001

towards privacy concepts and safe practices in social networks,
we tested the mean differences between the Gamified and Non-
Gamified social network, especially taking into account the
behaviors regarding private privacy policies for the dimensions
of the profile, settings, and posting (see Table II). Specifically,
we ran the Mann–Whitney test (α = .05) and the results
rejected the null hypothesis of similarity for profile, settings,
and posting dimensions (p-value=< .001). Therefore, signifi-
cant differences were found in the impact on the participants’
behaviors towards privacy concepts and safe practices in the
social network between the Gamified configuration and the
Non-Gamified configuration of the social network. Thus, RQ1
was supported.

B. Social Network Engagement

The participants’ engagement with the social network was
measured through the actions they did publishing content and
completing activities on PESEDIA. We specially analyzed the
amount of content created (such as posts, comments, likes,
private messages, etc.), the rate of completed activities, and
the rate of completed surveys. The data collection was done
for the duration of the experiment, which was one month.

Figure 7 shows the distributions of the engagement of the
participants in the social network in the experiment taking into
account the following three features: the amount of created
content (i.e., number of posts, comments, likes, etc.), the
rate of completed activities (i.e., the number of completed
activities normalized by their total), and the rate of com-
pleted surveys. For the content creation column, the values
represent the amount of content created by the participants.
Both distributions have the same shape, both have a few
participants that are very active and produce great amounts
of content and a majority of participants who only publish
a few publications. Even so, the rate of participation in the
Gamified configuration (with a median of about 80 contents
created by each participant) is clearly higher than the rate
of participation in the Non-Gamified configuration (roughly
15 contents created by each participant). Moreover, the most
active participants using the Non-Gamified configuration cre-
ated the same amount of content as a regular participant
using the Gamified configuration. For the activity and survey
participation columns, the values represent the rate distribu-
tion of completed activities and surveys by each participant.
The activities (for both the Non-Gamified and the Gamified

Fig. 7. Participants’ engagement based on the amount of content created, the
rate of activities completed, and the rate of surveys completed on PESEDIA
with and without gamification.

configurations) were focused on improving the learning of
the social network features, the privacy-seeking behavior, and
the engagement to participate actively. However, in the Non-
Gamified configuration, only a few users participated in the
activities. The opposite occured in the Gamified configuration,
where the median rate of completed activities was 95%
(represented as a line in the middle of the boxplot figure).
In the case of the surveys, the rate of completion was high in
both configurations. Nevertheless, the number of completed
surveys was slightly better in the Gamified configuration. We
considered that the huge difference in activity participation for
both configurations could be because gamification provides
participants with the autonomy to complete the activities at
their own pace, while the Non-Gamified configuration does
not provide this advantage.

Research question RQ2 was tested in order to determine
whether or not there was a significant difference in social
network engagement between configurations. We analyzed the
amount of content created by the participants, the activity
participation, and the survey participation. The participation
rate was normalized for each participant. Due to the non-
normality of the variables and the number of samples, we used
the Mann–Whitney test (α = .05). For this test, we calculated
the mid p-value since its Type I error rate is closer to the
nominal level. We investigated the research questions taking
into account the theory of the null hypothesis as well as the
Mann–Whitney test. In statistical hypothesis testing, a Type I
error is the rejection of a true null hypothesis. Thus, we are
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able to reject the null hypothesis (H0) to accept the alternative
(H1).

To answer research question RQ2 about how the gamifi-
cation of the social network impacts the participation rates
of teenage users, we tested the mean differences between the
Gamified and Non-Gamified social network, especially taking
into account the variables regarding the amount of content
created, and the activities and surveys completed (see Table
III). Specifically, we ran the Mann–Whitney test (α = .05) and
the results rejected the null hypothesis of similarity for content
creation, and the activity and survey completion dimensions
(p-value=< .001). Therefore, significant differences were
found in the impact on the participation rates of teenage users
in the social network between the Gamified and the Non-
Gamified configuration of the social network. Thus, RQ2 was
supported.

C. Gender and Age Behavior Differences

Next, we analyze the privacy and engagement behavior of
the participants in the social network regarding their gender
and age, but only for the Gamified configuration. We want to
determine whether gamification instruments affect the partici-
pants in a different way according to their gender and age. We
analyze the same features as above but split by gender and age.
The collection was done for the duration of the experiment,
which was one month.

Figure 8 shows the distribution of the engagement of the
participants in the social network by gender and age for the
Gamified configuration. We analyzed the features to measure
the engagement as we did in Section IV-B. The results ob-
tained from the engagement distributions show slightly similar
distributions for these features by gender and age. There were
only some differences in the engagement distributions by
gender. The clearest difference can be seen in the amount of
content created on the social network by the male participants,
where they obtain the maximum values per participant and
also have a higher median than the female participants. No
differences were found for gender or age regarding privacy
behavior.

Research questions RQ3a, RQ3b, RQ4a, and RQ4b were
tested in order to determine whether or not there was a sig-
nificant difference regarding privacy behavior or engagement
in the social network taking into account the gender and age
of the participants of the Gamified configuration. We used
the features analyzed and normalized for each participant in
the Gamified configuration. Due to the non-normality of the
variables and the number of samples, we used non-parametric
tests. For the tests, we calculated the mid p-value since its Type
I error rate is closer to the nominal level. We investigated the
research questions taking into account the theory of the null
hypothesis. In statistical hypothesis testing, a Type I error is
the rejection of a true null hypothesis. Thus, we are able to
reject the null hypothesis (H0) to accept the alternative (H1).

To answer the research questions about how the gender of
the participants in the Gamified social network configuration
influences privacy behavior (RQ3a) and engagement (RQ3b),
we tested the mean differences between genders taking into

Fig. 8. Participants’ engagement split by gender and age for the Gamified
PESEDIA.

account the variables shown in Table IV. Specifically, we ran
the Mann–Whitney test (α = .05), and the results rejected the
null hypothesis of similarity only for content creation and the
activity completion dimensions (p-value=< .001). Therefore,
significant differences were only found for the impact on the
participation rates of teenage users for the gender of the par-
ticipants regarding content creation and activity participation.
Thus, RQ3b was partially supported only for engagement.

To answer the research questions about how the age of
the participants in the gamified social network configuration
influences privacy behavior (RQ4a) and engagement (RQ4b),
we tested the mean differences for three groups(12, 13, and
14-year-olds) taking into account the variables shown in Table
IV. Specifically, we ran the Kruskal–Wallis test (α = .05)
and the results did not reject the null hypothesis of similarity
(p-value> .05). Therefore, no significant differences were
found in the participants’ privacy behavior or engagement in
the social network by age. Thus, RQ4a and RQ4b were not
supported.

V. DISCUSSION

The integration of gamification instruments in non-game
contexts to teach people in a practical way about dull, te-
dious or complex tasks is rising in popularity. The privacy
concept, and especially users’ privacy on social networks,
is a challenge that is highlighted in several research works
[49]–[51]. Therefore, the use of gamification in the context
of social networks to teach users about privacy and privacy
mechanisms of the social network is a perfect match. This
combination allows users to be aware of their privacy, and
thus be better able to manage complex scenarios to avoid
possible leaks of information or regrets. In this work, we
have assessed the integration of gamification on a social
network through the investigation of four research questions.
The aim of these research questions was to measure the effect
of gamification on teenage users regarding the learning of
privacy and social network features, privacy awareness, and
social network engagement. PESEDIA is the social network
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TABLE III
SUMMARY OF DESCRIPTIVE STATISTICS, THE SHAPIRO–WILK NORMALITY TEST, AND THE MANN–WHITNEY TEST FOR INVESTIGATING RESEARCH

QUESTION RQ2

Descriptive statistics Shapiro–Wilk test Mann–Whitney test

Variable Category N Mean Std. Dev. Std. Err. Min. Max. Statistic W p-value Statistic U p-value

Content creation Non-Gamif. 178 20.247 21.825 1.636 0 - .686 < .001 4180 < .001
Gamif. 209 98.043 85.426 5.909 .788 < .001

Activity participation Non-Gamif. 178 .106 .202 .016 0 1 .598 < .001 1732 < .001
Gamif. 209 .777 .311 .022 .726 < .001

Survey participation Non-Gamif. 178 .657 .273 .020 0 1 .846 < .001 12934 < .001
Gamif. 209 .777 .276 .019 .730 < .001

TABLE IV
SUMMARY OF DESCRIPTIVE STATISTICS, THE SHAPIRO–WILK NORMALITY TEST, AND THE NON-PARAMETRIC TESTS OF SIGNIFICANCE

(MANN–WHITNEY AND KRUSKAL–WALLIS TESTS) FOR INVESTIGATING RESEARCH QUESTIONS RQ3A, RQ3B, RQ4A, AND RQ4B. PSB AND SNE
DENOTE PRIVACY-SEEKING BEHAVIOR AND SOCIAL NETWORK ENGAGEMENT VARIABLES, RESPECTIVELY

Descriptive statistics Shapiro–Wilk test Mann–Whitney test

Variable Category N Mean Std. Dev. Std. Err. Min. Max. Statistic W p-value Statistic U p-value

PSB: Profile privacy Male 110 .389 .278 .026 0 1 .924 < .001 5380 .882
Female 99 .354 .206 .021 .955 .002

PSB: Settings privacy Male 110 .085 .128 .012 0 1 .634 < .001 5149 .429
Female 99 .095 .119 .012 .702 < .001

PSB: Posting privacy Male 110 .231 .208 .020 0 1 .899 < .001 4990 .297
Female 99 .282 .263 .026 .896 < .001

SNE: Content creation Male 110 120.201 102.645 9.781 0 - .820 < .001 3767 < .001
Female 99 73.404 51.165 5.142 .879 < .001

SNE: Activity participation Male 110 .799 .308 .029 0 1 .682 < .001 4375 .014
Female 99 .752 .314 .032 .769 < .001

SNE: Survey participation Male 110 .780 .270 .026 0 1 .725 < .001 5436 .983
Female 99 .773 .284 .028 .734 < .001

(Kruskal–Wallis test χ2)

PSB: Profile privacy 12-year-old 48 .361 .194 .028 0 1 .947 .003 3.307 .347
13-year-old 106 .397 .265 .025 .943 .002
14-year-old 55 .336 .249 .034 .905 .004

PSB: Settings privacy 12-year-old 48 .089 .116 .017 0 1 .691 < .001 1.296 .730
13-year-old 106 .094 .136 .013 .665 < .001
14-year-old 55 .085 .107 .015 .671 < .001

PSB: Posting privacy 12-year-old 48 .251 .234 .034 0 1 .898 .006 2.487 .477
13-year-old 106 .285 .264 .025 .895 < .001
14-year-old 55 .205 .166 .022 .928 .003

SNE: Content creation 12-year-old 48 84.234 70.382 10.266 0 - .819 < .001 .9516 .621
13-year-old 106 102.887 94.635 9.192 .747 < .001
14-year-old 55 100.611 79.841 10.865 .858 < .001

SNE: Activity participation 12-year-old 48 .763 .331 .048 0 1 .716 < .001 .4791 .787
13-year-old 106 .779 .307 .030 .732 < .001
14-year-old 55 .783 .313 .042 .704 < .001

SNE: Survey participation 12-year-old 48 .748 .290 .042 0 1 .776 < .001 .3587 .835
13-year-old 106 .781 .271 .026 .740 < .001
14-year-old 55 .784 .279 .038 .661 < .001

where the gamification instruments were integrated, which is
similar to Facebook and has most of the privacy mechanisms
of Facebook. To do this, we carried out a short-term, one-
month experiment where two configurations of the social net-
work PESEDIA were used: one with the gamification module
enabled, and the other without it. The gamified social network
proposed in this work may be relevant and useful for educators
who wish to develop and enhance teenagers’ privacy skills, or
for a broader base of aspects related to the development of
digital competences and technology in education.

The direct benefits of using gamification to improve learning
have numerous defenders [28], [46], although there are some
contexts or features where gamification produces negative
effects [29], [52]. In the context of social networks, previous

works such as [13], where the combination of gamification
instruments with social network instruments is proposed,
defend the extra benefits of this union. However, as far
as we know, the application of social gamification has not
been proven on the teenage population nor with the aim of
improving the users’ awareness and privacy-seeking behavior.
In our work, the results suggest that the gamification designed
and integrated into PESEDIA has a positive learning effect
on teenagers. They improved their awareness and seeking
behavior of privacy, and their interest in the social network
was higher when the gamification module was enabled. Specif-
ically, profile items, general setting options, and posts had
privacy policies that were more appropriate, and the rate of
activity and survey completion was also higher. We did not
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see any negative effects on teenage users’ behavior due to
the use of gamification instruments. Furthermore, the age and
gender of teenagers did not have a relevant effect on how
they were influenced by gamification, except in the case of
male teenagers who created content slightly more actively than
female teenagers. While some studies indicate that females
engage more in gamified courses than males [26], our work has
extracted the conclusions for a younger population (teenagers).
Moreover, our work has also been assessed in a different
context (a social network), where studies like [53] have
highlighted that male teens disclose more information than
female teens. However, testing the effect of gamification on
social networks to teach users about privacy should be done
by extending the participant population to include other age
ranges.

The way gamification is designed and the instruments used
can enhance the learning effect on people [27]. Although
our results show more awareness of privacy and higher par-
ticipation rates by teens when the gamification module is
active, we do not know with certainty which privacy policies
are the most appropriate for a publication. The lack of easy
metrics to compute the most appropriate privacy policy for a
publication (i.e., the privacy policy that maximizes the social
benefit of the user and minimizes his/her loss of privacy)
makes our goal an estimation between the usage of the privacy
mechanisms and the privacy choice. Therefore, once there is a
recognized way of assessing the appropriateness of a privacy
policy for users’ publications, it will be possible to design
gamification instruments that focus on improving the privacy
policies chosen for a publication, taking into account all of
the factors involved. Some works try to define the best way
to measure these factors and combine them [54]–[56]. An
interesting next step would be to use them with gamification.
Thus, it would be possible to maximize users’ learning about
privacy concepts through gamification instruments.

Other factors to consider are the time when gamification is
used and/or its duration, and what/how many rewards should
be designed. In our case, we limited the number of rewards
(i.e., badges and points) for each lesson. Thus, the participants
had a powerful gamification reinforcement at the beginning of
each on-site lesson (and during the course experience) that
introduced them to the social networks and accelerated the
learning curve [57]. Once the participants achieved the rewards
designed in each lesson, no more rewards were activated in the
same lesson. Thus, after the learning period (i.e., at the end of
each lesson, between lessons, and at the end of the course),
the participants used the social network with the knowledge
acquired from the activities. Other interesting approaches to
be considered would be: varying the gamification time of
use to determine the most optimal application time for the
participants’ learning; or adding punishments/rewards for users
when they make bad/good privacy policy choices (e.g., in cases
of sensitive information, or conflicts detected between users,
etc.). It should always be taken into account that there are
different types of users with different social network goals
[58].

Despite the valuable conclusions extracted, this study has
several limitations. First, the current research was conducted

for one month. That is why only a short-term impact on users’
privacy behaviors and social network engagement could be
measured. As we stated above, we do not know the conse-
quences of long-term usage of gamification instruments and
their impact on users’ behaviors. It could happen that, after a
certain period of time, some users might ignore the knowledge
acquired. While the observed immediate effect of gamification
was desirable, future research that extends the period of usage
could be interesting. Second, as we have highlighted in this
work, the lack of easy metrics to measure the appropriate
privacy policy for a publication makes us estimate the privacy-
seeking behavior as the usage of the privacy mechanisms plus
the privacy choice. Furthermore, we designed our gamification
activities and instruments based on this estimation. Therefore,
having a metric that is capable of measuring the appropri-
ate privacy policy for a publication, we would be able to
effectively design the gamification elements and assess the
effect for improving users’ concern, awareness, and seeking
behavior on privacy. Finally, the participants considered for
the experiments have a certain age distribution (approx. 12–
14 years old). Therefore, these results cannot be extrapolated
to teenage users in general (approx. 12–18 years old) to obtain
a broader view of this group of social network users. In order
to be able to confirm whether the effects observed in this study
are extrapolatable to other populations, we plan to evaluate the
performance of gamification for different populations, that is,
a more heterogeneous sample of participants with different age
ranges and nationalities.

VI. CONCLUSION

This research work studied the capabilities of social net-
works and social gamification for educational purposes about
the concepts of social networks, especially users’ online pri-
vacy. We assessed two configurations (with/without gamifica-
tion), focusing on teenagers’ learning and engagement with the
educational process. We also statistically compared the two
approaches to determine which one provided better results.
After a statistical analysis, the results illustrated the value of
social gamification for the teaching/learning of privacy and
engagement in OSNs. It has also shown that teenagers using
the gamified OSN had behaviors that are more restrictive in
information disclosure that potentially might reduce actions
with negative consequences via practice in a real environment.
For the social gamification configuration, we investigated
differences in teenagers’ learning and engagement taking into
account individual characteristics of the participants such as
age and gender. The study explored possible age and gender
differences regarding the social gamification, depicting only
a significant difference for gender (greater for male teenagers
than for female teenagers) for the engagement with the edu-
cational process.

Our findings and the gamified social platform proposed in
this work may be relevant and useful for educators who wish
to develop and enhance teenagers’ privacy skills, or for a
broader base of aspects related to the development of digital
competences and technology in education.
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