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Memory-Event-Triggered H ., Load Frequency
Control of Multi-Area Power Systems With
Cyber-Attacks and Communication Delays

Shen Yan*, Zhou Gu

Abstract—This article focuses on H,, load frequency control
(LFC) of multi-area power systems with cyber-attacks and
communication delays by a memory-event-triggered mechanism
(METM). The dynamics of power system components, such as
governor, turbine and power generator, are imitated by some
circuit systems. To save the precious network bandwidth, a
METM is constructed to decide which measured data should be
transmitted as the control signal. In contrast to some memoryless
ETMs, the proposed METM uses historic data over a fixed
period. To guarantee no Zeno behavior, a positive constant time
is waited after each trigger happens. By treating the exchanges of
tie-line power between the ith control area and other areas as
exogenous disturbances, a novel decentralized distributed delay
system is modeled to represent the decentralized H,, LFC of a
multi-area power system under the proposed METM with
deception attacks and communication delays. By selecting a
Lyapunov-Krasovskii functional (LKF) based on the distributed
delay terms, new sufficient criterions are obtained to co-design
the H, LFC controller and triggering parameters for power
systems against deception attacks. Finally, the advantages of the
presented method is shown via an illustrative case.

Index Terms—Cyber-attacks, load frequency control, memory
event-triggered mechanism, power systems.

I. INTRODUCTION

N POWER systems, load frequency control (LFC) is an
effective manner to ensure the electric power quality by
regulating the frequency at desired values [1]-[4]. In a multi-
area power system, power exchanges among different areas
by tie-lines make the frequency regulation difficult. In contrast
to the centralized LFC strategy using the global system
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information, a decentralized control scheme only utilizing the
information of local area is more practical and feasible. For
LEC strategy, when the area frequency deviates from the equi-
librium point, the deviation will be used as the control signal
to adapt the valve opening of the governor, which changes the
steam flow into the steam turbine. Then the rotor speed of the
power generator is regulated to drive the generated power fre-
quency to a steady value. Recently, the networked control
strategy has been applied successfully in power systems,
where the communication among system components such as
plants, sensors, controllers and actuators is over the network
channels. The networked LFC issues of power systems have
been studied and some effective controller design methods
have been provided in some published results [5], [6]. In prac-
tical environment, the limited network channel bandwidth
could induce network congestion when tremendous data com-
munications happen, which may degrade the control perfor-
mance even cause system instability.

To overcome the above problem, event-triggered mecha-
nism (ETM) has been recognized as a preferable strategy to
save precious network resources. This strategy is executed
by designing a suitable triggering condition to choose
“necessary” data as the control signal [7]-[11]. As a result, a
great deal of outcomes about LFC power systems with ETM
can be found in [12]-[15] and the references therein. To name
a few, [12] addresses the event-triggered LFC problem of
power systems with transmission delays by using a time delay
system method. In [13], the static output frequency control
issue for time-delay power systems is investigated, in which
electric vehicles are considered in control strategy to suppress
fluctuations of frequency induced by load changes. Compared
with some ETMs with constant triggering threshold parame-
ter, an adaptive event-triggered LFC issue of power systems is
developed in [14] by designing a dynamic triggering thresh-
old. Different from the above ETMs based on sampled data
(also called discrete-time ETM), a switching ETM [16]
between a waiting period and a continuous-time ETM is utilized
in frequency regulation for power systems with time-varying
communication delays in [15]. However, the PI controller gains
Kp and K7 in [15] are given in advance, which can not be co-
designed with the system performance. In addition, it is worthy
noting that most of these ETMs use the instantaneous measured
output and last triggered data to construct the triggering rules.
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Fig. 1. The structure of the ith control area of a multi-area event-triggered

LFC system .

Practically, the measured output could have stochastic fluctua-
tions incurred by exogenous noises and disturbances [17], [18].
Under such situation, the existing ETMs are sensitive to the fluctu-
ations, which may trigger many unnecessary data to over-occupy
limited network bandwidth. [17] proposes the idea of adding the
historic information into the triggering condition, which is verified
to be valid for decreasing the triggered times by some numerical
examples. [19] extends the above ETM into an unmanned surface
vehicle system subject to failures, and designs a fault detection fil-
ter. This work also shows that the ETM based on historic informa-
tion is helpful for saving the network bandwidth. Nevertheless,
communication delays are not taken into consideration in [17].
Moreover, the integral term induced by the mean of outputs
in [17] is handled via an approximation method, which could lead
to approximation error. Therefore, the first motivation of this
work is how to remove the approximation error for the event-trig-
gered LFC power systems with communication delays.

On the other line, due to the utilization of open networks to
communicate signals, power systems are exposed to the threaten
and risk of attacks from network, like Denial-of-service (DoS)
attacks [21], [22] and deception attacks [23], [24]. For instance,
a nuclear power station of Iranian is damaged by StuxNet virus,
which affects about 60% hosts. Consequently, the security issue
of power systems has gained much researchers’ attention and
fruitful results have been reported in [25]-[27]. Generally speak-
ing, considering the case of DoS attacks with finite energy, a
resilient event-triggered LFC method for power systems is
developed in [25]. A resilient LFC approach is addressed in [26]
for power systems subject to deception attacks with a new ETM,
which is sensitive to the external disturbances. [27] proposes a
hybrid attack model, including both DoS attacks and deception
attacks, and studies the issue of LFC for power systems under an
event-based communication mechanism. Nevertheless, less
effort has been devoted to the event-triggered H, LFC issue of
power systems with deception attacks by using the past outputs,
which is another motivation of this study.

Motivated by above observations, this paper is concerned
with the decentralized event-triggered H,, LFC of a multi-
area power system against deception attacks and communica-
tion delays. The contributions are summarized as:

1) The system components such as governor, turbine and
power generator are imitated by some circuits, of which
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the dynamics can be described via some differential equa-
tions based on circuit analysis. Then the ith subsystem
is transformed to a circuit system composed by several
resistors, capacitors and operational amplifiers (OAs).
Meanwhile, the controller is also imitated by two circuit
systems. By choosing appropriate states, the state-space
system model of the ith area subsystem can be established
from these differential equations.

2) The historic system outputs in a given time interval are
utilized to design a novel METM. Compared with some exist-
ing ETMs only using current system information, the pre-
sented METM can avoid more redundant triggered data
induced by random changes of measured outputs.

3) The event-triggered LFC system with communication
delays is modeled as a switched system between a time-
varying distributed delay system and a time-varying delay
system, where a waiting time period is introduced into the
METM to avoid Zeno behavior. Then, by adopting a new
LKF related with the time-varying distributed delay terms
and a less conservative integral inequality technique, the
existence of a decentralized event-triggered H,, load fre-
quency controller is ensured by some sufficient linear
matrix inequality conditions.

The organization of this paper is given as follows. Section II
provides the system modeling and problem statement. The
main results on the event-triggered H.,, LFC of multi-area
power systems under cyber-attacks are obtained in Section III.
Simulation results are executed in Section IV. Conclusions are
summarized in Section V.

Notation: In this article, Y7 means the transpose of a
matrix or vector Y. x stands for [*]XY =YTXY or

X Y| |X Y
o)=L
Kronecker product.

]. He(Y) equals to YT + Y. ® means

II. PRELIMINARIES

For a multi-area power system with /N control areas, we
consider a simplified subsystem ¢ comprising of governor,
non-reheated turbine, and power generator (see Fig. 1,
where Af;(t) is the frequency deviation) [12], [15]. In this
paper, a circuit system model composed by resistors,
capacitors and operational amplifiers (OAs) (see Fig. 2) is
utilized to imitate the dynamics of generator, turbine and
governor. Signals and parameters of the ¢th circuit system
model are shown in Table L.

For the ¢th control area, based on Kirchhoff Voltage Law
and Kirchhoff Current Law, the dynamics of the governor imi-
tated by a circuit with resistor 12, capacitor C,; and opera-
tional amplifier OA1 can be described as:

. Rpup(t)
_ ity
Ryigy = L0 — (1)
igi = dgit + Ggi2
gu gt g
e : M
lgil = — R -
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Fig.2. The dynamic model of the ith control area of a multi-area event-triggered LFC system imitated by circuit systems.

which is written as the following differential equation:

® @

Applying the same analysis procedure to turbine and gener-
ator, the dynamic model of system plant can be derived as:

. Ry, () w8 —ug (8)—uy (1)
uﬁ(t) B _% Rijn G : lelcli :
() ugi()
wit) =~ gc, T Ry 3)
(t) = — ugi(t) Ry up(t) 1 -(t)’
Ugill) = RyiCyi Rpoy RgiCyi ' RyiCyi i
N
(1) = Z]’:l,jy&i Rbilqj (ufi(t) —ug(t))
The area control error (ACE) of the ith area is defined as:
ACE;(t) = Bjuyi(t) +wi(t), “4)

where g; is the frequency bias factor.

By choosing state vector, output vector, disturbance (load)
as Ti (t) = [ufl (t)7 Ut; (t)a Ugi (t>7 i ACEZ(S)CZS, Ul; (t)]T € RS,
y,(t) = [ACE;(t), fg ACE;(s)ds]" € R? and w;(t) = [ua(t),

T 2 . N .
n ()] € R (n;(t) = 32,2y j2 Tijuyp(t), respectively, the
state-space model of the th LFC system is established as:

.’i:l‘(t) = AL.’EL(t) + B,,;ui(t) + F;,wi(t)
y;(1) = Cim;(1) ;

&)

where the measured output y;(¢) is also the performance out-
put z;(t). A;, B;, C;, F; and H; are known system matrices
and given as

ne Load Power
Generator
— D% -
EoE 00 )
1 1
0 A 0 0 0
1 1
a=| ®mmo 0 T Y0 g
B; 0 0 0 1 o
0
N
> T, 0 0 0 0 0
L j=L.j#i -
T
FT_{—ML 000 0} Cﬁ_[ﬂi 00 0 o]
! 0 000 —1J]" " 10 00 1 0]
R, 1 Ry
H,=C;, B = , Tij=——, Di=——,
' P R T R,C, Ri;
Ry

M = RiiCy, Ty = RiiChiy Ty = RyiCyi, Ry =

Ry’

where 7 ;; and 74; represent the time constants of the governor
and turbine, respectively; D; and M, mean the damping coef-
ficient and inertia moment of generator, respectively; Ry; is
the droop coefficient; 7;; means the tie line synchronizing
coefficient for area ¢ and j.

Utilizing ACE as the input of a PI controller, one has:

t
ui(t) = KpACE;(t) + Ky / ACE,(s)ds = Kiy,(t), (6)
0

where K; = [Kp; K] is the controller gain, Kp; and K; are
the proportional and integral gains, respectively.

To mitigate the burden of communication network, the fol-
lowing METM is presented to decide the next transmitting
time of control signal:
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TABLEI
SIGNALS AND PARAMETERS IN FIG. 2 OF THE CIRCUIT SYSTEM MODEL OF THE
iTH CONTROL AREA

Symbol Nomenclatures

OA Operational amplifier

Ry, Cy; Resistor and capacitor in OAl
Tgir Tglis 1g2i Branch currents in OA1

Ugi Terminal voltage in OAl

Ryi, Cyi Resistor and capacitor in OA3
Uti Terminal voltage in OA3

Tgis Tti Resistors in OA2 and OA4
Ry14, Ry2i, Cy;  Resistors and capacitor in OAS

uf; Terminal voltage in OAS

Ryg1i, Ryfo; Resistors in OA6

Ra1i, Ra2i Resistors in OA7

Rpi1i, Rpo; Resistors in OAS8

R[M, RIQi Resistors in OA9

Ry;, Ccj Resistor and capacitor in OA(9+j), j=1,--- ,N, j#i
Ui Sum of the terminal voltages in OA(9+j)

Udi Equivalent voltage source of load

tpr = sup, {t > tp + T|[x|Vie;(t) < o[+ Wiyi (1)}, (D)

where yi(t) £ %ffih y;(s)ds, e;i(t) =y*(t) —y; (L), t) and
ti+1 are the latest and next triggering times, respectively, o; €
[0, 1) is the triggering threshold parameter, ¥; > 0 is a
weighting matrix, t > 0 is a waiting time period and h > 0
stands for an interval of past outputs.

Remark 1: In practical applications, the measured output
may include some stochastic fluctuations induced by distur-
bances or noises. Under this situation, some existing
ETMs [15], [16] based on instantaneous system output y;(¢)
could be affected by such fluctuations and generate tremen-
dous data packets. To decrease the effect of random fluctua-
tions, the integral signal y;(¢) over a given time interval A is
utilized to design the triggering condition. As a result, more
precious network resources could be economized via the pre-
sented METM than the conventional ETMs [15], [16]. More-
over, the integral signal y}(¢) can be derived by an analog RC
integral circuit system composed by operational amplifier,
resistors, capacitors and time delay module.

Remark 2: When the time interval is chosen as h — 0, (7)
reduces to

t]ﬁq = supt{t 2 tk + T‘[*]\I’,é,(t) S a; [*]\1’1:’/1 (t)} (8)

with &;(t) = y,;(t) — y;(tx), which is equivalent to the switch-
ing ETM [15], [16] and [28] with C; = I. That is to say, the
presented METM is more general than some ETMs studied in
existing results.

Remark 3: In order to avoid Zeno phenomenon (infinite
triggered events in finite time), it needs to prove that there
exists a positive minimum inter-event interval. In some exist-
ing event-triggered control systems [29], [30], a criterion is
developed to compute the lower bound on inter-event interval.
Without the complex computation of inter-event interval, a
positive time interval t is waited after each event triggered by
the proposed METM, which can be viewed as the lower bound

on inter-event interval. Then, Zeno phenomenon is excluded
naturally.

By considering the network communication delays, the input
of controller ,(t) (t € [t + Ok, tri1 + Ori1)) is expressed as

4i() = y;(th), ©

where 6, is the communication delay with upper bound 6.
Then, (9) can be further presented as

b:(1) = {yi(t_f(t))a t €[ty + 6k ti+ 0k + 1)
! y;(1), t€ [ty + 60k + 1, tpr1 +0rs1)’
(10)

where

t(t)=t—ty <h-+rt2T,
1 t—0(t)
=5 [ (s alo),
t—6(t)—h
€(t) = ei(t —0(t)),
t 0 —t
o(t) = k1 + Okt
U1 + 01—t — 0 — T
t—t,
tk+1 + 9k+1 - tk, - ek -7

O

Op1 < 0.

Remark 4: The time-varying term 6(¢) defined in (10) is a
“fictitious” delay. To use the event-triggering condition, the
similar way in [16] is taken to choose such 6(¢) in (10) that the
proposed METM (7) implies

[$]Wiei(t) < oi[+]Wiy; (t — 6(t))
with  yi(t —6(t)) =+ t:i(f))ih y;(s)ds for t€ [ty +6r+
7, tit1 + Oky1). With this treatment, the proposed METM and
the considered time-varying delays can be handled in the
united framework of time-varying distributed delay system.

By defining a novel time-varying variable n(t) 260(t) + h,
n(t) < n260+ h, g;(t) is further written as

w0 =5 ([ wioas= [ wiis) —an)

Meanwhile, the signal transmitted over the communication
network is vulnerable to be attacked by adversaries. By con-
sidering the deception attack, the controller is further
expressed as:

ui (t) = Ki(9;(t) +di(t)), (11)

where d;(t) is the deception attack to change the control signal
and satisfies

i ()], < [ Diy; (1)l (12)

with a constant known matrix D;.
By substituting (11) and (15) into system (5), the resulting
LFC system with the proposed METM is derived as:
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7B7KTC] t ; — t x;(s)as
wxt 25 ([ atns= [ ats)

— X(t)BiKiEz‘(t) + BiKidi(t) + Fiwi(t)7
(13)

where

€ [tr+ 6k, te +6p+ 1)

x(t) =17 :
17 6 [tk + ek + 7:, tk+1 + 9k+1)

The purpose of this paper is to design the decentralized con-
troller (11) such that

1) When w;(t) = 0, the exponential stability of the ith LFC
system (13) is ensured;

2) When w;(t) # 0 and z;(0) =0, the H,, performance

o 2 Wzi(t)dt < y? [ w! (t)w;i(t)dt is ensured with a

prescribed y; > 0.

For further proceeding, the following definition and lemma
are presented to obtain the main results.

Definition 1: [35] The Legendre polynomials defined over
the interval [a, b] are given as

=)

with P = (-1)"(7::) <mj">

Some properties are presented as:

1) Orthogonality: Vi € N, f LL(s)L(s)ds = =W,
where  L,(s) £[ Lo(s) Lm(s) oo Le(s)]"  and
W, = diag{1,3,...,2c+ 1};

2)Bound: Vi € N, L,,(b) =1, Ly(a)=(-1)";

3) Differentiation: for m = 0, L, (s) = 0; and for m > 1,

m—1 (2m+1 m k
Lm(s) kO(chr1>(1_( 1)+>
Lemma 1: [31] For a given function z(v) € R%, v € [a, b],

a matrix R € R?Y > 0, the following inequality

b
1 K 0
x| Rx(s)ds> *|(RQW, o(k+1) (Hl)q}[/,()
[ etz pRew (| gy Je
(14)
holds for any S € R%? satisfying R > 0, c¢€ [a, b,

b
mecwenmine = [T G- [fbe]

Proof: By choosing w(s) = 1 and f(s) = L,(s) in Lemma
3 in [31], the above lemma can be obtained directly. |

Remark 5: The matrix K, (1) € R¥TD*at1) denotes the
communication matrix for Kronecker products, which has the
same property shown in Lemma 2 in [31]. In addition, K (1)
can be solved by the Matlab function vecperm(q, (k + 1))
given by [32].

1575

III. MAIN RESULTS

For simplifying the derivations of the main results, we
define

[055a-1) I5 O5501014x-a)44 |, a=1,...,10+ 4k
EL2< [Og500440 T2 02], a=11+ 4k

[02 (10+4c) 02 12] a=12 44«

[05,50-1) 05.2(-2) 15 055(10-+4c—b)+4 |

b=1,2.4,....10 +4x

Ez2q [0210 I 0207+4K+4], b=3

[025(9+40)+2 02}, b=11+ 4«

[020(9+4:<+2 02 }, b=12+ 4k

1y /il() 2 /'3,1(75)
L(t) = {4’2@], LA(t) = [/’3,2(?5)}’

By defining Z = [ I5
t—6(t)

/t@(f,)h

First, the stability analysis conditions for system (13) satis-
fying H, performance are provided in the following theorem.
Theorem 1: For given parameters o;, T, h, 6, 41, [19, under
the METM (7), the exponential stability with a decay rate A
and an H, performance y; of the ith subsystem (13) is

guaranteed, if there exist symmetric matrices P;, QJ1; > 0,
Q2 >0, Uy >0, Uy >0, Ry; >0, Ryy >0, ¥; >0,

Qy; = [Q% Si] >0, Ry = [Rli Sli] >0, Ry =

05 5¢ ], one obtains

y(s)ds = CT (L2, (0~ £L, (). (15)

ST Qo 5% Ry
Ry Sy -
S2T. Ro; > 0, 0 < Z; < vl and matrices K; and Y;
such that
P > 0, (16)
I, + O] < 0, (17)
7 + 0 < 0, (18)
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where
e N Le, NAag, PMa Ens
. €y ",
Pi=DF+ diag{os,f//u,T//zm 1,
0 n
71 = We@ Uy, 79 = W, @ Uy,

H1 T+ He(#!2h), 7' = (uYE! + Y EDT,

= AE}+B,K,C.E}+F.E},,, +B/KE},, , —Ei,
- %LTQ%L +A;,
0! =EL'(v(D;C;))" D;:C; + CTC))EL,

r} = He(MTP,N,) + 2\M' P,M,

E} E{
M, = I[;l(,1+]li.2 , Ni= 1E%_1E}> (Hll‘HI 2) |,
Les+lis 1E} 1B, -2 (11,412 )
]IlT_ EL7 ELT :|T —1.9.3.4
kg 6+ (j+1)k— 6+(i+1)c | » J = 1, 4,9,%,
T A o 1T
:[I5 I5]5(K+1),57 ]-T: [(—1)015 (—1) 15} 5
)\81 R |
A, = . )\l : )\l _ —(2l+1)(1—(—1)w),l§g,
K . g . ) g 0’ l > g,
)\OI e X

A _dlag{Alz’A%i’Oanzllz’Al Aflisz%z’Aélsz’Afl)sziOz}

512
17 = 7Qy;, qu; = Qi + Uyi + ORy; + Us; + 1Ry,

A}Li = —e:Q, A},i = —egly;, A(lji = —eyUai,
AL = —%KT 71K, 71 = Ry @ W,
Ay = —@KT 79K, 79i = Ra @ Wi,
12 F2+]IT<D Ly + He(722), Ay, = =21,
7= (Y B} + moY B, Ay, = —Zi,
C?ZAiEZ—BiKiE2+%BiKiCiH3
+ FiEY g+ BiKEY , — B,
I'? = He(MIP,Ny) + 2AMY P, M, — %HQTQmHa + A7,
0 = B2 (v(D;C;))" D:C; + CTC))E2,

2
E3 E?
M= Hf,ﬁﬂiz , Ny= 1E%_1E§ (H21+]I 2) |,
12417, 1E?-1E2 -2 S (125 +07 )
T
2 2 )
]IIQ(T = |:]E()+T(7+l) EGi(‘j"’l) :| y J = 15273747
2 . I ALl Al Al Al Al Al
Aj = dzag{Ah., 0 02, Ay Ay, Mgy Az Agis Agis Aqgi }
E1 _ El
I, 2 3, I = [E} - E}], I3 = (B, — E2),
El —E!
E2 -, 02,5
I,=| 2| ® = os T
I 052 4C;¥;C;

T

Proof. We define £ (t) = [z!(t) ~17(t) +2"(t)] and

3
construct an LKF as

S

Vit) = €' (1) PEL(1) + / 60T (5) Qi (s)ds

t
n / 2A(s1)
t—0

+ / BT (U + (s — 4 1) Rae ()

of fes

By using Lemma 1 to the selected LKF (19), it gives

x! (8)[Un; + (s — t + 0) Ry;)zi(s)ds

(8)Qa;(s)dsdv.
(19)

/0 N k| Uiz (t + s)ds > > [¥](Wy © Uyi) 7e(t), (20)
-0

CD

/ MUt 1 8)ds > AW Un) 2(0). 1)

S

In terms of (19) and (20), one can get

0
N [%]Quizi(t + s)ds

T

Vi(t) > 80P (1) + /

0
—|—/ [+ Ryxi(t + s)ds
-8

0
—|—/ e [%]| Rysz; (t + s)ds
=

0 pt
+ / / A6 4] Qo (s)dsdv. (22)
—7 Jt+v

Therefore, V;(t) > 0 is guaranteed by R;; > 0, Ry > 0,
Qi > 0,Q2 > 0,P; > 0.
Next, the time derivative of LKF is calculated as:

Vi(t) + 2A\Vi(t)
< 28] (1) P (1) + 208] (£) P& (1) + T[] Qi () + [+]
X (Q1i+ Ui +0R1;+Us;+ 1R )i (t)

— e [*]Quzi(t — T) — e /t;[*]QQiﬂ'ci(S)dS

0

— eg[¥]Unzi(t — 0) — e [@[*]Rlixi(t + s)ds
0
— ey [¥|Ugizi(t — 77) — e, /_J*]Rgixi(t + s)ds. (23)

Then, to guarantee the exponential stability of the ith LFC
subsystem (13) with a given index y;, it needs
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Vi(t)+22Vi(t) +2] (8)z:(t) —yiw] (Dwi(t) < Ti(t) <0,  (24)

where

Ti(t) 226] (1) P&, (t) + 27E] () P& (1) + ] (1) Quiiki(2)
+a] ()(Qui + Ui + ORy; + Uy + 1R + CF Ci)i(t)

—viw, ()wi(t)—e[x]Quzi(t — T)—er /f_i[*]Qmﬂ'Uz(S)dS

0

— eg[x]Upizmi(t — 0) — eg /é[*]Rul‘i(t + s)ds
0

— ey[*]Uzimi(t — 1) — e, /ﬁ*]RQimi(t + 5)ds.

-n

With the help of Lemma 1, the last two integral terms in
(24) can be relaxed as:

0
— ey /@[*]Rlixi(t + s)ds < — % KT 2, KLL(t), (25)
0
— o [ (Bt 5)ds < - L RT KD, 20)
. n
According to (12) and 0 < Z; < vI, one can get
v:cT(t) (DiCj)TDiCi.’ILIj (t) — d?(t)ZLd,(t) > 0 (27)

Next, two cases where the system (13) is operated over the
time interval t € [t + 6, tr + T+ 6)) and the time interval
t € [ty + T+ Ok, tii1 + Ok1) are considered, respectively.

Case I (x(t) = 1): The system (13) is given as:

Define ¢1.(t) = |27 (t) =7 (t) =l (t —=(t)) =zl (t—7)
!

(t=0) =l (t—n) L(t) L'(t) @ () d] (1)].

Thus, the system (28) can be reformed as:
7i6(t) = 0. (29)

Based on the bound property and differentiation property of
L;(v), we have

20 = 13(0)~ 1i(t-0) 3 (4, 0+ 7 Lo(0), G0)
20 =130~ Lae-1) - (A 0+ L0). 1)

&,(t) and &,(t) also can be denoted as:
&(t) = Migy, (1), &(1) = Nagyi(2). (32)
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Based on 9y > 0 and applying the reciprocally convex
lemma [33] to handle —e, fttii[*]Qgi:ti(s)ds, it yields

t

e [ WQuai(9)ds < - ST Qaleu(e): 33
t-7

From (25), (27), (32) and (33), (24) is ensured by

& (O[T +07)5,(t) < 0. (34)

From (29) and the construction of 7! = (u,Y;El +
T :
1Y, E5)", one can derive

() He( 710 )gy(t) = 0. (35)
By substituting (45) into (44), it leads to
(I + 0;)2y,(t) < 0, (36)

which is equivalent to (17), where I1; = '} 4+ He(~}<}).
From (46) and (17), one obtains

Vi(t) +20Vi(t) < =z (Dz(t) + viw] (wi(t).  (37)
Case II (x(t) = 0): The system (13) is given as:
. 1 2 1
&i(t) = Ai(t) + 7 BK,CI (L2, () = £1,(1))
_ BZ-Kz-ei(t) + BiKidi(t). (38)

Define ¢Z.(1) = {fc?(t) () ) ot —7)
SH(0-0) al(-n) L0) 1270) =) )],

1 13

With the above definition, system (38) is shown as:

“365(t) = 0. (39)
&,(t) and &, (t) are expressed as
&i(t) = Maty(t), &(t) = Noly(t). (40)

By using Jensen inequality [34], it results in

¢ e
_ 6:/ [¥]Qoii(s)ds < —— [#](I3 Qailla)&o; (£).  (41)
t—71 T

Based on ﬁi,l(t) - £,1<,1(t) =I385(1), €(t) = E3y(t),
(15) and the triggering condition (7), one has

0

2 [ (Cillso; (1)) — [¥] Wi (t) = [¥] (T] DTL4) £, (t) > 0.
(42)
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Utilizing (42) to (24), we need

Vi(t) + 20Vi(t) + 2] () z:(t) — viw] (t)wi(t)
+ [ Wiei(t) — [x]Wiei(t)

< Ji(t) + (@ di1)e,(t) < 0. (43)

From (25), (27), (40), (41) and (43), (24) is ensured by

& (D7 + 07)8(t) < 0. (44)
In terms of (39) and the construction of //2 (,ulYiEE +
WY E2 ) one can derive

£ (D He( 777 1)E5(t) = 0 (45)
By adding (45) to (44), it yields

£ (O + 07)8(t) < 0, (46)

which is
He(732%).
Thus, it is easy to obtain (37) for Case II.
Then integrating both sides of (37) from 0 to co gives

further ensured via (18), where II? =T7+

Vi(oo)—‘/;(O)</Ooc(y?w,iT(t)wi(t)—ziT(t)zi(t))dt. 47)

If w;(t) =0, one has Vj(t) 4+ 2\Vi(t) < 0 from (24).
Hence the system (13) is exponentially stable with a decay
rate \. Moreover, we have [ 2! (t)z(t))dt < y? [° @]
w; (t)dt under x;(0) = 0. These fulfill the proof.

Remark 6: According to the condition (16), it does not need
the matrix P; to be positive to guarantee a positive LKF (19).
This treatment could reduce the conservativeness of the stabil-
ity conditions than the existing results in [20] based on all pos-
itive Lyapunov matrices.

Remark 7: Compared to the method based on Simpson’s
rule in [17], [19] to approximate the distributed delay term
induced by METM, it is utilized directly by our method based
on Legendre polynomials in Lemma 1, which removes the
approximation error introduced by Simpson’s rule.

Next, in terms of the results in Theorem 1, sufficient condi-
tions are developed in Theorem 2 to design an event-triggered
H load frequency controller.

Theorem 2: For given parameters o;, T, h, 6, (1, 4o, § and
p, under the METM (7), the exponential stability with a decay
rate A and an H ,, performance y; of the ith subsystem (13) is
ensured, if there exist symmetrlc matrices B, Qu > 0, le >
0, U17>O U27>0 R1L>0 R27>0 v, > 0, Q?z:

Q2i Si o _ | Ry éju
{SZ-T Q2i =0 i = ST Ry

[% %QZL] > 0, Z; > v 'Tand X;, L; and G; such that

:| > 0, 5%273:
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757; > 0, (48)
(11! EX,07 EL"X,(vD;C)" ]
* -1 0 < 0, (49)
| * * —vl ]
(112 E2"X,CT E27X,(vD;C,)" ]
x -, 0 <0, (50)
R * —vI ]
[ =Ji .Ci — Ci X))
(GC—CX) | (51)
(GiCi— CiX, 1
where
Pi=DP+ diag{o&%;/u,efn;/m, b
n
i =W, ® Uy, 79 =W, ® Usy,

[} =T} + He(7}7}), = (1B} + poE3)",
l=AXE+B;Li(C; E1+E1MK) +FEq, —XE],
1"1 = He(MTHNl) + 2)\MTP5M1 — gHTQZiHI + ]\1,
A} = diag{Ay;, Ay, 05, A, Agy, Ag;, A%m Agis Agi At}

A%i = 7Qu, A = Qui + Uyi + 0Ry; + Uy; + 7Ry,
Al = —eQu, /N\éi = —egUy, Ay = —eUsi,

AL = *%KT K, 7 =R @ W,

/ié,; _eTﬂKT 79K, 7o = Ro; @ W,

I =T7 + I[ Q1 + He(7277), Ay, = —y21,

= (MlEl + /'LZEQ) ) A%Oi = PZZZ' —2pGi,

N 1

7 22 ZAT;XiEQ — BZLJEg—F E BzLTCTHJ
+ FiE},y, + BiLiE} ,, — XiE7,

2 = He(MIP,N,) + 2AML B;M, — ?HTQQZ-HQ +A2,

12 e 1 X1 1 1 1 1 1
A; = diag{Ay;, 21)0271\417/\ AmaAnvAswAgwsz}

~ —, 025
d; =
05,2

Y ofk Hof
In addition, the controller gain is obtained as K; = L;G; L
Proof: Using Schur complement to (17), we have

' e’ EY(wDiC)”

(2

* .y 0 < 0. (52)
* * —vl
Define X; = Y !, Ry = X; R, X;, Ryi = X;Ro; X;, Uy; =

X; Ulsz U27 - X UZzXz, le =X leXu QQZ =X QQL i
S, X; S,AX:L, Slz - X,Sh 527, - X,S2L \I’ -
GV,Gi, P=(ly3® Xz')Pi(12K+3 ® Xi), GiCi =C:X;
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TABLE II
SYSTEM PARAMETERS
Parameters Area 1 Area 2 Area 3
D; 1.8 1.5 1.2
M 12 12 12
Tgi 0.35 0.4 0.3
Ti 0.2 0.17 0.15
Rii 0.05 0.05 0.05
Bi 61.8 51.5 61.2
J12 =0.2 o3 = 0.12 31 = 0.25

Pre- and post-multiplying (17) from both sides with
matrix X; =diag{ X;, X;, Xi, Xi, Xi, Xiy L1 @ X, [ @
X, I, G;, I, I} and its transpose XZT one has

—I 0 < 0, (53)

* —vl

' EyX,CT EYX,(wD,C)"
k
k

=T+ He(7}7}), Al =-GiZ,G,

Adopting the inequality —G;Z;G; < ,02Zi_1 —2pG; to
(53), one has (49) by defining a new variable Z; = Z,;l.

By the similar way above, (48) and (50) can be derived.

Next, based on the control design approach [20], one gets

(GiC; — €, X)) (G:C,; — C: X;) = 0. (54)

With the help of Schur complement, (54) is transformed as
the optimization issue (51). Thus, the proof is fulfilled. |

IV. EXAMPLE

In this example, similar to [12], [15], we consider a three-
area power system, the parameters of which are given in
Table II.

These parameters can be imitated by choosing the values of
resistors and capacitors given in Table III.

Similar to [20], a tangent function satisfying the condition
(12) is selected as the mathematical expression that generates
the deception attack. Then, the deception attack d;(t) =
[0.3tanh(y;; (t)); 0.3tanh(y;,(t))] is considered, and we have
Ildi(t)]l5 < || DiCiz;(t)||, with D; = 0.31,. The other parame-
ters are selected as o; = 0.1, h =0.025, 7 =0.005, u; =
0.06, puy =10, § =0.01, p=0.5 and y; = 10 for i = 1,2, 3.
The time-varying communication delay is a random variable
satisfies uniform distribution with upper bound 6 = 0.03.

To illustrate the effectiveness of the developed event-trig-
gered controller against deception attacks, two cases are con-
sidered as follows:

TABLE IIT

THE VALUES OF RESISTORS AND CAPACITORS
Parameters Area 1 Area 2 Area 3
Ry 1.8k2 1.5k 1.2k
Rya; 1kQ 1kQ 1kQ
Cy; 12mF 12mF 10mF
Ry; 1kQ 1kQ 1kQ
Cyi 0.35mF 0.4mF 0.3mF
Ry; 1kQ2 1kQ2 1k
Cli 0.2mF 0.1TmF 0.15mF
Ryy; 0.05k%2 0.05k%2 0.05k€2
Rya; 1kQ 1kQ 1kQ
Ra1i 6.18k<2 5.15kQ 6.12k$2
Ra2;i 0.1kQ2 0.1kQ2 0.1kQ2
Ry; 1k 1k 1k
Cei 4mF 5mF 8.33mF

Case A: the event-triggered controller is designed without
considering the effect of deception attacks. Under this case,
by removing the corresponding rows and columns related to
d(t) in Theorem 2, the controller gain and triggering matrix
are solved as:

[ 0.3091  —0.0310]
K, =[0.2159 —0.1765], ¥, = ;
| —0.0310  0.1772 |
[ 0.3093  —0.0471]
K> =1[0.3308 —0.0657], ¥, = ;
| —0.0471  0.1832 |
[ 0.3035 —0.0343]
K3 =[0.2627 —0.0951], W5 = ;
| —0.0343  0.1663 |

Case B: the event-triggered controller gain is designed by
considering the effect of deception attacks. In this case, they
are derived by Theorem 2 as:

[ 1.7485  —0.0529]
K =[-01779 —0.0832], ¥, = ;
| —0.0529  1.3877 |
(20737 —0.1344]
K, =[-0.1415 —0.0252], ¥, = :
| —0.1344  1.4293 |
[ 1.6063 —0.0896]
K3 =[—0.1540 —0.0301], W3 = .
| —0.0896  1.4081 |

The simulation is executed in Matlab/Simulink environment.
The part of power system and the part of controller are imitated
by some analog circuits, which are simulated by using the spe-
cial modules provided by Simcape toolbox of Simulink. In
Fig. 3, some resistors, capacitors and operational amplifiers are
utilized to imitate the power system. The time-varying delays
induced by communication network are implemented via the
general modules (variable time delay and uniform random num-
ber) provided by Simulink. The initial conditions are taken as
271(19):[0.3 0 02 0 O]T, 22(0)=[-03 0 0.1
00]", z3(0)=[—0.2 0 0.2 0 0] and the simulation
step is 0.0025 s. Due to the random changes of users, the load
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Fig. 3. The simulation framework of subsystem 1 of a multi-area power system imitated by circuit systems.
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Fig. 5. Case A: Release instants of three areas. Fig. 7. Case B: Release instants of three areas.
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TABLE IV
H,, PERFORMANCE INDICES y,, i = 1,2, 3

Y1 Y2 Y3
Our method 5.8795 3.4996 5.4052
Method in [20] 6.6010 5.0227 6.0542
TABLE V
THE NUMBER OF TRIGGERED EVENTS: N
Aera 1 Aera 2 Aera 3
METM (7) 43 32 38
ETM (8) in [15] 79 55 59
oof A “Ow METM ||
01k / — — —-Switching ETM ||
01F =7 g
0.2 4
-0.3 .
0 1 2 3 4 5 6 7 8 9 10

——o Our METM
— Switching ETM

o
o
T

=4
>
T

Release instants
°
>
-

o
S
T

%

Time (sec)

Fig. 8. Af; and release instants under different ETMs.

disturbance is taken as wug(t) =a(t) for 0 <t < 5s
(ugi(t) = 0fort > 5 s), where a(t) is arandom variable subject
to the uniform distribution and |a(¢)| < 20. The responses of the
frequency and release instants under Case A and Case B are
shown in Fig. 4 - Fig. 7, respectively.

From Fig. 4 and Fig. 6, one can see that better control per-
formance and fewer triggering times are obtained by our
event-triggered LFC method (Case B) than by the method
without introducing the deception attacks into the controller
design (Case A). To be specific, in Case A, the rise time of
three areas is about 4 s and the settling time is larger than
20 s. In Case B, however, the rise time is about 1.8 s and the
settling time is about 8 s. Note that both the rise time and the
settling time in Case B are much smaller than the values in
Case A.

To illustrate the advantage of our method without requiring
the Lyapunov matrix P; to be positive over the conventional
method with P, > 0 in [20], the values of the H,, perfor-
mance indices for three control areas obtained by them are
produced in Table IV. Based on the table, one observers that
smaller H,, performance indices can be obtained by our
method, which is less conservative than the method in [20].

In addition, to demonstrate the merit of the proposed
METM (7), the comparison results with the existing switching
ETM (8) are produced as follows.
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Fig.9. Af; and release instants under different ETMs.
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Fig. 10. Af; and release instants under different ETMs.

Here, the same parameters, deception attacks in the above
simulation are chosen. The external disturbance is considered
as ug;(t) = a(t) for 3 < ¢t < 6 s (otherwise, ug;(t) = 0). For
three control areas, the responses of the frequency and the
release instants under different ETMs are depicted in Fig. 8 -
Fig. 10, respectively. The number of triggered events (N\)
under different ETMs is derived in Table V.

According to these figures and Table V, one observes
that almost the same responses of the area frequency devi-
ation Af; are performed by these different ETMs. How-
ever, the amounts of triggered events for three control
areas obtained via our proposed METM are decreased by
45.57%, 41.82% and 35.59% compared with the results
produced via the existing switching ETM, respectively.
This implies that with the introduction of the historic mea-
sured output, fewer control signals are triggered to guaran-
tee the stability of the power systems and more network
resources are saved than the existing ETM.

V. CONCLUSION

This paper has studied the decentralized memory-event-
triggered H,, LFC of multi-area power systems subject to
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deception attacks and communication delays. Some circuits
were adopted to simulate the dynamics of governor, turbine and
power generator. To decrease the update times of control
actions, the mean of past outputs was employed to construct the
triggering rule. Then, a switched distributed delay system model
was established to represent the power systems with deception
attacks and communication delays under METM. By choosing a
new LKF dependent on the distributed delay terms, sufficient
stability and stabilization conditions were provided to be resil-
ient against limited bandwidth and cyber-attacks. Furthermore,
a circuit system was built up and simulated in the Matlab/Simu-
link to show the advantages of the presented strategy.
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