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Abstract—This article focuses on H1 load frequency control
(LFC) of multi-area power systems with cyber-attacks and
communication delays by a memory-event-triggered mechanism
(METM). The dynamics of power system components, such as
governor, turbine and power generator, are imitated by some
circuit systems. To save the precious network bandwidth, a
METM is constructed to decide which measured data should be
transmitted as the control signal. In contrast to some memoryless
ETMs, the proposed METM uses historic data over a fixed
period. To guarantee no Zeno behavior, a positive constant time
is waited after each trigger happens. By treating the exchanges of
tie-line power between the ith control area and other areas as
exogenous disturbances, a novel decentralized distributed delay
system is modeled to represent the decentralized H1 LFC of a
multi-area power system under the proposed METM with
deception attacks and communication delays. By selecting a
Lyapunov-Krasovskii functional (LKF) based on the distributed
delay terms, new sufficient criterions are obtained to co-design
the H1 LFC controller and triggering parameters for power
systems against deception attacks. Finally, the advantages of the
presented method is shown via an illustrative case.

Index Terms—Cyber-attacks, load frequency control, memory
event-triggered mechanism, power systems.

I. INTRODUCTION

IN POWER systems, load frequency control (LFC) is an

effective manner to ensure the electric power quality by

regulating the frequency at desired values [1]–[4]. In a multi-

area power system, power exchanges among different areas

by tie-lines make the frequency regulation difficult. In contrast

to the centralized LFC strategy using the global system

information, a decentralized control scheme only utilizing the

information of local area is more practical and feasible. For

LFC strategy, when the area frequency deviates from the equi-

librium point, the deviation will be used as the control signal

to adapt the valve opening of the governor, which changes the

steam flow into the steam turbine. Then the rotor speed of the

power generator is regulated to drive the generated power fre-

quency to a steady value. Recently, the networked control

strategy has been applied successfully in power systems,

where the communication among system components such as

plants, sensors, controllers and actuators is over the network

channels. The networked LFC issues of power systems have

been studied and some effective controller design methods

have been provided in some published results [5], [6]. In prac-

tical environment, the limited network channel bandwidth

could induce network congestion when tremendous data com-

munications happen, which may degrade the control perfor-

mance even cause system instability.

To overcome the above problem, event-triggered mecha-

nism (ETM) has been recognized as a preferable strategy to

save precious network resources. This strategy is executed

by designing a suitable triggering condition to choose

“necessary” data as the control signal [7]–[11]. As a result, a

great deal of outcomes about LFC power systems with ETM

can be found in [12]–[15] and the references therein. To name

a few, [12] addresses the event-triggered LFC problem of

power systems with transmission delays by using a time delay

system method. In [13], the static output frequency control

issue for time-delay power systems is investigated, in which

electric vehicles are considered in control strategy to suppress

fluctuations of frequency induced by load changes. Compared

with some ETMs with constant triggering threshold parame-

ter, an adaptive event-triggered LFC issue of power systems is

developed in [14] by designing a dynamic triggering thresh-

old. Different from the above ETMs based on sampled data

(also called discrete-time ETM), a switching ETM [16]

between a waiting period and a continuous-time ETM is utilized

in frequency regulation for power systems with time-varying

communication delays in [15]. However, the PI controller gains

KP and KI in [15] are given in advance, which can not be co-

designed with the system performance. In addition, it is worthy

noting that most of these ETMs use the instantaneous measured

output and last triggered data to construct the triggering rules.
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Practically, the measured output could have stochastic fluctua-

tions incurred by exogenous noises and disturbances [17], [18].

Under such situation, the existing ETMs are sensitive to the fluctu-

ations, which may trigger many unnecessary data to over-occupy

limited network bandwidth. [17] proposes the idea of adding the

historic information into the triggering condition, which is verified

to be valid for decreasing the triggered times by some numerical

examples. [19] extends the above ETM into an unmanned surface

vehicle system subject to failures, and designs a fault detection fil-

ter. This work also shows that the ETM based on historic informa-

tion is helpful for saving the network bandwidth. Nevertheless,

communication delays are not taken into consideration in [17].

Moreover, the integral term induced by the mean of outputs

in [17] is handled via an approximation method, which could lead

to approximation error. Therefore, the first motivation of this

work is how to remove the approximation error for the event-trig-

gered LFC power systemswith communication delays.

On the other line, due to the utilization of open networks to

communicate signals, power systems are exposed to the threaten

and risk of attacks from network, like Denial-of-service (DoS)

attacks [21], [22] and deception attacks [23], [24]. For instance,

a nuclear power station of Iranian is damaged by StuxNet virus,

which affects about 60% hosts. Consequently, the security issue

of power systems has gained much researchers’ attention and

fruitful results have been reported in [25]–[27]. Generally speak-

ing, considering the case of DoS attacks with finite energy, a

resilient event-triggered LFC method for power systems is

developed in [25]. A resilient LFC approach is addressed in [26]

for power systems subject to deception attacks with a new ETM,

which is sensitive to the external disturbances. [27] proposes a

hybrid attack model, including both DoS attacks and deception

attacks, and studies the issue of LFC for power systems under an

event-based communication mechanism. Nevertheless, less

effort has been devoted to the event-triggeredH1 LFC issue of

power systems with deception attacks by using the past outputs,

which is another motivation of this study.

Motivated by above observations, this paper is concerned

with the decentralized event-triggered H1 LFC of a multi-

area power system against deception attacks and communica-

tion delays. The contributions are summarized as:

1) The system components such as governor, turbine and

power generator are imitated by some circuits, of which

the dynamics can be described via some differential equa-

tions based on circuit analysis. Then the ith subsystem

is transformed to a circuit system composed by several

resistors, capacitors and operational amplifiers (OAs).

Meanwhile, the controller is also imitated by two circuit

systems. By choosing appropriate states, the state-space

system model of the ith area subsystem can be established

from these differential equations.

2) The historic system outputs in a given time interval are

utilized to design a novel METM. Compared with some exist-

ing ETMs only using current system information, the pre-

sented METM can avoid more redundant triggered data

induced by random changes of measured outputs.

3) The event-triggered LFC system with communication

delays is modeled as a switched system between a time-

varying distributed delay system and a time-varying delay

system, where a waiting time period is introduced into the

METM to avoid Zeno behavior. Then, by adopting a new

LKF related with the time-varying distributed delay terms

and a less conservative integral inequality technique, the

existence of a decentralized event-triggered H1 load fre-

quency controller is ensured by some sufficient linear

matrix inequality conditions.

The organization of this paper is given as follows. Section II

provides the system modeling and problem statement. The

main results on the event-triggered H1 LFC of multi-area

power systems under cyber-attacks are obtained in Section III.

Simulation results are executed in Section IV. Conclusions are

summarized in Section V.

Notation: In this article, Y T means the transpose of a

matrix or vector Y . � stands for ½��XY ¼ Y TXY or

X Y
Y T Z

� �
¼ X Y

� Z

� �
. HeðY Þ equals to Y T þ Y . � means

Kronecker product.

II. PRELIMINARIES

For a multi-area power system with N control areas, we

consider a simplified subsystem i comprising of governor,

non-reheated turbine, and power generator (see Fig. 1,

where DfiðtÞ is the frequency deviation) [12], [15]. In this

paper, a circuit system model composed by resistors,

capacitors and operational amplifiers (OAs) (see Fig. 2) is

utilized to imitate the dynamics of generator, turbine and

governor. Signals and parameters of the ith circuit system

model are shown in Table I.

For the ith control area, based on Kirchhoff Voltage Law

and Kirchhoff Current Law, the dynamics of the governor imi-

tated by a circuit with resistor Rgi, capacitor Cgi and opera-

tional amplifier OA1 can be described as:

Rgiigi ¼
Rf1iufiðtÞ

Rf2i
� uiðtÞ

igi ¼ igi1 þ igi2

igi1 ¼ � ugiðtÞ
Rgi

igi2 ¼ �Cgi _ugiðtÞ

8>>>><
>>>>:

; (1)

Fig. 1. The structure of the ith control area of a multi-area event-triggered
LFC system .
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which is written as the following differential equation:

_ugiðtÞ ¼ � ugiðtÞ
RgiCgi

� Rf1i

Rf2i

ufiðtÞ
RgiCgi

þ 1

RgiCgi
uiðtÞ (2)

Applying the same analysis procedure to turbine and gener-

ator, the dynamic model of system plant can be derived as:

_ufiðtÞ ¼ � Rl1i
Rl2i

ufiðtÞ
Rli1Cli

þ utiðtÞ�udiðtÞ�uliðtÞ
Rli1Cli

_utiðtÞ ¼ � utiðtÞ
RtiCti

þ ugiðtÞ
RtiCti

_ugiðtÞ ¼ � ugiðtÞ
RgiCgi

� Rf1i

Rf2i

ufiðtÞ
RgiCgi

þ 1
RgiCgi

uiðtÞ
_uliðtÞ ¼

PN
j¼1;j6¼i

1
RbiCcj

ðufiðtÞ � ufjðtÞÞ

8>>>>><
>>>>>:

; (3)

The area control error (ACE) of the ith area is defined as:

ACEiðtÞ ¼ biufiðtÞ þ uliðtÞ; (4)

where bi is the frequency bias factor.

By choosing state vector, output vector, disturbance (load)

as xxiðtÞ¼½ufiðtÞ; utiðtÞ; ugiðtÞ;
R t
0 ACEiðsÞds; uliðtÞ�T 2R5,

yyiðtÞ ¼ ½ACEiðtÞ;
R t
0 ACEiðsÞds�T 2 R2 and $$iðtÞ ¼ ½udiðtÞ;

hiðtÞ�T 2 R2 (hiðtÞ ¼
PN

j¼1;j6¼i T ijufjðtÞ), respectively, the

state-space model of the ith LFC system is established as:

_xxiðtÞ ¼ AAixxiðtÞ þ BBiuuiðtÞ þ FFi$$iðtÞ
yyiðtÞ ¼ CCixxiðtÞ
zziðtÞ ¼ HHixxiðtÞ

8<
: ; (5)

where the measured output yyiðtÞ is also the performance out-

put zziðtÞ. AAi, BBi, CCi, FFi and HHi are known system matrices

and given as

AAi¼

� Di
Mi

1
Mi

0 0 � 1
Mi

0 � 1
T ti

1
T ti

0 0

�1
RfiT gi

0 � 1
T gi

0 0

bi 0 0 0 1XN
j¼1;j 6¼i

T ij 0 0 0 0

2
66666666664

3
77777777775
; BBi¼

0

0
1

T gi

0

0

2
6666664

3
7777775
;

FFT
i ¼

� 1
Mi

0 0 0 0

0 0 0 0 �1

� �T
; CCi¼

bi 0 0 0 0

0 0 0 1 0

� �
;

HHi ¼ CCi; bi ¼
Ra1i

Ra2i
; T ij ¼

1

RbiCcj
; Di ¼

Rl1i

Rl2i
;

Mi ¼ Rl1iCli; T ti ¼ RtiCti; T gi ¼ RgiCgi; Rfi ¼
Rf1i

Rf2i
;

where T gi and T ti represent the time constants of the governor

and turbine, respectively; Di andMi, mean the damping coef-

ficient and inertia moment of generator, respectively; Rfi is

the droop coefficient; T ij means the tie line synchronizing

coefficient for area i and j.
Utilizing ACE as the input of a PI controller, one has:

uuiðtÞ ¼ KPiACEiðtÞ þKIi

Z t

0

ACEiðsÞds ¼ KKiyyiðtÞ; (6)

where KKi ¼ ½KPi KIi� is the controller gain, KPi and KIi are

the proportional and integral gains, respectively.

To mitigate the burden of communication network, the fol-

lowing METM is presented to decide the next transmitting

time of control signal:

Fig. 2. The dynamic model of the ith control area of a multi-area event-triggered LFC system imitated by circuit systems.
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tkþ1 ¼ supt t � tk þ tj½��CieeiðtÞ � si½��Ciyy
�
i ðtÞ

� �
; (7)

where yy�i ðtÞ , 1
h

R t

t�h yyiðsÞds, eeiðtÞ ¼ yy�ðtÞ � yyiðtkÞ, tk and

tkþ1 are the latest and next triggering times, respectively, si 2
½0; 1Þ is the triggering threshold parameter, Ci > 0 is a

weighting matrix, t > 0 is a waiting time period and h > 0
stands for an interval of past outputs.

Remark 1: In practical applications, the measured output

may include some stochastic fluctuations induced by distur-

bances or noises. Under this situation, some existing

ETMs [15], [16] based on instantaneous system output yyiðtÞ
could be affected by such fluctuations and generate tremen-

dous data packets. To decrease the effect of random fluctua-

tions, the integral signal yy�i ðtÞ over a given time interval h is

utilized to design the triggering condition. As a result, more

precious network resources could be economized via the pre-

sented METM than the conventional ETMs [15], [16]. More-

over, the integral signal yy�i ðtÞ can be derived by an analog RC

integral circuit system composed by operational amplifier,

resistors, capacitors and time delay module.

Remark 2: When the time interval is chosen as h ! 0, (7)
reduces to

tkþ1 ¼ supt t � tk þ tj½��Ci~eeiðtÞ � si½��CiyyiðtÞf g (8)

with ~eeiðtÞ ¼ yyiðtÞ � yyiðtkÞ, which is equivalent to the switch-

ing ETM [15], [16] and [28] with Ci ¼ I. That is to say, the

presented METM is more general than some ETMs studied in

existing results.

Remark 3: In order to avoid Zeno phenomenon (infinite

triggered events in finite time), it needs to prove that there

exists a positive minimum inter-event interval. In some exist-

ing event-triggered control systems [29], [30], a criterion is

developed to compute the lower bound on inter-event interval.

Without the complex computation of inter-event interval, a

positive time interval t is waited after each event triggered by

the proposed METM, which can be viewed as the lower bound

on inter-event interval. Then, Zeno phenomenon is excluded

naturally.

By considering the network communication delays, the input

of controller ŷyiðtÞ (t 2 ½tk þ uk; tkþ1 þ ukþ1Þ) is expressed as

ŷyiðtÞ ¼ yyiðtkÞ; (9)

where uk is the communication delay with upper bound �u.
Then, (9) can be further presented as

ŷyiðtÞ ¼
yyiðt� tðtÞÞ; t 2 ½tk þ uk; tk þ uk þ tÞ
~yyiðtÞ; t 2 ½tk þ uk þ t; tkþ1 þ ukþ1Þ

�
;

(10)

where

tðtÞ ¼ t� tk � hþ t , �t;

~yyiðtÞ ¼
1

h

Z t�uðtÞ

t�uðtÞ�h

yyiðsÞds� ��iðtÞ;

��iðtÞ ¼ eeiðt� uðtÞÞ;

uðtÞ ¼ tkþ1 þ ukþ1 � t

tkþ1 þ ukþ1 � tk � uk � t
uk

þ t� tk
tkþ1 þ ukþ1 � tk � uk � t

ukþ1 � �u:

Remark 4: The time-varying term uðtÞ defined in (10) is a

“fictitious” delay. To use the event-triggering condition, the

similar way in [16] is taken to choose such uðtÞ in (10) that the
proposed METM (7) implies

½��Ci��iðtÞ � si½��Ciyy
�
i ðt� uðtÞÞ

with yy�i ðt� uðtÞÞ ¼ 1
h

R t�uðtÞ
t�uðtÞ�h yyiðsÞds for t 2 ½tk þ uk þ

t; tkþ1 þ ukþ1Þ. With this treatment, the proposed METM and

the considered time-varying delays can be handled in the

united framework of time-varying distributed delay system.

By defining a novel time-varying variable hðtÞ , uðtÞ þ h,
hðtÞ � �h , �u þ h, ~yyiðtÞ is further written as

~yyiðtÞ ¼
1

h

�Z t

t�hðtÞ
yyiðsÞds�

Z t

t�uðtÞ
yyiðsÞds

�
� ��iðtÞ:

Meanwhile, the signal transmitted over the communication

network is vulnerable to be attacked by adversaries. By con-

sidering the deception attack, the controller is further

expressed as:

uua
i ðtÞ ¼ KKiðŷyiðtÞ þ ddiðtÞÞ; (11)

where ddiðtÞ is the deception attack to change the control signal
and satisfies

kddiðtÞk2 � kDDiyyiðtÞk2 (12)

with a constant known matrixDDi.

By substituting (11) and (15) into system (5), the resulting

LFC system with the proposed METM is derived as:

TABLE I
SIGNALS AND PARAMETERS IN FIG. 2 OF THE CIRCUIT SYSTEM MODEL OF THE

iTH CONTROL AREA
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_xxiðtÞ ¼ AAixxiðtÞ þ ð1� xðtÞÞBBiKKiCCixxiðt� tðtÞÞ

þ xðtÞBBiKKiCCi

h

�Z t

t�hðtÞ
xxiðsÞds�

Z t

t�uðtÞ
xxiðsÞds

�
� xðtÞBBiKKi��iðtÞ þ BBiKKiddiðtÞ þ FFi$$iðtÞ;

(13)

where

xðtÞ ¼ 0; t 2 ½tk þ uk; tk þ uk þ tÞ
1; t 2 ½tk þ uk þ t; tkþ1 þ ukþ1Þ

�
:

The purpose of this paper is to design the decentralized con-

troller (11) such that

1) When $$iðtÞ ¼ 0, the exponential stability of the ith LFC

system (13) is ensured;

2) When $$iðtÞ 6¼ 0 and xxið0Þ ¼ 0, the H1 performanceR1
0 zzTi ðtÞzziðtÞdt < g2

i

R1
0 $$T

i ðtÞ$$iðtÞdt is ensured with a

prescribed gi > 0.
For further proceeding, the following definition and lemma

are presented to obtain the main results.

Definition 1: [35] The Legendre polynomials defined over

the interval ½a; b� are given as

LmðsÞ , ð�1Þm
Xm
n¼0

Pm
n

s� a

b� a

	 
n

with Pm
n ¼ ð�1Þn m

n

� �
mþ n

j

� �
.

Some properties are presented as:

1) Orthogonality: 8k 2 N;
R b

a L
T
k ðsÞLkðsÞds ¼ 1

b�aWk,

where LkðsÞ , ½L0ðsÞ � � � LmðsÞ � � � LkðsÞ �T and

Wk ¼ diagf1; 3; . . . ; 2kþ 1g;
2) Bound: 8i 2 N; LmðbÞ ¼ 1; LmðaÞ ¼ ð�1Þm;
3) Differentiation: for m ¼ 0, _LmðsÞ ¼ 0; and for m � 1,

_LmðsÞ ¼
Pm�1

k¼0
ð2mþ1Þ
b�a ð1� ð�1ÞmþkÞ.

Lemma 1: [31] For a given function xðvÞ 2 Rq, v 2 ½a; b�,
a matrix R 2 Rq	q > 0, the following inequality

Z b

a

½��RxðsÞds� 1

b�a
½��ðR�WkÞ

�
Kq;ðkþ1Þ 0ðkþ1Þq
0ðkþ1Þq Kq;ðkþ1Þ

� �
Lk

�
(14)

holds for any S 2 Rq	q satisfying R > 0, c 2 ½a; b�,

LkðsÞ , LkðsÞ � Iq withR ¼ R S
� R

� �
, Lk ¼

R b

c LkðsÞxðsÞdsR c

a LkðsÞxðsÞds

� �
.

Proof: By choosing $ðsÞ ¼ 1 and fðsÞ ¼ LkðsÞ in Lemma

3 in [31], the above lemma can be obtained directly. &

Remark 5: The matrix Kq;ðkþ1Þ 2 Rqðkþ1Þ	qðkþ1Þ denotes the
communication matrix for Kronecker products, which has the

same property shown in Lemma 2 in [31]. In addition, Kq;ðkþ1Þ
can be solved by the Matlab function vecpermðq; ðkþ 1ÞÞ
given by [32].

III. MAIN RESULTS

For simplifying the derivations of the main results, we

define

E1
a,

05;5ða�1Þ I5 05;5ð10þ4k�aÞþ4

� �
; a ¼ 1; . . . ; 10þ 4k

02;5ð10þ4kÞ I2 02
� �

; a ¼ 11þ 4k

02;5ð10þ4kÞ 02 I2
� �

; a ¼ 12þ 4k

8><
>:

E2
b,

05;5ðb�1Þ 05;2ðb�2Þ I5 05;5ð10þ4k�bÞþ4

� �
;

b ¼ 1; 2; 4; . . . ; 10þ 4k

02;10 I2 02;5ð7þ4kÞþ4

� �
; b ¼ 3

02;5ð9þ4kÞþ2 I2 02
� �

; b ¼ 11þ 4k

02;5ð9þ4kÞþ2 02 I2
� �

; b ¼ 12þ 4k

8>>>>>><
>>>>>>:

L1
kðtÞ ¼

L 1
k;1ðtÞ

L 1
k;2ðtÞ

" #
; L2

kðtÞ ¼
L 2

k;1ðtÞ
L 2

k;2ðtÞ

" #
;

L 1
kðtÞ ¼

Z 0

��u

L1
kðsÞxxiðtþ sÞds;

L 1
k;1ðtÞ ¼

Z 0

�uðtÞ
L1
kðsÞxxiðtþ sÞds;

L 1
k;2ðtÞ ¼

Z �uðtÞ

��u
L1
kðsÞxxiðtþ sÞds;

L 2
kðtÞ ¼

Z 0

��h

L2
kðsÞxxiðtþ sÞds;

L 2
k;1ðtÞ ¼

Z 0

�hðtÞ
L2
kðsÞxxiðtþ sÞds;

L 2
k;2ðtÞ ¼

Z �hðtÞ

��h

L2
kðsÞxxiðtþ sÞds:

By defining I ¼ ½ I5 05;5k �, one obtainsZ t�uðtÞ

t�uðtÞ�h

yyiðsÞds ¼ CCiI L2
k;1ðtÞ � L1

k;1ðtÞ
	 


: (15)

First, the stability analysis conditions for system (13) satis-

fyingH1 performance are provided in the following theorem.

Theorem 1: For given parameters si, t, h, u, m1, m2, under

the METM (7), the exponential stability with a decay rate �
and an H1 performance gi of the ith subsystem (13) is

guaranteed, if there exist symmetric matrices Pi, Q1i > 0,
Q2i > 0, U1i > 0, U2i > 0, R1i > 0, R2i > 0, Ci > 0,

Q2i ¼
Q2i Si

ST
i Q2i

� �
> 0, R1i ¼

R1i S1i

ST
1i R1i

� �
> 0, R2i ¼

R2i S2i

ST
2i R2i

� �
> 0, 0 < Zi < nI and matrices KKi and YY i

such that

Pi > 0; (16Þ
P1

i þQ1
i < 0; (17Þ

P2
i þQ2

i < 0; (18Þ
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where

e�2��t , et; e�2��u , eu; e�2��h , eh;

Pi ¼ Pi þ diagf05;
eu
�u
U 1i;

eh
�h
U 2i; g;

U 1i ¼ Wk � U1i; U 2i ¼ Wk � U2i;

P1
i ¼ G1

i þHeðY 1
i G

1
i Þ; Y 1

i ¼ ðm1YY iE
1
1 þ m2YY iE

1
2Þ

T ;

G 1
i ¼ AAiE

1
2þBBiKKiCCiE

1
3þFFiE

1
11þ4kþBBiKKiE

1
12þ4k�E1

1;

G1
i ¼ HeðMMT

1 PiNN1Þ þ 2�MMT
1 PiMM1 �

et
�t
IT1Q2iI1 þ L1

i ;

Q1
i ¼ E1 T

2 ðnðDDiCCiÞTDDiCCi þ CCT
i CCiÞE1

2;

MM1¼
E1
2

I1k;1þI1k;2

I1k;3þI1k;4

2
64

3
75; NN1¼

E1
1

1E1
2�1̂E1

5�Lk
�u
ðI1k;1þI1k;2Þ

1E1
2�1̂E1

6�Lk
�h ðI1k;3þI1k;4Þ

2
664

3
775;

I1 T

k;j ¼ E1 T

6þðjþ1Þk�k � � � E1 T

6þðjþ1Þk

h iT
; j ¼ 1; 2; 3; 4;

1T ¼ I5 � � � I5½ �T5ðkþ1Þ;5; 1̂T ¼ ð�1Þ0I5 � � � ð�1ÞkI5
� �T

;

Lk¼

�0
0I � � � �k

0I

..

.
�l
g

..

.

�0
kI � � � �k

kI

2
664

3
775; �l

g¼
�ð2lþ1Þð1�ð�1ÞgþlÞ; l�g;

0; l > g;

(

L1
i ¼ diagfL1

1i;L
1
2i; 05;L

1
4i;L

1
5i;L

1
6i;L

1
7i;L

1
8i;L

1
9i;L

1
10ig;

L1
1i ¼ �tQ2i; L1

2i ¼ Q1i þ U1i þ �uR1i þ U2i þ �hR2i;

L1
4i ¼ �etQ1i; L1

5i ¼ �euU1i; L1
6i ¼ �ehU2i;

L1
7i ¼ � eu

�u
KTR 1iK; R 1i ¼ R1i �Wk;

L1
8i ¼ � eh

�h
KTR 2iK; R 2i ¼ R2i �Wk;

P2
i ¼ G2

i þ IT4FiI4 þHeðY 2
i G

2
i Þ; L1

9i ¼ �g2
i I;

Y 2
i ¼ ðm1YY iE

2
1 þ m2YY iE

2
2Þ

T ; L1
10i ¼ �Zi;

G 2
i ¼AAiE

2
2�BBiKKiE

2
3þ

1

h
BBiKKiCCiI3

þ FFiE
2
11þ4k þBBiKKiE

2
12þ4k � E2

1;

G2
i ¼ HeðMMT

2 PiNN2Þ þ 2�MMT
2 PiMM2 �

et
�t
IT2Q2iI2 þ L2

i ;

Q2
i ¼ E2 T

2 ðnðDDiCCiÞTDDiCCi þ CCT
i CCiÞE2

2;

MM2¼
E2
2

I2k;1þI2k;2

I2k;3þI2k;4

2
64

3
75; NN2¼

E2
1

1E2
1�1̂E2

5�Lk
�u
ðI2k;1þI2k;2Þ

1E2
1�1̂E2

6�Lk
�h ðI2k;3þI2k;4Þ

2
664

3
775;

I2 T

k;j ¼ E2 T

6þðjþ1Þk�k � � � E2 T

6þðjþ1Þk

h iT
; j ¼ 1; 2; 3; 4;

L2
i ¼ diagfL1

1i;L
1
2i; 02;L

1
4i;L

1
5i;L

1
6i;L

1
7i;L

1
8i;L

1
9i;L

1
10ig;

I1 ¼
E1

2 � E1
3

E1
3 � E1

4

" #
; I2 ¼ E2

2 � E2
4

� �
; I3 ¼ ðE2

9þ2k � E2
7Þ;

I4 ¼
E2

3

I3

" #
;Fi ¼

�Ci 02;5

05;2
si
h2
CCT

i CiCCi

" #
:

Proof.We define ��Ti ðtÞ ¼ xxT
i ðtÞ L 1 T

k ðtÞ L 2 T

k ðtÞ
� �T

and

construct an LKF as

ViðtÞ ¼ ��Ti ðtÞPi��iðtÞ þ
Z t

t��t

e2�ðs�tÞxxT
i ðsÞQ1ixxiðsÞds

þ
Z t

t��u

e2�ðs�tÞxxT
i ðsÞ½U1i þ ðs� tþ �uÞR1i�xxiðsÞds

þ
Z t

t��h

e2�ðs�tÞxxT
i ðsÞ½U2i þ ðs� tþ �hÞR2i�xxiðsÞds

þ
Z 0

��t

Z t

tþv

e2�ðs�tÞ _xxT
i ðsÞQ2 _xxiðsÞdsdv:

(19)

By using Lemma 1 to the selected LKF (19), it gives

Z 0

��u
e2�s½��U1ixxiðtþ sÞds � eu

�u
½��ðWk � U1iÞL 1

kðtÞ; (20ÞZ 0

��h

e2�s½��U2ixxiðtþ sÞds � eh
�h
½��ðWk � U2iÞL 2

kðtÞ: (21Þ

In terms of (19) and (20), one can get

ViðtÞ � ��Ti ðtÞPi��iðtÞ þ
Z 0

��t

e2�s½��Q1ixxiðtþ sÞds

þ
Z 0

��u
e2�s½��R1ixxiðtþ sÞds

þ
Z 0

��h

e2�s½��R2ixxiðtþ sÞds

þ
Z 0

��t

Z t

tþv

e2�ðs�tÞ½��Q2i _xxðsÞdsdv: (22)

Therefore, ViðtÞ > 0 is guaranteed by R1i > 0, R2i > 0,
Q1i > 0, Q2i > 0, Pi > 0.
Next, the time derivative of LKF is calculated as:

_ViðtÞ þ 2�ViðtÞ

� 2��Ti ðtÞPi
_�_�iðtÞ þ 2���Ti ðtÞPi��iðtÞþ�t½��Q2i _xxiðtÞþ½½��

	 ðQ1iþU1iþ�uR1iþU2iþ�hR2iÞxxiðtÞ

� et½��Q1ixxiðt� �tÞ � et

Z t

t��t

½��Q2i _xxiðsÞds

� eu½��U1ixxiðt� �uÞ � eu

Z 0

��u
½��R1ixxiðtþ sÞds

� eh½��U2ixxiðt� �hÞ � eh

Z 0

��h

½��R2ixxiðtþ sÞds: (23)

Then, to guarantee the exponential stability of the ith LFC

subsystem (13) with a given index gi, it needs
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_ViðtÞþ2�ViðtÞþzzTi ðtÞzziðtÞ�g2i $$
T
i ðtÞ$$iðtÞ�J iðtÞ < 0; (24)

where

J iðtÞ , 2��Ti ðtÞPi
_�_�iðtÞ þ 2���Ti ðtÞPi��iðtÞ þ �t _xxT

i ðtÞQ2i _xxiðtÞ
þ xxT

i ðtÞðQ1i þ U1i þ �uR1i þ U2i þ �hR2i þ CCT
i CCiÞxxiðtÞ

�g2
i $$

T
i ðtÞ$$iðtÞ�et½��Q1ixxiðt� �tÞ�et

Z t

t��t

½��Q2i _xxiðsÞds

� eu½��U1ixxiðt� �uÞ � eu

Z 0

��u

½��R1ixxiðtþ sÞds

� eh½��U2ixxiðt� �hÞ � eh

Z 0

��h

½��R2ixxiðtþ sÞds:

With the help of Lemma 1, the last two integral terms in

(24) can be relaxed as:

� eu

Z 0

��u
½��R1ixxiðtþ sÞds � � eu

�u
½��KTR 1iKL1

kðtÞ; (25Þ

� eh

Z 0

��h

½��R2ixxiðtþ sÞds � � eh
�h
½��KTR 2iKL2

kðtÞ: (26Þ

According to (12) and 0 < Zi < nI, one can get

nxxT ðtÞðDDiCCiÞTDDiCCixxiðtÞ � ddTi ðtÞZiddiðtÞ � 0 (27)

Next, two cases where the system (13) is operated over the

time interval t 2 ½tk þ uk; tk þ t þ ukÞ and the time interval

t 2 ½tk þ t þ uk; tkþ1 þ ukþ1Þ are considered, respectively.
Case I (xðtÞ ¼ 1): The system (13) is given as:

_xxiðtÞ ¼ AAixxiðtÞ þ BBiKKiCCixxiðt� tðtÞÞ
þ BBiKKiddiðtÞ þ FFi$$iðtÞ: (28)

Define zzT1iðtÞ ¼
�
_xxT
i ðtÞ xxT

i ðtÞ xxT
i ðt� tðtÞÞ xxT

i ðt� �tÞ
xxT
i

ðt� �uÞ xxT
i ðt� �hÞ L1 T

k ðtÞ L2 T

k ðtÞ $$T
i ðtÞ ddTi ðtÞ

�
:

Thus, the system (28) can be reformed as:

G 1
i zz1iðtÞ ¼ 0: (29)

Based on the bound property and differentiation property of

LiðvÞ, we have

_L 1
kðtÞ¼ 1xxiðtÞ� 1̂xxiðt��uÞ�Lk

�u
ðL 1

k;1ðtÞþL 1
k;2ðtÞÞ; (30Þ

_L 2
kðtÞ ¼1xxiðtÞ�1̂xxiðt��hÞ�Lk

�h
ðL 2

k;1ðtÞþL 2
k;2ðtÞÞ: (31Þ

��iðtÞ and _�_�iðtÞ also can be denoted as:

��iðtÞ ¼ MM1zz1iðtÞ; _�_�iðtÞ ¼ NN1zz1iðtÞ: (32)

Based on Q2i > 0 and applying the reciprocally convex

lemma [33] to handle �et
R t
t��t½��Q2i _x_xiðsÞds, it yields

�et

Z t

t��t

½��Q2i _x_xiðsÞds � � et
�t
½½��ðIT1Q2iI1Þzz1iðtÞ: (33)

From (25), (27), (32) and (33), (24) is ensured by

zzT1iðtÞðG
1
i þQ1

i Þzz1iðtÞ < 0: (34)

From (29) and the construction of Y 1
i ¼ ðm1YY iE

1
1 þ

m2YY iE
1
2Þ

T
, one can derive

zzT1iðtÞHeðY 1
i G

1
i Þzz1iðtÞ ¼ 0: (35)

By substituting (45) into (44), it leads to

zzT1iðtÞðP
1
i þQ1

i Þzz1iðtÞ < 0; (36)

which is equivalent to (17), where P1
i ¼ G1

i þHeðY 1
i G

1
i Þ.

From (46) and (17), one obtains

_ViðtÞ þ 2�ViðtÞ � �zzTi ðtÞzziðtÞ þ g2
i $$

T
i ðtÞ$$iðtÞ: (37)

Case II (xðtÞ ¼ 0): The system (13) is given as:

_xxiðtÞ ¼ AAixxiðtÞ þ
1

h
BBiKKiCCiI L2

k;1ðtÞ � L1
k;1ðtÞ

	 

� BBiKKi��iðtÞ þ BBiKKiddiðtÞ: (38)

Define zzT2iðtÞ ¼
�
_xxT
i ðtÞ xxT

i ðtÞ ��Ti ðtÞ xxT
i ðt� �tÞ

xxT
i ðt� �uÞ xxT

i ðt� �hÞ L1 T

k ðtÞ L2 T

k ðtÞ $$T
i ðtÞ ddTi ðtÞ

�
:

With the above definition, system (38) is shown as:

G 2
i zz2iðtÞ ¼ 0: (39)

��iðtÞ and _�_�iðtÞ are expressed as

��iðtÞ ¼ MM2zz2iðtÞ; _��iðtÞ ¼ NN2zz2iðtÞ: (40)

By using Jensen inequality [34], it results in

� et

Z t

t��t

½��Q2i _xxiðsÞds � � et
�t
½½��ðIT2Q2iI2Þzz2iðtÞ: (41)

Based on L2
k;1ðtÞ � L1

k;1ðtÞ ¼ I3zz2iðtÞ, ��iðtÞ ¼ E2
3zz2iðtÞ,

(15) and the triggering condition (7), one has

si

h2
½��CiðCCiI3zz2iðtÞÞ�½��Ci��iðtÞ¼½��ðIT4FiI4Þzz2iðtÞ > 0:

(42)
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Utilizing (42) to (24), we need

_ViðtÞ þ 2�ViðtÞ þ zzTi ðtÞzziðtÞ � g2
i$$

T
i ðtÞ$$iðtÞ

þ ½��Ci��iðtÞ � ½��Ci��iðtÞ
� J iðtÞ þ ½��ðIT4FiI4Þzz2iðtÞ < 0: (43)

From (25), (27), (40), (41) and (43), (24) is ensured by

zzT2iðtÞðG
2
i þQ2

i Þzz2iðtÞ < 0: (44)

In terms of (39) and the construction of Y 2
i ¼ ðm1YY iE

2
1 þ

m2YY iE
2
2Þ

T
, one can derive

zzT2iðtÞHeðY 2
i G

2
i Þzz2iðtÞ ¼ 0: (45)

By adding (45) to (44), it yields

zzT2iðtÞðP
2
i þQ2

i Þzz2iðtÞ < 0; (46)

which is further ensured via (18), where P2
i ¼ G2

iþ
HeðY 2

i G
2
i Þ.

Thus, it is easy to obtain (37) for Case II.

Then integrating both sides of (37) from 0 to1 gives

V ið1Þ�Við0Þ�
Z 1

0

g2
i$$

T
i ðtÞ$$iðtÞ�zzTi ðtÞzziðtÞ

 �
dt: (47)

If $$iðtÞ ¼ 0, one has _ViðtÞ þ 2�ViðtÞ < 0 from (24).

Hence the system (13) is exponentially stable with a decay

rate �. Moreover, we have
R1
0 zzTi ðtÞzziðtÞÞdt � g2

i

R1
0 $$T

i ðtÞ
$$iðtÞdt under xxið0Þ ¼ 0. These fulfill the proof.
Remark 6: According to the condition (16), it does not need

the matrix Pi to be positive to guarantee a positive LKF (19).

This treatment could reduce the conservativeness of the stabil-

ity conditions than the existing results in [20] based on all pos-

itive Lyapunov matrices.

Remark 7: Compared to the method based on Simpson’s

rule in [17], [19] to approximate the distributed delay term

induced by METM, it is utilized directly by our method based

on Legendre polynomials in Lemma 1, which removes the

approximation error introduced by Simpson’s rule.

Next, in terms of the results in Theorem 1, sufficient condi-

tions are developed in Theorem 2 to design an event-triggered

H1 load frequency controller.

Theorem 2: For given parameters si, t, h, u, m1, m2, d and

r, under the METM (7), the exponential stability with a decay

rate � and an H1 performance gi of the ith subsystem (13) is

ensured, if there exist symmetric matrices ~Pi, ~Q1i > 0, ~Q2i >
0, ~U1i > 0, ~U2i > 0, ~R1i > 0, ~R2i > 0, ~Ci > 0, ~Q2i ¼
~Q2i

~Si
~ST
i

~Q2i

� �
> 0, ~R1i ¼

~R1i
~S1i

~ST
1i

~R1i

� �
> 0, ~R2i ¼

~R2i
~S2i

~ST
2i

~R2i

� �
> 0, Zi > n�1I andXXi, LLi and GGi such that

~Pi > 0; (48Þ
~P1
i E1 T

2 XXiCC
T
i E1 T

2 XXiðnDDiCCiÞT

� �I 0

� � �nI

2
64

3
75 < 0; (49Þ

~P2
i E2 T

2 XXiCC
T
i E2 T

2 XXiðnDDiCCiÞT

� �I 0

� � �nI

2
64

3
75 < 0; (50Þ

�dI ðGGiCCi � CCiXXiÞT

GGiCCi � CCiXXi �I

" #
< 0; (51Þ

where

~Pi ¼ ~Pi þ diagf05;
eu
�u
~U 1i;

eh
�h
~U 2i; g;

~U 1i ¼ Wk � ~U1i; ~U 2i ¼ Wk � ~U2i;

~P1
i ¼ ~G1

i þHeð~Y 1
i
~G 1
i Þ; ~Y 1

i ¼ ðm1E
1
1 þ m2E

1
2Þ

T ;

~G 1
i ¼AAiXXiE

1
2þBBiLLi CCiE

1
3þE1

12þ4k

 �
þFFiE

1
11þ4k�XXiE

1
1;

Ĝ1
i ¼ HeðMMT

1
~PiNN1Þ þ 2�MMT

1
~PiMM1 �

et
�t
IT1

~Q2iI1 þ ~L1
i ;

~L1
i ¼ diagf~L1

1i;
~L1
2i; 05;

~L1
4i;

~L1
5i;

~L1
6i;

~L1
7i;

~L1
8i;

~L1
9i;

~L1
10ig;

~L1
1i ¼ �t ~Q2i; ~L1

2i ¼ ~Q1i þ ~U1i þ �u ~R1i þ ~U2i þ �h ~R2i;

~L1
4i ¼ �et ~Q1i; ~L1

5i ¼ �eu ~U1i; ~L1
6i ¼ �eh ~U2i;

~L1
7i ¼ � eu

�u
KT ~R 1iK; ~R 1i ¼ ~R1i �Wk;

~L1
8i ¼ � eh

�h
KT ~R 2iK; ~R 2i ¼ ~R2i �Wk;

~P2
i ¼ ~G2

i þ IT4
~FiI4 þHeð~Y 2

i
~G 2
i Þ; ~L1

9i ¼ �g2
i I;

~Y 2
i ¼ ðm1E

2
1 þ m2E

2
2Þ

T ; ~L1
10i ¼ r2Zi � 2rGGi;

~G 2
i ¼AAiXXiE

2
2 � BBiLLiE

2
3þ

1

h
BBiLLiCCiI3

þ FFiE
2
11þ4k þ BBiLLiE

2
12þ4k�XXiE

2
1;

~G2
i ¼ HeðMMT

2
~PiNN2Þ þ 2�MMT

2
~PiMM2 �

et
�t
IT2

~Q2iI2 þ ~L2
i ;

~L2
i ¼ diagf~L1

1i;
~L1
2i; 02;

~L1
4i;

~L1
5i;

~L1
6i;

~L1
7i;

~L1
8i;

~L1
9i;

~L1
10ig;

~Fi ¼
� ~Ci 02;5

05;2
si
h2
CCT

i
~CiCCi

" #
:

In addition, the controller gain is obtained asKKi ¼ LLiGG
�1
i .

Proof: Using Schur complement to (17), we have

P1
i E1 T

2 CCT
i E1 T

2 ðnDDiCCiÞT
� �I 0
� � �nI

2
4

3
5 < 0: (52)

Define XXi ¼ YY �1
i , ~R1i ¼ XXiR1iXXi, ~R2i ¼ XXiR2iXXi, ~U1i ¼

XXiU1iXXi, ~U2i ¼ XXiU2iXXi, ~Q1i ¼ XXiQ1iXXi, ~Q2i ¼ XXiQ2iXXi,
~Si ¼ XXiSiXXi, ~S1i ¼ XXiS1iXXi, ~S2i ¼ XXiS2iXXi, ~Ci ¼
GGiCiGGi, ~Pi ¼ ðI2kþ3 �XXiÞPiðI2kþ3 �XXiÞ, GGiCCi ¼ CCiXXi

and LLiCCi ¼ KKiCCiXXi.
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Pre- and post-multiplying (17) from both sides with

matrix Xi¼diagfXXi;XXi;XXi;XXi;XXi; XXi; Ikþ1 �XXi; Ikþ1 �
XXi; I; GGi; I; Ig and its transpose XT

i , one has

P̂1
i E1 T

2 XXiCC
T
i E1 T

2 XXiðnDDiCCiÞT
� �I 0
� � �nI

2
4

3
5 < 0; (53)

where

P̂1
i ¼ Ĝ1

i þHeð~Y 1
i
~G 1
i Þ; L̂1

10i ¼ �GGiZiGGi

Ĝ1
i ¼ HeðMMT

1
~PiNN1Þ þ 2�MMT

1
~PiMM1 � etI

T
1
~Q2iI1 þ L̂1

i ;

L̂1
i ¼ diagf~L1

1i;
~L1
2i; 05;

~L1
4i;

~L1
5i;

~L1
6i;

~L1
7i; L̂

1
8ig:

Adopting the inequality �GGiZiGGi � r2Z�1
i � 2rGGi to

(53), one has (49) by defining a new variable Zi ¼ Z�1
i .

By the similar way above, (48) and (50) can be derived.

Next, based on the control design approach [20], one gets

ðGGiCCi � CCiXXiÞT ðGGiCCi � CCiXXiÞ ¼ 0: (54)

With the help of Schur complement, (54) is transformed as

the optimization issue (51). Thus, the proof is fulfilled. &

IV. EXAMPLE

In this example, similar to [12], [15], we consider a three-

area power system, the parameters of which are given in

Table II.

These parameters can be imitated by choosing the values of

resistors and capacitors given in Table III.

Similar to [20], a tangent function satisfying the condition

(12) is selected as the mathematical expression that generates

the deception attack. Then, the deception attack ddiðtÞ ¼
½0:3tanhðyyi1ðtÞÞ; 0:3tanhðyyi2ðtÞÞ� is considered, and we have

kddiðtÞk2 � kDDiCCixxiðtÞk2 with DDi ¼ 0:3I2. The other parame-

ters are selected as si ¼ 0:1, h ¼ 0:025, t ¼ 0:005, m1 ¼
0:06, m2 ¼ 10, d ¼ 0:01, r ¼ 0:5 and gi ¼ 10 for i ¼ 1; 2; 3.
The time-varying communication delay is a random variable

satisfies uniform distribution with upper bound �u ¼ 0:03.
To illustrate the effectiveness of the developed event-trig-

gered controller against deception attacks, two cases are con-

sidered as follows:

Case A: the event-triggered controller is designed without

considering the effect of deception attacks. Under this case,

by removing the corresponding rows and columns related to

ddðtÞ in Theorem 2, the controller gain and triggering matrix

are solved as:

KK1 ¼ 0:2159 �0:1765½ �; C1 ¼
0:3091 �0:0310

�0:0310 0:1772

� �
;

KK2 ¼ 0:3308 �0:0657½ �; C2 ¼
0:3093 �0:0471

�0:0471 0:1832

� �
;

KK3 ¼ 0:2627 �0:0951½ �; C3 ¼
0:3035 �0:0343

�0:0343 0:1663

� �
;

Case B: the event-triggered controller gain is designed by

considering the effect of deception attacks. In this case, they

are derived by Theorem 2 as:

KK1 ¼ �0:1779 �0:0832½ �; C1 ¼
1:7485 �0:0529

�0:0529 1:3877

� �
;

KK2 ¼ �0:1415 �0:0252½ �; C2 ¼
2:0737 �0:1344

�0:1344 1:4293

� �
;

KK3 ¼ �0:1540 �0:0301½ �; C3 ¼
1:6063 �0:0896

�0:0896 1:4081

� �
:

The simulation is executed in Matlab/Simulink environment.

The part of power system and the part of controller are imitated

by some analog circuits, which are simulated by using the spe-

cial modules provided by Simcape toolbox of Simulink. In

Fig. 3, some resistors, capacitors and operational amplifiers are

utilized to imitate the power system. The time-varying delays

induced by communication network are implemented via the

general modules (variable time delay and uniform random num-

ber) provided by Simulink. The initial conditions are taken as

xx1ð0Þ ¼ 0:3 0 0:2 0 0½ �T , xx2ð0Þ ¼ �0:3 0 0:1½
00�T , xx3ð0Þ ¼ �0:2 0 0:2 0 0½ �T and the simulation

step is 0.0025 s. Due to the random changes of users, the load

TABLE II
SYSTEM PARAMETERS

TABLE III
THE VALUES OF RESISTORS AND CAPACITORS
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Fig. 4. Case A: Dfi of three areas.

Fig. 3. The simulation framework of subsystem 1 of a multi-area power system imitated by circuit systems.

Fig. 5. Case A: Release instants of three areas.

Fig. 6. Case B: Dfi of three areas.

Fig. 7. Case B: Release instants of three areas.
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disturbance is taken as udiðtÞ ¼ aðtÞ for 0 < t < 5 s
(udiðtÞ ¼ 0 for t � 5 s), where aðtÞ is a random variable subject

to the uniform distribution and jaðtÞj � 20. The responses of the
frequency and release instants under Case A and Case B are

shown in Fig. 4 - Fig. 7, respectively.

From Fig. 4 and Fig. 6, one can see that better control per-

formance and fewer triggering times are obtained by our

event-triggered LFC method (Case B) than by the method

without introducing the deception attacks into the controller

design (Case A). To be specific, in Case A, the rise time of

three areas is about 4 s and the settling time is larger than

20 s. In Case B, however, the rise time is about 1.8 s and the

settling time is about 8 s. Note that both the rise time and the

settling time in Case B are much smaller than the values in

Case A.

To illustrate the advantage of our method without requiring

the Lyapunov matrix Pi to be positive over the conventional

method with Pi > 0 in [20], the values of the H1 perfor-

mance indices for three control areas obtained by them are

produced in Table IV. Based on the table, one observers that

smaller H1 performance indices can be obtained by our

method, which is less conservative than the method in [20].

In addition, to demonstrate the merit of the proposed

METM (7), the comparison results with the existing switching

ETM (8) are produced as follows.

Here, the same parameters, deception attacks in the above

simulation are chosen. The external disturbance is considered

as udiðtÞ ¼ aðtÞ for 3 < t < 6 s (otherwise, udiðtÞ ¼ 0). For
three control areas, the responses of the frequency and the

release instants under different ETMs are depicted in Fig. 8 -

Fig. 10, respectively. The number of triggered events (N )

under different ETMs is derived in Table V.

According to these figures and Table V, one observes

that almost the same responses of the area frequency devi-

ation Dfi are performed by these different ETMs. How-

ever, the amounts of triggered events for three control

areas obtained via our proposed METM are decreased by

45.57%, 41.82% and 35.59% compared with the results

produced via the existing switching ETM, respectively.

This implies that with the introduction of the historic mea-

sured output, fewer control signals are triggered to guaran-

tee the stability of the power systems and more network

resources are saved than the existing ETM.

V. CONCLUSION

This paper has studied the decentralized memory-event-

triggered H1 LFC of multi-area power systems subject to

TABLE IV
H1 PERFORMANCE INDICES gi, i ¼ 1; 2; 3

TABLE V
THE NUMBER OF TRIGGERED EVENTS:N

Fig. 8. Df1 and release instants under different ETMs.

Fig. 9. Df2 and release instants under different ETMs.

Fig. 10. Df3 and release instants under different ETMs.
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deception attacks and communication delays. Some circuits

were adopted to simulate the dynamics of governor, turbine and

power generator. To decrease the update times of control

actions, the mean of past outputs was employed to construct the

triggering rule. Then, a switched distributed delay systemmodel

was established to represent the power systems with deception

attacks and communication delays under METM. By choosing a

new LKF dependent on the distributed delay terms, sufficient

stability and stabilization conditions were provided to be resil-

ient against limited bandwidth and cyber-attacks. Furthermore,

a circuit system was built up and simulated in the Matlab/Simu-

link to show the advantages of the presented strategy.
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