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Abstract—This paper investigates the event-triggered observer-
based security consensus and fault detection problem for nonlinear
multi-agent systems (MASs) under external disturbances and
stochastic false data injection attacks (FDIAs) over a directed
communication network. The randomly occurring FDIAs
are modeled by random variables that follow the Bernoulli
distribution. An observer-based event-triggered control strategy
using only local measurements and information from neighboring
agents is developed, where the Zeno behavior of event-triggered
mechanism (ETM) is excluded. Interestingly, the observer errors
are first regarded as disturbance and then attenuated by ., norm
bounds, together with the external disturbances. Meanwhile, it is
worth highlighting here that the same information used by the state
observers is also adopted to construct residuals with adaptive
thresholds, whose aim is to detect faults occurring in any agents.
In addition, the accuracy of the observer and the performance of
the fault detection mechanism are improved by introducing the
disturbance compensation mechanism. Finally, simulation results
are provided to illustrate the effectiveness and advantages of the
proposed strategy.

Index Terms—Observer-based anti-disturbance control, event-
triggered mechanism (ETM), fault detection mechanism, multi-
agent systems (MASs), false data injection attacks (FDIAs).
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I. INTRODUCTION

VER the past few years, the cooperative control of

multi-agent systems (MASs) has become one of the
important research directions in the control field due to their
speedy developments in many areas, such as intelligent trans-
portation, multiple robot systems, unmanned marine vehicles,
and many industrial facilities [1]-[4]. However, with the
increase in the amount of information transmitted by agents
and the open network environment, MASs are seriously
threatened by cyber attacks, which destroy the integrity and
authenticity of information [5]. As a result, the performance
of MAS is deteriorating or even becoming unstable. So, it is
very important to solve the network security problem of
MAS:s.

In multi-agent networks, the main types of attacks include
denial-of-service (DoS) attacks, false data injection attacks
(FDIAs), replay attacks, zero dynamic attacks, and so on [6],
[7]. In recent years, the security problem of MAS subject to
DoS attacks has received extensive attention and achieved a
lot of results due to the fact that such attacks are easy to imple-
ment and highly destructive [8], [9]. Compared with DoS
attacks, FDIAs destroy the integrity and accuracy of the data
by tampering with the transmitted information, and have
stronger concealment [10]. However, research on the security
of MAS under FDIA is still in the initial stage [11]-[17].
In [11], [12], a control strategy with an adaptive attack com-
pensator is proposed to ensure the uniformly ultimately
boundedness of MAS under FDIA. It should be pointed out
that the attack model considered by these results continues to
act on the agent after the attack, which provides convenience
for the construction of attack compensation mechanism. How-
ever, in practice, since the attacker needs to save energy to
launch the next attack, it is impossible for the attacker to
launch the attack continuously. To better reflect the reality,
the model of FDIA that obeys Bernoulli distribution is consid-
ered in [13]-[15], and a distributed impulsive controller is pro-
posed to deal with the control signals attacked by FDIA to
ensure that the MAS can achieve mean-square bounded
synchronization [14], [15]. In these theoretical research, it is
generally assumed that the state information of the system is
measurable. However, in practical applications, the state
information is unmeasurable, and only the output informa-
tion can be obtained [18]-[20]. On the other hand, the
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continuous control protocol will inevitably generate redun-
dant data and cause network congestion. To overcome this
difficulty, the event-triggered strategy has received wide-
spread attention [21]-[23]. However, there are relatively
few research results that consider the use of event-triggered
strategy to solve the security problems of MAS under
FDIA [5], [16], [17]. Furthermore, it is noteworthy that most
of these results are based on undirected communication
topology and do not take into account the impact of distur-
bance. Due to that the symmetry property of the Laplacian
matrix is no longer valid in directed network topology, and
disturbance is also one of the main factors affecting the per-
formance of MASs [23], [24], as a result, these results will
not be applicable in the case of directed topology and distur-
bance. Hence, under the directed topology graph, how to
design an observer-based event-triggered control strategy
when the MAS is subjected to external disturbance and
FDIA is the core issue to be solved in this paper.

Additionally, as is well known that due to the interconnec-
tion among MASs, serious performance degradation or even
instability may occur regardless of whether there is a fault in
a single agent or multiple agents, so the research on fault
detection of MAS has attracted increasing attention [25]-
[29]. For linear MAS, a mixed H_/H, distributed simulta-
neous fault detection and consensus control strategy based on
linear matrix inequality (LMI) method are proposed in [25].
In [26], a fixed-time observer is designed to solve the fault
detection problem for nonlinear MAS. In [27], a bank of
interval observers are proposed to construct the distributed
fault detection and isolation strategy, while the upper and
lower bounds of faults need to be known. However, it is
remarkable that the results in [25]-[27] are studied in a
healthy network environment only. Since faults are usually
detected through the cooperation mechanism of MAS based
on the communication network, it is essential to study the
fault detection mechanism of MAS under cyber attacks.
In [28], a co-design of fault detection and consensus of
MASs under hidden DoS attack is investigated, and a mixed
‘H_ /Ho performance index is established to balance the fault
detection performance and consensus performance. Neverthe-
less, the above results use a fixed threshold in the fault detec-
tion logic, in which case, false alarms may occur when there
is a non-zero initial observation error, measurement noise, or
disturbance. To overcome this shortcoming, a distributed
fault detection and isolation strategy for networked multi-
robot systems based on local observers is proposed in [29].
Meanwhile, the same information (local and received from
neighboring agents) used by the local observer is also used to
construct the residual and derive the adaptive threshold. How-
ever, when the disturbance is large, the adaptive threshold
will also become large, which will lead to the invalid of the
fault detection mechanism. Therefore, it is more appealing
for us to develop a feasible fault detection mechanism for
MAS under disturbance and FDIA.

As pointed out above, the main difficulties in the current
research are as follows: a) In a directed communication net-
work, how to design an observer-based event-triggered

control strategy so that nonlinear MAS can achieve con-
sensus and reduce the wastage of communication resources
in the presence of disturbance and FDIAs, and b) How to
design a feasible fault detection mechanism to reduce false
alarms and non-alarms when the nonlinear MAS is sub-
jected to disturbance and FDIA. To overcome these diffi-
culties, this paper studies the security consensus problem
and fault detection problem for nonlinear MAS under dis-
turbance and FDIA. Moreover, the highlights of this paper
are as follows:

1) Event-triggered state observer for system state estima-
tion: Taking into account the effects of external dis-
turbance and stochastic FDIA, a state observer is
designed to remove the assumption that the states of
the agent are measurable as in [13]-[15]. In addition,
it is worth mentioning that the state observation errors
are first regarded as disturbance, and then attenuated
by Hs norm bounds, together with the external
disturbances.

2) Novel event-triggered mechanism (ETM): Contrary to
the centralized ETM developed by [30], [31], the pro-
posed ETM updates the control input at its own trigger
time. Moreover, compared with the distributed ETM
in [16] where the trigger condition has a constant
threshold, a state-dependent threshold is used in the pro-
posed trigger condition. Furthermore, an exponential
term Ze~! as in (26) is introduced to make easier the
avoidance of Zeno behavior.

3) Novel fault detection mechanism based on an adaptive
threshold: In order to reduce the computational burden,
the same information used in the state observer is also
adopted to construct the residual. Compared with the
fault detection logic using a fixed threshold in [25]-
[28], an adaptive threshold is adopted to reduce the false
alarm and non-alarm rates.

4) Disturbance compensation mechanism for observer and
fault detection mechanism: Different from the method
of using disturbance observer in [32], the proposed
mechanism can reduce the difficulties caused by the
unmeasurable states and improve the accuracy of the
state observer. Note that, in the case of consensus analy-
sis of multi-agent systems, an adaptive mechanism is
adopted to estimate the upper bounds of the external
disturbances, while in the case of fault detection, these
upper bounds are required to be known in advance as
in [27], [33], [34]. In addition, it is worth mentioning
that the problem of large adaptive threshold caused by
large external disturbance and causing non-alarms as
in [29] can be reduced by adding a disturbance compen-
sation mechanism, and thus improving the performance
of fault detection.

Notations: R" and RV*" denote n-dimensional Euclidean
space and N x N real matrices, respectively. Let Iy (Iy) be
the NV x NN dimension identity matrix and Oy be the N x N
dimension zero matrix. 1y is a /N-dimensional column vector
of all 1. For a matrix M, MT denotes its transpose, and
He(M) = M + M”. For a symmetric matrix M, Apq. (M)
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Fig. 1.

Framework of the ith agent under false data injection attacks.

(Amin(M)) is the maximum (minimum) eigenvalue of M;
M > 0 means that M is a symmetric positive definite matrix.
The symbols ®, || - ||, and * respectively represent Kronecker
product, Euclidean norm and the symmetric entries of a
matrix. Define diag{-} as a diagonal matrix with the given
diagonal entries and col{z1,...,zy} = [z],.. ] The
mathematical expectation of a stochastic Variable is denoted
as E{-}.

II. PROBLEM STATEMENT AND PRELIMINARIES

As shown in Fig. 1, the MAS configuration considered in
this paper consists of sensors, state observers, ETM, control-
lers, actuators, and the fault detection mechanism, in which
the communication network between agents may be subject to
FDIAs [14], [15]. Besides, when a fault happens in an agent,
the fault detection mechanism is to detect the fault promptly.

A. Graph Theory

The communication topology among the N followers of the
MAS can be modeled by a directed graph G = (V,&,.A), in
which V={1,...,N}, ECVxV and A= [q;] € RN
represent the node set, the edge set and the adjacency matrix,
respectively. If a;; = 1, it means that node i can receive infor-
mation from node j through directed edge &£;; and node j is a
neighbor of node i; otherwise, a;; =0. Let N; ={j € V:
&ij € £} denote the in-neighbor set of node i and assume that
there is no self-loop in graph G, i.e., a;; = 0. Moreover, the
matrix D = diag{dy,...,dy} € RV with d; = de/\/ aij
is the degree matrix and the Laplacian matrix £ is given as
L =D — A. For the graph G= (V,&, A) with a leader 0,
define Ay = diag{aio,...,ano} as the leader’s adjacency
matrix, where a;p = 1 if the ith agent can receive leader’s

information, else a;p = 0. Then, its Laplacian matrix L can be

expressed as L= 0 Ouev , where £, =L+ Ay, and
Lo L4
[/2 = —COZ{CLH), e 7aN0}-

Assumption 1 ([9]): The graph G has a directed spanning
tree, and the leader is the root node.

B. System Model

Consider a multi-agent system with N followers, and the :th
follower is characterized by

{ @;(t) = Ax;(t) + Bu;(t) + Dd;(t) + ¢(z:(t)), 0
yl(t) == C.’,Ei(t), 1= 1,. .. 7]V,

where z;(t) € R", u;(t) € R™, and y;(t) € R” represent the
state, input, and output of the ith agent, respectively. d;(¢) is
the external disturbance which is bounded to d;, i.e., ||d;(¢)|| <
d;, and ¢(x;) = [¢ (i), ..., ¢, (x;)]" is a nonlinear function
vector. Besides, A, B, C, and D are constant matrices of com-
mensurate dimensions. Assume that (A, B) is stabilizable and
(A, C) is detectable.
The dynamics of the leader is described as

{ o(t) = Axo(t) + d(xo(t)),
yo(t) = Cro(t),

where zy(t) € R" and y,(t) € R? are the state and the output
of the leader, and ¢(z) denotes the nonlinear dynamics of the
leader.

Assumption 2: For any x1(t),z2(t) €
function ¢(z;) satisfies

(@)

R"™, the nonlinear

[ (2)

where A is a symmetric positive definite matrix.

Assumption 3: The initial state of the agents z(0)
col{z1(0),...,2x(0)} is unknown but bounded as ||z(0)]|
A, where A is a known positive constant.

Remark 1: Assumption 2 is called the Lipschitz condition
and can be used to describe a class of nonlinear systems, such
as complex circuits, robotic manipulators, and so on [35].
Assumption 3 is a common assumption in fault detection
based on adaptive threshold method [33], [36] and, for exam-
ple, it can indicate that the robots start from a known bounded
region [29].

— ¢z < [[A(z2 — 1), 3)

<

C. False Data Injection Attack Model

Since MASs are exposed to an open network environment,
information transmission among agents is vulnerable to
FDIAs, which leads to the destruction of the integrity and
accuracy of the transmitted information. For example, for a
large-scale smart grid system composed of N grid sub-
regions, it is necessary to monitor the system in order to
ensure its reliable operation, and state estimation is generally
used for system monitoring by analyzing the measured values
of meters and the power model to estimate the state of the
power grid. However, FDIAs may destroy the measured value
of the meter in transmission and change the result of state esti-
mation, thus interfering with the normal operation of the smart
grid [37]. To make the FDIA model consistent with the reality,
let independent stochastic variables y,;(t) indicate whether the
attacker launches an attack on the transmission of sensor infor-
mation between agents ¢ and j, i.e.,

1, if the information transmitted on
the edge &;; suffers from attacks, (4)
0, otherwise,

vij(t) =



484 IEEE TRANSACTIONS ON NETWORK SCIENCE AND ENGINEERING, VOL. 9, NO. 2, MARCH/APRIL 2022

and the decision variable y;;(t) obeys the Bernoulli distribu-
tion with the probabilities

Prob{y;;(t) =1} = x;;, Prob{y;;(t)=0}=1-

where x;; € [0,1) is a constant. Then, v;(t) € R” is defined as
the attack signal sent by the attacker. In practice, due to the
fact that the attackers have limited energy and power, and can
not launch continuous attacks, the following restriction holds:

@)l <v, (5)

where v(t) = col{v(t),...,vn
constant.

Remark 2: In some existing results (such as [10], [11]),
FDIAs are modeled in a similar way as faults and disturban-
ces, although they have different characteristics in essence.
Under this model, the FDIAs considered in these papers act on
the agent for a long time. But in engineering practice, the
occurrence of attacks is often random. Therefore, it is more
realistic to use sequences that obey Bernoulli distribution to
model FDIAs. Futhermore, constraint (5) is a common limita-
tion for FDIAs, which implies that the attacker has limited
energy [14], [16].

To facilitate the control design, some lemmas and defini-
tions are introduced first.

Lemma 1 ([38]): Under Assumption 1, there exists a posi-
tive definite matrix © = diag{6y,...,60y} such that the non-
singular M-matrix £, satisfies

Xijs

(t)} and v is a known positive

L=0L +LTO> NIy >0, (6)
where )y is the minimum eigenvalue of ZZ, and
61, .. ,ON]T = ([ZIT)’1

Lemma 2 ([39]): For any constant matrix M; € R%!, sym-
metric positive definite matrix M, € R and scalar 8 > 0,
the following inequality holds:

22T Myy < Bz MyMyME x4 71y My Yy, (7)

where 2 € R?and y € R'.
Definition 1 ([14]): For a given function V (¢), the infinites-
imal operator S is defined as

IV (t) = Alg% A—{E{V(t + At} = V(t)}

III. MAIN RESULTS

In this section, an observer-based event-triggered control
strategy is designed, which makes MAS (1) and (2) achieve a
prescribed H,, consensus performance when subjected to
external disturbance and FDIAs, and Zeno behavior is
avoided. In addition, a fault detection mechanism based on
adaptive threshold is proposed by using the designed state
observer.

Define the state estimation error, output estimation error,
consensus error, and the local neighborhood error as follows,
respectively

e, (1) = @i(t) — &i(1), (8a)

ey, (t) = yi(t) — 9:(1), (8b)

8i(t) = wi(t) — zo(1), (8¢c)

Gi(t) = ) aii((t) — 2:(t)) + aw(xo(t) — (1), (8d)
JEN

where Z;(t) and g;(t) are the state and output of the observer,
respectively, and will be designed later.

A. Design of Observer and Controller

The state observer for each follower is given by

&i(t) = Ay (t) + Bui(t) + Dgi(t) + ¢(&:(t)) + L
x [Zje/\/, aij(ey, — Cy; — Vij(E)vi(t)) + aio(ey, — eyo)} )
@(t) = Cﬁz(t), i€ V7
)

where L is the observer gain to be designed. The initial state is
selected as 2;(0) = 0, and the adaptive disturbance compensa-
tion g;(¢) is determined by

t)d: (t)
di(t H+&f

W1 €Jl

gi(t) =
[Wiey, (t)]

(10)

where EZZ- (t) is the estimate of the disturbance bound d; with

di(t) = —n01di(t) + ;|| Waey, ()], (1D
with n; > 0, ¥;; > 0, and W, being a gain matrix to be
designed. Note that the leader acts as a command generator,
so it is assumed that the leader’s state is measurable [19], i.e.,
Zo(t) = xo(t), hence ey, (t) = 0.

Remark 3: Since the output information of the neighboring
agents of agent 7 can be attacked by FDIAs in the process of
transmitting to agent ¢, attack signals are included in modeling
the output information actually received by the observer (9),
and this modeling method is widely used in the literature on
stochastic FDIAs [14]-[16]. Besides, although the attack sig-
nals are unknown, they still have definite values in the actual
situation, and as long as they meet the constraint (5), the
designed observer (9) can achieve the desired state estimation
objectives. Furthermore, it can be seen that the disturbance
compensation mechanism g;(t) in (10) uses only the output
information of agent ¢ itself and the output signal of the
observer. Compared with state information, output informa-
tion is often more readily available, hence easier to apply in
practice.

To reduce the network burden caused by the increase in
agent information transmission, we aim to use an event-trig-
gered strategy to reduce the frequent actions of the controller
and save communication resources. Let {¢.} denote the event-
triggered time sequence of the ¢th agent. Based on sampled
data and state observer (9), an event-triggered control strategy
is designed as
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ui(t) = K&(t)), t € [t th,), (12)

where K is the controller gain matrix, and the event-trigger
rule of the sequence {¢;} will be designed later.

Next, we prove the validity of the designed observer. By
combining (1) and (9), one can get

€y, (t) = Aey, (t) + D(di(t)

x| D aijley —

—9i(t)) + ¢(z;) — p(2;) — L

€y; — Yij(®)vi(t)) + aioey,

JEN;

(13)
Denote e, (t) = col{e, (t),. ... exy ()}, (1) = D jen, vis(t),
and T = diag{7,(t),...,7y(t)}. Moreover, let

TAE[Y(¢ :diag{z X1j7...,ZxNj}. (14)
JeN; JEN;
Then, (13) can be written in the compact form as follows
€x(t) = (In ® A — L1 ® LO)ey(t) + (In ® D)(d(t) — g(t))
+¢(x) — d(&) + (T ® L)v(t),

(15)
where
d(t) = col{d;(t),...,dn(t)}, g(t) =col{gi(¢),...,9n(t)},
¢(.27) = CO]{¢(1‘1), < ¢(xN)}7 ¢( = C01{¢( ) .- ’d’(iN)}’
v(t) = col{vi(t),...,vn (1)}

Now, the observer design result is established in Theorem 1.

Theorem 1: Under Assumptions 1-2, for given positive
scalars B, B;, «; and positive definite matrix R, the state
observer (9) can ensure that state estimation error is uni-
formly ultimately bounded in the presence of external dis-
turbance and FDIAs, if there exist symmetric positive
definite matrix P, and matrix W; satisfying the following
LMI conditions:

He(P;'A) + LATA + B 1, ) ]
— e CTRIC ! <0, (16)
1
* _ﬁ_lln—
—el P7'D—CTWI]
€ 1 Ll <o,
* —el i (17)

where ¢ > 0 is a small constant, and )y is as defined in
Lemma 1. Furthermore, the observer gain is given by
L= K1P10TR_1.

Proof: Let g (t) = d; — 3 (t) with d; being the bound on
d;(t). Then, by using (11), one has

éq,(t) = n0:1d;(t) — n;||Wiey, (1)|]. (18)
Next, construct the Lyapunov function as
N
Vi(t) = el (t)(®0 @ Pt Zi e (t). (19

:1

where O is a diagonal matrix as in Lemma 1. Use Definition 1
to calculate the infinitesimal operator of V;(¢) and take the
mathematical expectation to get

E{SVi(t)} =E{el[®@® (P 'A+ ATP!) — 0L,
® P 'LC — £,70 @ CTLT P Ve, + 2¢7(©
® P )[g(x) — ¢(&)] + 2¢ (0 © P ' D)d
- 26T<® © P'D)g +2¢L (0T @ P ' L)u(t)

—l—QZ—ed

i=1 i
(20)

Based on Lemma 2, Assumption 2 and (14), we have

E{2¢1(®Y ® P 'L)v(t)}
=E{2cel(® @ I,)(T @ CTR Y)u(t)}
=E{2ce] (O @ I,)(T @ CTR )u(t)}
<E{Briel (@@ L)e, + B (1) (T® RIC)O R T,)
x (Y@ CTR Yu(t)}
< E{Briel (@ @ 1,)e,}

+ B 1P A (Y@ R71O)O @ 1) (T @ CTR™Y)),
(21)

D)
D)

and

E{2¢ (0 @ P )[p(z) — ¢(£>]}

<E{f[®® (B PP +ﬁ ATA)e.}. (22

Additionally, in light of (17), (18) and the adaptive laws (10)-
(11), it is clear that
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E{%{( ® P;'D)d —2¢(®® P 'D)g

N N
gﬂ«:{ el ()0, P (e, Pt D
i=1 i=1 '
" W1€JL( )67 Qieed )lee (t)H
i€q; i
HWlew d; () H + ¥ i1
+2 Z 91‘192'“’16@ (t)gzi(t) }
i=1
]E{ZEN:G [Wiew @40 ‘ 2§N:919
B HW16J1 3 H—|—19,1 i=1 o

1\ 1.
X l<€d12d7> +Zdt }
N 1
<2 0;9; 14+=d?).
<23 0 (145%)

Then, substituting (21)-(23) into (20), it yields that

(23)

E{SVi(t)} < E{—ef(@ ®Z1)e,t + Ag,
where  Z; = —(P['A+ATP !+ 8PP + 1ATA+
Bicr I, — f,af CTRC)and A, = 23N 6,0,,(1 + 1) +
ﬂ’llcl\’JZ)\nlax((T QR1IC)ORL)(T® CTR~ H).
(16), we can see that =; > 0, thus, it is easy to obtain that

From

E{%‘/l(t)} < _>\min())‘min(El)E{He-THZ} +A1'

Applying the Lyapunov stability theory, it is obvious that state

estimation error is uniforrnly ultimately bounded with bound

E{He ( )H} < Imn >)‘mm( l>_A1’

proof. [ |

Remark 4: Compared with [18], [38], [40], we estimate the
upper bound d; of disturbance d;(t) by the adaptive updating
rule (11), and then use it to eliminate the effect of the distur-
bance. So the upper bound of disturbance does not need to be
known in this part. A; depends on d;’s, so larger disturbance
d;(t) leads to larger estimation error A;. A; depends on FDIA
as well. More frequent FDIA attacks (i.e., larger values in T
in (14)) will lead to larger A;, hence larger estimation error
A;. In the meanwhile, the bound of state estimation error A,
can be made arbitrarily small by selecting appropriate design
parameters. Furthermore, it should be pointed out that in order
to facilitate the solution, the LMI (17) implements the equality
constraint P, D = C’TWIT , and € in (17) represents the simi-
larity between P! D and CTW] . The smaller ¢ is, the closer
they will be. Hence, it is necessary to make ¢ small enough to
reduce the error [18].

which completes the

Remark 5: In addition to being an effective observer design
for MASs under FDIAs, the observer design in (9) and the dis-
turbance compensation approach in (10)-(11) are also a signif-
icant improvement over the well-known Extended State
Observer (ESO) approach, which has been used extensively in
the active disturbance rejection control literature [41]-[43].
Namely, the disturbances d;(t) are required to be bounded
only, instead of the derivative of d;(t) being bounded as in
ESO. The advantage can be seeing by noting that, while
sin wt is bounded for all values of frequency w, its derivative
w cos wt will be unbounded if w is not bounded.

B. Hy Consensus Performance Analysis

In this subsection, we study the design of the controller (12)
to ensure that the MAS (1) and (2) achieve consensus with a
desired H, performance index in the presence of external dis-
turbance and FDIAs, and propose a method to update the
event-triggered time series {¢} }.

In order to achieve the control objective, define measure-
ment error e;(t) = & (t}) — & (t) with &(t) as in (8d). Then,
according to (8c) and substituting (12) into (1), we have

5(t) =

(In® A— L) ® BK)§(t) + (£1 ® BK)e,(t)

+ (Iy ® BK)e(t) + (In @ D)d(t) + ¢(z) — p(0),
(24)
where
8(t) = col{81(t),...,8n (1)}, e(t) = col{er(t), ... en(t)},
d(x) — d(wo) = col{g(x1) — B(w0), ..., p(xn) — P(0)}.

Next, with the observer-based event-triggered control strat-
egy (12), Theorem 2 can be obtained.

Theorem 2: Suppose that Assumptions 1-2 hold. Consider
the MAS (1)-(2), under the controller (12) driven by the fol-
lowing event-triggered condition:

ti =inf{t > tj]z(t) > 0}, (25)

where

K
= —2 ||BTP2€¢(t
Ba
with «9, B4, h;, and £ being positive constants. If there exist
symmetric positive definite matrix P and positive scalars f,,
, and o such that
3

2(t) W = hi|| BT R (1)) = tet,  (26)

11y P{lAT P{l
« B, 0 | <0 7)
* * -1,

/\max(PQBBTPZ) < 027

2
ﬁ2x2+4h<<ﬁ/+ N/V) +1>

(28)
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[KQ)\min(»Cl +
ABBY, B =max{h;}, A =rB+
), and N = max;cy{|\;|} represents

where  II;; = He(AP; ') + B30, + 5 DDT —
LhHh-2 Am(clzT)
4h( N + \/ﬂw

the maximum number of neighbors of the agents and |\
denotes the number of agents in the set \;. Then, the MAS is
asymptotically stable with H ., consensus performance,

E{/otf 8T(t)8(t)dt} < ]E{o-2 /Otf " (t)s(t)dt + VQ(O)},

(29)

where ¢(t) = col{e,(t),d(t)}, and Va(¢) is defined in (31). In
addition, Zeno behavior is excluded since the inter-event time

is strictly positive, i.e.,

Bi pe—t
K2

1- o (4]
b —ty =1j, 2

> —In|—V2 4
F 1Al |1 BT Py|er

> 0, (30)

where o}, will be given in (42). Finally, the controller gain is
givenby K = ko BT P,.
Proof: Consider the following Lyapunov function

Va(t) = 8" (t)(Iny @ P2)8(t) + Nee ™. (31)

where / is a positive constant. Taking its infinitesimal operator
and expectation along (24), one can deduce that

E{SVa(t)} = E{§"[Iy ® (P> A+ A" P,)
— L7 @ K'B"P))s + 287 (L1 ® P,BK)e,

— L, ® P,BK

+ 28" (Iy ® P,BK)e + 28" (Iy ® P,D)d

+26" (Iy @ Po)[g() — ()] — Nee™}.
(32)

Using K = iy B" P, it follows from Young’s inequality that
E{28" (L1 ® ko P,BB" Py)e,}

1
< E{ 72 (L1L)S (In © P.BBT P2)6 + oy
2

X )\Illzi)c(F)2‘B‘BT‘P2)egem}7 (33)
E{28" (Iy ® P,D)d}
<8{ 257 (Iy s RO RS+ A0 | Gy
o

and

E{28" (Iy ® ko P, BB" Py)e}
< E{%eT(IN ® PyBBT Py)e + Byia8” (Iy @ PQBBTPQ)S}
4

(35)

By utilizing the event-triggered condition (25), for any ¢ €
[ti,ti. ), itis true that

;2 T (t)(Iy ® P,BB  Py)e(t)
4

N
<h Y ||BTR&(t)| + Nee
i=1
N

A (18" P + |}BTP2q§’(t)H2)> + Nte,

i=1

IN

(36)

where () = Y jx, ay(@5(t) — &:(1)) and ¢}(t) = xo(t)—

#;(t). Next, denote ¢(t) = col{q}(t),...,q% )}, ¢"(t) =
col{g}(t),...,qd%(t)}. Then, we can conclude that the follow-
ing properties are satisfied:

| B Pt 1)) < Z(HBTPq )|+ || B g
< N||BTqu§’(t) |

Ny e B R0, 67)

|(Iy ® B"P)d"(t) || <2||(Iy ® B P»)3( H

+2||(Iy @ BT By)e, (8| (38)

Thus, one has

N 9
S5 Rl < (§+ V¥R flav e BRad)
i=1
< 2K+ NA) [y o B Pgaco)|
+ [ty @ B"P)e.0)]]. (39)

In order to establish the desired H, consensus performance
for the MAS, the following function is introduced:

J(t) = E{SVa(t) + 8" (1)5(t) — o’¢" ()s(H)}.  (40)
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Then, combining with (32)-(40), it is easy to get

j(t) S E{(ST[IN ® (PQA + ATPZ - K2Amin(£1 + ;C{)
% P,BBTP, + % Amax(L1LT)PyBBT Py + By Py Py
2

1 1
+—ATA + — P,DDT Py +XP, BBT P,)|8 + [Byka
3

+4AR((N + NN +
+o2d" (t)d(t) + 87 (t)8(t) —

D] Amar (P.BB Py)ele,
Yege, —o’d! (t)d(1)}.

o e, e, —

Using (27) and applying the Schur complement lemma, and
premultiplying and postmultiplying P, on both sides of it, it
can be inferred that (27) and (28) can guarantee J(t) < 0,
integration of which yields

s{ut) -0+ [ 15 @s(e) - st (o)t} < 0
(41)

Therefore, the MAS can achieve the desired H, performance
(29) with the proposed event-triggered control strategy (12).
In what follows, we will prove that Zeno behavior is
excluded by proving that the minimum interval between any
two event intervals is positive. For ¢ € [t},¢; ), one has
dH(’C’lf Ol — =4 (el'e;)? < ||é;. Similar to the proof process of
Theorem 1, we know that the consensus error is also bounded.

Assume that the bound is A. So, we have

lesOll = [ =€)
= Z aij(fj(t) - fz( ) + aio(Eo(t) — ifI(t))

JEN;
aio&(t};))

+ Z aij(¢(2;) — ¢(:)) + aw(P(zo) — ¢(2:)) + D

JEN
X ( Z aij(g;(t) — gi(t)) — aiogi(t)> + L
JeN;
X [ Z a”]( Z a]'m(eyj ~ Cyn + yj’mv]) + ai(]@yj
jGN,; mENj
_ Z aij(eyi — el/j + )/,;jvi) — aigeyi>
JEN;
— Qo ( Z ai]-(eyz €y] + )/7] ) + aloe%)] H
JEN;

< [lAllllesl +

where

A&(1) + BK | D ay(&(8) — &(1))

JEN;
Z aij(9;(t) — gi(t)) — aiogi(t)] H
JEN;

+ (2N + an)l|Al(Ar + A) + | LO|| (4N

o) = max {
tEfthoth s )

—an&(ty) | +D

—|—2al0./\/'
+ 2N + ain)A; + || L|| (2N +aw/(f)v} >0,

(42)

from which we have ||e;(t)|| < ( 41—t

clear that

H i —1). Thus, it is

Tp HBTP2HO‘§< Al (=)
15" Pees)]] < = (M= — 1), @3

According to the event-triggered condition (25) and using
(43), it follows that:

B, , B Pl jayi e
My t§7< —1)
Vi 4] e

which implies that (30) holds. Hence, it is proved that Zeno
behavior will not occur under the designed event-triggered
condition. This ends the proof. u
Remark 6: To simplify the solution of the matrix parame-
ters in Theorem 2, we can first solve P, with (27) by adjusting
the parameters S, B3, By, O, ko, and F;, then calculate
Amax (Py BBT P,) and replace it into (28) to verify whether the
condition is satisfied. If not satisfied, re-adjust these parame-
ters, so as to avoid solving the two inequalities at the same
time. In addition, compared with the undirected communica-
tion topology considered in [20], the control strategy proposed
in this paper under the directed communication topology is
more common because the undirected graph can be regarded
as a special case of the directed graph if each agent can obtain
the information of its neighbors. Moreover, the asymmetry of
the Laplacian matrix and the consideration of external distur-
bances and stochastic FDIAs make this work more challeng-
ing than [20] in controller design and consensus analysis.
Remark 7: In the ETM (25), by analyzing different sets of
parameters, we found that a smaller 7; and a larger g—i will trig-
ger more points to ensure system performance. Therefore, we
can adjust these parameters to achieve a balance between sys-
tem performance and communication burden. Different from
the centralized ETM [30], [31], the ETM (25) does not need
global state information, thus reducing the unnecessary usage
of communication resources. Moreover, compared with the
constant threshold used in the distributed ETM by [16], a
state-dependent threshold is used in the trigger function (26),
which will further decrease the frequency of the control input
updates and reduce the communication burden. In addition,
compared with the ETM proposed in [30], by adding a time-

(44)
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dependent term fe! to the trigger function (26), the Zeno
behavior can be excluded easily.

Remark 8: Tt is mentioned in [44], [45] that as long as the
variable is bounded and converges to zero or a bounded neigh-
borhood of the origin after the system is stable, the variable
can be regarded as a disturbance in the process of stability
analysis. In Theorem 1, we can see that the state observation
errors caused by the FDIAs are uniformly ultimately bounded,
and the boundary can be arbitrarily small by adjusting the
design parameters. So it is reasonable to regard the state obser-
vation error as disturbance in the process of consensus
analysis.

C. Fault Detection Mechanism

When agents suffer from faults, it will lead to performance
degradation or even instability of the MAS, so we propose a
fault detection mechanism to detect faults promptly. Mean-
while, in order to avoid false alarms of the fault detection
mechanism, an adaptive threshold is derived, which reduces
the conservatism of the mechanism. In addition, as in [27],
[33], [34], to develop the fault detection mechanism, it is
assumed that d; is known in advance. The fault agent model
can be described as

where f;(t) denote the fault signals. When the upper bound of
disturbance d; is known, the adaptive disturbance compensa-
tion g;(¢) in (9) can be redesigned as

WQ@Z/[ (t)CZ?
| Wgeyi (t) H(Z + 191"2

gi(t) = | (46)

where W5 is the gain matrix whose design process is the same
as Wy in (10), and 9, is the same positive constant as ;1 in
(10). These two parameters need to be redesigned here, differ-
ent from those in (10). Moreover, it follows from (9) and (45)
that

éx(t) = (In ® A= L1 @ LO)e.(t) + (Iy @ D)(d(t) — g(t))
+¢(w) — $(2) + (In @ F) f(t) + (T @ L)v(t)
47

where f(t) = col{ fi(¢),..., fx(t)}.

In order to detect the fault, define the residual r;(t) =
> jen; @ijley, — ey;) + aio(ey, — ey, ), and one has

E{r(t)} = E{(£i ® C)e,}, (48)
where r(t) = col{ri(t),...,rn(t)}. Then, we can write

where ¥; = {0,,..., I, ,...,0,} € R To this end, we
—~

ith
can build an evaluation function based on residual signal r;(t)
and detect the fault by comparing it with the adaptive

threshold. Furthermore, it should be pointed out that defining
7;(t) as residual can reduce the computational burden because
the same term as r;(¢) is also used in the observer (9).
The fault detection algorithm is stated in Theorem 3.
Theorem 3: The following fault detection logic can be used
to detect the occurrence of faults in MAS (1) and (2):

{ Ju(f) > Jthl(t)afz(t) 7& 0 or f](t) # 07] € Niv (50)

Jrty < Jin;(t), No fault,

where J,. ;) = E{||r; (t)||?} is an evaluation function, Jy, (£) is
the adaptive threshold that is designed as

£ cY¥Tw, (L, © C))
AInin (®) )‘lllill (R; ! )

Jn(t) = Amax ((

_min(E2) 4

- {Anmx(@kmw(% 1)A2¢ Aux(Fy )

Amin (523 +
Amax (P; ) ) , (5 1 )

where P is a symmetric positive definite matrix that ensures
Sy = (P A+ ATP 4 B P Py 4 e ATA A Boies T, —
TS CTRIIC + Brdax(@) P PY) > 0, = A (Y0
R'C)O @ 1,)(YT® CTRY)), Y is as in (14), R, is a posi-

tive definite matrix, and S5, By, B;, k3 are positive constants.

K3 o )\max(P‘gl) ( -
+ 2wy ——m="(1—¢
Bs Amin (Z2)

The observer gain L is redesigned as L = «3 PsCT Ry L.
Proof: Select the Lyapunov function as

Va(t) = el (t)(0 ® Py Veq(t). (52)

By using a similar proof process as Theorem 1, we can get

E{SV3(t)}
= E{eg {@ ® (PglA + AP+ B Py P + LaTa
6
Kg)\o
Amax (0)
K3 o 1 g T
+—wv+—f(INQF'F)f
Bs Bq

Ao (Z2) K3 o 1 g T
_*mﬂﬂ{%(t)}+ﬁ—5wv +ﬂ—7f ([N®F F)f

+IB5K3ITL - CTRl_lc + ﬁ7)\max<®>f)3_1p3_l):| €r

(53)

From (52), it is obvious that /\mm((@))\min(Pgl)E{||em||2} <
E{V3(t)} < Amax(0) Amax (Py )E{|Je.||’}. Based on the
above inequality and integrating (53) results in
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Amin (©) mln( )E{HGIH }
_ min(E2)

< e M Nk (0) Amax (P )E e, (0) [
t _ Amin (E: ) t— .[)
+— va/ e
Bs 0

/\ma)(P ) dT
1 t
+—/ Iy F'F)fe
Bz Jo

_ Amm(~2) (1‘ r)

M (P e (54)

Using (48) and (49), we have

E{r] (t)ri(t)} < E{e; (£] © CHWWi(L1 ® O)es}

< (L7 @ CTYWTW, (L1 @ C)E{le. |} (55)

Then, combining (54) and (55) and considering the initial con-
dition #;(0) = 0, it is obtained that

)\min(®))\min(P371)
/\maX((ElT ® CT)\PiT\Pi(El ®C))

2 et
Hlla(O)fe

_ /\min(E‘Z) +
=
)\ma.\'(Pg ) )

_ min(E2)
Amax P )(t T)dT

E{r{ (t)ri(t)}

< Arna.x (®)>\111'1.x(

+_ 2)\111ax(P'_371) (1 —e
,35 )\min( = 2)

(56)

‘/FM®ﬂﬂf

Thus, if J,,) > Ju, (t), which means that the ith agent or one

of its neighbors is faulty. This completes the proof. u

Remark 9: Similar to Theorem 1, the matrix parameters P
and W5 can be solved by the following LMIs:

O Pgl Pi;l
* _ﬂ%[n 0 < 0, (57)
* * - /37)\mlax() In
—eI P;'D—-CTWT
<5 21 <o, (58)
* —el
where Qu =P 'A+ ATP 4 ATA + BsksI, —
_Kk3Ag

() CTR;1C, and ,Bd, B> Br. k3, € are p0s1t1ve constants.
In addition, from the adaptive threshold (51), it can be seen
that it will eventually tend to a constant related to the attack
signal. The larger the attack signal, the greater the adaptive
threshold, which may reduce the accuracy and promptness of
the fault detection mechanism, or even non-alarms. However,
due to the concealment and energy limitations of FDIAs,
FDIAs are often smaller than fault signals, and we can make
the adaptive threshold small enough to ensure the performance
of the fault detection mechanism by adjusting parameters.
Remark 10: Note that, unlike the consensus analysis with-
out requiring the upper bounds of the disturbances in Theo-
rems 1 and 2, these upper bounds are required and are
assumed to be known in advance in Theorem 3 to achieve fault
detection. This is a common assumption in fault detection

Fig. 2.  Communication topology.

problems [27], [33], [34]. When the upper bound is known,
disturbance compensation (46) can be used to eliminate the
effect of disturbance on fault detection, so as to avoid the
problem that the adaptive threshold contains an upper bound
of disturbance [29], which degrades the performance of fault
detection. In addition, the disturbance compensation (46) is
also applicable to situations in consensus analysis where the
disturbance upper bound is known.

IV. SIMULATION EXAMPLES

In this section, simulation results are given to verify the
effectiveness of the main results. Consider the communication
topology shown in Fig. 2, and the parameter matrices in (1)
are as follows

—29 03 04 1.2 0 0
—01 -02 06 15 0 0

A: 7B: )
12 21 -28 34 -1 05
1 -2 —25 -25 —0.1 0.2
(10 0 0

c=1010 0|, D=[01 01 —01 —0.1]".
00 1 1

The nonlinear function ¢(x;) is considered as ¢(z;) =
[0,0,0,0.01sin (2;1(¢))]", and it follows from Assumption 2
that A = diag{0.01,...,0.01}. In addition, it is easy to obtain
Ly from Fig. 2. Then, based on Lemma 1, we have ® =
diag{4,2.5,7,3.5}. Without loss of generality, we assume
that the disturbances d; =1.2cos(0.7t) and dy=
0.5cos (0.7t) acting on agent 1 and agent 4 all the time,
respectively, and there are no disturbances to other agents.
The probabilities of FDIAs occurring on each edge are chosen
as Y19 = Xo3 = Xa3 = 0.02, x94, = x31 = 0.03, and the attack
characteristic is set to v = 0.1. Moreover, take the initial states
of each agent as z0(0)=[-3,2.5,2,-2.8]", z,(0)=
[-0.3,0.4,—0.3,0.3], x5(0) =1[0.4,—0.2,0.3,0.2], z3(0) =
[0.4,0.1,0.3,—0.1], and z4(0) = [0.6,—0.3,0.3, —0.4].

First, we demonstrate the validity of the designed consensus
control protocol (9), (10) and (12). Based on Theorem 1 and
Theorem 2, select the parameters = 0.08, ; = 0.1, x; =
200, R=1I3, B, =60, B3 =0.85, ¢=0.00005, o= 0.387
and the triggering parameters ko = 0.0034, B, =1, h; =
0.003, ¢ = 0.00001. Then, the observer gain L and the distur-
bance bound estimation gain matrix Wi, the controller gain K
and the weighting matrix P are obtained as follows after solv-
ing (16)-(17) and (27)-(28), respectively
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Fig. 3. The disturbance signals d;(t) and the adaptive parameters (7,(1‘)
(i =1,4).
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Fig. 4. The moment when the transmitted data on different edges is attacked
by FDIAs.

5.6805 0.9824  2.3019
,_ |09824 141506 —4.4867 |
0.5960  0.8026  8.3620
17059 —5.2893  9.7204
Wy =[4.5925 0.2255 —2.7408],
0.0004 —0.0001 —0.0016 0.0002
~ | —0.0001  0.0005 0.0007 0.0004
04952  0.1179 —0.1308  0.2451
0.1179 15879 —0.0550 0.8306
" | —0.1308 —0.0550 0.4903 —0.1585
02451  0.8306 —0.1585 1.0038

Then, setn; = 7,911 = 0.017, 5, = 0.7, and ¥4 ; = 0.05. The
disturbance signals d;(t) and the adaptive parameters d;(t)
(i = 1,4) are given in Fig. 3, it can be seen that d;(t) can esti-
mate the upper bound of disturbance. Fig. 4 depicts the

moments when the information passed on different edges is

attacked by FDIAs. Define J(t) = 4 \/Zf\il |2 (£) — z0(2)]?
as the consensus error of the system, then the observer errors
and the consensus error .J (t) are shown in Fig. 5 and Fig. 6,
respectively. It can be noticed that the designed observer and
‘H controller perform very well even in the presence of
FDIAs and external disturbance. Fig. 7 shows the event-trig-
gered instants and release intervals of different agents, from

0.6 0.4
. —€l11|| « o3 —€12
2 o4 - e -
5 el 5o, c22
2 —esi1|| o —es2
_g : —€41 _E o1 —€42
o D01
S 02 <
(2] @D -02
-0.4 -0.3
0 10 20 30 40 50 [ 10 20 30 40 50
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0.4 0.8
5 00 —¢€13 5 o6 — €14
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Fig. 5. Observer errors of four agents under FDIAs and disturbances.
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Fig. 6. Consensus error .J () under FDIAs and disturbances.
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Fig. 7. Release instants and intervals of different agents.

which we can see that the proposed ETM (25) can save com-
munication resources and excludes Zeno behavior. Fig. 8 dis-
plays the performance comparison of the observer (9) with or
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Fig. 8. The observer performance for the first element of the state x (¢) with

(left) and without (right) disturbance compensation g;(t) in observer (9) under
FDIAs and disturbances.

TABLE I
TRIGGER NUMBERS OF EACH AGENT UNDER DIFFERENT CONTROL SCHEMES

Control scheme Agent1 Agent2 Agent3 Agent4
Event-triggered strategy (25) 76 100 87 87

Method in [16] 124 119 96 108

Method in [31] 122 122 122 122

without disturbance compensation g;(¢) in (10), and it is obvi-
ous that when disturbance compensation is included, the
observed values tend to the real values more accurately.
Besides, the trigger numbers of each agent under different
control schemes are summarized in TABLE 1. Overall, the
number of trigger points of the proposed method is less, which
can better reduce the communication burden with the system
performance not being adversely affected.

In the following, we illustrate the effectiveness of the pro-
posed fault detection mechanism (50) and (51). The parameter
matrix F in (45) is selected as F =[3,—2,0.3,—1.5]".
Besides, let Ry = I3, 85 = 0.1, Bz = 0.2, B, = 0.004, and
k3 = 120. Then, by solving the LMIs (57)-(58), the parameter
matrices P3 and W are obtained as follows

0.0645 0.0125  0.0035 0.0199
P 0.0125 0.1586  0.0053 —0.0571
°7 00035 00053 0.0949 —0.0070 |’
0.0199 —-0.0571 —0.0070 0.1176
Wy =11.9785 0.0760 —1.2211].

For the purpose of fault detection, it is assumed that faults

f1(t) and f3(t) occur on agents 1 and 3, respectively, which
are described as

1.14+04sin(3t), 15s<t<25s,
filt) = .

0, otherwise,

0.9+ 0.2cos (3t), 30 s<t<40s,
f3(t) = .

0, otherwise.

The residual functions .J,,;) and adaptive threshold Jy, (t)
of different agents are shown in Fig. 9. It can be observed
clearly that the fault was detected on agent 1 at 15.06 s, and
no fault was detected on agent 2, so we can infer that the fault
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duced to reduce the
accuracy of the observer.
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Fig. 9. The performance of the fault detection mechanism using the adaptive
threshold design method proposed in Theorem 3.
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Fig. 10. The performance of the fault detection mechanism using the adap-
tive threshold design method proposed in [29].

occurs on agent 1. In addition, for ¢ > 25.02 s, the residual
function is less than the adaptive threshold, which indicates
that no fault occurs on agent 1. Similarly, we can conclude
that there is a fault on agent 3 and was detected at 30.21 s,
while no fault on agent 1 throughout the simulation. Fig. 10
shows the performance of the fault detection mechanism using
the adaptive threshold design method of [29]. Obviously, due
to the existence of external disturbance and FDIAs, the adap-
tive threshold is too large, which makes the fault detection
mechanism invalid. Thus, the promptness and effectiveness of
the proposed fault detection mechanism are verified.

V. CONCLUSION

In this paper, the security consensus problem for a class
of nonlinear MASs with a directed communication topology
under external disturbance, fault, and FDIA is addressed. A
state observer is designed to estimate the state of the sys-
tem, and an adaptive compensation mechanism is intro-
influence of disturbance on the

In order to reduce the
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communication burden, we proposed an event-triggered
control strategy based on this observer to ensure that the
MAS can achieve the prescribed H, performance with
Zeno behavior excluded. In addition, when a fault occurs on
the agent, a fault detection mechanism is constructed based
on the state observer to detect the fault promptly. Finally, a
simulation example shows the effectiveness of the proposed
methods. Note that only the communication graph with
directed spanning tree and static ETM are considered in this
paper. Therefore, how to extend these results to time-vary-
ing topology and adaptive ETM will be the future research
topics. In addition, it is also an interesting research direction
to extend these results to multiple attacks and attack detec-
tion problems.
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