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CuckooFiltersandBloomFilters:Comparisonand
ApplicationtoPacketClassification

PedroReviriego,Jorge Mart́ınez,DavidLarrabeiti,andSalvatorePontarelli

Abstract—Bloomfiltersareusedtoperformapproxi-
matemembershipcheckinginawiderangeofapplications
inbothcomputingandnetworking,buttherecentlyintro-
ducedcuckoofilterisalsogainingpopularity.Therefore,
itis ofinteresttocompare both filters and provide
insightsintotheirfeaturessothatdesignerscan make
aninformed decision whenimplementingapproximate
membershipcheckinginagivenapplication.Thispaper
firstcompares Bloomandcuckoofiltersfocusingona
packetclassificationapplication.Theanalysisidentifiesa
shortcomingofcuckoofiltersintermsoffalsepositiverate
whentheydonotoperateclosetofulloccupancy.Based
onthatobservation,thepaperalsoproposestheuseof
aconfigurablebuckettoimprovethescalingofthefalse
positiverateofthecuckoofilterwithoccupancy.

IndexTerms—Cuckoofilters,Bloomfilters,Packetclas-
sification,SDN.

I.INTRODUCTION

Approximatemembershipcheckingiswidelyusedto
speedup manycomputingandnetworkingapplications
like DNAsequencing[1],caching[2]ornetworkse-
curity[3].Forexample,insteadofperformingacostly
accesstoanexternalmemorytosearchforanelement,
asmallfiltercanbeusedfirsttocheckiftheelementis
storedinthatmemory.Then,onlywhenthatisthecase,
theexternalmemoryisaccessed[4].Inthisscenario,it
isimportantthattheapproximatecheckdoesnothave
falsenegativesasthosewould meanthatelementsthat
arestoredintheexternal memory willnotbefound.
Insteadfalsepositives wouldonlycauseanunneeded
accesstotheexternalmemory.Therefore,thestructures
usedtoimplementthechecking,commonlyreferredtoas
filters,aredesignedtoavoidfalsenegativesandachieve
alowfalsepositiveprobability.

TheBloomfilterhastraditionallybeenusedtoim-
plementthischecking. However,thecuckoofilterhas
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beenrecentlyproposedasanalternativetoBloomfilters
[5]givenitsadvantages,suchassupportingdeletions
orachievingalowerfalsepositiverateinsomeset-
tings. Cuckoofiltershavesincebeenconsideredfor
severalnetworkingapplicationsliketraffic monitoring
[6],longestprefixmatchingforIPpacketforwarding[7]
orsecurity[8].However,cuckoofiltershavealsoafew
drawbacks.Forexample,inacuckoofilter,thenumber
ofelementsthatcanbeinsertedislimitedand, when
theoccupationisveryhigh,theinsertion mayfail,as
opposedtoaBloomfilterwhereinsertionscannotfail,
theyjustdegradethefalsepositiverate.

Inthispaper,Bloomandcuckoofiltersarecompared
discussingtheiradvantagesanddrawbacksandprovid-
ingsomeinsightsthatcanbeusefultodesigners.In
particular,welookintocuckoofilterperformancewhen
itoperatesbelowthemaximumoccupancyaswouldbe
thecaseinmanypacketclassificationapplications.The
resultsshowthat,inpracticalconfigurations,differently
fromwhatpreviousanalysissuggest,Bloomfiltersmay
performbetterthancuckoo filtersintermsoffalse
positiverate.Basedonthatobservation,anoptimization
ofthecuckoofiltertoimprovethereductionofthefalse
positiverateastheoccupancygetslowerisproposedand
evaluated.Theproposedschemeextendstheoccupancy
rangeforwhichthecuckoofilteroutperformstheBloom
filter makingit morecompetitiveforpracticalconfigu-
rations.

Thecontributionsofthispaperarethreefold. The
firstistopresentadetailedcomparisonofBloomand
cuckoofilters.Thesecondisto makedesignersaware
thatcuckoofilterswouldinmanycaseshaveworsefalse
positiveratesthanBloomfilterswhentheyoperatebelow
their maximumoccupancy.Thisisofpracticalinterest
asin manyapplicationsthefilters wouldnot workat
fulloccupancy.Thethirdcontributionistopresentthe
ConfigurableBucketCuckooFilter(CBCF),ascheme
thatenablescuckoofilterstobetterscaletheirfalse
positiverateswithoccupancythusextendingtherange
ofoccupancyforwhichthecuckoofilteroutperformsthe
Bloomfilter.

Therestofthepaperisorganizedasfollows.Insection
II,Bloomandcuckoofiltersaredescribedandcompared.
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TheninsectionIIItheuseoffiltersforpacketclassifica-
tionisdiscussedasourtargetapplication.Theproposed
cuckoofilteroptimizationispresentedandevaluated
insectionIV.Thepaperendswiththeconclusionsin
sectionV.

II.BLOOMFILTERSANDCUCKOOFILTERS

Bloomfiltersandcuckoofiltershavebecomepopu-
lardatastructurestoperformapproximatemembership
checking.InthefollowingbothBloomandcuckoofilters
arebrieflydescribedandcomparedwithrespecttodif-
ferentparameters.Thenthescalingofthefalsepositive
rateversusoccupancyforbothBloomandcuckoofilters
isdiscussedtoshowthattheBloomfiltercanoutperform
thecuckoofilterforpracticalsettings.

A.BloomFilters

ABloomfilterusesanarrayofm bits,initiallyset
tozero,on whichelementsareinsertedorchecked
usingasetofkhashfunctionsh1(x),h2(x),...,hk(x)
[4].Toinsertanelementx,thebitpositionsgiven
byh1(x),h2(x),...,hk(x)aresetto’1’.Conversely,to
checkifanelementhasbeeninsertedinthefilter,those
positionsarereadandifandonlyifallofthemare’1’a
positiveisreturned.TheBloomfilterwillalwaysreturn
apositiveforanelementthathasbeeninserted.Instead,
whencheckingforanelementthathasnotbeeninserted,
thefilterwillinmostcasesreturnanegative,butwith
lowprobability,apositivecanbeobtained.Thisoccurs
whenthekpositionshavebeensetto’1’duetothe
insertionofotherelements.Theprobabilityorrateofa
falsepositiveonacheckforanelementnotstoredin
thefiltercanbeapproximatedby(p1)

k,wherep1isthe
probabilitythatabitissettoonewhichisafunction
ofthenumberofelementsinserted.Thisprobabilitycan
beestimatedwhennelementshavebeeninsertedonthe
filteras:

p1 1−(1−
1

m
)k·n. (1)

andthusthefalsepositiverate:

fprBF 1−(1−
1

m
)k·n)k. (2)

ABloomfilterisshowninFigure1withseveral
elementsinsertedonthefilter.
Foragivenfiltersizemandelementsinsertedn,the
numberofhashfunctionskthatminimizesthefalse
positiverateisgivenbykopt=

m
n·log(2)asstated

in[9].Thereforetheoptimalnumberofhashfunctions
increaseswiththenumberofmemorybitsperelement

Fig.1. IllustrationofaBloomfilterchecking membershipof
elementsxandy

storedmn.However,fromapracticalstandpoint,usinga
largevalueofkhasdisadvantagesasuptokmemory
accessesareneededtocompletealookupandthesame
appliestothenumberofhashfunctions.Therefore,
increasingkincreasesthefiltercomplexitymakinglarge
valuesnotpracticalinmanysettings.Additionally,the
benefitsintermsoffalsepositiveratereductionare
smalleraskapproacheskoptandthuslowervaluescan
beusedwithasmallimpactonthefalsepositiverate.

AlimitationofBloomfiltersisthatelementscannotbe
removedsinceagivenpositionmayhavebeensettoone
bymorethanoneelement.Therefore,settingittozero
whenremovinganelementcouldleadtofalsenegatives.
ThefiltercanbeextendedtobeaCountingBloomFilter
(CBF)withacounterperpositiontosupportdeletions[9]
butthatincreasesthememoryrequirementssignificantly.
Forexample,fourbitcountershavebeenshownto
achievealowprobabilityofcountersaturationbutusing
themimpliesa4xincreaseonthememoryused.This
canbemitigatedbystoringthecountersintheslower
memoryandkeepingasinglebitinthefastermemoryas
countersareonlyneededforinsertionsandremovalsbut
notforlookups.Ontheotherhand,thereisnolimitation
onthenumberofelementsthatcanbeinsertedona
Bloomfilter,butasmoreelementsareinserted,p1will
increaseleadingtomorefalsepositives.

TheworktoimproveBloomfiltershascontinued
overtheyearsandmanyvariantshavebeenproposedto
optimizedifferentaspects[4].Inparticular,thereduction
ofthefalsepositiveratecombinedwiththesupport
ofdeletionshasbeenwidelystudied.Forexample,the
DeletableBloomfilter(DlBF)[10]andtheTernary
Bloomfilter(TBF)[11]addsomeadditionalinformation
tothefilterwithoutusingacounterperpositionand
supportsomedeletionsbutnotall.Inmoredetail,the
DlBFdividesthefilterinregionsandkeepstrackofthe
regionsonwhichtherehavebeennocollisionsamong
theinsertedelements. Whenremovinganelement,the
bitsthatareinregionswithnocollisionscanbesafely
clearedtozero.Insteadbitsthatareinregionswith
collisionscannotberemoved.TheTBFusesthreevalues
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foreachpositiononthearray0,1and wherethe
indicatesacollision. Whenremovinganelement,only
thepositionsthatstoreaonecanbeclearedtozero.
Fromthediscussion,itbecomesapparentthatboth,the
DlBFandtheTBFonlypartiallysupportdeletion.
AdifferentapproachistakenintheVariableIncrement
CountingBloomFilter(VI-CBF)[12]thatusesacounter
perpositioninthefilterbutwithvariableincrements
thatarecomputedusingahashfunctionontheinserted
elements.Bycarefullyselectingthoseincrements,this
enablesareductioninthefalsepositiveswhenonlyone
elementisinsertedonapositioniftheincrementofthe
searchedelementdoesnotmatchthevaluestoredinthe
filter.Thisschemehasbeenrecentlyextendedinthe
TandemCountingBloomfilterthatgroupscountersin
pairstofurtherreducedfalsepositives[13].

B.CuckooFilters

Thecuckoofilter(CF)[5]usespartialkeycuckoo
hashingtoimplementapproximatemembershipchecking
[14].Inmoredetail,foreachelement,afingerprintis
computedusingahashfunction anditisstoredin
thefilterinsteadof.Thefilterisformedbyanarray
of bucketsformedby cellseachofwhichcanstore
afingerprint.Toachieveagoodtrade-offbetweenfalse
positiverateandthemaximumachievableoccupancy,

iscommonlyused[5].Thefingerprintfor canbe
storedintwobucketsgivenrespectivelyby
and whereagain, and

arehashfunctions.Thecuckoofilterisillustrated
inFigure2.

Fig.2.Illustrationofacuckoofilterthatischeckingmembershipof
element

Tocheckifelement isstoredinthefilter, we
compute , of andcheckif isstoredin
anyofthosebuckets.Inthatcaseapositiveisreturned,if
nottheresultisnegative.Alookupforanelement not
storedinthefiltercanreturnapositiveifanotherelement
isstoredineitherofthosebucketsand .
Ontheotherhand,ifanelementhasbeeninserted

inthefilter,alookupwillalwaysreturnapositive.
Therefore,bothcuckoofiltersandBloomfilterscanhave
falsepositivesbutnotfalsenegatives.Forafilterthat
usesfingerprintsof bits,thefalsepositiveratecan
beapproximatedby where isthefilter
occupancy,definedas ,where isthenumberof
elementsstoredinthefilter.Thefalsepositiverateof
Bloomandcuckoofiltershasbeencomparedwhen is
closetooneshowingthatthecuckoofilterprovidesa
lowerfalsepositiveratewhen islargerthaneight[5].
Thisisoneofthekeyadvantagesofcuckoofilters.

Toinsertanelement ,buckets , areaccessed
andifthereisanemptycell,thefingerprintisstored
there.Iftherearenoemptycells,oneoftheelements
storedinthosebucketsisremovedfromthefilterand
thefingerprintof isstoredinthatcell.Then, is
insertedonitsalternatebucket( ifitwasstoredin
andtheotherwayaround).Thisalternatebucketcan

becomputedbydoingthe of withthe
positiononwhichthefingerprintof wasstored.Asin
cuckoohashing,insertionisthemostcomplexprocedure
andmayrequireseveraliterationsuntilanemptycellis
found.

UnlikeBloomfilters,cuckoofilterssupportdeletion.
Toremoveanelement,thecorrespondingbuckets
and areaccessedandthe matchingfingerprintis
removed.Itshouldbenotedthat,unlikeBloomFilters,in
thisstructurethereisaone-to-onerelationshipbetween
storedfingerprintentriesandelementsandthesame
fingerprintmightappearseveraltimesinthesameslot.
Ontheotherhand,sincetoinsertanelementinacuckoo
filter,anemptycellhastobefound,thenumberof
elementsthatcanbeinsertedinacuckoofilterislimited
andcanbeinthebestcasethenumberofcellsof
thefilter.Inpractice,insertionfailsbeforereachingfull
occupancybutthefiltercanoperateuptoapproximately
95%occupancy[5].However,ifthefilteroperatesat
close-to-fulloccupancy,therewillbenoroomforfurther
insertionsduringsystemoperation.Thisisanimportant
limitationasinmanyapplications,thenumberofentries
storedinthefilterisdynamicandnotknowninadvance.
Inotherapplications,evenifthenumberofentriesstored
inthefilterisstatic,theirnumbermayvaryfromone
devicetoanotherandthusthefilterhastobesizedfor
theworstcase.Inbothscenarios,thefilterwouldoperate
inmostcasesbelowitsmaximumoccupancytosupport
additionalinsertionsorbecausetheconfigurationofthe
deviceisnotworstcase.Inbothscenarios,thefalse
positiverateofthecuckoofiltermaybelargerthanthat
ofaBloomfilterasitwillbeseenintheevaluation
resultspresentedinsubsectionII.D.
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TABLEI
COMPARISONOFBLOOM,COUNTINGBLOOM(CBF),TERNARYBLOOM(TBF),VARIABLEINCREMENTBLOOM(VI-CBF)AND

CUCKOOFILTERS

Filter  Deletion Deletion Positivelookup Negativelookup Insertion  FPRfor  FPRscaling  External
support #accesses  #accesses  #accesses  #accesses  optimalsettings  withoccupancy memory

Bloom  No  N.A. BetterforsmallBPE  Good  No
CBF  Yes SameasBloom  Good  Counters
TBF  Partial Alwaysworse  Good  No
VI-CBF  Yes Alwaysworse  Good  No
Cuckoo  Yes Variable  BetterforlargeBPE  Poor  No

C.Comparison

TableIcomparesBloom,countingBloom,ternary
Bloom,variableincrementcountingBloomandcuckoo
filtersforthemorerelevantparameters.TheTBFhas
beenincludedinthecomparisonasanexampleoffilter
thatpartiallysupportsdeletionsandtheVI-CBFasan
exampleoffilterthatsupportsdeletionsusing more
sophisticatedprocessing.Thegoalistoillustratethat
thosetypesoffilterswillnotbecompetitiveinthe
scenarioconsidered.Inmoredetail,thecomparisonis
doneconsideringthatthefilterisstoredinasmall
on-chip memoryandthatthefullsetisstoredina
largeroff-chipmemory.Itisassumedthatallthefilters
aregiventhesameamountofon-chip memoryand
theirperformanceiscompared.Thereforeminimizing
theamountofinformationstoredon-chipbythefilter
becomescritical.
Thefirstparameteristhesupportofdeletionswhichis
oneoftheadvantagesofcuckoofilters.Tosupportdele-
tionsaBloomfilterneedstohavecountersinsteadofbits
andthatleadstoalargeincreaseinthememoryneeded
foracountingBloomfilter.However,thecounterscan
bestoredintheoff-chipmemorykeepingonlyonebit
perpositionofthearrayinon-chipmemory.Thismeans
thatthecountingBloomfilterusesthesameamount
ofon-chipmemoryandthushasthesameperformance
astheBloomfilterexceptfromtheneedtostorethe
countersinexternalmemory.TheternaryBloomfilter
(TBF)onlysupportsdeletionspartiallyasifagiven
positionstoresan valueitcannotbesettozerowhen
removinganelement.Insteadthevariableincrement
countingBloomfilter(VI-CBF)fullysupportsdeletions.
HoweverdifferentlyfromthecountingBloomfilter,it
needstostorethecountervalueintheon-chipmemory.
ThesameappliestotheTBF.Therefore,bothBloom
filtervariantswouldhaveasmallerarraywhenusing
thesameamountofon-chipmemoryasaBloomfilter.
Thiswilldegradethefalsepositiverateasshowninthe
simulationresultspresentedinthefollowing.
Thenextfourcolumnsprovideanindicationofthe
timethatwouldbeneededforeachoftheoperations.

Thiswouldbeimplementationdependentandforsome
platformsitmaydependheavilyontheoptimizations
madetoimplementthefilters[15].Togiveageneral
indicationofperformance,themetricusedisthenumber
ofmemoryaccessesthatinmanycasesprovidesarea-
sonableindicationofthetimeandcostofanoperation.
ItcanbeseenthatfortheBloomfilter,alloperationsare
boundedby ,whichasdiscussedbefore,normallytakes
asmallvaluetominimizetheimpactonperformance.
Forthecuckoofilter,lookupsanddeletionsarealways
completedinatmosttwomemoryandthreememory
accessesrespectively.Instead,forinsertionsthenumber
ofaccessesisnotboundedandcanbeverylargewhen
thefilteroperatesathighoccupancywhichisoneofthe
disadvantagesofcuckoofilters.

Inmanyapplications,lookupsarebyfarthemost
commonoperation.Lookingcloserintothetimerequired
forthem,itcanbeseenthatforpositivelookupsthe
cuckoofilterwouldoutperformtheBloomfilteras is
atleasttwo.Insteadfornegatives,Bloomfiltershave
anadvantageasalookupendsassoonasoneposition
readhasavalueofzero.Therefore,theaveragenumber
ofaccessesforaBloomfilter,woulddependonits
occupancy.Instead,forthecuckoofilter,twoaccesses
arealwaysneededforanegativelookup.Sincethegoal
ofthefilteristoavoidcheckingtheexternalmemory
onanegative,in mostcasesthefilterisusedwhen
thefractionofnegativelookupsisdominantandthus
theperformanceofnegativelookupsistheonethat
contributesmosttotheperformanceofthefilter.

Thefollowingparameterincludedinthecomparison
isthefalsepositiverate(FPR)thatwoulddetermine
theeffectivenessofthefilterinavoidingaccessingthe
fulltableforelementsthatwouldnotfinda match.
Twoscenariosareconsideredforthefalsepositiverate.
Thefirstoneiswhenthenumberofelementsandthe
amountofmemoryisknowninadvanceandthefilter
parameterscanbeoptimized( fortheBloomfilter
andthefingerprintsizeandnumberofbucketsforthe
cuckoofilter).Thisidealcaseisnotrealisticinmany
applications.Toaccountforthis,thescalingofthe
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falsepositiveratewithoccupancyisalsocompared.The
cuckoofilteroutperformstheBloomfilterinanoptimum
configurationwhenthenumberofbitsperelement(BPE)
islargerthanapproximatelyeightwhiletheBloomfilter
isbetterforfewerbits[5].Therefore,thecuckoofilter
providesbetterperformance whentheBPEislargeas
seeninTableI.ThecountingBloomfilterhasthesame
FPRastheBloomfilterasitisassumedthatcounters
arestoredoff-chipasdiscussedbefore.Instead,boththe
TBFandtheCBFwillhavesignificantlyworseFPRas
theyneed moreon-chip memoryperfilterpositionand
thuswhenusingthesameamountofon-chip memory
haveasmallerarray.Thescalingofthefalsepositive
ratewithoccupancyisbetterfortheBloomfilterinall
itsvariantsthanforthecuckoofiltermakingitbetterin
somepracticalconfigurations.Thiscanbeclearlyseen
bycomparingthefalsepositiveratesofbothfiltersand
notingthedependencywiththenumberofelementsnis
exponentialfortheBloomfilterandlinearforthecuckoo
filter:

fprBF 1−(1− 1
m)k·n)k

fprCF
8·o
2f = 8·n

c·m·2f

(3)

Finally,thelastcolumnshowstheneedtostorepart
ofthefilterinformationontheexternalmemory.Thisis
onlyneededforthecountingBloomfiltertostorethe
counters.Therestofthefiltersconsideredhavealltheir
informationinon-chipmemory.

D.Falsepositiverateversusoccupancy

Toillustratethedependencyofthefalsepositiverate
onoccupancyofthecuckoofilterandtheBloomfilters
considered,theyhavebeenimplementedandthefalse
positiveratehasbeen measuredforseveralconfigura-
tions.In moredetail,acuckoofilter withm =8192
bucketsoffourcellswassimulatedwithfingerprintsof
f=12,15,18bits.Thereasoningbehindthischoice
ofparametersisasfollows.Thenumberofcellsper
buckethasanimpactonboththefalsepositiveprob-
abilityandonthe maximumoccupancythatcanbe
achieved.In moredetail,eachelementiscomparedto
2·cfingerprintsandthusincreasingcincreaseslinearly
thefalsepositiveprobabilitymakinglowervaluesmore
attractive.Ontheotherhand,largervaluesofcresultin
largeroccupancybeforeaninsertionfails[16].Inmost
cuckoofilterimplementationscissettofourtoachieve
abalancebetweenthetwoconflictingrequirements.
Asforthefingerprintbits f,theplaincuckoofilter
startstooutperformtheBloomfilterintermsoffalse
positiveprobabilitywhenthenumberofbitsperelement

islargerthanapproximatelyeight[5].Therefore,the
valuesselectedareinthatrange(aboveeight)andcover
differentfalsepositiveprobabilitiesfrom0.2%(f=12)
to0.003%(f=18).Finally,thevalueofm shouldhave
noimpactontheresultsaslongasitismuchlargerthan
one.Then,aBloomfilter,aTernaryBloomfilteranda
VariableIncrementCountingBloomfilterofthesame
size(8192·4·fbits)werealsosimulated.FortheBloom
filtertheoptimalvalueofkforanoccupancyof95%was
used.Inparticular,thevaluesofkusedwere9,11,13
forf=12,15,18.FortheVI-CBF,thevalueofL=4
wasusedusingcountersoffivebitsandthenumber
ofhashfunctionswassettok=4.Thecuckoofilter
wasconstructedandelements wereinserteduntilthe
desiredoccupancywasreached.Elementsaregenerated
randomlybutensuringthatthearenoduplicates.Note
thatthisshouldhavenoimpactontheresults when
using wellbehavedhashfunctions.Thenanumberof
elementreplacements(removalofanelementfromthe
filterandinsertionofanewone)weredonetosimulate
thesteadystateoperationatthatoccupancy.Finally,one
millionlookupsforelementsnotstoredinthefilterwere
doneandthefalsepositiveratewasmeasured.Foreach
configuration,theprocess wasrepeatedonethousand
timesandtheaveragefalsepositiverateacrossallruns
isreported.ThesameprocesswasdonefortheBloom
filtersconsideredexceptforthereplacementoperations.

TheresultsareshowninFigure3.Thefirstobserva-
tionthatbecomesapparentisthattheTBFandVI-CBF
havea muchlargerfalsepositiveratethantheBloom
filter.ThisisbecauseboththeTBFandthe VI-CBF
requiretostoreadditionalinformationon-chiptosupport
removals.Thisreducesthesizeofthefilterarrayand
increasestheprobabilityoffalsepositives.Instead,in
thecaseofthecountingBloomfilter,sinceitscounters
arestoredoff-chip,itstoresthesameinformationasa
Bloomfilteron-chipandthushasthesamefalsepositive
rate.Thisillustrates,howinourtargetapplications,for
afixedon-chipmemorysize,thetraditionalBloomfilter
(orthecountingBloomfilterwiththecountersstoredoff-
chip)achievesthelowestfalsepositiverate.Therefore,
intherestofthepaper,thecomparisonconcentrateson
theBloomfilterversusthecuckoofilter.

Asexpected,itcanbeseenthatthefalsepositiverate
ofthecuckoofilterreduceslinearlyastheoccupancy
decreases whileforthe Bloomfilter,thereductionis
steeper.This meansthattheBloomfilteroutperforms
thecuckoofilterintermsoffalsepositiverate when
theoccupancyisapproximately90%,85%,80%orlower
whenf=12,15,18respectively.Asdiscussedbefore,in
manyapplications,thefilterwillnotoperateatmaximum
occupancyandforthose,theBloomfilter mayprovide



6

betterperformance.

Fig.3. FalsePositiveRateoftheVI-CBF,TBF,Bloomfilterand
cuckoofilterfordifferentfingerprintsizesandoccupancy

III.FILTERINGFORPACKETCLASSIFICATION

Packetclassificationisakeyfunctionalityinmodern
networksandisneededforexampletoapplysecurity
policies,toimplementqualityofserviceortoprocess
packetsinswitches,routers,firewalls,bandwidth man-
agers,intrusiondetectionsystems,etc[17]. Withthe
adoptionofSoftwareDefinedNetworking(SDN),packet
classification willbecome moregenericandcomplex
[18].Toclassifypackets,theirheadersareparsedto
extracttherelevantfieldsthatarethencomparedwitha

setofrulestodecidetheactionstoapplytothepacket.
Implementingthischeckingatcurrent wirespeedsis
challengingasinsomecases,forexample,thesetof
rulesislargeandhastobestoredinaexternalmemory
thatprovideslimitedbandwidth.Toalleviatethisissue,
in manycases,smallerfiltersarestoredinafaster
memorytoreducethenumberofaccessestothefull
tablesstoredinaslowermemory[19].

In mostpacketclassificationfunctions,agroupof
packetheaderfieldsareextractedfromeachincoming
packettobuildakeythatischeckedagainstasetof
rulestodeterminetheactionthatmustbeappliedtothe
packet.ThekeycanbeassimpleasthedestinationIP
addressforpacketforwardingto15-fieldrulesconsid-
eredinsomesoftwaredefinednetworkingapplications
[18].Thesetofrulestocheckagainst mayrequirea
significantamountof memory,forexample whenitis
largeasforexampleinInternetscaleroutingtablesthat
haveclosetoone millionentriesorbecauseeachrule
requireshundredsofbits,asin manyfieldrules.In
manynetworkingsystems,itiscommontohaveasmall
amountofon-chipSRAMandalargeamountofoff-
chipDRAM[20].Forexample,externalDRAMcanbe
usedtostorecounters[21]orlargelookuptables[22].
Switching ASICsthathaveinternalcustomlogicand
SRAMcombinedwithexternalDRAMarecommercially
availableandarewidelyused[23].

Therefore, whentherulesetislargeitdoesnotfit
intotheon-chip memoryandhastobeplacedonthe
externalmemory.ThetimeneededtoaccesstheDRAM
isordersofmagnitudelargerthanthatofaccessingthe
internalSRAM.Thismeansthataccessingthefullrules
introducesalargerlatencyandconsumesasignificant
amountofmemorybandwidthleadingtoaperformance
bottleneck.Ontheotherhand,theDRAMisverylarge
soitcanstoreverylargetableswhiletheSRAMissmall.
Therefore,thecriticalresourceistheon-chipSRAM
whiletheoff-chipmemoryisabundant.

In manycases,alltheefforttoaccesstheexternal
memorytochecktherulesetisdonetofindthatthe
searchdoesnot matchanyrule.Thisisthecasefor
exampleinLongestPrefix Matching(LPM), wherea
searchisdoneforseveralprefixlengthsand mostof
themwillnotfindamatch[7],orinmoregeneralpacket
classification withTupleSpaceSearch[19].Inthose
cases,itisinterestingtoperformaninitialfilteringthat
givesusanindicationofwhetheritmakessensetoaccess
thefulltableornot.Tothatend,traditionallyBloom
filtershavebeenusedastheycanhavefalsepositivesbut
notfalsenegativessuchthatifthereisamatchingrule
wewouldalwaysfindit[9].ABloomfiltercaneliminate
morethan95%oftheaccessestoexternal memoryfor
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lookupsthatwillnotmatchanyruleusingonlyeight
bitsperrulewhichinmanycasesmakesitpossibleto
storethefilterinafasteron-chipmemory.
Anotherexamplewherefilteringcanbeusefulisthe
blacklistingofmaliciousIPaddresses[24].Tothatend,
thesourceIPofeachpacketischeckedagainstalistand
onamatch,thepacketisdiscarded.ForIPv6,theamount
ofmemoryneededtostorethetableislargeandsois
thebandwidthtocheckthefulladdress.Therefore,asin
mostcasesthepacketwillnotcomefromablacklisted
address,itcanbebeneficialtofirstcheckafilter,sothat
onanegative,wecansafelyacceptthepacketandonly
onapositiveweneedtoaccessthefulltable.Thisis
illustratedinFigure4.

Fig.4.SpeedingupIPaddressblacklistingwithfiltering

Animportantfeatureofpacketclassificationapplica-
tionsisthatinsertionsordeletionsintherulesetsare
ordersofmagnitudelessfrequentthanlookups.Asan
example,thepeaknumberofBGPupdatesinarouter
maybeatmostintheorderofthousandspersecond
with muchlowervaluesonaverage[25],[26].This
compareswiththehundredsofmillionsofpacketsthat
canbeprocessedpersecondinahighspeedrouter.
Thesamereasoningappliestoothernetworkfunctions
suchas MAClearningorOpenFlowtablesthathave
similarupdaterates.Therefore,forpacketclassification,
theperformanceisdominatedbythelookupspeed,being
theimpactofinsertionsanddeletionsnegligibleinmost
cases.
Finally,itisimportanttonotethatinfilteringfor
packetclassification,sincethegoalistoacceleratethe
checkingoftheruleset,itcanbeassumedthatthefull
rulesetisstoredintheexternalmemory.Otherwise,on
apositiveonthefilter,therewouldbenowaytocheck
therulesettodetermineifthereissomematchingrule
whichisthegoaloftheentireclassificationprocess.Fur-

thermore,therulesetcanbeusedtooptimizethefilter.
Anexampleofthisistheadaptivecuckoofilterrecently
proposedtoremovefalsepositivesoncetheyoccurin
ordertopreventsubsequentpacketsfromcausingfurther
falsepositives[27].

IV. MAKINGCUCKOOFILTERSBETTERTHAN
BLOOMFILTERSATPRACTICALOCCUPANCY

GiventheadvantagesofCFsoverBFssuchaselement
deletionsupportandlowerFPRathighoccupancy,we
trytoaddresstheaspectsofCFswhereBFsarebetter.In
particular,inthissection,anovelConfigurableBucket
CuckooFilter(CBCF)isintroducedthatreducesthe
falsepositiverateofcuckoofilterswhenoccupancyis
belowmaximum.Thenweevaluatethisdatastructure
toproveitseffectiveness.Thesectionendswithabrief
discussionoftheadditionallogicneededtoimplement
theproposedschemecomparedtothatofthecuckoo
filterinordertoshowthatitwouldbeacceptablein
manyimplementations.

A.DescriptionoftheCBCF

Toachieveabetterbehaviourofthefalsepositive
rateofcuckoofiltersatmoderateoccupancylevels,we
proposeaconfigurablebucketthatadaptsthesizeofthe
fingerprintsstoredtoreducethefalsepositiveratewhen
thenumberofelementsstoredinabucketisfewerthan
itscapacity.Aselectionbit isusedtoconfigurethe
bucketeitherwithfourcellsorwiththree.Then,when
agivenbucketstoresfewerthanfourcells,wecanuse
thesecondconfigurationwiththreelargercellssothat
fingerprintshave bitsthusreducingthecontribution

ofthisbuckettothefalsepositiveratebyafactorof 3.
ThisbucketisillustratedinFigure5.

Fig.5. ConfigurablebucketintheproposedCBCF

Onalookup,buckets , (notethat iscomputed
usingalwaysthesmallestfingerprint)areaccessedand
foreachofthem,firsttheselectionbit isreadtodeter-
minethelengthofthefingerprints.Thenthefingerprint
ofthesearchedelementiscomputedtotherequired
lengthandthecomparisonsare made.Thecomplete
procedureisshowninAlgorithm1,
Asimilarprocedurecanbeusedforremovalsbut
removingthefingerprintonceitisfound.However,if
whenremovinganelementthebuckethadfourfinger-
prints,weshouldreconfigurethebuckettostorelonger
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Algorithm1Queryforelement inaCBCF

1:Compute for
2:Accessbuckets
3:foreachcellin do
4: Read bit
5: ifcellisusedand then
6: Compare withfingerprintinthecell
7: Ifequalreturnpositive
8: endif
9: ifcellisusedand then
10: Compare withfingerprintinthecell
11: Ifequalreturnpositive
12: endif
13:endfor
14:returnnegative

fingerprintsfortheremainingthreeelements.Tobeable
todoso,weneedthefullelementssothatwecan
computethelongerfingerprints.Therefore,theCBCF
canonlybeusedinapplicationswherefullelementsare
alsostored,inalargerslowermemory.Thisisthecase
whenthefilterisusedtoreducethecostofaccessing
thefullelementsandisalsoneededforothercuckoo
filterenhancementssuchastheadaptivecuckoofilter
[27].Apracticalconfigurationcouldhaveareplicaofthe
filterinthelargermemorythatstoresthefullelements
insteadofthefingerprintssothatthereisaone-to-
onecorrespondencebetweenfingerprintsandelements.
ThisisillustratedinFigure6andassumedfortherest
ofthepaper.Inthisconfiguration,whenremovingan
element,ifthereareseveralmatchingfingerprints,the
full-elementtableisaccessedtolocatetheelementthat
istoberemovedandavoidremovinganotherelement
thathasthesamefingerprintasthatwouldleadtoan
inconsistentstate.Oncetheelementislocated,boththe
elementanditsfingerprintareremovedtopreservethe
one-to-onecorrespondencebetweenfingerprintsinthe
CBCFandelementsinthemaintable.Theprocedureto
removeanelementisshowninAlgorithm2.Itcanbe
seenthatwhenthebucketstoredshortfingerprints,we
alsoupdatethefingerprintstolongasnowthereisan
emptycellinthebucket.
Toinsertanelement,buckets , areaccessed
andpriorityisgiventothebucketthatstoresfewer
fingerprints.Then,theshortorlongfingerprintisstored
inanemptycelldependingonwhetherthebucketisfull
ornot.Iftherearenoemptycells,anelementismovedas
intheoriginalcuckoofilter.Thesameoperationsshould
bedoneinthetablethatstoresthefullelements.The
proceduretoinsertanelementisshowninAlgorithm3.
Thereductionthatcanbeachievedonthefalseposi-

Algorithm2Removalofelement inaCBCF

1:Compute for
2:Accessbuckets
3:foreachcellin do
4: Read bit
5: ifcellisusedand then
6: Compare withfingerprintinthecell
7: ifequalthen
8: Accessfulltableonthatbucketandcell
9: ifelementstoredis then
10: Removeelementandfingerprint
11: returnsuccess
12: endif
13: endif
14: endif
15: ifcellisusedand then
16: Compare withfingerprintinthecell
17: ifequalthen
18: Accessfulltableonthatbucketandcell
19: ifelementstoredis then
20: Removeelementandfingerprint
21: Updatefingerprintsto
22: Set
23: returnsuccess
24: endif
25: endif
26: endif
27:endfor
28:returnfailure

tiveratewilldependonthefractionofbucketsthatisnot
fullandthuscanbenefitfromusinglargerfingerprints.
Thiswillobviouslydependonthefilteroccupancyand
willinthebestcasebe 3.Tomaximizethereduc-
tion,ascrubbingprocedurehasbeenimplemented.This
proceduresequentiallyreadsallthebucketsinthefilter
andforthosethatarefull,removesoneoftheelements
randomlyandtriestoinsertitonitsotherbucketmoving
elementsuntilabucketthathasfewerthan cellsis
found(sothatafterinsertingtheelementisstillnotfull)
ortwentymovementshavebeenmade.Inthesecond
case,afterthetwentymovements,theprocedureinserts
theelementinanybucketthathasemptycellsandstops.
Thisscrubbingreducesthenumberofbucketsthatare
fullandmakestheCBCFmoreeffective.Thescrubbing
procedurecanberunafteragivennumberofinsertions
orperiodicallytoensurethatthefilterhasasfewfull
bucketsaspossible.

Theproposedschemecouldbeextendedbyusingfor
exampletwoselectionbitssothatdifferentfingerprint
lengthscanbeusedwhenabuckethasfour,three,two
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Fig.. DiagramofaCBCFonwhichthefullelementsarestoredinacuckootablewithone-to-onecorrespondencetotheCBCF

Algorithm Insertionofelement inaCBCF

1:Compute for
2:Accessbuckets
:ifthereareemptycellsonbuckets then
4: Selectbucketwithmoreemptycells
: ifonecellemptythen
: Store
: else
: Store
9: endif
10: Store onmaintable
11: returnsuccess
12:endif
1:

14:for to do
1: Removeanelement from
1: Store initsplace
1: Compute for
1: Accessbuckets
19: ifthereareemptycellsonbuckets then
20: Selectbucketwithmoreemptycells
21: ifonecellemptythen
22: Store
2: else
24: Store
2: endif
2: Store onmaintable
2: returnsuccess
2: endif
29:

0:endfor
1:returnfailure

oroneelements.However,thelargestbenefitofthis
extensionwouldoccurwhenmostofthebucketshave
fewerthanthreeelementswhichmeansthatoccupancy
wouldbequitelow.Thisseemstohavelessinterestas
evenifthefilterhastohavesomemargintoitsmaximum
occupancy,itisnotoptimaltooperateatlowoccupancy.
Inanycase,thestudyofsuchanextensionisleftfor
futurework.

B.Evaluation

Asdiscussedinthecomparisonpresentedinsection
II.D,forourtargetapplicationsonwhichtheon-chip
memoryisthescarceresource,theTBFandVI-CBF
haveworsefalsepositiveratethanthetraditionalBloom
filter.Therefore,inthefollowing,theproposedCBCF
iscomparedonlywiththeBloomfilterasitistheone
thatachievesthelowestfalsepositiverateamongthe
differentBloomfiltervariants.
Tocomparethecuckoofilter,theBloomfilterand
theproposedCBCF,theyhavebeenimplementedand
thefalsepositiveratehasbeenmeasuredforseveral
configurations1.Inmoredetail,acuckoofilterandCBCF
with bucketsoffourcellsweresimulated
withfingerprintsof bitsforwhichthe
cuckoofilterisexpectedtooutperformtheBloomfilter
intermsoffalsepositiverate[].Then,aBloomfilter
ofthesamesizewasalsosimulatedusingtheoptimal
valueof foranoccupancyof9 .Inparticular,the
valuesof usedwere for .The
cuckoofilterandCBCFwereconstructedandelements
wereinserteduntilthedesiredoccupancywasreached.
Thenanumberofelementreplacements(removalof
anelementfromthefilterandinsertionofanewone)
weredonetosimulatethesteadystateoperationatthat

1ThesourcecodeusedfortheCBCFandCFisavailableinthis
linkhttps:github.commladronCBCF
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occupancy.Forthe CBCF,thescrubbingoperationis
thenexecutedtotrytominimizethenumberofbuckets
thatarefull.Finally,one millionlookupsforelements
notstoredinthefilterweredoneandthefalsepositive
ratewas measured.Foreachconfiguration,theprocess
wasrepeatedonethousandtimesandtheaveragefalse
positiverateacrossallrunsisreported.Thesameprocess
wasdonefortheBloomfilterexceptforthereplacement
operations.

TheresultsareshowninFigure7. Comparingthe
cuckoofilterandtheBloomfilter,itcanbeseenthatthe
falsepositiverateofthecuckoofilterreduceslinearlyas
theoccupancydecreaseswhereasfortheBloomfilter,the
reductionissteeper.ThismeansthattheBloomfilterout-
performsthecuckoofilterintermsoffalsepositiverate
whentheoccupancyisapproximately90%,85%,80%or
lowerforthefingerprintsizesconsidered.Asdiscussed
intheintroduction,in manyapplications,thefilterwill
notoperateat maximumoccupancyandforthose,the
Bloomfiltermayprovidebetterperformance.

LookingattheCBCF,itcanbeseenthatitisindeed
abletoprovidealargerreductionofthefalsepositive
rateasoccupancyreduces.In moredetail, withthe
CBCFthe Bloomfilteroutperformsthecuckoofilter
intermsoffalsepositiverate whentheoccupancyis
below60%,55%,55%comparedto90%,85%,80%forthe
originalcuckoofilter.ThisclearlyshowsthattheCBCF
isabletoextendtherangeofoccupancyforwhichthe
cuckoofilteroutperformstheBloomfilterintermsof
falsepositiverate.Thisisachievedwithnoimpacton
thefalsepositiverateatmaximumoccupancy,whichin
factisslightlyreducedassomebucketswillnotbefull
at95%occupancy.

AcloserlookatthefalsepositiverateoftheCBCF
revealsthatthereductioncomparedtoaCFendsap-
proximatelyat70%occupancy.This meansthatatthis
pointtherearealmostnofullbuckets.Interestinglythis
correspondstotheoccupancyofacuckoofilterthathas

whichisaround90%[16]which multipliedby
givesapproximatelythe70%observed.Thiswould

bethemaximumoccupancythatcouldbeachievedwith
nofullbuckets.Therefore,thesimulationresultsseem
tobeconsistentwiththetheoreticalanalysis.

TocomparetheperformanceoftheproposedCBCF
withtheCFandBF,theaveragenumber memoryac-
cessespernegativelookuphasalsobeenloggedduring
thesimulations. Asdiscussedbefore,inthescenario
considered, mostoftheaccesses wouldbenegative
lookupsforwhichthefilteravoidscheckingtheexternal
memory.Therefore,thespeedofnegativelookupswill
bethedominantfactorforthespeedofthefilter.The
resultsareshowninFigure8.Itcanbeseenthatin

Fig.7.FalsePositiveRateoftheproposedCBCF,theoriginalcuckoo
filterandaBloomfilterfordifferentfingerprintsizes andoccupancy

thecaseofboththeCFandtheproposedCBCF,the
numberof memoryaccessesisconstantandequalto
twoasexpectedfromTableI.Thisisbecausetoreturn
anegative,thetwobucketstowhichan elementmaps
havetobechecked.Instead,fortheBloomfilter,the
numberofaccessesdependsontheoccupancy.Thisis
againexpectedasforloweroccupancy,theprobability
offindingazeroincreasesandtheBloomfilterreturns
anegative whenthefirstzeroisfound.Theaverage
numberofmemoryaccessesfortheBloomfilterisalso
twoforthemaximumoccupancy.Thisisalsoexpected
astheoptimal forthatoccupancy wasusedinthe
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simulationsandthiscorrespondstoaprobabilityofabit
inthefilterbeingzeroof sothattheaveragenumber
ofaccessesis thattendstoavalueof
two[9].Finally,itcanbeseenthatthereductioninthe
numberof memoryaccesseswithoccupancyissimilar
forthedifferentvaluesof .Theseresultsshowthatthe
BloomfilterwilloutperformboththeCFandCBCFin
termsofmemoryaccesseswhenoccupancyisbelowthe
maximumvalue.Thisisinlinewithrecentstudiesthat
showaspeedadvantageofBloomfiltersovercuckoo
filtersforsoftwareimplementation[15].

Fig.8. Averagenumberofmemoryaccessestocompleteanegative
lookup

Finally,simulationshavebeenruntoevaluatethe

performanceforinsertionsandremovals. Again,the
numberof memoryaccessesisusedasthe metricfor
comparison.InthecaseoftheBloomfilter,thenumber
ofmemoryaccessesforinsertionisconstantandequalto

(whichasdiscussedbeforeisdifferentforeachvalue
of ).TheresultsfortheCFandCBCFaresimilaras
theinsertionprocedureisthesameandareshownin
Figure9.Itcanbeobservedthatthenumberofmemory
accessesincreasesverysignificantlyasweapproachthe
filtercapacity.Thisisinlinewiththeexpectedbehaviour
ofcuckoofilters[5].Forinsertions,theCFandCBCF
outperformtheBloomfilterexceptwhentheiroccupancy
isabove90%. Asforremovalstheresultsareshown
inFigure10.Inthiscase,theCountingBloomFilter
(CBF)isusedforcomparison.Itcanbeseenthatagain
theCFandCBCFhavesimilarresults.Inthiscasethey
outperformtheCountingBloomfilterastheyonlyneed
approximately2.5memoryaccesses;thatissmallerthan
theoptimumvaluesof usedintheBloomfilters.The
resultsforthe CFand CBCFdonotdependonthe
numberoffingerprintbits .Instead,forthe Bloom
filterastheoptimumvaluesof varieswith ,sodoes
thenumberof memoryaccesses.Finally,itis worth
mentioningthatinadynamicscenario,bothinsertions
andremovals willtakeplaceandthusthelargercost
ofinsertionsontheCFandCBCFwhenoccupancyis
highwillbepartiallycompensatedwiththelowercost
ofremovals.

TheevaluationresultsshowthattheCBCFcaneffec-
tivelyextendtheoccupancyrangeforwhichthecuckoo
filteroutperformsthe Bloomfilterintermsoffalse
positiverate.Intermsofperformance,theBloomfilter
requiresfewer memoryaccessespernegativelookup
onaveragethanboththe CFand CBCF.This would
leadtofasterlookupsinsomeplatformsasrecently
shownin[15].ForinsertionsboththeCFandCBCF
requirealargenumberof memoryaccesses whenthe
filteroperatesclosetofulloccupancybutoutperform
theBloomfilteratloweroccupancy.Finally,removals
requirefewer memoryaccessesinthe CFandCBCF
thanintheBloomfilter.

C.Implementationoverheads

ApotentialdrawbackoftheproposedCBCFcould
betheimplementationoverheadcomparedtoaplain
CF.Inmostnetworkingapplications,themostfrequent
operationisthelookup,thereforeinthefollowing,the
discussionfocusesonit.Foralookup,thenumberof
memoryaccessesforelementsnotintheset(which
isthe worstcase)istwobothfortheCBCFandthe
CF.Forlookupsofelementsthatareintheset,the



12

Fig.9.Averagenumberofmemoryaccessestocompleteaninsertion

numberofmemoryaccessesdependsonwhetherthe
fingerprintisstoredinitsfirstorsecondbucketbut
againisthesamefortheCBCFantheCF.Therefore,
theCBCFdoesnotintroduceanyoverheadintermsof
memoryaccesses.However,alookupintheCBCFmay
requirecomputinglargerfingerprintsofthesearched
elements(whentheselectionbit ).Theoverhead
todothisshouldbenegligibleasmodernprocessors
havededicatedinstructionsthatcomputeahashofthe
wordsize[28]andthusprovidealargernumberof
fingerprintbitsthanneededbothfortheCFandthe
CBCF.Therefore,theadditionalcomplexitycomesfrom
readingtheselectionbitandthenbasedonitperform

Fig.10.Averagenumberofmemoryaccessestocompletearemoval

comparisonsagainstthreeorfourelements.TheCBCF
doesrequireasmalloverheadintermsofmemoryasan
additionalbitisneededperbuckettostoretheselection
bit.Forexample,when thisoverheadwould
beapproximately2%.Thissuggeststhattheoverhead
shouldbeacceptableinmanyimplementations.
Finally,thescrubbingprocedureusedtominimizethe
numberofbucketsthatarefullisalsoanoverhead.
However,asinsertionandremovalsonmostnetworking
applicationsarenotfrequentandtheprocedureonly
needstoberunafterasignificantnumberofinsertions,
itwillberunrarelythushavingnorelevantimpacton
thefilteroperation.
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V. CONCLUSIONS

Thispaperhasillustratedtheimportanceoffilters
andcompared Bloomfiltersandcuckoofilters. The
analysisshowsthatoneofthedisadvantagesofcuckoo
filtersisthattheirfalsepositiveratereduceslinearlyas
occupancylowerswhereasBloomfiltersinsteadhavea
fasterreduction.Thismeansthatwhenthefilteroperates
belowits maximumoccupancyasitwouldbethecase
of manypracticalconfigurations,aBloomfiltercould
providebetterperformance.

GiventheevidentinterestincuckoofiltersoverBloom
filtersforapplicationsthatrequiredeletionsupportand
lowfalsepositiveratesatveryhighoccupancy, we
focusonextendingtheoccupancyrangesforwhichthe
cuckoofiltersarecompetitive.Tothisend,anoptimized
elasticcuckoofilterhasbeenproposedinthisarticle.
TheConfigurable-BucketCuckooFilter(CBCF)exploits
unusedcellsinbucketstouselongerfingerprintsfor
theelementsstoredinthebucketthusreducingits
contributiontothefalsepositiverate.Thesimulation
resultsshowthatindeedtheCBCFcanextendtheoccu-
pancyvaluesforwhichthecuckoofilteroutperformsthe
Bloomfilter.Tosupportfingerprintsofdifferentsizes,
theCBCFneedstostorethefullelements(oratleastthe
longestfingerprints)inanothertable.Therefore,itisonly
appropriateforapplicationsthatbytheirnaturestorethe
fullelementsorthathaveaslowerlarger memoryon
whichthefullelementscanbestoredwithnorelevant
impactoncost.

Theproposed CBCFcouldbeextendedtosupport
multipleconfigurationsonabucket,forexample,by
usingtwoselectionbitsperbucket.Thoseconfigurations
areleftforfutureworkasitseemsthattheywouldpro-
videmostoftheirbenefitatloweroccupancywherethe
filtershouldnotoperateinconfigurationswithpractical
interest.
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