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Guest Editorial: Special Issue on Machine Learning
and Artificial Intelligence for Managing Networks,

Systems, and Services—Part I

I. INTRODUCTION

MACHINE learning and artificial intelligence can harness
the immense stream of operational data from clouds,

to services, to social and communication networks. In the era
of big data and connected devices of all varieties, machine
learning and artificial intelligence have found ways to improve
operations and management of information technology and
communications.

Further research is therefore needed to understand and
improve the potential and suitability of machine learning and
artificial intelligence in the context of network, system and ser-
vice management. This will provide deeper understanding and
better decision making based on largely collected and avail-
able operational and management data. It will also present
opportunities for improving machine learning and artificial
intelligence algorithms on aspects such as reliability, depend-
ability, and scalability, as well as demonstrate the benefits of
these methods in control and management systems. Moreover,
there is an opportunity to define novel platforms that can
harness the vast operational data and advance machine learn-
ing and artificial intelligence algorithms to drive management
decisions in open and highly programmable networks, clouds,
and data centers.

This special issue of IEEE TRANSACTIONS ON NETWORK

AND SERVICE MANAGEMENT presents novel research tack-
ling the above challenges. It is the sixth special issue in this
area to appear in this series, after issues published in [1], [2],
[3], [4], [5], [6]. The collection of works we present illus-
trates recent trends, novel solutions and approaches to leverage
machine learning and artificial intelligence in network and ser-
vice management, as well as to extract insights from data that
can guide system operators and network managers in their
daily activities.

The special issues consists of two parts. In Part I, presented
here, we have accepted 23 papers out of 138 papers submitted
to the open call for novel contributions addressing the underly-
ing challenges of Machine Learning and Artificial Intelligence
for Managing Networks, Systems and Services. Part II will be
published in a later issue.

II. SPECIAL ISSUE OVERVIEW

The special issue papers span four central areas of
Machine Learning (ML) and Artificial Intelligence (AI) for
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Management of Networks, Systems and Services: (i) ML/AI
for managing quality of service, (ii) ML/AI for managing
resources, (iii) ML/AI for managing networks in general, and
(iv) ML/AI for managing privacy and security.

A. ML/AI for Quality of Service Management

Seven papers in this special issue focus on ML/AI for man-
aging quality service related issues on networks, systems, and
services.

In [A1], Xu et al. investigate the trade-offs between scal-
ing techniques to address quality of service requirements in
microservice-based cloud computing environments.

In [A2], Hameed et al. propose a temporal transformer
model and a unified system to predict several quality of service
metrics for heterogeneous IoT applications for communicating
with the edge of the network.

In [A3], Yao et al. present a framework that collects, infers,
and supplies networking state information with low processing
latency in a scalable buffer layout for data driven quality of
service management in the cloud.

In [A4], Dai et al. introduce an architecture that encodes
syntactic as well as semantic information and graph structure
information of source code to recommend developers a set of
variables to log.

In [A5], Xia et al. explore a quality of service optimization
method for software-defined factory heterogeneous networks
based on deep learning.

In [A6], Lu et al. focus on an explicit intelligent software
defined networking that aims to manage the bandwidth and
computing resources across the network to enable quality of
service.

In [A7], Kang et al. propose to cluster Web services
by utilizing both description documents and the structural
information from the service relationship network to manage
quality of services.

B. ML/AI for Resource Management

Five papers in this special issue focus on ML/AI for resource
management and task analysis related issues on networks,
systems, and services.

In [A8], Joda et al. focus on minimizing the end-to-end
delay of users and the cost of open radio access networks.
The aim is to propose strategies for the placement of central
and distributed units while jointly associating the users to radio
units.
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In [A9], Zhang et al. investigate to design efficient schedul-
ing approaches for multi-dimension network resources. They
propose a reinforcement learning assisted bandwidth aware
virtual network resource allocation algorithm to address the
problem.

In [A10], Aouedi et al. introduce on integrating ensemble
based deep learning to analyze encrypted and non-encrypted
network traffic for task analysis.

In [A11], Sun et al. present a conditional deep genera-
tive model for synthesizing high-fidelity multi-service network
traffic data of mobile networks that need only publicly avail-
able context information of targeted regions.

In [A12], Li et al. propose task offloading policies to
maximize long-term offloading benefits on delay and energy
consumption of emerging 5G applications.

C. ML/AI for General Network Management

Five papers in this special issue focus on ML/AI for general
management related issues on networks, systems, and services.

In [A13], Rui et al. explore a model compression algorithm
based on model pruning and model clustering in smart network
maintenance. The clustering model aims to be adaptive in an
edge cloud computing environment.

In [A14], Xavier et al. introduce a framework that explores
the feasibility of mapping machine learning models in pro-
grammable network devices. They validate the framework for
the task analysis of network traffic classification.

In [A15], Zhao et al. propose an intelligent multi-attribute
routing scheme for two-layered software-defined vehicle
networks. The proposed scheme includes the routing path cal-
culation and the multi-attribute vehicle autonomous routing
decision-making.

In [A16], Cao et al. focus on a deep learning method, inte-
grating fractional integral with fractal dimension, for crack
detection in transportation service management.

In [A17], Stergiou and Psannis investigate a federated learn-
ing approach decoupling clients from training a local model
and the communication with the server. They aim to identify
an optimal distributed architecture, to meet the demand, and
optimize the key parameters of the algorithms.

D. ML/AI for Privacy and Security Management

Six papers in this special issue focus on ML/AI for manag-
ing privacy and security related issues on networks, systems,
and services.

In [A18], Zhang et al. propose a grouped verifiable chain
federated learning scheme to reduce the number of visi-
ble users of the aggregation server, the use of complex
cryptographic primitives, and to minimize the number of
aggregations for model requirements.

In [A19], Yue et al. focus on challenges brought by intra-
class diversity and inter-class similarity, and explore a con-
trastive learning based approach to enhance intrusion detection
while disentangling samples from different classes.

In [A20], Chai et al. present a multichannel malware image
generation method based on multiview. In doing so, they aim
to solve the problem of classifying new or unknown malware.

In [A21], Mei et al. investigate a particle swarm
optimization multiclass support vector machine based
approach to automatically identify the organization behind
complex advanced persistent threat attack defence.

In [A22], Illy et al. introduce a hybrid multistage deep learn-
ing based intrusion detection and prevention system for critical
industrial control systems where they aim for better accuracy
and lower latency.

In [A23], Yang et al. explore a metapath-aware clustering
recommendation method for location based social networks.
The aim is to discover the complex community structure and
make accurate recommendations while respecting privacy.
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