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Guest Editorial: Special Issue on Recent
Advances on Blockchain for Network

and Service Management

I. INTRODUCTION

W ITH the rapid adoption of new technologies and appli-
cations, e.g., the Internet of Things, 5G/6G communi-

cation networks, big data analytics, and artificial intelligence,
a deluge of devices are being connected to the network, thus
generating a large amount of data. The collection, process-
ing, and analysis of this vast amount of data are essential
to help people and enterprises gain valuable information,
make sensible decisions, and subsequently improve the qual-
ity of people’s lives. However, the underlying communication
networks are thus facing a new number of unprecedented
challenges. Managing these large numbers of devices in a
scalable and secure manner is bringing significant challenges
to the infrastructure construction, maintenance, and manage-
ment of the communication networks. Recurring data privacy
breaches and the lack of control make Internet users and enter-
prises less willing to provide valuable data for processing and
analysis.

In recent years, the emergence of blockchain technology
has offered several salient features, including decentralization,
trust, immutability, and security, that could address some of
the safety, privacy, and transparency challenges. For example,
the traceability of blockchain allows data to be recorded on
the distributed ledgers from every step of collection and trans-
action, improves the quality of the data, and ensures the cor-
rectness of data analysis and mining. The decentralization of
blockchain also offers a different perspective for device man-
agement in a communication network, as devices can establish
and learn relationships with other devices. Thus, distributed
ledger technology (DLT) offers tremendous potential to disrupt
all the industrial domains which involve coordination among
autonomous resources. This includes finance technology (fin-
tech) and payment systems (e.g., Bitcoin/Ethereum, SWIFT
and Central Bank Digital Currencies), but also networks
(e.g., power grids or telecom networks), computing (e.g.,
brokering of edge resources), IoT (e.g., supply chains or
industry 4.0), and other service platforms (e.g., identity
management).

This Special Issue of IEEE TRANSACTIONS ON NETWORK

AND SERVICE MANAGEMENT aims to explore the research
challenges in blockchain technologies, highlighting their
promising capabilities to provide reliable and secure net-
worked applications and services. It is the first special
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issue on this topic to appear in this journal. The collec-
tion of papers illustrates recent trends, novel solutions and
approaches to leveraging blockchain and distributed ledgers
in network and service management, as well as to extract
insights that can guide system operators and network man-
agers to address their pressing problems. This special issue
consists of 22 papers out of 63 papers submitted to the
call for novel contributions addressing the underlying chal-
lenges of embracing blockchain for network and service
management.

II. SPECIAL ISSUE OVERVIEW

The special section papers span five central areas: storage
optimization, security and privacy, services and algorithms,
applications and performance measurements.

A. Storage Optimization

Three papers in this special issue focus on challenges in
storage optimization in blockchains.

In [A1], Zhou et al. first perform a comprehensive statistical
experiment on the Bitcoin network and showed that in nearly
95% of blocks, the number of spent transaction output (STXO)
accounts for more than 67% of the total transaction output.
They propose a novel storage scheme to reduce the size of
blocks by deleting the transaction data with the STXO ratio
over 67% and compressing some fixed-length fields in those
transactions. The newly generated block files are stored in an
interplanetary file system (IPFS) private network to further
improve the scalability.

In [A2], Huang and Huang present a new storage structure
for efficient data search based on the AVL tree. They also
propose a data management scheme divided into two opera-
tions, splitting and merging and mathematically analyze the
performance of their approach.

In [A3], Heo et al. propose multi-level distributed caching
(MLDC) for blockchain storage optimisation, which reduces
data replication based on data access patterns. MLDC intro-
duces a hierarchical storage class (SC) in which every node
is assigned to an SC with its access frequency (AF) threshold
based on node availability. To reduce the number of replica-
tions shared among participant nodes, each node in an SC
continues to remove unaccessed data from local storage based
on a threshold time determined by the AF threshold of the SC
while maintaining block hashes for consistency.
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B. Security and Privacy

Five papers in this special issue focus on security and
privacy issues.

In [A4], Zhao et al. propose an improved change address
inference method and mixing service recognition method to
improve Bitcoin address clustering. This work has serious
implications on privacy as the proposed methods for improv-
ing user recognition and association of user behavior and thus
on privacy.

In [A5], Bai et al. present a privacy-preserving oriented
no trusted third party federated learning system based on
blockchain called NttpFL. The initiator of the federated learn-
ing task and the partners negotiate keys through a conference
key agreement and do not need to distribute keys through a
trusted third party. A double-layer encryption mechanism is
adopted to ensure privacy.

In [A6], Wang et al. propose SorTEE, a service-oriented
routing solution for payment channel networks, which adopts
a set of service nodes to alleviate the per-node burden of rout-
ing and achieves comprehensive privacy guarantees than the
state-of-the-art by leveraging trusted execution environments
(TEEs). SorTEE requires that users communicate with the TEE
through a secure channel to protect the privacy of transaction
value.

In [A7], Garcia et al. present a decentralized data gov-
ernance framework based on blockchain technology, proxy
re-encryption, and Boneh, Boyen, and Shacham (BBS+) sig-
natures to let data owners control, selectively share and
track their data through privacy-enhancing, consent manage-
ment, and selective disclosure mechanisms. The framework
allows data consumers to understand data lineage through a
blockchain-based provenance mechanism.

In [A8], Song et al. propose a general framework for
privacy-preserving blockchain-based anomaly detection. The
framework includes ADaaS, an anomaly detection service
scheme that adopts a supervised machine learning model
and achieves privacy preservation by using homomorphic
encryption and matrix perturbation.

C. Services and Algorithms

Six papers in this special issue focus on novel services and
algorithms for improved performance.

In [A9], Wu et al. present the design of a trustworthy and
real-time decentralized computing resource allocation platform
based on blockchain and smart contracts. To optimize the allo-
cation results, they improve the non-dominated sorting genetic
algorithm II (NSGA-II) for miners to reach the consensus
mechanism.

In [A10], Rong and Zheng present a Federal Reconstruction
Committee Raft consensus algorithm called FRCR. Based on
the federation reconstruction technology, the algorithm trains,
updates, and evaluates the model of the characteristic data
set of the Raft node, runs the model to get the nodes with
better performance, constructs the committee mechanism, and
improves the quality and speed of the election.

In [A11], Scheid et al. present the design and imple-
mentation of a machine learning-based blockchain selection

approach that employs four machine learning models to select
the most suitable blockchain given user requirements, e.g.,
blockchain popularity, fast block inclusion, or smart contract
support.

In [A12], Castellon et al. apply an energy-reducing algo-
rithmic engineering technique for Merkle Tree (MT) root
calculations, and the Proof of Work (PoW) algorithm, two
principal elements of blockchain computations, as a means
to preserve the promised security benefits but with less
compromise to system availability.

In [A13], Ridhawi et al. introduce a cooperative blockchain-
enabled resource and capability sharing approach to fulfil
cyber-physical system tasks. The solution uses a multi-stage
blockchain and federated learning to group IoT devices into
clusters and a global deep model is then created on the cloud
using federated aggregation.

In [A14], Botta et al. present mechanisms for securely delet-
ing data from Bitcoin’s blockchain. They take advantage of
recent progress on succinct zero-knowledge proofs to design
a mechanism allowing any node to delete some data from
Bitcoin transactions, still preserving the public verifiability of
the correctness of the spent and spendable coins.

D. Applications

Six papers in this special issue focus on novel blockchain
technology applications and specific challenges presented in
those industry verticals.

In [A15], Jiang et al. focus on improving patients’ control
over electronic health records (EHR). They propose attribute-
based encryption with a blockchain protection scheme for
EHR protection in an edge cloud environment called CEC-
ABE. The agreement process between the patient and the
hospital is added before the ABE stage, and the treatment
information, including treatment time, treatment doctor and
other treatment information, are confidentially transmitted
through the encryption algorithm.

In [A16], Demirbaga and Aujla present a scalable comput-
ing system that provides verifiable data access mechanism for
IoT-enabled health data analytics in the big data ecosystem.
The approach leverages big data systems and blockchain archi-
tecture to analyze and securely store data from IoT-enabled
devices and allow verified access to the stored data. A zero-
knowledge protocol is used to ensure that no information is
accessible to unauthenticated users.

In [A17], Qi et al. present an intelligent computing offload-
ing model for connected, intelligent vehicles to execute
computationally intensive and delay-sensitive emerging appli-
cations in multiple business scenarios. The proposed strategy
can minimize the total system cost under time delay and
energy consumption constraints.

In [A18], Benadla et al. propose a blockchain-based mech-
anism to detect Sybil attacks in VFC networks. The detection
process consists of two levels; the first one is targeted towards
the verification of the position of a vehicle by the fog node
using the received signal strength indicator (RSSI). The sec-
ond level is projected towards comparing the trajectories of
the vehicles reporting an event.
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In [A19], Lv et al. introduce a federated learning scheme
based on blockchain to detect misbehavior in vehicular ad hoc
networks, which can reduce resource utilization while ensur-
ing data security and privacy. Furthermore, differential privacy
with the Gaussian mechanism is leveraged to provide strict
privacy protection.

In [A20], Zhang et al. propose an efficient and
robust multidimensional data aggregation scheme based on
blockchain for smart grids. A leader election algorithm in Raft
protocol is used to select a mining node from all smart meters
to aggregate data, and a dynamically verifiable secret sharing
homomorphism scheme is adopted to realize flexible, dynamic
user management.

E. Performance Measurements

Two papers in this special issue focus on empirical
performance measurements on blockchain networks.

In [A21], Imtiaz et al. use an experimental testbed of twelve
full nodes connected to the Bitcoin Cash blockchain for com-
paring the performance of block relay protocols. With the
aid of novel logging tools, they contrast the performance
of three specific block relay protocols, in realistic scenar-
ios, concerning communication, delay, and block decoding
success.

In [A22], Gebraselase et al. present an extensive study on
the transaction characteristic of Bitcoin through a testbed.
They particularly focus on understanding the impact of peer
formation strategies, peer lists, and delay on node-to-node
communication.
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