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Abstract—Cloud computing provides cost-efficient
opportunities for enterprises by offering a variety of
dynamic, scalable, and shared services. Usually, cloud
providers provide assurances by specifying technical
and functional descriptions in Service Level Agree-
ments (SLAs) for the services they offer. The descrip-
tions in SLAs are not consistent among the cloud
providers even though they offer services with sim-
ilar functionality. Therefore, customers are not sure
whether they can identify a trustworthy cloud provider
only based on its SLA. To support the customers in
reliably identifying trustworthy cloud providers, we
propose a multi-faceted Trust Management (TM) sys-
tem architecture for a cloud computing marketplace.
This system provides means to identify the trustworthy
cloud providers in terms of different attributes (e.g., se-
curity, performance, compliance) assessed by multiple
sources and roots of trust information.

Index Terms—Cloud computing, Trust models, Rep-
utation, Trust Management, Architecture

I. INTRODUCTION

Cloud computing offers dynamic, scalable, shared re-
sources (e.g.7 computing power, storage, software) over
the internet from remote data centres to the users (e.g.,
business organizations, government authorities, individu-
als). The highly distributed and non-transparent nature of
cloud computing represents a considerable obstacle for the
acceptance and market success of cloud services. Potential
customers of these services often feel that they lose the
control over their data, and they are not sure whether
they can trust the cloud providers. A recent survey [1],
conducted among more than 3000 cloud consumers from
6 countries, shows that 84% of the consumers are con-
cerned about their data storage location and 88% of the
consumers worry about who has access to their data.

Consumer concerns can be mitigated by using pre-
ventive measures for privacy (e.g., demonstrating com-
pliance standards) and security (e.g., secure hypervisors,
TPM based servers). At present, although cloud providers
demonstrate their preventive measures by including re-
lated descriptions in the SLAs, assurances and compen-
sations for SLA violations are not convincing enough for
the consumers. Especially, SLAs with vague clauses and
unclear technical specifications lead the consumers into a
decision dilemma when considering them as the only basis
to identify trustworthy providers.

As the business market is growing rapidly with new
providers entering the market, cloud providers will increas-
ingly compete for customers by providing services with
similar functionality. However, there can be huge differ-
ences regarding the provided quality level of those services.
Such a competitive market needs means to reliably assess
the quality level of the service providers.

Trust and reputation (TR) systems [2] are successfully
used in numerous application scenarios to support users in
identifying the reliable and trustworthy providers, e.g., on
eBay, Amazon, and app markets for mobile applications.
Similar approaches are needed to support customers in se-
lecting appropriate trustworthy cloud providers. Existing
TR systems rely on customer feedback without considering
other sources and roots of information (e.g., property
certificates, compliance with audit standards, provider
statements). Moreover, there are additional parameters [3]
that are required to support the customers in selecting
providers in a cloud marketplace. Therefore, TR systems
have to evolve into Trust Management (TM) systems —
as defined in [4] — to support the customers in making
transparent assessments before selecting reliable trustwor-
thy cloud providers.

The main purpose of this paper is to provide an overview
of our TM system architecture for cloud computing mar-
ketplace. This architecture will reflect the multi-faceted
nature of trust assessment by considering multiple at-
tributes, sources and roots of trust. It aims at supporting
customers to identify trustworthy services providers as well
as trustworthy service providers to stand out.

The rest of the paper is organized as follows: Section II
gives the related work. Section III provides a list of
required attributes and properties for TM systems in cloud
computing. Section IV gives a brief overview on modelling
trustworthiness in cloud computing. Section V describes
the trust metric that is used in our proposed TM system.
Section VI illustrates the novel architecture of the TM
system for cloud computing. In section VII, we conclude
and discuss our future work.

II. RELATED WORK

We classify the current trends and existing approaches
in the field of trust establishment into two categories: 1)
applied technologies and 2) research trends.



A. Applied technologies

In this section, technologies that are currently applied
to establish trust on the cloud providers are presented.

SLAs: In practice, one way to establish trust for cloud
providers is the fulfilment of SLAs. SLA validation [5] and
monitoring [6] schemes are used to quantify what exactly
a cloud provider is offering and which assurances are actu-
ally met. In cloud computing environments, customers are
responsible for monitoring SLA violations and informing
the providers for compensation. The compensation clauses
in SLAs are written by the cloud providers in such a
way so that the customers merely get the advantage of
applying for compensation (e.g., service credits) due to
SLA violation. This problem arise for not having stan-
dardized SLAs for the stakeholders in cloud computing
marketplace. Although, the problem is addressed by indus-
try driven initiative [7] for establishing standardized SLAs,
this initiative is far from completion and implementation
in practice.

Auditing: Cloud providers use different audit stan-
dards (e.g., SAS 70 II, FISMA, ISO 27001) to assure users
about their offered services and platforms. For example,
Google lists SAS 70 IT and FISMA certification to ensure
users about the security and privacy measures taken for
Google Apps. The audit SAS 70 II covers only the op-
erational performance (e.g., policies and procedures inside
datacenters) and relies on a highly specific set of goals and
standards. They are not sufficient to alleviate the users’
security concerns [8] and most cloud providers are not
willing to share the audit reports, which also leads to a
lack of transparency.

Ratings & Measurements: Recently, a cloud mar-
ketplace’ has been launched to support consumers in
identifying reliable cloud providers. Cloud providers are
rated based on a questionnaire that needs to be filled in
by current cloud consumers. In the future, CloudCommons
aims to combine consumer feedback with technical mea-
surements for assessing and comparing the trustworthiness
of cloud providers. Furthermore, there is a new commercial
cloud marketplace named SpotCloud? that provides a
platform where cloud consumers choose between potential
providers based on cost, quality, and location. Here, the
cloud providers’ ratings are given in an Amazon-like “star”
interface with no documentation on how the ratings are
computed.

Self-assessment Questionnaires: The Cloud Secu-
rity Alliance (CSA) proposed a detailed questionnaire
for providing security control transparency — called the
Consensus Assessment Initiative (CAI) questionnaire [9].
This questionnaire provides means for assessing the ca-
pabilities and competence of cloud providers in terms of
different attributes (e.g., compliance, information security,
governance). However, the metrics working group does not
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provide any proposals for a metric yet (in contrast to the
other working groups of CSA).

B. Research trends

This section presents research-driven state-of-the-art
approaches regarding trust establishment in various ser-
vice environments.

Trust and Reputation Models: TR models have
been proven useful for decision making in numerous service
environments (e.g., e-commerce, p2p networks, product
reviews) [2], [10]. The concepts have also been adapted in
grid computing [11], [12], inter-cloud computing environ-
ments [13], and selecting web services [14]. The approaches
for TR-based decision making in different environments
usually do not take account of multiple attributes (e.g.,
performance, security, customer support) and contextual
attributes (e.g., different service delivery models and ser-
vice deployment models) except the approach for grid
computing environment and selecting web services by Irfan
et al. [11] and Wang et al. [14], respectively. Irfan et
al. proposed a trust model based on certificates (PKI
(public key infrastructure)-based) and reputation-based
trust system as a part of an SLA validation framework.
Wang et al. proposed a trust model which takes multiple
factors (reputation, trustworthiness, and risk) into account
when evaluating web services. Both approaches consider
SLA validation as the main factor for establishing trust
on the grid service and web service providers. An SLA
validation framework can help identifying violation-prone
service providers. However, in order to serve the customers
best, a TR model should take into account all the available
sources of information including user feedback and third-
party performance measurements.

Furthermore, trust models for cloud computing need to
take specific cloud-related attributes into account that are
relevant when selecting cloud providers. Those attributes
go beyond the usual QoS parameters [15], which are
considered when selecting web service providers. Examples
for those cloud-related parameters are: elasticity, service
delivery and deployment models, geographical location,
and audit standards.

Moreover, modelling uncertainty is especially important
in the field of trust and reputation. There are a number of
approaches modelling the (un-)certainty of a trust value,
well-known approaches are given in [12], [16], [17], [18].
The challenge of these approaches is to find good models
for deriving trust from direct experience of a user, recom-
mendations from third parties, and sometimes additional
information, e.g., social relationships. Especially, those
models aim on providing robustness to attacks, e.g., mis-
leading recommendations, re-entry, sybil attacks. For those
tasks, they usually provide operators for combining evi-
dence from different sources about the same target (called
consensus) and for weighting recommendations based on
the trustworthiness of the source (called discounting).



The operators for consensus and discounting are impor-
tant when deriving trust based on recommendations. In
cloud computing environments, cloud-based services are
hosted in complex distributed systems. For deriving the
trustworthiness of a complex distributed system based on
the knowledge about the trustworthiness of its components
and subsystems regarding different attributes (e.g., secu-
rity, performance, customer support), we additionally need
operators for the evaluation of propositional logic terms,
which are not addressed by most approaches [12], [19], [20],
except for Subjective Logic [21], [22] and CertainLogic [23].

Trusted Computing: Apart from the field of trust and
reputation models, there are a number of approaches from
the field of trusted computing for ensuring a trustworthy
cloud infrastructure. Krautheim et al. proposed a private
virtual infrastructure (PVI), which is a security architec-
ture for cloud computing and uses a trust model to share
the responsibility of security between the service provider
and client [24]. Schiffman et al. proposed a hardware-
based attestation mechanism to provide assurance of data
processing protection in the cloud for customers [25].
There are further approaches like property-based TPM
virtualization[26], which can be used in the cloud sce-
nario to assure the users about the fulfilment of security
properties in cloud platforms using attestation concepts.
However, in general attestation concepts based on trusted
computing, e.g., [27], focus on the evaluation of single plat-
forms not on compositions. Moreover, several ambiguities
arise from the property-based attestation approach which
can be addressed in dynamic trust models (e.g., [28]).

Our objective is to develop a TM system that aggre-
gates and manages trust-related information from differ-
ent sources (user ratings, provider statements, measure-
ments, property certificates) which are relevant (and often
available) when assessing the trustworthiness of a cloud
provider. In our previous publications [29], [23], [30], we
provided a formal approach for modelling, representing
and assessing the trustworthiness of complex distributed
systems and presented how the approach contributed to
trust-based decision making when selecting trustworthy
cloud providers. In this paper, we provide a novel ar-
chitecture and a description of internal components of
a TM system based on the formal approach to enable
transparent, reliable and trustworthy selection of cloud
providers.

III. TRUST MANAGEMENT SYSTEMS FOR CLOUD
COMPUTING

TM systems allow relying parties/entities to reliably
represent their capabilities and competence of the under-
lying systems in terms of relevant attributes. In cloud
computing, multiple attributes and trust information from
multiple sources and roots are needed to be taken into
account when selecting trustworthy cloud providers. TM
system for cloud computing should be able to combine
multi-attribute based trust derived from multiple sources

and roots: soft (e.g., user feedbacks or reviews) and hard
trust (e.g., certificates or audits).

A. Attributes for Trust Assessment in Cloud Computing

During the trust assessment phase, multiple attributes
need to be taken into account to ensure reliable decision
making in any application scenario. This is particularly
true for cloud computing environments, where multiple
attributes (e.g., security, compliance, availability) are im-
portant for reliably determining the quality level of cloud
providers. A set of such attributes (QoS+) is given in a
recent publication [3] and in the Cloud Controls Matriz
(CCM) [31] by CSA. We aim to assess the trustworthiness
of a cloud provider with respect to these attributes.

In [3], the attributes (e.g., security measures, compli-
ance, customer support) are mentioned without giving
detailed definitions. In CCM, CSA has documented the
attributes with detailed definitions. Additionally, they
showed the applicability of the attributes in different ser-
vice delivery models (e.g., SaaS, IaaS, PaaS) and demon-
strated the compliance mapping of the attributes with
different audit standards in cloud computing.

B. Properties for TM Systems in Cloud Computing

TM systems require specific properties to incorporate
those attributes for trust establishment in a cloud mar-
ketplace.

Multi-faceted Trust Computation: The computa-
tion of trust should consider the attributes mentioned in
[31] and [3], which refer to the competencies and capabil-
ities of a service provider in certain aspects. For example,
service providers can be assessed based on security mea-
sures, compliance with audit standards, performance of a
specific service, and customer support facilities. Consider-
ing these attributes in trust computation introduce further
challenges, which are the following:

o Multiple attributes: TM systems should possess mech-
anisms to aggregate multiple attributes (cf. Sec-
tion III-A) irrespective of the types of evaluation
methods followed to evaluate the attributes (e.g.,
subjective evaluation of attributes— recommendations
or objective evaluation of attributes— real-time mea-
surements).

o Multiple sources and roots: The degree of fulfilment
of the attributes can be derived best when considering
information from all relevant sources. This often asks
for considering multiple sources of information in
contrast to just relying on a single source of infor-
mation (due to limitations in the TM systems and
TR models). For example, information related to a
performance attribute may come from two sources—
providers and third-party. Moreover, multiple sources
can provide quantitative and qualitative information,
being factored into the trust establishment process,
derived from multiple roots. For example, informa-
tion related to security measures can be based on



two sources with different evaluation methods— TPM
based remote attestation and customer feedback. In-
formation collected from multiple roots and sources
can be conflicting as well. TM systems should be able
to aggregate this information derived from different
roots and sources.

Trust Customization: It is important to consider the
subjective interests and requirements of the customers
when assessing the trustworthiness of a service provider.
Based on the individual interests and requirements, each
customer will get a local (subjective) or customized trust
value of a service provider. Subjective trust values provide
means for considering the preference of each customer in
detail. Customers may give priority to a specific sources
and roots of trust information and to a specific attributes
based on their interests and requirements. TM system
should have specific mechanisms to deliver customized
trust values to the users.

Trust Evaluation: In complex distributed environ-
ments, it is important to evaluate the trustworthiness
of a cloud provider considering the knowledge on the
architecture of the systems and the trustworthiness of its
components and subsystems [29], [23].

Trust Representation: The derived trust values of the
cloud providers must be transparent to and comprehensi-
ble enough for the customers, so that they can easily and
confidently make a trust-based decision. To make the trust
values transparent and comprehensible, customers need
to be supplied with an intuitive representation of trust
together with enough information regarding the relevant
attributes.

Attack Resistance: As soon as the influence of TM
systems on the decision of customers increases, the inter-
ests in manipulating the trust scores of the cloud providers
will grow accordingly, as already seen in other service envi-
ronments earlier [32]. A number of different attacks (e.g.,
playbooks, proliferation attacks, reputation lag attacks,
false praise or accusation (collusion), whitewashing (re-
entry), sybil attacks) against trust and reputation systems
have been discussed [32]. These types of attacks will also
be of concern when designing trust management systems
for a cloud computing marketplace. Thus, attack resiliency
is a central design goal.

IV. MODELLING TRUSTWORTHINESS IN CLOUD
COMPUTING

The trustworthiness of a cloud provider depends on
the expected behaviour of the services and underly-
ing systems with respect to specific attributes (cf. sec-
tion III-A). Therefore, modelling the trustworthiness of
a cloud provider requires statements on the expected be-
haviour of the offered services or systems. In the following,
we give a few examples that show how those statements
can be given in the form of propositions:

e Security: “Provider B keeps my data confidential.”

o Latency: “System A responds within 100ms.”

e Availability: “Cloud A provides 99.99% uptime in a

year.”

o Customer support: “Cloud B’s customer support is

competent.”

In these examples, we see that the propositions refer to
different attributes. Using the operators (AND and OR),
those propositions can become the basis for combined
statements in the form of propositional logic terms (PLTSs).

V. TRUST METRIC: REPRESENTATION AND
COMPUTATION

When assessing whether or not a cloud provider fulfils a
particular property, one usually encounters problems like
incomplete information, insufficient knowledge about the
architecture of the system or service, or unreliable sources.
Therefore, when modelling trust one has to consider that
trust relevant information as well as a trust value derived
from this information are subject to uncertainty. Thus, we
propose to model trust as a subjective probability, which
follows the definition of trust provided in [33].

Following this basic idea, we use CertainTrust [20]
and CertainLogic [30] as the basis for a trust metric in
our planned instantiation of the architecture presented
in the next section. In the following, we provide a brief
introduction to the representation and computation that
we need to support.

A. Representation

Cerrainty
high /"7 A.
- !
low
average
very neutral very rating
negative positive
Figure 1. CertainTrust: Graphical Interface

In CertainTrust (for the full details see [20]), one models
the trustworthiness of an entity based on opinions that
express one’s belief that a certain proposition (or a com-
bination of propositions) is true. For example, one could
consider an entity to be trustworthy if it is expected to
deliver a certain service with a pre-agreed quality (or with
a pre-agreed quality and in time). Each opinion is modelled
as a triple of values, o = (¢, ¢, f) € {[0,1] x [0,1] x [0, 1]}
where t denotes the average rating, c¢ the certainty asso-
ciated with the average rating, and f denotes the initial
expectation assigned to the truth of the statement.

As shown in our previous publications [20], [30], the as-
sessment of the parameters can be based on evidence from
past experience, based on expert assessments, derived from
opinions in subjective logic [21], or derived from a Bayesian
probability distribution. Beyond providing means for ex-
plicitly modelling uncertainty, the representation provides
a graphical interface (HTT- Human Trust Interface), which
supports intuitive access for users (see Fig. 1).



Each opinion o = (t,¢, f) is also associated with a ex-
pectation value, i.e., a point estimate, taking into account
the initial expectation f, the average rating ¢, and the
certainty c as follows:

E(tye,f)=txc+(1—c)*f

Thus, the expectation value shifts from the initial ex-
pectation value f to the average rating ¢ with increasing
certainty c.

B. Computation
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Figure 2. Example: Computation of Trust — AND

The evaluation of the trustworthiness of an entity usu-
ally requires operators for considering recommendations
from third parties and for the combination of trust values
that are associated with different opinions. Here, Certain-
Trust and CertainLogic already provide a set of operators.
The operators for deriving trust from recommendations
are called consensus and discounting (see [18], [34]). The
consensus operator provides a means for aggregating opin-
ions on the same statement from different (independent)
sources; and the discounting operator provides means for
weighting those opinions based on the trustworthiness of
the source. This aggregation can also be optimized to
counteract Sybil attacks [34].

Furthermore, the operators for AND, OR, and NOT
proposed in [23], [30] allow the evaluation of PLTs under
uncertainty — in particular, those operators provide means
for the evaluation of combinations of independent state-
ments. Fig. 2 shows an example using the AN D operator
to combine an opinion on the security of a system with
the opinion on the availability of this system. Especially,
these operators have been shown to be compatible with
subjective logic and with the standard probabilistic ap-
proach [30].

Currently, we believe that we require an additional op-
erator (FUSION) for the fusion of dependent statements.
The definition of this operator is part of our future work.

VI. TRUST MANAGEMENT SYSTEM ARCHITECTURE
FOR CLOUD COMPUTING

Having introduced the necessary tools for assessing,
representing and computing trust, in this section, we
propose a novel architecture (cf. Fig. 3) of a TM system
for cloud computing marketplaces and a brief description
of its internal components.

A. Registration Manager (RM)

Cloud providers register through the RM to be able to
act as sellers in a cloud marketplace. They have to provide
system/service specifications related to the service delivery
models (e.g., SaaS, PaaS, IaaS) they offer and fill in the
CAI questionnaire as a part of cloud marketplace policy.
The RM forwards the answers of the questionnaire and
system/service description to the CAIQ engine and TI
(Trust Information) respectively for further processing.

B. Consensus Assessments Initiative Questionnaire

(CAIQ) Engine

The CAIQ engine allows cloud providers to fill in the
CAI questionnaire by providing an intuitive graphical
interface through the RM. The questionnaire helps cloud
providers to represent their competencies to the potential
users with respect to different attributes. The questions are
designed to be answered in ’yes’ or 'no’. All the answers
are stored in the TI for further processing.

C. Trust Manager (TMg)

The TMg allows cloud users to specify their require-
ments and opinions when accessing the trust score of
cloud providers. It provides a web-based front end to
the users for specifying their requirements. Based on the
requirements, the TMg provides the trust score of cloud
providers by using the Trust Semantic Engine (TSE)
and Trust Computation Engine (TCE). By default, users
receive the trust value of a cloud provider based on the self-
assessment using the CAIQ and assessment of cloud-based
services/systems. Otherwise, users can specify their own
preferences (e.g., security and performance are preferred
over customer support), according to their business policy
and requirements, to get a customized trust value of the
cloud providers. Users may also choose the sources and
roots of information that need to be taken into account
when computing the trust value of cloud providers. The
TMg should also be able to provide individual trust values
in the form of opinions (o(¢, ¢, f)) and a graphical interface
(i.e., HTT) of every single attribute used for calculating
the overall trust value. In the TM system architecture (cf.
Fig. 3), the TMg is tightly coupled with the TSE and
TCE to support the above mentioned features for the cloud
users.

D. Trust Semantics Engine (TSE)

The TSE models which configuration of PLTs are con-
sidered to be the expected (trustworthy) behaviour of a
cloud provider in terms of a specific attribute. A default
configuration of PLTs should be based on the CAIQ
answers stored in the repository (TI). The TSE should be
able to convert every trust relevant information into PLTs.
For deriving PLTs from system/service specifications, the
TSE integrates the formal framework proposed in [29].
PLTs can also be derived from the CAI questionnaire.
Especially, we model the bottom-level questions of the
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questionnaire, e.g., CO-01 to CO-07, in the category com-
pliance (CO) as propositions, and ask the cloud providers
for their opinions. Afterwards, we use the CertainLogic’s
AND operator to combine these opinions on the propo-
sitions within each category. Finally, we combine the
opinions that have been derived per category over all the
categories. Moreover, this engine supports users to express
their preferred attributes and also the sources and roots of
information which they choose to be taken into account.
The TSE should be able to customize the configuration of
PLTs in order to reflect the users’ preference. Customized
PLTs are sent to the TCE for the final evaluation.

E. Trust Computation Engine (TCE)

The TCE consist of operations related to the oper-
ators (AND, OR, NOT, FUSION, CONSENSUS,
DISCOUNTING), used in PLTs to compute the cor-
responding trust values. The TCE is tightly coupled with
the TSE to evaluate the PLTs and compute corresponding
trust values. The trust values are archived in the TI
repository after computation.

F. Trust Update Engine (TUE)

The TUE allows to collect opinions from various sources
and roots about the trustworthiness of cloud providers.

Architecture Overview

The opinions collected here should be filtered in such a
way so that the users may use the valid opinions according
to their requirements. For example, spam and information
filtering should be used to eliminate junk or useless in-
formation to be stored in the TI repository. The filtered
opinions are then taken into account when updating the
trust value of cloud providers.

VII. CONCLUSION AND FUTURE WORK

The business market of cloud computing is growing
rapidly. New cloud providers are entering the market
with huge investments and the established providers are
investing millions into new data centres around the world.
At present, it is extremely difficult for cloud customers to
tell the difference between a good and poor quality cloud
provider. In fact, cloud marketplaces are lacking a system
or platform which can distinguish the cloud providers
in terms of different attributes (cf. III-A). Therefore, we
propose an architecture of a multi-faceted TM system for
cloud marketplaces providing means to efficiently differ-
entiate between a good and a poor quality (beyond the
performance issues) providers. The system is designed to
provide a customized trust score of a provider based on the
attributes selected by the customers. Moreover, the system



aims to provide trust scores of the cloud providers based
on trustworthy behaviour of the underlying systems and
the service providers’ answers to the CSA CAI question-
naire [9]. In particular, we believe that taking into account
this standardized questionnaire lowers the entrance barrier
for cloud providers. For the customers, this system has a
special feature allowing them to select from various sources
and roots of trust information (e.g., user statements,
property certificates via remote attestation, compliance to
audit standards via CCM) as a basis for the computation
of the trust scores. Finally, the trust score will not be
represented in plain numbers only, but the presentation
will be supported by an intuitive graphical interface. The
proposed TM system will increase transparency between
the customers and the cloud providers, which is extremely
important for the healthy economic growth of cloud mar-
ketplace.

At present, we have implemented java-based tools that
will serve as a basis for TSE and TCE (with AND,
OR, NOT, CONSENSUS, and DISCOUNTING op-
erators). Currently, we are implementing the tool for the
CAIQ Engine. Trust Manager, Registration Manager, and
Trust Update Engine (with content or information filtering
mechanisms) are part of our future work.
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