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1 INTRODUCTION

IN recent years, Cloud Computing has become a scalable
services consumption and delivery platform in the field

of Services Computing. The technical foundations of Cloud
Computing include Service-Oriented Architecture (SOA)
and virtualizations of hardware and software. The goal of
Cloud Computing is to share resources among the cloud ser-
vice consumers, the cloud service providers, and the cloud
vendors in the cloud value chain. Resource sharing at various
levels results in various cloud offerings such as infrastructure
cloud (e.g., hardware, IT infrastructure management), soft-
ware cloud (e.g., Software as a Service including middleware
as a service, and traditional CRM as a service), application
cloud (e.g., Application as a Service, UML modeling tools as
a service, social networks as a service), and business cloud
(e.g., business processes as a service).

Meanwhile, wireless and ubiquitous connectivity have
enabled mobile computing and Internet access on the go as a
life-enhancing and indispensable experience of modern life.
More than 50 billion devices, in more than 200 device types,
will likely be connected to the Internet by 2020 as integral
components of a new generation of high-value application
services for consumers and enterprises. API-defined mobile
services have become essential ubiquitous services consump-
tion and delivery enablers for many industries and govern-
ment organizationsworldwide.

This special issue contains four papers that provide deep
research results to report the advance in mobile and cloud
computing services. The first paper is titled “Performance
Evaluation and Optimization of Multi-dimensional Indexes
in Hive”, authored by Liu et al. This paper addresses a prac-
tically critical problem in the Hadoop big data ecosystem.
As the number of deployed electric smart meters increases,
high throughput storage and high-performance analysis
of massive meter data become crucial for grid companies.
To ensure performance on smart meter big data analysis, the

authors propose a multidimensional range index named
DGFIndex. By dividing data space using grid file technique,
DGFIndex stores the information of cubes instead of the com-
binations of index dimensions. The authors compare the data
filtering performance of indexing and columnar storage.
Real-world experimental results are reported and analyzed.

The second paper is titled “Cloud-Assisted Key Distribu-
tion in Batch for Secure Real-time Mobile Services”, authored
by Want et al. Establishing efficient key distribution is critical
when applying cryptographic methods to guard the privacy
of smart devices in the Internet of Things (IoT). The authors
propose to develop a cloud assisted key distribution method
in batch for real-time mobile services, named Identity-Based
Key Encapsulation Mechanism (IBKEM). The proposed key
distribution with one-pass communication can ensure secure
real-time mobile services with high efficiency. The approach
is validated by analyses and numerical results.

The third paper is titled “When Privacy Meets Usability:
Unobtrusive Privacy Permission Recommendation System
for Mobile Apps based on Crowdsourcing”, authored by
Liu et al. The tradeoff between privacy and usability ofmobile
apps is of great importance nowadays. To tackle this practical
problem, this paper presents a crowdsourcing based privacy
permission recommendation system. The method crawls the
web, retrieves other users’ behaviors, employs the collabora-
tive filtering technology to recommend privacy permission
for users, and updates the recommendation according to
user feedback. Leveraging the privacy permission settings
in mobile operating systems, the method can form proper
recommendations about the settings so that users can preserve
their sensitive information without compromising application
usability. Their experiments using real-world datasets demon-
strate the effectiveness of the proposed approach.

The fourth paper is titled “Optimizing Elastic IoT Applica-
tionDeployments”, authored byVogler et al. This paper stud-
ies smart devices and/or sensors in the context of edge
computing, where such IoT devices not only send and receive
data but also process data. The authors address the challenges
of dynamically generating optimized deployment topologies
for an edge computing environment comprising of clouds
and smart edge devices. The proposed system comprises two
major components DIANE and LEONORE. The former aims
to identify technical units (TU) and generate deployment
units (DU). The latter aims to take deployment units and pro-
vision themon IoT cloud infrastructure.

In summary, this special issue aims to showcase some
state-of-the-art techniques in the cross-cutting fields ofmobile
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and cloud computing. The constituant papers exemplify some
advanced services in the aspects of performance security,
privacy, and deployment strategy. We believe that the papers
will inspire further research activities in these topics.
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