arXiv:1210.3252v1 [cs.CR] 10 Oct 2012

Bad Data Injection Attack and Defense in
Electricity Market using Game Theory Study

Mohammad Esmalifaldk Ge Sht, Zhu Hari, and Lingyang Sorlg
TECE Department, University of Houston, Houston, TX 77004
tSchool of Electrical Engineering and Computer Sciencejrigelniversity, Beijing, China

Abstract—Applications of cyber technologies improve the qual- In this paper, we consider the case wherein the attacker
ity of monitoring and decision making in smart grid. These yses cyber attack against electricity prices. We show that t
cyber technologies are vulnerable to malicious attacks, ah auacker observes the results of the day—ahead market and

compromising them can have serious technical and economica h th timated t itted . der to ch
problems. This paper specifies the effect of compromising eh changes the eslimated transmitied power in order 1o change

measurement on the price of electricity, so that the attackeis the congestich level, resulting in a profit. On the other
able to change the prices in the desired direction (increasy hand, the defender tries to defend the accuracy of network

or decreasing). Attacking and defending all measurementsra  measurements. Since the attacker and defender are not able
impossible for the attacker and defender, respectively. Tis to attack and defend all measurements, they will compete

situation is modeled as a zero—sum game between the attackert . d d the iniected false dat ti
and defender. The game defines the proportion of times that (© Increase and decrease the injected false data, resggctiv

the attacker and defender like to attack and defend differen  This behavior is modeled by a two-person zero-sum strategic
measurements, respectively. From the simulation resultsdsed game where the players try to find the Nash equilibrium and

on the PJM 5-Bus test system, we can show the effectivenessian maximize their profits. The results of simulations on the PIM
properties of the studied game. 5-Bus test system show the effectiveness of attack on toegpri
I. INTRODUCTION of electricity on the real-time market.

sophisticated in the structure and configuration because lirature survey is provided in Sectiéd II. The system mode
the increasing in electricity demand and the limited enerd§ given in SectiofTll, and the formulation of an undetetgab

resources. Traditional power grids are commonly used ty capttack in the electricity market is given in Sectlor IV. Sewt
power from a few central generators to a large number [} models the interactions between the attacker and defender

customers. In contrast, the new-generation of electrigifyl @S @ Zero—sum game. Numerical results are shown in Section

that is also known as the smart grid uses bidirectional floivs¥L and the conclusion closes the paper in Secfion VII.

electricity and information to deliver power in more efficie

ways responding to wide ranging conditions and events [1]

(Fig.[). Due to the importance of the smart grid studies, some
Online monitoring of smart grid is important for controlsurveys have classified the different aspects of smart grids

centers in different decision making processes. Statenasti [10], [11], [12]. In [10] the authors explore three major

tion (SE) is a key function in building real-time models oBystems, namely the smart infrastructure system, the smart

electricity networks in Energy Management Centers (EMCg)anagement system, and the smart protection system and also

[2]. State estimators provide precise and efficient obsiemns propose possible future directions in each system/_In [a1],

of operational constraints to identify the current opemgtitate survey is designed to define a smart distribution system as

of the system in quantities such as transmission line Iggdinvell as to study the implications of the smart grid initigtiv

or bus voltage magnitudes. Accuracy of state estimation can distribution engineering. Iri_[12] relevant approaches a

be affected by bad data during the measuring process. M@westigated to give concrete recommendations for smadt gr

surements may contain errors due to the various reasons ssieindards, which try to identify standardization in theteah

as random errors, incorrect topology information and itiggc  of smart grids. National Institute of Standards and Teobgyl

of bad data by attackers. By integrating more advanced cyddST) in [13], explains anticipated benefits and requiratae

technologies into the energy management system (EMS8j,smart grid.

cyber-attacks can cause major technical problems such aSome researches have been done over cyber security for

blackouts in power systeE][§J, [4]. The attacks also can besmart grid [15], [16], ([17],[[18],[119],[120]. In[[15], an ured

designed to the attacker’s financial benefit at the expensetedtable attack by bad data detectors (BDD) is first intrediic

the general consumer’s net cost of electricity [6], [7].

Il. LITERATURE REVIEW

2Injected power in a specific node of power network, will bensferred to

1Aurora attack involves a cyber attack against breakers ien@muting unit.  different loads through transmission lines (using kiréisofaw). In power

This experiment shows the abilities of cyber attackers kintacontrol over community we say congestion happens if increasing the pamjection,

breakers and consequently, it reveals the technical prablef this attack for increases (at least one of) transmission lines power to (itg) thermal limit
the power grid[[5]. [8l, [@].
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(H) and defines an undetectable attack using this matriX. [16]market
uses independent component analysis (ICA), and inserts
undetectable attack even when this matrix is unknown fi
attackers. In[1]7], the authors discuss key security telciyies
for a smart grid system, including public key infrastruetsir
and trusted computing. Reliable and secure state estimatio
smart grid from communication capacity requirement point
view is analyzed in[[18]. In[[19], a new criterion of reliable
strategies for defending power systems is derived and t
allocation algorithms have been developed to seek relial
strategies for two types of defense tasks.|[20] is a dre Power
from NIST which addresses the cyber security of smart gr Generation
extensively. While most of current researches (in bad de Transmission
injection area) focus on different attack or defend scesari

our work describes a mutual interaction between both artie

This work shows how the interest of one party (attacker offig- 1. Flow of energy and data between different parts ofrsgrds
defender) can influence the other’s interest.

Some applications of game theory in smart grids have been . ) _ )
studied in [21], [22], [[23], [[25]. In[[21], the authors prege Where i is the voltage phase angle in busand X;; is
method for evaluating a fully automated electric grid inlred"€ reactance of transmission line between busnd bus
time and finding potential problem areas or weak points with{" In the state-estimation problem, the control center tries

the electric grid by using the game theory.Inl[22], the arghol© estimaten phase angles);, by observingm real-time

propose a consumption scheduling mechanism for home 4ngasurements. In power flow studies, the voltage phase angle

neighborhood area load demand management in smart dfid Of the reference bus is fixed and known, and thus only

using integer linear programming (ILP) and game theéry] [28 — 1 angles neetho be estimated. We define the state vector
= [01,...,6,]". The control center observes a vector

is a survey about some of game theory-based application :
solve different problems in smart grid. 1A [26] the author" 7 active power measurements. These measurements can

model and analyze the interactions between the retailer difg €ither transmitted active powe;; from busi to j, or
electricity customers as a four-stage Stackelberg game. Injected active power to bus(P; = >_ F;). The observation

Demand-side management (DSM), is another topic in sm&f" be described as follows:

where the attacker knows the state estimation Jacobiarxmatr i‘ _ Control

\ Consumers

Communication
Links

Distribution

—_—
Power flow
Link

grid, which is recently considered by researchers[In [24] a z=P0) +e )
intelligent management system is designed based on the ob- ’
jective of orderly consumption and demand-side managemenherez = [zy,--- , z,]7 is the vector of measured active

under the circumstances of China’s smart grid constructiqggower in transmission lines?(#) is the nonlinear relation
An Intelligent Metering/Trading/Billing System (ITMBS)ith  between measurement stated is the vector ofn bus phase

its implementation on DSM is analyzed by [25]. [27] isangles;, ande = [e1,- - - ,e,] is the Gaussian measurement
a research on an autonomous and distributed demand-sidese vector with covariant matrix,.
energy management system among different users. Define the Jacobian matrid € R™ as
oP (0
I1l. SYSTEM MODEL H= aé ) lo=o0 - 3)

In power systems, transmission lines are used to transfethe phase differencedf —6,) in (@) is small, then the linear
generated power from generating units to consumers. The@proximation model of{2) can be described as:
retically, transmitted complex power between bend bus;j
depends on the voltage difference between these two buses, z=H0 +e. 4)
and itis also afun_ctlor) of |mpedar1ce between these bu;es.l_hne bad data can be injected mso as to influence the
general, transmission lines have high reactance ovetaasis

(i.e. X/R ratio), and one can approximate the impedance of gate estimation of. Next, we describe the current bad data

T e .injection method used in state estimators of differentteilgty
transmission line with its reactance. In DC power flow stadie : .
L . markets. Given the power flow measurementthe estimated
it is assumed that the voltage phase difference between tV\{O

buses is small and that the amplitudes of voltages in buses %rate vectop can be computed as:

near to unity. Transmitted power is approximated with adine 0=MH"S'H)"'H'S 'z = Mz, (5)
equation [[28]:

0; —0; ) where

M= H"S'H)'H'® ! (6)



Thus, the residue vectarcan be computed as the differenc®. DC Optimal Power Flow (DCOPF)
between measured quantity and the calculated value from the, general, the LMP can be split into three components in-

estimated state: R cluding the marginal energy prideM P,”"**"9%, marginal con-
r =z — Ho. (7) gestion priceLM P, and marginal loss pricé M PFoss
31] [32], [33]. A common model of the LMP simulation
Therefore, the expected value and the covariance of tR€introduced in [31]. It is based on the DC model and
residual are: Linear Programming (LP), which can easily incorporate both

marginal congestion and marginal losses. The generictdispa

E(r) =0 andcov(r) = (I - M)Z, 8) model can be written as

False data detection can be performed using a threshold test

[29]. The hypothesis of not being attacked is accepted if min > Cix G, (10)
max [r| < 7, 9) N N
>.Gi— > D;i=0,
where~ is the threshold and; is the component of. ot 5 i=1
) Y. GSFi_; x (Gi — D;) < F"** | k € {all lines},
IV. ATTACK IN ELECTRICITY MARKET i=1
G < G; < G g € {all generators},

A power network is a typically large and complicated
here

system, which should be operated without any mterruonW
Normal operation needs a system wide monitoring of the jy number of buses:
states of network in specific time intervals. Based on the
monitored values, corrective actions need to be taken. Any
fault in measurement data (because of measurement failures Gi
or cyber attack against them), can change the decisiongwefco D; demand at bus in (MWh);
trol center, which can cause serious technical or econdmica G Sf,_; generation shift factor from busto line k;
problems in the network. In this section, we first introduee t Fyres
electricity market structure, and then from the attackéntpoaf
view we will formulate an undetectable attack that can cleang
the prices of electricity. G lower generation limit for generatar

C; generation cost at busin ($/MWh);
generation dispatch at bdsn ($/MWh);

transmission limit of linek;
G upper generation limit for generatar

A. Optimal Power Flow (OPF) and DCOPF
The general formulation of the LMP at bugan be written
Security and optimality of power network operation aré< follows:

the most important tasks in control centers, which can be
achieved by efficient monitoring and decision making. After LM P; = LM P9 + LM P + LM P/°**,  (11)

deregulation of electric industries, different servickattcan LM Penersy — ) (12)
improve security and optimality of network can be traded L
in different markets. Energy market is one of these markets LMP"™ = ZGSFk o X s (13)
in which generation companies (GENCOQ'’s) and load serving —
entities (LSE’s) compete to generate and consume energy, ; LMP!** = \ x (DF, — 1) (14)

respecuvelE Control center knowing the submitted prices
and network constraints, tries to maximize social welfangherelL is the number of lines) is the Lagrangian multiplier
for all participants. A well known program for solving thisof the equality constraint,, is the Lagrangian multiplier of
optimization is Optimal Power Flow (OPF) program. Lineathe k' transmission constraint, andF; is delivery factor at
form of optimal power flow is called (DCOPF) and is usedbus i. If the optimization model in[{10) ignores losses, we
to define the price of electricity (called locational maajin will have DF; = 1 and LM P!°** = 0 in (T4). In this work
prices or LMPs) in both day—ahead and real-time markets.itnorder to emphasize the main point to be presented, the loss
the following subsections, the formulation of DCOPF togeth price is ignored.
with the general structure of day—ahead and real-time rtsarke 1) Day-Ahead MarketBased on the submitted bids (from
is described. generators and loads) and predicted network confiticon-
trol center runs the DCOPF program. The output of this market
*In an electricity (energy) market, GENCO's submit theirsior gener- - gpacifies the dispatch schedule for all generators and define

ating electricity) to the market. In this case, higher pieell decrease the . . . .
chance of supplying electricity (selling electricity).n8larly, LSE's submit the Locational Marglnal Price (LMP) in each bus of power

their bids for consuming energy. In this case, lower bidd ddcrease the
chance of buying electricity. So competition in both eastiGENCO’s and 4Such as the load level for the next day, which can be predibtethe
LSE’s) will increase the efficiency of the electricity marke historical load data from the past years.



network. Trading electricity in most of electricity marketuch word, if an attacker can change the measurement ltes
as PJM Interconnection, New York, and New England marketssults of state estimation and consequently results btirea
is based on the LMP method. market will be affected. Changing measurements’ data witho
2) Real-Time Market:In this market the control centerdetection by BDD (which can bring financial benefits) is the
conducts the following: 1- Gathers data from the measuréain goal of the attacker in this paper. In the previous eacti
ments that are installed in the physical layer (power netyyor we described that the congestion in lines will change theepri
2- Estimates the states of the network (online monitoring of electricity in the network. Manipulating prices is a good
the network); 3- Runs an incremental dispatch model baségentive for the attacker to compromise the measurements.
on the state estimation results. The obtained LMP’s will b@ order to manipulate the congestion level in a specific, line
considered as the real-time price of electrﬁiﬂ]he real-time the attacker needs to define the group of measurements that
(Ex—Post) model which is used in Midwest 1ISO, PJM, ane@n increase or decrease the congestion, then the attauker ¢
ISO-New England, can be written as [34], [35]: insert false data into the measurements. Equafibn (1), show
that any change in voltage angle can change the transmitted
) RT power through the line. For example, any increase/deciiease
AG Z G X AG;, (15 Ad= (4, - 0;) will increase/decrease the transmitted power.
=1 In online monitoring of power systems, the transmitted powe

N N from busi to bus; can be estimated witt#;; = 9);]91 and
_Z AG; — Z AD; =0, this equation together with equatidd (5) gives the follogvin

=1 =1

N

~ PR A, . — . T

st.{ S GSF_; x (AG, — AD;) <0, k € {CL}, By = 91X 0; _ (MZXMJ) z (17)
=1 Y y
AGTin < AG; < AG™ € {QGY, = QTZJ= Qlz: +Qlz_

ADM" < AD; < ADM®, e {PL},
T
whereQ7 = w The positive and negative arrays of

this vector are shown witlQ” and QZ, respectively. These

AG; is the change in the output of generatpand AD; is Iy - :
. . » .~ coefficient vectors divide the measurements into two groups
the change in the demand of dispatchable load at ibims ; . .
7z and z_, in which addingz* > 0 to any array ofz

(MWh), AG} andAG""™ are the upper and lower bandzgnd z_ will increase and decrease the estimated transmitted

for change in the generation of each qualified generator[]QG : . .
o ma i ower flow, respectively. In this paper, the measurements in
Similarly, A.Di andAD; _are the Upper and lower band andz_ are considered as groupt and.\/, respectiveff.
for change in the consumption of each dispatchable load.(D féer defining these groups, the attacker tries to insert an
e )

Second constraint shows that any change in the transmit .
. . iy undetectable bad data into the measurements. Assume,
power in congested lines (CL), should be non—positive value . .
. N IS the measurement values without corruption (safe mode).
Similar to day—ahead market, LMP in bugwithout con-

F idue f f de will be:
sidering the effect of losses) will be, rom () residue for safe mode will be

where CET is the generation cost at busin ($/MWh),

3 ro =z —Hf = zo — H(Mz). (18)
LMPET =\ + Z GSFj_i X g, (16) In the case of attack; = z, + z* and the residue will be,
=1
where,L is the number of lines) is the Lagrangian multiplier r=z—-Hl=12¢+2z"— H(Mz, + Mz%) (29)
of the equality co_ns'_[ralnt, and is the Lagrangian multiplier — 79 — HMzg + z° — HMz® = r( + 17,
of the k' transmission constraint.
C. Cyber Attack Against Electricity Prices wherer® = (I — HM)z%. From triangular inequality,
Real-time market uses the state estimator results thatsshow e l|<lro || + |l 2|, (20)

the on-line state of the network. In order to transfer datdiéo | . I " .
state estimator, control center uses different commuioicat tiS €quation shows that if r* |=| (I — HM)z | is
channels such as power line communication channel. Usiﬁ@a"' with large probability control center can not digtitish

these channels, increases the risk of cyber attack. In Oﬂp&tweenﬂ r || and|| ro || So inserted attack will path the bad

_ ) o ) 8Attacker can carry out stealth attacks by corrupting the groflow
SDispatch schedule will be similar to the day-ahead market mjor measurements through attacking the Remote Terminal URT&J$), tam-

changes of load will be covered by the Ancillary Services. pering with the heterogeneous communication network oaking into the
6This price can be the same as day—ahead market or can be dhiapge Supervisory Control and Data Acquisition (SCADA) systenotigh the
the generator in a specific time (i.e. 4P.M. — 6P.M. in PJM regrk control center office Local Area Network (LAN) [14], T15].
“All PIM generation units that are following PIJM dispatchtinstions, 91t is assumed that attacker knowE (and consequentiVI). Knowing the

are eligible to participate in the real-time market (to &t teal-time LMP location of attack, from[{d7), attacker can distinguish theasurements in
values), these generation units are called qualified gemera group M and V.



data detection if,||(I — HM)z®|| < £. In this constraintt a specific transmission line in a defined time and location to
is a design parameter for the attacker. Smaller value§ oftransmit a specific value of power. In real-time market with
will be more likely to be undetected by the control center [7Ereating congestion, FTR can be sold (with higher price) to
However, the ability to manipulate the state estimation| wiany Load Serving Entities (LSE'’s).

be limited. we assumé is predetermined by the attacker. In In the next section, we will analyze the behavior of both
order to change congestion, attacker will define the indertattacker and defender in the real-time market. Limitation i

false data using the following optimization, attack (to) and defend (from) different measurements makes
- w difficult situation for both parties. Mathematical modejiof
max. Z 2(1) = Z =(9), (21) this behavior in the next section, is an efficient answer & th
ie{M} JeiN} question ofwhere should | attackandwhere should | defend?
ot { [(IT—HM)z| <€, for the attacker and the defender, respectively.
2'(k) =0 Vke{SM}, V. GAMING BETWEENATTACKER AND DEFENDER

wherez(i) is thei'" element of attack vectas®. Group M In order to protect lineL, the defender needs to protect
and consist of measurements that increasing and decreasiidup M and groupN. Because the inserted attack will
their value will increase the congestion. Objective of theve pass the BDD in state estimation (first constrain{inl (21, t
optimization is to increase and decrease measurementsivalucontrol center should use some other detection methods. For
group M and.V, respectively. First constraint is for avoidingexample, the defender can put some secure measurements into
detection of the attack by bad data detector in state esjﬁi'['na}andom locations in the network. The main pr0b|em in this
Group SM shows the safe measurements that can not Bgycedure is that defending all measurements is not pessibl
compromised (such as those protected by Phasor Measurenmithe other hand, it is impossible for the attacker to attack
Units). With inserting the resulted attack vectdrto the actual || measurements. Instead it tries to attack measurenteats t
values of measurements  z,+2z“), the attacker will change have the most effect on the state estimator without being
the estimated transmitted power in the attacked line. Frofatected by the control center. This behavior can be modeled

(I7), this change will be with a Q%ro—sum strategic game between the attacker and the
R M, — M;)T defendetl.
AP;; = Mz“. (22)
' Xij A. Two-Person Zero-Sum Game Between Attacker and De-

While the attacker tries to increase this change, the defenéender

tries to decrease it by defending the measurements that havBefine A = (', (S;)icr, (Ui )ien’) @S a game, in which the
high risk of being attacked. Changing the estimated powgéfender and the attacker compete to increase and decrease
flow in a specific line will increase the chance of changinghe change of the estimated transmitted povmp;(j), respec-
prices in both sides of the attacked fReEither increasing or tively. In this game;R is the set of players (the defender and
decreasing congestion can bring financial benefits forketac the attacker), and the game can be defined as:

1) Decreasing The Congestiorin day—ahead market the | pjayers setR = {1,2} (the defender and the attacker).
attacker buys at lower pricé. M PP4 and sells at higher

price LMPP4 (LMPPA < LMPP#). The difference of | Attacker's strategy: to choose measurements to attack.
two prices should be paid to the transmission company as the

congestion prices. In the real-time market, because otdser Strategy setS;: The set of available strategies for player

ing congestion, the congestipn prige pgid by the attacKess i, 81 = {aCn,}, S2 = {oCn,}, where N, and N, are
than the supposed congestion price in the day-ahead market {he maximum number of measurements that the attacker
so the profit of this trade in 8/ h will be: can attack and the defender can defend a€g, is the
Pg,fg = Congestiongéce — Congestion®E, (23) combination of N, measurement out af measurement.

o Utility: U; = AP;; andU, = —AP;; for the attacker
- (LMPJ’DA — LMPP?) — (LMPJRT — LMP[T). and the defender, respectively.
2) Increasing the congestiorincreasing transmitted power
from bus: to busj, can create congestion in ling;;. This ) ) ) _ - _
congestion increases/decreases the price of electrititpe A Strategic game is a model of interactive decision-making,
receiving/sending end of the transmission line. So thektta N which each demsmn-mqker chooses |ts_plan of action once
needs to buy a Financial Transmission Right (FTR) fro@nd for all, and these choices are made simultaneously. For a

sendlng busi to endlng bUSj. FTR is a financial contract n the case that there are different non-cooperative atackhey will

to hedge congestion charges. The FTR holder has accessial the worst performance. Bt if the attackers are cotigerdt is the worst
case for the defender. In this paper, we consider the wosg by assuming
10The attacker doesn’t have access to all data such as thetsetbmiices, all attackers are together as one party. So we formulate ribiglgm as the
generation limits, etc. So with changing the estimatedstratied power two-user zero sum game. If the attackers are non-cooperaime games
desired direction, the attacker increases the chance afimgeor releasing such as the Stackelberg game can be employed. These ganiatessting
congestion in the attacked line. topics which needs future investigations.

B. Noncooperative Finite Games: Two—Person Zero—Sum



given (m x n) matrix gameA = {a;; : i = 1,...,m;j = However, it always holds true that, (A) = V,,(A) for a
1,...,n}, let {row i*,column j*} be a pair of strategies two-person zero-sum game in the mixed strategies. In thjs wa
adopted by the players. Then, if the pair of inequalities  for an (mxn) matrix gameA, A has a saddle point in the
mixed strategies, ant,,,(A) is uniquely given by

is satisfiedvi, j. The two—person zero—sum game is said to V(&) = Vm(A) =V, (A). (33)
have a saddle point in pure strategies. The stratgg®s i*, We can see that if the players are able to use mixed strategies
columnj*} are said to constitute a saddle—point equilibriumhe matrix games always have a saddle-point solutipA )

Or simply, they are said to be the saddle—point strategies. Tas the only solution in the zero-sum two-person game.
corresponding outcome- ;- of the game is called the saddle— )

point value. If a two—person zero—sun game possesses a siffgl COmputation of A Two-Person Zero-Sum Game

saddle point, the value of the game is uniquely given by theOne way to get the saddle point in the mixed strategies is
value of saddle point. However, the mixed strategies ard uge convert the original matrix game into a linear programgnin
to obtain an equilibrium solution in the matrix games that dg-P) problem. GivenA = {a;; : i =1,...,m;5=1,...,n}

not possess a saddle point in pure strategies. A mixed gyratwith all entries positive(i.e., a;; > 0), the average value of
for a player is a probability distribution on the space of itthe game in mixed strategies is given by

pure strategies. Given dm xn) matrix gameA = {a;; : i =
1,...,m;j=1,...,n}, the frequencies with which different
rows and columns .of the matrix are phosen b_y the d,efenqsf)viously,vm
and the attacker will converge to their respective proligbil
distributions that characterize the strategies. In thiy, wae

apj < @ < agge, (24)

T ’ o . ’
Vin(A) = min maxy Aw = max miny Aw. (34)

(A) must be a positive quantity aA. Further-
more, the expression can also be written as

average value of the outcome of the game is equal to Hlelg v1(y), (35)
y
J(y,w) = ZZ%%%‘ =y Aw, (25) Whereu;(y) is defined as
i=1 j=1

v1(y) = maxy'Aw > y'Aw, VYweW. (36)
wherey andw are the probability distribution vectors defined W
by In addition, it can also be written as

I i
Y= ym), w=(w,wn) (26) Ay <lan(y), 1n2(L,...,1) €R".  (37)
The defender wants to minimizd(y,w) by an optimum
choice of a probability distribution vector € Y, while the
attacker wants to maximize the same quantity by choosing an min vy (y) (38)
appropriatew € . The setsY and W are

Now the mixed security strategy for the defender is to

Ay < 1p,
N Y 1l = [02(y)] 7"
Y={yeR":y>0, i =1}, 27 s.t. i
{y y = ;y } (27) y = yoi(y)
y =0,
W={weR":w>0, ij =1} (28) wherey is defined asy/v1(y). This is further equivalent to
j=1 the maximization problem
Given an(mxn) matrix gameA, a vectory* is known as max ' 1m, (39)
a mixed security strategy for the defender if the following y
inequality holdsvy € Y: Ay <1
sty 2™
—_ é */ < / ] { y 2 O7
Vi (A) maxy Aw < maxy Aw, yeY. (29

L ) _ which is a standard LP problem.
And the quantityV,,,(A) is known as the average security gjmjlarly, we can get the standard LP problem for the
level of the defender. We can also define the average secugiyscker

level of the attacker a3/, (A) if the following inequality

holds for allw € W: min Wln, (40)
V,.(A) 2 miny’ Aw* > miny’Aw, w € W. (30) Aw > 1
yey yey s.t. { a >6 m
The two inequalities can also be given as: W=
— wherew is defined asw/v2(w) and
Vm(A) = minmaxy’ Aw, (31)
row vy 2 miny Aw < y'Aw, VyeY. (41)
V..(A) = max n%;n vy Aw. (32) Y



TABLE | . Sundance

Brighton 200MW
LINE REACTANCE AND THERMAL LIMIT FOR 5—BUS TEST SYSTEM 600MW
/ BS B4 | 23
Line Li2 | L1g | L1s | Los | L3a | Las @ —@ 4ﬂ
X (%) 281 | 3.04 | 0.64 | 1.08 | 2.97 | 2.97 Lmite2a0m
Frma= (M) | 999 | 999 | 999 | 999 | 999 | 240 = 2 )
Alta
VI. NUMERICAL RESULTS oo oy Solitude

In this section, we analyze the effect of attack on th @
PJM 5-bus test system ifi [30] with a slightly modifications (15)

Transmission lines’ parameters are given in Tdble | @nhd park City

Generators’ and loads’ parameters (includ@@g*”, C;, and 1iomw

D;) together with the location of measurements are shown

Figure[2. Solving[(T1I0) for the day—ahead market shows tt @ Insecure Measurement [l secure Measurement

Ls4 (line from Bs to By) is congested. Here attacker choose
Lx4 to attack. KnowingH, from (I7) the attacker obtair® =
[0.2 0.0500.19 0.25 0.04 —0.04 —0.08 —0.13 0.18 0.05].
Positive and negative arrays of this vector correspond,to Defender
andz_ vectors, respectively, i.ezl = [21, 20, 24, 25, 26, 210

and 2T = [27, zg, 29]. The greater values af(i) correspond

to measurements that have more effectR}p Suppose there
are 4 insecure measuremefits, z4, 25, 210} and the attacker
can compromise 2 of them, also the defender can defend 2
measurements simultaneously. So the attacker should ehoos il Gtk e |
2 measurements among these measurements that have more™™™* {__/\ /N
effect on Pw and a sufficiently low probability of detection
by the defender. In this example, the attacker can choc
from strategy setS: = {2124, 2125, 2123, 2425, 2423, 2523}, 0 297 577 113 0 276 241 124 0
and the defender can choose from strategy Set =
{2125, 2123, 2425, 2423, 2523 } . It is assumed that if the attacker
for example choose$z;z;} (to attack measuremeitand j,

i # j) and the defender choos¢s;z;} (to defend measure-

menti andk, 4 7&. k)’ .compromlsmg{zj} will be sueeessful, attacker and the defender, play their own strategies. Sglvi
and the change i®; is ‘3”'3’ becaus.e of compromlsn{g:j-}. such a game (which does not have a single saddle point) is a
I § = [Baw, - 5arwliig), solving [21) and[(22) gives jineq, programming. Froni_(89) defender defijeswve have
APsy = Uy = —Us. As Figure B shows, these payoffs are the

results of different attack and defend strategies (whicth bo max ¥ 1lm, (42)
players take). The attacker and defender in this game are not 117G + 11755 + 12844 + 12855 + 3.2 < 1,

aware of the sequence of play. Also one player has no idea 3.144; + 3,14'7;3 + 1.283, + 5,35;35 + 1.28;&6_< 1,

about the other player’s action. These situations are iestr 2,817 + 2.81§2 + 4430 + 1.28§5 + 12846 < 1,

by a normal form zero—sum game in Tablé IIl. st 3145 + 1175 + 5iis + 3.143s + 1.176 < 1_7

2.81y1 +5y2 +1.17y3 + 2.81y4 + 1.17ys < 1,

Fig. 2. Measurement configuration in PJM 5-bus test system

zz

Fig. 3. Extensive form of single—act game

TABLE I 7 . - ~ ~
GENERATION SHIFT FACTORS OF LINES IN5—BUS TEST SYSTEM 4.8491 + 2.81y2 + 3.14y3 + 2.81y, + 3.14y5 < 1,
0] ) y ) y ) y 7:~ ) ] Z 07
T~ Bus B, B, Bs B By Y1,Y2,Y3,Y4, Y5, Ye
12 0.1939 | -0.476 | -0.349 0 0.1595 which giVGS y = [O 0.049 0.134 0.136 0.018 0183]
Li—4 0.4376 | 0.258 | 0.1895| 0 | 0.36 Therefore, y = yuly) = y@'lm)™' =
Li_5 0.3685| 0.2176 | 0.1595| O -0.5195 i H
Lo s 01939 | 05241 | -6.3a9 | © 0.1595 [0 0.094 0.26 0.2_62 9.0347 0.35]. Similarly, solving [40)
Ls_4 0.1939 | 0.5241 | 0.6510 0 0.1595 for the attacker givesw = [029 0 0.02 0.019 0.019 0174],
Ls_4 0.3685 | 0.2176 | 0.1595| 0 | 0.4805 and therefore,w = wui(w) = w(Wlm)! =

[0.556 0 0.038 0.036 0.037 0.333].
. L Figurel4 shows the proportion of times that the defender and
Table[lll shows thamm(l?fﬁ{) = 3.21, which is not equal w0 Jitacker should defend and attack different measurtsmen
to maX( min ) = 0. So there is nay; ;- that satisfies[(24). respectively. As discussed in Sectibn IV, changing the- esti
Therefore the game doesn’'t have a single saddle point andted transmitted power in linéss can change the prices
the problem shifts to finding the proportion of times that thim either bus5 or bus 4. In real-time market the control



TABLE Il
ZERO-SUM GAME BETWEEN THEATTACKER AND THE DEFENDER

w1 wo w3 wy ws we This change, will release
Att. = the congestion of Line L54
Def. 2124 2125 21210 Z425 Z4210 25210 %
y1 Z1%4 0 314 | 281 | 3.14 | 281 | 484 2
Y2 2125 117 | O 281 | 1.17 5 2.81 a
v3 Z1210 117 | 3.14 0 5 117 | 3.14 £
Ya Z4%5 128 | 1.28 | 443 0 281 | 281 £
s 24210 128 | 535 | 1.28 | 3.14 0 3.14 b
Y6 Z5210 321 | 1.28 | 1.28 | 117 | 1.17 0 <
2
=2
s
. . . . o
center estimates transmitted power and then knowing dispat

schedule (which is defined in day—ahead market) load level
in different buses is estimated. This estimated load tageth O a5 s s i
with the current state of the network is applied to a DCOPF, L (Line From bus 1o bus )

and t.h.IS program defines the real-time prices. If the OI:mJatlFi . 5. Change in the estimated transmitted power of linesbge of attack
condition (such as the load level) has not changed and thgfe “angz,

is no error in the measurements, the real-time prices should

be the same as the day—ahead prices. Here without loss of

generality, we assume that the actual load level doesnitgha indicate that, in the specified load level, how attacker can

and any change in the estimated load level is because of lednge the prices in the desired direction (decreasingisn th
data injection to the state estimator. example).

The following example shows how attacker is able to change
the prices in real-time market. Suppose attacker compro-
mise z;z4 and the defender defendsz;o so, attack against This work is partially supported by US NSF CNS-
z124 is successful. In this case solving121) give$ = (953377, ECCS-1028782, CNS-1117560, Qatar National Re-
[8.21008.09000 0000 0]arw). So from [B), estimated search Fund, National Nature Science Foundation of China
states for all buses will bé = [50 56 65 01 71.6] x 10, . under grant number 60972009 and 61061130561, as well as

edhe National Science and Technology Major Project of China
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transmission line that shows, congestion in this line isaséd.

In this case solving[{15) and ([L6) gives the real time prices 36
(here it is assumed thakG7"** = —AG™™ = 0.1)w and aal[ = B = LMP Ex-Ante (No Atiacy A
ADmezr — _Aszn — OI\IW) = —©— LMP Ex-Post (Attacked) /z ‘\
; i w)- . g_| ,
Figure[6 shows the prices for attacked and without—attack = 32 ’,’ N
cases. Change of estimated transmitted power in transmissi g % o——_ =" —%
line is shown in Figurd]5. Now, assume that in day—ahead %28— LA Y
market, the attacker buyi$)0,,w power in buss and sells it 6l L Y
in bus 4. From[(233), the profit of this contract will be: 2 e '
T 24 Yo
Profit = [(35 — 20) — (30 — 30)] x 100 = 1500(s /5. (43) g 2l '
- 201 ‘T
18 . . .
VII. CONCLUSION 1 2 3 4 5
Bus Number

In this paper, first we analyzed the effect of compromising
each measurement on the state estimator results. Compro-
mising these measurements can change the congestion é&@ﬁ
consequently the price of electricity, and thus, the attack
has an intensive to change the congestion in the desired
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